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Communications, services, and additional information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services,
visit Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a
comprehensive list of defects and vulnerabilities in Cisco products and software. The BST provides you
with detailed defect information about your products and software.

Documentation feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right
pane of every online document.
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RZ&# T LET

« Cisco NX-0S U U — 2 10.3(1)F LA¥t, Fw w7 ACL 1% ITD NAT #—E R TOHHHR— k
SnET,

s WOERFEL X ORI FIEZ VXLAN _ETO ITD BEEEICH#E A L 7,
WORRIZY A — F SN TWERA,
eFail 77 a v AV v K,
« u—7,
«ITD > a3,
e TRA A TI—THNDIPVv6 / — K,
« VPC
s BT R,
« J—RL~YULDAF LA,
« LA —1TD B X O'ITD over VXLAN #—E X%, / — K EDRI LT /A X ZL—
TR TEET A,
« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, # L1 X9636C-RX 7 A > H— K
IZ. VXLAN ETOITD ZH A — L TWERA,
«LFTDO Y U —A05 ISSU Z 3 2 RiZ, featurePLB #3E7 7 7 4 7L T 5 ME R &
D ET,
« VIP &7 h AZ 234 1F, 1TD over VXLAN % H NI T 5 72O DMEDHERK T,

« fERR O J51E (CLI £721X DME #f5H) 1[CBfR2R <. T8 A T A—TDJERFD J —
Figd+ Tl —7 /J—RFNTCRIULUTHDILERDH Y £9,

« Cisco NX-0S U U — 2 10.2(1q)F LAKe. VXLAN LG ITD 1 N9K-C9332D-GX2B 77
74— AL v FTHR—bFINET,
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m ozesEssnsE

* CiscoNX-0S U U —Z 1033)F LARETiE, HTLWL3VNIA »F—T = A A XA 7% IPv4
=B AL IPV6 V—EADMIFDANA v HZ—T = AL LTHRTEET, EHSH
HEEFHEEHIRFEIIKROE B T,

e < /LF ACL & ~/VF VIP Y —EZDW RV AR—FEh, BRI ITD b —E 2 ¢
FR—hrENET,

Z OEREIX NIK-X9716D-GX T 1 ¥ B — K L W CiscoNIK-C93180YC-FX3 77 » b
T F—2I AA v F B L7 Cisco Nexus 9504 3 LTV 9508 A1 v F THAR—FEN

£7

ITD PAT [CBH3 23 EFIBLFINBIEEIRODESYTT,

« TSA A TN =T THEED VIP Z PAT THAT 25613, VIP Z&IC—BDOT AR 7
N—T Z BT D MERH Y £T,

« PAT 9 28015, VIP & & HICAR— FEENNETT,
« Cisco Nexus X96136YC-R. X9636Q-R. X9636C-R. 3 L 1FX9636C-RX 7 1 > & — FIZITD
PAT #HR—F LTWER A,
ITD-L2A—F NS UTI12F, ROERICET 5FEEELFRBENHYET .

* Cisco Nexus 93108TC-EX 3 X ¥ Cisco Nexus 9516 A A v FlL, LA ¥v2u— R X572
7 H—E 2%V AHR—F LET, CiscoNexusNX-0S U U —=293(5) LA, C93180YC-FX
J OV C93240YC-FX2 3R — F I TWET,

A\

G 1/4’“\7 2u— R ART v ZHEREIE. Cisco 9500 EX/FX/R 7 A >
— FTIEF¥R—-— STV ERA,

LAY 2a—RK T2 7F, vPC, R— bk Fy b, BXRL3I A v 2 —T =41 2%
P R—FLTWEHA,

e "NTUITHNDR—F TN—TF A B =T 2 ADHBYR— FENET,
¢ ITD-L2 R— K Z—T% 3 DL EOP—ERATHAELARANTL EEN,
s TCAM B A AR, »r—ERADOEITMAZ Ty bOEOARFHEE LW 2R LET,

«ITD Tl 150 DV —ERAZHKR T ET, 7272 L, ITD-L2 DA, 4 DL EOPF—E R
PRERTHZ LI TEER AL

« LIRTD Y U — 25 ISSU Z{# -4 5 iz, featuresmart-channd #3775 4« 7{b1 %
VERHVET, LA Y2ITD Y —ERL, Av— K F¥yxLofbicbA¥v2e—F
NIV TRICRET HMERD D 77,

LA R— " R—=2 D — FKRT TR R— R ENTWET,
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B mosrssacnnss

« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R. 35 LT} X9636C-RX 7 A > /71— R,
ITD-L2 0 — R RT3 Z Y R—F L TWERA,
« OB ITD-L2 #EREICHEH S 4, AR — PSR TWEEA,
cFaill 772> AV v K,
« u—7,
«ITD kv a.
« THRA AT NV—THNDIPV6 J — K,
« VPC
o BT A,

o J—RUL~-YLDAK L INA,

« Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, I L1 X9636C-RX 71 > F— RiL,
ROWREZ Y R—F L TWERA,

BT H—E R

o B[R

e 7 —7DITD 2—H#—EFHXF7 v 7 ID
cBADOEFE Ty v a v EN LEEAEZFED/ — ROBN
« )= RKDIFTARE~D LT

_I,

&

.,3[3

Tl

N

GE) IID/—FKEDNIT7 4wl 7Ju—0a— KRNI A2 ETDH
Wi, A v H—T oA ADRFHEREF R LET,

« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R, 35X N X9636C-RX 71 > H— Fit,
B{E. ICMP, TCP., B3LXOUDP 7 —7DOH%HAR— KL TWET,

ROFEEFIBELFIBREFIEE. ITD/—K AVTFFURE—FE/—FEBHEEIERAINE
T

MEHSNDRE S A ~—I, EHTOTe—7 (87 v 7B LOIPSLA) OB LU
A LT T b ERBIENRHLMERDHY FF, ZhIZLD ., EELRHNICHRETE £,

o /) — ROB|EAGEMEICEE T 28T, FFCLEWEDI T M I BAEHSN TV DS
IZ, /J— RKREEL L TCHREESND2DOZEET 572012, OO —E2A0EIE7-13E ~
arONRDENZE T TARERHY 7,
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myx—+r4<u— i

« /= NI, REESNTWD ) — RE2EHICEE vy MY BIOEY Yy Y FE D
¥) THENS, BEARETH L LM SN OIVENRDH Y 3, / — FOBFEATREMEIX,
T v DREEBET L L THITE X,

o J—FRBEHE Yy MUV ENTWBEGE, 3TN AT NA—TNEIZ//—F
W2 U TR LEVMERENMEH SILTWAIGE., v —E AT RPERE 2 H L 72w
ZEMBY FET,

eI RNTH/—RIZIE, /— R LNV FERET AR TN —T L)L DOWNT T, 71
MarFEiziia—Y—EEDO 0 —TNNETT,

fEFARRRIR A X XA ) — RPIRWGE. — B AT fail-action A I = X A THEKT 5 &%
ERHY FET,

e a— YW —TFHDO LT IZNITD a2 ha)L 7ua—T7 A= XL TIIRLSTFNA A T )L—
FTTHEHENTWAEES. ITD / — K AT F oA T— REFIT ) — NEREHRE 2
TXAL9C, J—FHFEFIZIF A AT A—TRIT N v 78R F2ILE LW b %
BEIHDLET,

ITD $7R— k471 —

ITD VAR —F LoULDY A RMZOWTIE, ROEXEZBB LT FEW,

R 1:TDYKR— bk LRJL

He B ITDv4 ITDv6 5588
FRL AT N—TF * TCP * TCPv6 CiscoNX-OS U U — &
L « ICMP « ICMPYV3 7.003)17(3) THASH
72 ITDv6
« HTTP
CiscoNX-OS U U —=x
* UDP 10.1(1) LK, Cisco
« DNS Nexus X96136YC-R,
X9636Q-R.,
X9636C-R, BL W
X9636C-RX X,

ICMP. TCP, BL W
UDP 72— 7 DIt

A—rLFET,
J—RZ DT —7 T =
L~
Hot-Standby SR YA CiscoNX-0OS U U —=A
7.0(3)17(3) THEA B 7
HE (= (=
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ITD DR |

-1 ITDv4 ITDv6 EL: ]
75 AR [ A CiscoNX-OS U U — =
10.1(1) THE A 7~

FEr D% LER

ACLY 7L via [ A

7A=Y J—N A =LA

BAOHHLTTA<V [T ELA CiscoNX-0S UV J —=x

J— K 10.1(1) TEAH A

Ry b AK A AYAY-4 xS

J—F

H—ER LRI

A7 — K ACL [ [

Failaction A Y » * reassign * reassign CiscoNX-0S UV J —=R
« least-bucket « least-bucket 10.1(1) THEAST

* node-per-bucket

* bucket distribute

* node-per-bucket

» bucket distribute

drop-on-fail 47" =
=N
failaction A v R Tff
HTx%E7,

FR4h-ACL

EA

EA

S ACE X% R — K
ENTHVERAL
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m4x—+4<u— [

ITDv4

ITDv6

B

YAR—bENDLTT v
7 =24

EX/FX A4 1— R
%5k L 7= Cisco
Nexus 9500 A A~ F :
X9788TC-FX.
X97160YC-EX.
X9732C-EX, BL W
X9736C-FX,

Cisco Nexus 9236C,
92304QC A1 v F.
JN9300-EX v U — X
AL T

Cisco Nexus
C9336C-FX2-E B L X
C93180YC-FX3 XA v
F & Cisco Nexus
X96136YC-R,
X9636Q-R.,
X9636C-R, BL W
X9636C-RX 7 A
J1— R,

Cisco Nexus
93180YC-EX.
93108TC-EX,
C93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B &
W C9332D-GX2B 7
Ty NI A =LAy
Fo

EX/FX A4 1— R
Z 5k L 7= Cisco
Nexus 9500 A A~ F :
X9788TC-FX.
X97160YC-EX.
X9732C-EX, BL W
X9736C-FX,

Cisco Nexus 9236C,
92304QC A1 v F. B
J9300-EX vV — X
AL T

Cisco Nexus
C9336C-FX2-E B L X
C93180YC-FX3 XA v
F & Cisco Nexus
X96136YC-R,
X9636Q-R.,
X9636C-R, BL W
X9636C-RX 7 A
J1— R,

Cisco Nexus
93180YC-EX.
93108TC-EX,
C93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
W C9332D-GX2B ~°
Ty NI A =LAy
Fo
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ITD DR |
B mosorrrs

113 ITDv4 ITDv6 BTk

565G NAT Cisco Nexus N
93180YC-EX,
93108TC-EX,
CI93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
N C9332D-GX2B 7
T M T F—LAAL
FRPR— I TN
£

ITD over VXLAN S FESF I

ITD DT 74 FEETE

WDOEIZ, ITD RT A —=H DT 7 )V bREZEZ R LET,

R2:TIHILEDITDIRS A —4

T A—=42 FIAILE
Fa—7 OERE 10 ¥
Ia—T7 ORIV Iy b 3

IR —TOFHBITT T ATk 3
Tu—7 A A LTI b 55

ITD DR
ITD D1 +~—T )Lt

ITD ==~ RICT7 7 B AT AHRENC, ITD BEREZENCT AILERH Y £9°,
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1R BHHIIZ

71312 5—T0#H% |

Iy NU—0 P —ERXATFTABUVABAL VA=V ENTWNDEI LEZMER LT EEN,
RNY—=_R—=2 —F 7 (PBR) WA ->TWAZ & 2R LET,

FIEDHE
1. configureterminal
2. [no] featureitd
3. (f£&) copy running-config startup-config
FIEDEEHE
FIE
OV RFEREFET7TIV3 Y B
AT w 71 | configureterminal Ja— LR EE— REREBLET,
fi
switch# configure terminal
switch (config) #
R F2|[no]featureitd ITD ¥§hEZ A X —7 M LET, T 740 KT,
i - ITD (FHEHIT 72 o TOET,
switch(config)# feature itd
ATv 73| ({£E) copy running-config startup-config FiTar 74 F¥al—vark, A¥F—h T v a

1

switch (config)# copy running-config startup-config

Y7 4Xal—vailar—LEd,

TINA R TIL—TDHERK
ITD 73 A T N—T %R L Tnd, JA—T7D /) —R&Ta—T%FETEE7, Cisco
NX-0S U U —2& 7.03)I3(1) LABETIL, BEDOT A A T N—T L TEET,

CiscoNX-0S UV U —A 10.1(1) LIETIZ, T4 A I NV—THND ) — K& 7 T AX|TIBINTE
T, ZOEHE. TAAAITA—TZE /) — R LV DARZ RS ) —RETITHR Yy b A X

VA ) — R | failaction 7Y g UBAERESNTCVVET,

1R BHHIIZ

fail-action bucket-distribute

ITD BEHER A X —T N TH DI L 2R L E T,
T XA A8 CiscoNX-0S U U — 2 7.03)3(1) LARE A F4T L TV DA X, RO a2~ RBERE

SNTWVWDZ xR LET,

feature sla sender feature sla responder
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ITD R |

FIEDHE
1. configure terminal
2. [no] itd device-group name
3. vrf vrf-name
4. [no] node{ip | ipv6} {ipv4-address | ipv6-address}
5. [no] probetrackid
6. [no] weight weight
7 [no] cluster 1D description description-string
8. [no] port port value
9. [no] mode hot-standby
10. [no] shutdown
1.  exit
12 /—FZEIZFIE3 ~5 %V IRLET,
13. [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]
14. [no] hold-down threshold count <count> [time <time>]
15. (fE&) copy running-config startup-config

FIED ¥

FIE
AV RFERETI3 Y EL:Y

A7 w71 |configureterminal Ja—rYb AT 4 X ab— gy - REHLA
1§| : szjﬂo
switch# configure terminal
switch (config) #

AT w72 |[no]itd device-group name ITD 73 A T N—T 2B L, T/A A T —
i - T arZ4¥al—varyE—FEBLET,
switch (config)# itd device-group dgl %j( 32 i%@ﬁ@’(%%]\j}f% ER
switch (config-device-group) #

RT7w 73 |vrfvrf-name TA A T N—TDVRF gk LE7, FEMCo
i - WTiE, VREOHR—F (24~—) Ook7 I3
switch (config-device-group) # vrf vrfl vEZRLTIES v
switch (config-device-group) #

A7 74 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD ®/ — R&EHEELET,

51

switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #

1 :
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712 sn—7ouR |

ARV FFEREETIVa Yy

E:)

switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #

RFwF5 |[no] probetrackid Tu—T7Da—F—ERFT v ID R L E
i kR
switch (config-device-group)# probe track 30
switch (config-device-group-node) #
A7 w76 |[no] weight weight ITD D/ — ROELEZRE L ET, AL
B - ~ 256 TY,
switch (config-dg-node) # weight 6
XFw 77 |[no]cluster ID description description-string BEINETFSAXIZ ) — REBINLET,
i :
switch (config) # itd device-group dgl
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) # cluster 2 description
Cl
1 -
switch(config)# itd device-group dgl
switch (config-device-group) # node ipvé6
2001::198:1:1:11
switch (config-dg-node) # cluster 3 description
C3
AT w78 |[no]port port value BEREAR— h 7 FLALHD R — MESEIEELE
151 - 7, fEOHPHIL 1 ~ 65535 CT7,
switch (config-dg-node) # node ip 10.10.10.10
port 1000
25w 79 |[no] mode hot-standby )= REFALZ I A—T DRy b A LA
1 - J—RE LTI LET,
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
A5y 710 |[no] shutdown )= REATF A T— NICBEIE 23K T L
i - £7,
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATy TN |exit FRARATN—F J)—KRarv 74 71— gy
i TN TLET,
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ITD R |

ARV FFEREETIVa Yy

S

switch (config-dg-node) # exit
switch (config-device-group) #

ATYT12 |V —RILIZFIA3 ~5 20 IRLET,

R 713 |[no] probe {icmp | http | tcp port port-number judp | 7 2 % 7 )L—7 D —t 2 T a—7 &k L%
port port-number | dns[frequency seconds] +.

[[retry-down-count | retry-up-count] number] [timeout
seconds] CiscoNX-0OS U U — % 7.03)I3(1) LAFE, ITD H—t
5l AT r—7 L LTROTa haLEfEETEE
switch (config-device-group) # probe icmp frequency] 7ro
100 * [ICMP
* TCP
« UDP
« HTTP
* DNS
URIOY V—Z T, ITDY—E2AD7r—7L L
TICMP M S TWE LTz,
FT v a AIRDEFY TT,
- frequency : 7' m— 7 OB Z RV HALTHEE L
T3, EOHPHIL 1 ~ 604800 T,
s retry-down-count : / — RBZ 7 L7z & &(C
TR —TIL Lo TIATINDT/ Y FOHE
fEELET, faET&H4HMIT 1 ~5TY,
e retry-up-count : / — R2EIR L= L &2 7 m—
TNRFEITTHHIU L FOBERELET, &
ECE HHEPHIL 1 ~5TI,
stimeout : ¥ A A7 7 N AR EA THE L
T3, EOHPHIL 1 ~ 604800 T,

X v 714 |[no] hold-down threshold count <count>[time<time>] | ) — R E 771357 /31 &2 FL— 7 DOfREE L X\ V&
&l - EHULNELENES A v —EEELET,
switch (config-itd)# itd device-group dg
switch (config-device-group) # hold-down threshold|

count 1
switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node)# hold-down threshold count
3 time 200

ATv 715 | ({£&) copy running-config startup-config FfFar 74 Xal—vark, AEA—LT v
5 - a7 4 F¥alb—vaiiar—LFET,
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AT RERETIVa Y S

switch (config-device-group)# copy running-config|
startup-config

ITD H—E X DR

1R BRI
ITD #$RENR A X —T NV TH D Z L MR L ET,
ITD —ERIZBMENDLTNA A TI—F PRS- & 2R L ET,

FIEDHE
1. configure terminal
2. [no] itd service-name
3. [no] device-group device-group-name
4. [no] ingressinterface interface
5. [no] load-balance {method {src {ip | ip-14port [tcp | udp] range xy} | dst {ip | ip-14port [tcp |
udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}
6. [no] virtual [ip|ipv6] { ipv4-addressipvd-network-mask | ipve-address ipv6-network-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 ROWTIPDa<wy RE AL T, /J—REERICN I 70y 7 2HFEI0 Y TTL)
EEZRELET,
* [no] failaction node reassign [drop-on-fail]
* [no] failaction node least-bucket [drop-on-fail]
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail]
8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. [no] drop access-list acl-name
1. ({EE) [no] peer local service peer-service-name
12. noshutdown
13. (f£&) show itd [itd-name]
14. (fE&) copy running-config startup-config
FIBD
F&E
AU RFERIETIVa Y B#)
X w1 |configureterminal ra—r L ar 7 4 Fal—ay ®— NEG

1 -

LET
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ITD R |

ARV FFEREETIVa Yy

S

switch# configure terminal
switch (config) #

RF w72 |[no]itd service-name ITD—E A& E L, ITDHRE— R LE
15“ : ﬁ—o E‘ij( 32 X?@%é&?%ﬂj}f% i‘?—o
switch (config)# itd servicel
switch (config-itd) #

AT w73 |[no] device-group device-group-name ITD #— B R CBEED T NA A 7 —F % BHL
i - %7, device-group-name (X, 7 /NA R ZL—T D
switch (config-itd)# device-group dgl %Eﬁ%?’éﬁ?biﬁ“o %j( 32 i$@£%{$%]\ﬁf

TET

GE)

Cisco NX-0S U U — = 7.003)I3(1) AR Tik., %
DT NA AT N—T%ITD—ER|ZBEBMTX F
j—O

Z 5w 74 |[no]ingressinterfaceinterface ITD Y —E R 1D LEDA o F—T = A X %380
11 LET
switch(config-itd)# ingress interface ethernet | DA L X —T A A, Hho~% (I,]) %
0 HALTRDY EF, A ¥ —7 = ZAOFMIT
switch(config-itd)# ingress interface Vni500001 NA TV ( F-J ) %Eﬁﬁﬁﬁl/7:#§ﬁzL/§iTro

(B =T 2 f AP —CAIBEAT AT, 2
HRVRFBLOA v F =T 2 A= FEREL
\ij—o

R w75 |[no]load-balance {method {src {ip |ip-l4port[tcp| |ITD V—E RO —RK XS F AF 9%

udp] rangexys} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

51

switch (config-itd)# load-balance method src ip
buckets 16

HELET,
FFa s FRO EBY TT,

* method %ﬁ%itiﬁﬁ%®ﬂﬁ?PVx
NR—=2DAMELIINT 7 4 v 7 EfeE
*7,

buckets : {ERkT 537 > hOFETEE L %
T, 12U LDy RB1HO0D ) — RiZ+
TEINTWET, N7y ME2OREFETH
ETHMENHD 3, #PHIZ2~256 TT,

GE)

RETDH NNy O ) — RO LY LW
B, ANy MIT_RTo/ — R v R
nbt A cEAsnET,
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

» mask-position : 7— K/NZ U AD¥ A L

ZRRELET,

e least-bit : /By hOE— RKANRXT A A% —
LEAREICLET, ZOAF—AITLD, A
ry NMERRA B = X LN 5080 7 T A
T RIP A LT 47 A& LAY v MR
T&ELHE2ICLET,

s include-acl ZfEH T 5V —ERADGE, &/
vy b (RAZMEOFEII» D GT) &
MLT, ACAT y MTHET 28T 5 1P
RALERES LET,

GE)

~V AINLEPNNT v NI E AR — RIZHES
WAy b B2 D E. Ny DA
FRHIZINERICT 7 /L B TOIZ72 0 £,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address ipv6-networ k-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

&1

switch (config-itd)# virtual ipvé 100::100 128
udp 443

ITD %— b ZADRAEIPv4 721X IPv6 7 KL A & 3%
/\’:._E‘l/i—dAO

proto 47> =z (TCP £721X UDP) %, {KAHIP
T RULAREBESINET e harhbd 7o —455
FANDZ EEEELET, N— MMAEZ 0 ~
65535 T9°,

[advertise {enable| disable}] 47"+ = > 1%, AR IP
J— N EBBERET A AT RANZ ARG BH0E 90
ERRELET, VIPT RN A X F T a0 h
Mo TOWDEGE, 12U EDT T4~ /) —F
FloiFAy NAZ U NA ) — RBMEAETP £721%
P —EZADTFTDOF 7 4V NOFT A R —T 2B
AT ST A, AT N—TTT 7T 4 TTeo
TWAEA, ITD 13— &P 7 KL AILT
RARZAXLET ST D5E) o VIPT KX
ARF TV arBHNCT DI, T_THT T
A~V ) —RERy N RN, J—RE, FA
AA T N—T LT — R L Trua—7 %
LCEBCEA2LERLY £,

GE)

Cisco NX-OS U U — 2 9.3(2) LK%, advertise
{enable| disable} [active] 47" = > 1% Warning (V£
B) &%1T L T [advertise {enable | disable}] 4~
arEHLETS,
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ITD R |

ARV FFEREETIVa Yy

S

GE)

CiscoNX-0OS U U —%9.3(3) LA, IPv6ITD Tl
advertiseenable 5 XU advertise enable active 7
Fra R R—FERTWET,

AR IP DEEDA v AZ AT, RUIPT RL
A FFOV—EAD FCHRTEETN, Fv b
~ AT (FRET VT4 v AR) | T bhaj,
FloEAR— IR RRYEF, 2=V —F. +T

T4y 7u—REKLZERBY AR TE
HEHL, AEIP, ~RX7 Fr bair, BLY
R—bFO—HER—BETHD I L EMRTDHHLEN
b FET,

ATy T | kOWFNILrDa~<w REAH LT, /— REE | — A0MEHT 5 fail-action A 7 = X L ZHERE L
BRIZNT 74 v 7 2BFEIVYTTHHIEEZREL | £7,
ESE GE)
« [no] failaction node reassign [drop-on-fail] ZOTNTY ALE, REER N T T 4 v T
« [no] failaction node least-bucket [drop-on-fail] |438& BE9E L CWET A, BRI A RIET
* [no] failaction bucket distribute[drop-on-fail] |2t D TiZH Y £H A,
* [no] failaction node per-bucket [drop-on-fail]
B - (GE)
: failaction bucket distribute =~ > RiL, IPv4 &
switch(config-itd)# failaction node reassign IPV6 U)ﬁﬁjf7fffﬂf“‘ F é;fb7fb‘§E7T
&1
switch(config-itd) # failaction node least-bucket] GE)
drop-on-fail = 7°> = > %, IPv4 & IPv6 Dffj 5T
1 - HFR—=FEINTWVET,
switch (config-itd)# failaction bucket distribute
1 -
switch (config-itd)# failaction node per-bucket
[drop-on-fail]
RFw 78 |[no]vrfvrf-name ITD —E 2D VRF ZfE L7,
&1
switch (config-itd) # vrf RED
R w79 |[no] exclude accesslist acl-name ITDRITD 2 — RS U NSBNATE T 7 4w
1;“ : 7 %*‘é‘ﬁ; Lij*o
switch (config-itd) # exclude access-list acll
AT 710 |[no] drop accesslist acl-name ACLIZ—HT25 774w 2% kry 7 LET,

1 -
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5 NAT 5 & U PAT ot [

ARV RFERETI Y S

switch (config-itd)# drop access-list acld

ATy (f£&) [no] peer local service peer-service-name  |[RIC (m—Hh/v) AA v F EIZHLZV L A v T
1 ET—RO25DITD E'7 $—E 2D 1 D&4EE L
switch(config-itd)# peer local service service-A ijﬂo }DJ[J@ ITD ‘ﬁ-ﬁtngﬁzﬁkb\ ToIATLR

ZHEHALT2EADOITD 7 —ERZIEET5H
VERHY T, MOV —EATZDa~vr N
FIFTHE, )= RONLA AT —H AN 2 OD
= A TRIMISNET,

G¥)

2ODTINA AT N—TD ) — KL, FUIEFT
HOLVERH Y EF, BARRITIE, EFA RS
NHEIC, MHEOT AR T N—TDRYID=
YERUVEFRICY Y RS v F = FHTHDLLEN

HYFET,
AT 712 |noshutdown ITD h—E 2% A RX—T7 M LET,
1 -
switch(config-itd)# no shutdown
ATv 713 | ((£E) showitd [itd-name] BEDITD A v ARV AD AT —H AF L UKERK
- ERALET,
switch (config-itd)# show itd
ATv 714 | (f£i&) copy running-config startup-config FEirary74X¥al—rvark, AX—F T v/

i Ay 74 Xal—ialart—LET,
switch (config-itd)# copy running-config
startup-config

FEfTSE NAT £ & U PAT &R

IR HEIIZ
FERE ITD & BERE NAT 2 HZhC L9,

FIE
AV RFEREETO3 Y B#)

R w 71 |configureterminal Jua—r)Lary 7 4 ¥al—gy EB— REElG
- LET,
switch# configure terminal
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ITD R |

ARV FFEREETIVa Yy

S

AT wF2 |ipnat{outside|inside} ZHUE. ITD NAT 2MERET 2 72 DIC M TT,
i AWM DT DIZ N T T 4 v VSN THDHA
switch (config) # interface Ethernetl/9 H—T A AT Ip nat{outside} o D APEI R
ip address 9.9.9.1/24
ip nat outside P —R—NERINTNWAA X —T A AT ip
no. shutdown nat{inside} ZHxk L £7,
interface Ethernetl/10
ip address 10.10.10.1/24
ip nat inside
no shutdown
ATwv 73 |itdservicename ITDH—ERAZFEL, DI 7 4 Fal— s
£l - v E—RFERMBLET,
switch (config) # itd natl
A7 74 |device-group device-group-name ITD % — B RICBEFEDT S A T A—T %58 L
i - %9, device-group-name |L, T /NA A J)L—T D
switch (config-itd)# device-group dgl %HIJ%?ETE‘Lij‘O %j( 32 i?@%;ﬁ?%]\j}f
TET,
RFw 75 |virtual ip ipvd-addressipv4-network-mask 80 advertise| ITD #— " 2 TCP R— F TIRAEIPv4 7 KL X %
enable RELET,
i - GE)
virtual ip 6.6.6.1 255.255.255.255 tcp 80 T RXH A Xu[gEA T > a3 X, ITD NAT AJRE7Z:
advertise enable device-group dgl ff“kf;z7?0)7f”§7:0)<VIPﬂ:l& <>7f£§ﬂ§7?7f
GE)
W= b T RUREEPAN 2> T D 5E, VIP
TIEAR— FEEPLHATT,
A7 w76 |natdestination Pefoe e NAT 23 E L £7,
11
switch (config-itd)# nat destination
AT w1 |ingressinterfaceinterface ANNA B —T 2 A AETNIEBROA 2 —T = A
Bl - Az ITDY—ERZBIL, RETDHDANA o Z—
switch (config-itd)# ingress interface Ethl/1 7141@:@:@@?@‘?3&(11\5/{ “O/?H7I/r7\40>
IP7 FLATHDLA I ARy TIPT FLA%eR
ELET,
AT w78 |[no]failaction failaction # > > failaction A Vv R&HIY ¥ TE 9,

1 :

switch(config-itd)# failaction node per-bucket
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vxtan =4 L= o ot [}

ARV FFEREETIVa Yy

E:)

ATvT9

[no] load-balance {method {src {ip | ip-l4port [tcp |
udp] rangexys} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

51

switch (config-itd) # load-balance method src ip
buckets 64

ITDV—tvRAOua— KT T A7 ar%
RELET,

FFa s FRO ERBY TT,

* method %E%itiﬁﬁ%®ﬂﬁ7FVﬂ
NR—=2Z2DAMELIINT 7 4 v 7 EfRE
*7,

» buckets : TERT 537 v hOFERE L E

I, 12U DOy R 1OD ) — RiZ~ v
TENTWET, Ny MI2ORNZ T T
ETHMLENRH Y 9, #iHIL2~256TT,

GE)
WRIET DTy FOBD ) — FOKI Y L0
Bt Ny MITARTO/—RZTF v R
nbe R THEASNET,
« mask-position : T— K/NF U AD~ A L
ZHEELET,

e least-bit : F/NE Y OB — KR T A A F—
LZEABEIZLET, ZOAF—LITLD,
oy NERRA B = R BNEgid 5080 7 T A
TURNIP VT 47 AR LT v MRS
TEDHLOICLET,

G

Y AINLER R — RANT A E— T, Aﬁ/k
BIHESSHMFRER E Y Mz B2 256,
7/%%EW¢6W\W$®T7ﬁWET&60
FEXE§E§%L§Ej~

ATy 710

no shutdown

1 :

switch(config-itd)# no shutdown

ITD 4 —E A% A X—T7 W LET,

VXLAN Z 4 L 7= ITD D#ERK

IR BRI
FERE pbr 35 X Uk RE

sla 25{23# CLIIZ. VXLAN & TITD ZRipkd % 7- 8 ORHESAE T,

ITD #EENA X —T N ThHDHZ L 2R L ET,
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ITD R |

ITD U —ERICEMENDZT AL A TA—T PR ENTZ & 2R L £,

FIEDHE
1. configureterminal
2. itd device-group dg-name
3. nonodeip ip-address
4. [no] mode hot-standby ip
5. [no] virtual ip ipv4-addressipv4-network-mask [tcp | udp {port-number | any}] [device-group
dg-name]
6. [no] source-interface loopback loopback-id
7. [no] ingressinterfaceinterface

FIE D

FIE
OV RFERET7TIV3 Y B

R T w 71 |configureterminal Ja—nR)aryZ 4 Fal—arE— Neflk
switch# configure terminal
switch (config) #

R 7w 72| itd device-group dg-name ITD 7/ A 7 N—T 2 LET, §TD/ —
fi K (—=R=) 1L, TA R T N—T HTE—F
switch(config)# itd device-group dg200 THR S ET,

witch (config-device-gr ) # . . N — e
iwitih#thowgruiniEZ—goiﬁg Ctd services n9|td dec\)nce—group CLIZ. ¥Rk 6 ITD 534 %
TN—TEHIBRLET,

25 73| nonodeip ip-address FRL R T N—F HFTE— RT ) — R (i
Bl - 7 TRE) EHELET, TR T—=TNICE
switch(config)# itd device-group dg200 H%j( 640/ — l\%—ﬂﬁﬁkf% ij_o

itch (config-device- )# node ip 10.0.0.31 | N e St
e g e e FIA RS =T DTD ) — KISt
node ip 10.0.0.31 ZHIRT 51201%. CLI D no XA FEH L ET,

A7 7 4 |[no] mode hot-standby ip )= RETFNRA AT N—T DRy 8 AL A ) —

1

switch (config-device-group)# node ipvé4 50::1
switch (config-device-group-node) # mode hot-standby]

F& LTHRLET,

FNRA AT N—TDFD ) — RKET— " —FEk
ZHIBRd 5121%, CLI ® no XA L £,
nomodehot-standbyip CLIZfH L C, 777 17
J—=RDOKy b AZ AL ) — RIgREHIBRL £
R
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vxtan =4 L= o ot [}

ARV RFEREET7TOVa Y Be
2w 75 |[no] virtual ip ipv4-addressipv4-network-mask[tcp [udp | / — FD o 5 22 OH —E A TIRABIP T KL R %%
{port-number | any}] [device-group dg-name] RLET,
Bl ALY —EANDORRDT A A I A—TTRL
sv‘vitch (éonfig—device—group) # ‘ VIP ig{iﬁﬁ—g‘*é ZllITE jg«@*/uo
virtual ip 6.6.6.1 255.255.255.0 device-group sf
K 64 D VIP ¥ —EZANITHR TE £,
FNA AT N—THVIPICHEAA TS Z &b TEF
T ZOFTva v EFERTL L BHEOT A R
TN—T% 1 OOV —EAO—FIZTHI ENTE
ij‘o
P—EATHR SN TNDTNTDVIP TT /31 X
TN—TBEEISNTWDIHE, 774/ bDOT A
AR TN—TRERRITNE D D FH A,
2 5 7 6 | [no] source-interface loopback |oopback-id H— ¥ A ® source-interface Z AL L E T,
i) : GE)
switch (config-device-group) # Y= RIZEY B TENDIN—T RNy T A H—
source-interface loopback9 73:/]» Xﬂi\ ITD vif (?“j“/ N VRF) & EJ U vif
BANANERL S DRENRH Y | P —EZADREETTA
=T 2 A AL LTCZON—T Ry 7 T 5H0
(2, B2~ AT ZFFOIPT RL ALY Y TLHMNE
N E£T,
Z 7 77 |[n0] ingressinterface interface P—=ERADASA 2 —T = A ZADHERK

1 -

switch (config-device-group) #
source-interface loopback9

ANA =T = A Z(F, R—F— U —7 D dotlq
BT EER Lo =—F Y A N — T = A
SVI £7213% 7 A v 2 —7 =4 AT,

AIAE—T A AF, P—ERX LR CVRFIZH
DR HY F9,

i
RIZ,

itd device-group
node ip 10.200.1.
node ip 10.200.6.
node ip 10.200.7.
node ip 10.200.2.
mode hot-standby
node ip 10.200.3.
node ip 10.200.4.
node ip 10.200.5.
node ip 10.200.9.
mode hot-standby

£

DN ?

DN N

VXLAN Z4 L7- ITD ORI 27~ L E 3,
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_R— bk JIL—

node ip 10.200.12.2
itd serl
source-interface loopback9

ITD R |

virtual ip 6.6.6.1 255.255.255.0 device-group sf

ingress interface V1anl00
ingress interface Ethl/1
load-balance method src ip buckets 256

TDER

ITD-L2 X ET DX, A— K~ TV—T%ERK L, TOIN—TTT I T 4T A F—T =

A AGRET DRENRDH Y £,

FIEDHE
1. configureterminal
2. [no] ITD port-group port-group-name
3. [no]interface ethernet dot/port
4. ({£&) copy running-config startup-config
F gD F¥H
F&E
=l VN -3 il = A7 = B#
X w 71 | configureterminal JTa—r\ )L a7 4 X2 lb—3 gy ®— REREG

1

switch# configure terminal
switch (config) #

LET

ATvT2

[no] ITD port-group port-group-name
1 -

switch (config)# ITD port-group Pl
switch (config-port-group) #

R— b ZN—=T B ETITHIFR L £9

ATvT3

WZ8: [no] interface ethernet slot/port
i

switch(config)# interface ethernet 3/1
switch (config-port-group) #

RN—=b IN—=TDTIT 4T A E—T 2 A%
RELET,

GE)

TVULA T 7 A= MIERALRNTLS ZE0,

ATvT4

(f£&) copy running-config startup-config

1

switch (config-port-group) # copy running-config
startup-config

FIiTar74FXal—vark, A¥—F T v 2
Y74 F¥al—varilav—LET,
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ITD LA ¥ 249 —EXDER .

ITD LA V249 —EXDERK

ITD LA ¥ 29— RAZMKT 211E, ROFIAZFITT 2LERH Y £,
1 = xA xR L ET,
2. A{E7C VLAN ZA§R L £,
3. HR— bk ZN—TF% ITD-L2 ¥ — & A ZBEAF T 5
=

4. AfGHMAFT—LEEETD
FIEDHE
1. configureterminal
2. [no]itd service-name
3. [no] port-group port-group-name
4. (&) [no]load-balance method { src|dst}ip | [buckets bucket-number ] |mask-position
mask-position
5. [no] sourcevlan vian-range
6. noshut
FIED ¥
FIE
ARV RFERIETI Va3 Y B#
R 71 |configureterminal yra—sYL ar 7 4 ¥ab—iay E— REHk
1 - LET

switch# configure terminal
switch (config) #

AT 72| #%8: [no] itd service-name ITD-L2 % — B X ZMERCE 7o TSI L E T,
1
switch (config)# itd SER3
A7 7 3 |[no] port-group port-group-name N— bk 7 N—T7"% ITD-L2 ¥ — & A (Z B fH T £ 97,
1
switch (config-itd)# port-group pg
ATw 74| ((£E) [no]load-balance method { src| dst}ip | B A Yy R LET,

[buckets bucket-number ] [mask-position mask-position
{1

switch(config-itd) # load-balance method src ip
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ITD R |

B rcczmo—cxizavucs

ARV RFERFTIVaY =)

Z v 75 | [no] source vlan vian-range ITD-L2 H—E 2D VLAN ® U & F &R L E 7,

1

switch (config-itd) # source vlan 10-20
switch (config-itd) #

FETTVLANIZ N T 7 4 v 7 5L £,

AT v 76 |noshut
e

switch(config-itd)# no shut

ITD-IL2 y—ERADT 7 F 4 71k

ACL z ITD H—

FIRDHE

EXICEIYETS

A IN—RT7EAar e—/L AL (ACL) #REZMH L C, ITD—ERIZACL %
Bl UTHZ N TEET, ZOMEIZ. ACLND permit 2V v REH+T257 7% 2
Yhre— = RY (ACE) Z&IZ, AERNT T4 75T A4NZV T L, IPT7EA
UX%kWFF?yf%iﬁbf\ﬁTéﬂt]774/7@D~hﬂ7///7%ﬁ“i
To B— AT 703 FMEXRERITSEIP 7 FL2OWT AL L THR— &
nEd,

1a s SR

ITD BERENSA X —T7 NV ThDH I L MR L ET

ITD —ERICBIENDTNRA A T NA—T RSN 2 & 2l LE T,
ITD $— B RIZEID Y THND ACL BRI NI Z & 2R L ET,

configure terminal

[no] itd itd-name

[no] device-group device-group-name

[no] ingressinterface interface

[no] load-balance {method {src {ip | ip-14port [tcp | udp] range xy} | dst {ip | ip-14port [tcp |
udp] range xy}} | buckets bucket-number }

[no] failaction node-per-bucket

7. accesslist acl-name

apwbdD-=

°

« IPv4 DA access-list acl4-name
« IPv6 DA : access-list | Pv6 acl6-name

8. [no] shutdown
(f£) copy running-config startup-config

©
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F IR D

FIE

acLzmH—ezicgy 5z [

ARV RFERFTIaY

B8

X w 71 | configureterminal JTa—)L a7 4 X2 lb—3ay e— REELG
51 - LET
switch# configure terminal
switch (config) #

ATy 72 |[no]itd itd-name ITD — B 2 Zi%E L., ITD T — FA& AL £
Bl T BK 32 CFORBFE AN TEET,
switch (config)# itd servicel
switch (config-itd) #

Z v 7 3 |[no] device-group device-group-name ITD — B R ZBED T RA A T —TF &8N £
Bl - 7, device-group-namelX, 7 /3A A ZL— T DLHI
switch (config-itd)# device-group dgl :;Z—?Efﬁﬂ LET. B2 XFORBETFEANTEE

Z 5 7 4 | [no] ingressinterface interface ITD $—ERIZ 1 DULDA »F—T = A ZZIB/N
I LETS
switch(config-itd)# ingress interface ethernet | DA L X —T A AlX. Hr~% (1,] ) &#
/110 ALCTRED £, 8 —7 = A AOFMAIE,

A7y (I-1) ZEHLTHEELET,
v 75 | [no] load-balance {method {src {ip | ip-14port [tcp | ITDY—ER2RDOa— RS g wik

udp] rangexy} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number }
fi

switch (config-itd)# load-balance method src ip
buckets 16

ELET,
FTvaFROEREY TY,

» method : EERF-ITEREDIP T KL A_—
ZDAMETLIZN T 740 v 2 SBEEELE
T

buckets : 1ET 237y hOEERELE T,
1O EDATry R 15D —RiZvwy 7S
NTWET, Nry M2 OXREIFEHRTHRET
DMENH Y ET, I 2 ~ 256 TT,

G¥)
RETHNT Y FOKD ) — RO LY LB
ATy MITRTHO//— Rl Rt
VIR TCHEASNET,
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ITD R |

ARV RFERETIVa Y

B8

ATvT6

[no] failaction node-per-bucket

1

switch(config-itd) # failaction node-per-bucket

J— REERBEAETLE, 20— RV ETH
NIy M, BT 75 47 ) — RICH# S
NEF, EAN/ —RIZED L TERTWDGA,
AL — ROBEBLITHEDSNTWET,

ATy T1

access-list acl-name

« IPv4 D54 accesslist acl4-name

« IPv6 D4 . access-list | Pv6 acl6-name
1 -
IPv4 :
switch (config-itd)# access-list itd d
1 -
IPv6
switch(config-itd)# access-list ipvé itdl d
fi
~/VF ACL :
switch (config-itd) # access-1list testl
device-group-dgl

switch (config-itd) # access-1list test2
device-group-dg2

ITD — B A2 ACL ZE| ) 4 TE4,

G¥)

CiscoNX-0S U U —2933) LI, =—H—iT1>
DITD YV —EATHEKREODDT /A YA N
ETE, TNENEZMEDOT NA A T—T (=
T ACL) \ZBEfIF A 4T v a v a A TEE
T, BEDT A AT N—T N1 DDa—H—ACL
WCEERM T BTV AR, DT /N, A T L—
TIMENEIL, T AN NDOTINA R T N—T N
EEXINET, ZOHRERICEY, ITDIFEESE
RACLIZ—HET DT 74 v 7 23 FEIERTA
AATN—=TIZa—=R RT3y 7TaEd,

ATvT8

[no] shutdown

1 -

switch (config-itd) # no shutdown

ITD —bE 2% A X—T NI LET,

ATvT9

(f£&) copy running-config startup-config

1 -

switch (config-itd)# copy running-config
startup-config

FTar74F¥al—Yarvk, A¥— T v S
V74X al—valat—LET,

BELTO/ — FOEMNFE-ILHIER

ITD YV —bE 2% %y NETUVETITT AL A TA—THND ) — REBMEZITHIBRTE S
Dty a R TEET, FRICE->T, ITDYV—ERADT ¥y NI TUIFIZ NS 7 4w

7 D& H/NRIZT D 2 ENTEET,

Cisco NX-0S 10.1(1) A& TlZ, ~/F A 7 b— K ACL B L ORI ACL DY —E AN E ) —
RS L CBMEIFAIBRCE E7, £/, ITDV—ERAZ vy v MY HFIZ, FU
ITDtE vy ar%2BL T, T, AT N—FHNOBELEZES ) — REB, 28, 735K
THZIELTEET, BAMEZO/ —FZEBMELRZEELETLHE, /J— ROERZESNTE
HFRTREZ2 "y DONEEID Y CEET, BEHER ATy RBAR+07254 . ITDIFE AT v
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mEitcn/—roemsraan [

FEFHER L TEYV Y TCEZE T LET, BEHOHD /) — FEHIRTH L, HiRENn=/— Ko
Ny ME, BRICESWTT AL 2 FL—TFRNOMO 7 — RIZE Y Y ToENET,

\}

GE) e TFNRARITN—=TRN1OULEOY—EATHHAINTWEEARIT. By a 2@l To
BTN AT N—TNOBFED ) — FOEHZEFRTEET,
e MEBEO— RNRXT U T ONRry MEID Y TOANEEX, T8 27— HNOFT_TO
J— RICBEERRETH D E WV IHIREICEASNTEY . T 72 a v ORER. $liEFsh
DUNENEDN ST D FTREMER H Y £,

«ITD X, failaction £~ v K23 node-per-bucket TH A DI, EAEMH L/ — R
DOAZ L OB FE 72 ITHIBREZ AR — F L ET,

Cisco NX-0S U U —2 10.1(1) EABETIL, T1A A T N—T%EHTHT X TOH—E R
fail-action bucket distributefailaction 47> a VU BFER SN TWAREE, By a v AL TTF
NWNARTN—THND ) — &I TAXTBNTEET,

IR HEIIC
ITD BEENA X —T NV THDH Z L Z#fER L ET,
FNAATN—T L ITD —E AN SN2 & 2R L £,

FIEDOHE
1. configureterminal
2. itd session device-group device-group-name
3. [no] nodeip {ipv4-address | ipv6-address}
4. ({EE) [nolweight weight
5. ({f£&) [no] cluster ID description description-string
6. ({LE) probetrackid
7. {commit | abort}
8. (f£&) show itd session device-group [name]
9. (f£&) copy running-config startup-config
F gD F¥H
F&E
ARV FFEREET7OIVa Y B
X w 71 | configureterminal JTa—\ )L a7 4 X2 lb—ay e— REELG
1 - LET
switch# configure terminal
switch (config) #
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ITD R |

ARV RFERETIVa Y

B8

ATv T2

itd session device-group device-group-name

1

switch (config)# itd session device-group dgl
switch (config-session-device-group) #

BESNET AL AT L—FDIID | v g &fE
L ET,

ATvT3

[no] nodeip {ipv4-address | ipv6-address}
{5

switch (config-session-device-group)# node ip
2.2.2.1

BESN /) — R&EITDT /3 A J ) —7 2B
4, Zoa<r Fo noBERIT. BESNhE ) —
RZITD 534 &2 7 —7 0Ll L ET,

BINEITABRT 2 7 — FZ &I, ZOFIHE#RED
WLUET,

~/VF ACL 5 L U4 ACL 23 ITD H— B R IZHE| Y
WMTEHENTWAEES, ZOFIEEZFHAH LT/, — K%
BINEZIFHIBRLET,

ATvT4

(f£&) [no]weight weight
1

switch(config)# itd session device-group dgl
switch (config-session-device-group)# node ip
2.2.2.1

switch (config-session-device-group) #
switch (config-session-device-group) #
2.2.2.2

switch (config-session-device-group) #

weight 3
node ip

weight 2

FLiEmaniz /) — RICEAZFD 4 TH0, B
HFD/)— FOELZEELET,

G¥)
BFED ) — ROEREZT 74V MECU Y T 5
Wi, By varo /) —RICER ZE 0 Y TE
ﬁ—o

ATvTh

(f£&) [no] cluster 1D description description-string

1

switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ip
2.2.2.1

switch (config-session-dg-node)
description C1

1

switch (config)# itd session device-group dg2
switch (config-session-device-group) #node ipvé
10:1::1:2

switch (config-session-dg-node)
description C2

# cluster 2

# cluster 3

WHESINZIZ FAZIZ ) — REBIMLET,

GE)

Ty arE N LTI IRAZND ) — REHIBT
9, By alrE N LT, TR TA—TN
DY TAZTH LW —REBINT5ZLLTaF
T, 2L, BEyvaryE A LTEEFEO )/ — Ry
TAFEEETH LIETEERA,

ATvT6

(f£%&) probetrack id
i
switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ip
1.1.1.5

switch (config-session-device-group) #probe track
60

DY ERO P Ty s TH LWL — RN L E
D

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. ) 1J—X103 (x)



| o DR

424 L— K ACLTO ACE Dt nemE 24k [

AU RFERETIVa Y

B8

AT 77| {commit |abort} commit =<2 Rix, HrLw/ — Kty bERIFE
Bl - BENie/— Kty NTITD T/ A T V—T%
. L . BHFL, Ny hEFEEV Y TLT, ITDkEY e
switch (config-session-device-group)# commit S N
switch (config) # VREER I V=T o Liﬁ—o
abort =~ NIZITD & v v 2 V@& MAH L, 1TD
TNRARAITN—TEFH LERA,

ATw 78| (f£&) show itd session device-group [name] R ENTZTRTOIMID Yy a v, £HFEES
) - NIETNRA AT N—TDITD Y vy v a vraFRrLE
switch (config)# show itd session device-group dgl Tfo

ATv 79| ({£E) copy running-config startup-config FiTar74Xal—rvark, AX—F T v

1 -

switch (config)# copy running-config startup-config

V74X 2l —Y gz ar—LET,

14 2% )L— K ACL TP ACE O EFEILDEMFE = FAHIFR

ITDYV—EREZT vy hETEFIZ, A7)V —RACLOT 78R arba—)Lx kY
(ACE) ZBMEFIFHIRTXEST, NIk T, ITDYV—E ROy v N T URHZ RS
T4 DR EER/NRIZTHZENTEET,

FIEDHE

FIRD

FIE

1R8O BRI

ITD BSRENR A X —T L THDHZ L 2R L ET,
FTNRARATN—TELITD P —E AR SN2 & 2R L £9,
ACLWNITD P —ERICE DB THNTWAZ L MR LET,

1. configureterminal
2. itd session access-list acl-namerefresh

3. (fE&) copy running-config startup-config

ARV RFERFTIaY

B8

ATy T

configure terminal

1

Ja—n_) ar7 4 X¥al—gr T— &G
Li‘j—o
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switch# configure terminal
switch (config) #

ATvT2

itd session access-list acl-namerefresh

1 -
switch(config)# itd session access-list testl
refresh

A 7 — R ACL ZWEIICEEA LY | TCAM %
7u 277 ALET, ITDIL, &\ ACLACE E#H L
WACLACEZ2F v 7 L, ITDIZL > TEEIN
72 ACL # 5 H LET,

GE)
Zoa<wr RiX, £ 27— K ACLICOHNLET
j‘o

ATvT3

(f&#&) copy running-config startup-config
i -

switch (config)# copy running-config startup-config

EiTar 74 ¥al—varvk, AF—KTvF =
Y74 X2l —valat—LET,

14 >%)L— F ACL TP ACE DEFEILDEMFE 1= FAIFR

ITD Y —E A& %y MU ETIZ, BRIIACLOT 7R arba—L bl

(ACE)

ZIBMEIFHBRTEET, TLTINIE. EBICHRBHET,

1R8O BRI

ITD BSRENR A X —T L THDHZ L 2R L £,
FTRARATN—TLITD P —E AR I N & 2R L £9,
ACL N ITD P —ERICED B THNTWDAZ L MR LET,

ITD L 1 VW 31ERDIER

ITD LA ¥ 3#ikEFAT DI, ROXATZDIHLONTANEFITLET,
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mo L+ v 3oz [

avy kR

S

show itd [itd-name] [brief | vrf [vrf-name]]

HEDIITDA VAR Y ADAT—HF AR LN
W EFR R LET,

HEEDITD A VAR ADAT —ZAE
F O R AR+ 5 12iL, itd-name 513K
A LET,

o AT —J B X O DO BRI & 2R
T 5L, brief F—U— RFZ2fiH L%
D

evif ¥F—U—REFHLT, fiESNIT=
ITD £ A% AD VRF #F L ET,

show itd {all | itd-name} [dst ip-address| src
ip-address] statistics [brief]

TRTEIIFFED ITD A A X ADfEaH
ERALET,

HFEDA AL ADREER A F R T
BHI2iX, itd-name 51 A L E9,

« BRI A R T 512IE, brief F—U—
NZ2fH L ET,

GE)

Zoawry REFEHALCITDMEHE2FR RIS
BilC, itd-name =~ > R&fEH L T ITD #tzt
EEMTHEMERH Y F9, itd statistics

s IHIZ, MEtERRATHITIL, —ER
DL L BAEME, AL v TFDY r—
K. BEOAAS v TFOT v 7T L— Ktk
2, ITD #at &= HEA T 2 0LENH
nET,

show itd session device-group [name]

ST _XTOITD kv a rE-i3dE
EINTTFRIAL AT NL—FDITD Y 3
FTFLET,

show running-config services

RSN ITD A A T —TF L —E R
EFRRLET,

show ip/ipv6 policy vrf <context>

NAT BEGECHSEE DS A R — T LTI > TN
ITD L ¥ 3% — & 2 FIZER S 3172 IPv4/IPv6
NN—h <o R)—%RKRLET,
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show route-map dynamic <route-map name>

show route-map dynamic

NAT Bt SCHERE N AN 72 > TV WITD b
A ¥ 3= RAFICAEREINT-, BEEDNT v
N7 I7EBAVARANDODRNTZ 747 UEA LY
varHICREESNTER T AN Ry T EFRR
LET,

show nat itd

NAT Bt SCAREN N 72> TV S ITD L A
Y3V —EXFICER SN, FFEDAT v
NTI7EBAVARANDNTZ 747 UEA LY
varBICREESNTER T AN Ry TR
LET,

show ip access-list <access-list name> dynamic

Ny NTI7R8ZVANDNT T 4 w7 —F
HEELFR R LET,

show ip dla configuration dynamic

show ip da configuration (Entry-number)
dynamic

T —TBNEMNI > TWBIEEIT, T35
AT N—THND ) — RIZKLTITDIZE - T
RN IPSLA REEFRLET,

show track dynamic

show track dynamic brief

Tu—TNENGE. TN A TA—TH
D) —RIZOWTITD IZ L » TAEKENZ b
Ty ERRFLET,

\}

GE)  102()F U U —RALIFE, ITD CARR SN 7-MklL, A+ > 7 showCLI Z4 L TERIILE
S

LIFIZ, ITD MR AR89 2Bl 2~ L £,
switch# show itd
Name Probe LB Scheme Status Buckets
WEB  IoMP src-ip  ACTIVE 2
Device Group VRF-Name
WeB-seRvERS
Pool Interface Status Track_id
WEB_ita_pool o1 v -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.25  1» 0
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1 10.10.10.11

Bucket List

Active

m L1 v 3mowR [

WEB_itd vip

1 _bucket 1

Config-State Weight Status

Track_id

2 10.10.10.12

Bucket List

WEB itd vip

1 bucket 2

ZOFNE, J—FROBEEIVET) ) —ROERNNNTy N RNy NTEDRRT 7 a Al
S ALORFHHE N ERLTHET,

switch (config)# show itd SER1 statistics

Service Devi

Node

SER1 itd bucket 1
.2

SER1 itd bucket 33
.2

SER1 itd bucket 65
.2

SER1 itd bucket 97
.2

Traffic Bucket
Node

SER1 itd bucket 2

.2

SER1 itd bucket 34
.2

SER1 itd bucket 66
.2

SER1 itd bucket 98
.2

Traffic Bucket
Node

SER1 itd bucket 3
.2
SER1 itd bucket 35
.2
SER1 itd bucket 67
.2

ce Group
#Packets
DG1
383629547 100%

#Packets

2996838 (0.78%)

2996970 (0.78%)

2997104 (0.78%)

2997246  (0.78%)

#Packets

2996848 (0.78%)

2996974 (0.78%)

2997110 (0.78%)

2997250 (0.78%)

#Packets

2996852 (0.78%)

2996978 (0.78%)

2997114 (0.78%)

VIP/mask

Assigned to Mode Original
10.200.28.2 Redirect 10.200.1
10.200.28.2 Redirect 10.200.1
10.200.28.2 Redirect 10.200.1
10.200.28.2 Redirect 10.200.1
Assigned to Mode Original
10.200.16.2 Redirect 10.200.2
10.200.16.2 Redirect 10.200.2
10.200.16.2 Redirect 10.200.2
10.200.16.2 Redirect 10.200.2
Assigned to Mode Original
10.200.17.2 Redirect 10.200.3
10.200.17.2 Redirect 10.200.3
10.200.17.2 Redirect 10.200.3
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SER1_itd bucket 99 10.200.17.2 Redirect 10.200.3
.2 2997254  (0.78%)
switch(config-itd)# show itd SERI1
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
seR1 src-ip  ACTIVE 1286
Source Interface
Device Group Probe Port
b w
Pool Interface Status Track_id
SER1_itd pool Beni/s o o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 10.200.1.2 Active 1 1w PP 2 10002
Bucket List
SERI_itd bucket 1, 33, 65, 91
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 10.200.2.2 Active 1 1w PE 3 10003
Bucket List
SERI_itd bucket_2, 34, 66, 98
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
5 10.200.3.2 Active 1 1w PP 4 10004
Bucket List
SERI_itd bucket_3, 35, 67, 95

Z OB, ITDNAT o H 152~ L TWE1,

switch# sh itd test statistics

VIP/mask

Service Device Group
#Packets
test dg
(100.00%)

Traffic Bucket
#Packets

test _itd vip 2 bucket 1

Assigned to

10.10.10.2

20.20.20.20 / 255.255.255.255

Original Node

Redirect 10.10.10.2
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(14.43%)

test_itd vip_ 2 bucket 5

(14.48%)

Traffic Bucket
#Packets

test_itd vip 2 bucket 2

24992 (15.80%)

test_itd vip 2 bucket 6

25916 (16.39%)

Traffic Bucket
#Packets

test_itd vip_ 2 bucket 3

(11.09%)

test_itd vip_ 2 bucket 7

(11.41%)

Traffic Bucket
#Packets

test_itd vip_ 2 bucket 4

(13.11%)

test_itd vip_ 2 bucket 8

(3.30%)

Return Traffic from Node

m L1 v 3mowR [

10.10.10.2 22894

Original Node
11.11.11.2

11.11.11.2

Original Node
12.12.12.2 17537

12.12.12.2 18048

Original Node
13.13.13.2 20727

13.13.13.2 5213

Total packets: 203219

switch#

(100.

10.10.10.2 Redirect
Assigned to Mode
11.11.11.2 Redirect
11.11.11.2 Redirect
Assigned to Mode
12.12.12.2 Redirect
12.12.12.2 Redirect
Assigned to Mode
13.13.13.2 Redirect
13.13.13.2 Redirect
#Packets
58639 (28.86%)
65695 (32.33%)
45710 (22.49%)
33175 (16.32%)
00%)

OB, 237 v NEEAR failaction A W= A ADHEJj#RLTWET,

switch(config)# show run ser

N9k-14 (config)# sh itd SER1 statistics
Service Device Group
#Packets

VIP/mask

Node

SER1_itd bucket 1
.2

SER1_itd bucket 33
.2

SER1_itd bucket 65
.2

SER1_itd bucket 97
.2

Cisco Nexus 9000 3 ') — X NX-0S Intelligent Traffic Director #&a 7 1 K.

DG1

5088763 100%

#Packets

39470 (0.78%)
39596 (0.78%)
39728 (0.78%)
39966 (0.79%)

Mode Original

10.200.1
10.200.1
10.200.1

10.200.1
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&

Y

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.2
.2 39474 (0.78%)

SER1_itd bucket 34 10.200.2
.2 39600 (0.78%)

SER1_itd bucket 66 10.200.2
.2 39732 (0.78%)

SER1_itd bucket 98 10.200.2
.2 39970 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.3
.2 39478 (0.78%)

SER1_itd bucket 35 10.200.3
.2 39604 (0.78%)

SER1_itd bucket 67 10.200.3
.2 39736 (0.78%)

SER1_itd bucket 99 10.200.3
.2 39974 (0.79%)

switch# show itd brief

Name Probe LB Scheme Interface Status Buckets
WEB ICMP src-ip Eth3/3 ACTIVE 2
Device Group VRF-Name

WEB-SERVERS

Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 10.10.10.11 Active 1 ok -
2 10.10.10.12 Active 1 OK -

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

itd WEB

device-group WEB-SERVERS

virtual ip 10.10.10.100 255.255.255.255
ingress interface ethernet 3/3

no shut
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ITD Layer-2 ¥R D HEER

ITD-L2 fil 2 R T D%, IRDZ AT DI BEONTFNNEEITLET,

5 3:1TD-L2 Show 1< > F

ITD Layer-2 #3 R DFERE .

avyU kR

S]]

show I TD [service-name] brief

ITD OBMERT—Z A% F£RLET,

show vlan access-map vlan access-map name

ITD-L2 Y —CEAD T 7 47 VXA LT b
DFRIT AN Ky TeRRLET,
NOK-X9464PX TlE. VACL Z v # %, RLT
VLAN TEZELTCWAHEE., EEINN
o N 2ETHDZ EERLET,

show vlan access-list vian access-map name

N7 4y O—EIMEEIEET D VLAN T
I A~y FITEEMIT Oy R
RLUFET,

show vlan-filter access-map vian access-map name

7B AVLAN ¥ v I ~D~ v B 75t
VLAN #F R~ L ET,

show running-config services

ITD-L2 DFEfFTI T 4 X2 b — a3 U EFER
LET,

L 4 7 31TD & B D HERR

ITD # k& MR T 2121, o<y REFEHLET,

avy kR

Sl

show ip/ipv6 policy vrf <context>

FBESNTEANINA VF—T o4 AZHEBEN
% LA ¥ 31TD 3E NAT ¥— b 2 FlICER &
72 IPV4/IPV6 L — b~ v 7 R > —%FR L
E3

show route-map dynamic <route-map name>

LA ¥ 31TD FE NAT —E 2 DRk s 7

T4 7SN, BFEDONTry N T
CTAVAND NI T4 w7 VEA VI ay
IR SN=R 7 A MRy T EFTRLET,

show ip/ipv6 access-list <access-list name>
dynamic

ITD fEAESNANNTFY F T 78R VR D
N7 4 —HREEFRLET,
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show ip da configuration dynamic

Ta—TRENC o TWABEEIT, T3
AT N—THND /) —RIZKLTITDIZE - T
AR ENTZIPSLARTEEZERLET,

show track dynamic

Tu—=TBENRGE T A T—TN
D — RIZOWTITD IZ Xk » TH RS b
Ty I ERRLET,

show nat itd

LAV 3ITDNAT V—EADMEENT 7 4 v
I RBIOEBIFEH NS, FFEDO AT v b
TIRAVANDNTI 74T VXA LY
a VIR E NI R AN Ry T ERER
LET,

ESPERE]S

I=-aTF7ILEZA I

IP SLA

['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guidel

ITD L 1 v 3 ¥Rk DFEEE

ITD LA ¥ 3#ikEFrT DT, WOXATZDIHLONTNNEFITLET,

avy kR

E[:0)

show itd [itd-name] [brief | vrf [vrf-name]]

HEDITD A v AZ Y ADAT—H A LN
AR LET,

HEEDITD A VARV ADAT —H AL
T O 2 FoRT 521X, itd-name 213
PERALET,

« AT —F AB L ORER D ERINE W e 2R
J5I21E, brief F—U— RF2fEHLE
R

svif ¥F—U—RF&EFEHLT, fFEINT-
ITD A > AZADVRF 7R~ LET,

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. ) 1J—X103 (x)




| o DR

mo L+ v 3oz [

avy kR

S

show itd {all | itd-name} [dst ip-address| src
ip-address] statistics [brief]

TRTEFITEHEDITD A v AX L ZADHE
EHRALET,

HFEDA AL ADRE R A F R
BHI2iX, itd-name 51 A A L E9,

« BT A R T 512IE, brief F—U—
RZ2fH L ET,

GE)

Zoawry REHEHALCITDHHEFR RIS
Bz, itd-name =~ > RZ&{#HH L T ITD #z
AT HMLENRH Y £9, itd statistics

s IHIZ, MEtER AT HITIL, —ER
DL L BAEMME, AL v TFDY r—
K. BEOAS v TFOT v 77— Ktk
(2, ITD #EH &= HEA T 2 0LENH
nET,

show itd session device-group [name]

ST _XTOITD kv a v E-i3fE
EFEINET AL AT A—FDIIDEv 3y
FFRRLET,

show running-config services

RSN IID F A 2 T —TF P —E %
FERLET,

show ip/ipv6 policy vrf <context>

NAT BEGECHSEE DS A R — T T2 > TN
ITD L ¥ 3 % — & 2 AIZER S 172 IPv4/IPv6
N—h <o R —52RRLET,

show route-map dynamic <route-map name>

show route-map dynamic

NAT Bt SCHERE NN 72 > TV WITD b
A3 —AHICAEREINT-, BEEDNT v
NTI7EAVARANDRNIZ 747 UEA LY
valrHICREESNTER T AN Ry SRR
LET,

show nat itd

NAT e e BE N AN 72 > TV A ITD LA
Y3V —EXFICAER SN, FFEDOAT v
NTI7EBAVARANDNTZ 747 UEA LY
valrHICREESNTER T AN Ry TR
LET,

show ip access-list <access-list name> dynamic

Ny N TIZEAVRAMD T 7 4 v 7 —3
HEEEFRRLET,
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show ip da configuration dynamic T —TRENCIR o TR, T
show ip sla configuration (Entry-number) AT N—=TND /) — RIZx L TITDIZ L - T
dynamic ERENTZIPSLA REEF R LET,

show track dynamic T — T RNEHREES. T A TIL—TN

D/ — RIZOWTITD IZ X » TH RS b

show track dynamic brief
T eFRLET,

\)

GE)  102()F U U —ALIPE, ITD TR SR, #1473 v 27 show CLI 4 L CERINE
@—0

LIFIZ, ITD i 2 ERB 9~ 2 Pl &2 m L 97

switch# show itd

Name Probe LB Scheme Status Buckets
WEB ICMP src-ip ACTIVE 2
Device Group VRF-Name

Pool Interface Status Track id
WEB_itd pool Po-1 e -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 10101001 Active 1 ok -

Bucket List

WEB _itd vip 1 bucket 1

Node 1IP Config-State Weight Status Track id

2 10.10.10.12 Active 1 OK -
Bucket List

WEB _itd vip 1 bucket 2

OB, J—FROBFBEVYT /) ) —FROERNTry N X ry NTEDRRT 7 ar Ah
= AL ERLTWET,
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switch(config)# show itd SER1l statistics
Service Device Group VIP/mask
#Packets

383629547 100%

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 1 10.200.28.2 Redirect 10.200.1
.2 2996838 (0.78%)

SER1_itd bucket 33 10.200.28.2 Redirect 10.200.1
.2 2996970 (0.78%)

SER1_itd bucket 65 10.200.28.2 Redirect 10.200.1
.2 2997104 (0.78%)

SER1_itd bucket 97 10.200.28.2 Redirect 10.200.1
.2 2997246  (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.16.2 Redirect 10.200.2
.2 2996848 (0.78%)

SER1_itd bucket 34 10.200.16.2 Redirect 10.200.2
.2 2996974 (0.78%)

SER1_itd bucket 66 10.200.16.2 Redirect 10.200.2
.2 2997110 (0.78%)

SER1_itd bucket 98 10.200.16.2 Redirect 10.200.2
.2 2997250 (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.17.2 Redirect 10.200.3
.2 2996852 (0.78%)

SER1_itd bucket 35 10.200.17.2 Redirect 10.200.3
.2 2996978 (0.78%)

SER1_itd bucket 67 10.200.17.2 Redirect 10.200.3
.2 2997114 (0.78%)

SER1_itd bucket 99 10.200.17.2 Redirect 10.200.3
.2 2997254 (0.78%)

switch(config-itd)# show itd SERI1

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
DG1 ICMP
Pool Interface Status Track_id
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SER1_itd pool Ethl/3 UP 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 10.200.1.2 Active 1 ICMP PF 2 10002

Bucket List

Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id

2 10.200.2.2 Active 1 ICMP PF 3 10003

Bucket List

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 10.200.3.2 Active 1 ICMP PF 4 10004

Bucket List

SER1_itd bucket 3, 35, 67, 99

Z ORI, ITDNAT o H 152~ L TWE1,

switch# sh itd test statistics

Service Device Group VIP/mask
#Packets

test dg 20.20.20.20 / 255.255.255.255 158147
(100.00%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 22820
(14.43%)

test itd vip 2 bucket 5 10.10.10.2 Redirect 10.10.10.2 22894
(14.48%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2

24992 (15.80%)

test itd vip 2 bucket 6 11.11.11.2 Redirect 11.11.11.2

25916 (16.39%)

Traffic Bucket Assigned to Mode Original Node
#Packets

test itd vip 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 17537
(11.09%)

test itd vip 2 bucket 7 12.12.12.2 Redirect 12.12.12.2 18048
(11.41%)
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Traffic Bucket Assigned to Mode Original Node

#Packets

test_itd vip_ 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 20727
(13.11%)

test_itd vip_ 2 bucket 8 13.13.13.2 Redirect 13.13.13.2 5213
(3.30%)

Return Traffic from Node #Packets

10.10.10.2 58639 (28.86%)

11.11.11.2 65695 (32.33%)

12.12.12.2 45710 (22.49%)

13.13.13.2 33175 (16.32%)

Total packets: 203219 (100.00%)
switch#

OB, 237 v NEEAR failaction A W= A ADHEJj#RLTWET,

switch (config)# show run ser

N9k-14 (config)# sh itd SER1 statistics

Service Device Group VIP/mask
#Packets

SER1 DG1
5088763 100%

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 1 10.200.1
.2 39470 (0.78%)

SER1_itd bucket 33 10.200.1
.2 39596 (0.78%)

SER1_itd bucket 65 10.200.1
.2 39728 (0.78%)

SER1_itd bucket 97 10.200.1
.2 39966 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.2
.2 39474 (0.78%)

SER1_itd bucket 34 10.200.2
.2 39600 (0.78%)

SER1_itd bucket 66 10.200.2
.2 39732 (0.78%)

SER1_itd bucket 98 10.200.2
.2 39970 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.3
.2 39478 (0.78%)

SER1_itd bucket 35 10.200.3
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10.200.3

10.200.3

.2 39604 (0.78%)

SER1_itd bucket 67

.2 39736 (0.78%)

SER1_itd bucket 99

.2 39974 (0.79%)

switch# show itd brief

Name Probe LB Scheme Interface Status Buckets

WEB ICMP src-ip Eth3/3 ACTIVE 2

Device Group VRF-Name

WEB-SERVERS

Virtual IP Netmask/Prefix Protocol Port

10.10.10.100 / 255.255.255.255 IP 0
Node 1IP Config-State Weight Status Track id
1 10.10.10.11 Active 1 OK -
2 10.10.10.12 Active 1 OK -

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

itd WEB

device-group WEB-SERVERS

virtual ip 10.10.10.100 255.255.255.255
ingress interface ethernet 3/3

no shut

ITD Layer-2 & Rk D 7 32

ITD-L2 #ff &2 FRT DI2E, ROZX AT DI BEOWTNNEEITLET,

R 4:1TD-12Show aA I > K

ITD R |

avw vk EL:g]

show I TD [service-name] brief

ITD DENEAT — X AT LET,
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show vlan access-map vlan access-map name ITD-L2Y—EZAD T T4 w7 UEAL LT K
DAIT AN Ry TR RLET,
N9K-X9464PX Ti%, VACL A 7 Zi%, AT
VLAN TEZ(E LTV DA, &5 S
Ty MR 2ETHLHLERLET,

show vlan access-list vlan access-map name KNS 7 497 DO—BKIEELSEFET S VLAN T
IR <y FICEEMT by N EFEK
A~LET,

show vlan-filter access-map vianaccess-mapname| 7 7+ 2 VLAN < v 7 ~DO~< v V' 755
VLAN Z /R L £,

show running-config services ITD-L2 DFEITa L7 4 Fab— a3V EERR
LET,

ITD O #& Rl 451

LTIz, ITD T3 A I N—F % ET A0 %~ LET,

switch (config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp

ZOFIX, BEDITD 734 A2 77— (http_servers 33 & (N telnet_servers) Z A7 5 ik
ERLTWET, AP 7 RLRIEIT NS R T V—T T LI S, Ao v M
AP 7 RLAZLIZH Y £,
switch (config)# itd device-group http_ servers

probe icmp

node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch(config)# itd test
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virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

ZOWNE. ASIR—KF F¥x2 N HFTA v F—T 2 AL DRY —_R—=2 L—F 4 T D
ITD R — FZRLTWVET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1.1
switch (config-itd)# device-group DG

switch (config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch (config-itd) # no shutdown

ZofE. GAALZRTNN—F LD T a—TTiERL) J—F Lo e —7 ARk
TAHAHEEZRLTHWET, /J— Rl 7a—7%iTH9848. ZnEno /) — Rizago~
0 — 7 CHERRATRE/2 7D, /= R LIZEBITH A A RTHZENTEET,

switch(config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group)# node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBNL, Bt NAT 2484 5 iz R L TWET

Itd device-group <dgl>
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4

Itd testl

device-group <dgl>

virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination

Itd test2

device-group <dg2>

virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination

switch(config)# sh nat itd

ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port

Protocol

serl itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP

serl itd vip 1 bucket 21 8.8.1.2:0 6.6.1.1:101
TCP

serl itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP

serl itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT 3 X O PAT D#fk
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feature itd

itd device-group dgl
probe icmp

node ip 10.10.10.10

port 1000

node ip 20.20.20.20

port 2000

node ip 30.30.30.30

port 3000

node ip 40.40.40.40

port 4000

itd device-group dg2
probe icmp

node ip 10.10.10.11
node ip 20.20.20.21

port 2000

node ip 30.30.30.31

port 3000

node ip 40.40.40.41

port 4000

itd serl

o o ]

virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2

ingress interface Ethl/1

nat destination

failaction node per-bucket
load-balance method src ip buckets 64

no shut

DI, RABIPv4 7 KL A &4 262~ L ¥,

switch (config)# feature itd

config)# itd s4-101

config-itd) # device-group dg_v4

switch (config-device-group)# ingress interface V1an913

switch
switch

(
(
(
(

switch (config-device-group)# virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise

enable active

LTI, RAETIPVv6 7 R L AT B0 2R LET,

OB, bT T 4 v I BRBICHOET S X ICNEe— R ART v T a5 HikE
RLTCWET, ZOFITIE, /—K1E21FE, /—K3L4D3FEDNT T4 v 7 BZITEY

£,

switch (config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group)# node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
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ZOBNE, RSN ACL 2R LT, ITD B ITD 2 — RAT U HDSRATE T 7 0 v 7 &S
ETHHEEZRLTWET, 722X, 77AT 03—V AL ART g wlhBEleE LRV
FEH VLAN B LT 2 k Xy FVLAN X, ITD 234 RATEE9,

switch(config)# feature itd

switch (config)# itd Service_Test
switch(config-itd)# device-group test-group

switch (config-itd)# ingress interface vlanl0
switch (config-itd) # exclude access-list ITDExclude
switch(config-itd)# no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

ZOBNE. acll Z1ERE L CITD ¥ — B R ICE| Y 4T 5 HikEz2 R L TOET, show =~ Fit.
ERENTZIPT 7 EA VA REL— vy FE2FRLET,

switch (config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch(config-acl)# exit

switch (config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch(config-itd)# load-balance method src ip
switch(config-itd)# access-list acll
switch (config-itd)# show itd test
Legend:
ST (Status) : ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t T e

Pool Interface Status Track id

test_itd pool Btn3/1 v 1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

acli/2e60  100.1.1.0/24 e o
Node 1IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_ id
1 1110 Active 1 TON® oK 2 10002
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Bucket List
test_itd ace 1 bucket2

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

3 10.10.10.9  Active 1 Towe ok 4 10004
Bucket List
test_itd ace 1 bucket 3

Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id

S o e s T -

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-08 U U — 2 7.03)I7(3) LAKE, ITD (X IPv6 Z#HHR—F LET, ZOHlE. acl Z1ER
L. ITDv4 3 L NITDv6 H—E R ZE Y Y THHEEZRLTWET, show 2~ R, ARk
ENFZIPT778A VAR L=~y TERFRLET,

switch (config)# IPv6 access list acl6-101
switch (config-acl)# 10 permit udp 2405:200:1412:2000::/96 any
switch (config-acl)# exit
switch (config)# IP access list acl4-101
switch (config)# 10 permit tcp 10.0.0.0/10 any
(

switch (config-acl) # exit

switch(config-itd
switch(config-itd

access-list ipv6 acle-101
no shut

switch (config-itd)# device-group dg6-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
( ) #
( ) #

access-list acl4-101
no shut

switch (config-itd
switch(config-itd

switch (config-itd)# device-group dg4-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
( ) #
( ) #

ZOBITIE, /— REERIC, BENRBELEL ) — R ATy b e, ATy FOBEDRR DN
TIT 47 = RICEIVETLHEOICITD v — R &/ T 5 kxR~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
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probe icmp

node ip 1.1.1
node ip 2.2.2
node ip 3.3.3

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port
& T e
Pool Interface Status Track_id
test_itd pool Beni/1 o o1
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK

Bucket List

Trk# Sla id

2 2.2.2.2 Active 1 ICMP OK

Bucket List

3 3.3.3.3 Active 1 ICMP OK

Bucket List

test_itd bucket 3

switch (config-itd) #
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# Brought down Node 3, and the failed node buckets are send to Node 2.
switch# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@ e

Pool Interface Status Track_id

test_itapool B/l o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11w oK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List

3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# end

switch#

ZOHITIR, J— REERIZ 05T 7T 47 /7 — FIEFIZTIEARL) HHAFRERTXTo
J—RIZ T T 4 w7 BHEICHHT D L OICITD Y —E A2/t 5 HiEE2 R L TWET,

switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016
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version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

node ip 3.3.3.3
itd test

device-group dg

ingress interface Ethl/1
failaction bucket distribute

no shut

switch#

switch# show itd
Legend:

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port
& e
Pool Interface Status Track_id
test_itd pool Beni/1 o o1
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
T e e T T T o

Bucket List

Trk# Sla id

2 2.2.2.2 Active 1 ICMP OK

Bucket List
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3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List
test_itd bucket 3
switch#

WOHNE, ITD v v a U ZER LT, dgl T35 A Z—712 ) — R 1 CENT 55
HEERLTVWET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t maw

Pool Interface Status Track id

test itd pool B/l e 2

ACL Name

acut
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
I e e T T o 5 oo

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List
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test_itd bucket 2

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

[

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # node ip 4.1.1.1
config-session-dg-node) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

et
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11owe oK 3 10003

Bucket List

test_itd bucket 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
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2 2.1.1.1 Active 1 ICMP

Bucket List

Node IP Cfg-S WGT Probe Port

3 3.1.1.1 Active 1 ICMP

Bucket List

Node IP Cfg-s WGT Probe Port

4 4.1.1.1 Active 1 ICMP

Bucket List

test_itd bucket 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

o o ]

WOBNE, ITDE > v a U EER LT, dgl 73 2 T —T12 ) — REEIECHIRR T 2 5

EaRLTWET,

switch (config)# feature itd

switch (config) #

switch(config)# itd device-group dgl
switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1

(
(
(
(
(
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1
switch (config-dg-node) #
switch (config-dg-node) # itd test
switch (config-itd) # device-group dgl

(

switch (config-itd) # ingress interface Ethl/11

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ H A K. 1) 1J—X 103 (x) .



B oo

ITD R |

switch(config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-1list acll
switch (config-itd) # no shut

switch(config-itd)# show itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets

test dst-ip ACTIVE 4

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

crt

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
T i e T T o 5 oo

Bucket List

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
4 4.1.1.1 Active 1 ICMP OK 6 10006

Bucket List
test_itd bucket 4

switch(config-itd)# sh run service

!Command: show running-config services
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!Time: Tue Sep 20 20:39:55 2016
version 7.0(3)I5(1)
feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # no node ip 4.1.1.1
config-session-device-group) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

crt
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11w oK 3 10003

Bucket List

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

2 2.1.1.1 Active 1 ICMP OK 4 10004
Bucket List

test_itd bucket 2
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Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK

Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.

[

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

WOBHNL, ITDE Y v a U Z21ER LT, BEHERS /) — F&®|EIETEML, BEFEDO ) —FD
HEAEEREL, dgl TRA A TN—T M5 ) — REHIBRT 2 FiEEZR L THWET,

switch(config)# sh itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

Node 1IP Cluster-id Cfg-S WGT Probe Port
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1 1.1.1.3 Active 1 ICMP

Cluster-id Cfg-S WGT Probe Port

2 1.1.1.4 Active 1 ICMP

Cluster-id Cfg-S WGT Probe Port

3 1.1.1.5 Active 1 ICMP

Cluster-id Cfg-S WGT Probe Port

4 1.1.1.2 Active 1 ICMP

test_itd bucket 8, 7
ACL Name

Cluster-id Cfg-S WGT Probe Port

1 2.1.1.1 Active 1 ICMP

test_itd acl 1 bucket 1, 6

Node 1IP
Sla_id

Cluster-id Cfg-S WGT Probe Port

Probe-IP

STS Trk#
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2 2.1.1.2 Active 1 ICMP OK 7

Node 1IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# show run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch (config)# itd session device-group dgl
switch(config-session-device-group)# node ip 1.1.1.5
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switch
switch
switch
switch
switch
switch
switch
switch

config-session-dg-node) # weight 2
config-session-dg-node)# node ip 1.1.1.4
config-session-dg-node) # weight 3
config-session-dg-node)# node ip 1.1.1.6
config-session-dg-node) # weight 2
config-session-dg-node)# no node ip 1.1.1.2
config-session-device-group) # commit
config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 1.1.1.3 Active 1 ICMP OK 3
10003

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

2 1.1.1.4 Active 3 ICMP OK 4
10004

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 2 ICMP OK 5
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10005

Bucket List

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

4 1.1.1.6 Active 2 ICMP PF 10
10011

test_itd bucket 8, 1
ACL Name Buckets

dg2

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 2.1.1.1 Active 1 ICMP OK 6
10006

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

2 2.1.1.2 Active 1 ICMP OK 7
10007

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009
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Bucket List

test_itd acl 1 bucket 4, 5

switch (config)# sh run services

!Command: show running-config services

'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl

probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2

probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

O, IMDEYy a2 hLTwLF A7 —RACLEZHEH LT/ — e —E R
A= (R CIBINT 5 HEEZRLTWET, 20T, AR TNV—TF L LF 7 )—
K ACL 39 CIZHER S CTWET,

switch (config)# sh run services

!Command: show running-config services

'Running configuration last done at: Sun Nov 15 12:05:44 2020
!Time: Sun Nov 15 12:07:42 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl

probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5

itd device-group dg2

probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
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node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
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3 1.1.1.5 Active 1 ICMP
10005
Bucket List
test_itd bucket 4, 5
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla id
1 2.1.1.1 Active 1 ICMP
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
2 2.1.1.2 Active 1 ICMP
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
3 2.1.1.3 Active 1 ICMP
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla id
4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5

switch(config)# itd test

switch (config-itd)# itd session device-group dgl
switch (config-session-device-group)# node ip 1.1.1.2
switch(config-session-dg-node)# commit
switch(config)# sh itd test
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Failed, PD-Peer Down, IA-Inactive

Status Track_id

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe
Name LB Scheme Status Buckets
test src-ip  ACTIVE n/a
Source Interface
Device Group
Pool Interface
S Ben1/3 e
ACL Name Buckets
meRl s

Cluster-id Cfg-S

Active

Active

WGT Probe Port Probe-IP STS Trk#
1 ICMP OK 3
WGT Probe Port Probe-IP STS Trk#
1 ICMP OK 4
WGT Probe Port Probe-IP STS Trk#
1 ICMP OK 5
WGT Probe Port Probe-IP STS Trk#
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4 1.1.1.2 Active 1 ICMP OK 2
10010
Bucket List
test_itd bucket 8, 7
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 2.1.1.3 Active 1 ICMP OK 8
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services
!Command: show running-config services

'Running configuration last done at: Sun Nov 15 12:09:30 2020
!Time: Sun Nov 15 12:10:18 2020

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ H A K. 1) 1J—X 103 (x) .



ITD R |
B oo

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.
node ip 2.1.
node ip 2.1.

o e

2
.3
4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2

no shut
WROBNL, ACE ZA > 7 /b— K ACLIZHIrd 2 Z &7 <SBINY 5 Hika R L TVET,
switch (config) #
switch (config-acl)# ip access-list acll

config-acl)# 1010 permit tcp any 10.220.0.0/16
config-acl)# 1020 permit tcp any 20.1.1.0/24

switch
switch

switch (config)# show ip access-lists acll

IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1

switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11

switch (config-itd) # load-balance method dst ip
C

Note: Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-list acll
switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:44:17 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
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probe icmp

node ip 1.1.
node ip 2.1.
node ip 3.1.
node ip 4.1.

e e
e =

itd test
device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# ip access-list acll

switch

switch (config-acl) # exit

(
(
(
(

switch (config)# itd session access-

switch (config)# sh ip access-lists
IP access list test itd bucket 1
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test itd bucket 2
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test itd bucket 3
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.128/26
IP access list test_itd bucket 4
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
switch(config)# sh run rpm
interface Ethernetl/11

ip policy route-map test_itd pool

config-acl)# 1030 permit tcp any 30.1.1.0/24

list acll refresh
| grep n 4 itd_

64.0 0.0.63.255
64 0.0.0.63
64/26

128.0 0.0.63.255
128 0.0.0.63

192.0 0.0.63.255
192 0.0.0.63
192/26

o o ]

ZOFITIE, TR R IBEONCAERESI, PHRIND p —BSRUNREHDL L AR L
%9, CiscoNexus U U —2Z 93(3)F LI TiX, show ip accesslist dynamic =~ > K& L C

AT AND ACL B TXET,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2 dynamic

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3 dynamic

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4 dynamic

IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5 dynamic

IP access list CiscoService itd vip 1 bucket 5

10 permit ip 1.1.1.128 255.

255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6 dynamic
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IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7 dynamic

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8 dynamic

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A7 b—F ACL 76 ACE 2l < HIR4 5 HiE2 R L TWET,

switch (config)# feature itd

switch
switch
switch
switch

config-acl
config-acl
config-acl
config-acl

ip access-list acll

1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24
1030 permit tcp any 30.1.1.0/24

) #
) #
) #
) #

switch(config)# itd device-group dgl
switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1
switch (config-dg-node) #
(
(
(
(
C

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-acl)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool Beni/11 up >

ACL Name

crt
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 111 Active 11owe oK 3 10003
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test_itd bucket 1
Node IP Cfg-S  WGT Pr
2 2.1.1.1 Active 1

Bucket List

obe Port

Probe-1IP

STS Trk# Sla_id

3 3.1.1.1 Active 1

Bucket List

OK 5

4 4.1.1.1 Active 1

Bucket List

test_itd bucket 4

switch(config)# show itd test

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip  AcTIVE 4
Exclude ACL
Device Group Probe Port
@t e
Pool Interface Status Track_id
test_itd pool Ben1/11 e >
ACL Name
act
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1.1.1.1 Active 1 1oMe ok 3 10003
Bucket List
test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1 1cMP oK 4 10004

Bucket List
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Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

4 4.1.1.1 Active 1 ICMP OK 6 10006
Bucket List

test_itd bucket 4

switch (config)# sh run rpm

W OHIL, 1TD over VXLAN 24T 5 HiEZ R L CTWET,

switch (config)# sh itd brief

Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

serl src-ip ACTIVE 256 VLAN100,Ethl/1

loopback9

VREF-Name

——————————————————————————————— Orgl:vrfl

Device Group Probe Port

sf

Virtual IP Netmask/Prefix Protocol Port

6.6.6.1 / 255.255.255.0 Ip 0

Node IP Cfg-s WGT Probe Port Probe-IP STS
1 10.200.1.2 Active 1 OK
2 10.200.6.2 Active 1 OK

WOBNL, vPC DAy MEEAT 2 LT ITD NAT 2T 5 HiEa R L TV ET,

itd device-group dg
probe icmp

node ip 10.10.10.
node ip 11.11.11.
node ip 12.12.12.
node ip 13.13.13.
itd test
device-group dg
virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9

nat destination

DN NN
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failaction bucket distribute
load-balance buckets 16
no shut
WOHNL, vPC D fail-action /X7 > MEAMAOM A E R L TWET,
switch# show itd brief
Legend:
C-S(Conftg-State): A-Actlve.S-Standby.F-Failed
ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down
Name LB Scheme Status Buckets Interface
test src-1p ACTIVE 16 Ethl/9
Source Interface
Device Group Probe Port VRF
dg
Virtual IP Netmask/Prefix Protocol Port
20.20.20.20 / 255.255.255.255 TCP 80
Node IP Cluster-id C-S WGT Probe Port Porbe-IP STS
1 10.10.10.11 A 1 ICMP OK
2 10.10.10.12 A 1 ICMP OK
3 10.10.10.11 A 1 ICMP OK
4 10.10.10.12 A 1 ICMP OK
switch# show itd test statistics
Service Device Group VIP/mask #Packets
test dg 20.20.20.20 / 255.255.255.255 5662755(100.00%)
Traffic Bucket Assigned to Mode Original Node #Packets
test itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 2015671 (35.60%)
Traffic Bucket Assigned to Mode Original Node #Packets
test _itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2 1539347 (27.18%)
Traffic Bucket Assigned to Mode Original Node #Packets
test itd vip 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 1192501 (21.06%)
Traffic Bucket Assigned to Mode Original Node #Packets
test itd vip 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 915236 (16.16%)
Return Traffic from Node #Packets
10.10.10.2 2180262 (38.39%)
11.11.11.2 1560862 (27.49%)
12.12.12.2 1117360 (19.68%)
13.13.13.2 820226 (14.44%)

Total packets: 5678710 (100.00%)
switch#
WOFNX, N7y MAFZFH L TITD / — R LoUb A X VNS T 5 ka2 /R LT
32‘3‘0

itd device-group dg
probe icmp

node ip 10.10.10.2
standby ip 13.13.13.2
node ip 11.11.11.2
standby ip 12.12.12.2
node ip 12.12.12.2
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standby ip 11.11.11.2

node ip 13.13.13.2

standby ip 10.10.10.2

itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9

failaction bucket distribute

load-balance buckets 16

no shut

ROBNX, N7y MEMZERLZZITD /— R bL XZ A O j 2R L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State) : A-Actlve.S-Standby.F-Failed

ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down

Name LB Scheme Status Buckets Interface

Device Group Probe Port VRF

Dg ICMP

Virtual IP Netmask/Prefix Protocol Port

20.20.20.20 / 255.255.255.255 TCP 80

Node IP Cluster-id C-S WGT Probe Port Porbe-IP STS

1 10.10.10.11 A 1 ICMP OK
13.13.13.2 ST

2 10.10.10.12 A 1 ICMP OK
12.12.12.2 ST

3 10.10.10.11 A 1 ICMP OK
11.11.11.2 ST

4 10.10.10.12 A 1 ICMP OK
10.10.10.2 ST

B D7 —LERE—F

LUT ORI DO AR &R L ES,

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. ) 1J—X103 (x)



| 1 o

(" Clients j

wril - wecovr7—seBE—F [l

R14: 707 —LERAE—F

sre-ip loadbalance ‘ —

. ( m
o
\

— S
a i ‘\1 \l‘-@_‘ Po-1 f E‘ Po-2

3 N .

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1 40

38 1961

2AF LN TR A ITN—TEERLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

27 w72 ITD Y —E A% E#ZLET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG

switch (config-itd) # no shutdown

B vPC TOI 7 —LERE—F

LUF ORERUIIROKD bR m Pz L ET,
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R 15:VPCTDI o7 —LREAE—F

91962

L

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

FInA4 X1

2F TN TFARAL R T N—TEERLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

TN X2
AT T TARAITN—TEEHRLET,
switch (config)# itd device-group DG
switch (config-device-group) # node ip 210.10.10.11
(
(

switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. ) 1J—X103 (x)



| 1D DR

wap v ke orEEE—F

switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

wEH U FM Yy TFRRAE—F
B FOMBERORIO R w2 LT,
H16: 4> F4 v FERAE—F

Outside 210.10.10.11 Inside

src-p / dst-ip
loadbalance Fo-5 lnadbalance

y / PO

R T

]
Am.m.m.m

Vi
N3k-1
it G k! Pa-6
~ | § |
= LL\ -
" - E

—.%  Po- T S
¥ o “\\\\\jTajejuja p f?HITD \W
I\ F |
| senaca | ok sanica J
LA 1 ; T
\ : 5
Pa-8

A487A5

210.10.10.14
Applianca pool - two N3k(g)

TN R

AT T FNAAL A TN—TEEHRLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group)# node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,
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switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch(config-itd) # device-group DG

switch (config-itd)# load-balance method src ip
switch(config-itd)# no shutdown

FINA R2

2F T T, AT N—TEEFRLET,

switch (config)# itd device-group DG

switch (config-device-group)# node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

2772 ITD YV —E A& EHELET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG

switch (config-itd) # load-balance method dst ip
switch(config-itd)# no shutdown

A —N\N—O— NSO UTREE—F

LU ORERIIR DD AR P& L ET,
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Clients

MBI WCCP & LT ITD 2BERET S Web 7oxoEBE—F)
s
% 7
192.168.2.12
o\ Po-5 =
g e | service | e 1
Po-1 ﬂ’/ Po-& .
/ Po-2 E e '
Lot & -.j e
S — . E;;;n
| Loadbalancing -t
VIP: ' Sé?(.
172.16.1.1 Po-8 (2N
S 1e2168.2.18

AT o1 TR, AT N—THEFHELET,

switch (config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT 72 ITD —E A% E

switch (config)# itd HTTP

node ip 192.168.2.11
node ip 192.168.2.12
node ip 192.168.2.13
node ip 192.168.2.14
probe icmp

BLET,

A==
EJ

192.168.2.14

(
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Switch (config-itd) #
switch (config-itd) #

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

virtual ip 172.16.1.1 255.255.255.255
no shutdown

#ERBI - WCCP & L TITD ZHBEET S (Web TOXF L RRAE—F)

A= A el = N

DV —R=NED Y V=R ERODH T TAT 2 MinbOIEROMA &

LTHELET, Web 7 v h—_—F FRlZe—/ Xy hU—T L4 F—F v M
O LCTHREL £9, 87, Web 7 X v —NR—TlX, v hU—7 T34 ANA
VHE—Fy MIWAND Web b T 7 4 v 7 EAZICYV XA VLY T AHMERHY £ (HEE7
n—) , 7272l %O/ MREETIX, Ry NI —7 T ANy N & B RE

TOHRETTHAET,
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B s weep s LD £BEET S (Web TOFLEBE— )

ITD ZfEH L7z Web 7’ m X VBB TIX, AA v FIEA 2 —Fy MIAN9 Web N7 7 1 v
JERAEL, axih—"—ln CAWMESBRLET, X — "~ TEHEE—F

(WCCP WOMNELTT VT 4 7-7 77 47) TEEL, X ih—"=l20 XA L7 |
END T 747 ERBELES, ITIDEZNLTCHEITENE/— R ~VA Ta—T7F, /) —
ROWRREZ B L, ATHAMEICESWCHEYNC / — REZHIBREZIEMT 2 0 BHIE R L

F9, AZ NS ==L, WEMOEDIZINV—T LV EIT ) — K UL TR
HZEHTEET,

ITDY ¥ A V7 >aid, @k, 7747 MIVLANDIES W TOHMLETT, D%, 7
#/b1HD)E4V7yayitimﬁﬁbfw—?4yﬁik@%%éhiﬁo:@;5
72 Web 7' o VBB Z 32 ITD 12X, NES AR 47z 1 DO ITD — B XD AN
DAY G I el BN 33*1;77:1/4’?4T%F WCHASWT I 74 w72 ®RLT, UN—R T
T4 VEA VLT v a UBRETT, LB/NRNTZA—ZZWMIT LT, 7 —ORHESHERT
DULBENHY FET,

Web 712 % U RBAO ITD Tid, ITD 72 —7 2l L T Web 7' 1t % & — S — D A il &
FryZ LET, ZHUT, BEEPRELLTBXP—N—ITERESNL T 74 v 7D RD
NDOTIOEETT,

LUF ORERUIIR OO F AR e P2 L ET,

X 18: Web 7O £ BEE—F
SVIVian 10
ITD Upstream =
10.1.10.1-2
] 10.1.10.50

=
?;;z Aﬁiﬁﬁ \ J EEEEﬁﬁﬁi{fmmwﬂ Egﬂ

] L2 SW ~——___—" Web

Server

1[] 1.10.250 3VI Vlan 50 {Destination)
- Web Proxy VLAN
Cliont.s 10.1.50.1-2
101501 101502
=] = E
&

Web Proxy Servers

ZOBEITIX, A v EZ—Fy F~DSEIEAR— - 80/443 (AJTVLAN10) 75 Web 7 &2 & 34— 3 —
10.1.50.1 BEL V101502 [T sE T, 7TI7A4X—Frxy hU—72 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD T 7 4 v 71, 7aF I |IEESnER

E\,

o

AT S0 T 7 AT A N O
ip access-1list ACL1

10 permit ip any any tcp 80
20 permit ip any any tcp 443
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AT v 1:IIDT AR TN—TD Web 7 F TP —R_R—Z2FREL, Y—"X—DIPT NI
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

AT T2 TITANRXR=KIPT RLASETDTRTD ST 7 4 v 7 Z2&54T2 X 9IS ACL
FRER L FET,

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT v 73 B ACL A L1,

Itd Web_proxy SERVICE
device-group Web Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown

RABNDOBHATY X —2 b T 74w 7DV EA LT NHMLEREAIE, ROBINORE R TIE
Z)‘S‘/IZ‘%:VC‘“ﬂ—o

)

GE) LAY A4FEHEFE2EHLER—F 7002 U VOBNFRETT, £7-. BRI ACL IEFF

= N DHEEFFR—NLET,

AT w4 B — 180 & 443 RS TRTERRIANTDH L HI1, U X — BRI ACL 24k L %
7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

AT S5 VB = I T 497DV E—ITD YV —EXZRER L, B4 ACL ZHHA L E
7,

Itd Web_proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown
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B w5 v v o7 =—rRFET RS

> > ~ Y —
Bl 9> FA4 vy F E— FRITFE7EE

ITDET =t R LDV FA v F TTIAT UV ANDY) IR ET T THE, —E R X
)—=R~DU IR ET LTINS R TimMmaEETICEELET, KIZ, BT —E R
V70 88, NI T 4w IRED) s EBBLAENE I LET,
TR LT, IDY—ERAADT I T AAPP#L IR SN TWB Y 7 BRD
Re P TH 7L, ITD B —E A BIZEHINZWEGEES, —E 2 BII5I & APP#1 (2 b
T4 vl %BREL. FTIT74 v TiE Ry ENET,
DTS TIZ, 2o MR Z2FERLET,
®19: 9> F4 vy F E—FOE7RH

APP #1

ITD Service B

500035

TIN R 1
AT TN TNRA AT N—T5TEFLET,

switch (config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

ATy 72 BT R EAEMNCLTIID Y —EREZERLET,

switch(config)# itd service-A

switch (config-itd)# device-group dev-A
switch(config-itd) # ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd) # no shutdown

switch (config-itd) # show itd
Name Probe LB Scheme Status Buckets

Service-A ICMP src-ip ACTIVE 2
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Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-h_itd pool Ben/as up s
Node 1IP Config-State Weight Status Track id Sla id
1 1001000 Active 1 Peer Down 1 10001

IP Access List

Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—TREHLET,

switch(config)# itd device-group dev-B

switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 ETRMEAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch (config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
Service-s  ICMP src-ip  ACTIVE 2
Device Group VRF-Name
bev-B
Route Map Interface Status Track_id
service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id
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1 14.14.14.9 Active 1 Probe Failed 3 10003

IP Access List

Service-B _itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004

IP Access List

Service-B _itd bucket 1

BRI : RT 49 IDIT7AT—04—IL

ITD —EX

ASA VLAN

ITD —E 2L, T 74 v 7 70—OREDOFIICHT S ITD b7 7 4 v 7 538 E E
FXLET, 7r—0WHMEY XA VI T HRERNHLEGEIL. 2 OO ITD —E A &% E
TOMERDDET, 1D FHmE N T 74y 7 7un—H, b2 123V %= vNFT7 197
7 —HTY, ASAIZITRRDINEA v Z—T oA ALHNEA L Z—T =24 ZADIPT KL A
WHDHIZD, 2DODRIRDTNAR TN—T"4 $HETLHNHBLOINTIP 7 LU A% fFT
EOITHERT D HERH Y £7,

ITD#EEB LY #— o $—E A%, Nexus AA v FONE R L OBEL VLAN SVIICHEE S
T, AT AN EDEX VT4 TV = a 3T _RCD N T T 4 v T ERE
TOMENHDLIZO, P—EATKII T4 v I T4 NZ Y TR EINEE AL, TOREE,
SVIWZERET DRI 7 4 v 73T _TC, ST DHASAAL L F—T A AV XA L7 FER
E3

ASA A B —T A ANAA v F @O VLAN &AL VLAN THER I TWDLIEA, 7747
T A=V AL Y TFIZAEND N T 7 4 v 71k, AA v T DRIO VLAN (Z ITD H— B 203 1F
ET DO, ASAIZV XA LV haivET, LER-T, 7747 U4+ —/b& Nexus A4 v
FEDONT 7 4 v 7 —T%B5IET BI21E, HBD VLAN OXT N MNETT,
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7 0—DOx

son—onit ]

20:1TD ASA D &

VLAN 10 VLAN 100 i, ‘JLAN 200 ; VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 : VLAN 20
VRF Inslde VRF Inside VRF Qutslde VRF Qutislde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMIZ, VLANIOB LI U20 %, X v hT—27 EOFEETE L UL ~DO NI L O
A A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKTF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY OO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NZNURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
O OBSERIC 7 0 — OB EZ MR T2 MER SV T, 7 7R EINTZT7 7 AT U4 —
NOGAETH, N7 74y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT -0l 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

T a—DOREL. BEA O P kFetkE ITD 743U X AOWERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fERK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, V&= 7—=21 201D h—ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETHE, 72 —D% ik
DHEFRICHERF S ET,
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ITD DR |

21:1TD ASA BB & 115 7 0 — Dt Frfk

ITD Return-Service ITD load-balance “Destination IP”

€ Return |

SRCIP  3RC Port
209.165.201.10 &0

Destination

Forward Flo W |

SRCIP SHCPort D "'=~I
192.168.1.10 49152  209.165.2

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BEHM 7 e —0EEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWHWET, Z£ITD Y —E R ZH#Y) R/ 37 A—X ZINT 25 L, ITDIP DK
eElZ L B 7 a— O FRE P RIES VE T,

500563

Link Failures

ASA ODWNENETIIINE A v X —T = A RTEENRET D E, VT 740 v 7 OHNA v F—
Tz AARL T LTSI, Z0 ASA DKKMNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIRREFRIBIEREIZ. ASA © U E— MilZ ITD 76 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLETEET,
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22:ASAEBEL T UL

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD 7 AA vF /) — RIREREIEEIL., T 27V 2 v FDIEVPC (F2iFv 7 R

A vF) MRV TORTR—FSNET, ASAZ TAX Y L 7iX, ZO XD REEENEEL
T2 B ASA N ERITE LT D Z L 2 RFET 5720, ZOMELMELET, 7747 V4 —

WA AT 4w T DOFEE (7N )7 £72EVvPC) T, ZOREICRLTE FH AL

ZiUE. ASAOWERA X —T = A ALINEA o —T = A ABE UWE (F7203648) 1 >

B —T o f AZELTNBEHTT,

AT A4y I RBBAOT7 74T 74—/ T, B%. vVPCAR—F F v 32/ (FEH—~F—1)

TV ERMBEALTASAZ AL vF IR LET, ZOFRETIE, HEA v H—T =1 X L4}
WA A —T A AT dotlq VT A X —T =4 A (VLAN 100 B35 L ¥200) THY., AA v
FIIINERB L O T F A MTENEI2 DD VLAN F721X SVIABH Y . i b D

TYHEAR— F RGBS TV EE A,
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ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL
A\

GE) ZoflE. AA vTF Swl OO —#Z R L CWET, BRI, FERIZTXTo ASA IZAF
THEUNPLET D2 MNERNH D 9, MoOEEIL. T CITHREN TV D EBESNET,

interface vlan 10
description Inside Vlan_ to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10

ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20

ip address 192.168.20.1

interface vlan 100
description Inside Vlan_ to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100

ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.
#0OUTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active

no nameif
no security-level

ZOMRaUHNIE, ROERYTITEY 7,
« VLAN 10, 20, 100. B X200 & =N 5D SVIIL, #H VRFIZw vy BV 7 ENET,
« ZOHITIE, ITDE— KNRNZ UV TRERERA L CT7 a—0rFhE2ZH L CW\WET,

e VPC T F U A TiE, VPCD 1 DDA U N—03@ L TCWAIRY . ITD ICEE|TH VY FH
Jo VPC Ly FITEENRELEAAL v FOITD VXA L7 g if, WFO vPC K&
DGFEEREIZL, 7 V750 LCET A, vTF @i LET,
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LENTWATD, WFLY 7 OREERFICNT 7 4 v 7 Rkbid Z E13H 0 8 A,

*vPC LDON—T 4 7 Fa fa xA =% P R— FF HITIL, layer3 peer-router ¥ >
RN%& vPC FAA AN THRRT D LENH Y 97,

L AXIA B =T 2 A RIT 7 AT U —VORAIEIMUDTE ST DA v F—T = A AT

BT 270 IS0, VRF RLETY, VREFIZ, ¥EDBHEIZNT 7 4 v 7
N7 7 AT T —/L&EFREILT (VLANE) L—T 4 7 EN20%ET-OICEHBE SN
i‘a_o

T T4 IER) = _N=R =T MM L TASA T b D, —Fh
TREH D A,

BBl vPCEFERALETATILRAYFH O RAYFE—KD I 7

AT724—IL

VPCEZEER L7 RU 4 v F = FOGE, WEB XU ASA f 2 —7 =4 XTER
ZENPNDOR— |k F¥ 1 N RUZEID S ToNET, vPCOFERLE LT, B~V U
ENRNT T 4w Ju—%F 52 L1378, ITDIFSIE/HELT AL v FDY 7% L
T ASA 12t L E T,
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K 24:vPCE#=FRLI=Ta2T7ILRAYFHU R4y F E—F

ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default, (559
= ﬂ
BEEoor Tk 2
ITD g

AT v 1 :20DAA v FERER L ET,

switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT 72 ASA ORERK,

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active

no nameif
no security-level

O RFRaPHNZE, ROENYTIEEEY £,
« ZOHITIE, ITDE— RNRNG UV U ITREXEA L T o —0ORFME2EH L CW\WET,
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e vVPC T F U A TIE, vVPCO 1 DDA NR—NEE L CTWARY ., ITDIZEFILH Y 8
Ao VPC Ly FITEENTELTZAAL v FDITD U XA L7 a3 ik, @HEO vPC BLE
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¢« ZDFREUTIE. ASA DFE— K FrFAD 1> (F7213FEvPC FRE POEH—OWH
V7)) ICBENEAETDE, VT 74 v Z7HRPEAETHAEENRH Y £,

«VPC EDN—F 4 7 Fa han xA "= P R— M HITIE, layer3 peer-router = v >
R%Z vPC RAA W THR T O BENH Y £7,

e T T 4w IIFRY =R —=Z2A NV—TFT 4 T EHEH LT ASAIZHITHNE=D, L— |k
IMEDH Y FH A,

BRI LANYIISREY U ITDIF7AT 24—

ASA 7 ZAZIE, 1 DO=y k& L THEET 2D ASA O SV E T, #HED ASA
FHEGRET NS RE LTI N—TT B2 LT, BT 31 20T X TORMEM: (L,
T T =7 ~OfEE) ZRMEEL, FRICEET A AL DB WAL—T v b ELREMEEZE
HTEET,

ITD X, fxDE—RDOLVAVIASA YV FAHX|Za— RKRZ v 7 TEEd, ITDIZY 7 A
2V TEMFETHHDOTHY, ITDIFET7 7 AT VA — M Lo TEDOT7r =0 I N5
MNEFRTE5X51CLET, OSPFECMP BL R —hk F¥ Rxb Ny va 7T XA
KFETH2RDVIC, ITD ATy FEEALTIRALO 7 r—2RETEET,

LAY3ZTAZTIL, A7y MDY TSN T 7 e — DA E 2 HRNCETX 1,
ITDBLRLA Y3 T TAEXY TR WGE, ITEREOKRAOERITEE., TR TEEE
lo ITD Tlk, FTAHE ZFHANICRETE £,

ASA 7 G ARV 7 TlE, Nl T o7 70—0OAEBEHLET, 7T AZNOEED
T7AT U+ — L EERTHTRTOT7a— 2O, BT 7 AT I+—RBNEDTa—D
KL, 7u—%iBT 25 ASA #RGFLET, EBOT 7T 4 77 a—OfBEENRKKL
7=%% . ITDfailaction DFHEI D HTIZ LV | KRELTEFTEEDASANL DT XTHOT7r— (N
o R) N TRAAITN—=TIZYARNESNTWDARDT VT 47 /J—RICBELES, =
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ITD TASA 7 ZAZ YV 7 &2MEMT 256 DOEIENRREIL. Ny 77 v 7 7a—BL0%
DD 7 F7 AL T =T NEAER, T TR T 7 AT 74—V TITHESNBRNAEY &
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WDFEIL, ASA T AL ADAT—H ANELTZL &2, ECMP & ITD T¥44 57 7 2%
HIE Y > 27 (CCL) ~DEEOMEL K LI-tL DT,
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

A swi | VPC Pier Link | sw2 |

—
SVI VLAN 100

VRF Outside
SVIVLAN 1100
VRF Outslde
SVI VLAN 11011
VRF Default
B\{:F‘EFIJ:.ENTWII i Cluster Control Link
efault, =g
y . LT &
ITD m VPC Peer Link m D E

AT v 1 :20DAA v FERER L ET,
A\

GE) 772XV 7HEBALTYH, ITDHRIIEFINFEFA, ITD DREIL. FAReY0ZA T
ko TR E4, ZofTIX, BEIZVPC MR AR LT 27V AL vF K
A vFLELTT,

switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7

channel-group 11 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/8

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/9

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/0

channel-group 31 mode on
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/1

channel-group 31 mode on
no nameif

no security-level

no ip address

ITD R |
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VB S, ST HWNEELIISME AR — F Fr r LD T THEA S ET,

ITD L 1 7 2 DRI

WOBNL, ITD-L2 2T 5 HiEEzr L TWVET,

ITD VA ¥ 282 HNZ LET,

(
(
(
(
(
(
(
(

config-itd)

config) feature itd

config) itd Port-group 100
config-port-group) int eth 1/11
config-port-group) int eth 1/12
config) itd SER3

config-itd) port-group 100
source vlan 2010-2015
config-itd) no shutdown

ITD-L2 % 2 e L £ 97,
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s!Command: show running-config services
'Running configuration last done at: Thu Dec 5 00:04:35 2019
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015
no shut

BEEIEE TZ=aTFILEA I

IP SLA ['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guide]

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ H A K. 1) 1J—X 103 (x) .



ITD DR |
B oeean

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. ) 1J—X103 (x)



% 5l

A

abort 67, 69
access-list 64, 66
C

commit 67, 69

itd device-group 50

itd vif OFx 11,78

itdeyvary TN R T L—TDFR 61,691,179
itdeyvar FNARTV—T 6768

itd DF X TOHFHZRR 1,79

itd DF~ 11,78

itd 53-54, 64-65

itd vy a 69-70

itd D EZ R 1,78

L

load-balance {method|buckets} 64-65

no shutdown 53, 57, 64, 66

running-config —EADFR/R M,19
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vrf 53, 56

&

FERE itd 49

L

i 50-51

T
device-group 53-54, 64-65

1z

ANJA v H—T7 =1 A 53-54,64-65

)

/J—TFip 50

[6)

vy m—A P —r A 53,57

/S\

71— dns 50,52
7v—7 icmp 50,52
7a—7 tep A— b~ 50,52
Fu—7 udp H— k50,52
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