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PLFIZ, IPSLA XY v R D/RAA)V—%FFA[ 4 2% CoPP AR 2~ LET, ZOFITiX, e
FeAR— h EIXEILAR— R 236500 ~ 7000 DHIPH TH D Z L ZAlfE L LTWET, ZOFITIE,

[ IPSLATCP BB DRTE



| 1PSLATCP EmEBIEDRE
Netstack R— k&5 D — .

linsert-before] MNEE STV 72WGE . [class-default] DT Tcopp-ipsla) 28BN &L E
TO

\}

CE)  ROMEEBNL, 7Ty b T —bIN—=Ro T A FICL o TRRDGEENH £, IPACL
F LN CoPP DFXEDFEMIZ- DOV TIL,  [Cisco Nexus 9000 Series NX-OS Security Configuration
Guide] ZZM L T ZE W,

ip access-list acl-sla-allow
10 remark ### ALLOW SLA control packets from 1.1.1.0/24
20 permit udp 1.1.1.0/24 any eq 1967
30 remark ### ALLOW SLA data packets from 1.1.1.0/24 using ports 6500-7000
40 permit udp 1.1.1.0/24 any range 6500 7000

class-map type control-plane match-any copp-ipsla
match access—-group name acl-sla-allow

policy-map type control-plane Custom-copp-policy-strict
class copp-ipsla insert-before Custom-copp-class-12-default
police cir 1500 kbps

control-plane
service-policy input Custom-copp-policy-strict

switch# show policy-map interface control-plane | be copp-ipsla
class—-map copp-ipsla (match-any)
match access-group name acl-sla-allow
set cos 7
police cir 1500 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class-map Custom-copp-class-12-default (match-any)
match access-group name Custom-copp-acl-mac-undesirable
set cos 0
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class-map class-default (match-any)
set cos O
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 122 bytes;
dropped 0 bytes;

Netstack R— ~EE O —EK

IPSLA L, B—H/LDFRy NAK v 7 R— FMEEANOR— hOBLEZIFANET, Tu—7
DOFETHH SN D EE LR — b LA — hix, SLA EEM & SLA L AR H THR—
FENTUWA netstack R— ~ & —FH L TWAULENH Y 9,
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VIO NR—= 3 b= 3 2 93(1) LA D/X— 3 2 ISSU 2 FEA T4 5581, SSHAR—
Ml DOa—F —EFZR— FOBENRORIZEH EIN TV EHFHNICH D Z & 2R L TL
7230,

& 1:1SSU DR—

NnN—=3v T4 I bDR— EIFHE

9.3(1) Kstack 72— /L AR— h46PH (15001 ~ 58000)

Netstack = — /L " — ~&PH (58001 ~
63535)

nat AN— M&IFH (63536 ~ 65535)

9.3(2) Kstack @ — % /L /R — h4FH (15001 ~ 58000)

Netstack = —# /L AR— & (58001 ~
63535)

nat N — MEH (63536 ~ 65535)

9.3(3) LAFE Kstack = —77/L AR — R (15001 ~ 58000)

Netstack @ — /L 7R — R&FH (58001 ~
60535)

nat " — M&IFH (60536 - 65535)

show sockets local-port-range =~ & R &4 4E =~ > Ni&, EEANSEROR— i
HFRRALET,

PUFIX, netstack A8 — M &2 K3 541T9,

switch# show sockets local-port-range

Kstack local port range (15001 - 22002)
Netstack local port range (22003 - 65535)

5T /N1 X T IP SLA Responder D% 5E

Z DIETIL, LT /N A AT IP SLA Responder % 5% E T 2 JFIEICOWTHE L £,

1R BHHIIZ

IP SLA Responder Z i 19~ 2 8413, &M E L THERAT 2Ry NV —F 27 T8, ARV A
A TFNAATHY, TOTNA ARy NT—7 N L THRTE D Z 2R LET,

FIEDHE
1. enable
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2. configureterminal
3. featureslaresponder

4. ROWTNNEETLET,
* ip daresponder
1 -

585 T /XA R TO IP SLA Responder D% E .

switch (config)# ip sla responder

* ip dlaresponder tcp-connect ipaddressip-address port port

{51
switch (config)# ip sla responder tcp-connect ipaddress 172.29.139.132 port 5000
5. exit
FIED ¥
ARV EFEREET7TOVa Y BHY
AT 71 |enable FrHE EXEC E— RE AT L ET,
i Turs T IREREINTH, NAT—FRE AN LE
R
switch> enable
R 72 |configureterminal Ta— ) ar7 4 Xal— gy T— NG
fi LETS
switch# configure terminal
R T 73 |featureslaresponder IP SLA O L AR ZHEREZ AN L E T,
fil
switch (config)# feature sla responder
AT T RONTRNEFEITLET, -
« ip daresponder o (EE) EETHOLOHIEA v —IITH T
51 T, Cisco 7 734 AIZH1F % IP SLA Responder
' Berex —RRICAZIC L E T,
switch (config)# ip sla responder
; - . « (EB) HExTra hafil#ngs «v—7
« ip daresponder tcp-connect ipaddress ip-address
Sort port P P P NThBHEICOBYATT, 20wy R
X, FREDIP 7 KL AL IR — hTIPSLA
B Responder FAE & keI AN L £,
switch(config)# ip sla responder tcp-connect] y — . S N _
ipaddress 172.29.139.132 port 5000 %Mﬁ”i‘ A i ]\/C/])Z\b—7/1/&“‘7l£ Y iﬁ—o
25w 75 |exit (ER) ZJo— L ary74X¥al—valy £—
il - RZ#&T L, i EXEC E— FIZRY £,

switch (config)# exit
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LET,

BEETLT A AD TCP B EMEAEK L., A7V 2= 22, ROWTRNTT HDDZ R
T EFITLET,
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Vo
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\}

GE)  IPSLALVARUEDSEIIP T KL R LR— FTKRERINCAEDZ 2> TV BHAIL. control &
i L%9, disabletcp-connect Zffi~>7-F%F—U— FHIfHIA v —VZ2HHTHa~ kN,

Je

Ev bk o IP SLA BiERFEITH T, HEHERD AR I T RWEEIE, BfEDOREIC verify-data
o< R&EBMLT (PSLAMKE— RCTRE) . T—H¥HE2HNLET, 11—
TN D L BEEDOIEEPHEL TCWO RN E I DR F =7 SET, BFOE;E
RflC verify-data=~ > REMHT 5 & RERA—/—~y RRPNLOTHEELTLLE
0,

+ debugip slasender trace =~ > FZfEM L. 3 KU debugip slasender error IP SLA EjfF
BT AMEE NI TN a—T 4 T Havw s RTY,

FIRDHE

enable

configure terminal
feature da sender

ip dla operation-number

tcp-connect {destination-ip-address| destination-hostname} destination-port [sour ce-ip {ip-address
| hostname} sour ce-portport-number] [control {enable| disable}]

apwDbd-=
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BREXT/NAATOREERD TCP ERBEDREL L VR T Va— 0T .

6. frequency seconds

exit

8. ip slaschedule operation-number [life {forever | seconds}] [start-time {hh:mm[:ss] [monthday |
daymonth] | pending | now | after hh:mm:ss] [ageout seconds] [recurring]

N

9. exit

FlED FFHH
AU REEETI 3 Y B

AT 71 |enable FiME EXEC E— REHMC L E T,
1 Ta s ERFRINTEL, RNAT—FREATILE

ﬁ‘o

switch> enable

AT 72 |configure terminal sua—r ) ar 74 Xal—3iay T— ek
15'] : ]\/\i‘g_o
switch# configure terminal

A7y 73 |featuresla sender IP SLA BifEHEfEZ A NiC L £,
1
switch (config)# feature sla sender

AT 7 4 |ip sla operation-number IP SLA Bi{EOFKEZBIA L, IPSLA 2> 7 4 F o
{5 L—yary ®— RIBITLET,
switch(config)# ip sla 10

R T w 75 |tep-connect {destination-ip-address| TCP #fiEEx E#F L. IPSLATCP =2 7 4 X =
destination-hostname} destination-port [source-ip L—3 gy B— FEMBLEST,
{ip-address| hostname} sour ce-por tport-number] [control - )
{enable| disable}] BETAA Yy TF =0y b AL v FOMEITIP
Bl SLAfilfEl > v b = v Z B4 5555 D 4., control

' disable ¥ —7U — ROMAGOEEFH L £,

switch (config-ip-sla)# tcp-connect 172.29.139.132
5000

RTw 76 |frequency seconds ({EE) $87& L7z IP SLA BifEZ#:  IK 3 IR 2 5%
fil ELET,

switch (config-ip-sla-tcp)# frequency 60

ATy 77| exit IP SLA TCP BT — K&K T L, 7o — LRk
1 - T— NIZRED £,

switch (config-ip-sla-tcp)# exit
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. BEXTNARATOF T a v RS A—2 & FERALI-TCP ERBEOBRER T D1 —) 0T

ARV RFERETIVa Y

B8

ATvT8

ip sla schedule operation-number [life {forever |
seconds} | [start-time {hh:mm([:ss] [monthday | daymonth]
| pending | now | after hh:mm:ss] [ageout seconds]
[recurring]

1 -

switch (config)# ip sla schedule 10 start-time now
life forever

il % D IPSLAEBED A P a—0 7 RT A —H
FRELET,

ATvT9

exit

1

switch (config)# exit

EE) Za—)Lar7 4 F¥a2l— gy F—
RZH#&T L, ¥ EXEC E— FIZREY £,

1

Wiz, BIEFIZBRME S CHEHIBRIZZEST S D TCP ##5c D IP SLA Bi{EX A 7 &Rk d

LP R L ET,

feature sla sender
ip sla 9
tcp-connect 172.29.139.132 5000

frequency 10
I

ip sla schedule 9 life forever start-time now

RDEZRY

N7 o T RAEKT DI, EIROEELRMAT D BT, BITEIC TR L & WESRME &

IV NI At 1=Vl s Y el = N
Wy,

PHRLEVEE=4% ) 7 ORE] ODHESZRL TS

IP SLA BiEDFERZF /R L, NEZMERT 512X, showip dastatistics =2~ > R&fiH L £

T, ZEITTHREIIC,

A—PLNT 4 X2l —ary 77 A VIRESNTWD Z & iR

LTLZE, =R LIV BKIOIEREITHIET 27—V FO 2R T oL, ¥—E
A A MYy 7 INHFERHANTH 208 5 &l 2% ICEH £ 7,

EETXTTINAATODA T3 NTH

BRERYT

N~

Ya—

DY

T ATV RI A= EEH

— & Z{EA LI-TCPiZHREMED

LT, #ELT /A ATO TCP Hfm@hi{EL R TE L.

AT a— VT 5 HFIEIZOWTHIALET,
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B
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EETTNARATOA T3> "5 A—4 & EALE TP EGBEOBRERrSa—y oy [

6=

Je

IP SLA Responder 23%6%¢ IP 7 K L A & 7R — h TREEANZH NI 72> TV DAL, control
disable ¥ —7 — K% tcp-connect =~ > RCEH LT, #lffIA vE—TZ2 ML ET,

FIEDHE

Bk

< IPSLA BENE TSN TE LT, MtE2AEK L TWRWEAIL, verify-data =~ K%
BEDORERIZIEM L T (IPSLAMRE— RTHRE) . 7 —FRAEZHDNLET, 1 X—
TN D L BEMEDISERBHE L TOARWNE I DN TF = v 7 SHET, @EOEE
FflZ verify-data =~ > FEAfT 5 & RERA—/"—~y RPN LOTHEE LTS
0,

«debugipdatrace =~ RZfEH L., L Ndebugipdaerror =~ Fi, IP SLA EifE
BT OMEDO N T TNy a—T 4 U T EITOTZDITHERH LET,

enable

configure terminal

feature dla sender

ip sla operation-number

tcp-connect {destination-ip-address| destination-hostname} destination-port [source-ip {ip-address
| hostname} source-port port-number] [control {enable| disable}]

history buckets-kept size

history distributions-of-statistics-kept size

history enhanced [interval seconds] [buckets number-of-buckets]

history filter {none|all | over Threshold | failures}

frequency seconds

history hour s-of-statistics-kept hours

history lives-kept lives

owner owner-id

history statistics-distribution-interval milliseconds

tag text

threshold milliseconds

timeout milliseconds

tos number

exit

ip sla schedule operation-number [life {forever| seconds}] [start-time {hh:mm([:ss] [monthday
| daymonth] | pending | now | after hh:mm:ss] [ageout seconds] [recurring]
exit

show ip da configuration [operation-number]
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. BEXTNARATOF T a v RS A—2 & FERALI-TCP ERBEOBRER T D1 —) 0T

FIED M
AU RFEEETIa Y BHr
AFwS1 |enable ¥ibE EXEC E— RE AL £,
Bl Tar S MRFERINES, RAT—FEANLE
j—O
switch> enable
RFw 72 |configure terminal ra—)ar7Z 4 Xal—ay T— N2
% - LET
switch# configure terminal
A 7w 73 |featureslasender IP SLA EhEMEEZ BN LE T,
1 -
switch(config)# feature sla sender
ATw 74 |ipsla operation-number IP SLA Bi{EDFREAZ LML, IPSLA 227 4 ¥ =
Bl - L—vay E—RIIBITLET,
switch(config)# ip sla 10
AT w5 |tcp-connect {destination-ip-address| TCP #&idiE2 E# L. IPSLATCP 2> 7 4 X =
destination-hostname} destination-port [source-ip L—3gy B— REBBLET,
{ip-address | hostname} source-port port-number] )
[control {enable| disable}] EEITLAAL v TF X —F v b AL v F ORI TIP
1 - SLAHE~Z v k 2Lz 823 58540, control
’ disable ¥ — U — RO#MAEOEEMHEH L E9,
switch (config-ip-sla)# tcp-connect 172.29.139.132
5000
RAFw 76 |history buckets-kept size (f£E) IPSLABMED T A 7 X A LHFICRFFT 5
Bl - BIEA Y NEEBELET
switch (config-ip-sla-tcp)# history buckets-kept
25
Z 5w 71 |history distributions-of-statisticskept size (IL3) IP SLA BH{EIC AR » 7 HAL CREFT 2 %
- AHEFROREREBE L E T,
switch (config-ip-sla-tcp)# history
distributions-of-statistics-kept 5
AFw 78 |history enhanced [interval seconds] [buckets (&) TPSLABNMEIZX T 2 IRsRIEEINEE 2 1 1 —

number-of-buckets]
1

[ IPSLATCP BB DRTE
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EETTNARATOA T3> "5 A—4 & EALE TP EGBEOBRERrSa—y oy [

ARV FFEREETIVa Yy

E:)

switch (config-ip-sla-tcp)# history enhanced
interval 900 buckets 100

ZF w79 |historyfilter {none|all | over Threshold | failures} (f£E) 1P SLA BMEDIBIET — 7 /WK T D18
Bl HWOXA TR EHLET,
switch (config-ip-sla-tcp)# history filter
failures

A7 w710 |frequency seconds ({LE) 457 L7z IP SLA EhEA #4033 R 4 5%
15“ : E L/i‘d‘o
switch (config-ip-sla-tcp)# frequency 60

AT w711 | history hours-of-statistics-kept hours (L) 1P SLA BEDHFHE M AR FF 2 Rk
15'] : %%&fﬁ_’ Li—é—o
switch (config-ip-sla-tcp)# history
hours-of-statistics-kept 4

AT F12 |history lives-kept lives ({EE) 1P SLA BMEDIBIET —7 MK 2 7
i - A 7B ERELET,
switch (config-ip-sla-tcp)# history lives-kept 5

RT w713 |owner owner-id (EE) 1P SLA BifEDOfii G R v b U — 27 EB T 1
Bl - k=1 (SNMP) P& & E L £,
switch(config-ip-sla-tcp)# owner admin

R w714 |history statistics-distribution-interval milliseconds (E5) IP SLA BE CHiEr 4 3 S-SR i E
Bl MR % BE L E T
switch(config-ip-sla-tcp)# history
statistics-distribution-interval 10

AT 15 |tag text ({£%&) IPSLABfED 2 — —F57E ID #1Ek L %
i) kK
switch(config-ip-sla-tcp)# tag TelnetPollServerl

AT 716 |threshold milliseconds (EE) IPSLABNMEIZ L > TIER SN D Ry T —

51

switch (config-ip-sla-tcp)# threshold 10000

7 ®=4 ) o TREHEREFHET OO ERL
SWMEZRELET,
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. BEXTNARATOF T a v RS A—2 & FERALI-TCP ERBEOBRER T D1 —) 0T

ARV FFEREETIVa Yy

S

RFw 717 |timeout milliseconds (EE) TP SLA @ENZDOER 7w R b D
- ER AT DI ERE L £
switch (config-ip-sla-tcp)# timeout 10000

ATy 718 |tosnumber (fE&) IPv4 x> U —2Z|Z[RY | IP SLA BifED
i - IPv4 ~ v Z—@ ToS "1 b EFHELET,
switch(config-ip-sla-jitter)# tos 160
1 -

ATy T19 |exit TCPa 7 4 F¥al—La P TE—FEKRT L,
B - Ja—R) a7 4 Xal—aryEF— RNIRED

£

switch (config-ip-sla-tcp)# exit

Z5w 720 |ipdaschedule operation-number [life {forever| B2 DIPSLAEBED A P a—Y o T RTFT A—X&
seconds} ] [start-time {hh:mm[:ss] [monthday | daymonth] | . zx= LE,
| pending | now | after hh:mm:ss] [ageout seconds]
[recurring]
51
switch (config)# ip sla schedule 10 start-time
now life forever

ATy T2 |exit EE) ZJe—XL a7 4FXa2lb— gy F—
B - RZf&T L, FitE EXEC E— NIZRD £7
switch(config)# exit

AT 722 |show ip slaconfiguration [operation-number ] (EE) +_XTOIPSLAEEE/ZIZFEE L2 1P

1 -

switch# show ip sla configuration 10

SLA BWEICRET DR EMEZE, T XTHOT 74/ bk
EEEDTERLET,

il

1]

WIZ, TCP #EEE S 10 D IPSLA /3T A —H 29T _TC (F75/)V FaEite) &E

LR LET,

switch# show ip sla configuration 10
IP SLAs Infrastructure Engine-III
Entry number: 10

Owner: admin

Tag: TelnetPollServerl

Operation timeout (milliseconds):

10000

Type of operation to perform: tcp-connect

[ IPSLATCP BB DRTE
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tep gmraEns i

Target address/Source address: 101.101.101.1/0.0.0.0
Target port/Source port: 5000/0
Type Of Service parameter: 0Oxal
Vrf Name: default
Control Packets: enabled
Schedule:
Operation frequency (seconds): 60 (not considered if randomly scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 10000
Distribution Statistics:
Number of statistic hours kept: 4
Number of statistic distribution buckets kept: 5
Statistic distribution interval (milliseconds): 10
Enhanced History:
Aggregation Interval:900 Buckets: 100
History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 25
History Filter Type: Failures

RDERY

7 v TERAKT D HEM, EENOEELBIMGT D BRIT, BITEICTRIR L S WESAT &
J& R U T=Z2BNT 5%, TPRRLEWEE=42 Y 7 ORE] OHZZRLTIIZS
AN

IP SLA BiEDOREREZ R R L, WAL MR T 511X, showip dastatistics 2~ FZEH L £
T, ZFETTIHANC, 2—F LN T 4 Falb—ar 77 A VIR ESH TS Z L 2R
LTL7EEN, =R LV BKIOREEICHIET H T 4 — /N RO &R+ o5&, —E
A A RNY w7 BHFRFBHNTH D008 ) hEHRT %I HET,

TCP 2 #5c BN D45 A A5

Wiz, TIP SLA TCP Bt EICRE 4 5158 DIEDK [TCP #t@fE] IRENTWDH LD
W2, ALY FBMNHIPAARL (IP7 RL A 10.0.0.1) @ Telnet A— ~ (TCP &R— k 23) ~
D TCP ##tEMEA R ET DBl 2~ LET, BEIEX, 22O ESND LAY a—
YIENET, ZOBITIE, EET (AA v FB) THIEIZ o b 2 LRI/ > TOET,
IPSLA IEHIH 7 m havzZEHLC, ¥—57y b A— ha BRI ZNCT 5 L 512 1P SLA
VARV AZIZEALET, 2077 a itk VAKRCZIE TCP BftEEICEE TE £
T ZOFITIE, ¥—7 > EBRAAL v F TR, BEROTCPAR— FBMEHENTWAHTZ0,
A v =V 2 RETHHEITH Y T A,

AL vFADEE

configure terminal
feature sla responder
ip sla responder tcp-connect ipaddress 10.0.0.1 port 23

IPsLATCP mEEDEE I}
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R4 v F BDHRE

configure terminal
feature sla sender
ip sla 9
tcp-connect 10.0.0.1 23 control disable
frequency 30
tos 128
timeout 1000
tag FLL-RO
ip sla schedule 9 start-time now
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configure terminal
feature sla sender
ip sla 9
tcp-connect 173.29.139.132 21 control disable
frequency 30
ip sla schedule 9 life forever start-time now
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