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Fail-Action
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VEERT A EMARETY, HE. A LT U N, BXUOERITOT v T AU R AT
BT NEETHZELTEET, MU NI v 7 A7V b3, [ACePBRY—E R & ff
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* Cisco NX-OS U U —Z 10.3(1)F LA, [F U EPBRL2 AR U v —HNOEHKO X, R
VLAN £ 721 VLAN&H Z L H 50, F T 7 A0 2 —T oA AZHAENERY —
T Ivlanall] THRINI2HEERZH Y 9,

\}

GE) RUT7RLA 773U (IPv4, ipv6, F721FL2) OO
—EHACL R U > —HNOD[E L VLAN &G4 5854 ik
ENTZ—HACLEEDACL 7 4 VA N—ETHY, HEEL
TWVRNZ EZERL T EEN,

o« EIEBIR— kN XTOFPE, NETRIOA v H—T A AL FDWiJiADreverse { X —7 =
AAZHEHEINDIHRY —iF, —FT 5O THER I, [F— match-vlan F 721X VLAN
I EBlIc~ v BT EanE T,

DY —E 2 FTAAL A DT — RARF 2TV, CTP <NV AF 2w 72 LTI
EOT AL ADEEE —BICHRHT 51213, FP—E XT3 2% ePBRIP—EAD—&
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e [TRTD] LAF¥2bTT7 47 BY—ERF == FIZV XA VLT bT 572D,
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ePBRY—E R, KU L—DMRE. 5&UAv2—7 114 2~0mEEH 1T [

+ 1 250 ACL TH K 256 DFFF] ACE YR — h S ET,

ROEEHFH & RFED VRF OV —EAF = — I SN E T,

* Cisco NX-OS U U —2 102(3)F LA, =2 RABRA > FDBI, ¥ —E R > —F L ADB

m. HIBRB L OEELEDOE v a VHBEFR DO N T 7 4 o 7 ORIl /R T 7201, F
A2 — RART U2y EOWERREITV, B— RANT U AR~ DL T 2 [allEd 5 Z &
DRI TWET, B— IT U AMITITHER SN ATy FOEB, Fo— WO
= VAT O —E A TR SN RRA L FOEE VL D51 LTLE
&,

ePBRY—E X, R O—DER. BLUVAM2—T x4
ANDEEEST T

WD¥ 7 g Tk, ePBRYP—EZ, ePBRARY —DH, BLOA v F—T = A A~DR
U — OB EHTIZOWTEHA L E9,

FIEDHE
1. configureterminal
2. [no] epbr infravlans[vian range]
3. epbr service service-nametype |2
4. mode [full duplex | half duplex]
5. probe {ctp} [frequency seconds] [timeout seconds] [retry-down-count count] retry-up-count
count]
6. service-endpoint [interface interface-name interface-number]
7 rever se interface interface-name interface-number
8. exit
9. epbr policy policy-name
10. match { [ip addressipv4 acl-name] | [ipv6 addressipvé acl-name] | [12 address |2 acl-name]}
{drop | exclude | redirect | vlan{vlan | vlan range| all } }
11. [no] load-balance [ method { src-ip | dst-ip}] [ buckets count]
12. sequence-number set service service-name [ fail-action { bypass| drop | forward}
13. interfaceinterface-name interface-number
14. epbr {12} policy policy-name egress-interface interface-name [rever sej
15. exit
FIEDF¥H
ARV KRFERETIVaY B#)
AT v F1 |configureterminal ar7 4 X¥al—yar E—RIIADET,
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switch# configure terminal
switch (config) #

RTw 72 |[no] epbrinfravlians[vian range] VLAN X, +—E R FR_AL Z~D Y XA LY
IR 72 dotlq ZHLHIZ T/ 4172 VLAN
RO ENTHWET,
25w 73 |epbr service service-nametypel2 FrLUePBRL2 —E X2 ER L £,
11
switch (config)# epbr service firewall type 12
AFw 74 |mode[full duplex|half duplex] P—EREETEHELITE CEET— NICERLE
R
ZAFw S5 |probe {ctp} [frequency seconds] [timeout seconds] | ePBR #—E 2D 7 11— 7 A AERE L £,
[retry-down-count count] retry-up-count count] i
1 T a RO EBY T,
5l 8 RV
switch (config)# probe icmp ) %ﬁﬁ? ::7Flb—j70)&EE§%E%PEQGLTF*EXEI/EE7fO
EDOFIPAIL 1 ~ 604800 T,
RS I A R VA P A O
LEILTe T TCHEITENDH AT b
DO AEEELET, FRETE 24MHIL1~5T
o
cHRITT S AU = RRERR L L
TR =T REITT /AT FOBELEE
LET, HHETEDHPHIT 1 ~5TY,
s HALT U XA LT D N AR ENAL TR
ELET, EOHPHIT 1 ~ 604800 T,
XTFw 6 |service-endpoint [interface interface-name ePBRY—ERADH —E A= RARA M Efk L
interface-number ] 4,
Bl FIME2 ~ 5 %40 LT, B0 ePBR % — & 2 & ff
switch (config-epbr-svc)# service-end-point Eijfg;jzj‘o
interface Ethernetl/3
A5 w771 |reverseinterface interface-name interface-number 774w KU —=REH SN D reverse A
15“ . §_7I4Z%E%Li‘a‘o
switch (config-epbr-fwd-svc)# reverse interface
Ethernetl/4
ATv78 et ePBR ¥ — b AMRKE— R&#& T L, V' m—rUL 3
i - Y74 X2l —vary = FERBLET,

switch (config-epbr-reverse-svc) # exit
switch (config-epbr-fwd-svc) # exit
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ePBRY—E R, KU L—DMRE. 5&UAv2—7 114 2~0mEEH 1T [

ARV FFEREETIVa Yy

E:)

switch (config-epbr-svc) # exit
switch (config) #

25w 79 |epbr policy policy-name ePBR NV o — &M L 97,
1 :
switch (config) # epbr policy Tenant A-Redirect
AT 710 |match {[ip addressipv4 acl-name] | [ipv6 addressipv6 | [Pv4 £ 7213 IPv6 7 KL A, F£72IX MAC 7 KL %
acl-_name] | [I2 address|2 acl-name]} {drop |exclude| | z 1p_ 1py6. F7-13 MAC ACL & —Er &8,
redirect | vlan{vlan | vlan range| all}} YEALY ME., T T 4w I DFT 4Lk
i T7varTyd, Fuy i BEAF—T7 A
switch (config) # match ip address WEB vlan 10 ATCRI T4 v 0% Ny 7T L50ERD LG5I
ERHESNET, BRAF T g id, BEA ¥ —
T2 ZADYP—EZAF =— U NOEED T T 4 v
V7 EBRANT DT OICERSNET,
ZOFNEEAEY K LT, BRSO THED ACL
—HIEHrZENnTEET,
ZTF v 711 |[no] load-balance[ method { src-ip | dst-ip}] [ buckets| ePBR 4 —E A Tl &b m— R NT v Ak
count Sy MEERELET
1
switch(config)# load-balance method src-ip
R T w712 |sequence-number set service service-name [ fail-action | fajl-action A 77 = X A &K LE 9,
{ bypass| drop | forward}
1 -
switch (config)# set service firewall fail-action
drop
T w 713 |interfaceinterface-name interface-number AR —T A AT — REBGLET,
% -
switch (config)# interface Ethernetl/1
RTw 714 |epbr {12} policy policy-name egress-interface A =T A AL, WOTHRD 1 ODNEFTHD

interface-name [rever se|

1 -

epbr 12 policy Tenant A Redirect egress-interface]
Ethernetl/2

RY—L 1 2OWHFRORY > —IZBE#fHT 5 2
EnTEET,

< IEF D IPVA R Y o—
« WFH O IPv4 R Y —
« IEH D IPv6 7R U > —
« WA D TPV R U > —
JEFED 12 ARY —
 WIHMOD 12 RY v—
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ARV FFEREETIVa Yy

S

ATvT15

exit
1 -

switch(config-if)# end

KU —HRE—FZ2#&TL, Z7e—VbE—F
IRV £75

ePBREy L a EFRLI-Y—EXDZER

WOFIETIE, ePBRE Y a v Z2FHLTH—E2AZEF T HECOWTHBALET,

FIEDHE

F IR D 48

epbr session
epbr service service-name type |2

rever se [inter face interface-name]
commit

o p,wDdR

[no] service-endpoint [inter face interface-name]
service-endpoint [interface interface-name]

ARV KRFERERETY VY

=)

ATy T

epbr session

1

switch (config)# epbr session

ePBRE YT a3 B— REZHBLET,

ATvT2

epbr service service-name type 12

1

switch (config-epbr-sess)# epbr service
TCP_OPTIMIZER

ePBR & v a3 > E— N TCHEK S 4172 ePBR —1E
AERELET,

ATvT3

[no] service-endpoint [interface interface-name]

1 -

switch (config-epbr-sess-svc) # no service-end-point
interface ethernet 1/3

ePBR ' —EADHERF A —E A = KA > b
T L ET,

ATvT4

service-endpoint [interface interface-name]

1

switch (config-epbr-sess-svc)# service-end-point
interface ethernet 1/15

P—bE R —E R RRA FEBEIMLET,

ATvTh

rever se [interface interface-name]

1

switch (config-epbr-sess-fwd-svc)# reverse
interface ethernet 1/4

Fo 7497 RY—NEHEND U X—R A
=Tz A A EHZLET,
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| ePBRL2 D#5:
ePBREy s avaEALEKRY v—0ZE

ARV REEET7IVa Y B
2T 7 6| commit ePBRE v a3 & L TePBRY—ERADE T %
15“ : ;?ET Lijﬂo
switch (config-epbr-sess) #commit GE) ZOFNEETZET LS, ePBREY Y3
ZEEELET,

ePBRty > a zFRALERY O —DER

WOFIETIL, ePBRE Y a v ZFHLTRY O —2EF+T 2 HECHOWTHBALET,

FIEDHE
1. epbr session
epbr policy policy-name
3. [no]match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | |2 address mac acl-name]}
vlan {all | vlan-id | vlan-id-range
4. match {[ip addressipv4 acl-name] | [ipv6 address ipv6 acl-name] | |2 address mac acl-name]}
vlan {all | vlan-id | vlan-id-range]
5. sequence-number set service service-name [ fail-action { bypass| drop | forward}] [load-balance
[ method { src-ip | dst-ip}] [ buckets sequence-number]
6. load-balance set service service-name [ fail-action { bypass|drop | forward}] [load-balance [
method { src-ip | dst-ip}] [ buckets no-of-buckets)
7. commit
8. end
F IR D 48
OV RFERETIVa Y B#Y
25+ 71 | epbr session
ATy F2 |epbr policy policy-name ePBRE v ¥ 3 E— R THER S M7 ePBRAR Y v —
15“ : %?Eﬁg Li‘a—o

switch (config-epbr-sess) # epbr policy
Tenant A-Redirect

ZFw 73 |[no] match { [ip addressipv4 acl-name] | [ipv6 address| 1P, IPv6. F7-1% L2 ACL I2xF4 3 — & H4hic L
ipv6 acl-name] | 12 address mac acl-name]} vian {all | | &4
vlan-id | vlan-id-range

1

switch (config-epbr-sess-pol)# no match ip address
WEB

ePBR L2 D& R
|



. ePBR R > —IZ k BEH SN 5 Access-list DFEH

ePBRL2 DR |

AU RFERET7TIV3 Y B#
R 74 |match { [ip addressipv4 acl-name] | [ipv6 addressipv6 | [P, 1Pv6, F721% L2 ACL IxId 5 8 EAH L%
acl-name] | 12 address mac acl-name]} vian {all | vlan-id | 5-_
| vian-id-range]
1 -
switch (config-epbr-sess-pol) # match ip address HR|
R T v 75 | sequence-number set serviceservice-name| fail-action { | —F4 2 o — 4 o 22BN, ZBF . 38T 5
bypass| drop | forward}] [load-balance [ method { 2. BEDS —H ADKKT 7o a v ALEE LE
src-ip | dst-ip}] [ buckets sequence-number] +
1 -
switch (config-epbr-sess-pol-match)# 10 set
service Web-FW
2w 6 | load-balance set service service-name [ fail-action { —F D — RS U RAEFEEAAry NERTELE
bypass| drop | forward}] [load-balance [ method { +.
src-ip | dst-ip}] [ buckets no-of-buckets]
GE) BEO—HDOY—E R Fo— AR
Bl B, Byvary aryFRARTE
witch (config-epbr- -pol-match)# 10 t S 2 N . IS,
zervicec;eb—gwep e o - 0)*%%%%%‘3—6 t N ﬁ@ - ]\/\7 d
AREWINT 7 AV MY 2y bENET,
AT 77| commit ePBRE > a2 VEH L TePBRAY v —DEE %
15“ : %T Lij_o
switch (config-epbr-sess) #fcommit
RTwv78|end ePBRE v gy E—FEKTLET,
fi

switch (config-epbr-sess) #end

ePBRR!) —([Z &k BRI 5 Access-list D B H

IRDOTFNETIL, ePBR AR Y > —TEH X315 access-list & FH T 5 HFIEIZOWTIA L £9,

FlaD#E
1. epbr session access-list acl-namerefresh
2. end
F g ¥4
ARV FFEREET7TIVa Y =LY
AT 71| epbr session access-list acl-namerefresh RY =T ko TAERE 7z ACL Z BT £ 7213V

1 -

. ePBR L2 DHERK

Ly LET,



| ePBRL2 D#ER:

ePBRShow 27> ]

ARV RFERETI Va3 B#Y
switch(config)# epbr session access-list WEB
refresh
25w 72 |end Ja—R_) a7 4 ¥ a2l —arEFT— RERKT
fi LET
switch (config)# end

ePBR Show <7 > F

WD U A MZ, ePBRIZBEHET 5 show 2~ RERLET,

FleDHE
1. show epbr palicy policy-name [rever se]
2. show epbr statistics policy-name [rever se]
3. show tech-support epbr
4. show running-config epbr
5. show startup-config epbr
F gD
AU RFEREFET7TIVa Y B
R 7w 71| show epbr policy policy-name [rever se] NEJ7 181 & 7213 5 AN &5 ePBR AR U v —IZ
1 B B e #oR LE T,
switch# show epbr policy Tenant A-Redirect
R 72 |show epbr statistics policy-name [rever se] ePBR RV v —#iEH52FRLET,
1
switch# show ePBR statistics policy pol2
R T 7 3| show tech-support epbr ePBR DT 7 =71 )L P R— MERZ LR LET,
1 -
switch# show tech-support epbr
R T w 7 4 | show running-config epbr ePBR O EfTH A F R LET,
1
switch# show running-config epbr
R T 75 | show startup-config epbr ePBR DA X — N7 v Tk FR L ET,
{1

switch# show startup-config epbr

ePBR L2 DAL .



B ererumomz

ePBR *ﬁﬂzd)ﬁﬁmu

ePBR & 3R 5729

ePBRL2 DR |

ZiE, koavwry REEHALET,

avy kR

S

show ip access-list <access-list name> dynamic

Ny KT IVHAVANDNT T 4 w7 —3
KL FRRLET,

show ip sla configuration dynamic

T =T BPEI IR0 TODFEIL, Fe—
VW®#HEX$/FT%/F;ﬂLTﬁM{
2L > TARESNT- TP SLA fipi A Fr L =E
7,

show track dynamic

Ta—TNEMMIL > TWBEERIC, Fo—
VINOY—E AT RiRA v M2k L TePBR
WZXoTHhERENEZ NI v I 2RRLET,

show ip access-list summary

Ny NTIZHAVANDRNT 7 4 w7 —3
KoY~ 2FRrLET,

show [ip | ipv6 | mac ] access-lists dynamic

—BREEOX A F Iy 2 MY ERRLE
o

ePBR O #& R {5l

5l : ePBRMDRA > K7 OUERK

wD rARa L, ePBR AZ L K7 o AEERLTWET,

1:ePBRORA A > K7 O

(O Forward Flow
Firewall Firewall Web TCP

O Reverse Flow 1 2 optimizer

orffR) [rfER) [ e e

11.1.1.2 13112 'r__1' 20114 20.1.1.24

A
[Vian 10| [Vian 11|/ vian 12| | Vian 13||Vian 16| [Vlan17| |Wian 20/ [ Vian 20|
Y v Y ) X
. Web-iraffic =
|| Backup-traffic Eth1/8 MNexus 9000 EthiHg <=—>» a
<« I

Bl TORRAR—bELIV I Y R—

. ePBR L2 DHERK

DY —ER$ER



ePBR L2 D#ERL

ePBR DR ]

WOMERRBNL, 77 BA K=& T 7 K= b OV —E AR A FITT 5 H5EEZRL T
ié‘o

epbr infra vlans 100-200

epbr service app 1 type 12
service-end-point interface Ethernetl/3
reverse interface Ethernetl/4

epbr service app 2 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell0
reverse interface port-channelll

epbr service app 3 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface Ethernetl/9
reverse interface Ethernetl/10

epbr service app 4 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell2
reverse 1interface port-channell3

Bl 7OER K-+ DHERK
WOBITIE, 727 BAR— et d 2 EE R LET,

epbr policy pl

statistics

match ipvé address flow2 vlan 10
load-balance buckets 2
10 set service app 1
20 set service app_3
25 set service app_4
30 set service app_2

match 12 address flow3 vlan 10
20 set service app_2
25 set service app_4
50 set service app_3

match ip address flowl vlan 10
10 set service app 1
15 set service app 3
20 set service app_2

interface Ethernetl/1
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/2

interface Ethernetl/2
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/l reverse

Bl c3 20 K— DB
WOMERRBNL, b T 7 R— b E2WkT 5552~ LET,

epbr policy p3
statistics
match ip address flowl vlan 10

ePBR L2 DAL .



ePBRL2 DR |
ePBR D& L5

load-balance buckets 2
10 set service app 1
20 set service app_2
match ipvé address flow2 vlan 20
load-balance buckets 2
10 set service app_ 3
20 set service app_4
match 12 address flow3 vlan 30
10 set service app 1
20 set service app_2

interface Ethernetl/27
switchport
switchport mode trunk
no shutdown
epbr 12 policy p3 egress-interface Ethernetl/28

interface Ethernetl/28
switchport
switchport mode trunk
no shutdown
epbr 12 policy p3 egress-interface Ethernetl/27 reverse

Collecting statistics

AT OULE

itd-san-2# show epbr statistics policy pl

Policy-map pl, match flow2
Bucket count: 2
traffic match bucket 1
app_1 8986 (Redirect)
app_3 8679 (Redirect)
app_4 8710 (Redirect)
app_2 8725 (Redirect)
traffic match bucket 2
app_1 8696 (Redirect)
app_3 8680 (Redirect)
app_4 8711 (Redirect)
app_2 8725 (Redirect)
Policy-map pl, match flow3
Bucket count: 1
traffic match bucket 1
app_2 17401 (Redirect)
app_4 17489 (Redirect)
app_3 17461 (Redirect)
Policy-map pl, match flowl
Bucket count: 1
traffic match bucket 1
app_1 17382 (Redirect)
app_3 17348 (Redirect)
app_2 17411 (Redirect)

5l : ePBR 7R —D KRR

. ePBR L2 DHERK
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ROPITIZ, ePBR ANV v —%RKRT D HEEZRLET,

show epbr policy p3

Policy-map : p3

Match clause:

ip address (access-lists): flowl
action:Redirect

service app_1, sequence 10, fail-action
Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action
port-channell0 track 10 [UP]

Match clause:

ipvé address (access-lists): flow2
action:Redirect

service app_3, sequence 10, fail-action
Ethernetl/9 track 13 [UP]

service app_4, sequence 20, fail-action
port-channell2 track 3 [UP]

Match clause:

layer-2 address (access-lists): flow3
action:Redirect

service app_1, sequence 10, fail-action
Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action
port-channell0 track 10 [UP]

Policy Interfaces:

egress-interface Ethl/28

No

No

No

No

No

No

fail-action

fail-action

fail-action

fail-action

fail-action

fail-action

ePBR DR ]
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