XMLEHEA Z2—T 24X

« XML EBIA X —T 2 A AZHOWNT (1 8—Y)

« XML & A L H—T = A AD T A & A on page 3

« XML BHA L Z —7 = A R EAHT 572D OHiHR-SAF:, on page 3
« XML BHA > X —7 = A A %&{H [, on page 3

« T IVXML AV AH L AZET HIEHR (18 2—)

o ZDOMDOBZFEEL on page 25

XMLEHEA VF3—TJ x4 RIZDWT

XMLEEAS VA —TJ 14 RZDOLVTODIEFR

NETCONF L 1 ¥

XML EH A v H—T =2 ZAZHH L TT A AZHRTE £, A% —7 A AL XML
NR—=ADFy T —=I#E 71 k=2 (NETCONF) Z AL ET, Zhicky, 534 2%
FHL, AP —Tx2A AN LTXMLEHY =L EIZ7 v 7 I AE@BETEET,
NETCONF @ CiscoNX-OS HATiX, T XA AL D@EEICEF =27 =/ (SSH) Bty a v
EHEHTAMLENH D 7,

NETCONF (X, VE— bk 7By —U% a2—/L (RPC) A vE—TWICT /A AEREFREZE D
% Z LINT& D XMLSchema (XSD) #fH L TEASNET, RPC A vE—YHAND, T3
A RZFLTSH T a~vr ROF A 7IZ—59 % NETCONF#/ED 1 D% &R L £9°, NETCONF
EEHALT, N4 ATCLIa~vy RO® v MaREFHETE £9, NETCONF Off FIZ o0
TiX. NETCONF XML A > A% > ADAERK, on page 7 & RFC 4741 #&M L T 72 &0,

SSH %4 L 7= NETCONF Of# JHDOFEMIZ DWW TCiL, RFC 4742 25 L T2 &0,
TR a it RO Ny 7 THERENTHET,

W®DF —7 LI NETCONF L' A ¥ DY A K TY :

XMLEEAS V2 —T /(4R .


http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc4742
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. SSH xmlagent

Table 1: NETCONF L 1 ¥

L1y !l

KNI AR—bF 7a ban SSHv2

RPC RPC. RPC-reply
R get-config, edit-config
arruY

show ¥ 7213 configuration =< > N

PAFiX. 4 2@ NETCONF L A ¥ DA T4,
eSSHET v AR—FFa bha)l: 77347 kY —_—[HORSbEm 242k U E 9,

eRPCH 7V : VI ZAREZMNLOWHEa~ R, FIUIHIET D XML — 3035 O JRE %
BALET,

« NETCONF #/E# 7 : fEpka~y FOX A Th R LET,
KN T 7 A — T DHERED XML REBLZ R L E T,

SSH xmlagent

TNA A YT R =T, SSH/N—Y 3> 2 #4 L72 NETCONF % %7K — k3% xmlagent &
MEEN D SSH h— B R &4k L £47,

)

Note  xmlagent " —t A%, CiscoNX-0S V7 b7 =7 TiE XML H— LB En £,

NETCONF over SSH (%, 7 7 A4 7> b & XML % —3[{D hello A v — DN HIEE D F
To WRHDOKZEDY,, 7 74T MEXMLERZIXF L, = NIXMLIGE THRELE T,
IIAT v e —NE, LFV—F U ASTEREIEEEZKR T LET, ZOXTFr—F A
L XML TIXETIERWZD, 7747 eV —NF A v =R T T 50 % fif IR
TX, BEORMHREEINET,

EHTE 2 XML A v AX L AR TERT D XML A F—~< 122\ Cld, NETCONF XML
VAL ADVERK, onpage 7 TRt STV ET,
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| xmLg®s 2—0(4R
MLEES L 8—T 14 2051t 2EH [

XMLEEA VA—TJ A ADSA U RAEH

R A REH

Cisco NX-OS XMLE#A L Z—T 2 —R|TIT T4 B AT
VEHY FHEAL, TABVA RN Fr—JI0E
FNTW2RWEEREIL Cisxo NX-0S DA A —
WA PranTiy, ot Ez 7,
NX-08 7 A & v 2 HFROFEMIC OV TIE,
['Cisco NX-OSLicensing Guide] %z L T<
ZEWY,

XMLEBEA V23— A REERT 5=-HDRIHEEH

XML EHA VX —T = AEFEHT DI, ROFIHEERERH Y £,
« 77 A7 FNPCIZSSHV2 A VA M—/LT BNMENH D T,

7 A7 > b PCIZNETCONF over SSH ## 4~ — h9 2% XML F#HY — /L% A A h—)L
TAHLERDY 7,

e TONA AD XML H—RNCHEY AT a VERETAVLERH Y £,

XMLEEA V3 —T x4 XAE&ER

ORI a T, XMLEHA VX —T7 oA A FEVCHRLL TR 2 HIEICOWTEL
HLET,

A\

Note S A 2DF 74/ FBRETCXMLEBA L ¥ —T oA 2AEHHALET,

CLIICKDSSHE LU XMLY—/I—F T 3 > DERK

F 7 4V hTSSH — =0 FI > CWEd, SSH 2T 28815, 7 I9A4 7 b
PC TSSH v a BB ARNCAEDCTAMNERH D 9,

XML Y — =7 g R LT, Ry a v OBET 7T 47 2y a DX A A
TURNEHETEET, XML RK¥ 2 A2 PORIEZANCL T, XMLty a2 T35
ZEHLTEET,

XMLEEAS V2 —T /(4R .
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B cuicszssHBsLBMLY— 13—+ T 3 Lo

Procedure

ATy I

ATy T2

ATy T3

ATvT4

ATy TH

ATvT6

ATy 17

ATy T8

ATvT9

ATv 710

\)

Note XML HF— 24 L7 NIT 2T 47 £oar P clics £,

SSH DR DFEMNZ DWW TIL, ZHEHADTZ v b7 4 —A D CiscoNX-0S ¥ = U 7 ¢ HERLA
A FEZRL T EEN,

XML 2= ROFEHZOWTCIE, ZHEADT T v b7 4 —2® CiscoNX-0S VAT A <R
AV NERRHTA RESRLTIIEEN,

Jua—r )L ary7 4 Xal—vary Ev— NEBBLET,

configure terminal

(A7 ay) XMLY—A_N—HlB LT 7T 4 7 XML Y ——t v g T AERE2FRLE
T, avry KA TEy Y a VB EEERTXET,

show xml server status
BEENTE—"—t v g DXML F¥a AL FNEHEELET,
xml server validate all

FBELEXMLY— Nty a2 TLET,

xml server terminate session

(A7vay) F—ZAERTEZDHLIITSSH Y —R"—2HHZLET,
no feature ssh

SSH #— %A x—T W LET, (F74NVFTIEAED/R>THET, )
feature ssh

(7> ar) SSHY—R—DAF—Z ZAZFRrLET,

show ssh server

HAIREND XML F—N—Dk vy g VHERELET,

xml server max-session sessions

BN &HIX 1 ~8 T, 7 7 4/L MEIL 8 TT,

XML ==t a Bl TT5ETICHET 20 EHELET,
xml server timeout seconds

FPHIX 1~1200 T3, 7 7 #/b bE 1200 BT,

(X7 ar) XMLY—R—REBLIOT 7T 4 7 XMLV —_— % v g T A REFERLE
7,
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ssiz v aromth [

show xml server status

ATFY TN (EE) ETar 74 X2l —LarvE3REZ— Ty ar7 X2l —a VIR ELET,

copy running-config startup-config

Example
WOFNEL, CLI Z# L TSSH & XML V—/_— %7 v a U ai#kd 2 FEOFZR L
TWET :

switch# configure terminal
switch(config)# xml server validate all

switch(config)# xml server terminate 8665
switch(config)# no feature ssh

switch(config)# feature ssh server

switch(config)# xml server max-session 6
switch(config)# xml server timeout 1200
switch(config)# copy running-config startup-config

SSHv2 v > 3 U DERLE

77472 FPCTSSHV2 By va ratETAI2iF, ROX S ssh2a~w RaFALE
7,

ssh2 username@ip-address -s xmlagent

nyAya—F—4 TNAALADIPT FLA, T 2 —EX%2 AJJLET, xmlagent H—
AL, TR A Y7 M7 =27 TiE XML % — N E BTN E T,

\}

Note SSH =~y ROKESLIZ, 75347 FPCOSSHY 7 hT =2 TICE-»TRAREAZ LN F
—a_o

XML B =355 hello A v B —VZ2Z(E Lo 28813, IROFEMZHER LTIV,
« T3 AT SSH =3P A X =T W78 5 TOET,

o XML $— 30 max-sessions 47" > a L d, TN A~D SSH O A2 VR — s3T50
(T,

e TNRAZALEDHARZRXML b —_" kv aro—HnMERINTWEREA,

hello A v t— D&EE
e SIS B A T B 1T hello A v — U BB LC. e ST [ S OHE S T

RNZ A XFTHRERH Y £T, XML H—"—=~DSSHE v a2l T 5L, h—r—
T < hello A vy =T TIREL, b—"—DMREZ 7 FA4 7 MIBEHMLET, ZDOAY
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B ovxs—<zz xsp) 71 L0msE

T—UlE, =R —DREE 7 T4 T MZBA LE T, XML Y — S — T HAMEEE D 2 %
R—=FLTWVWDEDT, 7I7A4AT 2 MIXLTYH, EAEEOLDOYR—FE2HELTWET,

AT, ==L 05347 :MBEDY T ILD hello A v E—TTI,
A\

Note 4~ ~T XML R¥ = A2 M, ]>]]> TH T LT, SSH #H? NETCONF TR R — k
INDEDITTHHVERHD F7,

H—/"—Hh 5D hello * vtE—

<?xml version="1.0"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
</capabilities>
<session-i1d>25241</session-id>

</hello>]11>11>

95AT7 D EDhello A ytE—2

<?xml version="1.0"?2>

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:capabilities>
<nc:capability>urn:ietf:params:xml:ns:netconf:base:1.0</nc:capability>
</nc:capabilities>

</nc:hello>]1]1>]11>

XMLRX—TEZE (XSD) 774 IILDOEE

Procedure

AT w71 switch# feature bash shell

AT w72 switch# run bash

AT 73 bash-3.2$ cd /isan/etc/schema
ATV T4 VBERAF—v 2RSS LET,

XML F¥ a3 A2 bZE XMLY—/NNITEET S

< R Y=V THWESSHE v a2 LTXML R A2 b XML — \ZEET
B2, =T 4 X =B XMLTHA a2 ab— LT, SSHE v a3 Zibo i $£4, @
. XML F¥ 2 A2 &2 XMLV —NICEETDIIZHELI NI A Y v REMH L ET 2,
Zoavr—L 0 HFIC XD HEEZME T, XML — 3~ SSH 8t A i C& £ 97,
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NETCONF XML 1 > X & > R DYERK .

XML F¥ = A2 h&E XML B —R—ZKETEHEDOTA RTA4 NTKO LB TT,

ea~v Rz I THello A vE—Y TFAMEHRBL T, SSHEY 3 &AL
7ZEBZIZ XML — "—2 Hello A vt —VZ2RELTZZ & MR LET,

« XML ERZFETAHHINC, 7 IA4T > FOHello A vE—V%FELET, XML Y—/—
X Hello Jo &2 T ITEET A2, 7 T4 T FHello A v —T %R E L%, BN
DISBEITEE IR LICEELTLIEEN,

XML RF =AY MIFICLTF—r7 AP TRTLET,

NETCONFXML 1 > X3 > ZAD1ERK

NETCONF XML A > A% A%, RPC # 7' % L IO'NETCONF #:{E¥ 7 C XML 5 /314 ABEFHE
ZHTeZ LICEVIERTE ST, XML 75 ABEHR L, MiHAFEZ: CLI =< K% XML
T x—<v hTCHDHBEERN—Z0D XML A% —<E#%H (XSD) 77 AL TERBINET,

DIFIZ, 7V—A2TU—27 aFTHF A RONETCONFXML V7 = A N CERA SIS Z 7 TT,
BT FTANFKRDLE— a— R Ty —IF T EINTWHET

X — XML EE
*R—RPC UV AKX
« N — NETCONF #/E# 7

eD—FTNRARAHKT

NETCONFXML 7 L—LT—7®a Tx%X k

<?xml version="1.0"?>

<nc:rpc message-id="1" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli”>
<nc:get>

<nc:filter type="subtree">

<show>

<xml>

<server>

<status/>

</server>

</xml>

</show>

</nc:filter>

</nc:get>

</nc:rpc>11>11>

W ZZ 00000 oUuzZzZ™HX

%

Note (LEDXMLTZFT A X FFITXMLEH A X —T oA AV —)LEZFEHLT, XML A v A&
AEAERRT D HERH Y £,
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B orecuozzrsay

RPCUHITRKAY

J T NETCONF XML A > AZ A%, RPC V7 = A k ¥ 7 <rpc> CTRIMET D HLERH Y
FI, 1F. <ape>ERITIE, A v E—TID (message-id) BN H Y £9°, message-id BIEIL.
<rpc-reply> WIZHEHIZ L, V7 = A &R ZHEMTHEDIEHATEET, <pe> /—F
bEL, RO XMLAREMES bEENLTOVET,

* NETCONF £ HijZEff1'E S : urn:ietf:params:xml:ns:netconf:base:1.0 £ HiiZEM]
TEFHZEESNTWVD <rpe> & NETCONF % 71, netconfxsd A ¥ —~ 7 7 A JMWIIFE L %
TO

o TNA ADLRIZEMES : <tpc> & NETCONF % 7\ Z L > ThH 7 B/MEENT=T 34 A X
7%, MOARTER TERSNTWET, 7351 ADOLFTZEHIIHERER M CTF, Cisco
NX-OSHERES 71X, S I ERAFMEMTEREINTNVET, RPCY 7 =R h ¥ 7 <rpc>
I, NFCLI#§pEDOMEHBI T, UL, 734 AL FTZERN
xmlns=http://www.cisco.com/nxos:1.0:nfcli THHILEZEHESLTWET,
nfcli.xsdlZld, ZOARIZEROERN G ENTWET, FEMICOWVTIE, XML A% —
~VIEFR (XSD) 7 7 A /VOHUE, onpage 6B L T Z X0,

1

RPC) Y TRk A% <rpe>

<nc:rpc message-1d="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

</nc:rpc>]1>11>

BRYI IR

<?xml version="1.0"?>
<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<configure>
<__XML_MODE__exec_configure>
<interface>
<ethernet>
<interface>2/30</interface>
<__XML_MODE_if-ethernet>
<__XML_MODE_if-eth-base>
<description>
<desc_line>Marketing Network</desc line>
</description>
</__XML_MODE if-eth-base>
</ XML _MODE if-ethernet>
</ethernet>
</interface>
</ XML MODE _exec configure>
</configure>

. XMLEEA VF3—T (4R
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</nc:config>
</nc:edit-config>
</nc:rpc>]11>11>

A\

nerconF Btes 5 ]

Note

XML _MODE # Z'1%, NETCONF =— = MZ k> THEICHE A S Ed, —

HOX 71X, FFED XML _MODE O & LTORFELE T, AF—~ 77 AL
Z#RHE, XML TCLI 2~ RERTZZIZORNBLELWE— RN X7 & ADF

HLIENTEET,

NETCONF &5 4 &

NETCONF %, RO EELZ AL £,

Table 2: Cisco NX-0S 0 NETCONF E{E

NETCONF EjE

Bl

1

close-session

XML Y —_—+F v g%
E\ijqo

NETCONF 7 10— & v i3
A AKX, on page 18

commit

AT AR O BUE O N % F24F
e LTRIELE T,

NETCONF @23 » |k A R H

VA AR RS RE, on page
23

confirmed-commit

FRE ST RN R % e
THIZDDINT A —REIRTE
LET, ZOBIEDHD, fif
RBEA LT U NHIRNICHEE
BAEN TN > T84
R L He TE R R R E D RIT DR
RRIZER D £

NETCONF i+ =2 X » b
A AKX, on page 24

copy-config

FETHELT —Z A N T DA
BhS =y hF—s AT
&Z.:l tob—]\/iﬁ—o

NETCONF TOREREA o A X
VAD = E—, onpage 19

delete-config

BERYR—hShTHEE
hoe

edit-config

T A A D EITHERL DR RE
MR LET., ZOEMEX
configuration =~ > Ri{Zfli H
LET,

NETCONF Edit Config - > A #
o~ A, on page 20

NETCONF Rollback-On-Error
VA K A, on page 24

XMLEEAS V2 —T /(4R .
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B = x5

NETCONF E34E £ BA 151

get F R AN RERE & 5215 |NETCONF XML A > A & > A
L¥d, ZOEEIEshow =< | DERK, on page 7
VRIERALET, 74D
V= RAFFEfTa T 4 Fa
L—ya T

get-config RO ERE 13— % S |[NETCONF XML A > A X A
LET, DAYERY, on page 7

kill-session B L7~ XML %— 3— &~ [NETCONF ik T v 3
varEBUEYd, HHD | A AX A onpage 19
vy alryEALAZ LT
TFEHA,

=4 T TAT 2 IBT A ADHE INETCONF 2 v 7 A VAKX
AT LEkm ey 7 TE DL | A, onpage 22
T LET,

unlock Yo La URFEIT LIRS |[NETCONF & v 7 fiffiA o A
0y 7 R ET, X A, on page 23

FRAIE ek & T /3 A AZ5 3 % R |NETCONF MRFFEHERE A o A &
(2, FEREH OMESL— 7 —3 | v A, on page 25
S~ T4 VAT —%
Fxv I LET,

TINARBYG

XML 754 ABFT, BAFFRE/R CLI 2~ FEZ XML 74—~y NCELET, KitEE
DAF—=< T 7 AL, ZFOREDHEED CLI i~ > RO XML # 7B EEh TWE T,
XML 2% —~<7EF (XSD) 77 A VO, onpage 6] ML T 72X,

TOAF—EEHAL T, XML A v AZ L ARRESES A2 LN TEET, NETCONF A o %
2 ZADE I R &7 nfclixsd 2F—~ 7 7 A L OREE S T4,  (NETCONF XML
A AH v ADIERL, on page T ZE M)

xml TINA R BTERRELET,

<xs:element name="show" type="show type Cmd show xml"/>
<xs:complexType name="show_ type Cmd show xml">

<xs:annotation>

<xs:documentation>to display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="xml" minOccurs="1" type="xml type Cmd show xml"/>
<xs:element name="debug" minOccurs="1" type="debug type Cmd show debug"/>
</xs:choice>

</xs:sequence>
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<xs:attribute name="xpath-filter" type="xs:string"/>
<xs:attribute name="uses-namespace" type="nxos:bool true"/>
</xs:complexType>

B—NRAF—BXATNARHZY

<xs:complexType name="xml type Cmd show_ xml">

<xs:annotation>

<xs:documentation>xml agent</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element name="server" minOccurs="1" type="server_ type Cmd_show_xml"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="server type Cmd show_ xml">

<xs:annotation>

<xs:documentation>xml agent server</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="status" minOccurs="1" type="status_type Cmd_show_xml"/>
<xs:element name="logging" minOccurs="1" type="logging type Cmd show logging facility"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

TINA RBTDIEE

<xs:complexType name="status type Cmd show xml">

<xs:annotation>

<xs:documentation>display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:element name="_ XML OPT Cmd show xml  readonly " minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:group ref="og Cmd show xml  readonly " minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

<xs:group name="og Cmd show xml readonly ">
<xs:sequence>
<xs:element name="_readonly " minOccurs="1" type="_ readonly type Cmd show xml"/>

</xs:sequence>

</xs:group>

<xs:complexType name=" readonly  type Cmd show xml">

<xs:sequence>

<xs:group ref="bg Cmd show xml operational status" maxOccurs="1"/>

<xs:group ref="bg Cmd show xml maximum sessions configured" maxOccurs="1"/>
<xs:group ref="og Cmd show xml TABLE sessions" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

)

Note. [ XML OPT Cmd show xml _readonly | #7347 a T, 20X 7R EEHRL
FT, IWEDOFEMITONTIL, RPCINEF 7, onpage 16 ML T 7230,
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B i < 1 NETCONE Dt

<get> BEZFAT T DT OIEH TE L X T HWHDOTH120D | XML AT v a v ZHTEE
T, UFIEXMLA 7Y 3 v ofI T, ZofiliE, ZOF A 2 TERIELZFEITT 5720 DO4
ZEEFR X 73 http: //www.cisco.com/nxos:1.0:nfcli THY ., BROE)L RD=H
(Znfelixsd 7 7 A NV EMEHTE D Z LR £77,

NETCONF #/EX# /'L T /N4 A X 7% RPC # 7 CHlte Z LN TE EJ, <rpe> KT X 7Dtk
I XML T XXF—r o ANk E £,

XML 15l

Switch#> show xml server status | xml

<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli">
<nf:data>

<show>

<xml>

<server>

<status>

< XML OPT Cmd show xml  readonly >
<__readonly_ >

<operational status>

<o _status>enabled</o_ status>

</operational status>
<maximum_sessions_configured>
<max_session>8</max session>

</maximum_ sessions_configured>
</__readonly >

</ XML OPT Cmd show xml  readonly >
</status>

</server>

</xml>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

YigE & 1= NETCONF D121k

Cisco NX-OS (%, <exec-command> &\ 9 A FTD<rpe> #fEZ AR — M LE T, ZOEIEICX
D, 7747 77V — a3 XCLID configuration~ > K Eshow=z~ > R&EEE L,
FNHDaATY RADRE % XML # 7L LTEZETEET,

AT, A ¥—T =2 AOEBRIMERIND X TOFITY, 7 T4 KDL H— a—
Fev—rFrrsnT0ET

X — XML EZ
*R—RPCUVZxTAK X
* EO — LR E

ROFIZ, BEZ 7 OFMeHHZ R LET,
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ek = nt- NerconF ozt [l

Table 3: #1532 U

279 Bz
<exec-command> CLI =~ ROFEFT
<cmd> CLIZ~Y FRAEENTWET, I~ Rk,

show ¥ 7213 configuration =~ > FT9, ¥
O~y Rk, EIary () ZEHL
TKEID £9, #HHDshow =~ RiTHA—
FENTWEREAR, HEOWE A~ FE
e b <emd># 71 EHT, LY 7= A b
D—EE L THEETHZ LT TEET, FHM
IZOWTIE, <exec-command> % L CTiE(E &
NAHHERK CLI 2~ Rz L T EE
AN

EALTCERSNDER T~ RADIRE <emd> # 7 13RO £ T,
« <nfiok> : T configuration =~ > RN IEFICETSNE LT,

« <nfirpc-error> : —fFD 2~ RBRKRM L F Lz, BIEFEMNO=T —TEIELET,
<nfirpe-error> 7 U —(X, KL 7RI OV CREIE 220t L E 4, RitL7-a~
¥ ROFNIET SIAERIT, EITHBARICEMA S TWD Z EIZERL TS IEE N,

<exec-command> & L TEESINSHE/ACLOTF

show <> RiX, ROBNIRT L 91T, FILEIRD <exec-command> A > A X 2 AT
GOTHEETOILERDHY £ :

X <?xml version="1.0"?>

R <nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
EO <nxos:exec-command>

EO <nxos:cmd>conf t ; interface ethernet 2/1 </nxos:cmd>

EO <nxos:cmd>channel-group 2000 ; no shut; </nxos:cmd>

EO </nxos:exec-command>

R </nf:rpc>]1>11>

<exec-command> @ L TEEIN-CLU T FADRE
EEBIEICRTT 2ISE X RO LB T

<?xml version="1.0" encoding="IS0-8859-1"?2>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">

<nf:ok/>
</nf:rpc-reply>
11>11>
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<exec-command> Z@ L TEESN-RRTCLUIaTV K

W OFIL, <exec-command> i L CEEIND showCLI 2~ NiZk - TC5F—4 %
AT A HEERLTHNET

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show interface brief</nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>

<exec-command> @ L TEESNI=RRCLU IT Y FADILE

<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0"
xmlns:mod="http://www.cisco.com/nxos:1.0:if manager" message-id="110">
<nf:data>

<mod:show>

<mod:interface>

<mod: XML OPT Cmd show interface brief readonly >
<mod:__readonly >

<mod:TABLE_interface>

<mod:ROW_interface>
<mod:interface>mgmt0</mod:interface>
<mod:state>up</mod:state>

<mod:ip addr>192.0.2.20</mod:ip addr>
<mod:speed>1000</mod: speed>

<mod:mtu>1500</mod:mtu>

</mod:ROW_interface>

<mod:ROW_interface>
<mod:interface>Ethernet2/1</mod:interface>
<mod:vlan>--</mod:vlan>

<mod:type>eth</mod: type>
<mod:portmode>routed</mod:portmode>
<mod:state>down</mod:state>
<mod:state rsn desc>Administratively down</mod:state rsn desc>
<mod: speed>auto</mod: speed>
<mod:ratemode>D</mod:ratemode>

</mod:ROW_interface>

</mod:TABLE interface>

</mod:_readonly >

</mod: XML OPT Cmd show interface brief  readonly >
</mod:interface>

</mod:show>

</nf:data>

</nf:rpc-reply>

11>11>

HRET £ DR

<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
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xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nxos:exec-command>

<nxos:cmd>configure terminal ; interface ethernet2/1 </nxos:cmd>
<nxos:cmd>ip address 192.0.2.2/24 </nxos:cmd>

<nxos:cmd>no channel-group 2000 ; no shut; </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>11>

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Ethernet2/1: not part of port-channel 2000
</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

A ROETIZEY, A F—T =2 ZADIPT FUATRESNETHN, FHUNEE
FEEINEEA (hoshut 2~ RIZETINERA) , BEHREREE S0
1. noport-channel 2000 =t~ > RNT T —|Z/R 72720 TT,

Z @ <rpe-reply> (X, &5 show =2~ KA, D show =~ KO XML 1% & i
<emd> # 72 Lo THEE SNTRERTT,

Ma~r FeFpa~sy ReR CICHAGDED 2 & 13 TE £ A<exec-command>
A VAL AR, WiE, AL A v AZ AT eonfig 2~ K& show =2~ KBRS
baEnpzERrRLTNET,

BRI FERTATY FOBAEDE

<?xml version="1.0"?2>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>conf t ; interface ethernet 2/1 ; ip address 1.1.1.4/24 ; show xml
server status </nxos:cmd>

</nxos:exec-command>

</nf:rpc>]1>]11>

<?xml version="1.0" encoding="IS0O-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: cannot mix config and show in exec-command. Config cmds
before the show were executed.

Cmd:show xml server status</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>
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<exec-command> Z@ L TEESN-RRTCLUIaTV K

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show xml server status ; show xml server status </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>11>

<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: show cmds in exec-command shouldn't be followed by anything
</nf:error-message>

<nf:error-info>

<nf:bad-element><cmd></nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

54TV ML TEREENDTTO XML ERIZx LT, XML Y% — 3—{% RPC JE&#
7" <rpc-reply> TPHE 72 XML & %55 LE T,

WOHFIE, RPC IHEH 7 <rpe-reply> 7~ L CUWET,

RPC & & 2 ¥ <rpe-reply>

<nc:rpc-reply message-i1d="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

<ok/>

</nc:rpc-reply>11>11>

RPCIGEIL AV b

<ok>, <data>, & L C <rpc-error> D F L RPC ILFICHK RS NDAIREMENRH Y £, ROFE
I%. <rpc-reply> & ZIZEBLIN D AIREMED & 5 RPC IGEFEFRIZHOWTHPBI L TWET,

Table 4: RPCIEZT L A ¥ +

BR Bl

<ok> RPCERIZIEFICET LE Lz, ZOEFHEL,
JGETT — ARSI N2 WGEEICER SN E

iR
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CE S EHEA

<data> RPC ERIFIEFIZ5E T LE Lz, RPC EXRI|Z
B %7 — 1%, <data> EHR Ao TE
‘a‘o

<rpc-error> RPC ZRMMKM L E LTz, =7 —FHRIL,
<rpc-error> E3&,

T—R AJIZhTEIMEESNT-2 T DER

<data> # JNIZH 7B ML ST A A 2 7020E, BREZNITRHRS ISEDR S ENET,
WOBFNZEREINTWD I, 7274 T7 > T 7Vr—2a4F, <readonly> % JRiDH 7
ERTREEICEMHTEET

RPCIEET—%

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nf:data>

<show>

<interface>

< XML OPT Cmd show_interface brief  readonly >
<_ readonly >

<TABLE interface>

<ROW_interface>

<interface>mgmt0</interface>

<state>up</state>

<ip addr>xx.xx.xx.xx</ip addr>

<speed>1000</speed>

<mtu>1500</mtu>

</ROW_interface>

<ROW_interface>

<interface>Ethernet2/1</interface>

<vlan>--</vlan>

<type>eth</type>

<portmode>routed</portmode>

<state>down</state>

<state rsn desc>Administratively down</state rsn desc>
<speed>auto</speed>

<ratemode>D</ratemode>

</ROW_interface>

</TABLE interface>

</ _readonly >

</ XML OPT Cmd show interface brief readonly >
</interface>

</show>

</nf:data>

</nf:rpc-reply>

11>11>
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B v xsoxizmy siEa

\)

Note < XML OPT.*> & < XML BLK.*> (XL AR RZFREN, V27X MTHEA
ENHZELHVET, TNHDOX ZIEINETCONF =—V = > MZ X o TEH S,
<_readonly > % 7 OHDIGEITHFELET, ZHHITERNTUHATHY, AF¥—
~ 77 A M- TEM L, CLLa~> RE2RT XML ¥ 7 2§kt 2 46818 H 0
£

HOTILXMLA D RA D RIZET B1EHR

XML A VX5 22D
ZOkEZvarTIE, RO XML A VA AR EZRLET
*NETCONF 7 2 —R v a3 A 2 AHX A onpage 18
« NETCONF 58l T& v a > A A% A, on page 19
« NETCONF TOHEffA > A X > AP 2 E—, on page 19
« NETCONF Edit Config - > A & >~ A, on page 20
* NETCONF O Get #f{A > A & 2 X, on page 21
* NETCONF & » 7 A A K A, on page 22
« NETCONF = v 7 fififiiA o A Z 22 %, on page 23
« NETCONF 23 v |k A VA K A« MRS HEEE, on page 23
« NETCONF ffgi5 &1 X > b A /A X /A, on page 24
* NETCONF Rollback-On-Error A > A % A, on page 24

* NETCONF fRAEHERE 1 » A # > A, on page 25

NETCONF 7V O —X vy 3V A VAR VR
OB, close-session FL3K & ZFHUIZHE < close-session JnZ& & Fr L CWET,

tyL a3 VERDET

<?xml version="1.0"?>

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:close-session/>

</nc:rpc>]11>11>
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sO0—Xtvyviavic®

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>]1>11>

NETCONFs&#H|ETE Y a3 VAV RE VR
WOFNL, By arOmEcTERE, By a vy OREKTONEERLTWET,

vl 3 U DEHIIETER

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-id>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>11>11>

Ly a DRTIHE

<?xml version="1.0"?>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>11>11>

NETCONF TOHMA VA2 Y AD I E—
)

Note <startup/>i%, Y —AE7FF—7 v hOT—H A RT L LTHR—-FINTVERHA, T~
RaEANTHRELTab—@ELEITTHI00E, 74— ANy 7T H0ERHY £,
<exec-command>A Y v RZ&fEH L E£§, startup-configcopy running-config startup-config

WIZ, REDAE—ERE, LIRS RED a2 B —ISEDFIZR L ET,

BRaOE—DEXR

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>

<target>

<running/>

</target>

<source>
<url>https://user@example.com:passphrase/cfg/new.txt</url>
</source>

</copy-config>

</rpc>
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BRERENDIE—

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF Edit Config 1 > X % > &
N

Note f{gffi7— % 2 h 7 % L 7= XML edit-config |Z, /3—<7 =2 > 1.0 ® XML ZR Tl3HA— k&
NTHWERHA, V= A Txml ZHEH L TERTEIH LAV 3 0 TORYR—FENE
R

W OBIIE, NETCONF edit config D 71542 R~ LTV ET,

BEVI IR FORE

<?xml version="1.0"?2>

<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<configure>

< XML MODE__exec_configure>
<interface>

<ethernet>

<interface>2/30</interface>

<_ XML MODE_if-ethernet>

<_ XML MODE_if-eth-base>

<description>

<desc_line>Marketing Network</desc line>
</description>

</ XML MODE if-eth-base>

</ XML MODE if-ethernet>

</ethernet>

</interface>

</_ XML MODE exec configure>
</configure>

</nc:config>

</nc:edit-config>

</nc:rpc>]11>11>

REEDIRSE

<?xml version="1.0"?>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1if manager" message-id="16">
<nc:ok/>

</nc:rpc-reply>]1>11>
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NETCONF ) Get #i 1 > 25 > 2 [}

edit-config @ operation J& ML, FEE SN BIENETINDHERORA » N EFREL
F9, BAEBRMENTRE SN TWARWGE, EIIEBEFOBKT —% X M Ty —v &
NWET, BERMICIE, ROELZEETEET,

* create
* merge

* delete

Edit Config : HIFRIEIEER

WROBNE, EATHERN & A > #—7 = A X Ethernet 0/0 DR 2 HIFR 2 71547~ LT
b\ij‘o

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<default-operation>none</default-operation>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://example.com/schema/1l.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

Edit Config [ % : HIPRIR{E

WOFNE., FATRERR DA > % — 7 = A A Ethernet 0/0 DRERK M4 % HiEZE 7R LT\
iﬁqo

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>11>

NETCONF O Get #ER A A2 VX

W OHE, NETCONF O get #ipk OfFEH HikZ R L TWET .

YTV —2REMET 570D Get BRLEK

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>

</source>
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<filter type="subtree">

<top xmlns="http://example.com/schema/l.2/config">
<users/>

</top>

</filter>

</get-config>

</rpc>]11>11>

VI DEREET Get BAULE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<top xmlns="http://example.com/schema/1l.2/config">
<users>

<user>

<name>root</name>

<type>superuser</type>

<full-name>Charlie Root</full-name>

<company-info>

<dept>1</dept>

<id>1</id>

</company-info>

</user>

<!-- additional <user> elements appear here... -->
</users>

</top>

</data>

</rpc-reply>]11>]11>

NETCONFO v 4 VXA Z VA

XMLEEAS v2—Tx4R |

wOBNL, oy 7R, FIOIEE., BLOERKLEZFIT~DOREZ - L TWET,

Ay ER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>

<target>

<running/>

</target>

</lock>

</rpc>11>11>

Oy ORBIZHIILIZIGEDRE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/> <!-- lock succeeded -->

</rpc-reply>]11>11>
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Oy ORFBIZKKLI-EEDOLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error> <!-- lock failed -->
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message>

Lock failed, lock is already held
</error-message>

<error-info>

<session-id>454</session-id>

<!-- lock is held by NETCONF session 454 -->
</error-info>

</rpc-error>

</rpc-reply>]1>]11>

NETCONF O v 7 f&fgA4 VR A VR
W DFL, NETCONF v v 7 DA FEE R L TONET,

A7 ERER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>

<target>

<running/>

</target>

</unlock>

</rpc>

Ay RBERERANDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONFO I v b f VXA VR : {B{EHE TR
WKOBIL, =23y MEfELaI vy MEEZTRLTWET,

BEEaI Y b

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>
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BiEZIIY b

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF#ERREAII Vv A VR A VR

XMLEEAS v2—Tx4R |

WOPNZ, HERFAD A Iy MEELHEBFEAD = I v MREZRLTHVET,

AR g IRV S R i O

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>

<confirmed/>
<confirm-timeout>120</confirm-timeout>

</commit>

</rpc>11>11>

HRIh-a3v b REE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]1>]11>

NETCONF Rollback-On-Error f > A& 2 R

ROBNE, =T —HREDr— LNy 7 L ZOERSDISE AT 5 EE R L TWET,

Rollback-On-Error M #4%HE

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<error-option>rollback-on-error</error-option>
<config>

<top xmlns="http://example.com/schema/1l.2/config">
<interface>

<name>Ethernet0/0</name>

<mtu>100000</mtu>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>
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Rollback-On-Error ~D %

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>11>

NETCONF #REE#aEM VX 52 U R

K OFIIE, NETCONF #iEERE D ik 2R L ThES, S
urn:ietf:params:netconf:capability:rollback-on-error:1.0 (%, NETCONF fRiEEsrE A4 5 E L £,

REEE R

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>

<source>

<candidate/>

</source>

</validate>

</rpc>11>11>

BRAEERANDIEE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]1>]11>

ZTDMDSEER

Z I T, XML EBHA ¥ —T = A AOFEEICEET 2 BMERICOWTHIA L E T,

RFC

RFC 24 RIL

RFC 4741 NETCONF Configuration Protocol

RFC 4742 ¥ =27 =/ (SSH) # 7 NETCONF ##
7 =L OfEH]
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