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Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco NX-OS releases that support the data management engine (DME) Native Model support
Telemetry.

* Support is in place for the following:
* DME data collection

* NX-API data sources
» Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum
cadence values for depth values greater than 0 depends on the size of the data being streamed out.
Configuring any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than
five remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported
commands or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
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sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

» Execute the downgrade operation. When the image comes up and the switch is ready, copy the
telemetry configurations back to the switch.

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°

"switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

“switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors.
Unconfigure then reconfigure the receiver's IP address under the destination group to enable the gRPC
receiver. Errors include:

» The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.

Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur
successfully, you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the
receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 L AR arR—x2kET Bt X, onpagel.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
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destination-group 2

ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB

use-chunking size 64
sensor-group 1

path sys/intf depth unbounded
sensor-group 2

path sys/intf depth unbounded
subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2

snsr-grp 2 sample-interval 15000

Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco
MDS series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json OF show <command> |
json pretty.

\}

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100
, show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.
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If only the summary or counter is needed, then avoid dumping a whole show command output
to limit the bandwidth and data storage that is required for data collection.

3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show
commands as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control
sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VRF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

}I

"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:
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switch(config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables
you to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.

switch (config) # telemetry

switch(config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112
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The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node_id str : session 1:18112
collection_id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection_start time : 1598485314721
collection _end time : 1598485314721
data :

Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see Infrastructure Overview and RESTConf
Agent.

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password

gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition,
this mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone()
call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

CLIZERLE=T LA MY DHER

NX-OSCLI Z{FER LT L A 1) DIERKX

KOFIETIE, APV—=I 7 TULAMIZAMMIL, T—F A MY —LDFETC & Hfek
ZRERL L £
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FIEDHE
1. configure terminal
2. featuretelemetry
3. feature nxapi
4. nxapi use-vrf management
5. telemetry
6. (f£&) certificate certificate path host URL
7 sensor-group sgrp_id
8. path sensor_path depth unbounded [filter-condition filter] [alias path alias]
9. destination-group dgrp_id
10. ({L%E) ipaddress ip_address port port protocol procedural-protocol encoding
encoding-protocol
1. (L&) ipv6address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol
12. ip_version address ip address port portnum
13. ({E&) usechunkingsize chunking_size
14. subscription sub_id
15. snsr-grp sgrp_id sample-interval interval
16. dst-grp dgrp_id
F gD FEH
AU RFERIETIVa Y B#)
RFw 71 |configureterminal Ja— T — REBtE LET,
i
switch# configure terminal
switch (config) #
A7y 72 |featuretelemetry AR =07 FLUANIREEAERICLET,
A7 w73 |featurenxapi NX-API #H 2 L E T,
A7 74 |nxapi use-vrf management NX-APLfE (i 92 VREEE A AN L £ T,
B GE)  ACLIERy hAY v Ry hOh%E

switch(config) # T4V TX S0, 102 (3) F

switch (config)# nxapi use-vrf management
switch (config) #

XOUEIDOY UV — A TIZRDOEMRDEL
NRRINET :

Mgt MRk S - EACL X, HTTP
F—ERATIIHEICRY FHA,
iptables #fEH L C7 7 A ZHIR L T
<TEEW)
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

GE) 10.2(3)F LAKE, ACL 1L, HHE viflZH(E
95 netstack /X7 > b & kstack /X7 >
NOW %27 4 NE ) T TEET,

ROBERDOELENFRINET

[krs - JEA PR VREF CTRERR S 4172 ACL
IX. #® VRF ® HTTP %— b 2 Tl3H
D FHA .

ATy S5 |telemetry ARV =07 TULA Y ORERE— FIZAD %
i ¥
switch(config) # telemetry
switch (config-telemetry) #

ATvT6 (fE&) certificate certificate path host URL BEA7 0 SSL/TLS GEIEZEH L 9,
i EOR 7 /31 ADG4, GE#E S A ¥ /31 SUP 12
switch (config-telemetry) # certificate A —FTHMERH D ET,
/bootflash/server.key localhost

ATy 7 |sensor-group sgrp_id IDsrgp_id & Ff ok o — Z—TEAFR L,
Bl Y I =TT — FEPA L E T
switch(config-telemetry)# sensor-group 100 BRI, HFODEOLYFR— I TWET,
switch (conf-tm-sensor) # “IZ‘/‘H‘** 7\‘/1/_‘7"—(“&1 F LA }\ U 1//—‘1{’_* }‘@:E

=Z2 VTG ) — REERLET,
RTwv 78 |path sensor_path depth unbounded ZZTORIBRZR L &IE, HAOCFERNRA 7V =

[filter-condition filter] [alias path_alias]

1 -

« WD =~ RiX, NX-API CTiZ72 <, DME %
71X YANG I S E T -
switch (conf-tm-sensor)# path

sys/bd/bd-[v1lan-100] depth 0

filter-condition eq(12BD.operSt, "down")

LT O EfMA L, RES—ADT 4 V4
V> 7 %EHL T, operst 7 up 705 down
CEE LT L EIZDHB Y H—F DX oL
9, MO PEEL THEMmL £t A,
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0

filter-condition
and (updated (12BD.operSt) ,eq(12BD.operSt, "down"))

7 MO) 25052 xERLET, Ldo
T, POLLT VA bV A MU —ADGHE, ED/RA
& EVENT O34 TDO+ MO 8 1MO Tirbh -2
HAERSLET,

G¥) ZiuE, T—H%ETE DME /XA 2D

AWM SNET,

ot — S —FIck o — 2 & BN LT,
* Cisco NX-0S 9.3(5) V U — A LI TI, alias
F—U—RFREAINTWVET,
«depthiBETlX, BV — R 20EE L~ %
FeE L9, 0-32. unbounded OE I REMN
PAR—FINTHET,
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ARV FFEREETIVa Yy

S

UTR D A Z KR4 H121d, RO 2 il
MALES,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

s kD~ Rit, DME Tl372 <. NX-API £
721X YANG I S nvE T -

switch (conf-tm-sensor)# path "show interface"
depth 0

s RD < KiE, T3 A YANG IZHEA &S
Er

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items|

« RO~ KL, OpenConfig YANG (Tt ] &
NET

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items|
alias bgp_alias

e RO~ Fid, NX-APLICEHA SN ET -

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« D=2 RiL, OpenConfigZiH X Ed :

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

B =7\ EsRTFLARY

GE) depth07 7 4 /L h DERSTT,

NX-API X— 2 D& L — S A%,
depth0 DA AfFEHTE £,

A S MUED AR T A7 F
AT EINTWDHEE, BESEFO0 L
Ny R LDOHREYR—FLE
T, TOMOMEIZ0 & L THbi
3

o I 3 v dfilter-condition /85 X — & ZIEE
LT, ARV IR—ZDOYTR7 ) 7 g
DEEED T 4 VE EVERRTE F97,

WEENR—AD T 4 VE DS 7 4 L2 AL
B, RENB(LLZEE L, BESNREE
TANR IR AELTZEEOMEFEKLET,
2% V| eq(l2Bd.oper St, " down") @ DN
syshbd/bd-[vian] 7 4 L% S, operSt 2325
a7 & &, B DoperSt A3 down TH %
ICDNO T u /T REF Iz & & (VLAN
HENE | down T % HIZ noshutdown =~ >
RRFITSINT AR E) TN T—ShvE
R

* YANG E7VOGE, £ — R2ADT 4 —
~ v hiZ module_name: YANG_path ¢,
module name (% YANG &5 /L 7 7 A /L D4R
T, WITHlZRLET,

« T /NA A YANG D45
Cisco-NX-OS-device Sysem/bgp-itemsing-items
» OpenConfig YANG D5 :

openconfig-bgp:bgp
GE) depth, filter-condition, X
query-condition /X7 A — & %, i
£ YANG TiI#HR— b & T E
A,

openconfig YANG &7 /L DA 1T,
https://github.com/YangModels/yang/tree/master/
vendor/ciscomx [IZBEN L T, &H YV U —ADiH
Bl 7 A N Z BB L E T,
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ARV FFEREETIVa Yy

E:)

FEDET NEA LA N—=LTDHRDYIC, T
T D OpenConfig &7 /L % 14 {¢ openconfig-all
RPM %ZA A =L T&E £ T,

Wiz &~ LET,

install add
mix-openconfigbgp-1.0000-7.031HD8 Lib32_n9000rpm
activate
A7y 79 |destination-group dgrp_id Bt e 7 N— T B L CL B 7V — T HERL
i E—NEBBLET,
switch (conf-tm-sensor) # destination-group 100 AL dgrp_id i3, BFOIDEOHLZYR—K LT
switch (conf-tm-dest) # -
WET,
ATy 710 | ({EE) ipaddress ip _address port port protocol | T =— RENZT LA R F—F %2%(5T 5 IPv4
procedural-protocol encoding encoding-protocol IP7 RLAER—FNEEELET,
i GE) gRPCIZIF 7 4V h D h T v 2K~ K
switch (conf-tm-sensor)# ip address 171.70.55.69 7 k) cd,
port 50001 protocol gRPC encoding GPB
switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWXTF 7/ v DOy a—F 4 0
port 50007 protocol HTTP encoding JSON <t
ATy 71 | ((EE) ipv6address ipv6 address port port Tra— RSN T VAN T2 %%ET 5 IPv6
protocol procedural-protocol encoding IP7 RLAREFR—MEFRELET,
encoding-protocol . . _ .
G¥) gRPCIZT 7 AN FD N TV AR— |k
il : 7r kLT,
switch (conf-tm-sensor)# ipvé address 10:10::1 . . R
port 8000 protocol gRPC encoding GPB GPBN T 74V D a—F 47
switch (conf-tm-sensor)# ipvé address 10:10::1 '(v—g"o
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipvé address 10:10::1
port 8002 protocol UDP encoding JSON
2w F12 |ip_version address ip_address port portnum FET—F OGN Ta 7 7y A NVEER LET, =
i - Z Tip.verson i, ip (IPv4 OLFA) F7213 ipve
(IPv6 DHFE) OOT RN TT,
« IPv4 DA -
switch (conf-tm-dest)# ip address 1.2.3.4 port i@é‘;ﬁfcﬁ'ﬁ7ﬂ/*‘z75”f‘7 A 7:‘) Tvaxicy {7 =X
50003 TWAEE, TVARY T—=X%, ZO7a7y
ANVTHRESNTNDIP T KL R LR— MIEE
« [IPv6 DA :
SNET,
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
RATv 713 | (f£E) usechunkingsize chunking size gRPC F ¥ U 7 EHMILT, Fr o7 A X%

1 -

64~4096 /S MIFRTELET, FEMHICHOWTIT,
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aAv U RFERET7TIVaY B#)
switch (conf-tm-dest) # use-chunking size 64 ’—gRPC?"\’ VIDYR—N] BT arERRL
TLEEN,

AT w714 |subscription sub_id ID 2OV T A7V Fary ) —ReERL, ¥
i - TR )Ty a AAERE— R LET,
switch (conf-tm-dest) # subscription 100 HIALE. sub_id /%, HEOIDBEOHLZYR— LT
switch (conf-tm-sub) # U‘i’g‘ﬁ

GE) DNIZH T A7 A4 TFDH551F, A4
VEPHERIZA RN I END K
912, @ DN M REST #fEH LT
DME THR— FZNTWNDLNE Sk

B L E 9.
AT w15 |snsr-grp sgrp_id sample-interval interval IDsgrp id D& > — NN —TEBIEOF T A Y
B - a7 LT, T=EO% 7Y U TG

(T UBHNLD) ZRELET,

FIROMED 0 DS, A X N X"—2DYT R
U7 va yMERESI, TV ARNY T, f&
EINT-MO TOLEERZOBREEESNET, 0L
D REVHRIEDOSS. TV A M) T2 EE
ST [EIRR CEMIMICIEE Sh IR Y 7
27V Ta rMERSVET, ok 2E, MEE
PR 15000 DA, TLA MY F—ZIF 15T

switch (conf-tm-sub) # snsr-grp 100 sample-interval|
15000

EEEINFET,
A7 716 |dst-grp dgrp_id IDAgrp_id Z B e S N — T % DT ALY
1 - Travizl s LET,

switch (conf-tm-sub) # dst-grp 100

YANG /N X DHEE DR TE

YANG N ADOHET, Gt AN —I V7RIV L EL T XLERSHY £, GFtA NI —
SUTHEM EBEENRE LRSI N T RWES, 7V A M) T—HOIUEIZA RN —I 7
FEED LR 20D ZIERHV ET, ZORIWTIE, ROZ ENDLNY ET,

e T UL AN FT=ENZEM~DA M) =710 HESEBEINDTZD, iz &
nN5HF¥ 22—,

* ﬁﬁ@ﬁﬁﬁﬁaﬁlgffiiﬁb\ﬁb\% L A ]\ U 7‘_&0

BRIA MU= IR LD & REVEIZHE 2Rk L £7,

B =7\ EsRTFLARY
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FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIED F%HH
ARV KRFERERETY a3y B#Y
Z 5w 71 |show telemetry control database sensor-groups AHARN) =7 EHE L E T,

1

switch# show telemetry control database
sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID
Sampling interval (ms) Linked subscriptions

Sensor Group type
SubID|

1 2 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max) :
2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max) :
2515/2356/28403
Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop count =0
2 1 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection_id dropped =0
last collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG

path /Cisco-NX-0S-device:System/procsys-items

BEA MY = 7RI, HErY— =T O
il %= DEAED A Y — I FRERIOAFH T, fHx
DARNY =7, I VPBEMAOR FY —3
VWM (Cur) ICRRENET, ZofITIE, A
FEA MU= T 2.664 7 (2515 2 U #4149
UM TT,

R SNTHEELE Y — I N—TDEFHA NI —
SUTHER Ll L E T,

BRI AR CERSNE T, ZofTiE,
GRtA M= TR (2.664 F) 3T A T A
(T 74V FD5.000F) K0 bEW=0H, HEX
ELSHERENTVET,
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ARV RFERETIVa Y ]3]
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R T 72 |sensor group number BFtA N — MR OBEELL EDOLEA . M
i - Rz e LIz =7 =72 A LET,
switch (config-telemetry)# sensor groupl

R F 7 3 | subscription number oY — I N—T DY TR ) T a v ERELE
{5 EE
switch (conf-tm-sensor)# subscription 100

R w74 | snsr-grp number sample-interval milliseconds W L — I —F TN T, AR
Bl A Y — U /R LD RS VEICRE L E

ﬁ—o

switch (conf-tm-sub) # snsr-grp number
sample-interval 5000 ZOBITIE, I AR 5.000 FICERE ST
WET, ZHUE, 2664 POEFA MY —I U
WEvbEWED, A%1T1,

AT 7 5| show system resources CPUDHE IR DL & fERR L TS 7280,
B ZOBNRT R DS, CPU = —H —iREEA M
switch# show system resources RERTLTWAEES, EHELA N —I U JENE

Load average: 1 minute: 0.38 5 minutes: 0.43 L<$§ﬁkéﬂf‘/‘i“@f/\/ - @ﬂEJlIE%@T%@i@L“C

15 minutes: 0.43

Processes: 555 total, 3 running &E}E%Eb<§£ﬁiﬂbij—o
CPU states : 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%
kernel, 3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

98.97% idle

Memory usage: 16400084K total, 5861652K used,
10538432K free

Current memory status: OK

CUZFERALI=TLA M) QOEBH

WOFIETIE, GPBZra—F 4 7 AL TI0MDOY XAATHE DT L A U DME A
h U — B EAER T B IFIEIC OV TR L £,
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switch# configure terminal

switch(config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest) # path interface depth unbounded query-condition keep-data-type
switch(config-tm-dest)# subscription 1

switch (config-tm-dest)

switch (config-tm-dest)

# dst-grp 1
# snsr grp 1 sample interval 10000

ZOFEITIE, sys/bgp /b— kMO OF —# Z%556 1P 1.2.3.4 AR— |k 50003 12 5 Fp Z &2 A b
V=X 7925V T727 7 g w#ERLET,

switch(config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000
switch (conf-tm-sub)# dst-grp 100

WIZ, sys/intf OTFT—X & ST EIZ, %86 1P 1.23.4 48— K 50003 (ZA U —3I 7 L,
test.pem ZMHH L CTHRIESN/ZGPB = a—F 4 7 2FHLTCA N — L&k 5{bT 5
Y7270 T g OVERBIEZ R L £,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

switch (conf-tm-sub)# dst-grp 100

ZOBEITIE, sys/cdp DT —H R IP 1.2.3.4 R — |k 50004 12 15V LICA MY — v
TETHEYT AT YT g o EERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 15000
switch (conf-tm-sub)# dst-grp 100

ZOBITIE, TS0 T EiICshow a2~ RT—H D7 AT AR=ZADalLr7 g w#ERL
ij‘o

switch(config) # telemetry
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switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest) # sensor-group 1

switch
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #

) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
switch (conf-tm-sensor) #
depth

path
path
path
path
path
path
path
path
path
path
path
path
path

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

conf-tm-sensor# data-source NX-API

system resources" depth 0
version" depth 0

environment power" depth 0
environment fan" depth 0
environment temperature" depth 0
process cpu" depth 0

nve peers" depth 0

nve vni" depth 0

nve vni 4002 counters" depth 0
int nve 1 counters" depth 0
policy-map vlan" depth 0

ip access-list test" depth 0
system internal access-list resource utilization"

switch (conf-tm-sensor)# subscription 1
switch (conf-tm-sub)# dst-grp 1
switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

(
(
(
(
(
(
(
(
(
(
(
switch (conf-tm-sensor
(
(
(
(
(
0
(
(
(

ZOBITIE, sys/fm DA R b R=ZADH TR 7Y T a L EERLET, sys/fim MO (228
R LGOI, T—ZIFEREICA N —I 7 SnET,

switch(config) # telemetry
switch (config-telemetry) # sensor-group 100
switch (conf-tm-sensor) # path sys/fm depth 0

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 0

(
(
(
switch (conf-tm-sensor)# destination-group 100
(
(
(
(

switch (conf-tm-sub)# dst-grp 100

FEIc, VYU MRELEETHZ LT, Bt — A — TR B R— A0 b A Nk
NR=RZEF LD, AR N R=ANL AN ACET L) TEET, ZOFITIE,
oY — TNA—TERIORNOHEER—RZERLET, kKOa~vr Kok, 7LA R T
TV =2 a LTI LT sysifm T — X ORI ~DA N — U7 BB L 9,

switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000

O Y — T N—TF e 1 DOV T A7 ) Py g 02 7 TEET, ZopoW
T2V aiFi, A=Y Ry N ABR— M/ DF—F % 4 ODORR LRI I1I0B T LI

AR)—=I 7 LET,

switch (config) # telemetry
switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-sensor) # destination-group 200

(
(
(
(
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
(
(
(

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON

B =7\ EsRTFLARY
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switch (conf-tm-dest)# ip address 1.4.8.2 port 60003
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

I, BV — I N—TIERONR A G, Fiie 7V — T\ BB OER T 0 7 7 A V&
B, MTRI VT a v EEROE Y — =T LR SN — T 7 TE DH AR
L/i‘j‘o

switch (config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry)# sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch(conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest) # destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900

switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

ZOFENZRY L 912, show running-configtelemetry =2~ > R&H L CTT L A N Y Rk &
RTEET,

switch (config) # telemetry

switch(config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016
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version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA M) DB EMETFBROKRT

WD NX-OS CLIshow =2~ > REBEH LT, LA MU O, HEHMEHR., =5

Ty va U ERERRLET,

—, BXOD

show telemetry yang direct-path cisco-nxos-device

TOawy Rt o RZR LD b 87 p—< 2 ANE LTS LS ICEET Y a— K& YANG
INAHEFR R LET,

switch# show telemetry yang direct-path cisco-nxos-device

)

PP PP P OOJo b wiN
B WN R O— — — - — — — —

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipv6-items

show telemetry control database

WIZ, TV AN OERE XKML CWAIHNET —F _X—ADa~v REFRRLET,

switch# show telemetry control database ?

<
>
>
d
d
s
s
s

CR>

>
estination-groups
estinations
ensor-groups
ensor-paths
ubscriptions

Redirect it to a file

Redirect it to a file in append mode
Show destination-groups

Show destinations

Show sensor-groups

Show sensor-paths

Show subscriptions

Pipe command output to filter

switch# show telemetry control database

Subscription Database size

1

DME NX-API

B =7\ EsRTFLARY
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Sensor Group Database size =1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoa~wry NI, 7VAMIREDE Y =N AOFMEFRRLET, ZHUlE, =ra—
FArT WE, FTURAR=F, BEOA N =IO A NEENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
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Collection Time in ms (Cur/Min/Max): 0/0/44
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoa<wr R, TUA N OERICOWTONET —Z X— 2Dt E2FR R LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures

O O O O O OO OO OO OO OO0 OO0 0O0O0O0O0O00O0O00O0O0O0O0oOoooooo
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Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group
Failed to get encode callback

Failed to get transport callback

switch# Destination Database size = 1

O O O OO OO0 0OOoOoo oo

Dst IP Addr Dst Port Encoding Transport Count

192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoavwy NI T2 EICET SR L Lo E R FoR L E T,

switch# show telemetry data collector brief

show telemetry data collector details
Zoaxy NE, TR_XTORy = R2ADOFEME G T, 7 — 2 WEICBT 2322 5EHE R %
FRLET,

switch# show telemetry data collector details

show telemetry event collector errors

Zoa<wy RiE, A XY MUEICET AT —REHERE R~ LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures -0
Authentication Failures -0
Authentication Refresh Failures -0
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Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O OO OO0 OOO0OO0o wOoo

show telemetry event collector stats

Zoawy RE, IXTOr Y= RZAONRZ G A N> MUEIZBE 2 MEHERZ IR L
=7,

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

show telemetry control pipeline stats

TDa<wrRiE, TUAR RSATTA O EHEREERLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:
Info:

B =7\ EsRTFLARY
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Actual Size
Max Size

Errors:
Enqueue Error

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

FLA by o emtERox® [

Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0

WIZ, RSN TWABTRCOEREY Yy a VOl ZERLET,

switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status

0 192.168.20.123 50001 GPB gRPC

% 1: show telemetry transport & 0 5B

X AR
show FTHFDOVAT LMERERRLET,
telemetry TUAMNIERERTLET

kZ v AR—k

TLARNID T AR— ME#RERRLE
R

session _id (AFvayv) EyiarID

stats (AFvay) ¥ _XTOT LA MY MHEHER
ERELET,

errors (F7Fvay) §XTOTLA M) =T —1F
HwERRLET,

IR Y H (F7va)

TABLE transport_info

(A7 ay) T AR— MEHR
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BX &5 BA

session_jdx (A7 ar) £y arID

ip_address (AFvay) FTUVAR—RFIPT FL A

port L) I AR—K R—|

dest_info (A7 va ) HgkidklEd®

encoding_type (FFvay) mva—F 407 AT

transport_type (AFvay) FNTUAR—F XA

transport_status (7> ay) FTUAR—F AT —H R

transport_security cert_fname (AFvay) P AR—PbEF2 VT4
77 AN

transport_last_connected (A7 ay) RBICERESNE R T AR—
K

transport_last_disconnected (A7 ay) Z ORI ERIZHIFR S
Pais37]

transport_errors_count (FAFvary) FTZUAR—F =7 —¥#

transport_last_tx_error (A7 ay) hT AR FORBEOERE
T —

transport_statistics (A7 ay) b7 AR— MEHE®

t_session_id (A7Fvay) hTJUAR—FEyT 3 ID

connect_statistics (7 ay) HEehat s

connect_count (X7 ayv) Bk

last_connected (AT var) REERHROZ A DAL T

Disconnect_count (A7 ar) Yk

last_disconnected (AT var) ZORERRDPREZICHIERS
P53

trans_statistics

(A7 ayv)

kT o AR— MEEHE R

compression

(A7 a )

JE#E AT — 5 A

source_interface name

(A7>ayv)

source_interface ip

(A7 =)

EETA L E—T A AP
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(378 SR

transmit_count (A7 var) EEHK

last_tx_time (AT ay) REEERA
min_tx_time (AT var) f/hE B
max_tx_time (A7 ay) RREERR

avg_tx time (AT va ) PG
cur_tx_time (A7 ay) BHIEDOEEHRH
transport_errors (AF7Fvav) FIFUAR—F T —
connect_errors (F7vay) e —

connect_errors_count (A7 ay) #hico—K

trans_errors (F7Fvary) FTZUAR—Fx=T7—

trans_errors_count (AFvary) RNTZUAR—F =7 —¥8

last_tx_error (F7Fvay) BEORN TV AR— =T —

last_tx_return_code (A7 ay) REBEORERY 2—F

transport_retry_stats (A7 ay) HRITHEHE#®

ts_event_retry bytes (AFvar) AV MFERITNy 77 A
=

ts_timer_retry bytes (ATFvayv) 2A4A~—FR TNy 77 HA
=

ts_event_retry size (FFvary) AV MERITA vE—U8

ts_timer_retry size (FTvay) A4~—FHRITA BV

ts retries_sent (FT7a ) H#E SN ERITEE

ts_retries_dropped (A7 ar) FayXEIn-HmERIThE

event_retry bytes (AFvay) AV FFERITNy 77 A
2

timer_retry_bytes (F7vay) A4~—H/RT Ny 77 %A
=

retries_sent (A7 av) BEINFHRITREE
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B % EA
retries_dropped (A7 ar) Fuyv 7S miaffTak
retry_buffer_size (A7vay) TNy 77 A4 X

show telemetry transport <session-id>

WD a<r KT, BEDEEEYE vy a v OFEMAEE Y Y 3 VIEBREREINET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224

Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235 Encoding: JSON
Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

Wiz, IPv6 = b OBl EZ R L E9,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]1:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0O

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, BEOEEE Yy a OO a~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

B =7\ EsRTFLARY
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IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

WOa~ 2 RTIE, FEDEEE v v a yOFMRT 7 —OfRGHEFRNBFRINET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

show telemetry control databases sensor-paths

WORERRFNEIZ L D . kD show telemetry control databases sensor-paths =~ > K 235 5
ET,

feature telemetry

telemetry
destination-group 1
ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB
sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

a<r NI,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query : Filter

1 No 1 0 Full sys/cdp(l) : NA
: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

=FLEHETFLA Y )
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JSON Encoded
CGPB Encoded

Collection Time in ms (Cur/Min/Max) :

Data size in bytes (Cur/Min/Max): 0/0/0
Data size in bytes (Cur/Min/Max): 0/0/0
6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

2 No

A : NA

JSON Encoded
CGPB Encoded

EFLEHETLA Y |

Transport Time in ms (Cur/Min/Max): 1027/55/1045
Streaming Time in ms (Cur/Min/Max): 48402/5/48402
1 0 Full sys/intf (1) : N
GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466
Data size in bytes (Cur/Min/Max): 0/0/0
Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 66/64/114
Encoding Time in ms (Cur/Min/Max): 91/90/92
Transport Time in ms (Cur/Min/Max): 4065/4014/5334
Streaming Time in ms (Cur/Min/Max): 48365/64/48365
1 0 Self sys/mac(l) : NA

3 No

NA

GPB Encoded Data size in bytes (Cur/Min/Max) :

JSON Encoded
CGPB Encoded

Collection Time in ms (Cur/Min/Max) :

247/247/247
Data size in bytes (Cur/Min/Max): 0/0/0

Data size in bytes (Cur/Min/Max): 0/0/0
1/1/47

Encoding Time in ms (Cur/Min/Max): 1/1/1
Transport Time in ms (Cur/Min/Max): 4/1/6

Streaming Time in ms (Cur/Min/Max) :

47369/1/47369

show telemetry transport sessions

KOa<wy NiE, TXRTOF I AR— bty araL—7FL, 1o0avy RCEREH

jj L/i‘a_o

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

WwIZ, TLVARY FIuvAR—F By g roflarLET,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC

Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLAR) IZTZASILARY R

TT 2 ATV AR N R— 57012, FiLinver— "2 72U FERBEIMISNE
Lize THOUT 427 0 T ONRANR N AN = U T EFEBZTHITE, RO
SEAEFHLET,
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FLAtyave rL—z2EgoRT [

sensor-group 1
path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 ATV AR NP R—= T 520D — AT KRDOEEY T,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

& FL—RIEBEHOIRT
o7k hL—REREFRRTHIIE, RONX-OSCLI 2~ R&EHALET,

TOZALYR—F TLA M) ERTE

ZDONX-OSCLIZ~= v R, 57=HL P R—bal "7 LA o JONEZINELE
T, ZOHITIE, a~r REANRT = 7T 92D 7 A M) XA VT PENET,

switch# show tech-support telemetry > bootflash:tmst.log

NX-API ZERAL=TL A M) DERL

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects
to be configured:

 fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

» telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensor Group — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensor GroupRel — Associates the sensor group with a telemetry subscription.
* telemetrySensor Path — A path to be monitored. The sensor group can contain multiple
objects of this type.
« telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

=FLEHETFLA Y )
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* telemetryDest — A destination address. The destination group can contain multiple objects

of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination

group.

« telemetryRsSensor GroupRel —

Associates the telemetry subscription with a sensor group.

« telemetryCertificate— Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

\)

Note For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API REST

SDK User Guide and API Reference.

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

Procedure

Command or Action

Purpose

The root element is fmTelemetry and the base path for

X5 w71 |Enable the telemetry feature.
this element is sys/fmn. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
R w F2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path

telemetry configuration.

Example:

B =7\ EsRTFLARY

for this element is sys/tm. Configure the dn attribute as
sys/tm.
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Command or Action

Purpose

"telemetryEntity": {
"attributes": {
"dn": "sys/tm"

b

AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensor Group. Configure the following
ple: attributes of the object:
"telemetrySensorGroup™: { * id — An identifier for the sensor group. Currently
"attr igutesié { only numeric ID values are supported.
" l " . " " ,
“rn": "sensor-10" * rn — The relative name of the sensor group object
}, "children": [{ . i
. in the format: sensor-id.
} » dataSrc— Selects the data source from DEFAULT,
DME, YANG, or NX-API.
Children of the sensor group object include sensor paths
and one or more relation objects
(telemetryRtSensor GroupRel) to associate the sensor
group with a telemetry subscription.
XFw 74 |(Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: o -
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
X w75 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
XFw 76 |Define atelemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": {
"attributes": {

telemetryDestProfile.
* Configure the adminSt attribute as enabled.

* Under telemetryDestOptSour cel nter face, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

"adminSt":
br
"children": [

{

"enabled"

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

ATy T17

Define one or more telemetry destinations, consisting of
an [P address and port number to which telemetry data
will be sent.

Example:
{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

A telemetry destination is defined in an object of class
telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

* rn — The relative name of the destination object in
the format: path-[path].

» enc — The encoding type of the telemetry data to
be sent. NX-OS supports:

* Google protocol buffers (GPB) for gRPC.
* JSON for C.

* proto— The transport protocol type of the telemetry
data to be sent. NX-OS supports:

* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.

* GRPC/GPB YES
« UDP/GPB YES
« UDP/JSON YES

B =7\ EsRTFLARY
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Command or Action

Purpose

X w 78 |Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more

64 and 4096 bytes. information.

Example:

{

"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}

}

AT w79 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class
behavior. telemetrySubscription. Configure the following attributes
of the object:

Example:

* id — An identifier for the subscription. Currently

"telemetrySubscription": { only numeric ID values are supported.

"attributes": {
"idv: "30", * rn — The relative name of the subscription object
"rn": "subs-30" in the format: subs-id.

}, "children": [{

} Children of the subscription object include relation objects
for sensor groups (telemetryRsSensor GroupRel) and
destination groups (telemetryRsDestGroupRel).

X w710 |Add the sensor group object as a child object to the

telemetrySubscription element under the root element

(telemetryEntity).

Example:

{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
X T w711 |Create arelation object as a child object of the The relation object is of class

subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

telemetryRsSensor GroupRel and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:

=FLEHETFLA Y )



. Configuring Telemetry Using the NX-API

EFLEHETLA Y |

Command or Action

Purpose

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",

"rn":
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",

"tDn": "sys/tm/sensor-10",
"tType" . "mO"

* rn — The relative name of the relation object in the
format:
r ssensor GroupRel-[sys'tm/sensor-group-id].

» samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than O creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

¢ tCl — The class of the target (sensor group) object,
which is telemetrySensor Group.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType — The relation type, which is mo for
managed object.

* tType— The target type, which is mo for managed
object.

ATvT12

Define one or more sensor paths or nodes to be monitored
for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

Example:

Multiple sensor paths

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",

B =7\ EsRTFLARY

A sensor path is defined in an object of class
telemetrySensor Path. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filter Condition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
about filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
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Command or Action

Purpose

"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition":
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

wn
’

Example:

Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

AT w 713 | Add sensor paths as child objects to the sensor group
object (telemetrySensor Group).
X 714 | Add destinations as child objects to the destination group
object (telemetryDestGroup).
X T w715 |Add the destination group object as a child object to the
root element (telemetryEntity).
X w 716 |Create arelation object as a child object of the telemetry | The relation object is of class

sensor group to associate the sensor group to the
subscription.

Example:

telemetryRtSensor GroupRel and is a child object of
telemetrySensor Group. Configure the following
attributes of the relation object:
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Command or Action

Purpose

"telemetryRtSensorGroupRel": {
"attributes": {
"rn":
"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

* rn — The relative name of the relation object in the
format: rtsensor GroupRd-[sys/tm/subscription-id)].

* tCl — The target class of the subscription object,
which is telemetrySubscription.

 tDn — The target distinguished name of the
subscription object, which is sys/tm/subscription-id.

R w 711 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:

Example:  rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys/'tm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
: "tDn": "sys/tm/subs-30" subscription object, which is Sys/tm/subscription-id.
}

X T w 718 |Create a relation object as a child object of the The relation object is of class telemetryRsDest GroupRél
subscription to associate the subscription to the telemetry | and is a child object of telemetrySubscription. Configure
destination group. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format:
"telemetryRsDestGroupRel": { r sdestGroupRel-[sys/tm/destination-group-id].
"attributes": {
"rType": "mo", * tCl — The class of the target (destination group)
"rn": "rsdestGroupRel-[sys/tm/dest-20]", object, which is teIemetryD&stGroup.
"tClt: "telemetryDestGroup®, » tDn — The distinguished name of the target
"tDn": "sys/tm/dest-20", destinati bi hich i
NEType: Mmo™ ( estmatlon. grqup) 0 Ject,. which is
} sys/tm/destination-group-id.
}
* rType — The relation type, which is mo for
managed object.
* tType— The target type, which is mo for managed
object.
AT w719 |Send the resulting JSON structure as an HTTP/HTTPS | The base path for the telemetry entity is sys/tm and the

POST payload to the NX-API endpoint for telemetry
configuration.

NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps that are collected into one POST payload

(note that some attributes may not match):
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"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
llidll: llloll

}
"children": [{
"telemetrySensorPath":
"attributes": {

"excludeFilter": "",

"filterCondition":

"path": "sys/fm/bgp",

"secondaryGroup":

"secondaryPath": "",

"depth": "O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",

"port": "50051",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
llidll: II3OII

}

"children": [{

"telemetryRsSensorGroupRel":

"attributes": {

"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel":

"attributes": {

"tDn": "sys/tm/dest-20"

Configuring Telemetry Using the NX-API .
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NX-API ZERA L =T L A ~') DERI

BEADARY—ZI2F /WX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 EITA b
V=274 T 2707y EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1i0",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {

"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

oo Ao
"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}

oo Ao
"telemetrySensorPath": {
"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

H
}
oo Ao
"telemetryDestGroup": {
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"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"
’

"tType": "mo"
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"
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BGP BHED 7 1 L2 &

/j(@“\o/]) H— f\@@ﬂfbi\ telemetrySensorPath MO @ filterCondition Eﬂlﬂfﬁ:ﬁEOVCBFP%&ﬁE
DN 7o TND X N Y H—Snb@MERENCLET, T —%1L10.30.217.80 F—F
50055 [CA R —I 7 SNET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFiltexr": "",
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0O",
"tDn": "sys/tm/sensor-10"

B =7\ EsRTFLARY



| EFLEHRFLA Y
omenrL A by EFL |

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDI=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > DfliL, 7L A b UBBEDOHEZ Bis3 27 HFiIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA L =T 4
Z—uHLTARD Y 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL THh
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A +Y ETIL

TLARN) T r—a 0%, ROWEEEFSDME TET UL EE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

----mo [name:SensorGroup]

| @name:SensorGroup

| @label:Sensor Group

| ——property

| @name:id [key]

| @type:string:Basic

|

| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

----mo [name:DestGroup]
| @name :DestGroup
| @label:Destination Group

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | -——property
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@name:id
@type:string:Basic

—-—-—--mo [name:Dest]
| @name:Dest
| @label:Destination
| --property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Q@type:scalar:Uint64
| -—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
|-—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

TILFX YA 70— /NAOA[HEM

Z DHEBEIL. Nexus 3548-XL A A v F THATE 5, LERTRTOYALT Xy A MRELZT
JAR— T DFEEAZEMELET, =27 2AR—FTED, HF70—RNEETNDLEZEEET
T2 EDBNRADFELETEEEOFE W L —YE Y T o DR ENET,

Z OF%REIL, DME T~ TOMYRFHREART 22 L2 BMNE L TR, Ty vatT L
(V7 o277 FULARNY) £0T7ET (DMERESTZ =) oWFnng Lz
VVa—=/arybha—J T BATESLLIICLET,

ZOBBEOREIZRO LB Y T,
« 7 m— NRAD AL
cEEREOZOICT m—DOfE L IREEO T 7 AR — |k

e 2P =N T O — RRZ[ ST AL v F T eT Ny 7 a~vr REFITTEH LT
% Z LI K DRARIK D53 Hr

B =7\ EsRTFLARY




| EFLEE@ETFLARY

wnFrvz k 7a— szt ]

mmMivw%#yxhﬂB\ﬁﬁﬁw%f Eiv v a s R—xy M OERETE
B, SLFXXAMEREILICA LTI Do U AERBE LTS, FHEr oL v a—~ 25
ELET, ZiUEL, HEENA DME & & blcEEINDS 2T 2R —3 2 FTF, MRIBIZL-
TSNS IEH & MFIBIC L - TIUE SN HEHERICE SN T, X TOVLFF v A K
IRHEA DME (287 ) w2 LET,

DME (%, vy a—~</ary ha—I0MEHATE 5 LT D2H0END DT X TOIEFRERF
TAHEODIEHINET, £/, ARV FR—2ADOBEANZYR—T5720, 77 w2
ERR. BBk, ZEESNDHT-NT, T LA R ~o@Edlpmdma Al L£7,

FL AN FatRI. DMEIZBREESN TWATRTOTF—F 5% ar 3 a—<ICA M) —=3
VI L, TR r—~y T AEE AHNET,

TILFEXEYR L 70— /NROEREDT=6HD CLI

WIT, v LFF¥ A 71— NAO MO EHER R 2 RS 5 - 1T A S CLI %
ALET,

e DME ~DIEHRO T 7 AR — N2 HNCT Bk~ K, 20O CLLE., VAT AMMIEE
THTRTONL— M LTI OMEEZ A LET,

switch (config)# multicast flow-path export
switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME (C/FfET DARBER DA M TF = v 7 % BT+ 2B EMETF = v 1 —D show
a<w R, Zoa<vy REFEHATDHE, BBty b7 v 7 TRESEZTIECL R
HTxFET,

switch# show forwarding distribution internal multicast consistency-checker flow-path
route

Starting flow-path DME consistency-check for VRF: default

(0.0.0.0/0, 230.0.0.1/32). Result: PASS

(10.0.0.10/32, 230.0.0.1/32). Result: PASS

(0.0.0.0/0, 232.0.0.0/8). Result: PASS

o« ' —/3)L72 show T~ R, ZOMEEEN S AT ATHDIR > TNDENE 5 a2l
THEDIERALET,

switch (config) # show forwarding distribution internal multicast global state
*x*x* MEFDM Flow PATH VISIBILITY INFO ***x*

Multicast flow-path info export enabled: Y
BE DME Handler: 0x11l7c3e6c
PE DME Handler: 0x117b955c

switch (config)# show forwarding distribution internal multicast fpv CC
PASS/FAIL (In case of fail, it will highlight the inconsistencies)

=FLEHETFLA Y )



EFLEHETLA Y |
B /svorcxr—nvormz7zFLAty

D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS UVU—AZ93(1) LI, Y7 b7 =7 7L A b VUL, Tahoe ASIC %f# 14 % Cisco Nexus
IITIRART—=N ALy FTHR—rahxzd, 2OV IV —AT, $#F7—hZNTNBHT T
U R R = AL v FIEL, ASIC & BEITHA Sz TCP/IP —_"—%Z KR A M LET, T
Wk, ZAL v FNEDT LA RNY F—=2DOLR— b2 A TE F4, ——%
TCPAR— R 7891 ZHLET, 7VA MY 77472 MIZOR— FTH——1THH L
T, HRKIOIVBTAN—Ro =T Do ¥ F—2 RS TE£7,

JT I RA—=V YT R T TLARNIZE, MBOY 74T 7 al T AE{ER LT
D, NX-OS U U—R931LIFEIZNY RLENTWDT 7AN DI FAT > N 7Tars T bk
HRLEZYTDFREMERHY £, 7 T4 T~ 7r 27 A%, Python2.7 LAFE, C, PHP 72
E. TCP/IP Y R— T HEEDO TV I7 IV VT SHETIERTEET, 7947~ 7y
TAE, ELWAYyE—Y 74—y NCTERTHZMERDH D 77,

NX-0S UV U—293() LIk, 75U R A7 —/L V7 ho=T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 740 F TANT/R> TWAH T2, NX-0S89.3(1) LA A FEIT L T
LY R—FRBDOAAL v FTlE, ZOBREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 U A M UIE, 7947 M AL vF LD TCPAP —"—f DOV R =A 7
THEVET, TOMIZIZTAT 2 MITCP V7Y "aN L CTHERERGLET, 7947
YhAvE—UE, 28y MEKTDOOTT, A vFIL, EOT 7 A —~vy hDOIT
HT—HraieAvb—UTRELET,

NX-08S U U—293(1) Tix, RDOAvt—Y 74—~y bR R—FSnTHET, HEHD
TIAT o NI T T LR T 2581E, 7 74T "G T 2 A vE—UNZD7 +—
< MIHEHLL TWD Z L 2R L T EEN,

RS BELET,

454 k A 1L N
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Guidelines and Limitations for Cloud Scale Software Telemetry .

k< HELFET,
56 /34 K HER=NOT =2 Hit56* N1 b,

T =B DHK5634 K F v 7ix, ROLDOTHERENET,
24N, FDA U H—T oA AL
« 8N4 ROEE (TX) 7> bk
« 83 FDIEE (TX) /A b
*8 3 FDRAE RX) /7> b

« 831 FDXAE (RX) /A b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section
for Platform Support for Programmability Features in that guide.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

TLAR)NR SR

TLAR) IR SANVITDONT

NX-0S U U—293(1) LAKE, T /EREIARIT L A h V3R A TS R— Rk LE T, SR
TN EMRT D E, HEO Y —ANLT VAN T2 —EICHEICIETEET, 2o
BERETIX, INETHT LA N T—HDXA TEIEETDHE, T LA M UKREIC L » THEHKD
INRAINBEDT =EPIE SN ET, KIC, WREBIIEREZ | DOFE SNHET (XA T
V) IR LET, ZOMEEICLD . ROEENRREIZR2 D720, T LA M OMERANEFEL S
NET,

* Cisco DME £ 7 /W BE$ 5 7R < @R 2 ik 2 75 > TV R,

MR END AN FOBEBEDNT L RAERY 2D, BEO7 ) ZAEHK L, BT A
7 )Ty a NEEONRAEZBINLET,

c AL v TP T VA MUEROEROTF v 7 2L L, AAMEEZFLL T,
WA TE, FTNAADE LA T V=2 b ZATOEEDA P A2 A2 AT

AEFIFANR FEZIELTKLET, X2 FULT, ROT LAY TA—T %P R—
L/iﬁ—o
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B 7 soz=zrg i~ roziE

e T rL B BN, ARL— A= RSP S H— R IOy — A
FoZ Y L TT ABES,

TR TCDA LV E—T 2 A AT A =L AT —HADER TR ) U TTHA L H—
VA=

ZDTULE, query-condition 2 v REEH L TRSIND T —F 2KV AT T2 D DiEF
BHDX—U—R 7 4V H Y R—FLET,

e JV—Z, CPUBEHARSCAETVHEARLREDI AT L VY —RE2ET=HX ) 7 LET,

* VXLAN: VXLAN E'7, VXLAN# 7> % VLANA 74— BIUOBGP YT F—X %
&8 VXLANEVPN &8 =4 U 7' L %7,

T—RDEZEFRLIEFARY FDRIE

YoV —= TN —=T DY TR L 2T, TLA RN T=2NRA TYUIZEEENDTT
BEXAIVTRREDET, YU TNRERIZ. TV A N T—X 2 ERRICREST D, A
NRUMRBEAELEZEEIWZT VAN =2 FINET DL ITHERTEET,
e T LA NIV U TARBENEaUSNOMEICRESNTWEEES, TLA NS T
IVIEIRHICEREE, A v ¥ — 7 =4 A {FEHREIN, BEL R vxlan 7007 —# & EHHIC
EELET,
T NVMIRNRE R IZREINTWDIGA, BB, /¥ —7 =4 A, [HFHREIN. vxlan
F o)L TEEIRIEO T H, B X OMO OIERR L BIFRDB AT D ET LA R Y XA X2 i
MERELET,

T —H OREE T IIZEA R MIMAIZEHMBA T, R TV D LR EE 2 1F A X b
BRENFRLT L A N 2R CE £,

IR SRN)VFERIEEHNEIE
TULARY RR TAUUEREICIE, IROFEEFHEHKFEERI DD £7°,
« ZOREREIZ. CiscoDME 7 — % X5t AHEHHR—FLET,

cFAUESY— 7N —THOBEHFODME SR L a—HF ) 7 NAZBRESET I
HZEIITEFERA, f:&%\_ci\ sys/intf E (A H—T=xAA (interface) | XlE L&V
Y= TN —TIHERT A LT TEETA, £, sys/intf & [interface (£ v #—T7 = A
2) ] CRILE Y — NV —T MR T 52 LI TEETA, ZORUDBELTZGE.
NX-OS (Il M L £

* oper-speed X° counters=[detailed] REOZ—H— 7 AN —F—TU— KL, (v ¥—T=
A % (interface) ] NAIIK L TCOHZYR—FINFET,

o ZOOBEREIE. [BE (depth) 1017 4L H—4ME (fFilter-condition) 172 & DRLDE P — /3
AFTvarER—bFLTHERA,
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FoBEREARY FER—Y 25T o001 v 2—T 112 K20 [

e T L AR SRR TAULIZIE, NA TAULOMERICET AROFIRENRH D £3,
c RXFL/INLFNRXBNSINDT-0, /INLFDF V7 4 v 7 A show TR T D MEN
% D \i‘a_O
5] : show version 13#F ] S E 7, 7272 L. SHOW version F 7= version |3/ H T %
¥ A,

RO TFHEDDHZEIXTEERA,
‘|
PRIl if:&j:”
cRDHFEEZDDHZ LITTEERA,
* telemetry

e conf't

TR FREFARVEER—Y 2 TT B0 03 —T 4 XXX
DIERL

AVE=T 2 A ANRR T, TRTDA L E =T 2 A A NG HERAT—ZADER %
F=H VT LET, RO E =T 2 A X I AT HYR—FLET,

o e

W T B =T AR
o HH

=T Ry

* VLAN

e A—k Fy L

A B =T 2 A AR TV EHEHR LT, EMCT—Z2E2R—=0 07350, AV
FETHZENTEET, [F—FOFEEE-ITA FOZE U8—) | 2BBLT
<TZEV,

\}

GE) ZOETNVE, YTA U E—T oA A, V=T Ny FIIEIVLAN OO T o H e R— |k
LCWanwzd, AR —AT7T T FENFERA,
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FIRDEE

F IR D FH

configure terminal
telemetry

sensor-group sgrp_id

path interface
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ENDGOHAWN

dst-group dgrp_id

EFLEHETLA Y |

snsr-group sgrp_id sample-interval interval

ARV RFERERT IV a Y

E:)

25w 71| configureterminal a7 4 F¥al—varyE—ReANLET,
i
switch# configure terminal
switch (config) #
AT J2 | telemetry T LA b UBRROME— FIZAD £7,
1 -
switch(config)# telemetry
switch (config-telemetry) #
AT 73 | sensor-group sgrp_id TLANY F=EDe Y — =T a2 L%
fi EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
AT v 74 |pathinterface AVE =Tz A NRR TV ERER LT, oD
i - flx DAL B =Tz RZKLTLIODT LAY
switch (conf-tm-sensor)# path interface ?h& 7 - U %jﬁ{%’(% é J: g < Li‘a‘o 7/\‘;/1/
switch (conf-tm-sensor) # @i\ %Ed}i@/r N A I/r AD Y T U 75? 1 Ok—-—ﬁ/ﬁ\
LET, RIZ, TVAMVIET—F2EL, T
IR L ET,
K=V ZTRIBOBESTIEISET, A4 —T =
ARAT—=HITEHC, 72T F—T A4 AD
RN B NCRE(E SRET,
AT 75 | destination-group grp_id TV ANV V-7 T E— RIZAD, Bk

1

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T N—Ta R L ET,
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ko novansva—7x42 K20

AU RFERETIVa Y

B8

A7 76 |ipaddressip_addr port port PT2R7YFarDFLARNY) F—X AR L
i - T, IBESNEIPT FLALR—=FIA Y —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A5 77 |subscription sub_id TLANY Y TR ) FrarHTE—RIZAY,
i - TVARNY $TR7 YT g ek LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 78 |snsr-group sgrp_id sample-interval interval o= I N—TERBIEOY T A7 Y S a Y
- Y7 LT, F=20% 7Y s (L) RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬁ %gﬁﬁgbi?—‘) Y7 \/?:Fﬁ?[gl%{i‘ AL T
5000 MWTVARNY FT—4& %ﬁ%@ﬁ"]iléﬁﬁ‘é . A
switch (conf-tm-sub) ¢ B—T xR AR R LT X ICEET B

ERELET,
AT 79 |dst-group dgrp_id B SN —T 2 Z DY T A7 )T gty v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, fET 28R v — 713,
destination-group =~ > R TR iE L= Hfe o 71—
TE—HTOINERHY T,

FEEA NI EDA B —T AR INZADIER

PrulSWDEERHoh U o 2 —DhZRTHEMERSNIEF -V =R 7o 22 LT, A
VE—T 2 AINRA TV FERR T X 357,}} 7 4 VA X counters=[detailed] '(“’J*o

DT ANEEFEHATHZ LI, A0 F—T oA XA XA IEHARERTRTOA ¥ —
Tz AR —%WEL, WELET —F %27 VAL Thrb, fEREZEMITEE
LET, 7402 EA T arTho, HHALRVES, ErfEh v o4 —2E503_XCToh
VRN HE—T 2 A A NRAIFREINE T,

FIRDEE

\}

GE) 74X OMERE, &R show interface mgmtO countersdetailed & $EEL L TV Ed,
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path interface query-condition counters=[detailed]
5. destination-group grp_id
6. ipaddressip_addr port port
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F IR D EFH

7. subscription sub_id

EFLEHETLA Y |

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp_id

AT RFEEIEFT7IIY

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

a7 4Fal—varyE—FREANLET,

ATvT2

telemetry
f

switch(config) # telemetry
switch (config-telemetry) #

T LA N UBREORERE— FIZAD £,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

TLA N F=ED Y — =T a2 L%
D

ATvT4

path interface query-condition counter s=[detailed]

1

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A H =T x A A NRR FTYLERERR L, +XTD
AR =T A ANEDERUND T T B —D I
FHRELFET,

ATvTh

destination-group grp_id
{5

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FLRANVEEREIV—T YT E— NICAY, P
BT N—TZ R L £,

ATvT6

ip addressip_addr port port
1 -

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

VTR VT a DT VAN T2 EMHR L
T, BEESNFIPT RLALR—FZA R —3
JLET,

ATy T17

subscription sub_id

1

switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

TLARNI Y TR TP g P TE—RIZAD,
FTLARNY) TRV T g 2R LET,

ATvT8

snsr-group sgrp_id sample-interval interval

1

B =7\ EsRTFLARY

oY — N —TEBREOY T AT Y g2
VLT, T—2OY Y M () B
fD) ZRELET, o7V IR, 2 A vF
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BrEEEDS v a—7 42 <20

AU RFERETIVa Y

B8

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VAN F=2 2RISR ET 0, 1>
HB—=Tx A AAX MRFAELTZ L ZITHEET DD
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Pl I N—T e OV T A VT a ) vy
LET, fBET D8RV — 713,
destination-group =~ > K Ca&iE L 7= #&#i s 7/ /v —
TE—ETHVLERLY ET,

BEREDA VA —T 24 R INADEK

BESNEEEREDA L A —T 2 ADD T U A RS EBFHLDOFT—T — R 7 4 VX &fi
LT, A Z—T 2 AR T YULEER T ET, 7 4 IV L oper-speed=1] <9, kD
EEEE Y AR — F STV E T rauto, 10M, 100M, 1G, 10G, 40G, 200G, ¥ & 1400G,

DT ANBREFHTAZEICEID, A v FZ—T2— AR IEESNT-FHEDA X —T = —
ADT VA RN) T—2EIEL, TOMREZEMZEELET, 74 VXTI A T a2 T
T, A LARWEE, BIEEREICERARLS, TXTOAS U F—T =2 ADH T X NRFRREN

FIEDEE

£7,

TANFIE, HEOHELEZ <KUY DY A ML LTZIFANDZENTEET, 2Lz
lf\ oper-speed=[1G, 10G] lj:\ 11’5J:U‘\10 Gbps T@Jﬁzﬁq}:)/f HE—=T A ADT '7\/5 %E&?%
LET, KUV LFE L TEAZEH LRV T EE N,

\}

GE) AV B —TaARAZANT S TA L E—T A A, A—F v 7 BIOVLAN ([ZIFEEEE
TaRT A NN, TANZFTINEDA U E—T 2 A XA T Y ER—FLEREA,

configureterminal
telemetry

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©WeEeNOOAEWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval
path interface query-condition oper-speed=[speed]

snsr-group sgrp_id sample-interval interval

=FLEHETFLA Y )
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F IR D

EFLEHETLA Y |

ARV RFEEETIVa Y

=)

Z 5w 71 | configureterminal 274 Fal—varE—KeANLET,
fi
switch# configure terminal
switch (config) #

ATy 72 |telemetry T LA N UBBREORERRE— FIZAY £7°,

{5l
switch (config)# telemetry
switch (config-telemetry) #

R 5w 73 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A Y S a
i - Y7 LT, TAOV T R (R U
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)# %?ﬁﬁbi?‘o ﬁ‘i7 Y V{Fﬁﬁgﬁ&i‘ AL T
5000 MT VAN FT—=2EZEMHNTEET D0, A~
switch (conf-tm-sub) ¢ B—T 2 AR PR LT b XSRS 0

EPRELET,

AT 7 4 | path interface query-condition oper-speed=[speed] A B =T 2 A A NRA T ULEREL, FEESH
il - T2 (Z OBICIE 1 Gbps & 40 Gbps D) & FAT L
switch (conf-tm-sensor)# path interface TS A =7 3:/]' AT C) DA '7 “ 7 _A%E!‘Bé—:\ L
query-condition oper-speed=[1G,40G] EEjfo
switch (conf-tm-sensor) #

A7 75 | destination-group grp_id T LA NI N—T Y TE— RIZAD | B
Bl - T N—T L £T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port YTRA7 YT a DT VAN F—H AR L
i - T, FBESNEIPT RLALR—FIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A5y 77 |subscription sub_id TLANIH TR ) F g H7E—RIZAY,
i - TUVARNY T2 YT va v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 78 |snsr-group sgrp_id sample-interval interval oY= I N—TEBHIEOY T A7 Y S a Y

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

B =7\ EsRTFLARY

VI LT, T=X0YV 7)) M (R VME
A ZFRELET, Vo7V TEREIE. AL v T
NT LA N T—=XE2TEMNEET 0, A
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U DI T T ey T |

AU RFERETIVa Y

B8

B =Tz AAX MRFAELTZ L ZITHEET D0
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

Ble SN —T 2 YT A ) S gl v
L9, ET IR N—T1T,

destination-group =~ > K Ca&iE L 7= #&#i s 7/ /v —
TE—ETHVLERLY ET,

BEOIT)IZEBA3—T 4 R INADERK

AVHE =T 24 A NRAFTULDREI L7 ) R L TEEO 7 4 V2 2R T ET, %
DA, FEHTHEE D7 4 V21T AND THS S ET,

IV EHOKT 4 VFIX, 2w E2HEH LT £9, query-condition (Z1%, EEDOHD
TANAERECEETN, BT D7 4 V2R NNEE, BROBEADKOND Z EICER

FIEOHE

F IR D 8

LTLZENY,

configureterminal
telemetry
sensor-group sgrp_id

subscription sub_id

©WONDAAWN=

dst-group dgrp_id

path interface query-condition counter s=[detailed],oper-speed=[1G,40G]
destination-group grp_id
ip addressip_addr port port

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

=)

ATy T

configureterminal

f5l
switch# configure terminal
switch (config) #

a7 4F¥al—varyE—RK2ANLET,

ATy T2

telemetry
1 -

switch (config) # telemetry
switch (config-telemetry) #

T VA N UBREOHERE— RIZAD 97,

ATvT3

sensor-group sgrp_id
1 -

TULAN) T—=2Ov Y — TN —TEER L E
-é‘O

=FLEHETFLA Y )
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EFLEHETLA Y |
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B8

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

R 7 7 4 | path interface query-condition L7 =) TEEOXKEEMELET, 20T
counters=[detailecl] oper-speet=[1G,40G] 2 2 U EROTHEFAT L ET,

B « 1Gbps THEATSNTNDHA U H—T = A ATE

switch (conf-tm-sensor)# path interface = uﬂ@j] '7 f/& “‘%W% LTJ& Lij‘o

query-condition

counters=[detailed] ,oper-speed=[1G, 40G] « 40 GbpS T;‘—éﬁé é ﬂfb V7 /f R —7 :r_/]» 2T

switch (conf-tm-sensor) # . .
Eulhon o o2 —EIEL TRLET,

R T 75 | destination-group grp_id T LA NV N—T 7= RIZAD, Bt
" I N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT w76 |ipaddressip_addr port port PTAI VT arDF LA N F—H R L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R Fw 71| subscription sub_id TFLARNIYTRZY T g HTE—RIAD,
i - TUVARNY HTR7 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= IN—TEBAEOY T A7 Y S a
i - Y7 LT, TAOV T IR (R U
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)# %?ﬁﬁbi?‘o —]j‘ij Y V{Fﬁﬁgﬁ&i‘ AL T
5000 DT LA N FT—=FE2EMICEEGT D0, A
switch (conf-tm-sub) ¢ B—T = f ALY PSR LT b XICEIET B

ERELET,
AT 79 |dst-group dgrp_id P I N—T % OV T AT VT gy vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fBET Dk 7 L —71%,
destination-group =~ > K Ca%E L 7= #&#i i 7 /v —
TE—HTOIMNERDH Y T,

—

T—R3FRIEFAREER—)TT BH=-0DRE/NXDERK

BRIFE/NSA UL, 770, BE, ER, AR L= ZA—=RX—=_AH T H—FKRED
oy —UEREE=F VT LET, TLA N FT=HEEPICR =D ST, AN
FFAE LI EXICT =X 2 RET 5 L) ICRE S AZHERCE 3, Sl VL, 77—

S OREETTA N FOXZAE

B =7\ EsRTFLARY

(48 X—2) ZBRMLTIZE,



| EFLEHRFLA Y

FIEDEE

F IR D

F—8E kA Ry b ER—) V7 s ooBrE2omHE [

EHIR R = T EIFA R MZESWTI AT A U Y — R EREZIRT IO V—2A
NRAEBRECTEFET, ZONRRITANE) U TEYR—FLTOERA,

configureterminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©WeEeNOOAEWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV RFERERTIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

a7 4F¥al—varyET—RKE2ANLET,

ATvT2

telemetry
fi

switch (config)# telemetry
switch (config-telemetry) #

T L A N UBREORERE— FICAD £,

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—FDEB Y — TA—TEER L F
7,

ATv74

path environment

1 -

switch (conf-tm-sensor)# path environment
switch (conf-tm-sensor) #

BHOM» OBEAT V=27 hOT LA R T4
EIYUIZEETE D L0 TAREANA T~ LA
MRk LET, 700, BEOT—Z A% 1250
WA LET,
BTG U T, BET —XIdR—V > U
RIZHESNWTA N = 7 E&NDh, A R
R XITREESNET,

ATy Th

destination-group grp_id
fi

switch (conf-tm-sensor)# destination-group 33

switch (conf-tm-dest) #

T LA NV N—T T E— NIZAD | e
T N—T L ET,

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV RFERETIVa Y

B8

R T 76 |ipaddressip_addr port port PTRI VT arDF LA RN F—R AR L
i - T, BEESNFEIPT RLRAER—FIAR)—I
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id FLANI B TR Y F a7 E—RIAD,
i - TLVARNY HTR7 Y TFoa ek LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 78 |snsr-group sgrp_id sample-interval interval oY= IN—TERBEOY T A7 Y S a Y
- Y7 LT, F=20% 7Y R (2 RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ%{‘%fgéﬁéL/jij‘O Yo7 >/ffﬁ?5%{jk AL T
5000 DT LA RN F—2 2 EMNCEET D0, BREA
switch (conf-tm-sub) # YRR LT L X ITRET A ERE LET,

R T 79| dst-group dgrp_id e I N—T % Z OV T A7) T a iz v

1 -

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, faET DHEkL 7V —71%,
destination-group =~ > KTk iE L 7= #&#i st 7/ /v —
TE—HTHMERDY T,

AR MFERIFET—322KR—=1)2T5FB=HD)V—X INZADERK

U —A A X, CPUFHERCA TV FEHFREOVAT LY V—AeE=X U T LET,
ZTORAERR LT, TV AN F—HE2TEHRNINEST 50, A_XV MRFELEE ZITX

FIEDHE

HETEET,

[F— 5 O EE 13 A N b OEAF

(48 X—) | 2L TLTESN,

ZDONRRAFIT 4 NE Y o TEaYR—FLTHEEA,

configureterminal
telemetry

sensor-group sgrp_id

path resources
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©CONDO RN A

dst-group dgrp_id

B =7\ EsRTFLARY

snsr-group sgrp_id sample-interval interval



| EFLEHRFLA Y

ARy b EERF—5 'K 25T a000 v—2 2ot [l

FIRD
ARV RFERERT IV a Y B &Y
Z 5w 71 | configureterminal a7 4 Fal—varyE—RKeANLET,

1 -

switch# configure terminal
switch (config) #

AT v 72 |telemetry T LA N UBREOMRE— FIZAD £7,
1 -
switch (config)# telemetry
switch (config-telemetry) #

R T 73| sensor-group sgrp_id TLA N F=EO Y — =T a2 L%
f1 EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT v 7 4| path resources BEOEA DY AT L) )—=ZADT LAY F—
Bl - BaTYNZEETEDL LT HY V—RA XA
switch (conf-tm-sensor)# path resources 7&}1/%*%521/?—?‘0 7/\“}14;1—\ %E%(@?ﬂ—&]\jj
switch (conf-tm-sensor) # 1 OOHDITHE LE7,

T ARMBE T, VY =R T —=Z IR =
THIBRBIZESWTA NI =7 ENdh, VAT
L AEUN INotOK| ICEF SN L ZICKESH
£

AT 75 | destination-group grp_id TUA )R V-7 T RICAY | Bkt
5l - T N—T TR L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port YT AN TFarDF LA RN F—2ERERK L
i - T, BESNIPT RLARER—FMIA MY —3I
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/jiffo
50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRZY Fa P TE—RIAD,
B - TVARNY HTR7 YT a ek LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

ATy 78 |snsr-group sgrp_id sample-interval interval Y= IN—TEBEDY T A7 ) T a )

1 -

VLT, T—AOY Y M () B
N ZRELET, oY IR, 2 A v F

=FLEHETFLA Y )
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EFLEHETLA LY |

ARV RFERETIVa Y

B8

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VA NY F=ZEEHISRET L0, VY —
AARY FPREAELTZEEITHET 20 ERELE
—é‘O

R w79 |dst-group dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Pl I N—T e OV T A VT a ) vy
LET, BET 28RN —T 1T
destination-group ==~ > K C& fEL?"ﬁ%ﬁ"iﬁ'ﬁ?/l/w
Te—HTOVENRDY 7,

VhFERIET—2%FR—1) 25T B0 VXLAN /N X DFERL

vxlan /82 F~ULE, VXLAN E'7, VXLAN # ¥ 4% — VLAN % 7> % —_ BGP £'7 5 —

IR L, AA v FORBILE LAN EVPN (2

BT oEREEMELET, 2O/ TV ERHEK

LT, IS, FRFARNCERRELZEEICT LA FUIERAINETEEY, [F—4%
DEEETNIA R FOZE A82—2) | ZBRLTLIEE,

ZONRRFZTANEY T R—FLTHWERA,

FIEOHE

configureterminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ONDO RN A

dst-group dgrp_id

F IR D

snsr-group sgrp_id sample-interval interval

AU RFEREET7TIVa Y

=)

X w 71 | configureterminal
1 -

switch# configure terminal
switch (config) #

a7 4 Fal—varyE—RK2ANLET,

25w 72 |telemetry
1 -

switch(config)# telemetry
switch (config-telemetry) #

T VA N UBREOEE— NIZAD £97,

B =7\ EsRTFLARY
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ARy M EEET—8 ER— 25T 500 AN <ot [

AU RFERETIVa Y

B8

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—FDE Y — FTA—TEVERR L F
7,

R T 7 4 | vxlan environment BEOME % D VXLAN A7 2= hOT LA RY
i - TR T YNIERETE D L9127 % vxlan /3 A
switch (conf-tm-sensor)# vxlan environment ﬁj\vﬂ/;&*%ﬁkb(ij—o 7oV, %’E:ﬁ(@*?:‘—yj\jj
switch (conf-tm-sensor) # % 1 O@Hjjjﬁr—ﬁ/ﬁ\ ]\/iﬁ—o "j_:/7 /l/FﬁlﬁKI’?ﬂ:}ﬁL; L/

T, VXLAN 7 —Z 3R —Y 7RI SN TR
P = 730D, AR IRFEAELIZE X
EEINET,

AT 75 | destination-group grp_id TULA MR V=T T E— RICAD | Bt
5l - T N—THRER L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port PTRI VT arOF LA RN F—XERER L
i - T, BEESNZIPT RLARER—RMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id TLARNI Y TR YT g T7TE2—RIZAD,
il - TLVARNY) TR7 YT a a2k LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT 7 8 |snsr-group sgrp_id sample-interval interval o= I N—=TRBIEOY T A7) T g Y
B - Y LT, TAOFr T TR (LR
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1ﬁl %Eﬁ‘ﬁfbiﬁ—o F7Y :/? %ﬁﬁﬁ‘ﬂi\ AT
5000 W7 LA N F =25 EWICEHET 5. VXLAN
switch (conf-tm-sub) AN IDPFEAELTLEXICEETINERE L E

-é‘O
AT 79 |dst-group dgrp_id B /N —T OV T A Y T a i) v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, faEd DHkek 7 L —71%,
destination-group =~ > K Ca&iE L 7= #&#i st 7/ /v —
TE—HTHMERDLY T,

=FLEHETFLA Y )
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INA TR HERk 2SR

WOTH, NATLPHERSN TS Z MR L, FATHOT LA P UM EFR L TE

FIRDOHE

FIRD

DIEZHERTE £

1. show running-config-telemetry

EFLEHETLA Y |

ARV KRFERERETI V3 Y

=)

ATy T

show running-config-telemetry

i :
switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor—-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

TUA N OBIEOFITRER AR R LET,
ZOFITIEH, BV — I A—T7 4%, 1 BLT10
Gbps TEITSNTNDA U H—T = A AMBE L
DTy —FINET D LIRS TWE
T, B — N —T761%, 1 & 40 Gbps TEITS
NTWHAL LB =T A AMBT_XTOH T H—
ZIET D L O IR S IV TWET,

INR SR JVIEHRD R

IR SRR RATU KR

show telemetry usability =~ > RZfEHT 2L, 72U ZFIT LI L EITANR TR ED

% DNAZFRTEET,

B =7\ EsRTFLARY
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K2 sAuEgoRT |

AvE ERNE
show telemetry usability {all | environment | FTRTONRRAFULDTRTDOTF LA RY R
interface | resources| vxlan} Z . EIEEESN AR FAULDFTRT D

TULARNY RZA, Fi, HAZE, HSAR
TEWI) 72— )/ﬁif’ 1A X MZHEESN
TT VA NY T—=F5EWETLH0E I DPIR
EhnET,

AH =T 2 A ARNATYVE, REL
XF—U— RN 74N EIT7 )RV EE
nEd.

show running-config telemetry T LA MY LBIRS NI S AFRO FEATHER,

avy Kol

\)

()  showtdemetry usabilityall 2~ KX, Z0O& 7 v a RSN TWAHAxDa~vy RE3
CHEELZ LD T,

show telemetry usability environment =2~ > KOH &2 RIZ R L £97,

switch# show telemetry usability environment

1) label name : environment
path name : sys/ch
query type : poll

query condition

HpfuIKE#Hu&p3ytﬂgi%MIKE&agifﬂxmeckSFap&askLe;ﬂ&&o@e}magskte;ﬂ@lap&teqt%mpnapﬂﬁﬂx

2) label name : environment
path name : sys/ch

query type : event
queryicondition :

sw1tch#

show telemetry usability interface =~ > RO & RIZ R L £,

switch# show telemetry usability interface

1) label name : interface
path name : sys/intf

query_ type : poll
query condition :

qﬂy‘a@aﬂﬂdﬂwmmﬁlrammﬂmﬁmﬂ; [beplsicers

2) label name : interface
path name : sys/mgmt-[mgmtO0]

query_ type : poll
query condition :

=FLEHETFLA Y )
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EFLEHETLA LY |

qeyHaos=s Hressgery-tarost-fi ltereg Myt Tf.adnir:, ") segoa oeefi il Srgo-a ree-Classsmu FrerSats, monlfn, oo, montiH T, moHf o

3) label name

path_name

query_type
query condition

interface

sys/intf
event

ethpmEncRtdIf.opersSt,"

4) label name

path_name

query_type
query condition

,and (updated (ethpmEncRtdIf.opersSt) , eq(ethpmEncRtdIf.opersSt, "up"))))

interface

sys/mgmt-[mgmt0]
event

qﬁyiarﬁzsbm@w@@t-ﬁlmtr@amo ,aested) oG prted T qres) eo (Mt TE g, ")) e ot (o T gy et TE. g, 1 pY))

switch#

show telemetry usability resources =2~ > KOH 2 RITR L E T,

switch# show telemetry usability resources

1) label name

path name
query_ type
query condition

2) label name
path name

query_ type
query condition

resources
sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

3) label name

path name
query_ type
query condition

resources

sys/procsys/sysmem
event

query-target-filter= and(updated(procSysMem memstatus),ne (procSysMem.memstatus, "OK"))

switch#

show telemetry usability vxlan =~ > KOF| 2 RIR L E T,

switch# show telemetry usability vxlan

1) label name
path name
query type
query condition
2) label name
path name
query type
query condition

3) label name

path name
query type

B =7\ EsRTFLARY

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral

vxlan

sys/eps
event



| EFLEHRFLA Y

2 T4 T
r*MT47T T

21747 7—5Ex 2 ||

query condition : query-target=subtree&target-subtree-class=nvoDyPeer
4) label name : vxlan

path name : sys/bgp

query_type : event

query condition : query-target=subtree&query-target-filter=or (deleted(),created())
5) label name : vxlan

path name : sys/bgp

query_type : event

query condition

qEqH3ms}&haaﬁmxﬁbsiUB%CBsﬁxplmbgﬂirbgﬂﬁﬁfhgiu@fb;RE@ﬁhﬂyngEﬂtirHBb}QEEU?ngEﬂtﬂhﬁyngE@ﬂId

switch#

T 51 L:jE/\;(

— B REET/RRIZDNT

NX-OS7 LA RV, FEDA T TA T I F X EETT =4 _XN—RARES RN =2 —
NN TF =2 EELTHDIAT 4T F—4 V—R&HFE—bFLET, KbVIZ, F14TF 4
T T EEREEATLE, a v R b ERET TV —va vk Ty LT, B
THMERET VAR AP —LIZHATEET, XA T 47 T —F FETLDONRRFTA 7
FALNT I FXITBI WD, ZOBRIIFHRMEZRILL, XA T4 777V r—2a i3
mum%vx%)&ﬁﬁféiﬁo

FAT 4T T—=H BEXAREBFEHT DL L, BFEOE P — R LT, BV ML
TVfb)T BEZIZTEET, ZOMEILINX-SDK EHEE L T, (RONXZNEDT LA
Y S5—=2DARN) = T HPR—FLET,

cIPL—FDT LA N F=FEXETDHRIB /A,
B L OEHMAC = R DT LA Y F—FE2EETDH MAC /SR,
«IPv4 & IPv6 (DT L A N Y F— 2 ZiR(E T 2 BERAfR N X,
YTRI N F g EERTDE, BRI AAZDOTRTOT LA R F— 2R EHEEE LT

ZEFICA NI —I 7 aNET, EBEEOH, A X MBEMOAPZEHICA N —I 7
EhExd,

FIAT 4T T—=H EEL/RADARN) = T1E, RO a—F 47 A4 TP R—1
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

s 22 7X7 K Google Protobuf (=2 >7X7  GPB)

=FLEHETFLA Y )
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B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

*ATF AT F—BEETSREBIZR FY—S VT ENBTLA R
F—4

ROFNT, KV —=ANRZHONT, T RZ VT a URRINER S E (R=2 T4
V) AN MEMPBRELTLEZICA RN =7 INLFERE L TVET,

B =7\ EsRTFLARY



| EFTLEBHETFLALY

FAT4T FoARERARAIR kY —3v55neT LAY 7—4 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE

=FLEHETFLA Y )



B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

ETLEHETLA LY |

Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w

B =7\ EsRTFLARY
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AT 4T FaAERARAIR =20 snsF LAY F—5 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P

A Ry MEFITIE,

N EFALF Iy s = b Y

DGR IR—F SN THE
—a—O

=FLEHETFLA Y )



ETLEBHETFLA LY |
B sssacsnss

Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (7Vv kLI —) /32
DOTFTLVARN)EHBELTZ I A
A—hZNET:

«IP7 KL A

*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

< BEREBALR T vk r
=) DARY N HAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

N =
EEBRIELHINEIE
FAT 4T T —F FEETL SNAREICIL., ROFEEFHLHINFEERNH D 97,
*RIB, MAC, BXUBHEMEZR (TVxv vy —) ORAT 4 T FT—ZEETLAANLD A

M) = T O%E, Brh— 32 a7 ¢ OFHIL. depth, query-conditiond 5\
X, filter-condition7e & DA A ¥ LHEHELZ V7 R— F LEH A,

W—T A VT BEBDRAT 4T T—REET/NADERK

URIBIZEENDTRTONL— MIBETHEREEET 2NV —T 4 V THERORAT 4 7 T —
HIEETANAZHER CE £, BT DL, REMITTXTOL— MEREXELE T, ~—
2G5 D%, A v FNYPR— T HV—F 427 Fr b aLon— FERFEIREECS
WCHEHMAEFE SNET, RIBEMTERFEINDGT —XIZOWTIEL, R T 47 T —FEET
NAFNZA NI =T ENBT LA R) T—% (663—) L TIEIN,

B =7\ EsRTFLARY


https://github.com/CiscoDevNet/nx-telemetry-proto
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1R BHHIIZ

T LA NUBREZ B L T WA,

N—T 4 VIR A T 4 T F—atER 2o ]

ZZTHMICLET (featuretelemetry) .

FIEDHE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED %
ATV RFEREETIVaY B
ZFwF1 |configureterminal ar7 4 ¥al—rarE—REANLET,
i
switch# configure terminal
switch (config) #
AFvT2 |telemetry T LA b UBRRORRE— FIZAD £7,
i
switch (config) # telemetry
switch (config-telemetry) #
R w73 |sensor-group sgrp_id ot — TN—TEAERLET,
£
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
X7 w74 |data-sourcenative FEEDETNRT —H RN— AT, KA
i - TFAT T TV = arNA Y =L F—F &l
switch (conf-tm-sensor)# data-source native ﬁﬁf% CES 2 K‘ ?_&%457]:%%4 747 K?,%/]i
switch (conf-tm-sensor) # L/jz7fo
ATy 75 |pathrib N—bEN—bF T 7T = MEREA N —I
Bl - 4% RIB S A &R LET,

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV RFERETI3Y EL:Y
A7 w76 |destination-group grp_id TLUA RNV V—T T = RIZAY | #
Bl Bese s =T E R LE T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 U FL a0 dDF L A N FS—F % BT
} encoding { JSON | GPB | GPB-compact } SNEIPT RLAER—FMIA MY =374 3
151 LolcHE L., 5 —F% A M) —2D7Fu hajLk
switch (conf-tm-dest)# ip address 192.0.2.11 port] =~ 1 FEBIEL £,
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A7 w78 |subscription sub_id TLARNY YT Z7Y FvarPTE—RIIAD,
B - TLVARN) T2 Y TFva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
AT 79 |snsr-group sgrp_id sample-interval interval Y= IN—TEBEOY T AT Y a0z
i - V7 LT, T—20Y 7Y oI (3 VE
L A== N ° YT » =3 N
switch (conf-tm-sub)# snsr-grp 6 sample-interval h{{A%EEXXEIJE%:rO %%Vii7 % «/5<ﬁﬂﬁmfi\ AL T
5000 MT VAN F—=F2EHRINCEET D0, A~
switch (conf-tm-sub) § B—T xR ARy R LT & FICEIET S
MEPRELET,
AT 710 |dst-group dgrp_id BRI SN —T B DY T AT Y T a i) vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fBET 2807 v —7 13,
destination-group =~ > K C%E L 7= 7 v —
T =T LHNENRDHY ET,

MAC 1BERD R A T4 T T—EET/NADIERL

MAC 7—7NVDFTXTOxT L M VIZETHEREEET D MACITERDO R AT 4 7 T — 4 i
B /NAEZHERTEET, BT H L, EEHEIZTXTOMACEHRZEELET, LEED
%, MACT RL AN, B, BIXOHIBRBIEO®MENEE SN E T, MACHAITER S
NDET—HIZOWTIE, XA T 47 T—FEEITANARIZA N =7 SnbT AN

T4 (66 ~—)

B =7\ EsRTFLARY

ZZRLTITEEN,



| EFLEHRFLA Y

FIRDEE

F IR D 8

\)

MAC 5D+ 1 7« 7 F—2Em 20 [

GE)  THEZITHIERA RV FOBRA,

IR SNET,

MAC @%1%. IP BEEEfR 2= > MAC 7 RL R IZxF L TD

1R BHEIIZ

TUARNUEZADNIL TWRWEEIX, 22 CTHMICLET (featuretelemetry) .

configureterminal
telemetry

sensor-group sgrp_id
data-source native

path mac
destination-group grp_id

NOOAWN

GPB-compact }
subscription sub_id

o

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV RFERETI Y

S

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ay 7 4 Xal—varyE—R2ANLET,

ATv T2

telemetry
11

switch(config) # telemetry
switch (config-telemetry) #

7 LA b URKREOHERR T — NIZAY £7,

ATvT3

sensor-group sgrp_id

1 -

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

ot — N —TEER LET,

ATvT4

data-source native

1 -

switch (conf-tm-sensor)# data-source native
switch (conf-tm-sensor) #

FFEDET NRT —H R—A LB, A
TAT T TV r—rvarPNAN)—L T —H%EH
FATE5L512, T—HRHETLERAT 4 TITHE
LET,

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV FFEREETIVa Yy

S

AFwv 75 |path mac MAC = K U B X O'MAC a4 5 a2
Bl - R U —A7 25 MAC S A& L £,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #
RTw 76 |dedtination-group grp_id TUARNVEEREI VT P TE—RICAD, #
Bl g TS
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
AFw 771 |ipaddressip_addr portportprotocol { HTTP | gRPC | #7227 J Fo g DF L A N F—X % $&5E
} encoding { JSON | GPB | GPB-compact } NPT RLRER—FMIA RN —I 743
- EoTHE L, 7= AP —LaDFm hane
switch (conf-tm-dest) # ip address 192.0.2.11 port] ::;/:1»—]¢%a§%ﬁ§L/j£7fo
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
ATy 78 |subscriptionsub_id FTLANIHTR7 YT ar$7E—RIZAD,
i - TLARNY FTR7 YT a il LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
AT 79 |snsr-group sgrp_id sample-interval interval oY — IN—THBHEOY T A Y T a i
i - V7 LT, T80V 7Y I (3 VE
AN == ~ © N a = w
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁf{A%EEXXEIJE%:fO f*«i:7 % //iiﬁﬂiﬁpi‘ AL T
5000 WT LA RNY F—=2 2 BHRNCEET D0, A~
switch (conf-tm-sub) # H—=T o f A AR IR ELZEXITHETS
MaEPRELET,
A7y 710 |dst-group dgrp_id Pt IN—T R DOV T AT Y T a ) vy

&1

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, EET D87 NV —7 13,
destination-group =~ > KT E L=k e 7 v —
TE—HTHMERDHY T,

B =7\ EsRTFLARY
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¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

FTRTHDMACIEERD KA T4 T T—FXET/AADIERL

LAY 3IBLRLA Y205, MACT—7NLDFTRTOT NICHETAIHEREEETS
MAC IO RA T 4 7 7 — 5 EEIL N AR CE E3, BT 5 &, REMEITTITO
MACTE# A2 XE L £, BUEHEDOHR, MACT FLADBM, FH., B L OHIFRERIED @A
EEENET, MACHEHMTEEESNDE T —ZIZOWTIE, R T 47 T—FEE T2 I
AR =7 ENDTVLAR) T—4% (66 %—) ZZRL T,

)

CE)  BEHETZITHIBRA N bOGE, MAC AL, 1P BEERIRZF> MAC 7 R L AIZX LTO
HEEESNET,

188 BRI
TUAMUBBEEZ AL T RWESIE, 22 TAMCLET (featuretelemetry) .

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED %
ATV RFEREETIVa Y B
XFw 71 |configureterminal a7 4 FX2l—aryrE—FREANLET,

i -

switch# configure terminal

switch (config) #

ATy F2 |telemetry T LA N UBREORRE— FIZAD £7,

i -

switch (config) # telemetry

switch (config-telemetry) #

RT3 |sensor-group sgrp_id ot — TN—TEAER L ET,
i

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV FFEREETIVa Yy

S

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Z 5w 74 |data-sourcenative BEDETFNRT —F R AR NEL I, A
il - TAT T TV r—varPA RN =L T —X % fl
. . HATE5L9512, 7—HHELERAT 4 TITHE
switch (conf-tm-sensor) # data-source native
switch (conf-tm-sensor) # L/EEjro
AFw 75 |path mac-all FTRTOHOMAC =2 kU BLOMAC E@AIZBET 2
Bl - Tz A2 R Y—257 25 MAC SRR MK LET,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #
A7y 76 |destination-group grp_id TLARNVEE I N—T BT E— RIZAY | B
Bl ey N7 R L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
R7 w71 |ipaddressip_addrportportprotocol { HTTP | gRPC| 4727 U 7o a > D7 LA MY 7= % {/E
} encoding { JSON | GPB | GPB-compact } ENFEIPT RFLAREFE—FMIZA RN —3 02713
5l - KO L, 7—% AP =07 m fhartk
switch (conf-tm-dest) # ip address 192.0.2.11 port] BLL/:I»—]Q%EEQﬁgL/jzirO
50001 protocol http encoding json
switch (conf-tm-dest) #
i -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT w8 |subscription sub_id TLANI Y TR F g 72— RNIAD,
i - TLARNY) FTR7 YT a2l LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
RTw 79 |snsr-group sgrp_id sample-interval interval vt — IN—TEBEOY T AT Y S g T

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Yo7 LT, F—Z0% 7V o7 () BE
fr) ZFHRELET, Vo7V TR A v F
MT LA RN F—2EEMICEET D0, A
H =T f A AN IRREAELZE EITEETD
DEPRELET,

B =7\ EsRTFLARY
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PiEoR1 747 7—4 2o [

ARV RFERETI Y S

AT v 710 |dst-group dgrp_id Bl N —T YT 2 ) g0z v

1 -

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LES, EETDERE 7V — 713,
destination-group =~ > KT E L=k e 7 v —
TE—HTOINERDY T,

IPBEEDRA T 4T T—3 INADERK

AA v FOFTXTOIPv4 & IPv6 BEEICBIT D IEM ARG T 5 IP BRGSO A T 4 7 T—
HEETENAZRER CTE £, BT 2L, RUEMIT T X COBEEHZ2EE UL, AUEHE
D%, BEEEBRIEOBM, B, BLOHIBRICET 2 @MARE SN E T, BEEREM TEE
EINDT—HIZOWTUE, FAT 4T T—HEFILEANAMIZA NI —I T SnHT LA b
U 7—% (66 %—) #BELTIEEN,

sk b BRI
T LA MUBBER AL CORWEAIX, 22 CTANCLE T (featuretelemetry) .

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path adjacency
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
Flgn
ARV EFEREEFT7IV3 Y B#Y
Z 5w F1 |configureterminal Ay 74 Xal—varyE—FREANLET,
11

switch# configure terminal
switch (config) #

RTwvTS2 |telemetry

51

switch (config) # telemetry
switch (config-telemetry) #

T LA N UBREDOEKE— RIZAD £7°,

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV FFEREETIVa Yy

S

AT w73 |sensor-group sgrp_id ot — =T EAER L ET,
11 -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
AFw 74 |data-sourcenative AT AT TTVr—varNA R —L T —H
Bl - EHATE DL OIC, Py R_EREFA T A 71T
=g
switch (conf-tm-sensor) # data-source native mzﬂiL/EETro
switch (conf-tm-sensor) #
A7y 75 |pathadjacency IPv4 L IPv6 BEEEICBE T D15 E A b U — A7 DB
. B AE R L ET,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
A5 76 |destination-group grp_id FTLANVERE V=T T 2= RIZAY | #
Bl Wiy — T AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
A5 w71 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 ) FL a o DF L A N F—X % $55¢
} encoding { JSON | GPB | GPB-compact } NPT RLREFR—RMIA RN —I 743
i : EOTHEK L, 7% ARV —LOTa bank
switch (conf-tm-dest) # ip address 192.0.2.11 port] j;>/:1h<]€%EEQiEIJEE7fO
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
i -
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
RTw 78 |subscription sub_id TLANI B TRAZ YTV arHTE=FRIZAD,
il - TLARNY) TR7 YT a a2k LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
AT 79 |snsr-group sgrp_id sample-interval interval U — IN—TEBIEOY T A ) T a i

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

B =7\ EsRTFLARY

Vo7 LT, T—20W 7Y iR (YK
) #RELET, Vo7V o THRIE. A vF
DT LAY FT—=2EEHNEET D0, AV
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w1747 7—4 v—2 K2 fEm0ET |

ARV RFERRTIa Y =)
B—T e A ARYNPFELIZE FITHIET D
MERELET,
R 710 |dst-group dgrp_id T S R

1 :

switch(conf-tm-sub)# dst-grp 33
switch (c

L7, fREd o8kide 7 v— 713,
destination-group =~ > KT E L=k e 7 v —
onf-tm-sub) # 70&*ﬁj”5%\£7533?) Y ijﬂo

2 T4 T T—2 V=X NREHRODEIRT

NX-0S @ show telemetry event collector 2~ > REEH LT, XA T 47 T—4% Y —A )RR
DOFHEHRE DD ¥, FlFe T — 2R RTEET,

MEHFERORT

show telemetry event collector stats =~ > REFITL T, XA T 4T T —H V—A /RADHKE
FHERE DD X EFRRTEET,

RIB /S 2 D#EFHEHR DB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch#

MAC 7S A DffEEHE R OB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch#

Bt < 2 OFLEHE B OB
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HIVEDERT

show telemetry event collector stats =~ > R&ZEH LT, T XTORAT 47 T —% J—A N
ADTT—DHEFIERRTEET,

=FLEHETFLA Y )
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AR)—=

EFLEHETLA Y |

switch# show telemetry event collector errors

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Pending Subscription List Create Failures
Subscription Hash Table Create Failures
Subscription Hash Table Destroy Failures
Subscription Hash Table Insert Failures
Subscription Hash Table Remove Failures
switch#

| T N |
O O O O O o o o

> %7 Syslog

TLARYJEDR R1)—= 2% Syslog [ZDULVT

CiscoNX-OS U U —2933) LARE, EF AEREVT L A R UIX, YANGZT —4% Y —A &L LT
EFHT DsyslogDA RN =7 h2YR—FLET, YT7RAZ VT a2 ELTLHE, T
T syslog WIHEM L L TZEHICA M) =7 E3nE T, 2 OMAEILNX-SDK & L
T, WD syslog NANHDARNY —I 7 syslog7 —H&#HR—FLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DRI, syslog A X MEHIOAZPZEEICA M) —I 7 SET, syslog 73AD A
M) =273, ROy a—=F 47 84 FeHR—FLET:

+ Google Protobuf (GPB)

« JavaScript Object Notation (JSON)

Syslog [RERD 1=HD YANG 7T—743 V—R /XA DR

FIRDHE

ALy FTHERINTT R TD syslog (ZBAT D15 H A 1515 T 5 syslog D syslog 7N A Z AR T &
F7T, YT R IATFTHELE, R=RT A EIT R TOBEFED sysloglF A EE L ET, ~—
AT A D%, WHEIEL, AA v T THERINTZH L syslog 1IZx L TOREEINET,

IR eH B
T LA NUBEEEZ A L TR WEAIT, featuretdlemetry =~ > R THZIC L E T,

1. configure terminal

B =7\ EsRTFLARY
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Syslog D 1= YANG 7—4 v—2 K20 [}

ip address ip_addr port port protocol {HTTP|gRPC } encoding { JSON | GPB | GPB-compact

2. telemetry
3. Sensor-group sgrp_id
4. data sour ce data-source-type
5. path Cisco-NX-OS-Syslog-oper : syslog/messages
6. destination-group grp_id
7
}
8. subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

=3 k2 i
ARV NFEREETIVa Yy E]:g]

ZF w71 |configureterminal Ja—N)yar74Xal—vay E— Naefllh
i LETS
switch# configure terminal

ATy T2 |telemetry TV AN OWLE— FIZAD £,
i -
switch(config)# telemetry

ATy 73 |sensor-group sgrp_id T — I —TEER L ET,
£l -
switch(config-telemetry)# sensor-group 6

RTw 74 |datasource data-source-type T =X — A& YANGIZHTE L. X1 T 4 7 YANG
Bl - AN =T ETNVEMEH L Tsyslogh A b Y —
switch (config-tm-sensor)# data source YANG 7 VC% L& 2 i Li'@‘o

RT7w 75 |path Cisco-NX-OS-Syslog-oper:syslog/messages ZA o F CTHERENT syslog Z A h U —3 74
Bl - % syslog /XA &% E L7,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7y 76 |destination-group grp_id TLUA NG I N—T BT E— RICAY | #%
Bl Wiy v— T TR LE T
switch (config-tm-sensor)# destination-group 33

AR5 w71 |ipaddressip_addr port port protocol {HTTP|gRPC } |47 227 ) FL a o DF L A N F—X % §55¢

encoding { JSON | GPB | GPB-compact }
i -

switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json

1 -

SNEIPT RLAER—=MIANI—I 7T 5
koL, =% A Y —LDFa hand
T a—RERELET,

=FLEHETFLA Y )
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B s ixorLaby F—52ry—325

ARV FFEREETIVa Yy E]:g]
switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

AT w8 |subscription sub-id FLARIYTRZ YT g ¥ 7E—RICAD,
Bl - TLANY B TRZ YT a B LET,
switch (config-tm-dest) # subscription 33

ZFw 79 |snsr-group sgrp_id sample-interval interval v oY= N—THBEOY T AT U T g Nl
1 I L, T2 BT TR OICEREL T,
switch (config-tm-sub)# snsr-group 6 syslogi(/\“‘/ l\“ﬁi?ﬁi L/f:)& X|ZAA “/.?Z)ST LA
sample-interval 0 M) F—=FZ2EETHLIICLET, interval 12D

WTIE, 0 DHPZIT AFLARE/E T,

AT w710 |dst-group dgrp_id BN — T OV T AT Y T a i) v

Bl LT, RETHRES v —T 1,

destination-group =~ > K CHEk L 7=k e 7 v —
Ty TFTAHAMENRHY T,

switch (config-tm-sub)# dst-grp 33

Syslog \ADT LAY T—R RK)—22F

EETNAAT LI, WOT—T 0T, BT R YT a URROICIER SN D L&D [R_R—=
FA L] IZBWT, ZELTARY bOBRMNIEET D EXIT, EAREFEERNPA M) —I 7 X
NHMNERLTWNET,

INR HBIRD) T3y R=RF 4RV MEH
e

Cisco-NX-OS-Syslog-opersyslogimessages | 2 - F 23 BEEFO TR TD | AA » FTHA L= syslog D
syslogZ A R —X V7 LE |4 X MlHEEFELET,
EE » message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

¢ text

B =7\ EsRTFLARY
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ason ho ]

syslog /X R FHRD TR

syslog S ADFEHER E 7 5 FTZT T —%FK AT HITIE, CiscoNX-OS D showtelemetry
event collector =~ > R&EEH L 7,

GRS
show telemetry event collector stats =~ > K& AJ19 5 & syslog /SR Z & OfaHE®RE 7
B FRTEET,

WIZ, syslog 7S A DFEFHEBMO B 27~ L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDRT

show telemetry event collector errors 2~ > R&f 45 &, T X TD syslog N AD T T —DH
FTAERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o o

JSON H A D5l

Wiz, JISON oV Iz Rr LET,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0"™ 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper$3Asyslog%2Fmessages
>>> TM-HTTP-VER : 1.0.0
>>> TM-HTTP-CNT : 1
>>> Content-Type : application/json
>>> Content-Length : 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40

=FLEHETFLA Y )
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data_source : YANG
data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF_UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB O t 71451

IZ KVGPB O il 7R LE 9,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

Read frag:1 size:339 continue to block on read..

All the fragments:1 read successfully total size read:339

node id str: "task-n9k-1"
subscription id str: "1"
collection id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {

B =7\ EsRTFLARY

EFLEHETLA Y |



ETILEEEIRIT LA LY
kvePB 015 [

name: "content"
fields {
fields {
name: "node-name"

string value: "task-n9k-1"

fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000

fields {
name: "time-zone"

string value: "UTC"

fields {
name: "process—-name"
string value: ""
fields {
name: "category"

string value: "VSHD"
fields {
name: "group"

string value: "VSHD"

fields {

name: "message-name"

=FLEHETFLA Y )
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string value: "VSHD SYSLOG CONFIG I"
}
fields {

name: "severity"

uint32 value: 5

}

EFLEHETLA Y |

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"
}
}
}
}
SFEESER
DMDZ
A > M IS
BEEE M
BEhEEE RZaTFILEA ML

Solution) ]

VXLAN EVPN ®7 L A b U BB ORERKSF],  |[[VXLANEVPN Y U =2—32 5 OF7 L A KU &
B (Telemetry Deployment for VXLAN EVPN
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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