AT

» Guest Shell [IZ2W\WT (1 =)

s Guestshell (2B A 1EEFH L FHIREH Q2 —)

s Guest Shell ~D7 7 & (9 _—)

AN v VIEREND Y Y—A (98—Y)

« FA Rz VOMRE (10 X—)

e TARN V2 ADEXF2 VT 4 FRAF Y (193—)

AN TFAN VAT LDT 7 EAFIR (22 =)

« AN T LOEE (22 5—)

o [AEY— R & Guest Shell fEHOMFE (36 ~<—)

AN TN LDT Y r— g OKEGERRER) (37 X—)
* Guest Shell 7257 7'V r—3 3 V&2 KEMICEENT 2 TIE (38 <X—)
o FAN VENNTOY TN T TV r—a (38§—)

* Guest Shell (ZE T HRED N T TNy a—T 47 (39 X—2)

Guest Shell [ZDUVT

AL 704 Linux BEE TONX-OS CLIB LW Bash 7 7 2 A ITMAZ T, AL vFix., [HFZ b
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN 2 VNS | network-admin (ZIXR DOFERENR H Y £,
sLinux Ry NV —2 A B —T A A% LIcXy NU—7~DT 7& A,
CAA T DT— KT T ya~DT IR,
o 2A v F OFFREME tmpfs ~DT 7 & A,
« AA v FDCLI~DT 7 & A,
e AA FDIKRAN T7A IV VAT L~DT 7 A,

* Cisco NX-API REST ~DO 7T 7 & &,

I TR TL .
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«Python 27 U7 M A A h—)L L TFATT HIKEE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,
ST EIC L o CEITERAYIVEEST Z & T, D Linux 27 F TEITSINTWVDHER A

N RTLRT TN r—a AN E 2PN, TV r— g DO =— XA HE T Linux
BREEA DAL A RTHIENTEET,

NX-0OS 534 2 TlX. Linux Containers IZ virtual-service 2~ > RTA A h— /L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

N\

CGE) 7 74/L b TIE, Guest Shell 1%, A&IZT % EKI35MB O RAM & 350MB D7 —h7 7 v
Vo EA LET, Guest Shell 23F ] STV WEE X, guestshell destroy =1+ > K& {# ]
L CHIE®REZBMHE L £,

Guestshell [ZBH9 535 FI1E L HIfREI1E

FTARTOY ) —RIZHBOITERIA

| o

EE  Guestshell DA A b—/LINTH AH LMEHEEFIT LT2IEETE, Guestshell 7 v 77 L— &R
T3 DRI, T— b 7T v, ﬂ‘7j§/77\}<]\1/**“/\ F 721X Guestshell /L— b 7 7 A )L
AT DOIROMDIGETICE T 2 RAF L ET,

guestshell upgrade avy }‘ﬂj:\ ZIKEE'UL:\ guestshell destroykguestshell enable%@;’\ﬁb
THIITLET,

« Guest Shell 1%, 4GB D A& U Z## L7- 3500 5 /L (3524, 3548, 3524-X. 3548-X) T
W AR—FENTWERA, ZHE, XL E, IVEZLS DAV EHATT T v 74—
LTHR—FENET,

* Guestshell TV — K= ¢ ® DHCPD Y — "—%FE{TL TV AHE. SVI & —fEIcfiH4
HE, ITAT Y MCBEIET LAY 7 —ICHENRAT LN H Y 9, Arae/e[alkE
WiX, 7e—FX v 2 NIEZHEHATZZ LT,

* run guestshell CLI <> R&EMFEHL T, A4 v F D Guestshell {IZ7 7 AL ET, run
guestshell A< R, WA N = ~DT7 7B AFEHZID run bash I~ KITH
BLET, Zoa~vr REfHT 5 &, Guestshell iZ7 7 A LT Bash 7’1 > 7 k& s
L7229, Guestsheld a7 F A MNTa~vy REFETLIZY TEET, Zoa~vy Nid
NAT—=RRLOSSHEZHEM LT, 774/ bORy MU —7 A4RF1Z2EMIC & % localhost
DA FIREZR AR — MTHERE L £ 7,
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Guestshell (<83 2:xEHmEesREE [

ssshd—T A VT f1E, B—HNVHRAPFTY v AL LT, Ry hT—7 DHE L DR
PATEERET S Z LI XY, Guestshell ~\OFEFHEKREN/ZSSHT 7 B A2 f#E T £
"9,—0 sshd ﬁiﬂiOK@%‘éﬁE?ﬁ)% D jf—g_o

« ZHE, RRAU—KRIZT7 =Ry 7 LN F—_— ZXDOFFEH IR ST E
‘g—o

« Guestshell D FFHEENFE 12 Guestshell I 7 7 B AT A= DIfEH IS F— 255 2
LINTEBDIL root 7217 T,

s root MR A M EDOF—2ET 7 7 A N EHRHSIMD Z LR TE, "R MBash7 7
Y A B R OIEREL — — 3% — 2 L T Guestshel IZBFt CZ 2L ol LET,
F v hU—7EH o —Y —3, Guestshell T sshd DBIDA A X L A &BAIE LT,
Guestshell % v U — 7 &2 —H—%, Guestshell Tsshd DBIDA > AKX > X % Btk
LT, &y hU—27&# a2 —W—|L, Guestshell T sshd DBIDA AKX o 2 &BAGAE L
T, 7I7EBATELLIICTHIENTEETA, Guestshellizr 71 »F 52— —
WZiEry N — 7 EHEHER S 52 bET,

(GE)  Guestshell 2.2 (0.2) THASNTZF— T 7 A WL, =2—HF—T D
72 RAMERR ST = —1TxF L CREAILD ATRE T,

I 512, Guestshell 747 7 > MIEHEIMICHIBRS LW, A3
ozt Xy MU EHEEDHIBRTOLERNSH D 77,

2.2(0.2) X Y Ai® Guestshell £ > A h—/LTlX, fHlx D2—H—
Ty NSRBI ER S E R A,

T ITHHTEDLHLWAAL »FIZCiscoNX-08S V7 b7 =7 VU —R%&A LA R—/L
4% & Guestshell X HEINIZEZINC RV F4, FOBRDAAL vF VT NI TDT v 7
7' L— RTCiL. Guestshell [ ZHENICT v 77 L—RENEHA,

* Guestshell V UV —ATlL, BAFEZITREAN—Ta U NERIND &, ATV Y —F 5N
éj\bij—o

« NX-0S ® Guestshell 1%, BIE/ SZADR— I, 77 —A 7 T ZAD Linux f v F—7 =
AARALLTT 7 EBATEET,

¢ NX-OS @ Guestshell |Z. NX-API ~®Da—H /L Unix Y4~ v & fEH L. dohost #/L T2
<~V Ry VIT 7B ATEET,

1. 9.3(8) LAFED NX-0S @ Guestshell (23T, NX-API V7 v h~D7T 7 & A%, root/i&
HE -V —HRTORFATINET,

2. 9.3 (8) LIFED NX-0S ® Guestshell IZB VT, NX-0S 7 7 A /LI AT L~DT 7T A
X, root/EHE 22—V —72 1T NITVWET,

* Guestshell U UV — 2 Tl&, CVEWfiRIRIND &~ AT —F 5035 LE T, Guestshell i,
CentOS 2NAB L7-8 812D CVE Z# HH L £,
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« dnf update ZfEfH LT, CentOS UARY hUMnHH— K X—F 1 D& X2 U7 1 gtk
FEZEERGTLAIZ2BE#IOLET, ZNIZED, CiscoNX-OS Y7 Ny =T DT v/
F— R E2FoZ L BHPMATEEICR 577 L ZFICATFTELAREENELNET,

F 721, guestshell update =~ > FZfEH T2 &, BEAFD Guestshell rootfs 23 (& Z#ix 541
FT, WA~ A XL T v =T Roulr—0OA A b—)LiE, ZDO#H L\ Guestshell
rootfs DA T XA NNTHEFRITTAILERNH Y £7,

Cent0S DY R— F& T & Guestshell ~D L

Guestshell iX CentOSEBEICE DK LXCaAVTFFTt, A—7 v V—X aia=FT 4 DOFEH
XD E, CentOS8 7= ME2021 4F 12 AL TIZHAR— KT LET, CentOS7 7

nY =/ MEIAEE S, 2024 4 6 A E TR — PR T TS FETT, CentOS7 O ZDE

WY R— M2 LY., HHFOD CiscoNX-0S V7 F 7 =7 10.2.x 1% Guestshell 2.11 (CentOS 7 ~X—
) WXy —=fpENTWET, ZiE, 101x U U —2RDT 7 /L MNREETH 5 Guestshell
3.0 (CentOS 8) A&z F7,

Guestshell 2.11

CiscoNX-0S U U —2Z 10.2(1) LAF%, CentOS 7 237 7 #+ /L b @ Guestshell BB & L CHERH S
F L7z, BEEOFEMIZOWTIL, TCntOSOYR— MMET | 7 a v 2R LTI7EEN,

Guestshell 2.11 {21 python2 35 & TY python3.6 DR — M3 FJE LT EF, Guestshell 2.11 &
Guestshell 3.0 D OEREIXFR U £ £ T,

N\

GE)  Guestshell 2.11 @ rootfs YV X13K) 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 [ZFEIESNTEY . NX-0S102x S IIFHTEX ¥ A, Guestshell 2.11 ZfFH
THZEEBEODLET, 72720, 102x Y 7 b7 =7 %, Guestshell3.0 2> 7 FH L 010.1x
TEIWEL TV 5 3.0 Guestshell =2 T F & O HEHMEAHER L TV ET,

N

(GE)  Guestshell 3.0 @ rootfs 1 X%, Guestshell 2.0 ® 170 MB (2% L C 220 MB T9,

Guestshell 4.0

Guestshell 2.x (213 Centos 7 3 & LTV E T, Centos 7 DY AR — MMET 12024 0D T,

L 72235 7T, RockyLinux 9.2 X—A®D Ixc 2 7 F T 5 Guestshell 4.0 73, Guestshell 2.x & &
Xz 5 TETT, Guestshell 4.0 (X, CiscoNX-08S U U—R102.6 B8LVFT 74 /L k /3 r—
L LT Guestshell 2.x B X 7 a— RA[RER A7 > a & LTHIHTE £9, Guestshell
401%, KDY Y —ATT 74V MR ET,
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Guestshell (<83 2:xEHmEesREE [

\)

GE)  Guestshell 4.0 ® rootfs ¥ X% 400 MB T, Guestshell 2.x Tl 350 MB TL 7=,

Guestshell 1.0 5* 5 Guestshell 2x ~D7 v 75 L— K

Guestshell2.x 1%, CentOS7/L— bk 77 A )V VAT KZHSNTWET, 227 27 % Guestshell
1LOICTNE T LTz cconf 77 ANERITZ—T 4 VT 4 DA TRy 7 AVKRY NI RHD
55 1%, Guestshell 2.x TR URBAFIAZ 4D KT HEAH Y 9, CentOS 7 DiENZBJE L
T, BRRAZ V7 NeBT 20ERNO L5800 £7°,

Guestshell 3.0 Z{#F L 7= Jacksonville J ') — XN 5D NX-0S DEFH 5 L— K

Cisco NX-0S U U —A 10.1(1) LAKE, Guestshell 3.0 Y R— DA T T AT 7 F ¥ RN—T g

X 1111281 & EF s TuvET (show virtual-service 2~ R THER L TL7Z&W) , Lz
> T, Guestshell 3.0 OVA I[ZLIRTDO Y V —ATIIFEHTE A, Indall all 2~ Ka&fEHA
THE, N=Va VOARA—ERHIEE I, =T =B Ar—3INET, Guestshell3.0 ZLLFTD U
V=X 7 L— K9 HENT. Guestshell 3.0 ZfilfFHE L T, Guestshell 3.0 3 LLFTD U Y — R
TEBLZ2WEOIZTDZ 2B LET,

Guestshell 2.x

Cisco NX-OS (X, +5372 ) V=A% b DV AT ADT 7 4/ b THBIHIIZ Guestshell DA > A
=B LOFEIMLEITVET, 7272 L. Guestshell 35— K L72\> Cisco NX-OS 1 A —
TTFNRA AN v— RENDHEE. BEFED Guestshell 23 B BRI HIR &

AU, $VMAN-2-INVALID PACKAGE MFITINFE T,

Guestshell 2.x 7 & Guestshell 30 ~D7 v 75 L— K

Guestshell 4.0 13, Cisco DAY 7 bU =7 XU rn— R X=UhbH 7 rn—RTE,
guestshell upgrade =~ & A L TA A h—/LT&E £7,

WKDFIZ, Guestshell DUV —RZRLET,

% 1: Guestshell ') ') — R

Guestshell ') 1) —X

NX-08 BN R—rg 51—
A

HR— k &h % Python D/\—
D=

2.x 10.2.1 ~ 10.2.6 Python 2.7 ¥ & UX Python 3.6
3.0 10.1.x python 3.6
4.0 DX u— RA[RE OVA | 10.2.6 Python 3.9

Guestshell 40 127w FHL— KT BIZIE, ROavr FEFERLET

o FA RNV ZIVDBA A =)L ZILTWRNEEIZIE, guestshell enablepackage <downloaded
ova> av Yy REFITLET,
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)

c ANz RA VA M=)V E R, EITEINTWAHEAEIZIX, guestshell upgrade package
<downloaded ova> =~ > K& EITLET,

GE)

4GB O RAM ZH## L7232 2T A TliE, T 7 4V b TlE Guestshell XA 0 48 A
guestshell enable =~ > FZf#H LT, Guestshell 21 > A h—/L L TAMLET,

install all =< > R, BAED Cisco NX-0OS A A — & H—4 > h®D Cisco NX-0S A A — &

O HHMEERGEL F7,
HHPEDIRNA A=V A VA B =L LIRE DO 2RISR L ET,
switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 % $VMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[#H##H#44f 4444444 44#4] 100% —— SUCCESS

Verifying image type.

[#####44f 444444 #44] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[#####44f 4444444 #44] 100% —— SUCCESS
Preparing "bios"™ version info using image bootflash:/.
[#####44f 444444 ##4] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[###f44 4444444 4444) 100% —- SUCCESS

Preparing

wn

version info using image bootflash:/.

[#####44f 4444444 4#4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#####44f 444444 ##4] 100% —— SUCCESS

Preparing

wn

version info using image bootflash:/.

[###f4H# 444444 4444) 100% —- SUCCESS

Preparing

wn

version info using image bootflash:/.

[###44#444 444444 44444] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

[###4##44444 4444 44444] 100% —— SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\}

GE)

NRA N FF7F 4 AL LT, Guestshell ZHHR—F LTWARNEW CiscoNX-0S £ A —T % U
m— RJ 5H0C, guestshell destroy =~ > R4l L T Guestshell % I L £9,

. TR I)L I



I FRETTL

Guestshell (<83 2:xEHmEesREE [

FRIRE SN SSHD H—E X

Guestshell /£, AZB)RFIZ OpenSSH H— "— %Pt L £ 9, H— 3—IL, localhostIP 77 KL A& A
YHA=Tx2A X 127.00.1 TT U HNIERSNIER—FTOHRY A LET, ZAIZED,
guestshell F¥— 7 — RN A SIS iz & X2, NX-OS RAB T = /L) 5 Guestshell ~D /XA T — K
LS RIEINE T, ZO— =000 T S D0 FORERK

/etc/ssh/sshd _config-ciscolld %) NEE ZN7-5H . NX-0OS CLI 2> 5 @ Guestshell ~
DT 7B ADBERE LR WATREMED N BV £,

ROTFNETIX, Guestshell N T root & LT OpenSSh —/N—% A L 2 & 2L L E T,
1. SSH &ML 21 v bV — 27 AHEIZEM £7213 VRF ZRE L £,

2. OpenSSHMRV v AT AR —hERELET, TTIHEHINTWDEIR—FEFRT DI
IZ. NX-OS =t~ > K& show socket connection Z{#HH L £9°,

)

CE)  RRTU—=KZ2LDOT 7 ¥ AHD Guestshell sshd —E A%, 17680 725 49150 FTH T & A
fbanfzAmR—brE2FEHLET, N— FOBEELEITHI21E, ZO#EFENADOR— P2 L TL
72 &0,

ROFMTIL, OpenSSH Hr——ZEH L7, HITIE. IPT KL 10.122.84.34:2222 TH
P netns @ OpenSSH H—/N—ZfEL#) L £,

1 WDT7 7 A NVENEKR L ET: /usr/1ib/systemd/systm/sshd-mgmt . service B &
Y /etc/ssh/sshd-mgmt_config, 7 7 A MTITR OB T,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw-—-—-——-—- 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

2. Unit & Service DA% /usr/lib/systemd/system/ssh.service 7 7 A VD
sshd-mgmt .service IZa2E— L £7,

3. sshd-mgmt .service 77 A VEIRD L S IZHELET,

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP S$MAINPID

KillMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

4, /etc/ssh/sshd-config DINAE% /etc/ssh/sshd-mgmt configiZ=a ™ —L £,
WEEZS U C, ListenAddress IP &R — R & EF L E 9,
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Port 2222
ListenAddress 10.122.84.34

5. WD a~< RaEfEH LT, systemetl 7—F > 2B L £,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

6. (A7 vay) WkzfRLET,
ss -tnldp | grep 2222

7. Guestshell ~@ SSH:

ssh -p 2222 guestshell@10.122.84.34

8. HEr D Guestshell E721T A A v FOFEBEN DT > THEREEGFELE T,
sudo systemctl enable sshd-mgmt.service

9. AU —RZRL®DSSH/SCP BL WY T— FFEITDHEA . ssh-keygen -t dsa =1~ > K& Afl
FHLC, SSH/SCP |Zfli 7 % = —4— ID O/ABHSE & Mm% A L ET,
ZD%, ¥—I%/.ssh7 4 V7 D id rsaBLWid rsa.pub 7 7 A /MIRFEE
ﬂjﬁj—o

[root@node0l ~]# cd ~/.ssh
[root@nodel02 .sshl# 1ls -1

total 8
o . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

10. APA¥—% SSH T 2~ icavr—L, 77 B AFA#EEL £,

cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

11. RNRAU—RRLTUE—F AA v FIZSSH £721% SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination

Localtime

Guestshell X, &mA ~ AT AL /etc/localtime Z#HF L FE T,

\}

GE) AR NEFE Clocaltime #3F L=< WAL, 2O R w7 Vo7 28 LT, Guestshell
EHD /etc/localtime #/EKTE £9,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017
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Guesthell ~0>7 7 2 [

Guest Shell ~\OD 7V X

Cisco NX-OS @5 7 # /L k TlX. network-admin == —% — D7 Guest Shell IZT7 7 B AT £

T ZAUFITAT A THENWIZADIZ/>TEY, runguestshell =~ REIHL T 7 &
AT&EEJ, runbashz~ > FE—HLT, ZNbHbDa~<2 RiE, NX-OSCLI =~ RDrun
guestshell =~ > K X% H L T Guest Shell N TRITTX £,

\}

GE)

Guest Shell iZ, 4 GB ##8 25 RAM ZH## L7 A7 LA CHEIMIZHENZ 2D 97,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\}

6=

2.2(0.2) LABE®D Guest Shell IX, AA v Ficus/ A LTWbha—HF—LELa—F—THhv
NEBERICIERR L £, 7272 L, hoT X TOE#RIL, A1 >~ F & Guest Shell DL—HF— 7
By METHEINERA,

X 51T, GuestShell 74 7 v MIBEIPICHIBRI N2 WZ®, REZ/Ro7t L ZIZRry hU—
JEBENHIBRT AL ERDH Y FT,

JAL I UVIZERSND)VY—R

T7HNETIE, FAR =2 VDY Y —R(F, BHEDAA v FERIEHENTE L) Y — AN
SREEE G2 ET, Xy NV ERENT AN = VBINMO Y Y — A B NE LT 55
4. guestshell resize {cpu | memory | rootfs} =~ > Kk, ZNHOHIREZEE L £3

)y—2 TIAIE BINEK
CPU 1% 1/%

AEY 400 MB 256/3840 MB
Z L= 200 MB 200/2000 MB

MNTEITENTVWDELAZICEZOND VAT A A Ea—T 407 Ty /50T 4 Dr3—
T F—TF, CPUY V—RDOEBAENRWES., AN Vo VNOZ 27 3HIBRI L ES
Ao

CPU #lfRIZ, AT LNOMD AL ¥ a—TF 4V TRAMEDBEEND DIGEIC, AN v =

TR TL .
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\)

6=

reboot =~ R&EfEHATE £,

UY—RENY Y TEELLIZZIE, FA Nz VOFEEINLETT, Z0O7-9HIZ, guestshel

FX R T )LD

Guestshell (21X, T 7 4V s TRIAMEERZ O2—T 0 VT ¢ LEEENDH VY 77,

AR U CentOS 7 Linux BR5E TH Y, ZOWEANTICE /L RENTZY 7 b =T Ny
=%, yumA VA M—)LFBH T LR TEXET, Guestshell (21, net-tools, iproute, tcpdump
EOpenSSH R ED TRy b T —F% 27 T34 A THRICHIFE SN DL O— &7y — L3 H
HNC AT ENTWET, Guestshell2x DA, 1IBIIO python /N> 77—V % A VA F—/v T 572
OO PIP & [AERIZ, python 2.7.5 3T 7 4 /L h TEENTWET, Guestshell 2.11 TiX, 77 4
Jb kT python 3.6 bEHEFNTNET,

FIFNEFTIE, FRAP 2T 64 By FOFEITAR—ZTE, 32 8y hOYR— FAQKE
IRAIE, glibci686 /Xy 7 —T % yum TA VA =L TE 7,

Guestshell (X, A1 v FOFEHR—F LT —Z R— F2E£IT7=OIFHIND Linux * v b7 —
I A HE—T oA AT 7 BATEET, ifconfig & ethtool 72 & D AE) 72 Linux D A Y » K
=74 VT 41X, WU A —OIURIHEATEET, A1 ¥ —7 A AN NX-OS CLI T
VRF IZECE &N D &, Linuxk Xy U —27 A X —T = A ATZFD VRE DX b U —7 4]
ZERCEE SN E T, AAIZEMIX /var/run/netns TRAZ L3 TE, ipnetns=>—7 1V
T4 AL TCESEIERLAREMOa L THFANTEITTEET, WS ODD2—T 4
7 4 chvrf & vrfinfo X, BIOAARIZERITHEITL, 7o ANRFETIN TV DLARTZER vief 12
B4 AW UG o7-dicf it s x4,

systemd (X, 7" A b =/l &G Te CentOS 8 RE TH — U AL EHT L7 S E T,

Guest Shell @ NX-0S CLI

PR it 22— —RBF 2N Vo VRENDHRA N Ry BU— 7 BEHRHIINX-0S a7
VRERITTEALIICTART AU — g o5 LET, dohot 7 U —aid, H
Zh7a NX-OS R F /olidexec 2~ REZIF AN, TNOHEFA N xy NT—7 BRITIHITL
ESc

dohost 2~ > REMEDNHT & X%, £ NX-0S 2~ RE2—&E| G E7-I13 _E3| G CHte
TENTEET

dohost "<NXOS CLI>"
NX-OS CLI/FH#gH S E5 Z &N TEET
[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"

Holdtime in seconds: 120
Global CDP information:
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GuestShell 0%y k7—5 7o 12 |

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format
[guestshell@guestshell ~1$

NX-OSCLI %, a~r FoOMIcEIaa  ZBMTAZ 125D, NX-OS AZ A LVDa<
VR Fx—rHEFHLTCHEITF 2T H b TEEYT, (BEIazn ol A
NR=ANRLETT, )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\)

(GE)  Guest Shell 2.2 (0.2) AR ZfEH 32 U U —R 7.003)I5(2) DA, dohost =~ > K& L THA

FCHEITSNTa~y Rid, VA v a—FOF e — /RS RETEITSNE
R

DO NR—= g v DF A Sz bid, Xy FT— 7 BEEEL~NLONERTa~ Ly RF2FETLE
j—O

NX-API ~® UDS 8 DD B KT EICET S &, dohost =~ > RIIHEREAR=IZ2 0 97,

Guest Shell TOxRY FTJ—9 7Ot X

NX-0OS A A »F A— ~i&, Guest Shell TiL Linux £ hU—27 f X —T = AL LTS
N E 9, ifconfig F 7217 ethtool Z i L C. /proc/net/dev DFE it 72 & D — %72 Linux A
Yoy RIFT_RTHR—FERTHET,

GuestShell 121X, Z< Oy NT—7 2—F 4 UT 4 BT 74V b TEHEENTEY
chvrf vrf command =~ > R&fEH LTS EIFE 7 VRF THEHATE £,
[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255

ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns 0 frame O

TX packets 12967 bytes 3023575 (2.8 MiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

Guest Shell N TlE, Xy hT—2ZRBEE=HF ) IV TEETN, BETHZLIITEEY
Ao v BT —2REBALET SHITIL, B A kD bash 2 = /L TNX-0OS CLI % 7= 133 8] 72 Linux
=T 4 VT4 =EHLET,

Z ® tepdump 2+ > RiXGuest Shell {28y 7 —I LI TEY | BHAR— FMELIEFTAAL vF
KR TN NENTE RN T T 4w 7Dy b RL—ZEAREIC L E T,
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B cuestsheli coxy ro—5 7o

Z @ sudoip netnsexec management ping =—7 1 U 7 ¢ I%, fEESI NI v b U — 7 L E1ZEH
DaArTHRARTavy NEFATT D007 5iETY, ZiiXGuest Shell N THEITT
TET,

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp_seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 V7 4 ZfEEO OIS TV ET,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

\}

GE)

£7

awy R LTEITSND churfa< > Rid, BIED VRF/ X MU — 7 AFiZ2ERCTHEITI

7o& X, BEEVRFREH CTIP T KL 2 10.0.0.1 Z ping 35 (21%, =~ Fix lchvrf management
ping 10.0.0.1] T3, scp FlEssh o EDftho=2—7 1 U7 4 HREIERTT,

i

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

fo0@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r—--r—- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflashl]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflash]$

AT A FEOVRFOY A N EFETHI2IT, NX-0S 2253 A T 4 712, showvrf ¥ 7~ 13 dohost
a<v L RE N LTCavry REFERLET,

il

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up ——

management 2 Up -=

red 6 Up -=
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GuestShell N Ci&, VRFICBHES T bRy b U — 7 ARIZEMDERICERN SN ET, £
Xy MU — 7 ARNZERIIS AT D D fead s 2 T MERIZRGE R H Y £7,
[guestshell@guestshell bootflash]$ 1ls /var/run/netns

default management red
[guestshell@guestshell bootflash]$

Guest Shell N> R A A VA BT D120, U ANR—ZERTH20ENRH Y F9°, Guest
Shell C /etc/resolv.conf 7 7 A N AEMREL T, F* v MU —Z7 (T L7 DNS f— AP — 3L K 2
AU EEDET,

il

nameserver 10.1.1.1
domain cisco.com

Fm A== & R AL O HIE, NX-OS B Ol Sh iz b 0 & —HT 2 HER b Y &
T

Bl -

switch (config)# ip domain-name cisco.com
switch (config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

ZA y FISHITP a3y —"—2 ]+ 25x >y NU—7NITH 554G, http_proxy 36 X
O https_proxy BE25E& % Guest Shell N TRRET D LENH D 77,
i

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

IS OBREEEIL, bashre 7 7 A LV E T IFTH#E YR A7 VT R TREL T, KW THDLZ L
HHERT DMENDH Y 97,

AR IILTODIT—,IS5ya~DF7I1ER

Fy hU—7EEEIT, NX-OSCLI 2~ FOMHEAIIMZ T, Linux 2~ REa—TF 1 U
TAEFEHLTTZ 7 ANEFETEET, AN = /VEREEO /bootflash (2 AT L 7 — K7
FwakvUry A2 412X Y, network-admin (X Linux 2~ > REFEHLTCINHDT 7

ANEEIETEET,
il
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”
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. Guest Shell @ Python

\)

GE) ANz VNOZ—HF—DLFNIFA FOLGE LERIUTTR, ¥ A R ¥ =/WIRloa—%—
AETZERIZ®H Y | wid IFARA b EOoa—F—D4RTE —BLEHA, TV —TBIRZOMD
T ANDT IR ALAZ. AR Vo 2—F—NT7 7 L UK LTS T 7 & ADFE
L E 9,

Guest Shell @ Python

Python (31 % 7 77 4 71T TE 32, python 227 V7 N& T A N =V THEITTH
ZEHTEET,

1 -

guestshell:~$ python
Python 2.7.5 (default, Jun 24 2015, 00:41:19)
[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Xy NU— 7 BEEDPH L Python Xy 7 —T & A VA R—)LTEDL LI, AL =L
(21X pip python /Xy r—3 v 2= ¥ WEENTWVET,

Bl -

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | #4444 4444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]l#

)

GE)  pipingtall =2~ > K& AT HHIIC, sudosu 2~ REATTHRLERH Y F7,

Guestshell 2.11 @ Python

Guestshell 2.11 [Z{%, Python 2 & Python 3.6 D 237 Y A A h—/L EFATWET, Python 2
FLE3EA VAN NATHEDIZA—F—RBURELTLT 7o a 3b 0 £H A,

[admin@guestshell ~]$ python
Python 2.7.5 (default, Nov 16 2020, 22:23:17)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
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Guest Shell /13— 3 > 210 & T® Python 3 (Cent0S 7) .

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /X\—<0 3 > 210 & T® Python 3 (Cent0S 7)

AR vz 2XIE, T 74/ hTPython 3 231 > A h—/L &I T 720 CentOS 7.1 B2 5 %
UL £9, CentOS7.11Z Python3 A > A h—/F 52X, Y—F =T DIV RI N %
T2, FEILNPLEN NI E, BROFERHY 3, Mot 7y a i, ALy A
T LNIZHEEL D /N— 5 D Python DA > A h—/L % W 7R — k9% Red Hat Software Collections
AT 52 & TY,

Red Hat Software Collections (SCL) Y —/V % A A b—/L 3 5|Z13:
1. sclutils X —T% A A =L LET,

2. CentOSSCL UARY MU ZHZ LT, STV % Python 3 RPM DWW 1% A > A
F—LET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.e17.x86_ 64 1/1
Installed:

scl-utils.x86 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.e17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
Trying other mirror.
Importing GPG key O0xF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e71 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
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From : /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh-python36-python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip.noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL 235 & . Python3 OEREESZ HEMIIHREL T, A X T2 7 4 772 bash & v
varEERTEET,

\}

(G£)  SCLPython f v A h— NV ZMEHT L7201 — h 2a—F—Z0HEH ) £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LCliL, pip 2—7 4 V7 ¢ bigfhESh £,

[admin@guestshell ~]$ pip3 install requests —--user

Collecting requests
Downloading

hityes://files. pytharhosted. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 ae0f8230e800 72321 02 Il 1S 7o/ reqests 2. 2. 00y 2. oy 3-nare-ary .whl
(57kB)

100% | #4444 4444444444444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
https://files.pytharhosted. org/ackages/14/2¢/ad551081del 52000el of41a0386%46fe 7226 1A50af TabSATf A 74c9/idre2.. 802 oy 3-nane-—arny . whl
(58%kB)
100% | #4444 4444444444444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hites://files.pytharhested. arg/packaces/locy/ a9/ 0L £fefiob@2e42 740rA8 ToAdol doec TcaShec 751 Ad22e4c51 £1409844308 /dhardet=3.0.4-py2. oy 3nre-ary.whl
(133kB)
100% | #4444 4444444 143kB 441kB/s
Collecting certifi>=2017.4.17 (from requests)
Downloading
hittpes: //files joythartosted. arg/eackanes/9/63/AfS0cac9Bes0dB3006c552390 30 1A IcFAdE 78 0ac9cfibdoed9/car ti £i-2019.11. 2802 oy 3-rare-ary.whil
(156kB)
100% | #4444 4444444444444 | 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
hitpes: //files. pythorhosted. arg/cackaces/eB/74/64£91 7145020£96 IAD332433080%01 009095 73346923088ea4afedlls 7 7£Arr 11103-1. 25840 2. py3-nare-ary.whl
(125%B)
100% | #4444 4444444444444 | 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllipb3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help", "copyright", "credits" or "license" for more information.
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Guestshell 4.0 @ Python .

>>> import requests
>>> requests.get ("https://cisco.com")
<Response [200]>

77 4V N @ Python 2 f > A h—/Li%, SCL Python A > A h—/L &~ T& £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{# 425 L. F U RPM OEEDON— 9 B2 AT AT, VA R—)L
T&Ed, ZO%A, Python3.6 IZNZ T Python3.5 A > A h—/L 9% Z LN A[HETT,

[admin@guestshell ~]1$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

\}

GE)  #ED Python X— 2 VR SCLIZA VA R— A ENTWDHEXTHLWA XTI T 47

bash v a »ZET % & libpython H ATV =7 b 77 A NV — RTERNEND
ROEAZE A4 5 Al REMEA & V) £ 97, source scl_source enable python-installation =2~ > K % fif ff]
LT, BifEDbash £ v a U CREZEYICE Y M7 v 7/ TE LRI H Y £,

7 7 4V h® Guest Shell A h L' —Y D ¥ ¥ /327 43, Python3 %A A h— /LT 5DIT+57
TEH Y ¥ A, guestshell resizerootfssizeinrMB 2~ REZEH LT, 77 A4V VAT LD
A XL ET, BHE . rootfs DY A X% 550 MB I ET UL+ TT

Guestshell 4.0 @ Python

Python2 |3 IE & 7272, Guestshell 4.0 TIIEHTEEHA,
Guestshell 4.0 |Z, 7 7 4 /L b ® Python 23— = > & LT python3.9 ZHR—F L E 7,

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
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>>>
>>>

Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.

Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos . d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"-—-->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el17.i686
"-->" Running transaction check

"-—-->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.e17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.el7.i686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.e17.i686 1/2

Installing : glibc-2.17-78.el17.1686 2/2

error: lua script failed: [string "$triggerin(glibc-common-2.17-78.el17.x86 64)"]:1:
attempt to compare number with nil
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#2 R vzLntxayFc KzxFr |

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.1686 1/2
Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

Note

)

When more space is needed in the Guest Shell root file system for installing or running packages, the
guestshell resize roofs size-in-MB command is used to increase the size of the file system.

Note

Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

HRRzlDEFal T4 RRF ¥

AA Yy FTOFA Nz VOMFHIZ, Ry MU=V EHREN AT LAOWReZ & E T2 I3LE
TEBHELDFED I DITEEEAL, FAS v VE, AT AT KA I TFX )
U SN FATERBE AT 2 L2 AME L CWVET, ZONBHCLY, xAT 4T D
FATEREE & HMEN IR WA DOSH D Y 7 =T 2V AT ATEATE Y, /2, VAT
LOEME, N7 g —~ A, FRIFAT— B E5 2R OVRETY 7 b =T 2FE(TT 5
ZEbTEET,

[Hh—JLEESSE/Xv F (Kernel Vulnerability Patches) ]

AL, BEMOMEIITEICHAST 57T v T x— A T v 77— T, BEiE#ET % Common
Vulnerabilities and Exposures (CVE) (Zxt& L E T,

)

GE)

A 2lE, Guestshell 4.0 (Rocky Linux 9.2) EREEDMegstEZBEI L TH Y | FROEEE,

Rocky Linux 2> H A FAEIC/R > LR CTE O E T,

[ASLR 35 & U* X-Space M H-7K—  (ASLR and X-Space Support) ]

CiscoNX-OS (X, FvHZA LT 4 7= ADTHDT R L A% Layout Randomization (ASLR)
& Executable Space Protection (X-Space) DA ¥4 — Kk LTk 9, Cisco 3 EH LI 3y
r=voY 7 y=TiE, ZOKEENHLEY, YATACMOY T hT =T B, A b—
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B zozmose

LNENTWEEEIT., b7 7 /) aPkhYR— T 55K ANOS LY —LF=—0%
FERLTHEETAZLA2EBHOLET, 2L, V7 MY = 7 REBENRE AT IR
% VETEW) 72 BUBESR S Il A3 kb L & 97,

R RIZERE D5 B

Guest Shell ER5E 1%, 3 F I F 24 Ri1%0 %2 H L CGuest Shell DFEITAR— R &R A DFELT
A= H Y)Y EET Linux 2 7 F—NTEITSNET, NX-089.2(1) U U —ALIKE, Guest
Shell 1Z51 D = — W — £ RZEE TEITE ., GuestShell N T/L— h & LTFEITEN TS Ttk
IR A FDO— FTIEARWZD, RA NV AT LAOBEEZE#ET I ORI BLET, Zh
SO7atv AT, uidv v B DOEHICGuest Shell N Tuid0 & L TETENTWD LI ICH
ZFETH, I—FMFTINEO Tt ADOEREED uid ZREMLTEBY | @/ —F —4Fi2e
I D POSIX HERE A FF-AM L £ 97,

a—HF =R A h D35 Guest Shell (ZA D & Guest Shell NIZ[A] U4 RO —H — B ERR S v E
T ARNE—H L E T, Guest Shell NOL—HF—D uid IF, FA FDuid [ CTIEH Y F
A, GuestShell NOL—HNIHF AT 7 (7= 21X, /bootflash F7zlE /volatile
) EOT 7 ANMIEIEHET 7 BEATEDLLOICT DD, RA MTHEA I D — KAV
NX-OS gid (72 & %X, network-admin ¥ 72 (3 network-operator) 75 Guest Shell I~ v B 7 &
NWET, TORIZ, EIXFECICRYD . =—P—0 GuestShell f A K AN KA N ED T L—
T A=y FIHAS WU 7 N —TICEEAT B TVWET,

Bl LT, =P —pob IZOWVWTEZTHELLE Y, KA FET, pob [ZIFRD uid 3 LV gid
AUNR—=V o TRHY FT,

bash-4.3$ id
1uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin),b 504 (network-operator)

2 —H—pob MGuest Shell IZH D6, HRA RNLD T )—TF X2 /3—3 v 7 73Guest Shell |2
BREINET,
[bob@guestshell ~]1$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin) , 504 (network-operator), 10 (wheel)

AR A b Bash ¥ = /L & Guest Shell T —W—pop (T L > TER I N7 7 A VOFTAE B+
W32 0 £9, LLFOH B, Guest Shell N2> BAERR S =7 7 A VORI A& 28, L
FLOH 110 1002 TIE72< 12002 THHZ AR LTWET, ZiX, A& K Bash ¥ = /L
BIITI T~ K& Guest Shell DFAIF A ~R—ZD3GkAF 11000 ThaE 5720 T,
T 7 AND T N—T B IL network-admin T, W7 DOEEE T 503 T,

bash-4.35 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.3$ 1s -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

. TR I)L



I FRETTL

N |

network-admin Z/L—7FD T 7 A )L )N—3 v g VERIE L. bob WA A K =/l & Guest Shell
D} T network-admin D A U N—TH B, 22—V — X7 7 A NVZT 7 BATEET,

LT O 1I%, Guest Shell BREEN T, bob Ik > THR R FBAERRENTZ 7 7 A VOFTHE#H
BT 65534 TH D Z EARLTWET, ZiUE, EBEORHBITR, 22— —D4R1ZERIC
~ v T INTZHR T OFPHAN ORI H D Z EERLTHET, v v TSI TRV T
X, ZOfEE LTERRENET,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k21— —D IR

BRI a— RERBETHEDORARNT T 7T 4 AL LT, BIVYTONEX AT ZFEITTH
T2 OB/ NBORETT S r—a VB FITTHZ L 2B LET, B LAWT 2
T R &R T2, GuestShel IBMENTZY 7 b =2 TIiE, ZOXRRA KT Z 7T 0 AZHED
VIR H Y FT,

WDOFT_XTDHO 71k AT, Guest Shell 1 Linux DFEFEIME T L7722 L2 X DHIRORGRE 72D
T4, TV — 3 Troot MR A M & T HEMEA AT T HMENH D55 1L, root 7
Uy NOEMZ, root 7 7 & AL E R E/NROBEEE » MTHIRL, ZOE—RTT
TV —va U EFATTE DR O N— RilR72e EomomgEz i L ET,

Guest Shell 2395 WD /L— MIxF LT Fay 7 &5 —#O Linux #EEIXRD & B0 TF,
* cap_audit_control
* cap_audit write
* cap_mac_admin
 cap_mac_override
* cap_mknod
* cap_net_broadcast
* cap_sys_boot
* cap_syslog
* cap_sys_module
* cap_sys_nice
e cap_Sys_pacct
* cap_Sys_ptrace

* cap_sys rawio
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B ==
* cap_sys_resource
* cap_sys_time
» cap_wake alarm
net_admin FEREITHIBR SN EE AN, 2— W —AFIZEME Ry NT— 7 ZRTZEMOA A NTE
MELZ LV | Guest Shell 21— — |31 ¥ —7 = f ZADOREAEHL TEZEH A, Guest Shell ND
root & LT, tmpfs & ramfs ¥ > FMEFTRIAAS U R v My fETEET, o~ o
v NMIBsIEENET,
)V —REHE

DDoS W# (%, WEXNGD2—W R~ oy N —7 HiffE#zEHTcER2NL 91T 5
RAET, NEYLREBEERIEZEOH LT 7V r— 3y a— R, SEiaidiE, 7« 27
HE, AFY, BLOZEOMDY Y —ZDOEENHE DOFEFR & LT DoS 5| i Z 9 ATREMEA
HYET, FAMI, FAPF T2V ERA R EOV—E AW O THAIEHRZATCED M TH
F NI s PR RE A Rt U E

AR T7A4IWN DRTLDOT Y AR

FARN T2 VNDT 7 A NVDZENEHERET 72D, “AN YD T7 740 VAT A
IENX-OSCLI BT 7 BATEEH A,

AN T)LOEHE
LRI, FARN v VEERT L0 a~< R TT,

®2: 7Rz )LCLUATUR

avw >R Bl

. TR I)L
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A i |

avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBIAENL TN D
OVAZFEH LT, YA xzbE AR
=N 1LTT 27747 LET,

BESINTY 7 boxT Nylr—
(OVAZ7 7 AV) 1TV AT hA A—
TINE OMIIAIIN = (N r—
UINEE SN TOWRWES) AL T,
FARN VA VA N—=LLTT Y
T4 LET, HH. FADL V=L
NRolr—UlF, VAT LA A—TIZHED
AL Z Sk o TORFIHTE £,
FAN V2RI TIZA VA =&
TWa5Ea, Z0a<y NEA A b—
LENTNWAHT A o VEENCLE
¥, W%, Ziuld guestshell disable =~
Y RFOBIHERH I NET,

rootfs-file-URI 23EE S LTV D IGE -

VS NIVE VI N E 3P Wb /N - R
2. A~ vxbrootfsa A AR — kL
FT, Zoavy RE, BESZ Ny
=V THAN vV EERLET,

guestshell export rootfs package
destination-file-URI

ANz )Drootfs 7 7 A VE T —h )L
URI (F—F7F v 2, USBILARY) o=/
AR—HMLET,

guestshell disable

Vv kBl AN e VOB
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B 7 =xrozroem

FRETIL I

avy kR

B

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BEINTY 7 boxT Nylr—v

(OVAZ7 7 A V) TV AT LA A—
DN OMIIAF Ny I — (N r—
UHRE SN T RWES) 2L T,
FAN V= NVEIET 7T 4 7L TCT v
T7L—FLEY, HYL FADL Y=
Ny =D, VAT LA A=VITHD
A Z Ik o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2 vz MI, Ty ST L—
R& bR T 28 XY 7740 A
TAEMALEEA, KcHte &
U 77 A )L AT AR WEEA .
guestshell destroy =~ > RIZHilT T
guestshell enable =~ > K& ] L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2, MEREZRD L T 07T RRFREN
£7

rootfs-fileURI N fEE SN TV H A -

FARN Yz VRTTIZA VA b—L &
TWAEAS, AN > =/L® rootfs 7 7
ANEALHR—FLET, ZOav R
E. BEFEOF A e v EHIRLET,

BEShERRyr—IIZAf VA =L L
F7,
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A i |

avy kR

B

guestshell reboot

FARN 2 NVEIET 7T 4T L TS, B
ET 7747 LET,

V7 — b a~vr REEITT DRI, EREK
LT T ERFRRSNET,

GE) ZAUE. exec E— R T guestshell
disable =~ > KMD1%IZ guestshell
enable =~ R i< O LA LT
—é’_o

i, YAz VRO T otk
APMEIELTEY, FiEd o4
BN LG AL LES, 0
runguestshell =< > Rix, 7 A k
TV TEITEN TV D ssha lTHK
FLTWVET,

T ROERE L 72 W IGA T,
sshd 7 2 AR TEIE L7=F]
REMENN S Y £9, NX-OSCLI»H
TA NV VOREENEFATT D
L. FEELTa~vr FEEILT
TET,

guestshell destroy

FAN T2V —ER%2ET 7T 4 7L

T ToA VA= 1LET, ANz
ZBIEAHT BTV D TR T O EHA >~
AT MZIRENET, Z D showvirtual-service
global ==~ Fi&, Zh 6 OHEAE RNV
FHAHFRRIZ 72 D0 &R LET,

Zoa~xy Ra3iTT 5L, destroy 2~ K
ZIAT T DRNCHERZ RO D T m 7 Rk
RSIVET,

guestshell
run guestshell

Y TurT R TETICETESNTWD S
AN v UCHER L £, SERa—F—4
[NAT— R

guestshell run command

run guestshell command

AN VBEOD T % A RN T Linux /
UNIX a2~ RZETLET,

awy ROETHR, A vF Fr 7 MR
D ET,
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B 7 x+ozroe=

FRETIL I

avy kR

B

guestshell resize[cpu [memory |rootfs]

FA N v ZEID BT O TR 2R i

firfmaZH LES, £HT. RIFA RV =

ABEIACE T ITFREE S & IS

0 ET,

GE) YA ZEHE DAL, guestshell
destroy =~ R&EHT 5L 27V
TENET,

guestshell sync

TIT 4T A—rSe S P L AH LN A—
W= RAVPNRHDLVAT AT, Z0ha<wy
RIZFA N V2 VOB 7 ANET 7T 4
T A= RN PINHAH N A==
A PIZEE L E 9, network-admin i, A X
INA A== A PR RA— /=3
(272572 & EIZIE U rootfs 42 L H T
AN Tz brootfs DEREINTWVWD & =1,
Zoavy RERITLET, ZOa~vr Fx
LRV, AZ - A== W
LD A== W TR FEE/R 7 A h v =
WX =V HFEHLTCT 77 47 m—Z
BT 2 L&EI2, AN vz ADHiTZICA v
A R—vERET,

virtual-service reset force

AN 2 VETIIMREY — A2 EHTE
BRWEAIE, VAT ADY o— RETH, reset
a<w REFEHLTTF AN Vol TXTO
AR — B X 2RI HIBR L ET, 7V —
Ty T EFETTDHICIE, VAT AEHE—
RELMERHY £, ZDa~vr ReJ(T
L72#iE, AT ARV n—REnb £ T,
AN  VETRITEMOEEY —E X% A
VAR VERIFAICT L LIETEER
g

Uty b EBRGT DRNCHERZ RO BILET,

\}

GE) AN U= VBREEZAME/MIENEL, 77 82T 2103, BHEERRSLETT,
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\)

Guest Shell D Exh1L .

6=

\)

FAN T, AAN VAT ALEO Linux 277 (LXC) & LTEAINET, NX-08
TN, ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

G¥)

T ARz VIZERO VMBS — 2 < N3RS NET, Zbd =z~ RIINX-0S
92 (1) VU —=ATIIHEFRICR>TEY, FkDV J—2ATIHHIBRESNET,

KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — F3FEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh1{t

guestshell disable =~ > FiZ ¥ v ¥ 7 LT, Guest Shell Z L L £7,

Guest Shell 2N SNTRIETU AT L% U n— K35 &, Guest Shell iIZEY{L I N=F F
W20 E£9,

]

switch# show virtual-service list
Virtual Service List:

Name

Status Package Name

guestshell+ Activated guestshell.ova
switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'

TR TL .



B 7 x+ozromz

FRETIL I

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

A\

() guestshell enable ==~ > KT Guest Shell 3FF 7 7 7 ¢ 7{L I E T,

Ak STILDOKE

guestshelldestroy =~ > NiX, YA N =2 V& ZDT =7 47577 h&aT7 oA A M—/LLE
T, ZOavy KT, YA M Y=L OVA IFHIBRES N ER A,

FARN VI VPRESNZIRETI AT 22 ) o—R45E, YA M vz VidES NS
Fi20 E9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your

work. Are you sure you want to continue? (y/n) [n] y

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service
'guestshell+'

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed

virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

Y

(G£)  guestshellenable =~ > FAEH LT, VA b V= VEBERDICTHZLENTEET,

)

GE)  CiscoNX-0S V7 b =7 Tk, a7 F B, A =L ELd &, oneP HREN B — /L 7

IR A LTCHBPIZAEINC 2D 3, YA voWdar T THH720, oneP HBEN
HENWIZBHAE S E T,

FAN vz VEFEHLZ2OWEATX, guestshell destroy =2~ > RCHIBRC&x E9, Ak v=
ABHIBREND &, ZOHOY a— ROEDICHIBRENT-EFIZRD T, 2FV, A b
)b aryTFREIREN. AL v TFRFe—RERTHL, YA b aryTHiTHEN
WIS E R A,
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Guest Shell DE =1L .

Guest Shell D Ezh{t

Z @ guestshell enable =~ > Fi, GuestShell ¥ 7 F 7 =7 /Xy 57— 5 Guest Shell &1
A=WV LET, T74NEFTIEH VAT LA A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN S TWDERIL, 2O a~2 REMH LT, Guest
Shell #5777 4 7+ 5L b TEET,

Guest Shell DML S NIRETU AT A %2 YV v— K35 &, Guest Shell I(ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 $$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R JT— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, AT L% [HEAT— K £—F (basebootmode) | T7— h¥ %
TEEBNTEET, VAT AEREAT— N E— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA 7T AT 7T %
L GuestShell f A —VEZEFLRPM &7 77 4 7TIZTHMERH Y 79, ZNEITO &, Guest
Shell & virtual-service =< > RBRHHATE 3 L9220 £,

RPM 7 7T 4 _X— g a<y RBROIEF TEITSNTZHE
1. install activate guestshell

2. install activate virtualization

GuestShell = > T Fi%, VAT LN T/ E— RTEEILZES L RBEICHBNICT 77 1 71k
ENFET,

RPM 777 4 _X—Ya v a~vy REWOIEFCIITLIZLA
1. install activate virtualization

2. install activate guestshell
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B 7=xrozromn

Z D%, [guestshell ZE%h1E (guestshell enable) | =~ K& E4T73 5 £ T, Guest Shell 1TF
D FH AL

FZ kT ILDOES

CiscoNX-0S VU —=270 3) 17 (1) LU, 1 DDA v F THAEZA XENTEF A=
JLrootfs D A A » FIZEBBHTE £,

T7a—FE, FAK VzbrootfsE I AT A AL THhHbZ I AR—FL, 77 AL P—
NIBRGFETDHZ ETT, POAP A7 U7 ML, A =/brootfs D A A » FITH T~
H—R (AR —F) L, BEDHF A v VEZEDTNA ZZFHICA VA F—LTX F
S

X, T rootts DT AHR—

AR v xbrootfs a7 AR— hT5I21%. guestshell export rootfspackagedestination-file-URI
axy FafHLET,

destination-fileURI /X5 A —% %, A~ =)l rootfs D2 " —2D 7 7 A L DLFI T, =
DT 7ANTIX, e—H/LVURIA TV ay (F—r7F v 2, USBL 2 ¥) RARETT,

guestshell export rootfs package =< > K Cid, ROLEIMTHONE T,
AN VN EEHCLET (TTITAEDTR>TVDIER)

« AR vz A AR — Bk YAML 7 7 A VEAERL L, rootfsextd 7 7 A /LD [cisco T A L
7 FUIZHALET,

srootfsext4 7 7 A V& X —7 > F URI OEFTIZa e —LET,

« FADN TV ARLHENZENT > TWEGEEIX, BEANCLET,

Guest Shell rootts D 1 > 7R—

Guest Shell rootfs 4 > R— b T 2546, BETRE 2 50RU1PH Y 7,

* Guest Shell 2MlFHE 72 IRREDHG1E.  guestshell enable package rootfs-fileeURI =2~ > K
ZfEH L C. GuestShellrootfsz >R — R~ LET, Zoa~vy N, fEEShz Ny r—
¥ C Guest Shell Z &) L £,

* Guest Shell 233 TIZA A b=V ENTWBEEIL, guestshell upgrade package
rootfs-fileURl =< > R&fEH LT, Guest Shellrootfsz A > FR—~rLEFT, ZDa~<v K
1. BEfFDGuest Shell ZHIFR L, FEESNTZ v Fr—T% A VA =L LET,

rootfs-fileURl /3T A—& (%X, a—H)L A hLb— (F—F7F v 2, USBARY) ITIREE
LTV 5 rootfs 7 7 A LTI,

T—=h 7T 9 allbdb I rANTIDa~vy ReETTHE, Z7AMFT— 7Ty
DARL—2 F—LICBEISNET,
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Guest Shell rootfs D A > 7/K— .

RANTF7 7 4 AL LT, guestshell upgrade package rootfs-file-URI =~ > K & f#i 9~ % Ail
o, 774NV ET— R 77 v a|lat®™— L, mdssum ZRIETAHAVLENH Y 4,

(3¥)  guestshell upgrade package rootfs-fileeURI =~ > RiX, Guest Shell N2> 5 FELT

GE)  rootfs 7 7 A IV ATDBELHAE Ry r—UTIEHY /A, FIIRT LI, AT 5
A, BAINTW Wy r—V %[5 LOICRETHILENRSH Y £7,

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

\}

GE)  rootfs DI AL NN—T g U 2B ITTT DI

* Guest Shell 23BEIZA A =L ZRTWAHEATE, guestshell upgrade =~ > K% (B
DIRFGA—=H—721LT) HHLET,

* Guest Shell 2MAFFE S 7= & Z1Z, guestshell enable 2~ K& (GBII/ST A—X 721 T)
ERL £,

)

GE)  Guest Shell N5, FIEINX-API ZEHA L CTAL v FONHNSZDa~y ReETT 55
BlE, a7 b ERAFTTELOICKRET ALENDH Y £9, terminal dont-ask

guestshell enable package rootfs-fileeURl ==~ > K :
e rootfs 7 7 A L DEEARH IR IRREE FEAT L E T,
srootfsz A hL— F—LZB#E L 7,
srootfsz~ 7> b LT, feisco7 4 L7 UMD YAML 7 7 A Lz fhi L £9,
*YAML 7 7 A )VZfEHT LT VM ES (U Y =28 a2ET) 2BUGFL £,
* Guest Shell #7 77 4 7IZLE T,

guestshell enable DV — 27 7 1 — D :

switch# copy scp://user@l0.1.1.1/my storage/gs rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %S %VMAN-2-INSTALL_STATE: Installing virtual
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service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

A\

(F)  guestshell upgrade DV —7 7 o —DRETIZ, BEIED Guest Shell 23MlEE S U E 4,

N

GE¥) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7 V7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D 7 —H — 3 EHAHE/R N O DREZ EFRT D YAML 7 7 A /Wid, =27 AHR—
MEEO—EE L CTHBIMIZIER S VE T, ZH4UE, feisco 7 4 V27 K U @ Guest Shell rootfs
ICHAIAENTWET, ZHE, Guest Shell =T FDBERFTRFTIEH Y FHA, =—
P—NERETZXDHNRTA—FDO—HOIHANEENTNET,

Guest Shell 7 >R — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfspackage =~ > RZFE173 5 L. YAML 7 7 A W BVERSILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7 F v LE T,

Tt 7 v a2 TIE, GuestShell DFBNZENLHSIFEM T —# NEENTWET, showguestshell
detail =~ > RO —HOERPERINET,

FADMEIZ. YAML 7 7 A LOMER Sz & 2 @ UTC o= v a—F 4 o 7 T4, B3
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —R 733 TiE, GuestShell Z8 A M5OI LERFERFMICHOWVTHHAL X
T, ZOBIO target-dir OfE /] X, 7 1 A2 % rootfs & L CTilkhll L 7,
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vamL 77 4 L1 vti—

\)

GE)  Guest Shell MIEFHE X7z & X2 A AL SN ENEE S L2844, guestshell enablepackage
a<y ROMHARHZZN L OERA >R — K YAML 7 7 A VOE XD LS ET,

cpuarch X, 2T FTDOFETNTEEND CPUT —F T 7 F ¥ 2R LET,

T AR— M MRERET LEH%, YAML7 7 AV EERTEET GAREEZEELZY, &
BZG U CHAIE R/ NT A =X 2 L0 T E9)

Cisco IZ, JSON A ¥ —~ %M L TEE S 4172 YAML 7 7 A VA RGET D T2 DICEITTE D
Python A7 U 7 F 2RI L CTWET, FERRT A M TIEH Y FHADN (To& 21X, 7351 A[H
OV Y =AHRIFTF = v 7 SNEEA) . SRHIRTT—IZT T 72T H LR TEE
9, %G Te Python A7 U 7 M, [Guest Shell f > 7R— k =27 AR —} (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {IZ&H ¥ £ 7,
KD JSON 7 7 A LI, Guest Shell f >R — F YAML ®O/3—2 2 > 1.0 DAF—< %5k LT

WET,
{
"Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"igv. ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",

"minLength": 1,
"maxLength": 20,
"enum": [
"1.o"
]
}I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
}I
"description": {
"id": "/info/description™,
"type": "string",
"minLength": 1,
"maxLength": 199
}I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63
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}I

"author-name":
"idll:

{

"type": "string",
"minLength": 1,

"maxLength": 199

}I

"author-link": {

"id": "/info/author-link",
"type": "string",
"minLength": 1,

"maxLength": 199

}
}I
"app": {
"idll: "/app"[
"type": "object",
"additionalProperties":
"properties": {
"apptype": {
"idll:

false,

"/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"

]
}I
"cpuarch": {

"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [

"x86_ 64"

]

}I

"resources": {

"id": "/app/resources",
"type": "object",
"additionalProperties":
"properties": {
"eput: |

"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,

"maximum": 100,
"minimum": 1

false,

}I

"memory": {

"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024
}I
"disk": {
"id": "/app/resources/disk",
"type": "array",
"minItems": 1,
"maxItems": 1,
"uniqueltems": true,
"items": {
"id":

"/app/resources/disk/0",

"/info/author-name",
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"type": "object",
"additionalProperties": false,
"properties": {
"target-dir": {
"id": "/app/resources/disk/0/target-dir",
"type": "string",

"minLength": 1,
"maxLength": 1,

"enum": [
"/"
]
}I
"file": {
"id": "/app/resources/disk/0/file",
"type": "string",

"minLength": 1,
"maxLength": 63
}I

"capacity": {
"id": "/app/resources/disk/0/capacity",
"type": "integer",
"multipleOf": 1,
"minimum": 1
}
}
}
}
} 4
"required": [
"memory",
"disk"
1
}
} 4
"required": [
"apptype",
"cpuarch",
"resources"

}
}I
"required": [

"app

"

show guestshell 2 < > F

show guestshell 27 > K .

show guestshell detail =~ > RO IZIZ, A N = A A VAR — RS/ n, OVARLA

VA M=V ENTEDERTHERBEENET,
rootfsz A > 7" — K L721% ® show guestshell detail ==~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name : rootfs puppet
Path : usb2:/rootfs puppet
Application
Name : GuestShell

Installed version 3.0(0.0)
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Description
Signing

Key type

Method
Licensing

Name

Version

Exported GuestShell:

Unsigned
Unknown

None
None

R#EH—E X & Guest Shell [FRDFREE

Roa~vy FeA LT, B —E XL T A Y= VOFREMIETE 7,

FRETIL I

20170613T1736482

avyU kR

8

Virtual Service Global

Infrastructure version

show virtual-service global

switch# show virtual-service global

State and Virtualization Limits:

1.11

Total virtual services installed
Total virtual services activated

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service

Resource virtualization limits:
Name Quota Committed Available

1

1

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992
switch#

Y —ERAD 7 r—
JVIREE LR 2 FoR L &
7,

show virtual-servicelist

switch# show virtual-service list *
Virtual Service List:
Name Status

guestshell+ Activated

Package Name

guestshell.ova

AR — B 2 DM, K
Yy —E2ADAT—H A
BIOA A =&
TWAHY 7 ho=T Ry
r=CERRLET,
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av ok & EA
show guestshell detail guestshell /X 77— 1T
THEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

AR SIADLDT TUr— 3 oDkiEEREE)

T = a T, /usr/lib/systemd/system/application name.service (A A
h—/L &N 5 systemd / systemctl V—E R 77 A ILBMETT, ZOV—ERA 774
WME RO—EHIR T +—~ v MTTDRERDH Y £7,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target

TR TL .



TRANTIL I
B cestshen o7 70— 3 EkEEnIcEDT 5FIE

\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9°,

GuestShell "S5 F7 T U5 —o 3 U akEGIZHEEIT B F
&

ATy Tl ERTERLET 7Y r—vary $—EA 77 A /L% /usr/lib/systemd/system/application name
e v A R—ALET, F—E R

AT w72 systemctl start application name T7 7V r—3 g U EBIMBLET

ATY T3 77U r— 3 ) systemctl status-1 application_name THEITSNTWDH Z L 2R L ET
AT v 74 systemctl enableapplication_name TV r— RKHZT 7V r—a v E2HEE T LET
ATw TS 77V r— 3 ) systemctl status-1 application_name THEITENTND Z L 2R LET

ARSIV TOY TV T IV r— 30
WL, AN v vDOT 7V r—varaRr L TVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10

done

[root@guestshell guestshell]l#

[root@guestshell guestshell]l#

[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]

Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello
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[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilkT
Li=%6) . 77—y a iEEBICEEZS SNET, e 2 @Bl b e b L 226
T, TV A — g MR TT5E, o 2831257 CHEIWICHES SN ET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

Guest Shell [CE8T AEIED S I a—TFT 429

70 3) MADE I L—FRRIZHFRA N DT ILIZT7 9 RATELWN

FAN 2 VNDT 7T 4 TAETIIHET 7T 4 Tk F et 2dic, NX-089.2 (1) VU —
AMEBHNX-087.0 3) 7V VU —A A A= (=P —=ZHIZEMOVHR— FR72W) ([ZH T
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B ceestshencB@y amEO FS T T4 0Y

JL—RL7eHE, WOa~vy REETTEES, YA o/VTEEBILETHS, YA v
T 7B ATEXRWVROKEEIZZY 3., ZOMEOHRBAIZ. YA N = LOBITHIZY
0— RRBITENTH/AE, FA L Y2 VND T 7 A VB 2—F =LA ETIZEM O R — k372
NX-0S U U — A CflE Rl E 72k B 8 IR S e W =T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWXIrwx 4 root root 80 Apr 27 20:08
“rw-r—-r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1 TWXIWXIWX 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

FARNY VORI T 7 A NVEHH Z L ZoORENSEET A121E. URNCET ST
TENX-0892 (x) A A—YZEMHL T AT L&Y B—RL, NX-087.0 3) 174 A—YT
VAT LEYa— RTOENI, T AN Y2 AN (727 47 (Activated) ] SAVICIRRBIZ 2D &
HIZLET, I 1204 T v aiE NX-089.2 (x) OEFFHIZT A b v =&ML,
70 3) 7 T r—RLERICHBEAZICT S22 LTT,

T2 2 VAREFT D b ONRL BT 5771008, A A—V2EESPFICHEL T
FER T £,

BRI DIL— NS T—rI25922aDIT7AILICTIRATELWN

TARY )LD — ST — "7 T3 aDT 7 ANMIT 7 EBATERWESRHY £3°,

RA NG

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

FAR VD

[root@guestshellbootflash]# 1ls -al /bootflash/try.that

-rw-r--r-— 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

L, 22—V —DAEIZEBNHE A N VAT LERETHEDIERH SN TWA =0, F A b
T D)— FPREBRITIE VAT LD — F TR WZ ERRKRTH LA etEnH 0 97,

ZORMENSEETAIZIE. 77 ANDT VB RAHRIE T 7 A ND T N—TF 3T T, T —
759y a bOIE 77 AN EBVICT 7 BATEXAZ L AN LET, F A& Bash
Yo a b T IR AHRELIIIN—T BT EEETAVNENLLEENHY T,
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