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1. BGW IZBGP BN SA%ZEHA L E9,

router bgp as-num
address-family 1l2vpn evpn
maximum-paths number
additional-paths send
additional-paths receive

2. BGW T4 L3VNIVRF O~ /LF A EZEHBELET,

vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64

3. JL— b P—RIZBGP BN/ N2 ZHEHA L £,

router bgp as-num
address-family 12vpn evpn
retain route-target all
additional-paths send
additional-paths receive
additional-paths selection route-map name

route-map name permit 10
set path-selection all advertise

enodual rd 728 BGW TREINTWAEA., T 7V A v v alBFEINTWAHEHE
X, WOFNEEZFEITLET,
1. BGW T7 KL A 757 I U RN AEZRELET,

router bgp as-num
address-family 12vpn evpn
maximum-paths number

2. BGW T% L3VNIVRF O~ /LF XA E LET,

vrf evpn-tenant-00001
address-family ipv4 unicast
maximum-paths 64
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address-family ipv6 unicast

maximum-paths 64
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GE)  BGPEM/SAIX, — bk B —NTEMLEHY EHA,
1. configureterminal

2. [no] featuretunnel-encryption

3. [no] tunnel-encryption source-inter face loopback number

4. tunnel-encryptionicv

5. ({£&) copy running-config startup-config

ARV RFERERTIVa Y

=)
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configureterminal

1

switch# configure terminal
switch (config) #

Jua—rVEREE— K2R L ET,

ATy T2

[no] feature tunnel-encryption
i)

switch (config)# feature tunnel-encryption

CloudSec VXLAN EVPN |k > /LI
ij‘o

TALEA L

ATvT3

[no] tunnel-encryption source-inter face loopback
number
{5

switch (config) # tunnel-encryption source-interface|
loopback 2
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T, ZHIZLY, CRC Fuy” =7 —/n
FESUE T,

ATvT4

tunnel-encryption icv

1 -

switch (config) # tunnel-encryption icv

Integrity Check Value (ICV) Z#HZhzLE7, ICV
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CLThiUE, ZO7 L —MTZ T AL, [FAUT
RFAUSEEEE S ET, ZHUE. CiscoNX-0S Y U —
A 93(7) LAFE, AR — S ET,

ATy Th

(=)
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switch (config) # copy running-config startup-config

copy running-config startup-config

FFar 74 Xal—Tark, AFX—KT v a
V74X al—valar— LT,

RDARY
CloudSec F—F = — > & F—DHIE,

S —
CloudSec ¥F—F z—> & F—DETFE
T84 AT CloudSec F¥—F = — v & F—&{ER T £,
18 AR
CloudSec il L7=& % 27 VXLANEVPN ~ /L FH A EWENI/->TWNWDEZ L aMRALE
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FIEDHE
1. configureterminal
2. [no] key chain name tunnel-encryption
3. [no] key key-id
4. [no]key-octet-string octet-string cryptographic-algorithm {AES 128 CMAC|AES 256 CMAC}
5. [no] send-lifetime start-time duration duration
6. (f£&) show key chain name
7. (f£&) copy running-config startup-config
Flgn 4
ARV EFFERET7TIVa Y B#
A w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay ®— FEELG

1

switch# configure terminal
switch (config) #

L/ij‘o

ATvT2

[no] key chain name tunnel-encryption

1 -

switch (config)# key chain kcl tunnel-encryption
switch (config-tunnelencryptkeychain) #

CloudSec ¥ —F = — > % {Efk L T CloudSec F—
v FEEFEEL, PR EF—F = — R E
T— REBBELET,
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ARV RFERETIVa Y
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ATvT3

[no] key key-id
{5

switch (config-tunnelencryptkeychain) # key 2000
switch (config-tunnelencryptkeychain-tunnelencryptkey) #

CloudSec ¥ —Z1ERL L. b2 RAKEEF—REET—
RZBAA L £, &L 1-32A4 27T v N T, &K
B 1T 64 T,

GE F—OXFEIMETRIT TR F£H
hoe

ATvT4

[no] key-octet-string octet-string
cryptographic-algorithm {AES_128 CMAC |
AES 256_CMAC}

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

ZDFXF—Doctet A Y T ERELET, octet-gtring
SIEICIE. K64 LTFDO 16 U TEEDDH Z &
MTEFET, octet ¥ —(FNF T a—FIndk
W, 7 U7 7F% A M®Fx—|L show running-config
tunne-encryption =~ > RO INIZE RS ILERE A,

ATy TH

[no] send-lifetime start-time duration duration

1

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
send-lifetime 00:00:00 May 06 2020 duration
100000

F—DEETA T HALERELET, T 7411
Tl T3 R ZBALAREE 2 UTC & L THRWE T,
start-time 31580 %. ¥—MNT7 27T 4 TR B AT

F, duration3 T4 7 XA LDOEES (B) T,
HPHIT 1800—2147483646 F» (KI684E) T,

ATvT6

(f£&) show key chain name

1

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl

F—F -V DOREEZFERLET,

ATy T17

(f£:3) copy running-config startup-config

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config

Effar 74 ¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

RDBRY

CloudSec N VU v — DR IE,

CloudSec /R!') —MDERTE

BIpNHNRTG A= ZfEH L THEED CloudSec R Y > —ZEf T £, L2rL, 1 2DA v
B—=T 2 A ATT I T4 TICTELIRY—IT1 DOHTT,

4a & HREIIC

CloudSec #ffifH L7- % = 7 VXLANEVPN = /L F VA " BRENI /2> TND L EMERLE

j—‘O

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE



| CloudSec %R L 1=t 2 7% VXLANEVPN T LFH 4 +DHE

FIRDEE

F IR D 8

configure terminal

CloudSec K') > —DEE .

(f£&) [no] tunnel-encryption must-secure-policy

1

2

3. [no] tunnel-encryption policy name
4. ({£E&) [no] cipher-suite name

5. ({£%) [no] window-size number
6. (fE&) [no]sak-rekey-timetime
7 (EE)
8 (fE&)

show tunnel-encryption policy
copy running-config startup-config

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Jua—rVEREE— K2R LET,

ATwv 72| (f£E) [no]tunne-encryption must-secure-policy | B b ST W7y b3k v v a v OREERE
i - ML THEHEINRNESIZLET, CloudSec ™~
, , , H—HfmE LWy MIFey 7 SivET,
switch (config)# tunnel-encryption
must-secure-policy Zoavy RO noRUE, B b S TnZgu |
7747 %FA LET, CloudSec IExfIA F oy
5 CloudSec ¥ it A b ~DOBITHIZO I, B S
NTCWRWNT T 4 7 EFATHIEEBEIDL
£9, T 74V FTIL, CloudSec # i3 %+ =
772 VXLANEVPN v L F %A ME X7 £—
RCEMET D Z EMMETT,
R T 7 3|[no] tunnel-encryption policy name CloudSec R U —ZER L £,
1
switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy) #
ATy 74| (f£E) [no]cipher-suite name GCM-AES-XPN-128 ¥ 721X GCM-AES-XPN-256 D>
- TNUPERELET., 7 7 4/V MA
, , , , , GCM-AES-XPN-256 CT7,
switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256
ATv 75| ({E&E) [no] window-size number AVH =T 2 A ANRESNTT 4 R YA 2K
- WOy M EZF ARSI, B 4

switch (config-tunenc-policy)# window-size
134217728

Y RO EFRELE T, #PHIT 134217728—1073741823
IP %7y T, T 7 40 MEIE 268435456 T,
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. CloudSec E7 D& E

ARV RFEREET7TOVa Y ]3]

ATv 76| ({EFE) [no]sak-rekey-timetime SAK ¥ — ARk & i 3 2 ] 2 P B TR E L E

B - ‘ﬂ”o :@37‘/5%—(’@i‘ﬁﬁbf\ tyvary¥—%F

switch (config-tunenc-policy)# sak-rekey-time 180 YE”E‘E\E%&H#FH%F%BF%G:%ET‘%iﬁ*o ﬁéﬁf&%ﬁ&i
1800 ~ 2592000 # T4, 77 4/ MEIEH Y £

loe TRTOETIZR U —FERE AT 2 2

LR L ET,
ATwTF1| ({£E) show tunne-encryption policy CloudSec RNV > —REE R R LET,
f5
switch (config-tunenc-policy)# show
tunnel-encryption policy
AT 78| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—F T v7 2

I - Y74 Falb—varilar—LET,
switch (config-tunenc-policy)# copy running-config|
startup-config

RDERY
CloudSec V7 DR E

CloudSec E7 DL E
CloudSec B°7 # R ET& £,

1R BRI
CloudSec # il L=t % = 772 VXLAN EVPN < /LF ¥ 1 b

FleDHE
1. configureterminal
2. [no] tunne-encryption peer-ip peer-ip-address
3. [no] keychain name policy name
FIED %
ARV KRFERETI a3 Y B
Z 5w 71 |configureterminal Jsa— ) ary’ 4 Xab—ay E®— Neh
1 - LETS
switch# configure terminal
switch (config) #
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DCI 7 v 71 >4 T CloudSec £/ L= £% 1 74 VXLANEVPN T LF 41 &M< 5 [

AU RFERETIVa Y =)
Z 7w 72 |[no] tunnel-encryption peer-ip peer-ip-address E7 O NVE E{Z56A v X —T = A ZAD P 7 KL 2
15“ : %?Eﬁiﬂbjﬁj‘o
switch(config)# tunnel-encryption peer-ip
33.1.33.33
R 7w 7 3| [no] keychain name policy name CloudSec ETIZRY > —%T7 X v FLET,
i -
switch(config)# keychain kcl policy pl

RDERY
DCI7 v 7V v TCloudSec Z i fl L 7= % = 772 VXLAN EVPN ~ /L F 9 A &2 HihZT 5

DCl 7 71) >4 T CloudSec #{EMA L=t % 21 77 VXLAN EVPN < /L
FHA LZEE/RNZT S

T_RTHDCLT v 7V 7 T CloudSec Z i fil L T ¥ =772 VXLAN EVPN ~/LF %1 k%
HENZT B2, O FNEIZHENE T,

CE) ZoREIT. LAVY2AR—RMNITEHTEEEA,

G¥)  R— M T CloudSec ZA%hZ LT, CloudSec ZE&hZ4 2 & AR — Mg+ L.
VAT AFIEDFR— ey NEA U LET, A— BT TIZBE L TV E5E, &—
MIv vy FE T H%ICEHBIICEE L3,

1R BHEIIZ
CloudSec #fE L= =7 VXLANEVPN v /L FH A "M EHEN /2o TWB I L 2R LE
KR

FIEDHE

1. configureterminal
2. [no]interface ethernet port/slot
3. [no] tunnel-encryption
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FED
AR EERRTIVa Y B

R 7w 71| configure terminal Jua—s\ v ar7 4 Xal—vay E— KERh
il - LETS

switch# configure terminal
switch (config) #

AT 72 |[no] interface ethernet port/siot AHE—T x4 AFREET— FEBRBLET,
1

switch(config)# interface ethernet 1/1
switch (config-if) #

AT 73 |[no] tunnel-encryption BELI-A Y —7 A ATCloudSec #fEH LTkt
i - % =2 772 VXLAN EVPN < L5V A FEEZNC LE
kS

switch(config-if)# tunnel-encryption

CloudSec Z{£fA L 7=+ 21 77 VXLANEVPN < )L FH A
~

CloudSec X EHFHRAZFEH L TE X =277 VXLANEVPN v L FH A4 R &2F7ETAI121F. DLTFO

HAT DWNTNNEFETLET,
av Uk E]:3]
show tunnel-encryption info global CloudSec # il L 7= % = 7 72 VXLAN EVPN

< NVT VA NOREFRERTLET,

show tunnel-encryption policy [policy-name] ¥ D CloudSec RNV > —F77=1F9TXTD
CloudSec R U v — D EEF R LET,

shO\N.tunneI-emrypti.on session [peer-ip T RRA v M OEY 3 B3R T

peer-ip-address] [detail ] oM, CloudSec & v a VT4 51
WrEFRRILET,

show running-config tunnel-encryption CloudSec Zf#i fl L 7=t % = 772 VXLAN EVPN
< IVFH A NOETHORTERETFERLET,

show bgp ipv4 unicast ip-address BGP /b— b D b > FURE BALIE S A £R L&
7

show bgp |2vpn evpn LAY 2VPNEVPN 7 FL 2 77 3 U &)L—

T4 T MEREFIRLET,

show ip route ip-address vrf vrf VRF L— F2F R LET,
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av YR S]]

show |2route evpn mac evi evi LAY 20— MEHMERRFLET,

show nve interface interface detail NVE A V% —7 = A ADFFME R LET,
show running-config rpm FATHOBRETH— TF A NEFRLET,

GE) key-chain tunnelencrypt-psk no-show
A~y REFETT LN~ R
ANTBE, F—F %A MIETH
DRETHERIZRD £F (T AX
U A7f}%) . reloadasci =~ K
EANNTHE F—TFA MIFET
TORENOEKSNLET,

WOFITiL. CloudSec Z il L7~ % 2 772 VXLANEVPN ¥ /L FH 1 N OREFREF L
i—a_o

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list: 0000.0000.0001.0002 0000.0000.0001.0004
No. of Active Peers : 1

WIZ, BEENTWVWAHTRTD CloudSec R Y > —%2FR_TAHZRLET, HAHICIE, &R
VY —DEE, Uy RY A4 X, BLOSAK Hi TN FoR S £ 7,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WORFITIL, CloudSec & v a BT EREFRLET, HUIKIX, ETDOIPT RLA
ERY —, FHFRER—F =—r, BEOEy v a BT mE IR ENET,

switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44 .1.44.44 pl kcl Secure (AN: 0) Secure (AN: O
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: O

KIZ, BGP /b— b D b & LB SALIF R OB 278 L £,

switch# show bgp ipv4 unicast 199.199.199.199 Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, is
in HW

CloudSec ZEMA L=t ¥ 1 7% VXLANEVPN 2 LF 41 rDEE |
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B cloudsec E@ERA Lt 1 7% VXLANEVPN < LF 4 4 ~

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHIIE., MAC DMRAB ESTIZEER SN T DENE I MERL TWET,

switch (config)# show bgp 12vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.01/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F YA MBZIELTZ EVPN Z A 7 5 )b— b HIC/ERL &7 ECMP O %R L
F7,

switch(config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"
'*' denotes best ucast next-hop
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'**! denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: OxaOaOaOa encap: VXLAN

wOBNL, VE—b ¥ A F25Z{E L7 MAC IZ ESI X— 2D MAC ¥ /LF RNARKRESINT
WAMNE S PERLTWVET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V) :vPC link
(Dup) :Duplicate (Spl):Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (0O):Re-Originated (Nho):NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seqg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

wOBNE, PIPZHH L72 VXLANEVPN < /L F V1 FRREENTNDH I EEZRLTWET,

switch (config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopback0 (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: O seconds

Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e
Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds
Multisite delay-restore time left: 0 seconds
Multisite dci-advertise-pip configured: True
Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

WOBNE, ETHOBREDF—TF A F &R L TWET, key-chaintunneencrypt-psk no-show
avy REANTDHE, F—TF A MIFERTRICRY T,

switch# show running-config rpm
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!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm
AES_ 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7c00770576772
d08515e0804553124577£5a522e046d6a5£485¢c35425£59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315£2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156c7737223554270£787c07722a513e450a20a0703070c062
€0256210d0e204120510d29222a051£1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£224c2642302£5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560£04204056577£2a222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch (config)# key-chain tunnelencrypt-psk no-show
switch (config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
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CloudSec Z &/ L 7=tz % 1 7 7% VXLAN EVPN < )L F 4 1
~ DIETRBORT

WD a<r REMHH LT, CloudSec it FiAHH L T *% =27 VXLANEVPN < /L F ¥ 1 b
EFRREFIZZ VT TEET,

av R ]3]

show tunnel-encryption statistics [peer-ip CloudSec #ffi [ L 7= & % = 772 VXLAN EVPN
peer-ip-address] ~NVFH A NOMEHEREFE R LET,

clear tunnel-encryption statistics [peer-ip CloudSec Zf#i [l L 7=t % = 7 72 VXLANEVPN
peer-ip-address] VTV A NOEEREZ VT LET,

W OFIE CloudSec il L=t % = 772 VXLANEVPN <~ /L F ¥ 1~ OFEHEHROBI 2~ L%
KR

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: O
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:

Encrypted Protected Pkts: 30868929

Too Long Pkts: 0

Untagged Pkts: 0

Encrypted Protected Out-Octets: 15758962530 bytes
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CloudSec Z{£MA L 7=+ 21 7 7% VXLANEVPN < )L FH A

NOE ¥

&IZ. CloudSecZ{#iffl L Tt ¥ =2 7VXLAN EVPN~ /LF V1 R & ETHH %2R~ LET,

key chain kcl tunnel-encryption
key 2006

key-octet-string 7 075£79696a58405441412e2a577£0£077d6461003652302552040
a0b76015a504e370c7972700604755£022230c03254323277d2£5359741a6b5d3a5744315£2fF

cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111

dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session
Tunnel-Encryption Peer

11.1.11.11

Policy Keychain

RxStatus

TxStatus
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VIP £EAT BTLFHA b05 PIP AT 5T LFH1 F~0BT [

11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

VIPZ2ERTE5TILFHA FHOSPIPEERTLTILFY

4 F~NDBAT

VIP 2T 5~ LT WA 6 PIP AT D~/ TF VA MIAL—XRIZBITT HITIE. &K
DFNEZFEITLE T, BITIET—EIC 1 SOV A NTHEITTHLENHY £, BITHDO T
T4y THRKITR/ANBICIZ A ENTEET,

1.

T _XTOHA FDOFTRTDBGW % CiscoNX-0OSU U —R93B)LUED Y U — 2T v 77
Lr— F‘Li‘a—o

T_TD BGW TBGP g R/ XAEZRELET, TiuL, ESIX—RAD MAC v VF /2R3
FJOBGPBEVPN X A 7 2BXOZ A 51— DT _XRTCOXRI A MRy FTHFE o a—
R4 %72 DI BT,

BITTE59 A FE 1 OFTOERLET,

1 >OBGW #FpE, WUV A FOBGW %> % v h&¥ 7 LE T, NVEshutdown =~ >
RZEAL T, BGW ¥ v v hE T TE£9,

NT 74w ORKEEBET DX, 7277 477 BGW TPIP 2 x 7o~ /VFH A b
AT HRNCE L £, ZhIcXD, FCHA Fov vy F¥ 7 BGWAHEVPN
N— R EROETIENTED2D, VE—FBGWIZT 77T A 7BGWZIHIZ T 7 1 v
JEFEELET,

dci-advertise-pip 2~ R&ZFEL T, 777 4 772BGW TPIP il L7z~ /LT %A |k
ERICLET,

PIP 5J)& BGW ZAfi 2 7=~ /v F %A b, {42 EST © EVPN EAD-per-ES /L — b &7 R 34
/])X‘Li—a—o

PIP %/t BGW %15 2 7=~ /L F WA ~ix. (RABESI. *Z A b x> 7% PIP 7 KL A, PIP
A B —T7 A AMAC % RMAC (G434 28%54) L LTDCLIZT RARXAXLET,

T TV IT~DEVPNZA T2BLORIA T SNV— DT FARZ A XCETIEFILH
D FEHA

MAC /L— R ESI CRIE&END &, UVE— b BGW (L ESI X—AD MAC ¥ /L F /A % &
TLET

dci-advertise-pip 2~ > R&Z A LT, ALY A FDBGW Z—EIZ 1 DT DR L, PIP
TYNATFHA MEATLET,

ESLIZT_RTORUYA FBGW LRI U THLH=H, UE—F BGW X MAC /L'— k@ ESI
N—2D MAC v /VF X2 EZEITLET,
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B vezaEmsa<cLFo4 b0 S PP EERT BTALF YA FADHT

JE— k BGW TlE. BGP I/ 82 &%~ /L F 2L L TEIR L., EVPN ZA 7 5 /L— F DT
NRTCOXI ARy TeLAyra—RLET,
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