CloudSec Z{&FH L -tz 2 7 7% VXLAN
EVPN T I/LFH A FDERTE

ZOEL, WOBETHRINWTVET,

e CloudSec Zffil L7=t 3 = 772 VXLAN EVPN < /L FH A MZOWNWT (1 X—)

* CloudSec Z{#ifl L7~ % = 772 VXLAN EVPN = /L F %1 FOEEHE L HIHEE (2
~—)

 CloudSec ZffH L7=t ¥ = 772 VXLAN EVPN ~ /L F ¥4 FOTE 4 2—)

¢ CloudSec Z{#FH L7t % = 772 VXLAN EVPN = /L F %A Kk (13 ~<—3)

¢ CloudSec Z il L7=t % = 7 72 VXLAN EVPN < /L F %A N OHFEHEFROF R (18 ~L—
)

¢« CloudSec Z i/l L7=t % = 772 VXLAN EVPN = /L F %A hOFREF (20 ~2—)

«VIP #fi 9 2~/ F WA b22d PIP 2T 5~ AF VA b~DBIT (21 _—)

« vPC BGW CloudSec BEADYLEIEa v R—Y 2 A (22 X—2)

CloudSec R L7=tz% 1 77 VXLANEVPN < /)L FH 1
FZDULNT

CloudSec Zf# [l L 7= % = 772 VXLAN EVPN < /L F %4 kL, VXLAN _X— 2D < /LF YA
77TV OT =X VT 4 T —2EAEERIELE T, ZOMKIEIX, UDP /Y7 v
k@ 1IEEE MACsec DR EAL A T = AL ZHEH LT, A &7z VXLAN EVPN =2 R A >
MElZEX 2772 b prraRft LES,

CloudSec ¥ v ¥ a it 2 2DERLDY A FOR—F— F—F x4 (BGW) D DCI =47
LTeARA 2 B =KAo T, A MEDOTXToO@EIL, VIP OB ITv/LFH A |
PIP i L £9, BITHEROZEMIZ OV, VIP ZEHT 5~ F VA R PIP 24
THNTVA F~DOBIT 21 R—) ZBHRLTIEI,

CloudSec Z s L7 27 VXLANEVPN v /L F %A ki3, BT Z LA >TWnWD D
L EWEER L E7, CloudSec #H 74— h LARWETIX, CloudSec Z AR — T2 7 EEfET

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .



CloudSec %f M L 1=t ¥ 17 % VXLANEVPN VL FH A +DHEE |
B =5 osraBsv0Ey LR F—0—At—i—

XFEITH, T T4 v 7B LS vEY A, CloudSec FEXSHA K75 CloudSec X his 1
MA~DOBITHIZOIH, BERALENTWEWN T T 4w 7 2R THZ E2BEID LET,

CloudSec ¥ —23#2 T3 BGP 23M#i fl 41, MACsec Tld MACsec Key Agreement (MKA) 723
SHET, CloudSec > hr—/b 'L — %, BGPIPVA T RL A 77 I U & X —{HHRODAH
W L E 9, CloudSec¥—Ii%, 7> ¥ —LABGPYt v a &3 5BGPIPv4/L— FD k
VRN T'ME (R EATI8) JBIEO—EE L ak S E T,

F— 4734 LBLVEY FLR F—O—)LA—/\—

CloudSec ¥— F=— 2%, F—ID AT a DT A 7 XA LNEESNIZEHOFERIE
A¥— (PSK) ZFHHZ ENTEET, FaHLAXT—IX. N7 7 1 v 7 OB & AR
REDTZOIZ E HIZF —ZBGT 57280 Kﬁ@éﬂéVWF%WTTogﬁﬁﬁ%W®UXF
X, B2 4 72 L EFHFOF—F =2— 0 THRETEET,

X—DTA T XA LIE, F—DHRUINIC R BREZDBEESNE T, 7414 7 XA LARRES
j/bfl/\é)ﬁu\ FGAT7HA LOHBRREIINTZHIZ, MKAIZFS— F =— 0 NOWITERE I LT
HaEAE X —lce— L A== LET, F—DX A LY=L, v—hNVEIZUTC ZEE
TEET, T7ﬁW%®ﬁWwiUmTﬁ‘74754A HEDTLE L WIGEIE, HEHR
DT T7HNVE TAT7HALDBMERENET,

CloudSec ¥— F = —r ZHET HIT1E. CloudSec F—F = — & F—DRE (7 3—)
EERLTLIZE 0,

BAIDOX—DT A4 7% A LAPNHIREINIC/2D L, VA MNOROF—IZHBIMIZE —/LA—
N—=LET, FA—DF—»NY 7 Ol CRIFICRE SILTWDGAE, F—0r—/L 4 —/—
Ty FLRIZRDET, 2FV, F—FX T 74 v 7 Z2HlrEFicn— A4 — -3 F
T, DFED, FT T4 v RPN Z LR F—RNe— At —"—ZnET, F—DTA
THALT, By FLAF— a0 — A —R—2EHTEDIIE—N"—TF v T THLERD
nET,

CloudSec Z{£f L 1=t & 2 777 VXLAN EVPN < JLF+H A
FDES SR LEFFEIEA

CloudSec M L7~ % = 772 VXLAN EVPN ~ L F % A NMTIiE, IROFEZFEIE L HEFEEN
HYET,

* CloudSec i L T\ 5 EF =7 72 VXLAN EVPN < /L F %1 K&, CiscoNX-0S U U —
A 9.3(5) LAB% Cisco Nexus 9300-FX2 77 v 7 — 25 AA v FTHR—FSNET,

* CloudSec (VXLAN b > /uiE{biaE) ZH L TSt % 27 7 VXLAN EVPN v /L
FHA FiE. CiscoNX-OS U U —2Z10.1(1) LABED & Cisco Nexus 9300-FX3 77 v R 7 4 —
L AL v FTHR—FENET,

I3 AE—T oA ABIPILIF—FF ¥ RMEIDCI Y 7 L LTHR— FSNET,

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE



| CloudSec %R L 1=t 2 7% VXLANEVPN T LFH 4 +DHE
CloudSec % L 1=t %1 7% VXLANEVPN T L F 41 ~oizEEmEs #10%E [

e AA wFSETD CloudSec FF 7 4 v Z71%. DCIT v 7V v 7 %N LTAAL v FITAD
B ET,

« CloudSec Z il L7=& % = 772 VXLAN EVPN <~ /L FH A ~iE, /b— b — R CThke
ENTWAEHA b, FFRIETL Avia Ob— k=" L) 2L THERESLTH
2% A4 FTHR—bENET, b—F FT—RZNh L TERINTWHDETA FOBEAIL,
P —/3% CiscoNX-08 U U —Z93(5) LARED Y U —RA|Z7 » 727 L— KL, CloudSec
VXLAN EVPN kLI SALOF M (4 =) OFIRIZTENET,

«ICVIZ. CiscoNX-0S U U —293(7) TIZF 7 # /L b TENZ /2> TWET, LUETOY U —
A (CiscoNX-0S U U —293(6)) @/ — K& cloudsec b /vty a2k T 5%
HlE. /—RTICV 2T H20ERH Y £,

* CloudSec #fEfi L C, RUHA N EOFXTDBGW %% =7 VXLAN EVPN ~/L-F
A NACRETHLERDH Y 77,

«DCI U > 7 T CloudSec #3451 % =27 VXLANEVPN w/LFH A1 &, N7 77
U7 TMACsec A SEHZENTEET, 72770, RAUFR—FEREFR—F T 1—
7 (MACID) TRIFFCANCTHZ EITTEERA,

e CloudSec 7 2+ 5t ¥ 277 VXLANEVPN < L FH A ME, TNEDOBOEF =
TR T 74 v B ER LT A7-DICE LS — F=2—UREZFOULEND D F7,

o Cisco Nexus 9300-FX2 77 XU ZAA v F DX =2UTF 4 F—fHD BGPIPv4 7 v 75—
FClE, K60 DET NV HR—hrENET,

T IT AT EA—NREEINTZTRATCOXF—DHRYINIC oot Xy v a V&
2100, ¥F—F 2= TLICTATHZA LR LTIODF =2 2R ELET, XA
NTF507 42 LT, F—TLIZTATHA LERETHZ L EAHEREL £,

e CloudSec ¥—i%, 7o X —L A BGPEv I a3 %fiH+25BGPIPvA/L— KT ho LA
T AL IEEF L C BGWREI TS £ 4,

ZORBMENHHE ) — I L > TSN WAL, CloudSec = RARA > b / — K,
SF Y BGWHICTHE#BGPIPVA =% Y A N By a VAR ETHLERDY 1,

s RDOYEE . KA D BGW M TEH:eBGP BT U v V& fer+THMENH D £3,

*BGP I IPV42=F ¥ A M L—TFT 47 7 baLt LTHERAENETE, brxi
W 5{LEMEIX DCI # L TS EE A,

*BGP LS DN—F 7 T haid, DCIDIPvA =% ¥ A k JL—F ¢ L 7\f#
A&EnET (OSPF 72 &)

«eBGPET Y L L. DAV A —T oA ALTRRBN—F RN f B —T = A{ A%
AL CHELENET,

* The tunnel-encryption source-interface

 nve source-interface

CloudSec ZEMA L=t ¥ 1 7% VXLANEVPN 2 LF 41 rDEE |



CloudSec %/ L =+ % 1 77 VXLANEVPN 3 LF 4 1 +D#EE |
B cloudsec #EA LIt 7% VXLANEVPN T LF 4 1 FORE

«eBGP VT U v 7T, BEEBRORETE L THASNAELV—TF Ry 7 IPET 4 VH )
T BN 3, 72L& 21E, Loopbackl0 % L T CloudSec ™ eBGP £°7 J >/
BHESLT HA. Lol0 D IP (X2 OEEEfR T R A4 XESNERA,

* CloudSec Zffi[fl L7=& % = 772 VXLAN EVPN ¥ /L5441 hME, kEHHKR—FLET,
e R—H— F— U= A EOESEERE SN L2 A A b
DCIA LV H—=T A ADIP T »F 23— RRE
e INTF XX AN T A —LA
* OAM /XA K L — A
« TRM
e R—F—= =T =ADVIPHEHET L

« X7 A F Y —2A VNI 24 L 72 VXLAN EVPN

s CloudSec AN 72> TWAHEA. FEFWTO ISSU XY A — FEnEHA,

- feature tunnel-encryption =~ > K& {# f} L C Cloudsec Z NI HNZT 5 &, vPC ET
Vo7 R—=h T ¥R EZOYEA L N— [ H—T oA ANT T T LET,

CloudSec Z{&/f L 7=t 1 7 7% VXLAN EVPN < )L FH 1
hDEXTE

CloudSec Zfi [l L T3 = 77 VXLANEVPN = /L F % A KM ZHET HIiEL. IROFIEIZHE
9,

CloudSec VXLAN EVPN ~ > = JLEEFIEDHE 1L

CloudSec VXLAN EVPN k> R BEBALE B NCT HICiE, ROFIAEFITLET,

1R B

Pv42=F% ¥ A KT RLAZ77IJTBGPETERELET, IPv47 L 7 ¢ v AH CloudSec
F—FmETH RN aIa=T o @EE EBIEBERINTWD Z L 2R LET,
VXLAN EVPN < /LFH A FEHREL., kO~ REHEHA LT, CloudSec VXLAN EVPN |k
VNG RO T IP T KL AT KX A X LET,

evpn multisite border-gateway ms-id
dci-advertise-pip

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE



| CloudSec %R L 1=t 2 7% VXLANEVPN T LFH 4 +DHE
CloudSec VXLAN EVPN > # LisSitnamit [

A

EE  dci-advertisepip 72 L T VXLANEVPN ¥ L FH A FE2RETDHE, R—F—HF— =A%
VIP EHE— FICE LE9, Zid CloudSec VXLAN EVPN kv UGB TITYR— &R
FHA,

=K P—=RENLTERINTHDEYA ML, RO2O00F T arndbv 7,

T a2 T AVRDEARNNZT D : ZTOFT 74V OBEBEICLD, AEUNRRLENZY —T T
A AT 572012, BRIV V—A LR L AE Y Ar—A03EFE S E S, +3TCo
El—%4 F BGW %, UE— b BGWIZEVPN /L— h &7 RARZ A XF 5], HREL—
MZE U RDIEZMEH L E T,

e T 2T )VRD OEFL : V—TF 14 2D XA FE VHIEN 2 WS, BGW T nodual rd
a<v RERETEET, EVPNAL— &2 UE— K BGWIZT RAZ A4 XT 5, L
BGW THRE I iz/b— MIE72 5 RDEXHH SN E T,

BGW TT =7 /L RD WHENI > TWENE I T LT, IROWTNHOEEEZ FITLE
KR

* 7 27 /VRD ' BGW TRE SN TS HAEIE, WOFIEEZEITLET,
1. BGW IZBGP BNV SAZ A LET,

router bgp as-num
address-family 12vpn evpn
maximum-paths number
additional-paths send
additional-paths receive

2. BGW T% L3VNIVRF O /LF X2 EHE LFET,

vrf evpn-tenant-00001
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64
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router bgp as-num
address-family 12vpn evpn
retain route-target all
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router bgp as-num
address-family 12vpn evpn
maximum-paths number
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vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64
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1. configureterminal
2. [no] featuretunnel-encryption
3. [no] tunnel-encryption source-interface loopback number
4. tunne-encryptionicv
5. (fE) copy running-config startup-config
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switch# configure terminal
switch (config) #
AT 7 2|[no] feature tunnel-encryption CloudSec VXLAN EVPN |k > LB A hic L
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switch(config)# feature tunnel-encryption
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switch (config)# copy running-config startup-config

copy running-config startup-config
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[no] key-octet-string octet-string cryptogr aphic-algorithm {AES 128 CMAC |AES 256 CMAC}
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1. configureterminal

2. [no] key chain name tunnel-encryption

3. [no] key key-id

4,

5. [no] send-lifetime start-time duration duration
6. ({£%) show key chain name

7. (&) copy running-config startup-config
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configureterminal
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switch# configure terminal
switch (config) #

Ta—N)ary7 4 X¥al—ay E— Nk
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ATvT2

[no] key chain name tunnel-encryption

1

switch (config)# key chain kcl tunnel-encryption
switch (config-tunnelencryptkeychain) #

CloudSec ¥ —F = — > % {E L T CloudSec F—0
o FEEEEL, PR S LR —F = — U RE
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ATvT3

[no] key key-id
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switch (config-tunnelencryptkeychain) # key 2000
switch (config-tunnelencryptkeychain-tunnelencryptkey) #

CloudSec ¥ —#{ER L. b RABEEF—RTEE—
RZBMELET, #EIX1-32427F v T, &K
P A X% 64 T,

GE)
X — D FHITBETARTITIR Y T8 A,

ATvT4

[no] key-octet-string octet-string
cryptographic-algorithm {AES_128 CMAC |
AES 256_CMAC}

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

ZDF—Doctet A b > 7 EFELET, octet-gring
FIEITIE, FR 64 XFD 16 LT EEZD L Z L
MDTEFET, octet ¥ —FNF T a—FIndk
., 7 V7 T F A @ F—|L show running-config
tunnd-encryption =~ > RO NICE RS NVEE A,

ATy TH

[no] send-lifetime start-time duration duration
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switch (config-tunnelencryptkeychain-tunnelencryptkey) #
send-lifetime 00:00:00 May 06 2020 duration
100000

X —DEETATHA LERELET, T 74/ b
Tl T3 R ZBALAREM 2 UTC & L THRWE T,
start-time 31351, ¥—NT7 7T 4 T B HEET

7, durationB|¥E T A4 7 X A4 LDOES () T,
HF T 1800—2147483646 F» (K9684E) T,
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(f£&) show key chain name
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switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl
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ATy T17

(f£&) copy running-config startup-config
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switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config
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TO

1. configureterminal

2. (R
3. [no] tunnel-encryption policy name
4. ({£%) [no] cipher-suite name

5. ({EE) [no] window-size number
6. (%) [no]sak-rekey-timetime
7. (EE)
8. (EE

[no] tunnel-encryption must-secure-policy

show tunnel-encryption policy
copy running-config startup-config

ARV KRFERERETYVa Y
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X w 71 | configureterminal JTua—rVBREE— REBBLET,
1
switch# configure terminal
switch (config) #
ATwv 72| (&) [no]tunne-encryption must-secure-policy |Ha b STV wr y b3k v v a OEERE

1

switch (config)# tunnel-encryption
must-secure-policy

MLTEEENSR WL DT LET, CloudSec ~v
H—FfmkL7eW Ty MIRry 7 EnEd,

Zoa<wry RO no L, BabIhTnen b
7747 &FAILET, CloudSec FEXFIH A K
5 CloudSec %oV A h~OBITHIZDH, Kb &
NTWRNWNT 7 4w 72352 Lo L
F9, 7 74/ h T, CloudSec #fiH T 5% =
T 72 VXLANEVPN < L FH A NI BEFaT | £—
RCEMET D Z ENBETT,
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ARV RFERETIVa Y =)
Z 5w 7 3| [no] tunnel-encryption policy name CloudSec R U > —ZAER L £7,
I -

switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy) #

ATv 74| ({£E) [no] cipher-suite name GCM-AES-XPN-128 ¥ 72 1% GCM-AES-XPN-256 D>
i - ThERELET, 7740 MEX
) , , , , GCM-AES-XPN-256 T,
switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256

ATw 75| ((EE) [no] window-size number AVE=T oA ARRESNTCT 42 R A XFK
WOy NP Aie WL 51T, AEREDY «

51 - K

1 oh (configot Liey)# wind , Y RUEBRELET, &FHIE134217728—1073741823

SwltcC conrig—-tunenc-polic wlnaow—-slize o

134217728 ’ F ! P47y FCTT, T 74V Ml 268435456 T,
ATw 76| (f£&) [no]sak-rekey-timetime SAK & — AL Bk & 5] 3 2 IR 2 FD B TRk E L E

4, Zoav s REHFHALT, Eyvard—%F
RIRTREZeREERRRICAE T 9, AR/
1800 ~ 2592000 £ C9, 7 7 4/ MEIXH D FH
No TRTOETIZHE U X —FHIERELFHT S 2

1

switch (config-tunenc-policy)# sak-rekey-time 1800

LR L £,
ATv 71| ({£E) show tunne-encryption policy CloudSec RV > —REEFKT LET,
il -
switch (config-tunenc-policy)# show
tunnel-encryption policy
ATw 78| ({EE) copy running-config startup-config Effar 74 Xal—ark, AFA—hrT v S

Bl - Y74 FXalb—variiat—LET,

switch (config-tunenc-policy)# copy running-config
startup-config

RDRERY
CloudSec VXLAN EVPN b v RV 5L E T 3% & L £,

CloudSec E7 DT
ZDFEIL, WONEBE TR I TWET,

CloudSec E7 DX E
CloudSec 7 # R ETE £,
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CloudSec #fHH L7=t % = 772 VXLAN EVPN < /L F %1 L

configureterminal

Wb

pki policy policy name

[no] tunnel-encryption peer-ip peer-ip-address
[no] keychain name policy name

AR NFERERTIVa Y

=)

AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/i‘é—o
switch# configure terminal
switch (config) #

A v 7 2| [no] tunnel-encryption peer-ip peer-ip-address ET7DNVEEETLA v X —T =4 ADIP T RL A
15“ : %*Eﬁgbjﬁio
switch(config)# tunnel-encryption peer-ip
33.1.33.33

R T 7 3| [no] keychain name policy name CloudSec ETIZARY > —%2T X v FLET, AT v
i - Z4E, ZOAT v TOROYICHEATE XY,
switch (config) # keychain kecl policy pl

A7y 7 4| pki policy policy name PKI Z il L TETIZ cloudsec RV v —%7 % v F

1 -

switch (config) # pki policy pl

LCUVWET,

RDEZRY

TV A H—T A AT CloudSec VXLAN EVPN b > RIS B Z 3% E L £,

DCI 7w J'') % T CloudSec % & L 7=tz & 1 7 % VXLAN EVPN < )L
FHA bERANCT D

FT_TODCI 7 v 7V 7 TCloudSec #fiH L T =77 VXLAN EVPN v /L FH A %

BN BHIZiE, ROFNRICHENE T,
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FIRDEE

F IR D 48

FIE
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GE) ZoH/RTIFE. LAY 2AR—MITHEHATEXETA,

N

GEX)  CloudSec NEHEF DODCIT v 7V 7\ ZAEZITHIREINDS &
Vo BNERME T LI E IR DN D720, BER 77 v 7 THhoH LR £

NEAVVR

4r & HREIIC

CloudSec # il L7- % =7 VXLANEVPN ~ /L FH A " BENI /2> TNWD D L AR LT

‘@40

1. configureterminal

2. [no]interface ethernet port/slot

3. [no] tunnel-encryption

aAvY RFEREFT7ZII Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Fa—r )L arz 4 Xalb— gy B— REBts
]\/\i‘g_(]

ATvT2

[no] interface ethernet port/dot

1

switch(config)# interface ethernet 1/1
switch (config-if) #

A B —T oA AREET— FEBBLET,

ATvT3

[no] tunnel-encryption

1 -

switch(config-if) # tunnel-encryption

BELEA L Z—7 4 ATCloudSec & H L Tk
% =2 772 VXLAN EVPN = LTV A N EEZNC LE
—g—O

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE

Voo m7oy 7 LET,
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CloudSec Z{£MA L 7=+ 21 7 7% VXLANEVPN < )L FH A
~

CloudSec X EHFHRAZHEH L T X =277 VXLANEVPN v L FH A4 R &2 F7ETAI121F. LTFO

HAT DWTNNEFEITLET,
av R ]3]
show tunnel-encryption info global CloudSec #ffi [l L 7= % = 7 72 VXLAN EVPN

~“NFHA POREFREFTLET,

show tunnel-encryption policy [policy-name] ¥ D CloudSec RNV > —F/=1F9XTD
CloudSec RV > —DFRELXZF L ET,

show.tunnel-encrypti.on session [peer-ip T RRA v M OEY 3 B3R T o

peer-ip-address] [detail] Iy, CloudSec & v = BT A1
WMERTILET,

show running-config tunnel-encryption CloudSec Zf#ifl L 7=t % = 772 VXLAN EVPN
<~ NVTFH A FOFEITHOREREFRLET,

show bgp ipv4 unicast ip-address BGP /L — F D k¥ R LIS BV IS S A2 FoR L%
R

show bgp 12vpn evpn LAY 2VPNEVPN 7 FL A2 77 3 U &)L—
T4 T=INERER R LUET,

show ip route ip-address vrf vrf VRF /L— F&2FRLET,

show 12route evpn mac evi evi LAY 2— MEREFRLET,

show nve inter face interface detail NVEA UV H—T =2 A ZADFFMEFRLET,

show running-config rpm FITHOBRETHF— THFA MR RLET,

GE)

key-chain tunnelencrypt-psk no-show =~ >
HFEATTHANCa~vY REANTHE, F—
T H A MIFEATHORE THIRRICRY 7

(TAZYAIf4E) , rdoadascii @~ R
EANTDHE, F—TF A MIFATHORE
MOAMESET,

show running-config cert-enroll FNZARNKA U N EF—_T O EERL
i‘a‘o

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .
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avw vk =E):g]

show crypto ca certificates <trustpoint_label> | k5 2 F 7B A > FOAHEORNKELZFR L E
TO

& DOFITiE., CloudSec Z il L7~ % 2 772 VXLANEVPN ¥ /L FH 1 N OREFREF L
i‘j‘o

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list: 0000.0000.0001.0002 0000.0000.0001.0004
No. of Active Peers : 1

WIZ, BEESNTWATRTD CloudSec R Y > —%2FR_TAHZ2RLET, BT, &F
V—DEE, 74 Ry A4 X, BELOSAK AT TR R EINE T,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WOHITIL, CloudSec v > a VICBETAIEHREZFRLET, HAKIZ, ¥T7OIPT RL A
LRV — fFHAFRERF—F2—r, BLAOE vy v a B eXaT7nE ) BN rRmEnE1,

switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44 .1.44.44 pl kcl Secure (AN: 0) Secure (AN: O
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: 0

WOFENEL, PKIGEBE N T &2 FRA > MZHS< Cloudsec £ v 3 = BT ABHE2 TR L

TWET,

switch# sh tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain
RxStatus TxStatus

20.20.20.2 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

32.11.11.4 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

&IZ, BGP L— D k2 R AMEBALER OB E2 R LET,

switch# show bgp ipv4 unicast 199.199.199.199 [ Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, is
in HW

Multipath: eBGP

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE
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Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHIIE., MAC DMRAB ESTIZEER SN TWDENE I MERLTWET,

switch (config)# show bgp 12vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.01/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F YA MBZIELTZ EVPN Z A 7 5 )b— b HIC/ERL &7 ECMP O 2R L
F7,

switch(config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

CloudSec #{# A L f=tz % 2 7% VXLAN EVPN < L FH 4 FDERE .
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'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: OxaOaOaOa encap: VXLAN

wOBNL, VE—F HA F25Z{E L7 MAC IZ ESI X— 2D MAC ¥ /LF RNARKRESINT
WAMNE S PERLTVET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V) :vPC link
(Dup) :Duplicate (Spl):Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (0O):Re-Originated (Nho) :NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seqg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

wOBNE, PIP & H L72 VXLANEVPN < /L F V1 PR EENTNDH I L EZRLTWET,

switch (config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: O seconds

Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e
Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds
Multisite delay-restore time left: 0 seconds
Multisite dci-advertise-pip configured: True
Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

WOFNE, FITHOBREDF—TF A MERLTWET, Kkey-chaintunneencrypt-psk no-show
avy REANTDHE, F—TF A MIFERTRICRY T,

switch# show running-config rpm

!Command: show running-config rpm

'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020
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version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315£2f cryptographic-algorithm
AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7¢c00770576772
d08515e0804553124577£5a522e046d6a5f485c35425f59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156¢c7737223554270£787¢c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051f1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£2a4c2642302£5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560f04204056577£2a222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch (config)# key-chain tunnelencrypt-psk no-show
switch(config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

ROBNT, FTARRA L FEF—_TORELRLTWVET,

switch# show running-config cert-enroll

!Command: show running-config cert-enroll

'Running configuration last done at: Fri Apr 21 10:53:30 2023
!Time: Fri Apr 21 12:07:31 2023

version 10.3(3) Bios:version 05.47

CloudSec ZEMA L=t ¥ 1 7% VXLANEVPN 2 LF 41 rDEE |
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crypto key generate rsa label myRSA exportable modulus 1024
crypto key generate rsa label myKey exportable modulus 1024
crypto key generate rsa label tmpCA exportable modulus 2048
crypto key generate ecc label srcl5 ECC_key exportable modulus 224
crypto ca trustpoint srcl5 ECC_CA

ecckeypair switch ECC_key and so on

revocation-check crl
crypto ca trustpoint myRSA

rsakeypair myRSA

revocation-check crl
crypto ca trustpoint tmpCA

rsakeypair tmpCA

revocation-check crl
crypto ca trustpoint myCA

rsakeypair myKey

revocation-check crl

KOFNE, FTANRA L T TCOIAE TV ERLTVET,

switch (config)# show crypto ca certificates myCA

Trustpoint: myCA

certificate:

subject=CN = switch, serialNumber = FBO22411ABC

issuer=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abc@xyz.com

serial=2F24FCE6823FCBE5A8AC72C82D0ESE24EB327B0C

notBefore=Apr 19 19:43:48 2023 GMT

notAfter=Aug 31 19:43:48 2024 GMT

SHALl Fingerprint=D0:F8:1E:32:6E:6D:44:21:6B:AE:92:69:69:AD:88:73:69:76:B9:18
purposes: sslserver sslclient

CA certificate 0:

subject=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abc@xyz.com

issuer=C = US, ST = CA, L = San Jose, O = Cisco, OU = EN, CN = PKI, emailAddress =
cal@ca.com

serial=1142A22DDDE63A047DE0829413359362042CCC31

notBefore=Jul 12 13:25:59 2022 GMT

notAfter=Jul 12 13:25:59 2023 GMT

SHAl Fingerprint=33:37:C6:D5:F1:B3:E1:79:D9:5A:71:30:FD:50:E4:28:7D:E1:2D:A3
purposes: sslserver sslclient

CloudSec Z{&/f L 7=tz 1 7 7% VXLAN EVPN < )L FH 1
~ DIETRBORT

WD a~y Raf LT, CloudSec #aHE#HZ M H L T ¥ =7 VXLANEVPN v /L FH A k
BERRELIZZ Y T TEET,

av> R BHH#

show tunnel-encryption statistics [peer-ip CloudSec #ffi [ L 7= & % = 7 72 VXLAN EVPN
peer-ip-address] < IVFH A FOMEHEREE TR LET,

clear tunnel-encryption statistics [peer-ip CloudSec #f# ] L7-& % = 7 7¢ VXLAN EVPN
peer-ip-address] ~NVFHA FOREHEREZ VT LET,
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& DFIZE CloudSee Z i L=t % = 772 VXLANEVPN ~ )L F ¥ 1 F OFEHEROHI 2~ L E
TO

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: O
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:
Encrypted Protected Pkts: 30868929
Too Long Pkts: 0

Untagged Pkts: 0
Encrypted Protected Out-Octets: 15758962530 bytes

Y

GE) kY BB DO IER T, BIE Ny FOWINMERMIZI NS 740 v 27D Fe vy 7RR BN
HHEAIT. MOWTHOOHANEZ b ET,

Ty NIV T LA g RUDHTERESNIZTZD, BEINTHET,
o PG SALE T BFEH L TV ERE A,
CERICEX 2V T4 URIZBHD

ZOXIRRMTIE, ST BV E—RMETThURAUEBLE T ZHIBR L TOLHEERE L.
7 tviar ey FLTHERMITAILERS D £,
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NOE ¥

IZ, keychain Z i L CTEF =7 VXLAN EVPN /L F %A M E#EHRT H62RLET,

key chain kcl tunnel-encryption
key 2006

key-octet-string 7 075£79696a58405441412e2a577£0£077d6461003652302552040
a0b76015a504e370c7972700604755£0e22230c03254323277d2£5359741a60b5d3a5744315£2fF
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption

tunnel-encryption source-interface loopback4

tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.
keychain kcl policy pl
tunnel-encryption peer-ip 11.2.
keychain kcl policy pl
tunnel-encryption peer-ip 44.1.
keychain kcl policy pl
tunnel-encryption peer-ip 44.2
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 1
dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session
Tunnel-Encryption Peer

11.1.11.11

11.

11.

44

.44

11

11

11

.44

.44

Policy Keychain

RxStatus

TxStatus
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VIP £EAT BTLFHA b05 PIP AT 5T LFH1 F~0BT [

11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

VIPZ2ERTE5TILFHA FHOSPIPEERTLTILFY

4 F~NDBAT

VIP 2T 5~ LT WA 6 PIP AT D~/ TF VA MIAL—XRIZBITT HITIE. &K
DFNEZFEITLE T, BITIET—EIC 1 SOV A NTHEITTHLENHY £, BITHDO T
T4y THRKITR/ANBICIZ A ENTEET,

1.

T _XTOHA FDOFTRTDBGW % CiscoNX-0OSU U —R93B)LUED Y U — 2T v 77
Lr— F‘Li‘a—o

T_TD BGW TBGP g R/ XAEZRELET, TiuL, ESIX—RAD MAC v VF /2R3
FJOBGPBEVPN X A 7 2BXOZ A 51— DT _XRTCOXRI A MRy FTHFE o a—
R4 %72 DI BT,

BITTE59 A FE 1 OFTOERLET,

1 >OBGW #FpE, WUV A FOBGW %> % v h&¥ 7 LE T, NVEshutdown =~ >
RZEAL T, BGW ¥ v v hE T TE£9,

NT 74w ORKEEBET DX, 7277 477 BGW TPIP 2 x 7o~ /VFH A b
AT HRNCE L £, ZhIcXD, FCHA Fov vy F¥ 7 BGWAHEVPN
N— R EROETIENTED2D, VE—FBGWIZT 77T A 7BGWZIHIZ T 7 1 v
JEFEELET,

dci-advertise-pip 2~ R&ZFEL T, 777 4 772BGW TPIP il L7z~ /LT %A |k
ERICLET,

PIP 5J)& BGW ZAfi 2 7=~ /v F %A b, {42 EST © EVPN EAD-per-ES /L — b &7 R 34
/])X‘Li—a—o

PIP %/t BGW %15 2 7=~ /L F WA ~ix. (RABESI. *Z A b x> 7% PIP 7 KL A, PIP
A B —T7 A AMAC % RMAC (G434 28%54) L LTDCLIZT RARXAXLET,

T TV IT~DEVPNZA T2BLORIA T SNV— DT FARZ A XCETIEFILH
D FEHA

MAC /L— R ESI CRIE&END &, UVE— b BGW (L ESI X—AD MAC ¥ /L F /A % &
TLET

dci-advertise-pip 2~ > R&Z A LT, ALY A FDBGW Z—EIZ 1 DT DR L, PIP
TYNATFHA MEATLET,

ESLIZT_RTORUYA FBGW LRI U THLH=H, UE—F BGW X MAC /L'— k@ ESI
N—2D MAC v /VF X2 EZEITLET,
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B pcBow Cloudsec EBIDMIES v i—U R

JE— k BGW TlE. BGP I/ 82 &%~ /L F 2L L TEIR L., EVPN ZA 7 5 /L— F DT
NRTCOXI ARy TeLAyra—RLET,

vPC BGW CloudSec ERD ¥R /N\—T T X

Wk, B—DNL—F Ry 7 A H =T 2 A AINVEREETL A v F—T =2 AL LTHES
L, vVPC a7 Ly 7 ZD PIP & VIP Ol T MERK S AV TUVWET, Cisco NX-0S U U —2
10.3(2)F LAFETlZ. CloudSec %f)i&D vPC BGW (ZHBI D/ —TF R 7 AR T& £97, vPC i
B CHOar "=V 2% EEE 5700, NNED FCEETLET=—F v XA MIPT FL
ZNMEHRN DN —T Ny 7 A B =T oA RAEMHTHZ L aBEIO LET, HENA ¥ —
T xA ARSI THBIPT RLAEZVWPC /—FROPIP THY, T=—FF¥ A b L ¥—
T oA AHEREINTWHWDIPT RLAZZFDOVWPC 27 Ly 7 AD VIP TY, NVE T=—
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