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Syslog %r—/\FE DB | T 4 E—T L

AT LAYE—UAX S DEE
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GE) ZOBERED Cisco NX-0S ==~ RiZ. CiscolOS D a~< > REIZR A AEERNHEDOTHEREL
TLIZEW,

- oS < — N N “ i EAL—
— X FIL Yy I IOANDVARTL AYE—OF T DETE
BEREICESNHNT, 2V —)b, Telnet, BLOSSHE vy a X vb—U%8T559
T NRA ABRETEET,
FIFNIITIE, 2—IF LBy arTaXer 3ax—7 173,

Note = vV—LDR—L— 1239600 R— (F7+/ 1K) Od. BIED Critical (F7#+/L 1) =
X T LR S NE T, arYy—raX S LV EETLLY LT L T T —
Ave—UnNERINET, X7 Lobkx EiF S (Critical X0 & EID) 12X, =20V —
NDR— L— % 38400 R —IZEETHLERH Y 7,

Procedure
Command or Action Purpose

A w 71 |terminal monitor TN AN ) —)LIZ A v E— R
Example: RTELHLIITLET,
switch# terminal monitor

R T 72 |configureterminal Jua—\) a7 4 Xal—gy
Example: T—FZBBLES

II DRTLAYE—DOXF VT DERE
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT3

[no] logging console [severity-level]

Example:

switch (config)# logging console 3

BESNTERELEZNLY EIOEKX
EFEOAv—TharyY—l vy
VNCFEERT D L OIS, TN REBREL
F9, HSVEIZ, LV EVWEREER
LEd, EREZO~7DHIETY,

0 A

: 7 7—Fh
7 UT 4 v
LT —
DB

n

<6 IFH

@

TRy T

ERENMEESNTORWES, 7+
NED2BEHASNET, nod 7T a
NI Avb—TEaryy—in s
LT NA ADKBER T 4 B—T ML E
R

ATV

(Optional) show logging console

Example:

switch(config)# show logging console

ay =X SREEFRLET,

ATy Th

[no] logging monitor [severity-level]

Example:

switch(config)# logging monitor 3

DRTLAYE—SOFX VT DHRE

FRAANEESNEZERELZNLY
HIOBEREDOA v E—TEE=HITHL
FECEDHLIICLET, ASVEE, X
DEWEREEZRLET, EREZTO~
7 OFFETT,

o0 BRA
e1:77—%F

3. TT—
o 4 ;. HEL
o5 AN
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Command or Action Purpose
<6 1
T TN

FRET Telnet BELSSHE v 3 1T
wWHINET,

BRENMREESNTWRWEES, T 74
NVED2PMERENET, nod 7=
. A vEB—T% Telnet 3 LN SSH
Y vigvica S T57F 1 2D
Fo4—7 M LET,

ATvT6

(Optional) show logging monitor

Example:

switch (config)# show logging monitor

TS AR TRECFTFLET,

ATy T17

[no] logging message inter face type
ethernet description
Example:

switch (config)# logging message
interface type ethernet description

VAT A AvE—Y n SNT, YRR
A =YXy b A X =Tz ALK
YT A B —T A A LTt &
BMCTEx5 k2 LET, Z OB,
AU H—T A ATHE SN L[
CHDTT,

noA 7Y a ik, e —Y Xy kA
VH—T 2 ADVAT A A yE—
a7 NOA B —T = A A OE %
Faoe—T M LET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

Eloz

e

FITREERE, AX— T v
v—LEd,

-~ - = — = |
Syslog X v E—L MiEET ID DERTE
U E— b syslog —/NZHE &N D syslog A v —DVIZHEA M4, IPT KL A, £0137 % A

kSCFHN A A9 5 X 9 12 Cisco NX-0S 7% ET& £9°,

FIE

AV RFEEETIVa Y

=)

ATy T

configureterminal

1

. VRTLAYE—OOFXF VT DHRE

Ja—)L a7 4 Falb—g
E—RFZBBLET
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switch# configure terminal
switch (config) #

ATvT2

WZ8: logging origin-id {hostname|ip
ip-address | string text-string}
{5l

switch (config)# logging origin-id
string n9k-switch-abc

UE— b syslog —NIZEEEIND
syslog A v =BT DR A R,
IP7 FL A, EE7 ¥ A FXFFI &
ELET,

ATvT3

CE=D)
1

switch (config)# show logging origin-id|
Logging origin id : enabled (string:
n9k-switch-abc)

show logging origin-id

U E— b syslog —NZHEEEIND
syslog A v E—UIfINEN 5, RIEW
HDBRA NG, IPT RLVAL E£720137
FARLFHINERRLET,

ATv74

(f£&) copy running-config
startup-config
fi

switch (config) # copy running-config
startup-config

RRIER, A — 1T v TR
[:0\___ Lij‘o

T7ANANDURTL A yE—UDERER

VAT DAy =V ET TAMITEERT DL T A AERETEEY, 774V P TIE
VAT I A vt — U logflash/log/logfilename IZFEEk SV E T,

FIE

AR RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EREBELET

ATv T2

[ no ] logging logfile logfile-name
severity-level [ persistent threshold percent
| size bytes ]

1

switch(config) # logging logfile my log
6

switch(config) # logging logfile my log
6 persistent threshold 90

FEARSGE FE T2 3K 721 77 7 A Lo
TA—HERELET,

logfilename : A7 L A vE—T D%
FIERT 07 77 A VOLARTH
ELET, 774NV DT 74 NV4T
Imessage] T,

severity-level : @ 72507 5 /MO HE
KELVVEHRELET, /DSUVMEE,
XVEWEREEZRLET, T 7401
15 T, fpHIZ0—7 TY,

DRTLAYE—SOFX VT DHRE .
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persistent threshold percent : 473 =3 >
T, KkEr 7 77 ANDLEUME —
T —UERELET, ®HIT0~
99 T,

(G¥)  persistent threshold % 0 (¥
7)) ZERETDHE, KFELE
UMERERENEZDIC 22D . L&
VM syslog (3 ARk S AL EH
oo

percent [Z. K#E 7 7 A /L D/R—F Lk
LEVMES A Z2RELET, LEVHE
YA XNZETDHE, TT— MEMA Y
t—URe ZIZEER S ET, Ktn
77 ANVOMEHEIN100% ([ZET D &
VAT BIHID syslog A v — ViEA
EEELET, BMFORT 77410
N DT o777 A NVPMERS L, %E
SN LEVED R—F T — M5
END, HLne s 7y A L~nEX
IABDIIR S IVE T, KT, L

BEHSODNRNY T T T 7 AN
REFSNET, ST7ANERBZD &,
VAT AIRLEWNLDONL T 7 AV E
HIBR L £,

GE) KERaXr 7L, AT A
HIGDOHRETY, v 77 A
U Nlogflash/log/[filename] (Z
HYFET,
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KD show a2~ RO, Kin 7
77 A NVERRE Y R—F L TWET,

« show logging info
« show logging

HIZIE, Kier I OWTORD K H
RIERPEENET,

Logging logflash: enabled (Severity:
notifications) (threshold percentage:
99)

Logging logfile: enabled

Name - messages: Severity -
notifications Size - 4194304

sizebytes: A7 a3 LT, K77
AN YA XEfRELET, #®HEIT 4096
— 4194304 /XA N TT,

ATvT3

logging event {link-status| trunk-status}
{enable | default}
i) :

switch (config)# logging event
link-status default

B —T A AAR NeuaXr s
L/iﬁ—o

s link-status : °<C® UP/DOWN
A v —T 8 X O'CHANGE £ v
v —Thu SR ELET,

e trunk-status : 9 XCHO T 7 A
TFT—HARXAyE—BuX 0L
\i—g—(}

senable: "— K L~ )LD 7 ¢
Fal—varzbEXLTrX
ThAF—TNMITHEH, FEEL
£7

s default : & X2 7N BRIGICERE S

nNThwnwf v F—T7 A AT, T
TxNhoaX s SREEEHT D
£o, BELET,

ATvT4

({E&) show logging info
{5

switch (config)# show logging info

RXITREEZRTLET,

ATy Th

({£#&) copy running-config
startup-config

1 -

2
7
[
N

FITREERE, AX— T v
v—LEd,

DRTLAYE—SOFX VT DHRE .
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ARV RFERETIVa Y
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switch (config) # copy running-config
startup-config

EOA—ILEELUVIT7U)Ta AytE—20OFXF T DETE

TV 2= NVBIOT7 7V T AICEDSNWTREKT DA v E—VOERELIVI A LRAZ T
DHNLZRETEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—R) a7 4 F¥al— g
E— FEBRBLET

ATy T2

[no] logging module [severity-level]

Example:
switch (config)# logging module 3

BEINT-EREEZFENL EOEKX
EThiArE a— s Avkr—T%
AFX—=T VI LET, EREIZO~TD
F#PH T,

o0 XA

1:77—1Fh
*2:7UT v
3T —

<4 BE

« 5 AN

<6 [

T TN

ERENBESNTWARWES, T 74
N SBEHAESNET, nod 7 a
VEMHT AL, EVa— v s Ay
T —UNT 4 =TI £,

ATvT3

(Optional) show logging module

Example:

switch (config)# show logging module

EVa—uaX U SREEFE R LET,

ATv74

[no] logging level facility severity-level

Example:

II VRTLAYE—OOFXF VT DHRE

HBESNZEREEZITENLL EOEKX
ETHDIEED 7 7 VT 4 MhbHORF
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Command or Action Purpose
switch(config)# logging level aaa 2 VR /{ZP‘:‘/%,I' Z‘\P‘j‘ﬂ/e: Ljﬁ—g’«o
BEREIX 0~ 7 OHPHTT,
o0 BRA
e1: 77—k

2: 7 UF 4V
3. T —

o4
o5 : J@EN
<6 : [H#

T TNy

FUEKELZTXTO7 7 VT 40
ATa1ci, al 77> U7 4 ZEAL
£, 774/ MEIZOWTIE, show
logginglevel =~ REHMH LT 7ZE
VY,

not7varaEFEHTHE BESN
77 )T OuX s TERENT
THNV DDLUty FENET,
77V T A BLOEREARRE LR
Mol-E, T_RTOT772 U T 4 NE
NENDOT 74V FEKEIZ) Y b S
nET,

ATvT5

(Optional) show logging level [facility]

Example:

switch (config)# show logging level aaa

Ty T 4TI, eX T LL
REBIRNV AT LADOT 750 b LR
NEFRLET, 773U T 4 2fBEL
ST AIE, T RTOT7 7T+
DUV RRRSNET,

ATvT6

(Optional) [no] logging level ethpm

Example:

switch (config) # logging level ethpm ?
<0-7>

L3 DA —H Ry b AR— K v 31—
X VI T w7 7 Z g syslog
Ayt —ouX I EEMILET,

not7rvarEFERTHE, A —F xRy

Oemcyl-dlat;2orit; 3er dvary STohf6ntr Fiagy f R —h == % D syslog A vt&—

link-down Configure logging
level for link down syslog
messages

link-up Configure logging

CIZT 7N hoa X T LUVl
Hanxdt,

2765 vte—vnxrinkE [}
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Command or Action

Purpose

level for link up syslog
messages

switch(config)#logging level ethpm
link-down ?
error ERRORS

notif NOTICE
(config)# logging level ethpm link-down|
error °?

<CR>
(config)# logging level ethpm link-down|
notif ?
<CR>
switch(config)#logging level ethpm
link-up ?
error ERRORS

notif NOTICE
(config) # logging level ethpm link-up
error ?

<CR>

(config) # logging level ethpm link-up
notif ?

<CR>

ATy T1

[no] logging timestamp {microseconds
|[milliseconds |seconds}
Example:

switch (config)# logging timestamp
milliseconds

X A DLAE L THENERE L

£, T 74N TR, BT T,

Note Zoavwr Rtk A4 v FH
THREENTWS e ZIcwEM
ShET, Fo, AMEor X
=N ZEA S EE
g

ATvT8

(Optional) show logging timestamp

Example:

switch (config)# show logging timestamp

RESNT-aX T ZALAE L TH
NMEFRLET,

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

RATRIER . 25— |7 v TR
[:0\___ Lij‘o

=L =

syslog H—/\DEXTE

VAT A A ub—T%

ETEET

II DRTLAYE—DOXF VT DERE

BT 5, VE— K VAT AR D syslog P — " Z R KT 8 Ak
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\}

syslog F—/\DE&TE .

Note o =z =if, HEEAL—T 4 v /BRI OERE (VRF) A U AZ U AEERT Y —L LT,
syslog ' — "ZERETH Z L 2HELE L £9°, VRF OFEMEHRIZ OV T,  [Cisco Nexus 9000

VY —ANX-0S 2=F ¥ A M b—FT

REAA R 22 LTIIZE0,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g
E—RFZBBLET

ATvT2

[no] logging server host [severity-level
[use-vrf vrf-name]]
Example:

switch(config)# logging server
192.0.2.253

Example:

switch (config)# logging server
2001::)db*::3 5 use-vrf red

FBESNTEHRA MM, HDHWITIPvE F
721X IPv6 7 R L A T Syslog $— /3% 5%
FELET, usevrf F—U— K& 7
HE, Avk—Y X S ERED
VRF ICRETE £, EREIZO~7T
DOFIFH T,

«0: XA
c1: 77—k

2.7 UTFT 4

e3: LT —

<4 EBE

o5 : RN

<6 [l

T TRy T
T H IV NDOFRIET 72U T 4 ILlocal?
<9,

no A7 arii, BELEZARR O
X7 = NEHIBR L FET,

ZORMDOHEITIE, 77U T + local
TOFTRTCDOAyE—VEEELET,
2% B DOBHITIE, VRFred THAENS
UTFTDA vt —UhERELET,

DRTLAYE—SOFX VT DHRE .
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Command or Action

Purpose

ATvT3

Required: logging source-interface
loopback virtual-interface

Example:

switch(config)# logging
source-interface loopback 5

U &— b Syslog % — "D EF LA ¥ —
Tz A A RX—T I LET,
virtual-interface 51X D &iFHIX 0 ~ 1023
T‘j‘o

ATvT4

(Optional) show logging server

Example:

switch (config)# show logging server

Syslog ' —\REZF R LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FATHER, AX— T v 7TREIC
vE—LEd,

+ % 1 7% Syslog Y —/\DERTE

FIE

ARV RFERRETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

Jua—)L a7 4 FXal—ig
E— FERBLET

ATvT2

[no] logging server host [severity-level [port
port-number J[secur e[tr ustpoint
client-identity trustpoint-name]][use-vr f
vrf-name]]

1

switch(config)# logging server
192.0.2.253 secure

1

switch (config)# logging server 2001::3
5 secure trustpoint client-identity
myCA use-vrf red

FRESNIZARA M, HDHWITIPv4 £
721X IPv6 7 K L A T Syslog ¥— 3% 5%
ELET, LEISUT, CAIZE-T
BHLINDITAT U NTATUT 4

7 4 FEAEA A A b —/L L. trustpoint
client-identity 47" L a > &2 HT 5 Z &
THARGEZ#EH TE 7,

TR T TLS # DT 7 /v M3t
A— kL 6514 T,

ATvT3

(f£&) logging source-interface
interface name
fi

switch(config)# logging
source-interface 1lo0

U & — | Syslog —/3DE[F A ¥ —
T A% A X =T M LET,

. VRTLAYE—OOFXF VT DHRE



| Y2RFLAvEe—CnFLIDH

CA
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A

castmznzz ||

AU RFERETOVa Y
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ATvT4

CES=Y)
1

switch(config)# show logging server

show logging server

Syslog #— \EREZF/R L E T, secure
F T a v ERET DG, oy
FUIZ KT U AR— MEFENEEND &
N7V E£9, T 74/ hTIX., secure
FTa URREINTWRWGE, b
7 > AR — ME UDP T,

ATvTh

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

KGREL, A~ 1T v TR
B — L/iﬁ—o

JL r==o

X e

% =2 7 72 Syslog MEFED IR — MZiZ, PTRAIRA L FOREICE T E— b =%
REET HMERN DY F5,

FIE
ARV RFERETIVa Y ]3]

X 71 |configureterminal Jua—) a7 4 X¥al—3 gy
m: :?—P%%ﬁbii
switch# configure terminal
switch (config) #

R 72 |[no] crypto catrustpoint trustpoint-name | K5 2 NARA > FERELE T,
i - GE) T A RRA  FOFREDH]
switch (config)# crypto ca trustpoint {Z ip domain-name BRETH
winca N R
switch (config-trustpoint) # k§%§ﬁ)§)w ji?ro

AT 73| % crypto caauthenticate N7 A RKA L ROCATEHELZRE L
trustpoint-name *9,
i -
switch (config-trustpoint)# crypto ca
authenticate winca

ATy 74| (f£E) show crypto cacertificate BRIE SNV TCWAREAE/ Fo— b B
- HHT O TS T A MRS FEFR

switch (config)# show crypto ca
certificates

ZT—\‘ Li—g—o
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SRTLAvE—oOX I 0HE |

ARV RFERETIVa Y

B8

ATy TH

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

TNAADY a— RZIZ N T A MRA
EAFHES A Lo, FEfrar 74
Fa2l—valraAY— | T v ar
T4 F¥al—varilar—LET,

CAFEBAE D &k

NX-OS AA vF (7 F7AT v 8 B+ F— b —NICX o TERINAHAER
FETIE., ETREENMNEAETH D720, ZHULGEAEZ A4 v FICBET D720 OBIMERE T

B

FIE

AV RFEEETIa Y

S

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
E—RFZBBLET

ATy T2

WiZE: crypto key generatersalabel key
name expor table modules 2048

1

switch (config-trustpoint)# crypto key
generate rsa label myKey exportable
modulus 2048

RSA ¥— X7 &RELET, T 74V
T, CiscoNX-0S Y7 b7 =T I%
1024 £ F D RSA ¥ —Z{ER L £7,

ATvT3

[no] crypto ca trustpoint trustpoint-name

fi

switch (config)# crypto ca trustpoint
myCA

switch (config-trustpoint) #

N T A RRA P ERE
GE)

L/ i TO

r T A MRA 2 b ORRE DRI
\Z ip domain-name % #XE 9 5
VENH Y £,

ATv74

WiZE: rsakeypair key-name
fi

switch (config-trustpoint) # rsakeypair
myKey

A RKRA L FCAIERENT-F—
AT & BEEA T E T,

ATy TH

crypto catrustpoint trustpoint-name

1 -

switch (config)# crypto ca authenticate
myCA

NI ARKRA L FOCAGFHEZLZHRTE L
jz—g—o
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UNIX 3 7= 1% Linux & 2 7 L T0 syslog #—s0zz [

ARV RFERIETY Va3 B#)

Z w76 |[no] crypto caenroll trustpoint-name CAIZKEGET AAL v FOTAT 2T 4
- 74 TR AR L ET,
switch (config)# crypto ca enroll myCA

ATy T1

crypto caimport trustpoint-namecertificate| CA |2 L > CTBL SN T AT T 4

1

switch (config-trustpoint)# crypto ca

import myCA certificate

T AGEHEE AL TS R — P LE
K

ATvT8

(&) show crypto ca certificates RESINTWVWHIEAFEE LT TF =—

1

switch# show crypto ca certificates

L BBEMIT AN TWVWS R TR RARA
FeFRRLET,

ATvT9

ey ==

WoZH: copy running-config startup-config | F#4Ta%EZ . A ¥ — b7 v TREIC=

1 -

switch# copy running-config
startup-config

v—LEd,

UNIX E 7= (% Linux X T L TO syslog H—/\DETFE

fetc/syslog.conf 7 7 A JWIZIRDFT 2 BHI L C, UNIX F£721% Linux > A7 A _EIZ syslog #—/3%
RETEET,

facility.level <five tab characters> action

WDFKIZ, REFHE syslog 7 4 —/V RERLET,

3 3:syslog.conf @) syslog 7 1 —)L K

TJ4—ILF

5B

aup

Facility

A w—UOVERKA, auth, authpriv, cron,
daemon, kern, lpr, mail, mark, news,
syslog. user., local0 ~ local7 T9°, 7 A& U
27 (*) BT LETXTERELET,
6077y U T 4EEICXY ., EETIC
KON TR v —Y 05k HlfHTE £,

GE) a—Hh)L 77 UT o AT A
ICREZTF v 7 LET,

DRTLAYE—SOFX VT DHRE .
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B ovornorsssvrur

J4—ILF £nBA
Level A —T%FET D R/NEKE, debug,

info, notice, warning, err, crit, alert, emerg
TY, TAZV A7 (*) 2HRATD L9 ~T
ZHEELET, noneZfifl+25L 772V 7 ¢
ET LT NVICTEET,

Action A=V 05d%, 77 A N4, B @S
EMRIZHRA NG, 2—W &~ TRY)-
7ZUAN FREFIRTovns Ay a—VE
RTTAZYV Ry (%) #EHTEET,

FIE

AT W T 1 Jete/syslog.conf 7 7 A JMZIRDITAEI LT, 7 7 A /v fvar/log/myfile.log (" local? 7 7+ U 7 ¢
DF Ry T Ay —V%8ELET,

&1

debug.local?7 var/log/myfile.log

ATFwT2 v T RNTCROavw REAN LT, a2 77 A NVEEKRLET,
B -

$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

AT9 T3 ROav s REANLT, VAT A AykE—yY X/ F—F N myfilelog® T = v/ L
T, HILWEHEZRGT 5L 91 LET,

1 :

$ kill -HUP ~cat /etc/syslog.pid~

O J74ILDREELVI 7T

g7 77 ANVBILIORNVRAM DA vt —U%F R LEVEELEY TXET,

Procedure

Command or Action Purpose

R Fw 71 |Required: show logging last number-lines | z > 27 7 7 4 L OEEITEE 2 FoR
Example: LET, EITESITIT 1 ~ 9999 &5
switch# show logging last 40 ETEET,

II VRTLAYE—OOFXF VT DHRE
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VRATLAYE—T AX VT OHREHR .

Command or Action Purpose

R Fw 72 |show logging logfileduration hhimmiss | A H S L2 BN D Z A b A X Tk
Example: FourZ 77AN0DRA vyt —V%RR
switch# show logging logfile duration L/357ro

15:10:0

AT 7 3 |show logging logfile last-index 0y 77 ANDEEDA =D —
Example: T AFEEFIRLET,
switch# show logging logfile last-index]

R 7y 7 4 |show logging logfile [start-timeyyyy mmm| AJj Siufe AU NIZ S A b A B T
dd hh:mm:ss] [end-time yyyy mmmdd NbDBOT T ANDA v E—T %3
hh:mm:ss] FLUET, WTHHEAS e, Bl
Example: TEORFEAER S ET, A ORH
switch# show logging logfile start-time| 7 4 —/V FIZIX3 ¥4, 4 & H O

2013 oct 1 15:10:0 74—V RIS EEZ A LET,

AT 75 |show logging logfile [start-seqn number | | o — /4 > 2/ EOHPFANTH 5, FEL
[end-segqn number] Ay —VEFIRLET, KTV—7
Example: VABGERRE Lo T2 GAE, v
switch# show logging logfile start-seqn 77 AND, Eﬁﬁﬁﬁﬁﬁlgﬂ%fﬁ@% P4

100 end-seqn 400 T—UETORA v E—UNRRRENTE
ﬁ—o

27 7 6 | show logging nvram [ last number-lines] | NVRAM ™ # vt — V& 35k LET, %
Example: IRENDATEERIRT HI21%, 1T D
switch# show logging nvram last 10 %g??%F%AﬁT%iTO %%TTﬁﬁ

IZIX 1 ~ 100 #FEECTE £ T,

AT 71 |clear logging logfile [ persistent ] Ry 7y ANVONEEZ VT LET,
Example: persstent : KRGS, v T 7
switch# clear logging logfile ,]'/1/0)[#;]@;27 U7 Lij—o

R T 7 8 |clear logging nvram NVRAM Dtk ENT=A v =T %27 Y

Example:

switch# clear logging nvram

TLET,

\\Jt_

VATFA AvE—Y aXr SOREFERERERTHIC

OxX>o7m

5% TE T

3, ROEED T 2TV ET,

avyU kR

B

show logging console

oY= aX o SREEFRRLET,
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B avEshzozsanossyivb—o

av YR B

show logging info n¥ TR EER R LET,

show logging last number-lines ny 77 ANVORENOIETREER TR LET,
show logging level [facility] Tr VT4 e X T EREREERRILET,

show logging logfile duration hh:mmiss | A Jy S -BFNDO X A4 X R Z T hEfHoa ) 75
ANDA =V E2FRLET,

show logging logfile last-index 0777 ANDEBEDOA v E—VD—lr L AK T E
#RLET,

show logging lodfile [ start-time yyyy B A KT AR SWTCa 77 A LD Ay
mmm dd hh:mm:ss] [ end-time yyyy mmm Y —UhFRLUET,

dd hh:mm:ss]

show logging logfile [start-seqn number | o — 4> 2B B-OFENTHRE LA vE— VR FR

] [end-segn number] LET, KTV —F U 2ABEFEEDROEEIT, Bk
BT MORBEDA Yy E—VFET, BT 774D Ay
tT—UNRERRINET,

show logging module EVa— N aX IR EETR T LET,

show logging monitor FoX aX U TREEFRNLET,

show logging nvram [ last number-lines] [NVRAM 12 7 ® X v+ — V% F R L E T,

show logging server Syslog — "G ELX R R LET,

show logging timestamp DX T A LA TR EEFRLET,

YRENBZVRATFLAOAXUG Ayte—2

VAT A TRERAEIRFX T A=V AR LET, ARSI DEKRE LV AT S
TEDIHEHIND 7 A NV ZIZE T, ZHOA =V DNERIIL, TOZ YIRS
£7,

X7 Ay —VOREEHT LAY T ORI ARSI L, showlogginglog =~ > K
OHIID 17T 9T 42 7] hoVIRSND Ay =V ZPERT 572010, HVIEEND
At —UEaX 7T HROFIEPMERINET,

URIOFIETIE, RCA =Y 0ENTHE, 7740V F T, AvE—YNTAY
TV HEAELEEEDA RSN TWE L,

2019 Mar 11 13:42:44 Cisco-customer %PTP-2-PTP_INCORRECT_ PACKET ON_SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by

2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port
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22574 2ve—sanxvrnzes |

Identity is 00:1c:73:ff:ff:ee:f6:e5
2019 Mar 11 13:43:15 Cisco-customer last message repeated 242 times

FLWA Yy Rid, BOIBELA Y E—VOK®RISHERD IR LEEZ BN 57200 T,

2019 Mar 11 13:42:44 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:eb

2019 Mar 11 13:43:15 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:e5 (message repeated 242 times)

vE—o OXx 2T DEREH
SATAAvbE—ruaX ol oary 4 FXalb—raHlERLET,

configure terminal

logging console 3

logging monitor 3

logging logfile my log 6

logging module 3

logging level aaa 2

logging timestamp milliseconds

logging server 172.28.254.253

logging server 172.28.254.254 5 facility local3
copy running-config startup-config

ZTDMDSEERH

REIEE TX=aT7ILEA LI
VAT A A vE— ['Cisco NX-OS System Messages Referencel
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