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CES
A\

8 CiscoNexus 9300-FX2 A1 v F i, sFlow & SPAN /Dt
FaYR—FLET,

* VLAN Tx SPAN [, Cisco Nexus 9300-EX B8 LW -FX 7J v h 7 4 —2h A A v T THHR—
MEET,

* Cisco Nexus 9300 77 v b 7 4 —2Ah AA v Fid, FU Y —RITHT 582D ACL 7 4 v
HuEYAR—FLET,

N ODTFT—F Y T 2D A VAR ATE4ODOSPANE Y g VP R— &
NET, CiscoNexus 9300 >V — X AL v FOEFAIL, KD 3 2D v a AAHITH
DY —=ANEFENTWEE  4AFBBDODEY a3 ON—FRU =7 JY—Z[FIRx J—RAH
Ac7e0 9,

» Cisco Nexus 9300-EX/FX/FX2/FX3/FXP 77 v F 7 #—AL AA v F i, AJ1H MDD SPAN
V=2 LTDOHFEX R— hE2HR—FLET,

» Cisco Nexus 9300 7°F v b 7 4 —2L A A v F (Cisco Nexus 9300-EX/FX/FX2/FX3/FXP A

A v F %) 1. FEXAR—FZSPAN YV —A L LCYHR—KMLET, ZOHA. ADF
FZOWTIE, TRXTO RN T 74 w7 &RRE LETN, HAFMEICONTIE, AL vF
EFEX ZlOBEHOL A ¥ 22 =%y A s NI T v TJu—llRoET, L—T 4
Y7 ENTE NT T 4w ZIXFEXHIF /) SPAN TERRSNBRNWZ ERH Y 77,

e Cisco Nexus 9300 > —X 2 A v F %, TxSPAN % 40G 7 v 7V 7 R"— b THHR— b
LEEA
A\

B ZoOfIBRIEZ. 100G A v % —7 = A A% > Nexus
9300-EX/FX/FX2 A A v FICIFEA SN EHA,

« CPU A f%/3X% » h @ Tx SPAN %, Cisco Nexus 9300-EX/-FX/-FXP 77 > N 7 4 — L A A v
FTEYR—-FSNEEA,

BB RATAABTNAT XY AT T 7 4 v 7 ®SPAN Z %R — h35DI%, Cisco
Nexus 9300-EX 77 v 7 4 —b AL v F T, AT AIFELCY —7 A4
vV (LSE) RiZHBHENH Y £,

SPAN D& E
|
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B ciscoNexus 9300 75 v k74— L X1 v F O SPAN DFHIREE

» Cisco Nexus 9300-EX/-FX/-FX2/-FX3/-GX 7T v F 74 —L AL v F DL A ¥ 2 AL v T
A= FBLOFR— b F ¥V VY —RZMEHT5H Tx A % —7 A A SPAN OG5, AL
VLAN TA R U —AZZEFELTNDL LAY 2 A N—DFICEKRRL, Ly—Na=y
FZEIZ120a—0HREBERINET, =& 2, el/l ~823 9T Tx HH D SPAN
V—=ATHY, TRTHRERLCINAVA—TIZESMLTWDEEE, SPANT 4 AT 4 32— 3
A= RE, 820 ab —TiF/kel, BEBEMMIFIOA N —LD 1202 —%Rik L £,
S5, MHEPOEBAT, ZNHEOR—=FDIDOLUERHAITRry v Fe vy 7 Lz
ATCTH (fFERe L) | XY MISPAN T 4 AT 4 X—va v h— MIBEETEET,

CiscoNexus 9732C-EX 71 > 1 — FDGHE, A R_"—% o a=y FZTLIZ1DDae—
PERENET, A= F v VY —ADEFE, SPAN ZFETTHLA Y2 AL N—D 4
WOR— R F v R AL R—=Th ) £F,

*SPANTx 72— F¥& ¥ A FEB L OSPAN Tx ¥ /LF F v A L, Cisco Nexus
9300-EX/-FX/-FX2/-FX3/-GX 7 F v N 7 4+ —2A AA v F ¥ L UCisco Nexus 9732C-EX T A
VH—=FRDATAABEDLA X 2AHR—FBIOR—FFF ¥V V—ATHER—rEN
F4, 2 LIGMP AX—E U I NTF 4 —T LOBRAICRONET, (FRLUSNOSE
X, AT7AZAOHIENPEHSNET) . TNUHOEEIX., LAY 34HK— bk Y—A FEX
A—F E=F¥Y A ELF~YATHFY AN T 740 v7) . BEXOVLAN VY —ATiX
PAR—FESNEREA,

» CiscoNexus 9300 'V — X AA v F40G T v 7V 7 A X —T A AD SPAN = £'—
L. Rx FANZ AR T BBRIZ, dotlq TEHZ B k23 L E7,

A\

B ZoHIFRIE. 100G 1 > ¥ —7 = A A %> Nexus
9300-EX/FX/FX2 75 v N 7 4+ —2Ah AA v F 213K
hEHA,

« UDF X— 2D SPAN [X, CiscoNexus 9300-EX/-FX/-FX2/-FX3/-GX 77 v N7 +—L A A v
FCHHE— b SRET

¢ UDF-SPAN D ACL 7 A NZ VY L T3V —A A B —T 2 A4 Arx DIHEHFR— N LET,
ZOHIRIZ, ROAAL »FIZH#EH I ET,

* Cisco Nexus 9332PQ

* Cisco Nexus 9372PX

* Cisco Nexus 9372PX-E
* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E
* Cisco Nexus 93120TX

» CiscoNexus 9300-EX/-FX/-FX2/-FX3/-GX 77 v b 7 —h A A v FiL, ALV —ADEEK
DACL 7 4 NVE2EVR—FLTWHEEA,

. SPAN D&%
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Cisco Nexus 9500 75 v b T+ —L XA v F O SPAN D FIFREIE .

A LATARCHDEHDOHTIAR— T, HHJSPAN T 7 1 v 7 OO IZHREEN R AT
% L. CiscoNexus 9300-EX/-FX/-FX2/-FX3/-GX /5 v N 7+ —L AL v F LOZ N HDOH
JIR—FTiE, 94 L—FZ2EETEEEA,

cACL7 4N A &AL, A =T 2 A ATOVTA L E—T 2 A AT T 47
D As31%, Cisco Nexus 9300-EX/-FX/-FX2/-FX3/-GX 77 v b 7 #—h A A v FTIEH
A—bhENnEHA,

» Cisco Nexus 9300-EX/-FX/-FX2/-FX3/-GX 77 v h 7 4 —A AA v FTiL, CPUSPAN YV —
AVERx J71f] (CPU 2253 SPAN /347w ) TOHIBINTE £9°,

« Cisco Nexus 9300-EX/-FX/-FX2/-FX3/-GX 77 v b 7 #— LA A »F TlL, CPU ~® SPAN
Ny MEIL— MRS, A R RAXATRe y P ERET, b— MIBROZETIL,
hardwareratelimiter span =~ > R TITX 3, A—/3— 31 %D SPAN = &"— D43 #7
X, ethanalyzer local interfaceinband mirror detail =~ > R CITXE£7,

« IRD Cisco Nexus A1 F &, sFlow & SPAN % [RFFIZ AR — K LET,
* Cisco Nexus 9336C-FX2
* Cisco Nexus 93240YC-FX2
* Cisco Nexus 93360YC-FX2
* Cisco NX-0OS U U — 2 9.3(3) LAF&, Cisco Nexus 9300-GX 77 v b7 —2h AA v F (&,
sFlow & SPAN Dl )7 &% 7R— F L TWET,
* Cisco NX-0OS U U — 2 9.3(5) LAF&, Cisco Nexus 9300-GX 77 v h 7 #—2I AA v FIZ

SPAN U]V ¥ CH YR — L TWET,
Cisco Nexus 9500 75 v kb 74+ —L X4 v F 0 SPAN O HFIEEIA
Y

GE) AT —nLOFERIZHONTIE, VU —2HEED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] &ML T 7EE0,

ROFERHE & HIHIFEHEIL, CiscoNexus 9500 7T v b7 —h AL v FIZOABEHAEINE
7,

cIRDT 4 NE Y TR, -EXFEIL-FXTA 0 B— REEEH L7Z95007F v b7 4 —
L AA v FOHS (Tx) SPANIZHEH S E T,

cACLT7 A NZ VU TIFEHR—FEINTVERA (Z=F ¥ A MBI ONTH— RF v X
M, A2 =% % 2 hBIO~/LFFr 2 b (BUM) FT77 4 v 7 O GICHEAS
nEJ)

e VLAN 7 4 VEZ Y T3 HR—FENETNH, 2=F¥ AL b T 74097 DH
*VLAN 7 4 VX U JIEBUM R 77 4 v 7 TlidVA—bFENEHA,

SPAN D& E
|
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B ciscoNexus 9500 75 v k74— L R A v F O SPAN OFHIREE

. SPAN D&%

* FEX B X O'SPAN iR — b F¥ R/ D3EHIE, -EX £721X-FX 7 A > I — R %1 27z Cisco
Nexus 9500 77 v R 7 4 —Ah AA v FTIIVFR— b INFEHEA,

¢ EX/FX £ ¥ 2 —/ L& ## L 7= Cisco Nexus 9500 77~ b 7 #—24 A A v F TiL, SPAN &

sFlow O FZ [FRFICAINZT D2 EILTEER A, —FRT7 7740 7 RGE. o —F
AN TEERA, 72770, -EX £7213 -FX 71 » #— K %4 2 7= Cisco Nexus 9500 7
T F 7 =2 AA v F TiE. NetFlow & SPAN Dfj 7 & [ARFICA NI T H Z LN T,
sFlow & SPAN Z i H7J 2V IZFITRIEETT,

s CiscoNexus 9500 7'F v N 7+ —Lh AA v T, ROTA > F— K& A7 VLAN Tx
SPAN # ¥ 7R— b LE 7,

* Cisco Nexus 97160YC-EX

* Cisco Nexus 9732C-EX

* Cisco Nexus 9732C-FX

* Cisco Nexus 9736C-EX

* Cisco Nexus 9736C-FX

* Cisco Nexus 9736Q-FX

* Cisco Nexus 9788TC-FX

» Cisco Nexus 9500 77 v b 74— AA v Fi&, LY —ATd7 288D ACL 7 1 v
2P R—FLET,

* CPU THRE N3 v D Tx SPAN |X. EX X—RAD T A > H— R%&H#EH L 7= Cisco
Nexus 9500 77 v 7+ — L5 AA v FTEHEFFR—FEINFEHA,

* TCAM I —E > 7L, IRD T A F3— RO SPAN/ERSPAN [ZITEH U £H A,
* Cisco Nexus 9636C-R
* Cisco Nexus 9636Q-R
* Cisco Nexus 9636C-RX
* Cisco Nexus 96136YC-R
* Cisco Nexus 9624D-R2

\

f SPAN/ERSPAN Z# ¥ R— h T 2MDOFTRTDAA v F
IX. TCAM 1 —bE V2 HEHTIVNERNDHY £97,

* Cisco Nexus 9500 7'F ~ b 7 4 —2 A A »FTlL, SPAN EETEOIRLET DV A VA K
VA= EUTIE LT, BHDHRET VU VAKX AN 4 DD SPAN v a v
EYR—FTDHERHVFET, ZOHA KT A 1%, 9636C-R I LT 9636Q-R 71 >
H— R Z& 454 L7z Cisco Nexus 9508 A1 v FIZiT@EHA SN EH A,



| spPAN o3
SPAN DT 7 4L hEEE .

« BED ACL 7 4 V1%, RICEE T TIEY R —FEnEHA,

* CiscoNexus 9500 77 > N 74— AA v FIE, AA v F L FEX 2T 58D LA ¥
QA=X Y AN T T4 w7 7a—=IHLTDOHR, T_XTD T T 4 w7 DANIIAEH
F1 5B SPAN %556 LCFEX R— h &Y R—FLFET, V=T 473NN
7 4 v 7 M FEX HIF 7] SPAN TE/RENZ2NWZ ENHV £,

» SPAN |&. Cisco Nexus 9408PC-CFP2 7 A . 51— K A"— b DO e VAR — M LEFEA,

« BV ¥TIL. 9700-EX F 721X 9700-FX 7 A > I — K& ## L7~ Cisco Nexus 9500 77 » k
TF—b A v FTHR—FENET,

« VLAN IZ. 9636C-R 8 L 1*9636Q-R 7 A > 71— R % 2.7~ Cisco Nexus 9508 A A ~ F D A
BB IO IO SPAN BEETCICTE F77,

* UDF-SPAN acl-filtering [Z3X 5701 ' # —7 = A Arx DAz AR —FLET, ZOHIRIE,
RDTA > —RITEA S ET,
* Cisco Nexus 9564PX
* Cisco Nexus 9464TX2
* Cisco Nexus 9464TX
* Cisco Nexus 9464TX2
* Cisco Nexus 9564TX
* Cisco Nexus 9464PX
* Cisco Nexus 9536PQ
* Cisco Nexus 9636PQ
* Cisco Nexus 9432PQ

SPAN O T 7 #JL FERTE

WDFEIZ, SPAN RT A= DT 7 )V hiREZEZRLET,

NS HA—4H T4k
SPAN kv g ¥ v b AT — N CERESNET

SPAN D% E
\§

Gx) Z OREBED Cisco NX-0S =2~ > R, CiscolOS Da~ v REBRRZIBENH Y £97,

SPAN D& E
|
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SPAN O E |

SPAN v > 3 VDETE

)

SPAN v a VERTETEHDFa—hN F AL AT T, 57 %/0 FTld, SPAN
tyvaridvryy b AF— b TERENET,

Note

BIGEMEDPERDE v a rTE, P77 4 v 7 OFMEREETICEy v a v ERETEE
RS

Before you begin

TIEAE—RERITINT 7 B— RTHIER— FNERTETHLERH D 3, FEMIzOV
TIX. T[CiscoNexus 9000 >V —ANX-0S £ v F—7T = A ARETA Rl 2B L TLIFE
AN

Procedure
Command or Action Purpose

R w 71 |configureterminal Fua—r)Lary 7 4 ¥al— g
Example: T— &M LET
switch# configure terminal
switch (config) #

RFw 72 |interface ethernet slot/port BN L7202y PEBBLIOFR— N ETA
Example: VH—T 2 RaAL T 4 FKFal—T3
switch(config)# interface ethernet v ' ]\%Eﬂﬁ‘é\biﬁo
2/5
switch (config-if) #

RTwF3 |switchport BIR L7281y PBIOR— M ERIE
Example: R— MG TAA v FR— /8T X —
switch(config-if)# switchport & ffﬁ&ﬁf Lij—o

AT 74 |switchport monitor SPAN %65t &L L CAL v FR—F A~
Example: H—T A ARELET,
switch(config-if)# switchport monitor

AT 75 |(Optional) A7 v 72 ~4 &YKL |—

T, 1BII® SPAN i TE=4 Y 7
ERELET,

ATFw 76 |nomonitor session session-number BELESPANEYy Y arDar7 4
Example: 5?\1 [/"_“:/ =l V%‘Yﬁ% Liﬂ—o %ﬁ L/l/\
switch (config)# no monitor session 3 tyvararyvsFXalb—var

. EEDEyvary a7 4¥a
L—Ya ZBMEhET,

. SPAN D&%
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Command or Action

Purpose

RFw 77 |monitor session session-number[rx |[tx] |F=% a7 4 X2l — g3 F— R
[snut] EBGLET, Hilnkyvaray
Example: T4 Xl —va ik, EFEOE Y
switch (config) # monitor session 3 rx varyraryrzg a?l L—3 ‘/GZEM
switch (config-monitor) # éﬂij—o -7—“72‘/1/ }\(‘ci‘ i
Example: VM shut 27— h CIEfR SN ET, 2
switch(config)# monitor session 3 tx D v f/&j:\ o —7% L SPAN & b4
switch (config-monitor) # g y*@-ﬂ‘o F7> 3 > ® shut F—
Example: U— Rix, BRL7cEy v a Tkt
switch (config)# monitor session 3 shut] Cshut 27— h %*Eﬁbiﬁ—o
switch (config-monitor) #

R w 78 |description description vty aroRHERELET, T
Example: T ANV NTIE, MEERESNER
switch (config-monitor)# description Ao NI KR 32 DI ZFHH T
my span_session 3 = 35'?‘0

257w 79 |source {interfacetype[rx [tx |both] |  |3fE ek LSy v g a b —3% |

[vlan {number | range}[rx]}

Example:

switch (config-monitor)# source
interface ethernet 2/1-3, ethernet
3/1 rx

Example:

switch (config-monitor)# source
interface port-channel 2

Example:

switch (config-monitor)# source
interface sup-eth
0 rx

Example:

switch (config-monitor)# source vlan
3, 6-8 rx

Example:

switch (config-monitor)# source
interface ethernet
101/1/1-3

T77 4y OFAERELET, —E
G@EOA—Y Ry N A=K, F—h

Fxr o, AN R F—TxA
A, EZF @O VLAN, £720%
Cisco Nexus 2000 >V —X 777V v
g AT K% (FEX) LoV 5 o4
FAR—FEFRIIARA A Z—T A
AR—=F F¥RILEANTEET,

EELT 1 ORETHI LS, £2iT
B < TRY-fe—@#Ep M) &L
T, FFFZOHMEE LT, #HEGR
ETHIEHLTEET,

ab—FBH5 87747 DOFNIX %
f§ x) . BE (x) . £2EWH
(both) ZRETEXET,

SPAN DE%E .
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Command or Action

Purpose

Note EIEILVLAN X, A1 HHT
DOHYR—FEnET, H#E
It FEX AR — M, 7 To
K77 4w 7% LTAT
M CHR— kS, BEEo L
A¥2a2=%¥Y A T
7 4y ZIZIEH I R D FH
FAR—rENFET,

Z OEFEEFEIAIL, CiscoNexus
EX/-FX/-FX2/-FX3/-GX >V —
ATT7y N T —h AL
F. BLO-EX/-FX 7 A v~
#1— R %A %2 7= Cisco Nexus
9500 >V —X 7 v k

T F— Ay FITIEEA S
NEHA,

EETLE LTOR——
YU Rx F A TOHY R —
FEET,

H—Fmoty s aizid, #HELD
JiftkE v a o THRESh I
—HTHLENRHY F9,

ATy 710

(Optional) 27~ 79 Z# VKL T, ¥
~RTD SPAN EE L EZRE L ET,

ATvIN

filter vlan {number | range}

Example:

switch (config-monitor)# filter vlan
3-5, 7

BE SN BRI HIEIRT 5 VLAN
ZRELET, VLANIEZ 1 ORET S
ZrY, FRIEH TR o
DT MY LT, FHIEEFOHF
LT, BERETHILLTEE
7T

Note SPAN £fZt & L TRE XN
72 FEX "— M X VLAN 7 ¢
VR R—FLERA,

ATvT12

(Optional) 27 v 7 11 Z# DKL T,

TRTCOEETLVLAND T 4 L2 v
TEBELET,

ATy 713

. SPAN D&%

(Optional) filter access-group acl-filter

Example:

ACL Z SPANt v g /2T Y v=—
FLET,
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Command or Action

Purpose

switch (config-monitor)# filter
access-group ACL1

ATv 714

Required: destination interface type
dot/port
Example:

switch (config-monitor)# destination
interface ethernet 2/5

I —FBEET T Y NOSEIEEE

ELET,

Note SPAN %Zi %R — ME, 77+t
AR—FFEZITT 7
N—=FrDOELLMNTT HHE
N0 £,

Note SESEAR— hCE=4 E— K%

BIINZTALERHY 97,
WRDT T T F—25 AL v FD
SPAN %64 & LT CPU #RETX
j—o

 Cisco Nexus 9200 > ) — X A A v
& (CiscoNX-0S U U —=
7.03)14(1) LAKE)

« Cisco Nexus 9300-EX ' — X &
A »F (CiscoNX-0S U U —=R
7.0(3)14(2) LAKR)

« Cisco Nexus 9300-FX ¥ U — X &
A »F (CiscoNX-0SV I — =&
7.0(3)17(1) LAKR)

« Cisco Nexus 9300-FX2 > J — X &
A »F (CiscoNX-0SV I — =&
7.0(3)17(3) LAKR)

« Cisco Nexus 9300-FX3 > J — X &
A »F (CiscoNX-0SV I — =&
9.3(5) LAKE)

« Cisco Nexus 9300-GX > U — X A
A »F (CiscoNX-0SV I — =&
9.3(3) LAKE)

o EX/FX A4 > J1— FHD Cisco
Nexus 9500-EX > U — X 2 A v F

INETOITE, A F—T A RAH
A4 72 sup-eth0 2 A LET,

SPAN DE%E II
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Command or Action

Purpose

ATy 715

Required: no shut

Example:

switch (config-monitor)# no shut

SPANE v g 3x—7 I LE
T, T7AN T, BEyva i
V¥ v b AT — M CERENET,

ATv 716

(Optional) show monitor session {all |
session-number | range session-range}
[brief]

Example:

switch (config-monitor)# show monitor
session 3

SPAN R & Fr~ LET,

ATv I

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

R

FITRER, AF—F T v
I:o“* Li—g—o

UDF X—X SPAN

=L ==

ax AE

AEETITHEAT Y b T4 = B (N FEERA v —R) O2—PERT 11—/ F

(UDF) THRA L. =T 2587 v M SPANSGIEICEET D L HICTF A 2%

L

RETEE

To TOXIITRETHIET, XYy MU= DTy b Fry 7 a2 LT, T 52 L

MTXET,

1R BHHIIZ

UDF ~X— & SPAN % A X — 7 /T T B DI 437028 & HEIR 2 M3 5 7=l

-
=~

hardware

access-listtcamregion =~ o N&ffi ] L T2 TCAM U —< 3 & (racl, ifacl. F7zivacl)
MRESNTWD Z L MR L x4, ZEMIZ oUW TIE TCisco Nexus 9000 Series NX-OS Security
Configuration Guidel]l @ [Configuring ACL TCAM Region Sizes] DIAZZH L T 72E0,

FIE

AT RFERIEFT7II Y

=)

&

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
ET— RZEHBLET

ATy T2

. SPAN D&%

udf udf-name offset-base offset length
1 -

switch (config)# udf udf-x packet-start
121

switch(config)# udf udf-y header outer
13 20 2

kDX H5IZUDF #E&E L £,
e udf-name : UDF DA RIZIEE L £
T, BENIIERK 16 LFEOFE T
EAITEET,
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uoF ~—z spaN o [}

AU RFERETOVa Y

B8

s offset-base : UDF 47t » b _X—2x
ZUTOE IHEELET, 22T
header i, A7t v FO7=®HIcE
BIZAND RENRT v b~y H—
T9 : packet-start | header {outer |
inner {I13]14}}.

I 7By N A TEY N RX—ZM

LbOF Ty b A MIERREL
9, A7y h "= (LA¥
LA XA~y H—) DHDIETAN
A MZ—&S¥2IE, A7k b
ZOIWCRELET,

slength : 7> R B DA Mk
FRRELET, 151 hFEZET2A
A MR FR—bhSnET, EM
DA MR —E ST DL, B
@ UDF DEFRNDNMLETT,

D UDF 2 EFRTE £ 00, LHE
UDF DA ZERT DI L 2R L £,

ATvT3

hardwar e access-list tcam region {racl |
ifacl | vacl } qualify udf udf-names

1 -

switch(config)# hardware access-list
tcam region
racl qualify udf udf-x udf-y

WOWTIHD TCAM U —2 3 T
UDF Z AL %9,

eracl : LA ¥ 3AR—MZEHINE

‘a‘o
eifacl : LA ¥ 2 AR— MEMALE
TO

e vacl : EETC VLAN T LET,

UDF IZ TCAM V — 3 ZE K 8l E
TfIncE £,

SPAN DE%E .
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SPAN D&%

ARV RFERETIVa Y

B8

()  UDF EffiF-2mBmsns &,
TCAM UV —> g3 iy 7
&2 DA IR LET, +
DIREZFIRD D DH T & A
BLTLES N, 9Ty
%u\_®:7/%i%7é
NET, BEISUT, Kl
HAR—ZAD TCAM A — A
ERO LoD, Zoavy
REBATILET, Mo
VW CIE [Cisco Nexus 9000
Series NX-OS Security
Configuration Guidel] @
[Configuring ACL TCAM
Region Sizes] DIHAZ S LT
S R= AN
G¥) Zoavr RonoERix
TCAM V —< 3 )25 UDF %
OIvEEL, V—yarvwEvrw
TNTA RIZRERLET,

s

AT 7 4| ¥Z8: copy running-config startup-config | V 7 — B XY A X — MERIZE T2
1 - T4 X 2=V a AL — T v
.ém it . Ny a7 4Xal—yarilat—L7C,
SW1TC conri coO running-conri
startup—conf?g o ’ B Zﬁéﬁ %ff%‘r{f}éﬁé’ﬂ:f%ﬁ L\i‘g_o
AT v 75| ¥AH: reoad TNRAAN) B— RENET,
{5 (G¥)  UDF #&&EIZ. copy
switch (config)# reload running-config startup-config +
reload # A /] L7=%ICDOIHE
iz £9°,
R w76 |ip accesslist span-acl P47 27X arbr—L 2K
Bl - (ACL) ZfER LT, IPT7 272 U X
switch (config)# ip access-1list har74Fal—art— }\%Eﬂ
span-acl-udf-only ﬁé Liﬁ‘o
switch (config-acl) #
AT T ROWTNrOa~vr REASLET, |ACLEZFE L, UDF (1) TOH, *

. SPAN D&%

* per mit udf udf-name value mask

* permit ip source destination udf
udf-name value mask

TIFANE N s 7 4 =L RIZHOW T

WEOT7T /78R arybra—L bl

MQD&ﬁﬁTmWT*ﬁéﬁéi
s LET (1 2)

B TE
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AU RFERETOVa Y

B8

1

switch (config-acl) # permit udf udf-x
0x40 OxFO0 udf-y 0x1001 OxFOOF

1 -

switch(config-acl)# permit ip
10.0.0./24 any udf udf-x 0x02 0xOF
udf-y 0x1001 OxFOOF

1 >® ACL (2%, UDF OF 10
59, [FIFRFCEE O ACE 2 Fii-8¢ 5 2
EMNTEET, £ ACE Z L8RS
UDF 7 4 —/V RC—HEHEHZ L H T
X, ¥ _XTOACETRIUY A FD
UDF C—Hx¥5Z Lty TEET,

ATvT8

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FATRIE R, AS— T v T REIC =
I:O“_‘ Ljﬁ‘;‘o

SPAN ] U TDEKRTE

BInHETIE, e— B LSPAN £E 7ty v a VIR L TOARERETE ET,

FIE

ARV RFERRTIVa Y

E]:)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—N)L a7 4 Falb—g
E—RFZBBLET

ATv T2

monitor session session number

1

switch (config)# monitor session 5
switch (config-monitor) #

FBELEZSPAN Y a v DFE=F 2
V74X al—Tay E— REBEMGL
7,

ATvT3

sour ceinterfacetypeslot/port [rx | tx | both]
{5

switch (config-monitor)# source
interface ethernet 1/5 both

EETA A —T oA RAEFELET,

ATv74

mtu size

i :

switch (config-monitor)# mtu 320
f1

switch(config-monitor)# mtu ?

<320-1518> Enter the value of MTU
truncation size for SPAN packets

MTU O]V #TH A XZFELET,
BESNTEMTU A XL HREWN
SPAN /X7 NMET T, EINH
A R FETHIVET, SPANST
MY FCTOMTU IR D L B0 T
7
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SPAN O E |

ARV RFERETIVa Y

B8

* Cisco Nexus 9300-EX 7 F v ~ 7 #—
I AA > F D MTU YA X DO#FH
I, 320—1518 /X1 KT,

* CiscoNexus 9300-FX 77 v K 7 #—
I AA »FDOMTU YA X O#EFHIE
64—1518 /N4 R TT,

* 9700-EX 8 L N9700-FX 7 A » I —
K Z#5# L 7= Cisco Nexus 9500 7
Ty N7 —n AL T DOYE,
MTU H A X D#iIE 320—1518 /3
4 hTT,

ATy Th

destination interface type slot/port
fi

switch (config-monitor)# destination
interface Ethernet 1/39

A —# % b SPAN 5i5e R — b %
L/jz‘g—o

&

R

ATvT6

no shut
I

switch(config-monitor)# no shut

SPANt v a &zl 3x—7 M LE
T, T 7NV NTIE, BEyia X
¥ v b AT — M TERRENFE T,

ATy T1

CE=D)!
1

switch (config-monitor)# show monitor
session 5

show monitor session session

SPAN R EZFRLET,

ATvT8

copy running-config startup-config

1

switch (config-monitor) # copy
running-config startup-config

EITRTEE, AX— T v 7REICD
E—LE7,

[l

B BALSERSA ABDOTILFEXENY A FTX 57 14 v D SPAN D%

Cisco NX-OS Release 7.0(3)I7(1) LARETlE, Cisco Nexus 9300-EX 77 v b 7 4 —Ah AA vF L
DRI DHY—T ANRXA > 2P (LSE) ATAAMT, S VFXXYANTX N T 7 497D
SPAN X ET&E £7,

. SPAN D&%
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FIE

SPAN v avnivy rayvEraEn i

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

[no] hardware multicast global-tx-span
1 -

switch(config)# hardware multicast
global-tx-span

BB —7 234 =Y (LSE)
ATAAEDO<NVTFHFHANTx b7
74 v 7 ®DSPAN ZHEL T,

ATvT3

copy running-config startup-config
f5

switch (config)# copy running-config
startup-config

FEifrar 74X al—rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ—o

ATv74

reload
1 -

switch (config)# reload

T AR Y m— FERET,

SPAN Ly a>Diyy O FEITER

SPAN v arvawyyy AU UTBHE EBEIXNLIBE~DORr Y hOavr—2Ylrc
9, 1y arid iy hE UL TA—RKy=2T V=25 HEL, oty a %
HICTEET, 774V FTIE, SPANEt vy avidy vy b 27— M CERESNET,

SPAN & v a U aEH (A x—7M2) T25&, EELHLIE~D/ Ty hOa—%
FACEET, T TIAR—T MR >TWT, BRI NAFY T DSPANE Yy v a V& A R—
TIMNZTBITIE, Ty varzZ0nolAvyy AT LTHL, WO TA RX—TNMITT
HMENRDH Y FT,

SPANtEy v arDOvyy b AT7—FBIOAS R2—T )V AT — ML, Fo—UrEiEE=
R a7 4Fal—yary v —FRoEb50avwy RTHLHRETEFET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal— gy
T—FzfnLE7

SPAN DE%E II
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Command or Action

Purpose

ATvT2

[no] monitor session {session-range| all}
shut

Example:

switch(config)# monitor session 3 shut

EEDSPAN Yy g &2 vy b A
v LET, TTANRTHE, BEyva
XYy b AT — M CERENET

a< > RonofEUL, F8E S 7= SPAN
tyvalryEHE (A x—700) LE
T, T 74N ETEH, By va il
v v b AT — N CERRENET,

Note T By a URNERTHE)
TERMN X D DA, &y
Ta v EAICT IR, &
#JZ monitor session shut =2~
U RERELTHS, no
monitor session shut =~ > R
LR T OMBENH Y T,

ATvT3

monitor session session-number

Example:

switch(config)# monitor session 3
switch (config-monitor) #

F=oH a7 4 Fal—YarF—R
ZRBLET, il y gy av
T4 F¥al—yat, BEOEY v
varZ4Xal—yg U lBNEN
7,

ATvT4

[no] shut

Example:

switch (config-monitor)# shut

SPANE v avd 3 vy N T LE
T, T 7NV NTIE, BEyia X
¥ v b AT — FTERENE T,

a2 RO noEXUL SPAN &> v 3 >
EENCLET, T 74 NTHE, By
variivy v b AT— FTERSN
£7

ATvTh

(Optional) show monitor

Example:

switch (config-monitor)# show monitor

SPANTE v a v DAT—X AR R L
N

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FATHRER, AX— T v 7TREIC
v—LEd,

=L =
BT DI

SPAN

SPAN

. SPAN D&%
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sPANDa v 7 s x¥aL—vavhl

avw vk =E):g]

show monitor session {all | session-number [range| SPAN v a3 v OB EEZF R LET,
session-range} [brief]

SPANOa> T4 FXxalL— 34

SPANtvy> 3>DarIqaxal—S 36

SPAN t v a v EFRET D FIEL, kDO LB T,

FIE

ATVl TI7BRAE—RTHER—FEZHREL, SPANE=H Y T4 FX—T I LET,
1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport
switch(config-if)# switchport monitor
switch (config-if)# no shut
switch (config-if)# exit
switch (config) #

ATY T2 SPANE vy a v EZ&ELET,
1 -

switch(config)# no monitor session 3

switch(config)# monitor session 3

switch (config-monitor)# source interface ethernet 2/1-3, ethernet 3/1 rx
switch (config-monitor)# source interface port-channel 2
switch (config-monitor)# source interface sup-eth 0 both
switch(config-monitor)# source vlan 3, 6-8 rx

switch (config-monitor)# source interface ethernet 101/1/1-3
switch (config-monitor) filter vlan 3-5, 7

switch (config-monitor)# destination interface ethernet 2/5
switch (config-monitor)# no shut

switch(config-monitor)# exit

switch(config)# show monitor session 3

switch (config)# copy running-config startup-config

#
#
#
#
#
#

E—EWSMNtVDEDGﬁEM

B 717 SPAN ¥ v & 3 U A BET I, RO FIRE AT LT

SPAN D% 7E
|
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FIE

ATYT1 7R F—RTodR—bE2REL, SPANE=X YV T h A F—T M LET,
1 -

switch# configure terminal
switch(config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch (config-if)# no shut
switch(config-if)# exit
switch (config) #

ATFY T2 SPANkEy s EZRELET,
1 -

switch(config)# no monitor session 3

switch(config)# monitor session 3 rx

switch (config-monitor)# source interface ethernet 2/1-3, ethernet 3/1 rx
switch(config-monitor)# filter vlan 3-5, 7

switch (config-monitor)# destination interface ethernet 2/5
switch(config-monitor)# no shut

switch(config-monitor)# exit

switch(config)# show monitor session 3

switch (config)# copy running-config startup-config

SPAN ACL 0% E 45l

WIZ, SPANACL #RETHH &R~ LET,

switch# configure terminal

switch (config) # ip access-list match 11 pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config) # ip access-list match 12 pkts

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config) # vlan access-map span filter 5

switch (config-access-map)# match ip address match 11 pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch (config) # vlan access-map span filter 10

switch (config-access-map)# match ip address match 12 pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch (config)# monitor session 1

switch (config-erspan-src)# filter access group span filter

UDF ~X— X SPAN O z% 7 5l

WIZ, UTO—8HIEEEFEH LT, 172 LENTZIP-in-IP X7~ NOWESTCP 7 Z 7 T
A4 5 UDF _X— A& SPAN ZRET A%~ L %7,

. SPAN D&%
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c AEREETLIP 7 FLZ 2 10.0.0.2
cWERTCP 7 7 7 : BBATCP 7 7 7 %% E

¢ 3A b : EthHdr (14) + 28T 0IP (20) + INFBIP (20) +NEBTCP (20, 72721, 13&EHD
XA RO TCP 77 )

e Xy NOFEEMNSDOA T b 1 14420+20+ 13 =67
« UDF O FRAE : 0x20
« UDF <~ A% : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config

reload

ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf

I, UTO—HREELHFHL T, LAY 4~Ny X —DENS 6 34 NED/Nr v MBS
(DEADBEEF) L@ IP /847 > k& A&9 25 UDF X— A SPAN # R ET 50 %2R L ET,

« SMERE(F L IP 7 R LA £ 10.0.0.2

cHHEITCP 77 7« A TCP 7 7 7 A RIE

«NA |k : EthHdr (14) +IP (20) +TCP (20) +-%A =— K : 112233445566DEADBEEF7788
LAY ANy X—DHEANLDET7E Y b 1 20+6=26

« UDF OMAE : 0XDEADBEEF (2 /31 MO F ¥ 7 3 LTV 2 5D UDF (Z43H])

« UDF < %7 : OxFFFFFFFF

udf udf pktsig msb header outer 14 26 2

udf udf pktsig lsb header outer 14 28 2

hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig lsb
copy running-config startup-config

reload

ip access-1list acl-udf-pktsig

permit udf udf pktsig msb OxDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf-pktsig

SPAN 1] Y) $& T D& E Bl

ZOHITIE, MPLS A MU w ¥ 7 TEHT S SPANUIN#ECAERET D HEERLET,

mpls strip

ip access-list mpls

statistics per-entry

20 permit ip any any redirect Ethernetl/5
interface Ethernetl/5

SPAN D% 7E
|
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switchport

switchport mode trunk

mtu 9216

no shutdown

monitor session 1

source interface Ethernetl/5 tx

mtu 64

destination interface Ethernetl/6
no shut

LSE R 54 ABDTILFF+ X k Tx SPAN D% 5E 5

RIZ., CiscoNexus9300-EX 77 v h 74— AL v FDLSE AT A A T/ FF+ A b Tx
SPAN #RTE T 202~ LET, £/o. w/LF %+ A FTxSPAN ORTERIZDOH 162~ L%
7,

TILFF ¥ R b Tx SPAN D& E R
switch# show interface ethl/15-16, ethernet 1/27 counters

Port InOctets InUcastPkts
Ethl/15 580928 0
Ethl/16 239 0
Ethl/27 0 0
Port InMcastPkts InBcastPkts
Ethl/15 9077 0
Ethl/16 1 0
Ethl/27 0 0
Port OutOctets OutUcastPkts
Ethl/15 453 0
Ethl/16 581317 0
Ethl/27 0 0
Port OutMcastPkts OutBcastPkts
Ethl/15 4 0
Ethl/16 9080 0
Ethl/27 0 0

TILFF ¥R+ TxSPAN DBE

switch(config)# hardware multicast global-tx-span

Warning: Global Tx SPAN setting changed, please save config and reload
switch (config)# copy running-config start-up config
[HE##H#H4HHHHHH AR HF A A HFHH R F A HHHH] 1003

Copy complete.

switch(config)# reload

This command will reboot the system. (y/n)? [n] y

TILF X ¥Rk Tx SPAN DBER

. SPAN D&%
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switch# show interface ethl/15-16,

Ethl1/15
Ethl/16
Ethl/27

Ethl1/15
Ethl/16
Ethl/27

Ethl1/15
Ethl/16
Ethl/27

Ethl1/15
Ethl/16
Ethl/27

392644
417112

T DDSEER

zomwnszay |

ethl/27 counters

BEEIEE I=ZaTFILEA I
FEX ['Cisco Nexus 2000 Series NX-OSFabric Extender

Software Configuration Guide for Cisco Nexus 9000
Series Switches]]
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