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EELLL, aIa=T 4 _X—2ARAOEX 2V T ZHEHLET,
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CiscoNX-0Si%., FIvFFEFHIIA 74+ —AE L TSNMPEAZ AR LET, T v 7L,
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LR : coldStart

T 4T 4 :entity_fan_status_change
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T 4T 4 : entity_module status change
TUT 4T 4 : entity_module_inserted
TUT 4T 4 : entity_module_removed
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TUT 4T 4 : entity_unrecognised_module
VN4 : cErrDisablelnterfaceEventRev1
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Trap Type s BA

N/ : cieLinkDown

Uy : cieLinkUp

N/ : cmn-mac-move-notification
Uy : delayed-link-state-change

y : extended-linkDown

UANE/4 : extended-linkUp

IVe74 : linkDown

V7 : linkUp

rf : redundancy_framework
St A : notify-license-expiry

FA LA : notify-no-license-for-feature
2 A : notify-licensefile-missing
St A : notify-license-expiry-warning
upgrade : UpgradeOpNotifyOnCompletion
upgrade : UpgradeJobStatusNotify
TUT 4T 4 : entity_sensor

rmon : fallingAlarm

rmon : heRisingAlarm

rmon : hcFallingAlarm

rmon : risingAlarm
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HEDLEOEKERLET,

Table : SNMP =% 1') T4 ETLELUVtEFa T4 LRI
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NP7 N T OREE
AL CREREL £
K
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NP7 N T OREE
L CRRREL &
o

v3 authNoPriv HMAC-MD5. F | &% Hash-Based
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Authentication
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Aot— FA
AR5

(MD5) 7=V
A LF 1T
HMAC Secure
Hash Algorithm

(SHA) 2=

(ZHADWTHR

ulT: L ?i 7
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ETIL LRI B St BR
v3 authPriv HMAC-MD5, ¥ |DES HMAC-MDS5 7 /L
721Z HMAC-SHA SY XLEIT

HMAC-SHA 7 /L
Y XAZHAS
THFEL £,
T — K W R
(DES) @ 56
vy MES{E, B
XOWs 57 m v
H$H (CBC) DES
(DES-56) 1%
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L £,
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AlX, SEIERWERY NV T AT 4 OBEHOa T FA Y AR—bTEET,
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IR=R AP AL v FF—"—D%. CiscoNX-OS [TFE(Ta 7 4 X2l —TarZHALE
7,

SNMP D& E
|



SNMP D E |
B sweorsisr—

SNMP D {81+ HR—
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WA VAR AT R—F L, ENOLEWRERY NI—T 2T 4T 4wy BT LET,
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L IOIZSNMP ZRETE 9, WAMNZEAE L VRFIZESWT, SNMP AR b LI —_~D
WHAE 7 ANZ ) T TDHEIICSNMP Z3RETHZEH TEFET,

SNMP O IM$IEEFS ENON F R

SNMP (121, ROEEFHEB LI OHIBRFENH Y £,

« SNMP SET Zf#i i L THEpk Sz 2~ Kid, SNMP SET DA% L CTHIBR 9 2 MBI
HVET, avw L NI A8 —Tx A2 (CLI) F7I1ENX-API 2 L THERR S 11
7ma< R, CLI 721X NX-API O 2R L THIBRT 52 LERH D 97,

e JUT THA 1\ PNRAT— RZHHA L TAAA Ca—Y—Z2/ERE-ITRET 5 L. SNMP
127 7 4V b OFEFE (md5) BEQPpriv ¥ A T E2FFo2—F—2EREZIIRE L E7,

VT THRAPNAT— REMEHLTSNMP Ca—HF —ZEREITMmET 2 L. AAA
IT 74N EDONRAT—=REAT (A T5) mfpoa—VP—E/ERE T ITMmEL 7
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* Cisco NX-OS %, SNMPv3 noAuthNoPriv t%¥ = U7 4 L)L Z YR —KLTWEHA,

s Cisco Nexus 9000 > — & A1 »F & Cisco Nexus 3164Q., 31128PQ. 3232C, 3264Q A
A v FIE, SNMP 2—H)L =2V VID ORELEZ TR —FLTHET,

CLIHTDOU Y — RADEAE L L e R SARFTH LS. B—H L LU D A RE
LCWeph, =L =Py IDOREXZRLTHH, SNMP 2—H# L ala=7 ¢
LN TR ET DMENRD Y £,

BT @BLO %L, SNMP 2 2=F 1 A M) U TIIMEATE £ A,

« 77 %)L k@ SNMP PDU {1 X 1500 /3 FCT9, SNMP =— =2 hE, 1500 /34 k%
ZBINEPDU & Ry 75D T, SNMP U 7 =X MIKIMLET, 1500 31 FZHz
5 MIB 5 — # i % %154 5|21, snmp-server packetsize <byte-count> =~ > K& L

T, Ny N A XEHFRELET, ﬁxjwi,c/w’ hEr DHIPH L 484 — 17382 T,
GETBULKJGZE MW /Xy MY A X &z, 720800 Ccons 2 endb £,

o A v F OMEEEZRTETHITIL, CLIEZIXSNMP Z AT 2 0E RN £4, XA v F
W2, MDA B2 —T oA AL THEREEZRELRNTLSZIN,

. SNMP D&% FE


https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

| snvpossE
SNMP 07 7+ JL M E&E .

VX —UNIT 7 UNREEEFE SN TWRWME A D7 7 > OID ¥ U — TceefcFanTrayOperStatus
snmpwalk ZfEfH4+ 2% &, YU —HNOKD OID = b VIZHTDIGENRKEND Z ENRH
DET, ZOEBEZBIICE, snmpwalk T-CI A7 a &AL ET,

ZOEMEIL, BlOIDEZAR—V 7T 5856, £l getmany Z AT 25 AT A HIVE
A,

» Cisco Nexus 9000 >V — X A A » FL, snmpwalk ZK |2k} L T K 10000 HD 7 T v =
Ty ANEYR—FLET,

* SNMP |k 7 v FW e Tl bl 2 BREEh1E 2 SE1T9 5121d, e &b 1D FAT7H D BGP
A VAL APLETT, snmp-servertraps Bl D 2~ > RAFRET HHENIC, BGP/L—T «
VT AR AEHRELET,

« U U—210.1(1) A&, AES-128 (33720 5T VTV AL TH LT, HERSh DI
FAET Y XLTY, 7272 L, DESHE S b bV AR—bh & TnET,

X T L— R :DES 774 R — Fa halEREOL—%H SNMP 7 — X _— R (ZfF
E3 254, ingall all =~ N2 X % In-Service System Downgrade (ISSD) 723Hlr & 4u

T 2—=WF (F74/L hD AES-128 ZFEM L T) FaE L ITHIBRT 2 0 E1H Y
T, 2= K U7 — hDOEE, DES ZFFD SNMP = —FIFHIBR S E 7,

SNMP )7 7 #JL FERE

WDFEIZ, SNMP XT A—ZDF 7 )b MiREE TR LET,

NS A—4H T4k
S A &A@ 7% (Enabled)

SNMP D% E
N

GE) Z DOHERED Cisco NX-0S =1 R, CiscolOS Do~ REITRAR P ENHLOTHEEL
TLTE&EW,
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Procedure
Command or Action Purpose
R 71 | configure terminal Fa—n)L ary 7 4 X¥al—g
Example: T—FzfBLE7

switch# configure terminal
switch (config) #

ATy 72 |snmp-server user name [auth {md5 | sha || G8GER L VT T A N — T X —H D

sha-256} passphr_ase [agto] [priy[aesrlZS] % SNMP 2 —HF 5B ELET, <%

pasphrase] [enginel D id] [localizedkey] | T L RN IR K 64 ST DB
[localizedv 2key]] FICEEF, KICFLASCERRBIS A
Example: 9, localizedkey F— U — K&
switch(config)# snmp-server user Admin| A%, /RRA T L —X|TRKLFE /L
agzig‘;gie 6 auth sha abcdl234 priv ?i?g’{bf:%é&?% 1303{?&{{%%

localizedkey - localizedkey¥—7 — K%
AT HEAIE, AT L—RITRLT
EINSCF A KR U T SRR A 130 U R E
THHCTEEY, [FL—rTFA AR
AT — ROV IZ, localizedkey F—
TJ—REEHAL Ty ashi "%
7— K (showrunningconfig=z< > K2»
b —3 50, snmpv3 N— DA —
T = ANy T2 Ve R — S —

V=N EBHALTAE T A THER LT
HD, Ny Vb SN AT— RaeF
TIA L THEKRT DEBM) R TE
£

Note

0= 74 AENT=F—%2HEHT 55

WX, Ny V2 EDHRNC ox BN ET
(f51:

Ox84a716329l58a97ac9f22780629bc26c) o

localizedV 2key - localizedV2key & — % fi
AT 28546, "AT7 L—XTRCF /N
XEa B LTe, BR 130 SCF O3
XFHNCTH T ENTEET, IS
0x T 5 EIEH Y A, THUT
WofhSnier—2Thh, 7714
TIFAERTE 22, showrun =+
> RZ&#H L T localizedv2key % W4 L
7
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Command or Action

Purpose

enginelD OENUL, 121D =0 TX
Yo7z 10 #H T T,

Note

JY—210.1 (1) LAFE, AES-128 i
SNMPV3 DF 7 /)L kDT T A R —
Zua kancd,

A7 73 |(Optional) show snmp user 1N E I3 E D SNMP = — (2B 5
Example: THHAEFRRLET,
switch (config)# show snmp user

R w 7 4 | (Optional) copy running-config a4 FXal—vark, AX—

startup-config

Example:

switch (config)# copy running-config
startup-config

Ny ary74¥alb—gila
I:O%L/ij—o

SNMP * v+ —TES{ED&EH

BIEERICEIEE T2 I3RS SN B L 205 L 9 SNMP 2% EC& £4, 5 7 4/L FTidk, SNMP
T—Vxr MIGRRERB LUK B 21TV TH SNMPV3 A v — 2% 03, 794
Ry —ZTWHAT 534, Cisco NX-OS IZ. noAuthNoPriv % 7-1% authNoPriv O W00 &

X2 T 4 L T A =R BT 59 TO SNMPv3 PDU ERIZK LT, =T —T

FIE

RELET,
ARV KRFERIETIaY Br
X w 71 | configureterminal Ja—r\ )L a7 4 Xz l—a

1

switch# configure terminal
switch (config) #

T—FzfnL£7,

AT 72 |snmp-server user name enforcePriv ZO—FIZX LT SNMP A vE&—
Bl WAL %8R Lk T
switch (config) # snmp-server user Admin
enforcePriv
R w 73| snmp-server globalEnforcePriv F_RCTOL—F|Z% L TSNMP £ v & —

1 -

switch (config)# snmp-server
globalEnforcePriv

UM LET,
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ARV RFEREET7TOVa Y ]3]

ATy 4| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny arrvoXalb—rva o
15'] . Eabij‘o
switch (config)# copy running-config
startup-config

SNMPv3 1 —H (239 5EHOO—I/)LDE|Y HT
SNMP = —HZERK L7212 T, 2O —FIZEHEOr — L E2EID B TH N TEET,

\}

GE) oOz—F e —LE2EY Y TEHZ ENTE DD, network-admin 7 —/UIZJET 52— V72

JT,
FIE
AU RFEEIEEITFZTII Y B8
AT 71 |configureterminal ya—r ) ar7 4 Xal—a
5 - T— REHBLET

switch# configure terminal
switch (config) #

R w72 | sSnmp-server user name group Z O SNMP 2 —H L FE I N2 —H
15 - g—nEy Y e—hcLET,
switch (config)# snmp-server user Admin
superuser
ATv 73| (&) copy running-config FiTar 7 4 Xal—ark, AX—
startup-config NPy ar74¥al—igila
i E-LET

switch (config) # copy running-config
startup-config

SNMP 2= 2 =7 1 D1ERL

SNMPv1 £7-1Z SNMPv2c @ SNMP =2 X o =5 ¢ Z/ERR T X £,

SNMP D&% 3E
12| I



| snvpossE

FIE

VPP DZ N |

AR NFERERTOVa Y

=)

ATy T

configureterminal
fi

switch# configure terminal
switch (config) #

Jua—n)aryZ7 4 xXal—gy
F—FzfmLET

ATy T2

snmp-server community name {group
group|ro|rw}
1 -

switch (config)# snmp-server community
public ro

SNMP =23 =2 =F 1 A N 7 %2 1ERk
]\/\i‘g_o

ATvT3

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FITar 74 F¥al—ark, AX—
NPy a7 4 Xalb—g040a
EO_L/E?O

SNMP ZKD 74 LB YUY

778Aarbra—/ UAK (ACL) % SNMPV2 22X 2 =7 ¢ {2V Y TT, SNMP ZK(Z

TA4NZEMATEET, Bl Y THEACLIZE D BFBEER Ny BT SNDEE.
IZFOERZAIELET, ACLICE W ERPIELZ SNALEE.

VATFAAvE—TUEEELET,
ACL IR DT A —H TIERL L £ 77,

< EfEILIP T FLA

«SEHEIP 7 R L&

fELA—h

« SUSEAN—
070

K

2 k=)L (UDP %7213 TCP)

FIE

SNMP
SNMP (% D ERZBEFHE L T,

ARV RFERERTIVa Y

B8

ATy T

configureterminal

1

Ja—nN)L a7 4 F¥al— g
T—FEBBLET

SNMP D&% E .
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switch# configure terminal
switch (config) #

ATvT2

snmp-server community name [use-ipv4acl
acl-name |

1

switch (config)# snmp-server community
public use-ipv4acl myacl

SNMP = X = =7 ¢ |{ZIPv4 ACL ACL %
D YTTSNMPV2 EREZ 7 4L F L
7,

ATvT3

(f£&) copy running-config
startup-config
fi

switch(config)# copy running-config
startup-config

FElTar 74 Fal—rark, AX—
Ny a7 4¥al—3 30l a
vE—LEd,

SNMP E41L > —/\DEHRTFE

TEHOBRA RN Ly —_—2% LT SNMP @& Z £/ 2 K 9 Cisco NX-OSZRETE F9,

FIR

AT RFERIEFT7ZII Y

=)

&

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
ET— RZHBLET

ATy T2

snmp-server host ip-addresstrapsversion
1 community [udp_port number]

1

switch (config)# snmp-server host
192.0.2.1 traps version 1 public

SNMPvl T v 7DHRA N L —R%
FRE L £, ip-address X IPv4 F7-0%
IPv6 7 RLAZEHTCEES, 23
=T 413, BKR255 LFOEMT THRIE
T %9, UDP AR— &S O#PHIZ 0
~ 65535 T,

ATvT3

snmp-server host ip-address {traps|
informs} version 2c community [udp_port
number]

1

switch (config)# snmp-server host
192.0.2.1 informs version 2c public

SNMPv2¢ h T v 7 E 7203 A v 7 +— A
DFEA L Lr—REFHELET,
ip-address | IPv4 £ 721L IPv6 7 K LA
EHEHTCEET, 2I2=7 11%, &K
255 LFDOFHFTHRETE £9, UDP
R— hEHOHPAIX 0 ~ 65535 T,

ATvT4

. SNMP D&% E

snmp-server host ip-address {traps|
informs} version 3 {auth | noauth | priv}
username [udp_port number]

SNMPv3 T v 7 E 72 1A B RO AR A
b Lo —NZERELET, ip-addressi
IPvd £721XIPv6 7 FL A& CT& %
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SNMP XA RER 1 > 4—7 14 20&EE ]

ARV RFERIETY Va3 B#)
i - T —VHIT ;K255 LFDIEHT
switch (config)# snmp-server host VC?FE‘H/]?VC% iﬂ‘o UDP 7\1‘\0*‘ }‘%%@%ﬁ
192.0.2.1 informs version 3 auth NMS LiO ~ 65535 «C\\-g—o

(63

SNMP < % —3 ¥ X SNMPv3 % vt —
DaHIGE L THERET S 7212, Cisco
NX-0S 7 734 A @ SNMP enginelD (2 %&
ST —Y LTy
(authKey/PrivKey) ZFHX5MENH

V) i‘g—(}
ATvTF5| (f£E) copy running-config FiTary74Xal—vark, AF—
startup-config Ny arvrzaFalb—varila
15'] : EO‘_L/ijﬂo

switch (config)# copy running-config
startup-config

- = — = o |
SNMPB&1FHDRIET A 2 —T7 214 ADEXTE
WHOREETIP T RLALLTA v H =T 2A ADIPT RLAZMEHT 5 X 5. SNMP %%
ETEXET, MANERESNLIES, BETIPT FLAX, ZOREFHLA LV E—T A A
DIP 7 RL RSN TWET,
DX ITRETA VX —T =2 AERETEET,
e T RTOWHN, TXTDHSNMP BEL > —R_"~EEEIND,
T RTOBAN, FHEDOSNMPHEAML L —_R~EESND, 20ary 7 4 Xal— g
. T = ARETLA A —T oA ADAL T 4 X2l —a by ELISNET,

)

CE) REFNT Iy FOERTA LV EZ—T oA APT RLAZRETDHE, TRAARRT v
TOEFBIZRICA v H—T =24 AEFEHTLZEDRESINEFA, BETLA L F—T A A
IP7 RLAZ, SNMP F 7 v 7ONHTHEELT RLAZERL, WA F—T A AT
RLRA&EETTE LT & £97,

FE
ARV RFEREET7TOVa Y BHY
R Fw 71 |configureterminal Jua—\)ary 7 4 X¥al—3 gy
@J : Tt — }‘%Eﬂﬁébijﬂ

SNMP D&% E .
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B swranmosEx v 8—7xq20%E

ARV RFERETIVa Y ]3]
switch# configure terminal
switch (config) #

ATy 72| snmp-server host ip-address EE) ZORARNMINT v T Avk—
sour ce-inter face if-type if-number traps CEEELET,

version 2c name
N7y T ON—T 3 AZE, BEA Y

Bl - T—UIEHT D SNMP N—V g &
-server host 192.0.2.1 —_ N
zzziczfinierfzze ethernet 2/1 traps #éﬂil/EE?riézc %, SNMPv2e 2 S
version 2c public ﬂé:ké’ﬂ<bi'§—o
Ry 73 |snmp-server host ip-address EE D VRE 28 LTAZ b L oS
sour ce-interface if-type if-number use-vrf | L igi24-2 1 5 |2 SNMP 23 E LET,
vri-name ip-address (% [Pv4 £721% IPv6 7 N L&
Bl : [CT&EE¥, VRFAIE, K32 350
snmp-server host 192.0.2.1 ﬁiﬁ?f?ﬁﬁ?f% \iﬁ—o
source-interface ethernet 2/1 use-vrf
default G¥)
Zoawy FIZL o THRA MREIEH
PrRENERE A,
AT 7 4 |snmp-server host ip-address SNMPv2c kT v FE721FA v 7 — A
sour ce-inter face if-type if-number DHRAR L — B ELET,
[udp_port number] ip-address |3 IPv4 % 7213 IPv6 7 K L %
i) : HEHTEET, PAR—FITWLHA
switch (config)# snmp-server host VE—=T AR BATEREET DD
192.0.2.1 source-interface ethernet |z [?J ;’g{iﬂq Lij—o UDP R~ — EiE=a
2 DFPAIL 0 ~ 65535 T,
Ioar4Xal—valli, Fa—
PNVFGTEA VA —T 2 ADAL T 4
Fal—rvarlybEEsnEd,
AT 75| Simp-server source-interface {traps| | SNMPv2c b7 v 7 & 72 (TS E R & %
informs} if-type if-number BTDEIRIETA VT —T oA AHi
i - FLET, PHE—FSRTNE A4 —

o . e
switch(config) # snmp-server Tx ARG TERFES DT ’—’)J
source-interface traps ethernet 2/1 |ZfFEH L E9,

A5y 7 6 | show snmp sour ce-inter face B LT RIRTTA v B — T = A RO
Bl 2R LET,

switch(config)# show snmp
source-interface

. SNMP D&% E
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@anr—sy ka—voxz [

- g . > E —|

BRZ—Fy b A—HDRTE
SNMPv3 A o 7 #— LBHIZ WA A b L —NZEET DT, T3 AT@EE —7 v b
2—WERETHLERDH Y 7,

Cisco NX-OS [T ¥ —7 v s 22—V D7 LT ooy V2R LT, RES @A A b
Ly —/3D SNMPV3 G BEREH A v —VEREEL L ET,

)

(GE)  %A{5 L72 INFORM PDU %38k L TREREd D85 4A . Cisco NX-OS TRRESILTWDHD LA U,
JBEBRZRBAE L THEFES D2 —F 7 LT U U X ARERA A b LY — BT,

Fig
AU RFERET7IV3 Y B
R w 71 |configureterminal Jua—) a7 4 Xal—gy
- T— REMBELET

switch# configure terminal
switch (config) #

R T 72 |snmp-server user name [auth {md5|sha|| @A A b Lo — DT P ID %44

sha-256} passphrase [auto] [priv ELT, @Y —7y b 22—V E2RE
passphrase] [enginel D id] LEd. oo ov IDOBE. 2K
1Al an TR 72 10 #EHRFE T,

switch(config)# snmp-server user NMS GX)

auth sha abcdl234 priv abcdefgh N
enginelD U U —A 101(1) J//ngé\ AES-128 li

00:00:00:63:00:01:00:10:20:15:10:03 SNMPV3 OF 7 )V DT T A N —
7 ka3 /Ty,

ATv 73| (&) copy running-config FiTar74Xal—vark, AX—
startup-config Ny a7 X2l —griia
15“ : [:0\___[/\35@—0

switch (config) # copy running-config
startup-config

VRF # {93 % SNMP s@41L > —/\DXTE

SNMP @41 L ¥ — "D VRFEEAREMERB L O T 4 VX D v T AT v a V&R ET H &, SNMP
{2 & > T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable [Z =2 kU 2NB S v E
T

SNMP D& E
|



B v zEmT 2 sameEsIL L — ST

\)

SNMP D E |

(GE)  VRF Z2ZEH

HYET,

EMEITITA4NEZY T T g o ERETHRINIC

I, WA P EBRET DMEN

WA R Lr—Z
EONWTEME 7 4 NVZTHLEHIZ

BIETDHEIICHRT LIZVRFEEHRALZD, £/=
Z Cisco NX-0S % ik

IR S F A L7 VRFIZ
ETXET,

FIR
ARV FERET7IVa Y B
AT w 71 | configureterminal Jua—)Lar7 4 Xal—gy
- T &AL ET
switch# configure terminal
switch (config) #
R Fw 72 |[no] snmp-server host ip-addressuse-vrf | 42D VRE AL THA F LI—N
vrf-name [udp_port number] L(ET 5 & O IZSNMP & 3% & Lifh}
%l - ip-addr%s Z IPv4 £721X1Pv6 7 N L
switch(config)# snmp-server host (ZT& £7, VRFAIZITRK 255 0)9%
192.0.2.1 use-vrf Blue ;ﬁ%%{fﬁﬁf%i'ﬁ_o UDPT }‘5:77*
DOFIFAIL0~65535TF, ZDavw K
& o,
CISCO-SNMP-TARGET-EXT-MB ™
ExtSnmpTargetVrfTable (2= K U 238
mEivEd,
Zoawr RonBERIL, RESNZ
7R A k@ VRF B w] Re 1% w2 Bl bR
L. CISCO-SNMP-TARGET-EXT-MB ™
ExtSnmpTargetVrfTable 725 x> ~ U %
HIBR L £9,
(6=3))
ZDawy RIZL > THRA MREILH
FRENERA,
R Fw 7 3 |[no] snmp-server host ip-addressfilter-vrf | 2 %€ X #1L7- VRF 23S0 T, @AIER A
vrf-name [udp_port number] MLy — R~ DEHE T A NEY S
- L%, ip-addressid IPv4 7213 IPv6
switch (config)# snmp-server host 7 RUAZEHTEET, VRFAIZIE
192.0.2.1 filter-vrf Red B K255 DIFTFRFEHTX 3, UDP
R— b OHPHIL 0 ~ 65535 T,
Zoavr NZLoT,
CISCO-SNMP-TARGET-EXT-MB ™

. SNMP D&% FE
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BHAR— FEEALT RSy TE2ET s 00 shp it [

AU RFERETOVa Y

B8

ExtSnmpTargetVrfTable (2= kU 238
mEnEd,

Zoavr Rono L, RESN
WA RO VRF 7 4V Z Rz HIBR L,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable 25 U %
HIBR L £9,

()
ZDawy RIZL > THRA MRETH]
PrENER A,

ATvT4

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 ¥alb—vg iz
[:O‘_ Lijﬁo

TFEHAR—FE2ERALT Ay TE2EET 578D SNMP

=L =

X AE

HINAR—F2EH L TR v 72%ETDHEI) SNMP 2R ETEET, 20X T5HIC

(=

T57-%HD VRE & ELET,

FIE

(o —7VVERIFIARA B LAV T) BETA =T = AEREL, M7 v T ERE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal—g
T—RFEBRLET

ATvT2

snmp-server source-interfacetrapsif-type
if-number
i)

switch (config)# snmp-server
source-interface traps ethernet 1/2

SNMP k7 v 7% EET DO DF(E T
AV B —T oA A% 70— VUITRE L
F9, PAR—bFSNTWBEA 2 F—T =
ARBA T ERFET HI2OIZ [2] &
FALET,

Ja— L LeYLETIEARA R LL
TRIELA VI —T oA AEHRETEE
T, FETXA L E—T oA A% T T —
JMIRETHE, HILWKRA a7 g
Fal—rva il a—"\ a7y

SNMP D&% E .
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ARV RFERETIVa Y

B8

Fal—rarzffiflILTr vy 7 &k
FELET,

GE)
FHIETA VB —T oA AZFA D L
JVTCERET HITiE, snmp-server host
ip-address sour ce-interface if-type
if-number =~ REEH L £,

ATvT3

(f£&) show snmp source-interface

1

switch(config)# show snmp
source-interface

RIE LTRIETEA =7 = A ADEH
ZFRLET,

ATv74

snmp-server host ip-address use-vr f
vrf-name [udp_port number]
fl

switch (config)# snmp-server host
171.71.48.164 use-vrf default

¥FED VRF ZfEH L TARA b Lr—n
LHETHEOICSNMP AR E L ET,
ip-address | % IPv4 £ 721 IPv6 7 K L X
A TE £9, VRF AITILHK 255
DYHFAEFEATEEJ, UDP A— K
T g OHFPHIZ0~65535CT9, ZDa~
v RIZE - T,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= k U 238
mEiEd,

GE)

F 7 4L b Tk, SNMP 2% FL VRF %
FERALCrZ vy 72 ELET, 8
VRF ZffH L7a WAL, Zoa~vy
K& L Cx5D VRF 245 €3 % &
ENRHY ET,

ATvTh

(f£&) show snmp host
1 -

switch (config)# show snmp host

RELT- SNMP AR NOEHRAEFR L
=

ATvT6

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 4 Xal—vgila
[:O‘_I_/i‘j—o

. SNMP D&% E
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SNMP BEID A = — T )L1E

BHEA X —TNVERITT =T NI TEET, BALEZEE LR o754, CiscoNX-0S
iZ. BGP, EIGRP, X TNOSPFO@EMZEFRE, BHMETXTA X —T7 M LET,

N

Note snmp-server enabletraps =~ > R&EfHT 5 &, BEBMAA R Ly — ko TE, T v
T AT A —LDOW G A R—TNVIZTEET,

WDFIZ, Cisco NX-OSMIB DilH AT Ha~vr FeEnRLET,

Table 2: SNMP @51 D A & — T )Lkt

MiB EEavo R
FRToi@MM (BGP, EIGRP, # L (MOSPF% |snmp-server enabletraps
<)
CISCO-AAA-SERVER-MIB snmp-server enabletraps aaa
snmp-server enabletrapsaaa server-state-change
CISCO-BGP4-MIB snmp-server enabletrapsbgp
CISCO-CALLHOME-MIB snmp-server enabletraps callhome
snmp-server enable traps callhome event-notify
snmp-server enabletrapscallhome smtp-send-fail
CISCO-CONFIG-MAN-MIB snmp-server enabletrapsconfig
snmp-server enabletraps config
ccmCL IRunningConfigChanged
CISCO-EIGRP-MIB snmp-server enabletrapseigrp [tag]
CISCO-ERR-DISABLE-MIB snmp-server enabletrapslink
cerrDisablel nterfaceEventRevl

SNMP D& E
|
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ENTITY-MIB, CISCO-ENTITY-SENSOR-MIB

snmp-server enabletrapsentity

snmp-server enabletrapsentity
entity fan_status change

snmp-server enabletrapsentity
entity_mib_change

snmp-server enabletrapsentity
entity_module inserted

snmp-server enabletrapsentity
entity_module_removed

snmp-server enabletraps entity
entity_module status change

snmp-server enabletrapsentity
entity_power_out_change

snmp-server enabletrapsentity
entity_power_status change

snmp-server enabletrapsentity
entity_unrecognised_module

CISCO-FEATURE-CONTROL-MIB

snmp-server enable traps feature-control

snmp-server enable traps feature-control
FeatureOpStatusChange

CISCO-HSRP-MIB

snmp-server enabletrapshsrp

snmp-server enabletrapshsrp state-change

IF-MIB

snmp-server enabletrapslink

snmp-server enabletrapslink
extended-linkDown

snmp-server enabletrapslink extended-linkUp
snmp-server enabletrapslink cieLinkDown
snmp-server enabletrapslink cieLinkUp
snmp-server enabletrapslink linkDown

snmp-server enabletrapslink linkUp

OSPF-MIB, OSPF-TRAP-MIB

snmp-server enable traps ospf [tag]

snmp-server enable traps ospf Isa

snmp-server enabletrapsospf rate-limit rate

. SNMP @
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CISCO-RF-MIB

snmp-server enabletrapsrf

snmp-server enabletrapsrf
redundancy_framework

CISCO-RMON-MIB

snmp-server enabletrapsrmon

snmp-server enabletrapsrmon fallingAlarm
snmp-server enabletrapsrmon hcFallingAlarm
snmp-server enabletrapsrmon hcRisingAlarm

snmp-server enabletrapsrmon risingAlarm

SNMPv2-MIB

snmp-server enable traps snmp

snmp-server enable traps snmp authentication

CISCO-MAC-NOTIFICATION-MIB

snmp-server enabletrap link
cmn-mac-move-natification

CISCO-PORT-STORM-CONTROL-MIB

storm-control action trap

CISCO-STP-EXTENSIONS-MIB

snmp-server enabletraps stpx
stpxM stlnconsistencyUpdate

CISCO-STP-BRIDGE-MIB

snmp-server enabletrapsbridge
snmp-server enabletraps bridge newroot

snmp-server enabletrapsbridgetopologychange

CISCO-STPX-MIB

snmp-server enabletraps stpx
snmp-server enabletraps stpx inconsistency
snmp-server enabletrapsstpx loop-inconsistency

snmp-server enabletrapsstpx root-inconsistency

CISCO-SYSTEM-EXT-MIB

snmp-server enable traps sysmgr

snmp-server enable traps sysmgr
cseFail SwCoreNotifyExtended

UPGRADE-MIB

snmp-server enabletrapsupgrade

snmp-server enabletrapsupgrade
UpgradeJobStatusNotify

snmp-server enabletraps upgrade
UpgradeOpNotifyOnCompletion

SNMP D&% E .
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MIB BEavy K
VTP-MIB snmp-server enabletrapsvtp

snmp-server enabletrapsvtp notifs
snmp-server enabletrapsvtp vlancreate

snmp-server enabletrapsvtp vlandelete

BRELZBHAEZADNCTIICNE, RLTWAE a7 4 Fal—varyE— RKRTkDav

Y REMEHLET,

avw vk E):g]

snmp-server enabletraps T _XTCO SNMP % A 2 —7 /W LET,
R

switch (config)# snmp-server enable traps

snmp-server enable traps aaa AAASNMP Ef%Z A X —7 M LET, (EE
[server-state-change] T, WOFFEDOEMEA R —T M LET,
Bl: « server-state-change : AAA H—/XDIRREZS
switch (config) # snmp-server enable traps aag ﬂj@%ﬂ%ﬁ’;ﬁil Li'@“o

snmp-server enabletrapsbgp R—H—F—17xA Fu =/ (BGP)
1 SNMP #@E &2 HEIZ LET,

switch (config)# snmp-server enable traps bgp

snmp-server enabletrapsbridge [newroot] STP 7'V v SNMP @5 % A r—7 I L FE

[topologychange] T, fEE T, RORFEDBHE A F—T /W
i LET,

switch (config)# snmp-server enable traps snewroot : STPOFH LW L— K 71 v U@
bridge MmEAHMZLUET,

» topologychange : STP 7' Y v D hARr ¥
YL Bl bk SR [Nl DY S

snmp-server enabletrapscallhome [event-notify] | Call Home %1% A % —~7 e L4, (L

[smtp-send-fail] T, ROBFEDMEE A F—T M LET,
1l « event-notify : Call Home D #M5A ~X 2 ki
switch (config)# snmp-server enable traps %ﬂ%ﬁ%@iﬁ@i[/§E7fo

callhome

« smtp-send-fail : f&i2h A —/ViAE T = | =
Jb (SMTP) A v & — L DREHfmsn %
B LET,

. SNMP D&% E
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snmp-server enable traps config
[ccmCLIRunningConfigChanged]

41

switch (config)# snmp-server enable traps
config

T A Fal— g OEFIZR LT SNMP
BWHZE A R—T M L ET,

« ccmCL IRunningConfigChanged : 317
FFEEFEoay 7 XL —2 g
T, ary74¥al—v g OEEITH
LT SNMP @ Z AT LET,

snmp-server enabletrapseigrp [tag]
f5i):

switch(config)# snmp-server enable traps
eigrp

CISCO-EIGRP-MIB SNMP 41 % 1 % — 7 /L|Z
LET,

snmp-server enabletrapsentity

[entity fan_status change] [entity_mib_change]
[entity_module _inserted]
[entity_module_removed]
[entity_module status change]
[entity_power_out_change]

[entity power_status change]
[entity_unrecognised_module]

A1

switch (config)# snmp-server enable traps
entity

ENTITY-MIB SNMP i@ %1% A r—7 /WIZ L FE
9, R T, RORFEDWEE A F—T /LT
LET,

« entity fan_status change: =27 17 «
77y OWREBE @M AN L LT,

« entity_mib_change: => 7 7« MIBZ
HmE A2 AN LET,

- entity_module inserted : =27 17 1 &
Vo — /WA AN LET,

* entity module removed : =27 47 4 &
Va—/VHIBR@m A B LET,

- entity_module status change: =7 «
T A TV 2V AT — X AL @A
ML FET,

- entity_power_out_change: =7 47 «
DS RU —EH @I Z AN LET,

* entity_power_gtatus change: =27 (7 +«
DT — AT —Z ZEF @M A AN L
£7.

* entity_unrecognised_module : =7 ¢
T 4 DRMERE Y 2 — /LA Az L
£

SNMP D&% E .
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snmp-server enabletraps feature-control
[FeatureOpStatusChange]

A1

switch (config)# snmp-server enable traps
feature-control

FEREMHIE SNMP i@ %% A X — 7 iz LE T,
LB T, ROBFEED®ME A X —T W LFE
—é‘o

« FeatureOpStatusChange : f&RER/ED IR FE
ZAbidamE AN L ET,

snmp-server enabletrapshsrp  state-change

151

switch(config)# snmp-server enable traps
hsrp

CISCO-HSRP-MIB SNMP i@ %1% A % — 7 )VIZ
LET, fEFET. ROKED@ME A % —7
M LET,

« state-change : HSRP MIREEZL i@ % A
ML ET,

snmp-server enabletrapslicense
[notify-license-expiry]
[notify-license-expiry-warning]
[notify-licensefile-missing]
[notify-no-license-for-feature]

1

switch (config)# snmp-server enable traps
license

ENTITY-MIB SNMP i@ %1% A r—7 /WIZ L F
T, LB T, ROBFEDBRME A F—T IZ
L/i‘a‘o

* notify-license-expiry : 7 A & 2 A KZhid s
EHEMCLET,

« notify-license-expiry-warning : 7 A & &
KphoBEEImAE AN LET,

* notify-licensefilemissing : 7 422X 7 7
ANARBHEIE G LET,

* notify-no-license-for-feature :
no-license-installed-for-feature 18 %1 & A 22
LET,

. SNMP @
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snmp-server enabletrapslink [cieLinkDown]
[cieLinkUp ] [cmn-mac-move-natification ]
[IETF-extended-linkDown ]
[IETF-extended-linkUp ]
[cisco-extended-linkDown ]
[cisco-extended-linkUp ][linkDown ] [linkUp]

151

switch (config)# snmp-server enable traps
link

IF-MIB Y v 7@z A 32— M LET, 1
BT, UTORED@EMEA X—TNMILE
_a—o

« [ETF-extended-linkDown : Cisco #L3E Y
J AT — N E T EAMEA =TT
ij‘o

+ IETF-extended-linkUp : Cisco fIkiE Y > 7
A7 — KT v TEHEA R —TVIZLE
—g—o

« cmn-mac-move-notification : MAC7 K L-
ABENRME A X — T WM LET,

» cisco-extended-linkDown— : Internet
Engineering Task Force (1 > % —% v b
VT VT BRT T H— A
IETF) DHLREY v 7 25—k &0 i@
A R—=T M LET,

« cisco-extended-linkUP : Internet Engineering
Task Force (IETF) OfLiEY 7 A7 —
Ty TEmEA R =T M LET,

e linkDown : IETF J 7 A5 —h X7
BHEANCLET,
«linkUp : IETF U > 7 A7 — K 7 v /il
HEFILET,

snmp-server enabletrapsospf [tag] [Isa]

1

switch (config)# snmp-server enable traps
ospf

Open Shortest Path First (OSPF) #%1% A 20
LET, FET. RKOREDO@MEZ A R—T
Mz LEJ,

elsa:OSPF V7 AT — K T RARAZA X
A2 b (LSA) ®HEBICLET,

snmp-server enabletrapsrf
[redundancy-framework]

1

switch (config)# snmp-server enable traps rf]

NEZ7L—5U—27 (RF) SNMPEH% A %—
TMILET, fEE T, ROKFED@EMZ A
F—=T M LET,

« redundancy-framework : RF A —/X—/31
WAL v FA—"—MIBEIZHNL
S5

SNMP D&% E .
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snmp-server enabletrapsrmon [fallingAlarm]
[hcFallingAlarm] [hcRisingAlarm] [risingAlarm]
il

switch (config)# snmp-server enable traps
rmon

YE—h E=%Y 2 (RMON) SNMP 4!
EARX—TNWIZLET, [LET, ROFFED
WHEA R—T NI LET,

- fallingAlarm : RMON FER7T 7 — LA %
A LETS

« hcFallingAlarm : RMON high-capacity T [
T I — L@ EANCLET,

+ hcRisingAlarm : RMON high-capacity -[R
T T LB AR LET,

s risingAlarm : RMON E[R7T 7 — Al s %
A LET,

snmp-server enabletrapssnmp [authentication]

151

switch (config)# snmp-server enable traps
snmp

— 72 SNMP i@ & A % — 7 W LE T,
LB T, ROFFEDEMEA F—T7 MIZLE
R

« authentication : SNMP 2 FFE A1 % A2
LET,

snmp-server enabletraps stpx[inconsistency]
[loop-inconsistency] [root-inconsistency]

A1

switch(config)# snmp-server enable traps
stpx

SNMPSTPX BHAZH N LET, {LE T, &K
DOFFEDBMEZ A X —T7 M LET,

« inconsistency : SNMP STPX MIB +—%¢
Ty 7T — N@EMEAIILET,

* loop-inconsistency : SNMP STPX MIB /L—
TR—=ET v 77— M@ AL E
ﬁ—o

* root-inconsistency : SNMP STPX MIB /L —
=87 v 77— MEME AL E
R

snmp-server enabletrapssyslog
[message-gener ated]
5i]:

switch (config)# snmp-server enable traps
syslog

TEFe S472 SNMP 7R A MZ syslog X v E—
b7y 7L LTEELET, EET, RO
FrEDEMZ A X —7 W LET,

s message-generate: V7 R =T a0l Ay
-V AREME AN LET,

. SNMP @
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snmp-server enable traps sysmgr
[cseFail SwCoreNotifyExtended]

41

switch (config)# snmp-server enable traps
sysmgr

V7 Ny = T EEBRMEA X—T I LET,
LB T, ROBFEED®ME A X —T W LFE
—a—o

« cseFailSwCoreNotifyExtended : ¥ 7 F U =
T AT E AN LET,

snmp-server enabletrapsupgrade
[UpgradeJobStatusNotify]
[UpgradeOpNotifyOnCompletion]

1

switch (config)# snmp-server enable traps
upgrade

Ty ST — RiEMmEA X —T MM LET,
EET, ROFEDEMZ A X —T W LE
R
* UpgradelobStatusNotify : 7 v 727 L — |
VaT AT —H REMEANILET,
» UpgradeOpNotifyOnCompletion : 7~ >
7 L— R a—r L A7 —HF A @B
iz LET,

snmp-server enabletrapsvtp[notifs] [vlancreate]
[Vland€lete]

151

switch(config) # snmp-server enable traps vty

VTP BHZ AN LET, [EE T, ROKE
OB E A X—T WM LET,

e notifs : VIP @& AN L £,

s vlancreate : VLANERROIEEN 2 AN L
F7,

« vlandelete : VLAN HIfRD@E 2 A2hC L
i‘j‘o

storm-control action traps

151

switch (config-if)# storm-control action
traps

T 7 4 w7 A F—ARIHEORIIRIZE L 725
BDONT T 4T A b— LB E A
Lij‘o

AR —TARTH) VI @EBHMDT 4« —T )L

BRI DA > 2 —T = A AT linkUp 38 X O linkDown @1 % 5 4 £t —7 /M T&EE9, 7T v F
YT A2 =T A A (Up & Down D ZHEIZYIV FDDLA L F—T = A) T, ZOfl

PRad g 2l ] T & 97

SNMP D&% E .
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AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

interface type slot/port
fi

switch (config) # interface ethernet 2/2

A H—=T 2 A ADSNMP Y v 7 AT —
N NFTETF4—T NI LET,

ZpavRiE, 774NV NTA R—T
TR o TWET,

ATvT3

no snmp trap link-status

1

switch(config-if)# no snmp trap
link-status

A B =T x A ZADSNMP Y > 7 AT —
NIy TET 4 =TI LET,
ZDavr RiX 774NV NTAR—T
AT TR o TUWET,

ATv74

(f£&) copy running-config
startup-config
1 -

switch (config-if)# copy running-confid]
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 ¥alb—vgila
[:o‘_ Lij—o

A4 22— x4 XD SNMP iflndex D FER T

SNMP ifindex i%, BIHET A ¥ —T7 = A AEWE UV 7 T 572D E D SNMP MIB (2
o TfERHENET,

FIE

AU RFEREET7TIVa Y

=)

ATy T

show interface snmp-ifindex

1

switch# show interface snmp-ifindex |
grep -i Ethl2/1

Eth12/1 441974784 (0x1a580000)

FTRCDA L EZ—T A ATONT,

IF-MIB 7> & 7k e 72 SNMP iflndex fiE %
FERLET, LET, |F—V—F¢&

grep ¥F—UV— RF&EHT 5L, AT
BEDA X —T oA ARBTEZ
7

TCPIZK S SNMP D7D >3 A LEREDEMIE

TCP v g ETSNMPICHT AT A LBFEEA X —T VT TEET,

. SNMP D&% E
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SNMP 21 v FDa sy b (B#%) s&Uny—avasoiEs [

FIE
OV RERETIVa Y B
AT w 71 | configureterminal T a— rERET— RERE L E T,
fi

switch# configure terminal
switch (config) #

AT 72 | snmp-server tcp-session [auth] TCP & v 3> TSNMP 235U
%l - VHEA LFRREEA XTI LET, T
switch (config)# snmp-server tcp-session AV ]\"6617‘4 _IZV—7/1/K7L£OVCI/\$

—é—o

RATw 73| ({EE) copy running-config FFar 74 F¥al—vark, AZ—
startup-config Ty a7 44Xl — gl
15“ : I:O*‘ [/ji—a«o

switch (config)# copy running-config
startup-config

SNMP XA vy FMDaA2Y b GE#E) LU0y —2 3 VIEHRDIE

=

E

NULFFEFTORIT (AX—REEFR2WN) TS AODaLH T MERET A ADv r—
TalsERETEET,

Procedure
Command or Action Purpose
R+ 71 | configureterminal Ja— )L a7 4 FX¥al—a
Example: E—FZBBLES,

switch# configure terminal
switch (config) #

AT 72 |snmp-server contact name SNMP =2 % 77 44 & LT sysContact &
Example: EQH/:E Lijqo
switch (config)# snmp-server contact
Admin

AT 73| snmp-server location name SNMP & -r—3 =z & LT sysLocation
Example: %?QT‘E Lij—o
switch (config)# snmp-server location
Lab-7

SNMP D& E
|
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Command or Action

Purpose

ATvT4

(Optional) show snmp

Example:

switch(config)# show snmp

1 DFERIFEEOE T a7 7 A VT
THEREE R LET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

a7 4 Xal—yark, AX—
N7y a7 4F¥al—vgrila
to“*[/ij—o

AVTFXFRMERY N I)I— D T OTATARBDIRYEVIHRTE

Ja ka4 AL A, VREREDRERY NI —7 =T 47 41Z%d 25 SNMP =27
XA RNDT U SERETEET,

Before you begin

MR Y N — 2T AT A DA VAR AEFRTELET, VREBLOT 2 hai A A

B ZADFEINZHONTIL,

[Cisco Nexus 9000 > ) — A NX-0S =% ¥ A h b—F ( VT &

EH A K] F721% [Cisco Nexus 9000 2 U — & NX-08 ¥ /LFF x A k A—F 4 o FRIEH A
Rl 22 TES,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g
E—RFZBBLET

ATvT2

. SNMP D&% E

[no] snmp-server context context-name
[instance instance-name] [vrf vrf-name]
[topology topology-name]

Example:

switch (config)# snmp-server context
publicl vrf red

SNMP 227X A h&7m hajL A
AH A, VRE, FlZ hRevii~y
B LET, ARNTIERK 32 05K
THEREHTEET,

no4~7v a i, SNMP 27 %X b
o banv A AZ A, VRF,
I MARrUHO~y B 72 IR L E
7

Note

ATHRARN vy BT EHIBRT S H
T, A AHX A VRE, £7213 b
R AN LRNTLZEN, A
AB A vif, FliEbFRRY F—


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html
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snvp o7 1 —F it [

Command or Action

Purpose

U—REFEHTLE, TR NE
CrEA N L IO~y B I8
EENET,

ATvT3

(Optional) snmp-server mib
community-map community-name context
context-name

Example:

switch(config)# snmp-server mib
community-map public context publicl

SNMPv2c = X = =5 ( % SNMP =2 > F
X2 My B UET, ARSI
K32 DFHFEFEHTXET,

ATv74

(Optional) show snmp context

Example:

switch (config)# show snmp context

1D FEITHEED SNMP =1 7 F 2 T
B9 D HmERRLET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FElTar I 4 Fal—Yarh, AX—
Ny a7 X2l — 30l a
v—LEd,

SNMP 7 1 £—7J L1k

T34 AP SNMP & Bz TE £,

FIE

ARV RFERFTIVaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal— gy
T—FzfnLE7

ATvT2

no snmp-server protocol enable

1

switch (config) # no snmp-server protocol
enable

SNMP %5 4 E—7 /L2 L£d, SNMP
W77 4V hTA F—T Mo TV E
7,

()
SNMPv2 % 552 H97° 12 SNMPv1 % %
T HZ LT TEEHA, SNMPv
N T D55 1E. SNMPV3 DA%
HRET HH. SNMP Z 524 HERHIZ L
3

SNMP D&% E .
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SNMPH—/\N Ao 3 vy 1 BHIAAIT—DEE

Cisco NX-OS8 23 F % v ¥ = AR — FOIRBEEZ (RFF T D WEIL, RHEM CTEFE T £ 7,

FIE

ARV RFERFTIVaY

=)

ATy 1

configure terminal

1

switch# configure terminal
switch (config) #

Jua—)L a7 4 Xal— g
T—FzfnmL£7,

ATvT2

snmp-server counter cache timeout
seconds
1 -

switch (config)# snmp-server counter
cache timeout 1200

A— FOWRENR T —H L ¥ v =T
RSN DM AP TER L ET,
BB ¥y v aldT 74V N TH
o> TEBY, 774V DX v >
Va A LT U MEXI0BTT, )
WZT2E, T74NVEDOF Y v o H
A LT U MEIL 50 IR0 £, HipH
X1~ 3600 T3,

GE)
End of Row (EoR) AA v F o 7 D
AN\

A, &L 10 — 3600 T,

ATvT3

({£#) show running-config snmp all
i cac
{5

switch (config)# copy running-config
snmp all | i cac

REENTZSNMP — R o X
X v a WAL LT Y MaERFRTRL
ij‘o

ATv74

no snmp-server counter cache enable

1

switch (config) # no snmp-server counter
cache enable

BB Xy a DEFE T L
F9,

GE)

HUHE Xx vy DOEHNEHI

2o TWBEE timeout /37 A — X (2
RESNTZEICL > T, A—FDIREE
MAT B Xx v a |l RFFSNDIE
IRED £,

AAA FEABSRIDZE R

A L7z 2 — PR E % Cisco NX-OS I[ZHERF SE DR MO R S 2 ZEETE£T,

. SNMP D&% E
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SNMPO—Hh )L T2 ID DHRE .

FIE
ARV EFERERTIVa Y El:y
AT 71 |configureterminal Ja—)L a7 4Xal— g
Bl T REBHLET

switch# configure terminal
switch (config) #

AT 72 | shmp-server aaa-user cache-timeout 27—V F ¥ v a2 TAAARH 2 —WF
seconds R AMER T BRI A RE LE T, 0
11 - HPHIZ 1~ 86400 TH, T 7 4/ M
switch(config)# snmp-server aaa-user 3600 7?7?0
cache-timeout 1200

ATw 73| (f£E&) copy running-config FfFar T4 Xal—ark, AX—
startup-config NPy ar7a¥al—avica
fl E—LET,

switch (config)# copy running-config
startup-config

SNMPO—AJ/L T IDDETE
CiscoNX-0S U U —Z7.03)I6(1) LARETIE, v —H LT NRA Ao PV IDEHETETET,

\)

Note SNMP m— /L =V IDERETHE, T3THSNMP 21—, V3 2—P IR ESHT-
AAM BIXOala=7 4 AN VT EHHRETHLENRHY £9, CiscoNX-0S U U —=A
7071 LIETIE, SNMP 2—HEt a3a=F 4 A M) IV OREFHRETINEND Y %

—a_o
Procedure
Command or Action Purpose
R v 71 |configureterminal Ja—r) Ay 7 4ol —ag
Example: FT— FEBLET,

switch# configure terminal
switch (config) #

AT w 72 | snmp-server enginel D local engineid-string | &= — 5 L5 34 2 SNMP = 3V ID
Example: %%E Liﬁ—o

SNMP D& E
|
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Command or Action

Purpose

switch (config)# snmp-server enginelD
local AA:BB:CC:1A:2C:10

n—Hh)L TP IDIE, au L THEE
Sn- 16477y bV A REL
TRETHHLENHY T, 22T
10 ~ 64 OFEFHOREL 16 R SCF-ME
A&, 2250 16 XTI Lican
YTCREILNET, =& xR,

80:00:02:b8:04:61:62:63 T3,

ATvT3

show snmp enginel D

Example:

switch (config)# show snmp enginelID

HEINTWVWALSNMP =D ID %
FRLET,

ATvT4

[no] snmp-server enginel D local
engineid-string
Example:

switch(config)# no snmp-server enginelD
local AA:BB:CC:1A:2C:10

g—HhL TP IDEESICL, BE)
ERENEF 7V O ID B
HRELET,

ATy TH

Required: copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

=

FfTa s T 4 X2 l—ak, AX—
NPy a7 4 Xalb— g0l a
I:Ob‘l_/gzwg‘*o

SNMP D&% 7 D HEER

[z ZR T DI2iE, ROEEZITVET,

SNMP

avU kR

B8

show interface snmp-ifindex

TRTCOA B —T = A AT
2T (IF-MIB 7>5) SNMP
@ iflndex fEZ TR L E9,

. SNMP @
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show running-config snmp [all]

SNMP DFEITa 7 4 F =
L—yaraRnrnLET,

10.1(1) KV ETDO Y U —A05
10.1(1) (23 A X417z SNMP
a—WiE, RESINTTTA
N —7'm k3L ABS-128 &
721X DES THRARSNET, Hr
Lwva—4 (U U —210.1(1)
DIBE) X, 774V KT
AES-128 7’1 k /L TR IE S
nNET,

9.3(8) U U —ALAF%. show run
@ SNMPv3 = —H %, /N
T2 TliE7e < SALT BT
IRENET,

show snmp

SNMP AT —H A %F/RLE
7,

show snmp community

SNMP 23 =2=7 4 A MY
ThFRRLUET,

Note

snmp-server mib
community-map =~ > KD
SNMP =27 F A h DA HiA
11 SCFEB 2 5846, show
snmp community =~ > KD
HNEERBEA TR BER
A TRRSINET,

show snmp context

SNMP =7 F A b v v
TaFRLET,

show snmp enginel D

SNMP enginelD % 77~ L £77,

show snmp group

SNMP 2 —/L &% LFET,

show snmp host

FE LT- SNMP 78 % |~ D5 R
BFRRLET,

show snmp session

SNMP & v g wFRrLE
ﬁ‘o

SNMP D&% E .
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avw Uk B&Y

show snmp sour ce-interface RELTHETA v —T =
A ADIEHR TR LET,

show snmp trap AFX—TNELEFT &7
L Cd % SNMP 51 & FoR L
7

show snmp user SNMPV3 = —H# % FR L &
ﬁ‘o

&% 7 11

RIZ, Blue VRF ZfEH LT, HHEAAA R L — 3Z Cisco linkUp F 7213 Down i % % 2%
1542 X 5 CiscoNX-0S Zi%E L, Admin & NMS £\ 220D SNMP = —H % E#d 5 il &
ALET,

configure terminal

snmp-server contact Admin@company.com

snmp-server user Admin auth sha abcdl234 priv abcdefgh
snmp-server user NMS auth sha abcdl234 priv abcdefgh engineID
00:00:00:63:00:01:00:22:32:15:10:03

snmp-server host 192.0.2.1 informs version 3 auth NMS
snmp-server host 192.0.2.1 use-vrf Blue

snmp-server enable traps link cisco

WIZ, BAF LNV TRESNIZHEHBAR—-F2EA L TR v 72X ET 55X 9. SNMP &
RET LR LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# snmp-server host 171.71.48.164 version 2c public

switch (config) # snmp-server host 171.71.48.164 source-interface ethernet 1/2
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Source interface: Ethernet 1/2

switch (config)# snmp-server host 171.71.48.164 use-vrf default
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Use VRF: default
Source interface: Ethernet 1/2

WIZ, 7= WCRRGE LTSN AR — h 2 LT T v 72555 K 5 SNMP 2R ES
HP R L ET,

. SNMP D&% E
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switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server source-interface traps ethernet 1/2
switch (config)# show snmp source-interface

trap Ethernetl/2

inform -

switch (config)# snmp-server host 171.71.48.164 use_vrf default
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Use VRF: default
Source interface: Ethernet 1/2

VRFred % SNMPv2c D/XT Y v 7 aIa=7 4 AN Ty I TR0 R LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config)# vrf context red

switch (config-vrf) # exit

switch (config) # snmp-server context publicl vrf red

switch (config)# snmp-server mib community-map public context publicl

OSPF A > A% > A Enterprise Z[d U SNMPv2c /X7 Y w7 aIa=7 4 AN TIZvvE
IR ERLET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config)# feature ospf

switch (config) # router ospf Enterprise

switch (config-router)# exit

switch (config)# snmp-server context publicl instance Enterprise
switch(config)# snmp-server mib community-map public context publicl

TOMDSEEH
A

BEEIEE TZ=aTFILERA I

IP ACL & AAA ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]

MIB ['Cisco Nexus 7000 Series and 9000 Series NX-OS
MIB Quick Reference]

SNMP D& E
|
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B rec
RFC 24 kL
RFC 3414 U Ry NU— BT o
(NMPV3) /N— 3 v 3[ANF 2 —PR_—2R

tXx2UT7 4 =5/ (USM)

RFC 3415 ['View-based Access Control Model (VACM) for
the Smple Network Management Protocol
(SNMP) ]

MIB MB®D') >y

SNMP |2 B8:#3~ % MIB

YR—FENTWVWD MIBEZHREBLIOF T a— |
WO URLIZT Z7EARALTL S,

https://cisco.github.io/cisco-mibs/supportlists/nexus9000,
Nexus9000MIBSupportList.html

. SNMP D&% E
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