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RO b T 7 4 7Y — UL LEWEIENTE 5, M IREe & RHF R 26832

Nt T—VERETEET,
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Note
TEETEET,

« IRN— kT ¥ LT storm-control-cpu L — h ZFRET D HIIZ,

b T 747 A M—LHIEREEETIE, FT T4 v 7 A b —LlHOEIEEZ 3.9 X U R

n9k-arp-acl TCAM U — < =

BN TTLRNERSY ET, TCAM U — 3 ¥ F A AOFEDFEAIZ OV TIL,
['Cisco Nexus 9000 Series NX-OS Security Configuration Guidel] ¢ [Configuring ACL TCAM

Region Szes] O FE %S L TL 72 &V, https://www.cisco.com/c/en/us/support/switches/

nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

[no] storm-control {broadcast | multicast | unicast} level { <level-value %> | pps < pps-value >

SUMMARY STEPS
1. configureterminal
2. interface {ethernet slot/port | port-channel number}
3.
H
4. [no] storm-control action trap
5. exit
6. (Optional) show running-config interface {ethernet slot/port | port-channel number }
7. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Juau—) a7 4 Xal—ay ET— NEE
L/ij‘@

ATy T2

interface {ethernet slot/port | port-channel number}

Example:

switch# interface ethernet 1/1
switch (config-if) #

A B =T 2 ARTEE— NEHBELET,

ATvT3

[no] storm-control {broadcast | multicast | unicast} level
{ <level-value %> | pps < pps-value> }

Example:

AVE =T 2 A AZBRTDLNT T4 7 DET
T4 w7 A b—LfilllERELET, A— FEEE
X 1B O~y MEOEIE & L THIIE L
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Command or Action

Purpose

switch(config-if)# storm-control unicast level 40

Example:

switch(config-if)# storm-control broadcast level
pps 8000

NN EBRETHELTEET, 774/ DA
FT—MNIT 4 E—TNLTT,

ATvT4

[no] storm-control action trap

Example:

switch(config-if)# storm-control action trap

N7 74 w7 A M—LHEIORIRIZZEST S &£, SNMP
r < v 7 (CISCO-PORT-STORM-CONTROL-MIB T
EF) BAERRLUET,

ATvTh

exit
Example:

switch (config-if)# exit
switch (config) #

AV B —T A AT 4Fal—vgyF—F
BT LET,

ATvT6

(Optional) show running-config interface {ethernet
slot/port | port-channel number }
Example:

switch (config)# show running-config interface
ethernet 1/1

F7 74y AM—LHIEOBRELFRRLET,

ATy T17

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

7oy 74 Xal—yarr, AX— T v S o
V74 Fal—Ygiiart’ —LET,

V—LANILDLEWMED FFT 4 v I X b—LHIED

==

X

FIEDHE

=n
=74

IR RO T 7 4 v 73— L~ LEVWEICEH TE 5, FIHARER A FHEEIC 32

STV ERETE ET

B 57499 A —LHHOHE

[no] storm-control multiunicast {levell <level-value %> | level2 <level-value %>}
[no] storm-control multi actionl {trap | shutdown} action2 {trap | shutdown}

show running-config interface {ethernet slot/port | port-channel number}

1. system storm control multi-threshold

2. hardware access-list tcam region ing-stor m-control 512
3. configureterminal

4. interface {ethernet slot/port | port-channel number }

5.

6.

7. exit

8. (E®

9.

(f£&) copy running-config startup-config
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Y—LALOLENED 571 v s R b—sgiEonE |

ARV RFEEETIVa Y

=)

R w 71 |system storm control multi-threshold Ja—/N)LCLIZ AN LEST, ZOa~vy Ry —
i - LAV LEWEEBIET S & EICOHMETT,
switch# system storm control multi-threshold

X 7 2 | hardwareaccesslist tcam region ing-storm-control 512 | Fi 3 TCAM V — 3 2 3. WV —L~UL L XV MEA T
i - (CEESA X S2TH—Er 7 ShET,
switch# hardware access-list tcam region avy RETH, T4 A2V u— RLTLEX
ing-storm-control 512 i

R 7 3 | configureterminal Jau—)L a7 4 Xal—ay T— &G
1 - LET.
switch# configure terminal
switch (config) #

AT w 7 4 |interface {ethernet slot/port | port-channel number} A B —T A ABRET— FEBBLET,

1
switch (config)# interface ethernet 1/1
switch (config-if) #

R F v 75 | [no] storm-control multiunicast {levell<level-value%>| > — 1L~ )L U X VMED A X —T7 = A A& @@ T 5
| level2 <level -value %>} NFTA v I DRTT 4 v s A h—LHilfE#RE L
1 - 7,
switch(config-if)# storm-control multi unicast ﬂf__ b%?é%g)/gw—{?:/i%——i}&jL/T:ﬁ%ﬁi%%L/f{ﬂ/%f
1 11 51 12 10 - N —

e e RETHLLTEET, F7HALPDAT— T
F A4 =T TT,
R T w 76 | [no] storm-control multi actionl {trap | shutdown} AR S ET:

action2 {trap | shutdown}
f

switch(config-if)# storm-control multi actionl
trap action2 shutdown

*SNMP 7 v 7
(CISCO-PORT-STORM-CONTROL-MIB Ti&
#) TAbL—LfillzE=4 L%,

* 877 4 v 7 A b= LB HIRICEET S
L. VAR Ayb—UBNERINET,

AR — LI L WVEOR/E L~V TR T v 7B &
Ny N T 7o a v BRETHILLTE
9, 7272L, A—FOEKLEWE (levell) %
Ty MU CHRET A5G AE, A—FOoELEW
i (level2) 2% v N U UERET HLENRH Y
7
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ARV REEEFET7IVa Y B
ATy F7|exit AV B —TxAf A AL T 4FXal—ay F—F
11 BT LET,

switch (config-if)# exit
switch (config) #

AT 78| (f£E) show running-configinterface {ethernet N7 74y 7 A M—LHEIOREEZ RS LET,
slot/port | port-channel number }
{5

switch (config)# show running-config interface
ethernet 1/1

ATv 79| ({£E) copy running-config startup-config Fifar74Xal—vark, A¥—r T vT =
1 - Y74 F¥al—variiar—LET,

switch (config)# copy running-config startup-config]

FS5T 499 R b—LEHIHOETEDHEE

774 w7 AM—LHIEIORERRERTT DL, ROWTINOEREITVNET,

avw vk =]:q]

show running-configinterface| N5 7 ¢ v 7 2 h—AHIEOHREEZ R R LET,

FSTO4 90 A M—LFHADEADE=ZZ)Y

N7 4 w7 A b —LHIBEEEICE LT Cisco NX-OS T34 ANMFFT o 7o F T i
Vo TEET,

avU R =E]:g]

WOITE, Vb~ LEVMEIZOLEHA SN ET,

show interface [ether net slot/port | port-channel number] counters| 57 ¢ v~ 7 2 h— AHIHH
storm-control A EFRRLET,

WOITIZ, V=L~ L WVMEICOREH SN ET,

show interface [ethernet slot/port | port-channel number] counters| 4 _CH A % —7 = A AT
stor m-control multi-threshold SE SN A — AEEED
VA FEFRRLET,

B 57499 A —LHHOHE
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avw vk =E):g]

show interface [ethernet slot/port | port-channel number] counters| -4 > % —7 = 14 AT
stor m-control multi-threshold S X7 R — A EIEE O
VA MZFRRLET,

show interface [ether net slot/port | por t-channel number] counters|levell & level2 D 5D~ LF

stor m-control multi-threshold unicast a=F v AR Rr Y FDOY R
MeRRLUET,

show interface [ethernet slot/port | port-channel number] counters|levell & level2 Dl 5D~ /L F

storm-control multi-threshold broadcast broadcast K2 v FD U & k%
FZRLET,

show interface [ethernet slot/port | port-channel number] counters|levell & level2 Dl 5D~ /LF

stor m-control multi-threshold multicast X¥ARRay 70U 2
FKRLET,

S T74 w9 R b—LFIEHDEZEH
RIZ, TV LEWAED N T 7 v 7 A b—AHIHOREN ZRLET,

switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# storm-control broadcast level 40
switch(config-if)# storm-control multicast level 40
switch(config-if)# storm-control unicast level 40

WIS, V=LV LEVWVMED FT 7 4 v 7 AN — LG ORERZ R LET,

switch# system storm control multi-threshold

switch# hardware access-1list tcam region ing-storm-control 512
switch# configure terminal

switch (config)# interface Ethernetl/1

switch(config-if)# storm-control multi broadcast levell 5 level2 10
switch(config-if)# storm-control multi multicast levell 5 level2 10
switch(config-if)# storm-control multi unicast levell 5 level2 10
switch(config-if)# storm-control multi actionl trap action2 shutdown

S J499 A F—LFEHDRATL OTOH

WOFNT, 1L VLD LEVMEEZFHF ORI 74 v 7 A =2l AT 20 7 %30 TWE
‘é‘o

®* SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap

WIZ, 2L~ )LD L EVVMEEZFFO N7 7 4 v 7 A b—LHIHIO AT v 7 OHZ - LET,

'%ETHPORT—5—STORM7CONTROL7ABOVE7THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

52499 Zb—stimoiE |
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. %ETHPORT—5—STORM7CONTROL7ABOVE7THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown
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