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» Network Forwarding Engine (NFE) Ti%., PVLANIZZ L —2 7 U h&HR—F LEHA,
* PVLANIE, VPCET72IIAR— b F ¥ RAFEXA— K Tix¥R— hIhEHA,

* PVLANIZ, IP¥/VFF ¥ A N ELIIIGMPA X —E U 7 &Y AR — M LERA,

I NX-0S ZERLE=F 54 X— k VLAN OFE
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* CiscoNX-OSVU U —293 (5) LI, PVLAN{ZIDHCPA X —t' > 7 ZHR—k LET,
* PVLAN{ZPVLAN QoS%Z 74— F LEH A,

« PVLANIZVACLZ YR — F LEH A,

« PVLANIZVTPZ AR — h LEHA,

* PVLANIZ h V&S HR— N LEHA,

* PVLANIZVXLANZ R — F LEH A,

« B{EICAPVLAN VLANDH A PVLANIESPANZ Bk — k L 8 A,

* PVLAN O—{Z72 D KO ICHAA v —T =2 A4 AZFHETE £ A, FEMIZONTIL,
['Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] & L T 7230,

« Cisco NX-OS CLITiX, PVLANZ /L —7 = L ICHEEDOIMSIVLANR E X R E TE 973,
ZOEIBEREITVR—FEINTWERA, PVLANZ L—7121%, K TIODOMIIVLAN
ERECTEET,

* Cisco NX-OS Release 7.0 (3) 15 (1) LIF&Ti%. VLANTCTOPVLANT V¥ T—3 3 ULV
A= ENTWEHA,

* CiscoNX-0S VU U —2%10.1 (2) LUFETIE, vPCINZAR— K TOPVLAN & portSechiE DFH 7
AT, BT E MU A TOEBRZMacRIHIHIFRR H 0 £,

* PVLAN (T, N9K-X9636C-R, NIK-X9636Q-R., NIK-X9636C-RX 7 A > 71— NEg:S AP
Cisco Nexus 9500 Series A1 v F Tl R —FZINTWWEH A,

754 R—KVLAN DT T # )L FERTE
WDOFIZ, 77TA_X—KVLAN DF 7 4V "REZRLET,

Table 1: 75 4 R— t VLAN DT 2 A )L b ERE

NG A—H T4

7 A4 _X— FVLAN | T 4 &—7
V%

754 RX— | VLAN D% TE

FEE L7 VLAN %75 4 ~X— K~ VLAN & L CTHE| Y ¥ TAHHZ, VLAN Z1/ER L TR LERN
HET,

VLAN A U Z =T = A A~DIP T R L ADEN 1 TOFEMIZ OV TIE,  [Cisco Nexus 9000
Series NX-OS Interfaces Configuration Guide] ZZ M L T 7230y,

NX-0S £/ L 1= 751 X— b VLAN DR E
|
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Note  CiscoIOS @ CLIIZIEN TV A A

Y RERRD RN DD OEEPLETT,

Z DOEBED Cisco NX-08 1< RIZHEk D CiscoIOS 1+

T34 R—FrVLAN DA r—T )L (CLI/N—2 3 V)

7T A _—  VLAN BREZ 4 212135, T34 AL TT 74—k VLAN & A 32—7/L|Z

TOMENDHY £,

)

Note =75 ¢ ~X— K VLAN 2~ KX, 774 X— h VLAN H#fE4 A X —7 /W T D £ TRRIN

F A,
SUMMARY STEPS
1. configt
2. featureprivate-vlan
3. exit
4. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4 X2 lb—Y gy ET— RIAD £,
Example:
switch# config t
switch (config) #
AT J 2 |featureprivate-vian TNA ALTT T4 _— N VLANKERER A X —T L
Example: (CLET
switch(config)# feature private-vlan Note nofeatureprivatevlan=~ > K&{#FEH L T
switch (config) # o — . ot 2 = N -
77 A4 X— FVLANBERER T 4 & —T /1T
T HHNZ. PVLANSE & S8 2HIFRT 5
VBN H Y £, ROy 7 ho =71
J —Z T, nofeatureprivate-vlan =~ >
Rz 280, 3~ TOPVLANK —
N EENE LA ARBEICT D MNERH Y F
ATy 73| exit Oy 7 4 FXalb—varyE—REKRTLET,
Example:

switch(config)# exit
switch#

. NX-08 Z R L= 754 X— k VLAN O

E—]

axX &



| NX-0S ZERALETS5A _— VAN DEFE

F54 A—FVIAN & LTOVIAN 0F&E (CU—3) [

Command or Action Purpose

R 7 4 | (Optional) copy running-config startup-config FEiTar 74 ¥al—YarEk, AX—RT v a
Example: Y74 Falb—varilar—LET,
switch (config) # copy running-config startup-config

Example

wIZ, T, AETT T4 _X— K VLANREZR A 12— T M T B0 Z2 R LET,

switch# config t
switch (config)# feature private-vlan
switch (config) #

754 ~R— L VLAN & L TO VLAN DE&FE (CLI/N—2 3 )

N

SUMMARY STEPS

Note

VLAN 5% Y VLAN (DF V0, 223 2= ¢ VLAN F 721307 VLAN O\ 1uhy) &
LTCRETHHNC, FTVLAN Ry hU—F S v Z—T 2 A%y v hE 7T HNEER
&)V)\ijqo

VLAN (%, 77 A4 ~_—F VLAN & L CTRETE E7,

7T A4 ~_X— k VLAN Z{ERKT B 121%. &I VLAN Z21/Ef L C. #® VLAN %75 A ~X— h
VLAN & LCERELET,

774 _X—=KFVLANWNT, 774~V VLAN, 223 =2=7 ¢ VLAN, F7/2(3J57 VLAN & L
THEAT DT X TOVLANZER LET, £0OHE T, HEOMI VLANBS L OEHO a2 2
=7 4 VLAN % 1 D77 4~ U VLAN I[ZBH#fT T £F, #0771~V VLAN & BdEft
JEHRETEET, 2FV, HEOTT7 A4 X— K VLAN ZRETEET,

77 A<V VLAN £72i3t %Y VLAN ZHIR$ 5 &, O VLAN IZBEfAHT SR —
MIFFET 7T 4 72720 £7,

7IFA_X—KVLAN h T v 27 R—Fr ETEHF U VLAN £7212 77 4~ U VLAN OWF 1
MEHIBR LTSS, TORED VLAN IZ0NRIET 7T 4 720, N7 R—RNIT v
L= F 9,

configt

vlan {vlan-id | vian-range}

[no] private-vlan {community | isolated | primary}
exit

(Optional) show vlan private-vlan [type]
(Optional) copy running-config startup-config

okl wn-=

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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DETAILED STEPS

NX-08 Z#R L7754 X— k VLAN D& E

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4 F¥al—arE—RIADET,

ATy T2

vlan {van-id | vian-range}

Example:

switch(config)# vlan 5
switch (config-vlan) #

VLAN ZEY 7E— RICLET,

ATvT3

[no] private-vlan {community | isolated | primary}

Example:

switch (config-vlan)# private-vlan primary

VLAN %, 223 = =7 ¢ VLAN, 37 VLAN, F7-
X774~V 774~—hKVLAN & L TRRELZE
T, FTA_X—FVLANIZIZ, 1 5DOF T4 ~<

VLAN 2R ETHLENH Y 9, ko aIa=
7 4 VLAN ES7 VLAN 2R ETHZ ENTEFE
7

ER 8

FEE L7 VLAN 577 A ~X— |k VLAN OF%E %
HIEEL., BEOVLANE— NIZRERLET, 7I9A~
U VLAN F7213th % U VLAN ZHIRT 25 &,

ZOVLANIZBEEA I SR — NIET 77 4 7
2720 £,

ATvT4

exit
Example:

switch(config-vlan)# exit
switch (config) #

VLANZ Y 7 4 Fal—ar b 7TE2—FREKTL
F9,

ATvTh

(Optional) show vlan private-vlan [type]

Example:

switch# show vlan private-vlan

7F A4 _X—  VLAN OFRTEF R LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FIFar 74 Xal—vark, AF4—hTv7 =2
V74X al—valat—LET,

Example

wOBIY, VLANS 27714~ VLAN & LT T A X— k VLAN [ZEI Y T3 )tk

R LTWET,

switch# config t

I NX-0S ZERLE=F 54 X— k VLAN OFE
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switch (config)# vlan 5

switch (config-vlan)# private-vlan primary
switch (config-vlan)# exit

switch (config) #

THAUFYVIAN E TS5 47 TS5 4 ~—  VLAN OBE&EH (+ (CLI

N—23 )

SUMMARY STEPS

v XU VLAN %7 F A < U VLANIZBEESHT 5 & &3, ROFEEFIIIME> TS EEN,

e secondary-vian-list /X7 A —Z 21X, AR—REFHRNTLTEIN, BrvwTRU 78
BOHEAEZEDHZENTEEY, FHEAZ, H—0®vh & VU VLANID, 7213t h
VAU VLANID Z A 7 2 TORWEHBIC TE £77,

« secondary-vian-list /X7 A — X (Zi%, #D =2 I 2 =7 ¢ VLANID &JHSZ VLANID %58
HIENTEET,

« secondary-vian-list 2 A )9 % 7>, add % — 7 — K secondary-vian-list # 18/ L T, 774~
U VLAN &t > %Y VLAN OBEM T 2170 F 5,

s remove # A J) L &7 % —7U — R secondary-vian-list #Hl|fx L T, £ % VU VLAN £ 7 F
A~V VLAN L OREfTIT 227 U7 LET,

e H L HZYUVLAN &7 T4~ VLAN L DT Vo xo—3 g U EEETHIE, BEEOT
Vyom—ya rEHIRL, RICKRELRT VY o—a rEBMLET,

774 <1 VLAN £7213® %V VLAN ZHIfR3 5 &, £ O VLAN IZBhEfAHT S /- —
MIFET 7T 4 71270 £9,

no private-vlan =~ K, VLAN [Zi#% ® VLAN €— FIZR Y £7, O VLAN Lo BEf}
T _RTC—BEEESNETHD, A F—T A AT TFAX—F VLAN E— FOF FIZ7}

D E£7,

FEED VLAN & 75 A4 _X— K VLAN E— RICHZ#TH L, tOT7 Vo —3 g URNETE

nEJ,

novlan =< KiZ, 774~ U VLANIZX LT, Z® VLAN [ZBEff 1T S TWDHT_ThD
754 _N— KN VLAN B MebinEd, 727 L. B2 U VLANIZR L Thnovlah =<2 F& A
N84, D VLAN & 75 A ~X— k VLAN OBE T — =1 LEd, 2D VLAN %
HERLTLRIOE A Z YU VLAN & LTRETH ETICREY £7°,

Before you begin

7T A4 _X—~ VLAN BREN A X —T NN THDZ L MR LT IZEW,

1. configt
2. vlan primary-vian-id
3. [no] private-vlan association {[add] secondary-vian-list | remove secondary-vian-list}

NX-08 ZERALI=-F514 X—rVIAN OFEE [}



NX-08 Z#R L7754 X— k VLAN D& E

B o7 svvane 7507y 754 <~k VAN OBSER 1T (CL/A—U32)

4. exit
5.
6.

DETAILED STEPS

(Optional) show vlan private-vian [type]
(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4FXal—vary E—RICADET,

ATy T2

vlan primary-vian-id

Example:

switch(config)# vlan 5
switch (config-vlan) #

774 ~X— K VLAN OFRENEEEITI) T T4~V
VLAN OFZE AN LET,

ATvT3

[no] private-vlan association {[add] secondary-vian-list
| remove secondary-vian-list}
Example:

switch (config-vlan)# private-vlan association
100-105,109

av RO 1 SOFEREFHL T,

v %Y VLAN % 75 A ~ U VLAN [ B S 1)
=S

ER

774 < U VLAN > 6T X TOREM T ZHIBR L,
BHEO VLAN F— RIZELET,

ATvT4

exit
Example:

switch (config-vlan)# exit
switch (config) #

VLANZ Y 7 4 Fa2l—Tar b TE—FREKTL
i‘a‘o

ATy TH

(Optional) show vlan private-vlan [type]

Example:

switch# show vlan private-vlan

754 _X— K VLAN OFREEXFH < LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

Frar 74 Xal—vark RAE—FT v S
Y74 F¥al—varilav—LET,

Example
"Iz,
BT DB A R LET,

switch(config)# wvlan 5
switch (
(
(

-1

J

switch (config-vlan)# exit
switch (config) #

I NX-0S ZERLE=F 54 X— k VLAN OFE

config-vlan)# private-vlan association 100-105,

2 =7 4 VLAN 100 ~ 105 3 L UOYHISZ. VLAN 109 %77 4~ U VLAN 5 T

109
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FSATUVIANDVIAN f © 2 —T 24 AADEAVE Y VANOT v EVS Un—a>) [

TS5SATYVIANDVLAN f B3 —T x4 A~NDEHS 1) VLAN D
<TvE>Y (CL/N—23Y)

)

Note

TFTAR=RVILINDTZ A4~V VLAN ® VLAN £ > H—T = A A~DIP 7 KL ADE|ID) 4
TOFEAMZSWTIL,  [Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] %2 L
TLEENY,

%) VLAN %, 754~V VLAN D VLAN A V' Z—T = A A~ v B 7 LET, M
SEVLAN B L2 2 2=7 ¢ VLAN L, &bl %Y VLAN EEEnE S, 774 X—
NVLAN DA ST 7 4w 7% LAY 3 TUBESTHIZIE, B XY VLANEZ T Z A<
VLAN ® VLAN X h T —27 f V2 —T 2 A~y 7 LET,

SUMMARY STEPS

DETAILED STEPS

Note

VLAN Ry NI —27 A B —T oA AZRETDHHNC, VLAN Xy NT—F f X —T A
A AF—TNCTDHDVERHY T, T4~V VLAN IZBEM TN I2=T ¢
VLAN % 7213572 VLAN ED VLAN % bV —2 f v X —T = A AX, 77~ 7 H—t
2NV ET, BT 501X, I A4~V VLAN FO VLAN %y T —27 f VB —T = A Z
T,

Before you begin
« 7T A N— | VLAN #REZ A X — 7 /WIZT D,
* VLAN A V% —7 = A A¥RER A F—T W T D,

e HF Y VLAND~ v B T BELWVWT 74~ VLAN LA V3 A4 X —T =
AATHEEEZLTWNDZ L,

config t

interface vlan primary-vian-1D

[no] private-vlan mapping {[add] secondary-vian-list| remove secondary-vian-list}
exit

(Optional) show interface vlian primary-vian-id private-vian mapping

(Optional) copy running-config startup-config

o0kl wnN-=

Command or Action Purpose

AT 71| configt

Example:

a7 4 F¥al—arE—RIADET,

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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Command or Action

Purpose

switch# config t
switch (config) #

R T 72 |interfacevlan primary-vian-1D 75 4 _— ~ VLAN OB EIEEEITH T34~
Example: VLAN DFFZ AN LET, 7714~ U VLANDA
switch (config)# interface vlan 5 :/&_71/( A AT A ﬂ?l [ I ]\\‘75§
switch (config-if)# Bt SN E T,

R 7 7 3 |[no] private-vlan mapping {[add] secondary-vian-list| | % > %Y VLAN %, 774 <Y VLAN @ SVI %
remove secondary-vian-list} AL AY3IA L H—T oA Ry BT LE
Example: I, Tk, FTIAX—=FVLAN ATJ T
switch (config-if)# private-vlan mapping 100-105,| 7 A1 > TDLAYIAA YTF U TNAREIZR D F

109 4,
E
v H &Y VLAN & 7714~ VLAN O L 1 ¥
3 AV E—T A ANDY Yy BT EEELET,

ATy 74| exit Ao B —TxAf A AT 4FXalb—ay ET—R
Example: AT LET,
switch (config-if)# exit
switch (config) #

Z v 75 | (Optional) show interface vlan primary-vian-id AR —T 2 A ADT T A ~_— F VLAN 53 % F27=
private-vlan mapping LET,

Example:
switch (config)# show interface vlan 101
private-vlan mapping
R w 76 | (Optional) copy running-config startup-config ETar 74 Xal—3arvik, RAE¥— | T v

Example:

switch (config)# copy running-config startup-config

V74X alb—valat— LT,

Example

wIZ, BB Z YU VLAN 100 ~ 105 5L 109 &2, 774 <Y VLAN5S D LAY 3 A
YH=T A ATy BT LH R LT,

switch #config t
switch(config)# interface vlan 5
switch (

switch(config-if)# exit

switch (config) #

I NX-0S ZERLE=F 54 X— k VLAN OFE

config-if) # private-vlan mapping 100-105,

109
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TS R—FVIANAKR b f—hELTOLA V242 8—T x4 20%E [

T5A4R—KVLAN/RRA M R—FELTDLANV2M 3 —T (4R

DETE

LAY2A 0 E2—T 2 A A% TFTA_X—FVLANDHFRA N R— L LTHRETEXFET, 77
A4 ~_X— K VLAN TiZ, A M R—=F2RX D F U VLAN OD—T9, Bh % U VLAN I,
2 2 =5 ¢ VLAN E 721357 VLAN O WF 0 T9,

Note
WZTHZ EEREELET,

RARR—=FELTREENTNDETRTDOAS L H—T A AT, BPDUT— R& A F2—T )L

I, RA N R =&, 7594~V VLAN £t H %Y VLAN OfFIZcT7Vy=— L E

jﬂo

Before you begin

7T A4 _X—~ VLAN BRENA X —T NV TH DI L MR LT IZE W,

SUMMARY STEPS

config t
interface type slot/port
switchport mode private-vlan host

exit
(Optional) show interface switchport

No oA BN~

DETAILED STEPS

[no] switchport private-vlan host-association {primary-vian-id} {secondary-vian-id}

(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

a7 4 X¥al— g E—RIADET,

ATy T2

interface type sot/port

Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

774 _X—K VLANFRA N R— & LTRETD
LAY 2AR— FERIRLET,

ATvT3

switchport mode private-vlan host

Example:

switch (config-if)# switchport mode private-vlan
host
switch (config-if) #

VAY2R—=F 2774 N—FVLANDORR | R—
FELTRELET,

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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Command or Action

Purpose

ATvT4

[no] switchport private-vlan host-association
{primary-vlan-id} {secondary-vian-id}
Example:

switch(config-if)# switchport private-vlan
host-association 10 50

VAY2AHRA N FR—r%E, 774 X—hK VLAN ®
7I A=Y VLAN BX Ot % U VLAN (B8
iy E£9, BH % U VLAN I, 57 VLAN £7=
a2 2=F 4 VLANOWFNNnE L THRETE £
7

Ep

774 _X—=FVLANDT Y vx—3 g UEkR— kn
SHIFRL £,

ATvTh

exit
Example:

switch (config-if)# exit
switch (config) #

AV H =T xA A a7 4Falb—raryET—FK
T LET,

ATvT6

(Optional) show interface switchport

Example:

switch# show interface switchport

AL TR =L LTRESINTNATXTDA
H—T A AZETHERERTLET,

ATy T17

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FEfTar74Xal—Tarvk, AF¥—hNTvSa
Y74 F¥al—varilav—LET,

Example

Y/ o

LAFY2R—F 21 %2 TF5A4_X—KFVLAN DFRA N R—FE LTHREL, 775

A4 <1 VLAN 10 BL Ot &Y VLAN 50 ([ZBE T 202~ LE,

switch# config t

switch (config) # interface ethernet 2/1

switch (config-if)# switchport mode private-vlan host

switch (config-if)# switchport private-vlan host-association 10 50
(
(

switch (config-if)# exit
switch (config) #

TS54R—KFVLANJIL SO R—rELTOLAYV24 02—
4 RADEFE

LA Y240 B—T a2 A A% T FA_X—KVLANMTZ F T2 R—FE LTHRETEXET,
TNHDOMSE N T Y R— NI, EEOE S XY VLAN LiEFEDO VLAND N5 7 4 v 7 %

mE LT,

I NX-0S ZERLE=F 54 X— k VLAN OFE
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GE)

774~V VLAN &t % U VLAN I,

7T A _X— F VLANMSL T > 7 iR— b ETEE

AIREIZ 72 D RN B 1T 2 LB H Y £7,

1R BHEIIZ

7T A _— | VLAN BERES A X —T L Th D Z L AR L TIEIN,

FIRDHE
1. config t
2. interface {type dot/port}
3. switchport
4. switchport mode private-vlan trunk secondary
5. (&) switchport private-vlan trunk native vian vian-id
6. switchport private-vlian trunk allowed vlan {add vian-list | all | except vian-list | none | remove
vlan-list}
7 [no] switchport private-vlan association trunk {primary-vian-id [secondary-vian-id]}
8. exit
9 (&) show interface switchport
10.  ({E&) copy running-config startup-config
F gD ¥
ARV RFERETO3 Y B
RTwv 71 |configt Ay 74 Fal—varET—RICAYET,
1 -
switch# config t
switch (config) #
RFwF2 |interface {typeslot/port} TTA_X—KFNVLANMS. v T 7 A—F& LT
1l - ETHLAY2AHR— FE2RIRLET,
switch (config)# interface ethernet 2/11
switch(config-if)#
AT w73 |switchport LAV2AR—F A v TF R—FE LTRELE
11 EE
switch (config-if)# switchport
switch (config-if)#
AT w74 |switchport mode private-vlan trunk secondary LAFX2R— 2, BEOMSIVLAND N5 7 ¢ v

1

switch (config-if)# switchport mode private-vlan
trunk secondary
switch (config-if)#

JEARIET DML N T R—hE LTHELE
B

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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ARV FFEREETIVa Yy

S

G a3 2=7 4 VLANIZMSZ F T > 7 AR—
MZIETE A,

ATvTh (f£&) switchport private-vlan trunk nativevian [802.1Q k7> 7 ®OF*A 7 4 7 VLANZHE L £7,
vian-id BRMEOFIPHIT 1 ~ 3968 3 X 14048 ~ 4093 T,
- 774V MEF 1 T
switch (config-if)# switchport private-vlan trunk (F) P74 RX— NVLANZIN. h T 7 R—
native vlan 5 FOXAT 47 VLAN & L TEHALTWY
DAL, B4 Y VLAN & 7o 13
VLAN D% ATJT 50651 H Y £,
774~ U VLAN % %A 7 4 7 VLAN &
LTRETDHILITTEERA,
RTFw 6 |switchport private-vlian trunk allowed vlian {add I _R—KNVLANMN. T2 7 f v H—T A
vian-list | all | except vian-list | none | removevian-list} | z p#p458 VLAN 23 & L4, A2MEOFFIT 1
il - ~ 3968 5 & T 4048 ~ 4093 T,
switch(config-if)# switchport private-vlan trunk TFGARXR—K 714~ VLAN BL Ot hH :/g“ D)
allowed vlan add 1 . — ° o N
switch(config-if)# VLAN %Zﬂig ]\ 7T = ]\ Iz~ v B 7 T%) & N
FTRTOTT7A4~Y VLAN BZDHR— FDOFF A S
1% VLAN U X MZHBIICEMESE T,
G¥) A4 7«47 VLANBFFRI S5 VLAN U
ANMIEEFNTWDZ L 2R LET,
ZOavwy RTHE, 774NV ETIOA
Y H—T A A LD VLAN NFFR S 7
W, AT 47 VLAN b T 7 4 v 7
@i ST 5L, *A1 T 47 VLAN &
FFAI &5 VLAN & L CRRIET D LEN
HY EJ (BhE#ET 5 VLAN & L TEINFE
HTROWEE) .
Z5w 717 |[no] switchport private-vlan association trunk VAY2MSE N T T R—F &, T4 X—h

{primary-vlan-id [secondary-vian-id]}

1 :

switch(config-if)# switchport private-vlan
association trunk 10 101
switch (config-if)#

I NX-0S ZERLE=F 54 X— k VLAN OFE

VLAN D77 A <Y VLANB L Ot 4% U VLAN
(BT £, B &Y VLAN 13052 VLAN
THLHMEND D £, BMWIL T 7 R— T
*L, wKI16EDTF7 A _X—~KVLAND T T A~
V&eh o XY OT EREEMNT OET, (EET
DT FA4<YU VLAN L& %Y VLAN DT 2
L2, a~v FEBANTOHNERH D £7,



| NX-0S ZERALETS5A _— VAN DEFE
TS5 R— FVIANBIZ RS54 R— ke LTOLA Y21 v8—T7 1 20%% [

avY RFEEET7YVa Y B#

GE) M FTUT R—b+DEFBEHHFY
VLAN /L, B2 D7 Z A~V VLAN (2B
HTAVERBYET, AUTTA~
U VLAN [ZBEAHT B vz 2 DORhNT
VLAN %, 77 A ~X— F VLAN . kT
VU OR— MR A 2 EILTEEY
ho ZHEATS TG, BFTO= MY
WETOxT Y M) % EEEX LET,

E

TTA_X— K VLANMN. hT 7 R— b b7 T
A ~X— k VLAN OBI#EM T ZHIFR L £,

ATy T8 |exit A HF—Tx2AfA A7 4 Fal—Tary ET—R
1 - ERTLET,

switch (config-if)# exit
switch (config) #

ATvT9 (&%) show interface switchport AL v FR—=FELTHESNTNDHTXTDA
i - F—T A AHT D HERETRRLET,

switch# show interface switchport

ATw 710 | ({EE) copy running-config startup-config FiTar74¥al—vark, AEX— TS
i Ay 74 Xal—Talart—LET,

switch (config)# copy running-config
startup-config

1

WIZ, VAY2R—F2/1%, 3508577~V VLAN &Mt %Y VLAN
BRI BFe 7 T A4 _— R VLANJNL kT 07 R— R & L TRET 26157 L E
R

switch# config t

switch (config) # interface ethernet 2/1

switch(config-if)# switchport mode private-vlan trunk
switch (config-if)# switchport private-vlan trunk allowed vlan add 1

switch (config-if)# switchport private-vlan association trunk 10 101

# switchport private-vlan association trunk 20 201
switch (config-if)# switchport private-vlan association trunk 30 102
switch (config-if)# exit

(

( )

( )
switch (config-if)

( )

( )

(

switch (config) #

NX-0S £/ L 1= 751 X— b VLAN DR E
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NX-08 ZfEf L1=F 54 *—  VIAN DEE |

T5A4AR—FVLAN EERIR—FELTOLAIV2M 3 —T (4R

LAY2A L H—T oA A% T T4 ~X— K VLAN OHEERR— K & LTREL., < DOHEET]
N—=bra27T74~<V VLANBLIOtED ¥ U VLAN IZBEEFITF A Z ENRTEET,

[no] switchport private-vlan mapping {primary-vian-id} {secondary-vian-list | add

A

MDEXTE

Before you begin

7T A _X— |~ VLAN BERE A X —T L ThDH Z L MR L T ZE0,
SUMMARY STEPS

1. configt

2. interface {type slot/port}

3. switchport mode private-vlian promiscuous

4,

secondary-vian-list | remove secondary-vian-list}

5. exit

6. (Optional) show interface switchport

7. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

25w 71 | configt ar74Fal—vary E—FIAYET,
Example:
switch# config t
switch (config) #

R T w 72 |interface {type slot/port} 7T A4 _X— N VLANEERIR— & LTRET DV
Example: AX¥2AHR—FEFIRL ET,
switch (config)# interface ethernet 2/1
switch (config-if) #

R w 7 3 | switchport mode private-vlian promiscuous LAV 2HR— %2754 ~_— |k VLAN DR R—
Example: ]\ k Lf?ﬁﬁbi'@—o
switch (config-if)# switchport mode private-vlan
promiscuous

R T 7 4 | [no] switchport private-vlan mapping {primary-vian-id} | L { ¥ 2 R— N ZMEER|FR— F & LTHREL, O

{secondary-vlan-list | add secondary-vian-list | remove
secondary-vian-list}
Example:

switch (config-if)# switchport private-vlan mapping|
10 50

I NX-0S ZERLE=F 54 X— k VLAN OFE

A= 27714~ VLANBIOWRBIR L= &
U VLAN ® U 2 MZBHEfH T £, B ZY
VLAN %, #37 VLAN 721322 = =7 ¢ VLAN
DOWFRNE LTRETEET,

ER 8
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Command or Action Purpose
77 A X—KVLANI G, v v B 7% 7 U7 LE
7
ATy 75| exit A B —TxAf A AT 4F¥alb—ary ET—R
Example: T LET,
switch (config-if)# exit
switch (config) #
R w 76 | (Optional) show interface switchport ZA v FR—FLE LTREISNTWVATRTOAL

Example:

switch# show interface switchport

H—T A AZETHERERTLET,

R 77 |(Optional) copy running-config startup-config FTary 74 F¥al—rark, A=K7 vz

Example:

switch (config)# copy running-config startup-config

Y74 Fal—varilav—LET,

Example

wIZ, VAV 2R—F2YUl ZEENFR—FELTHREL, 77414~V VLAN10 L& H
V& AT VLAN 50 (ZBHEAH T 262 LE T,

switch# config t

switch (config) # interface ethernet 2/1

switch (config-if)# switchport mode private-vlan promiscuous
switch (config-if)# switchport private-vlan mapping 10 50
switch (config-if)# exit

switch (config) #

TS5AR—KVIANEEZR SV R—rELTOLSAYV2A4 25—
T4 ADHETE

LAY 2A B —T A A% T4 —F VLAN DEZER T 7 R—FE LTREL., £
DEEN T 7 R— b E2EBDO T T4~V VLAN ICEEMMT S 2N TEET, Z2hbHo
MR T T R— MI, BEDOT T4~V VLAN LilE DO VLAN D N T 7 ¢ v 7 Bk L
ij‘o

GE)

77 A4<VU VLAN &% VU VLAN L, 7T A4 ~X— k VLAN =R K5 7 R—  ETHp
VYERTBEIZ 22 D ATIC BT T AV ERH Y 77,

1R BRI
7T A _X— K~ VLANBEREN A 2 —T NV TH D 2R L T 7EEN,

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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FIEDHE

1. configt

2. interface {type dot/port}

3. switchport

4. switchport mode private-vlan trunk promiscuous

5. (%) switchport private-vlan trunk native vian vian-id

6. switchport mode private-vlan trunk allowed vlan {add vian-list | all | except vlan-list | none |
remove vian-list}

7 [no]switchport private-vlan mapping trunk primary-vian-id [secondary-vian-id] {add
secondary-vlan-list | remove secondary-vian-id}

8. exit

9. (f£&) show interface switchport

10. (&) copy running-config startup-config

Flgn e
ARV EFEEEFT7OV3 Y B#Y

25w F1 |configt a7 4 F¥al—yar E—RICADET,

i -
switch# config t
switch (config) #

RAFwF2 |interface {typeslot/port} 7'J A ~X— bk VLAN EER| N7 7 =R LT
i - RIETHLA Y 2AR—FE2ERLET,
switch (config)# interface ethernet 2/1
switch (config-if)#

ATFw 73 |switchport LAY 2R— P EAAL v F A= ELTRELE
i kK
switch (config-if)# switchport
switch (config-if)#

R w74 |switchport mode private-vlan trunk promiscuous LAY 2R — &, BEDSF A4 ~— | VLAN &
Bl - BH O VLAN O kT 7 o v 7 ZARET D2 DR
switch (config-if)# switchport mode private-vlan ;ILS}DJIJ b7 7 A= Lfﬁﬁbi'@—o

trunk promiscuous
switch (config-if)#

ATvTH (f£#&) switchport private-vlan trunk nativevian [802.1Q k7> 7 ®D*A 7 4 7 VLANZi%E L £7,
vian-id AMEDOFFHIE 1 ~ 3968 3 L 104048 ~ 4093 T,
i - T 7 4V MEIZ 1 TT,

I NX-0S ZERLE=F 54 X— k VLAN OFE
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ARV FFEREETIVa Yy

E:)

switch(config-if) # switchport private-vlan trunk
native vlan 5

GE) 7I9A4~X— D VLAN 2EZER| T 7
R—b DFXAT 7 VLAN & LTHAL
TWbHEHEIE, 774~V VLAN £721%
FEAE VLAN OfEZ A1 D ERH Y F
I, BHH ) VLAN XA T 47

VLAN & LCERETHZ L TEERA,

ATvT6

switchport modeprivate-vlian trunk allowed vlan {add
vlan-list | all | except vian-list | none | remove vian-list}

51

switch(config-if) # switchport private-vlan trunk]
allowed vlan add 1
switch (config-if)#

FFAX—KFVLANBEER T 7 A X —T =
A ADFFF VLAN ZRE LE9, AZEOHPHIX
1 ~ 3968 ¥ L 14048 ~ 4093 T4,

TITAR—=F T T4 VLANEB IO EL - Z U
VLAN MR N 7 R— MI~v v B 735
L. TRTOT T A4~V VLAN B2 DHR— R OFF
"] EI#%5 VLAN U 2 MZHBEIZEMSVE T,

G¥)  FRAT 47 VLANDRZH R &5 VLAN U
AMIEENTWDZ L 2R LET,
ZDa<wy RTE, 774/ TIOA
VHE—T A A D VLAN BRI E N7
Wiz, 24T 47 VLAN b T 7 4 v 7
B SEAI12iE, #4147 147 VLAN &
FFAlEN D VLAN & L CERET D HLEN
HVET (BE$ 25 VLAN & L CEING
RTINS

ATy T17

[no]Jswitchport private-vlan mapping trunk
primary-vian-id [secondary-vian-id] {add
secondary-vian-list | remove secondary-vian-id}

1 -

switch (config-if)# switchport private-vlan
mapping trunk 4 5
switch (config-if)#

WEMNT 7 =k, 774~V VLAN B X
BN L7-BET 2 H 4 VLAN DU Z %
~ v TT ANy BT ERIBRLET, B
&Y VLAN (%, 5 VLAN ¥72 323 2=7 4

VLANOW e LTHRETEET, F T 740>
J il S 512iE, 774~V VLAN &k
4 Y VLAN OO 7 Z A ~— ~ VLAN O BE# 1S

DEMET D MERH Y £9, KA T 7 R—
NIk L, K 16HDF T A _— s VLAN DT
A=V h L F)VORT <o B 7 TEET,

EELCNWD 7T A4 ~Y VLAN ZNZHITk LT
av REBANTLHIVLERDLY £77,

E

A B =T A ANST T A ~_—  VLAN =5
NSy v SRR LES,

NX-08 ZERALI=-F514 X—rVIAN OFEE [}
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ARV RFEEIETIa Y B
ATy S8 |exit Ao B —T xR Ay T 4Fal—agy E—R
%l - ETLET,
switch(config-if)# exit
switch (config) #
ATvT9 (&) show interface switchport ALy FR—=FE LTHREINTNDLTXTOA

1 -

switch# show interface switchport

H—T A AT HERER T LET,

ATy T10 | (ILE)
1 -

switch (config)# copy running-config
startup-config

copy running-config startup-config FEfTar74Xal—vark, AFX— TS
AT 4 Fal—Taslat—LET,

T4 ~—

il

WIZ, VAV 2AR—=121%, 225077 4<Y VLAN & ZICEHET L4
VLAN [CBh#ERT I - EER T 7 R—bhE LTHRETHHEZRLET,

switch# config t

switch (config) # interface ethernet 2/1

switch (config-if)# switchport

switch (config-if)# switchport mode private-vlan trunk promiscuous
switch (config-if) switchport private-vlan trunk allowed vlan add 1
switch (config-if)# switchport private-vlan mapping trunk 10 20
switch(config-if)# switchport private-vlan mapping trunk 11 21
switch (config-if) exit

switch (config) #

#
#
#
#

I VLAN &% 7€ D fEEE

77 A ~— b VLAN O EHHRE ZRT DT ROWTRDLOIEEEITVET,

avw Uk EL:y)

show running-config vlan vian-id VLAN fF#HAE £~ LET,

show vlan private-vlan [type] 77 A4 ~_X— K VLAN IZBH9 %
HHmEFRRLET,

show interface private-vlan mapping 77 A4 ~_X— K VLAN ¥ v &'
T DA H—T 2 A ADIER
HRRFLET,

I NX-0S ZERLE=F 54 X— k VLAN OFE
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avw Uk B&Y

show interface vlan primary-vian-id private-vlan mapping 75 A4 ~_— K VLAN = v '
TDA B —T =2 A ZADNEHR
AFRRLET,

show interface switchport A v FHR—FE LTHRES

NTWATRTOA X —
7 oA AT HHEWMEFER
l/\gz—gqo

754 ~—  VLAN OffEtiEsHROR=TEI VT

754 ~— | VLAN OREN x0T 5101, KOWFRrOEEETOET,

av vk B

clear vlan [id vian-id] counters| 4-~T®» VLAN £ 72138 E L= VLAN O A 7 25 7 U T L
£7

show vlan counters K VLAN DL A2y MERERRLET,

754 R— | VLAN DO E&E I

Wiz, 3RO T T A X— F VLAN Z{Epk L, €4 > % U VLAN %77 A ~ YU VLAN |Z[¥i#
1, 77 A4 X— kK VLAN OFR Ak AR— bk & BEERHR— k%2 {Epk L Cii 72 VLAN (2B
. VLAN A V' Z —T = A AL TIT SVI ZAEK LT, 7714~ 1U VLAN 3R> hU—7 (K
LHETEDLIICHRET HHIZRLET,

switch# configure terminal

switch(config)# wvlan 2

switch (config-vlan) # private-vlan primary
switch (config-vlan) # exit

switch(config)# wvlan 3

switch (config-vlan)# private-vlan community
switch (config-vlan)# exit

switch(config)# vlan 4

switch (config-vlan) # private-vlan isolated
switch (config-vlan)# exit

switch(config)# wvlan 2
switch (config-vlan)# private-vlan association 3,4
switch (config-vlan)# exit

config) # interface ethernet 1/11

config-if)# switchport

config-if) # switchport mode private-vlan host
config-if)# exit

config)# interface ethernet 1/12

config-if)# switchport

switch
switch
switch
switch
switch
switch

NX-0S £/ L 1= 751 X— b VLAN DR E
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switch (config-if)# switchport mode private-vlan promiscuous

switch (config-if)# exit

switch (config) # interface ethernet 1/11
switch (config-if)# switchport private-vlan host-association 2 3

switch (config) # interface ethernet 1/12
switch (config-if)# switchport private-vlan mapping 2 3,4

(
(
switch (config-if)# exit
(
(
(

switch (config-if)# exit

switch(config)# interface vlan 2

switch (config-vlan) # private-vlan mapping 3,4

(
(
switch (config-vlan)# exit
switch (config) #

754 X— | VLAN O:EMNEHR (CLI/N—23Y)

HEEE

R=-aF7ILEA ML

VLAN f v #—T = A IPT KL
AFRIE

['Cisco Nexus 9000 Series NX-OS Interfaces Configuration
Guide]

AT 4TI MACT RL A, %=
Vo«

['Cisco Nexus 9000 Series NX-OS Security Configuration
Guide]

Cisco NX-OS O H.4%

['Cisco Nexus 9000 Series NX-OS Fundamental's
Configuration Guidel

N TRALTEY T

['Cisco Nexus 9000 Series NX-OS High Availability and
Redundancy Guidel

VAT NEBR ['Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide]
FA A ['Cisco NX-OS Licensing Guide]
VU—R/)—h ['Cisco Nexus 9000 Series NX-OS Release Notes|
R
R4 24k
v

COEETYR— N ENDFIHOEREF - IIE T INEELTH Y T A, Tz,
BEFEOEEDO YR — MIZFT SN TWEE A,
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* CISCO-PRIVATE-VLAN-MIB | Z£401Z-D\U Tl fip:/ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html &2 L CT< 72X\,
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