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TMA%+7?47VM#~Nw7h%:wTM kT U AR— FBEHE 29 72D TCP
(TCP AR—F 49) %A L F T, Cisco NX-OS 7 /31 A%, TACACS+ 7’'1a bz )LZ&fEH LT
EPRORFEEZI TV E T,

TACACS+ O F| =

TACACS+ IZ1%. RADIUS FZFEIZIERWIROF SN H Y F£97,

CHNT LT AAA 77 VU T 4 BT D, 728 2 I1E. Cisco NX-OS T /341 AT, RIEEAT
OPICT IV AEHFITEET,

CAAA T FGA T b EY—RNEOT—HEFIZTCP b7V AR— b 7Fr bavzHH LT
WA, axrva Bl ha il X AMEREXEEITLET,
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NX-0S T34 ZZx L TEITTH L, ROTavANETINET,

N

Note TACACS+ TiE, T—F v Na—VEFIAT LD RIFEREZBELNLET, T—F &
a—WLOHBRMNEEETANLET, @Y., TE L Id =Y HERRAT—=RFEANTDH LD

RKOFTH, 2—VFORBOBEREOBEMEAZRDLZEHTEET,

1. Cisco NX-OS 731 AN ML T 5D &, TACACS+ T —FE NI T 7 ®8ALT, 22—+
HENRAT— RERELET,

2. Cisco NX-0S T /31 A%, HfEHIZ TACACSt T —F U MHRDWT N DISEEZE L
i—a‘o

ACCEPT
2 —HFOFEREITKF L= T, —ER&Z[AH L ET, Cisco NX-OS T /3A AN —HF D
PR 2 R L CW DA, PRSI E 7,

REJECT

Z—PORANTEK L E L7z, TACACS+ T —F U E, 22—V L TENULDT 7+
AEERT DN, al Ay = A EMTT DAL I ERLET,

ERROR

TN K DRREN— EADRP T T =03 Lizh, £7213T57 —F 2 & CiscoNX-0S
TNRAADE DRy T — TP —0NRELE L7z, CiscoNX-08 7 /31 A7 ERROR
IWEEZET D L. CiscoNX-08 T34 A FRBEF K C—FEEE2RITLET,

FIEDE T L. Cisco NX-OS T34 A THA DA R —T V2> TWHuE, VW Ta—3
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3. TACACS+ #FrRI MMM E R E . Cisco NX-OS 7 /31 A I E TACACS+ T —F 2T 7 &
AL %Y, T—FILACCEPT £ 721X REJECT # il jt& 2K L %9, ACCEPT L& IZIE
2 —HIZxtd D EXEC £721X NETWORK & v v a3 VOXFICHEHEINL BERE TN E
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X774 T EDbD L, Sy FU—27EH T o bab (SNMP) T v RS I,
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WDOKNZ, TACACS+ —NET=H ) o TV —_ORELZ R LET,
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WCEFELET,
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H— B AT1X 1 (LRIt E cisco-av-pair) TJ, fEIFROERDOA N 7T,
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accounting-request /37~ N CHEH SN D 71 b AL, HICAN—=2ANEGEENTWDHHE
I, ZHEGIAFCTHDLERH Y £,

CiscoNX-0S V7 b =7 TlE, ROBHENRYR—F SN TWET,
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A—YPRRETLTXTOr—LO—ETT, 7 4 —/V FE, AR—ATRE LAz m—
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N
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THMEMMLET, ZORMEX, AA vF LD TACACS+ 7 FA4 7 v binb,
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TACACS+ |Z1%. ROBHESLERNH Y 9,
*« TACACS+ " — "D IPv4 £721LIPv6 7 RL A F 23R A MM ERETHZ &,
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e CiscoNX-OS T34 A8, AAAY— DO TACACS+ 7 AT FELTEEENLTNS D
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TACACS+ MFEFH L HIKISEIA

TACACS+ |[ZBAT 2 EFH L FNFEEHITIRDO LBV T,

* CiscoNX-OS U U—2 106 (1) FLURE, ==V —XTLSZMHHL T/ I7A4T7 > FD
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TACACS+ DERE .



B neacsioFo40 -

TACACS+ DT 7 #JL k

B}

X JE

Z OFEREN
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D AAA HERE

TACACS+ DEEE |

ZYR—FLTWEREA,

¢ Cisco NX-OS T /31 RITRETE D TACACS+ — D REL 64 TI,

« 12— /L® Cisco NX-OS 7 /31 A k|

oV E—}
H— ki

« ZN—TRNIZ6 B UL LD Y — 3085k
EEMRLES, 6

IHREINTWAZ—F T hH 7 ks,

AAA H—

b= 7Hhur R ERCARTIOEA. CiscoNX-0S V7 M7 =T, AAA
g—H a—F FHY L hOa—F

i~

AxX AE

INTWbHa—H o— L Tid7<,
n— &) E—h 2—PIEHALET,

XRESN TV

Bl 7Ty N2 A LR E
B LD — B ETZDM%#&)FSE/\& T R ZA LA 0

Bt~

ax AE

5z

IO RERQEIZEREL, AN 2—FLLT AN XA U—REZRETHZET, T F
Y= RXOE=F ) T HEHEHCLTLIZE N,

* TACACS+ H—/"Toha~y FiBiEE, av Y —iwytyra  fE\HTEET, =

=) ua s ANz

I, TAMEFIHERT D L 2R L £

* NOK-X9636C-R ¥ LTI NIK-X9636Q-R 7 1 > 1 — FRB LT N9K C9508-FM-R 7 7 7'V v

7 BV a—)VOBE., B CFEEETra— 4 O TACACS+ 323

R L £,

¢ CiscoNX-0S Z A1 v F i3, n~$:@Ax7~ﬁfmyfb@ﬁx&v4f%ﬁf L
TWERA, AAVFTHAREI LT T 2R ELES

ZRLET,

X TE

RDOFIZ, TACACS+ /XT A—H DT 7 4 )b FRENE
Table 1: TACACS+ /X5 A — A DT I 4 )L MR E
INTG A=A TIHIE
TACACS+ F4—7

JL
7 v K 24 ~—E 05y
2 A LT T R 5%
TA RV F A~ —E 0%
P—=ROFEMHE=4 Y T Da—H4 |test
P —ROEMET=F VT ONRRAT—F|F X |
TACACS+ #F Al DFHE L~ H R — | L
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DR A LINAT— K HR— k

U R ALIRAY— KPR —F (OTP) %, 1HlOvu s Ay rarFizidharFrva
NCH B RAT — RTF, OTPIL, @HD (R¥T 4 v 7)) NAU— NZEET 5 ZHDOX
MAEMRRELET, OTPIIREALZ Y L ATHYRA7IIHY EHA, TTITYH—ER~DR T A
VETITEBREOFATIMEM S 72 OTP 2R AEZENFLEKL L 5 L LTH, OTPIEARTIEA<

o TWAHH, BHEINERA,

OTP [L RADIUS <° TACACS 7'v1 b =)L 7 —F& 2% L TOZ# A T & £97, RADIUS 712 b
I T —F U OEEIEL, ASCH GBREE — AN T 20BN H Y £9, TACACS+7'1 k=
VT = DOEEIE, ASCILEEREE — N2 AT DM ENRH Y £, TACACS+ H—/3T/8
AT — KD ASCI F8RE A A N2 9 % 121X, aaaauthentication login ascii-authentication =~ >~
RE[HLET,

TACACS+ D% TE

Z Z T, Cisco NX-0S /34 AT TACACS+ V— AR ETHFIELEZFTH L E,

4

Note  (CiscoIOS @ CLIIZIEN TV DA, Z OEHED Cisco NX-0S =< > RIZHEKD Cisco I0S =2~
VRERLRDZENHDI-DEENNLETT,

TACACS+ H—/\DHRETAE X
Procedure

AT wF1 TACACS+ A % —T M LET,

AT w T2 TACACS+ H—/N L& Cisco NX-OS T /31 A & O 2 st L7,

AT v T3 TACACS+ h—ROMEXF—EHRELE7,

ATy T4 VEIZE T T, AAARGESRHIZ, TACACS+ — D7+~ F & H L T TACACS+ ¥—
NIN—THBELET,

ATy FTE ((EE) TCP R—h&2ZELET,

ATy 76 (EE) LEIGEU T, TACACS V—_DEME=4V v 7 EHRELET,

ATvT1 (EE) TACACS+ DEANA X —T T > TWAEAIL, 777V v 712% LT TACACS+
HEEaIY FLET,

Related Topics
TACACS+ DA x—7 Uk (8 X—2)
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B roacsi o x—ute

TACACS+ DA +— 7 )Lk

F 7 4L FTld. Cisco NX-0S 534 2D TACACS+ HEREIZTT 4 E— T MICERESN TV E
T, BRI T a7 X2 b—Taravr ReEmita~y RaEfHT5121E. TACACS+
HEREZ BRI A 2— T VI T AMLERNL Y £,

Procedure
Command or Action Purpose
R 71 | configureterminal Ja—r L ay 7 4 X a L— g
Example: T FEIBLET,

switch# configure terminal
switch (config) #

R F w72 |featuretacacst+ TACACS+ % A 2 —7 /I LET,

Example:

switch (config)# feature tacacs+

AT v 73| exit REE—FZKTLET,
Example:
switch (config)# exit
switch#

R T 7 4 | (Optional) copy running-config FTar 74 ¥al—ark, AX—
startup-config NPy Ay 4 F¥al— g lca
Example: E—LEd,

switch# copy running-config
startup-config

TACACS+ H—/\ KRR FDEETE

U E— D TACACS+ H— 27 7 & 24 5213, Cisco NX-OS 534 2 FTF D TACACS+
Y= RDIPT RLADRA M ERET HRERH Y T, KK 64 O TACACSH — 3%
ETEET,

\}

Note TACACS+H— "D IP 7 FL ZAE /213K A M % Cisco NX-0S T35 RZHRETHEX, 7
7 %)V kTl TACACS+ V— NXF 7 4L b D TACACS+ Y — X L —71BmEnE1,
TACACS+ Y — N3 5D TACACS+ %r— R T —IZIBMT5Z b TEET,

Before you begin

TACACS+ # B LET,
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Procedure

Tacacs: +— iz kozE [

UE— |k TACACS+ H#— D IP 7 FL A (IPv4d F721X IPv6) E/-I1TARA NEEZEELTWD

N
Command or Action Purpose

A7 w1 |configureterminal Ju—s L ary 7 4 Fal—vay
Example: FT— FERWMLET
switch# configure terminal
switch (config) #

ATy 2 |tacacs-server securetls TCACS+ H—/3— over TLS Z ik L &
Example: e
switch (config)# tacacs-server secure

tls

AT w73 |tacacs-server host <host> port <port> |71k & ks DORERL
Example:
switch (config) # tacacs-server secure

tls

AT w4 |tacacsserver host <host> tls TLSZ 747 N hTZANKRAV &
client-trustpoint <client-trustpoint> KR LT,
Example:
switch(config)# tacacs-server host
sectlsise-lnx.prime.cisco.com tls
client-trustpoint trusttplus

A5 |tacacs-server host {ipv4-address| TACACS+ % — "D P 7 KL A (IPv4
Ipv6-address | hostname} EFIFIPVG) | ETIIEA M ERE
Example: L%,
switch(config)# tacacs-server host
10.10.2.2

5w F6 | (Optional) show tacacs+ {pending| | BaAid 5 7= b I IRERIRIEIC 72 > TV 5
pending-diff} TACACS+ R E4# &R LET,
Example:
switch (config)# show tacacs+ pending

R w77 |(Optional) tacacst commit — T — 2 _R— ZANIZH B TACACS+
Examp'e: ODEQE%E%EE??: 74 iF:L L—
switch (config) # tacacs+ commit va y&:ﬁﬁﬁ Li'@‘o

ATv78 |exit REE—REETLET,
Example:

switch(config)# exit
switch#
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Command or Action

Purpose

ATvT9

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+H— O EEFRLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEitar 74 X2l —TarmE, A
H— K Ty Fary7 4 Xal— g
IZar—L%9,

Related Topics
TACACS+ DA F—7 Ak (8 ~—)

TACACS+ — 7 L—7o#E (13 _*—)

42" O0—/\)L TACACS+ F+— DR E

CiscoNX-OS 7 /31 A AT 2T _RTOV— 2O T, 7 r— L UL THVE TACACS
X —ZHRETEET, X —LIT. CiscoNX-0S T34 A L TACACS+ H— " 3 2 ook
HEWEBETFX AN A NY V7T,

Before you begin
TACACS+ ZHNZ L £7,
Y & — k TACACS+ #— RO #EF —DE A2 BE L £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATvT2

. TACACS+ DERE

tacacs-server key [0 6| 7] key-value

Example:

switch (config)# tacacs-server key 0
QsE£ThUkO

Example:

switch (config) # tacacs-server key 7
"fewhg”

3T D TACACS+ Y — D
TACACS+ F—Z45E L £ 7, key-value
N7 IVT T7THAMER (0) »», A7
6 5 5LIE (6) 7. ¥ A 7 7HiEAk
X (7) »EfEETEET, Cisco
NX-OS V7 b =7 TiX, Ff1av7 4
Xaol—a NRFT DRI VT
THRANDOF =ML LET, T 74
NEORRIZZ VT THFRANTY, &
KT 63 XLFTT,
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X JE

w0 TAcACSs H— An+—0n%z [

Command or Action

Purpose

774/ P T, BEF—IIRESNT
WEHA,

Note

generate type7_encrypted_secret % {i /]
LT TICEARELREL TVDY

Gavr ReHLT, “FHOBNC
AT EOICHIHFICATI LET, FEM

\Z2WTCIE, RADIUS % 7213 TACACS+
DIEWEDOREESZR L TITEEN,

AT v 73 |exit

Example:

switch (config)# exit
switch#

REET— R T LET,

R 7 4 | (Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y —_DOFREEF R LET,

Note

EX—IFE fTa 74 Fal—s
VN AL SN TR SN E T,
b SRS - — 2 R T D ITIE,
show running-config =~ > K& L
3

R T w 75 | (Optional) copy running-config

startup-config

Example:

switch# copy running-config
startup-config

a7 4 X al—arhk, AX—
Ny arg o Xab—ra o
I:O*‘[/jz—g«o

Related Topics

TACACS+ DA F—T Al (8 _—)

AES RA U — RIFBALB LT T4 = VIS F—IT O\ T

¥57E D TACACS+ H—/NAD F+—DERTE

TACACSHH— ROMEX—EFHRETEET, MEF— LI, CiscoNX-0OS T /31 & & TACACS+

PN RA MEHOEAWETF AR AN T TY,

Before you begin

TACACS+ # BT LET,

JE— k TACACS+ H— _OME X — D2 EE L £,

TACACS+ DERE .
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Procedure

TACACS+ DEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATy T2

tacacs-server host {ipv4-address|
ipv6-address | host-name} key [0] 6| 7]
key-value

Example:

switch (config)# tacacs-server host
10.10.1.1 key 0 P1lIjUh¥Yg

Example:

switch (config)# tacacs-server host
10.10.1.1 key 7 "fewhg”

K5 7E O TACACS+ — "D FLE ¥ — % §5
ELET, keyvalue 27 V7 7F A k
X (0) 7, Z A T 6lF LB (6)
A A T TREFER (7) ERE
T&X %9, CiscoNX-OSY 7 k=7 T
X, Ff1ar 7 ¥ 2 b— g VIRTE
TARNZIZ VT TFAMNDOF—%KE5
{bLEST, T7x1 boERIFZ VT
TXADNTE, BRT63XTTY,

7 —VRREX —TIER< . 2O
F—nMEHINET,

Note

generate type7_encrypted_secret % i ]
LT TICEARELREL TNDY

Gavr ReEHLT, ZFHOBNC
AT EOICHIHAFICATI LET, FEM

\Z2WTIE, RADIUS % 7213 TACACS+
DIEWEDOREESZR L TITEEN,

ATvT3

exit
Example:

switch (config)# exit
switch#

REET— FZf&TLET,

ATvT4

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y —_DOFREEF R LET,

Note
WX —13FTa 7 Xal— 3
VN AL E NI TR SN E T,
b SRS X — 2 FoR T D ITIE,
show running-config =~ > KZ&fEH L
£,

. TACACS+ DERE
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| TAcACS+ DERE

Tacacs+ — T —TouE ]

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Lij—o

Related Topics
AES AT — RIFF LB LT 74 <~ UKo % —I2oN T

TACACS+ H—/\ T IL—TDEHE

PR TN—TEHEALT, 1 BERITEEED Y T— b AAA Y— L D52 — VR 25
ETHENTEET, FL—TDA L N—FTFT T, TACACS+ 712 F Z/LIZE L TWAH %
ERHYFT, RELZEFITKE> TH—RNRITENET,

NSO —NR T —FIINOTHRETE 408,

AAA YV —BEREATHILERDH Y 5,

Before you begin

TACACS+ B LET,

Procedure

RE LI N—T /T BT,

Command or Action

Purpose

ATy 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal—g
T— RFEBRLET

ATy T2

aaa group server tacacs+ group-name

Example:

switch(config)# aaa group server
tacacs+ TacServer
switch (config-tacacs+) #

TACACS+H— R 7L —TZAER L, %
DT N—TDTACACS+ P —3 F)L—7
a7 44X al— gy EB— NERLG
LET,

ATvT3

server {ipv4-address|ipv6-address|
hostname}
Example:

switch (config-tacacs+)# server
10.10.2.2

TACACS+ Y — 3% TACACS+ H— 3
TN—TDALNR—=L L THRELET,
FEE L72 TACACS+H— "N R o5 7
WAL, tacacsserver host =< > K%
FERALT, 2oa<vy FEFRITLE
T,

TACACS+ DERE .
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B cacsi5— v —Toronrn—LsERSA v E—T 14 AOBE

TACACS+ D% TE

Command or Action

Purpose

ATvT4

exit
Example:

switch (config-tacacs+) # exit
switch (config) #

TACACS+Y— T )—TF a7 4 X2
L—y gy B—REKTLET,

ATvTh

(Optional) show tacacs-server groups

Example:

switch (config)# show tacacs-server
groups

TACACS+V— R T )—T DORE & TR
Li‘a_‘o

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—rgila
E—L £,

Related Topics

TACACS+ O A % —7 ALk

(8 ~—2)

UE— K AAA —E R
TACACS+ P — R AR A hOikE (8 —)

TACACS+ T v K % A ARIEORT

(23 =—72)

TACACS+H —/N\TIL—TD=HDOFT A—N\ILEETA L Z—T (4R

DETE

TACACS+ — X T N—T1CT7 72 AT HBIMEHT 5. TACACS+ H— R L —7HoJ

R—SVRETA VS =T 2 A AERETEET, o, HEDOTACACS+ Y — T L—TH

WCRRDRIETA LV H—T 2 A RAERETHZEHLTEET, T 74/ FTlE, Cisco NX-08
V7 Ry TR FHARRG LA X —T oA AEFHLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config)

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET

ATvT2

ip tacacs sour ce-inter face interface

Example:

switch(config)# ip tacacs
source-interface mgmt 0

ZOT A ZATRESNTNDTRTO
TACACS+H— R Z)L—FH D 7a —R
WREBTA VB —T oA AXHELFE
KR

. TACACS+ DERE
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| TAcACS+ DERE
1—+Ick 5051 LD TACACS+ H— i [

Command or Action Purpose
AT v 73| exit REE— N T LET,
Example:
switch (config)# exit
switch#
R 7 4 | (Optional) show tacacs-server TACACS+H— NOBEEREF R LE
Example: EE

switch# show tacacs-server

Z 3w 75 |(Optional) copy running-config startup | Zf7a> 7 4 Xal—L g %, AHX—
config NPy a7 4 Xalb—a0la
Example: E—LEd,

switch# copy running-config
startup-config

Related Topics
TACACS+ DA F—7 Ak (8 ~—27)
TACACS+ — 7L —TOFE (13 X—)

—HIz&kB045 4 B TACACS+ H—/\iEE D EFT]

A A v F T directed-request (GBEER) 7L a ZHNITHZ LIk, BAEERDX%
FED TACACS+ Y — N2 2—FRIFETEH X1 £9, 774/ FTld, CiscoNX-0S
FONA ANEIT 7 #V F D AAA BFESFRUITES O CRGEE R 2k LES, 2047 a v %
HizT 5 L. —H T username@vrfnamehostname & LT 7 A > ¢Xx ¥4, = Z CTwfname
X9 % VRF T, hostname |5%E & 4172 TACACS+ — D4R T,

\)

Note directed-request &7 5 > & A F—7 /LT 5 &, CiscoNX-0S 7 /34 A TIEFRFEIC TACACS+
FRIEFEFERAL, Z774 0 bou— VB ITER LWL 512k £7,

anh

)

Note = —}5ED T /A L d Telnet B a VIZIRY HR— R &R ET,

Before you begin

TACACS+ % A Fx—7 /MZ L ET,

TACACS+ DERE .
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Procedure

TACACS+ D% TE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATy T2

tacacs-server directed-request

Example:

switch (config) # tacacs-server
directed-request

B A R — Y EEREE R OE(R S
L 725 TACACSH Y — NERETZH L
INZLET, T 74V N TIHED /2o
TWET,

ATv73

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

PRERIRFEIZ 72 > T 5 TACACSHIR T &
ForLET,

ATv74

(Optional) tacacs+ commit

Example:

switch(config)# tacacs+ commit

— T — & X— 2 NIZH D TACACS+ D
BELEFEFITa L 7 4 X2l — g
W L E,

ATy TH

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server
directed-request
Example:

switch# show tacacs-server
directed-request

TACACS+ O directed request D% i€ & %
RLUET,

ATy 71

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar 74 Xal—rgila
E—L ¥,

Related Topics

TACACS+ O A F*—7 Ak

. TACACS+ DERE

(8 ~—72)



| TAcACS+ DERE
TACACS+ H—/ 05 1 1.7 rEEoEE [

TACACS+ H—/\D 3 A L7 FERDERE

CiscoNX-O8S T/XA AN, XA LT U b =T —%ESTHHNT. TACACS+ T — 305 DA
ERET DX A LT T MEEERETEET, XA L7 7 MREIFEIZIZ, Cisco NX-0S 7 /34 A
MNTACACS+ Y — "N DISE ORI EZHRELE T, TNEBRED XA LT T —
W20 E£9,

Before you begin

TACACS+ % A 2 —7 /W LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa— L AT 4 e l— g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #

R T v 72 |tacacs-server host {ipv4-address| FEEDY— DX A LT U MHlRZHEE
ipv6-address | hostname} timeout seconds | |_ ¢4 57 4 L M3 2 a0 — S LfET
Example: D
switch (config) # tacacs-server host Note

serverl timeout 10

2D TACACS+ Y — NI E L= 4
A4 L7 7 MERRIE, T3 TDOTACACS+
P—RZHRE LA A L7 7 MMER X

DESESET,

A5 73 | (Optional) show tacacs+ {pending | BiAG Y% 72 DI (REARIELC 72 > TV B
pending-diff} TACACS+ X EX R R LET,
Example:
switch (config)# show tacacs+ pending

R T 7 4 | (Optional) tacacs+ commit — 7 — & _—ZNIZdH % TACACS+ D
Example: REETZFETary 74 F¥al—ray
switch (config)# tacacs+ commit ﬁiﬂﬁfﬁ L/j£7r°

AT 75| exit REE—REKTLET,
Example:
switch (config)# exit
switch#

R T 7 6 | (Optional) show tacacs-server TACACS+— RO EEE R LET,
Example:

switch# show tacacs-server

TACACS+ DERE .
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TACACS+ DEE |

Command or Action

Purpose

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
TACACS+ DA 3x—7 Uk (8 _X—)

TCP /R— F DERTE

BT 7V r—3 g bR—  EFVREAS L TWAHEAIL. TACACSt — SHIZRID TCP
R—FE2RETEET, T 74/ FTIL, Cisco NX-0OS T34 2 1XT_TD TACACS+ BRIz
N—h 49 2L £,

Before you begin

TACACS+ ZH N LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATvT2

tacacs-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
Example:

switch (config)# tacacs-server host
10.10.1.1 port 2

P — 21k % TACACS+ A v & —JIff
AT H5TCPHR—FEEELET, 774
Jb b @ TCP AR — M X 49 TY, fHOHH
1% 1~ 65535 T,

ATvT3

(Optional) show tacacst+ {pending |
pending-diff}
Example:

switch(config)# show tacacs+
distribution pending

BT 2 72 DR IRBEIZ > TV D
TACACS+ #ZHTEEFK T LET,

ATvT4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

— BT — X _—ZAN|ZH D TACACS+ D
BELEEE T 74 F2b—a v
WA L ET,

. TACACS+ DERE
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TACACS+ H— v n—ntEt=2 U snEE [

Command or Action

Purpose

ATvT5

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y — DR EEF R LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Frar 74 Xal—vark, AX—
NPy a7 4 Xalb—a0la
I:Ob‘l_/giyg‘*o

Related Topics
TACACS+ DA F—7 Al (8 ~—2)

TACACS+ H—/A\D I B—/N)LIGFEHE=2 U VU DEE

B —NIERNZT A B NTA—=F &

=Lt

ix AE

L72< T, TXTHOTACACS+H— "OT] HtE%

TR YT TEET, TANRTA=FRREIINLTORWNT—E, Z7a—3L0 LyL
DRGA=R R L CE=HX ) T ENET,

)

Note 4 — SIICREE ST R b /85 2

— 21X, =L DT A NRTA=F LB

Ta—/N)Lar7 4 Xal—vary RIA=FIL, P—A"THHTI 24 LA T—
R, BEOTA RV EA~—T2ERBY ET, 74 RV XA ~—ITiF, TACACS+H — 3 L
DL BWDOHIMER 25215 Lo 1233412, CiscoNX-0S T3 AT A b 2347 v F & %G
THMERELET, 2047 a v ERELTEHMNICY—"ET 2N LY, 1 RETT
A RNEFLTLIZY TEET,

)

Note 52 K RFA—H(T, TRTCOAL v FICHAAENET, 777V v ZWICIRY U —Z2 03848
LTWBAL v TFN1OTHHIEEIE. 777V v Z7HNOTRXTDAAL v TWZT AR XT
A—Z NN 720 £97,

Note o NU—2DtHX=l T ({RH#EDT-S, TACACSt 7 —F _X—ANDEAFED 2 —H 4 L[ L
a—PHEFEH L ARND EEHERE L £,

TACACS+ DERE .



TACACS+ D E |
B cacs: v —oso— s LnERE=4Y LT DR

\)

Note =74/l hDT A KL XA ~—fEIT05TT, T4 RV XA LR 053 DH4A. TACACS+
= NOEMRE=2 ) 7IFFATENE T A,

Before you begin

TACACS+ B LET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal Ja—r\L Ay 7 4 Fal—g
Example: EF—FEBBLET

switch# configure terminal
switch (config) #

R w 72 |tacacs-server test {idle-time minutes | ra—~\)ip— RN T2 ) U THO
password password [idle-timeminutes] | | <5 X —x %$5FE LET. F7 4L FD
username name [password password LA T test. T AL R DR T —

[idle-time minutes]]} NIt test TF. 7 A KA 2 A v—DF

Example: 7 /b MEIZ 03 TY, AR 0
switch(config)# tacacs-server test ~ 1440 43 T,

username userl password Ur2Gd2BH

idle-time 3 Note

TACACS+ — DO EHH T =H Y
VI ERITHITIE, TA KL XA ~—IC
0LV KREREEAZRTTHLENH D F

D
AT 73 |tacacs-server dead-time minutes CiscoNX-0S 7 /31 A8, BiIENGEE L7
Example: 75)’) 7L: TACACS""H-_/{%%I P4 7#’5
switch (config) # tacacs-server dead-time| ES VG@E%}FEIEJ (57\) 75?*573; Liﬁ—o ’7‘ 7 %
5 b MELE 043 T, ARh7REIHIE 0 ~
1440 53 T4,
AT v 74| exit REE— REKTLET,
Example:
switch (config)# exit
switch#
AT 75 | (Optional) show tacacs-server TACACS+H—"OREE TR LET,
Example:

switch# show tacacs-server

. TACACS+ DERE



| TAcACS+ DERE
& 1acacs+ 4—oEsE=421 vronE [

Command or Action Purpose

R 7 6 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch# copy running-config
startup-config

Related Topics
% TACACS+ — O EME =&V 7 OFE (21 =)

% TACACS+ H—/\DEHE=42 ) VT DEE

K TACACS+ Y — O fEEZE=X ) 7/ TEET, a7 4 FX¥al—a /T A—X|C
W, =TT I22—FHZERRT—F, BLOT A KAV EA~—RERBVET, T4
NL & A <—I1ZiF, TACACS+HH— RN EDL BWOHIRIZERZ5ZAF L > 7235512, Cisco
NX-OS TXA ANT AR Ry NekGT o0EBELET, 2047V a2 ELTE
MY — N2 T AN LY, 1EETFTANEFTLEY TEET,

\}

Note &4 — SHICRESNIZT A R RTA—=F L, Zn—LDT A RTA—=2 L0 ERESh
iﬁ‘o

\}

Note o hU—2DUX=l T (R#EDD, TACACS+ T —F R—ANDEEAFDL—H 4 L[ L
=YL EHEA LRV EZHRL T,

\)

Note =74/l hDT7A KL XA ~—fEIZ05TT, T4 RV XA LR 05 DOHA. TACACS+
P —NOEFRRE=F ) U TIEETEINE R A,

\)

Note 52 | RFRXA—Z|F, TRTDOAA v FIRAAENET, TARNNRNTA—=F L, 777V v
THRDAA v FITITREEN T A,

Before you begin
TACACS+ %A Fx—7 /M2 LET,
1 >F 721385 D TACACS+ — N dm A & B L7,

TACACS+ DERE .
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Procedure

&
iy

B

TACACS+ DEXTE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATy T2

tacacs-server host {ipv4-address |
ipv6-address | hostname} test {idle-time
minutes | passwor d password [idle-time
minutes] | user name name [password
password [idle-time minutes]]}

Example:

switch (config)# tacacs-server host
10.10.1.1 test username userl password
Ur2Gd2BH idle-time 3

Y—RE=2H Y THONT A —F %
RN E L ET, T 74 hO=2—H
KX test, T 7 A/ RO T — RNiE
test C9, 714 KV AL ~—DFT 7 3 )b
MEIX 043 T9 . ARh7e&iHHIL 0~ 1440
5T,

Note

TACACS+ ¥ — RO EMH 2 E=4
YT ERATHIIZE. TA RV A <—IC
0LV RERMEARETHMLENHD F
R

ATvT3

tacacs-server dead-time minutes

Example:

switch (config) # tacacs-server dead-time|
5

CiscoNX-0OS 7 /34 A3, RIS L7
No T2 TACACS+H— & F v 7 §5
ETORE (43) ZEELET, 774
Jb MEIX 0 43T, AR REIZ 0 ~
1440 73 C9,

ATv74

exit
Example:

switch (config)# exit
switch#

BEE— FEMTLET.

ATvTH

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y —OEEEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AX—
N7y ary74F¥al—vgrila
I:O%L/i—é—o

Related Topics

TACACS+ Y — 3 FR A h D
TACACS+ YV — D7 a— " )LipEME= Y T OFRE (19 2—

. TACACS+ DERE

BE (B —)

>

)



| TAcACS+ DERE

TACACS+ 7V 2 A LfERDEETE

T _RTOTACACS+H— DT v R ¥ A AHEEZRETEET, 7 v K ¥ A LRIRIZIE, Cisco
NX-0S T /3A4 A0 TACACS+ r— % T v RIREETH D L EES LI, TOV—RBT T4
TIRBEICR S T2 E IR TE720ICT A Xy 2R ETLIETCoOMEBEEEELE

‘j—o

)

Tacacs+ 7 K 4« sramozz [

Note

T v R H A LD 05 D5AE. TACACS H— N, JGEEZIRIBWEETH, v heL

Ty =7 SNE¥A, Ty N AV —IZTNV—THA TRETEET,

Before you begin

TACACS+ % A Fx—T7 /MZLET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ }“%‘/Fﬂlﬂﬁébij‘o

ATy T2

tacacs-server deadtime minutes

Example:

switch (config) # tacacs-server deadtime
5

Ta—r VT y K 2 A AERERE
LEd, T 74/ MEIZ0STYT, HL)
BT 1 ~ 1440 4> T,

ATvT3

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

PRERIRFEIZ 72 > T 5 TACACSHER T &
ForLET,

ATvT4

(Optional) tacacst commit

Example:

switch (config)# tacacs+ commit

— T — 2 _X—ZAN|ZH D TACACS+ D

REEREZFTas T4 X¥al—ay
WA L ET,

ATy TH

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y — OB ELEF R LET,

TACACS+ DERE .
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B asonzsomE

Command or Action Purpose

R 77 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config Ny arvr7sXal—3gila
Example: E—L %7,
switch# copy running-config
startup-config

=5 )
ASCIl ZREEDEETE
TACACS+ ¥— 3T ASCI k% A F— T M TEET,

Before you begin

TACACS+ % A X —7 /I LET,

Procedure
Command or Action Purpose
R w 71 |configureterminal Jra—r\L Ay 7 4 Fal—g
Example: T—FZBBLES,

switch# configure terminal
switch (config) #

Z 7w 72 |aaaauthentication login ASCIHFSFiEZ A F—7 /M LET, 7
ascii-authentication TV N TIET 4 B—=T IR o TNE
Example: D

switch (config)# aaa authentication
login ascii-authentication

A 7w 7 3| (Optional) show tacacs+ {pending | {RELIRREIC 72 5 TV D TACACS+RRE %
pending-diff} ERLUET,
Example:

switch (config)# show tacacs+ pending

25y 7 4 | (Optional) tacacs+ commit T — 5 ~— AT & 5 TACACS+ D
Example: REERZFETa L T4 F¥alb—vay
switch (config)# tacacs+ commit ﬁ:ﬂﬁ;ﬁ L/§E7f°

R T v 75| exit REE— RERTLET,

Example:
switch (config)# exit
switch#

R T v 7 6 | (Optional) show tacacs-server TACACS+H— RO ELEFR LET,
Example:

. TACACS+ DERE



| TAcACS+ DERE

TacAcss 4—coavy rrangz |

Command or Action Purpose

switch# show tacacs-server

R 7 7 |(Optional) copy running-config FATar7 4 FXal—ark, A¥—
startup-config NP ary74¥al—gila
Example: E—LET,

switch# copy running-config
startup-config

TACACS+ H—/ATPHD T > FEFRIDERTE

TACACS+ —_Ca~ RFr 2R ETEET,

A

Caution

\}

a< 2 R#FFRTHI, T 740 b e—LaEgiva—Yon—L_—2Fr a2 hra—/1 (RBAC)
BT 4 E—T N0 £97,

Note

\}

ary—NEFEAL TNl A5 E, avr FRAET =720 4, R
ERX. v y—nkyvariary— kv arOmFIERTEET, T 74k
TiX, a~>y RFET 740 b GEary—n) By va VHICERESRLTWTH, a3
=y a KL CT 4=V T, avr Y=y arTCavy K E A X —
TIZTBHITIE, T =D AAA I — T FRENICRET DL ERH D 7,

Note

F 7 4L KT, RBMEE~AL TR L Ra~wr ROZ THRICE RSNSOI, HElo Y ThHh
lea— A Ta—PFIHT LI R— FRERSNWTWDH A~y RETTY, a~vy FiFalz A
F—T T B L CiscoNX-0S V7 =7 Tl, 2—HFZEV L ToHLNTWS r— L2
R WPURIGFA~ANLV T B XX THiEICT X TOa~y RRFREINDH L9128 £,

Before you begin

TACACS+ #HZIMC LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
Example: T—FEWBRLET

switch# configure terminal
switch (config) #

TACACS+ DERE .



B ecacs: v—icoa<y rBE0RE

TACACS+ DEE |

Command or Action

Purpose

ATvT2

aaa authorization {commands|
config-commands} {console| default}
{group group-list [local] | local }

Example:

switch (config)# aaa authorization
commands

default group TacGroup

Per command authorization will disable
RBAC for all
Proceed

users. (y/n)?

TACACS+ YV — DR EDKEZa~<
REFR 2R E L £,

commands¥—7 — R&fEHT 5 & J
TDOEXEC 2~ RO Y — A&k

JE T, config-commands ¥ — 7 — K%
FRTETRTDar 74 X2l —

vary avwy RO Y —RAEHRET
xFET,

console ¥ —7U — RNiZ, 2 Y—I)L kv
varoavy R EREL, default
F—U— NI, Fary—ntyia
YOavy R ERELET,

group-list 51%%i2i%, TACACS+ H#—
TN—T DA A=A TEY~72 1
ARNERELET, ZOZNA—TFIZBEL
TWDHHY—NZxt LT, a~vy FiFr o
72D T 7 AR Ed, local 7
XTIE, FAICE—HL B—L_R— 2
T R—=ANEHINET,

local FHix, REINTTXTOH—
N T N—TNOINENE LN -T2
LA, local &7 +—3y 7 5k
LCHRELTWD XIS E
I, T 7/ hDFRIT local T,

TACACS+H— X I N—TD Db &
27—\ 7 FFHEE L TR0
LT RTOY—R T —T DR
DG HINR D T2 A TR NI R L £
R

BT 7 N TEnter F—&M LT
HEDOF T H IV NDOT 7 aEnTT,

ATvT3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

{REDIREEIZ 72 > TNV D TACACS+ R E S

FRLET,

ATvT4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

— BT —Z R_R—ZAN|ZdH 5 TACACS+ D
REEFEAFIATa L 74 FXal—av
WA L ET,

. TACACS+ DERE



| TAcACS+ DERE
TAcACS+ #—itnav > ka0 +

Command or Action Purpose
AT 75| exit Ju—sLar7 4 Xal—a v
Example: E—-FERTLES,
switch (config)# exit
switch#

X 76 | (Optional) show aaa authorization [all] | AAA FFA[EREEERLET, all F—

Example: U—REWRET D L. T 74/ MEDPE
switch (config) # show aaa authorization % é ﬂi?‘*o

A 77 |(Optional) copy running-config FFar T 4 Xal— gk, AX—
startup-config NT v S ar 7 4 Fal—aica
Example: E—LE7,

switch (config) # copy running-config
startup-config

Related Topics
TACACS+ DA X —7 4k (8 X—)
TACACS+ Y — T a~wy RZFEOT A~ (27 =—3)

TACACS+ H—/N\THDIT Y FEFAID TR k

TACACS+ $— T, 2—H|ZxfF b a~> RiFaf2 T A N TEET,
Y

Note ZrmfDIE LWV~ RAXEFELARWE, MEEROEBEMEINMEL 20 £9,

\}

Note test =~ RTIZFFANIC, v VY — A HFRTIEARLS T 740 8 GEar v —n) FREHHL
\i‘g_o

Before you begin
TACACS+ %A F—7 /2 LET,
TACACS+ Vr—N|[Za~ v RFRAIDRRTEENTWA Z L 2R L E T,

Procedure

Command or Action Purpose

AT w 71 |test aaa authorization command-type TACACS+H— T, <> FNizxtt+ 5

{commands| config-commands} user A—FOHFAETF A N LET,
username command command-string

TACACS+ DERE .
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TACACS+ DEE |

Command or Action

Purpose

Example:

switch# test aaa authorization
command-type commands
user TestUser command reload

commands ¥ —7 — NIZEXEC =2+ F
721 & f8E L. config-commands % —
J—RNIary7 4ol —ygrav
YREFERELET,

Note

command-string 5142 AR — 23 & &
AL, ZHESIH/ () THAE
7

Related Topics

TACACS+ O A F2—T Ak (8 ~X—)
TACACS+ — T a~<wr RFROHE (25 2—)

a—F T hH U hEB IO RBAC OFE

.

T2 FEHEAIRIEEDA *—TILbET 4 E—TILiE

FIFNIDA—F— v g rERdMOoa—F—LIcH LT, a2 RIAL 0 L HF—
7z A A (CLI) Ta~y FFARIEEZAZINC LD, M L0352 R TEET,

)

G¥)

FFATRGEZ A R —7 /W LIZHaE, A~y M TS EE A,

FIE

ARV KRFERERETY VY

B8

ATy T

terminal verify-only [ username username]

1

switch# terminal verify-only

av RIFFARGEE A X — 7 W2 LE
T, Zoavr KeEANT5HE, ASL
Toa<y RBFFAI SN THAENE 5 )0
CiscoNX-OS V7 7 = TIZ L5 TR
ET,

ATvT2

terminal no verify-only [ username
username]

1 -

switch# terminal no verify-only

g~y RFFARGEEE 7 4 E—7 M L%
-é‘o

EREO—/ILOA—Y o<y ROHFAE-ITES

Xy MU= EHEIT, MR — LV EAER LT, 2—FRREDa~v Ly FEFTTEL LI
L7 ETTERILIED T D52 EMTEET,

. TACACS+ DERE
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| TAcACS+ DERE

BRO—L01—5 a7 roRTEEs [

MR o — L DN — VB EET HGEE, ROEEFHIIEI RERH Y 7,

e priv-14 @ —/L & priv-15 B —/VIEE TE EH A,

« HAL— V1T priv-0 B — LT IBINTE £,

e priv-0 2 —/LCIILL F D 2~ o RITFIZFFAT & 4vEJ, configure, copy. dir, enable,
ping. show, ssh, telnet, terminal, traceroute, end. exit,

Procedure

Command or Action

Purpose

& A

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 Xal—T g
E— FNLBABLES,

ATv T2

[no] role name priv-n

Example:

switch (config)# role name priv-5
switch (config-role) #

MERR B — VA R— T VETET ' —
TN LTC, Ba—)L a7 (¥ al—
varE—RFERBLET, nglEkic
I, FRHEL LA 0~ 13 OFE CHRE
L9,

ATvT3

rule number {deny | permit} command
command-string
Example:

switch(config-role)# rule 2 permit
command pwd

MR — LD —H a< o R L—/L%&
HELET, INHDONL—LT, 22—
WA EDa~ Ly ROFEITEHFAET-
ITHESLET, B— T LT RK256 D
IV—IVERETETET, L—ILEEIC
Lo T, A EH S NAIRFDRE
DET, —WIRIETEA S ET,
e zIiE. 1 oD — LR3I HOD)L—/L
R TWAEE, —L 33— 2
XV HENCEA S, — 21—
1 Xy bEiz#EAINET,
command-string 51802 iE, 223 AN— X
EEDDHIENTEET,

Note
MERRAOEI T Zoa~<r Rak
NIRLET,

ATvT4

exit
Example:

switch (config-role) # exit
switch (config) #

o—)L a7 4F¥al— gy EF—NR
ERTLET,

TACACS+ DERE .
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TACACS+ DEE |

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
a—H 1m0 — /LB L UUL— L OIERL

TACACS+ H—/N\FE =T H—NHFIL—TOFEFHE=-42 Y 45

TACACS+ Y — R E /TP — R Fh—FI, FETT AR A vt —V%EETEET,

Before you begin

TACACS+ & A X —7 W LET,

Procedure

Command or Action

Purpose

ATy T

test aaa server tacacs+ {ipv4-address|
ipv6-address | hostname} [vrf vrf-name]
username password

Example:

switch# test aaa server tacacs+
10.10.1.1 userl Ur2Gd2BH

TACACS+H— 2T A b A vt —V%
BE LT Z RS L £,

ATy T2

test aaa group group-name username
password
Example:

switch# test aaa group TacGroup user2
As3He3CI

TACACS+H— N T N—TFIZT A b A v
U EE LT EMERELET,

Related Topics
TACACS+ H— N R A NDOFHE (8 2—)
TACACS+ Y—% )L —7 0O E (13 2—)

TACACS+ DT 1« E—TJJL1E

TACACS+ #F 4 E—7 Mz TxF1,

A

Caution

TACACS+ %27 4 =T NCT 5 &, BETEZTXTORENHEICEEINET,

. TACACS+ DERE
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Procedure

Tacacs+ —nE=2 >5[}

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

no feature tacacs+

Example:

switch (config)# no feature tacacs+

TACACS+ #F 4 &—7 VI LE T,

ATvT3

exit
Example:

switch (config)# exit
switch#

RET— R TLET,

ATV

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FiTar74Xal—vark, AX—
FF a7 4 ¥al—vgla
vE—LEd,

TACACS+ H—/\DE=AZR )T

Cisco NX-08 T /34 ZABMEEF L TS TACACS+ — DT 77 4 BT 4 1T 558 %
T HTEET,

Before you begin

Cisco NX-OS 5314 Z®D TACACS+ Y —_"ZHE L FT,

Procedure

Command or Action

Purpose

&

show tacacs-server statistics {hostname|
ipv4-address | ipv6-address}
Example:

switch# show tacacs-server statistics
10.10.1.1

TACACS+ #itEHR ez Rz R L E T,

Related Topics

TACACS+ ¥— 3 78 A h DR IE

(8 2—2)

TACACS+ DERE .



TACACS+ DEEE |
B cacs: v—wEtEgO s U 7

TACACS+ YV — NiREHE#RO 7 V7 (32 3—2)

TACACS+ —/\ifETIREHRD Y U 7

Cisco NX-08 T /34 ZAMERF L TS TACACS+ — DT 77 4 BT 4 IZEHT 558 %
ForLET,

Before you begin

Cisco NX-08 T /34 2D TACACS+ V—_ZHE L E7,

Procedure

Command or Action Purpose

R T 71| (Optional) show tacacs-server statistics | Cisco NX-0S /XA A TACACS+ H —
{hostname | ipv4-address | ipv6-address} NEEHER R E R LUET,
Example:

switch# show tacacs-server statistics
10.10.1.1

R Fw 72 |clear tacacs-server statistics {hosthame| | TACACS+H— \¥istiEH s 27 V7 LE
ipv4-address | ipv6-address} +.
Example:

switch# clear tacacs-server statistics
10.10.1.1

Related Topics
TACACS+ #—/ 3 R A FOFRE (8 ~—)

TACACS+ D% TE DHERR

TACACS+ OFREZFRTHITIL. ROWTNLDIEEEZITWVE T,

av> Uk ]3]

show tacacs+ { status | pending | Cisco Fabric Services ® TACACS+ i% & D AT R,

pending-diff} ORI FEEE FR LET,

show running-config tacacs [all] FfTar 74X 2L —3 3 D TACACS+ XK E %
FRLET,

show startup-config tacacs AR —=KT T a7 4F¥al—arD
TACACS+#HEE R~ LET,

. TACACS+ DERE
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tacacs+ o

avw vk =EL:g]

show tacacs-server [host-name| ipv4-address | 25 & 3 & D 3T D TACACS+ P — 3D /85 X —

| ipv6-address] [directed-request | groups| | » %37 L £ 4,
sorted | statistics]

TACACS+ )% 7 5l
KIZ, TACACS+ — N FRA MBI —R I NV—T2RETHHERLET,

feature tacacs+
tacacs-server key 7 "ToIkLhPpG"
tacacs-server host 10.10.2.2 key 7 "ShMoMhT1"
aaa group server tacacs+ TacServer
server 10.10.2.2

WIZ, A~y FEFARRGREZ e L TR 2812 R L &£

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Eth7/2 1 eth access down SFP not inserted auto (D) --

WIT, priv-SUL LD — L EZFFOT R TO—WF R pwd 2~ REETTED L HICT H61%
%Lij‘o

switch# configure terminal
switch(config)# role name priv-5
switch (config-role)# rule 1 permit command pwd

I, priv-5 A D 7 — /L & FFOF T O —H 73 show running-config 2~ > R&ZF{TT&E 7
WEIICT A ERLET, £ Z0a~vr FEITTHHERZ priv-0 1 —/L2s b IR %
VERHY £, KIS, 2= bpriv-5 TZ DI~ REFA L, priv-s L EOm—L &2 Fo2—
PILZDa~y REETTLHRDMEGIND LT OMERHY 7,

switch# configure terminal

switch (config)# role name priv-0

switch (config-role)# rule 2 deny command show running-config
switch (config-role)# exit

switch (config)# role name priv-5

switch (config-role)# rule 3 permit command show running-config

TACACS+ DERE .
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switch (config-role)# exit

RDEx

TACACS+ DEE |

INT, =N TN —THEDTAAA BT RNERETE L1220 £9,

TACACS+ [ZR89 % EMIFER

Z 2 TlE, TACACS+ OFEEEIZEAT 2 BMERIZ OV T L E T,

ESPERES

X=-aF7ILAR3A LI

Cisco NX-OS © T A & A

[CiscoNX-OS 7 A & A A K]

VRFa2 7 42l —3

> | [Cisco NX-OS 9000 Series NX-OS Unicast Routing Configuration
Guide]

m

i
SR E

54k
v

ZOWRERTY R — N INOIHHOFEEE L IIETINTBEEIHY A, F2, |—
BFEOEEOY R— FMIELESN T ER A,

MB®D!') >y

TACACS+ 2 BH# 3% MIB

PR—=FENTVWDIMIBERKRBIOF 7 m— RT5(2F, K
DOURLIZT 7 EALTL X,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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