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INTA—4H

FI4I bk

SSH = 7' 1 > O FRAITEEL |3

SCP H—3

F4E—TN

SETP #—/X

HE2hib

SSH DERE

Z ZTIE, SSH O EHFIEIC OV T L £,

SSH H—/\ X+ — D4R
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X, 1024 £ FCHERR SN D RSA F—TT,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
£ F%Fﬂlﬂﬁébjzj«o

ATvT2

no feature ssh

Example:

switch (config)# no feature ssh

SSH % ME5hiZ L %4,

ATvT3

ssh key {dsa [force] | rsa[bitg[force]] |
ecdsa [bits[ force]]}

Example:
switch (config)# ssh key rsa 2048

SSH r— " F—% AR LET,

bits3 %121, RSA ¥ —D ARkl
HEy MEAEERE LT, AP
768 ~ 2048 T9, T 7 AL ML 1024
<7,

DSA ¥— DY A XEFEETEXER A,
THUTEIZ 1024 By MICRESNE
ﬁ—o

BEfFOXx—%E Xz 53551%, force
F—U—REMFEHLET,

Note
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Command or Action

Purpose

sshkey dsa R ET H5A 1%, ROBE
INERE ZAT 5 EEN &Y £3 : ssh
keytypes all 33 JZ OF ssh kexalgos all

ATv74

ssh rekey max-data max-data max-time
max-timei
Example:

switch (config)# ssh rekey max-data 1K
max-time 1M

F—HAERNTA—F ZRELET,

ATy Th

feature ssh

Example:

switch (config)# feature ssh

SSH # Az LET,

ATvT6

exit
Example:

switch (config)# exit
switch#

Ja—nR_)L a7 4 F¥al— g
E—-RFERTLES,

ATy T17

(Optional) show ssh key [dsa|rsa|ecdsa]
[md5 ]

Example:

switch# show ssh key

SSH — N F—%FrLET,

Zoa~wy Rk, 774 /v FTSHA256
R TT7 4 v =7V heFrRLE
7T, SHA256 I%. LARTOT 7 4 /L kD

MD5SIEA LV b E2TY, 72750, 7+«
VH—TY v hEMDS R TERTD
VBN DY 5 O AL HBMED T 9DIT,
md5 47 Y a UABMENRTWET,

ATvT8

show run security all

ATvT9

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AX—
N7y ary74F¥al—vgila
I:O%L/i—é—o

A—H T7Hho U A SSH AR —DIETE

SSH ABH ¥ —

%

WETDHE, RAUV—REHEREINDZ &ML, SSHZ 94T b EFEHLT

n7 A TCEET, SSHARF—IX, ROWTI PO THETEET,
« OpenSSH &3

« Internet Engineering Task Force (IETF) SECSH /&=
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IETF SECSH 212 & % SSH AR+ —NDiEE
a—¥ 7 H v FAIC IETF SECSH JER T SSH A ¥ — &5 E T& £,

Before you begin

IETF SCHSH /B SSH AR —Z{FR L £,

Procedure

IETF SECSH 2t I & % SsH B+ —nisz [

Command or Action

Purpose

ATy T

copy server-file bootflash:filename

Example:

switch# copy
tftp://10.10.1.1/secsh file.pub
bootflash:secsh file.pub

H— 39025 IETF SECSH 200D SSH & —
B 77 ANEST L a— RLET,
H#— 3L FTP, Secure Copy (SCP) .
Secure FTP (SFTP) . F72IZ TFTP O\
TN EEHTEET,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
ET— RZHBLET

ATvT3

user name username sshkey file
bootflash:filename
Example:

switch (config) # username Userl sshkey
file bootflash:secsh file.pub

IETF SECSH JZ=0D SSH AR % — 2 3% &
Lij_o

ATvT4

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 F¥Falb—g v
£ F%%@T Lij«o

ATvT5

(Optional) show user-account

Example:

switch# show user-account

A=Y T T FOREEFRFLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FFar 74 Xal—arvk, AX—
T w7 a7 44Xl —g0la
I:O*‘[/ji—g«o

OpenSSH iz =X SSH ABIF—DIETE
2—H 7 H 2 M OpenSSH IR SSH ABF —%#fEETE £,
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Before you begin

OpenSSH 20 SSH AR —Z 1Bk L £ 7,

Procedure

SSH & & U Telnet DR E

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
E— &G LET

ATvT2

username username sshkey ssh-key

Example:

switch (config) # username Userl sshkey
ssh-rsa

EAENECly R R ARATERy 1 96 7] G XKV A )|
OB K I/ . T D/ A oS A O VEREY/ G N BoRicf 0461
XNAGATIR AV MO QY SH 1 HIUD ARy zA FRSSATIOL <6

OpenSSH JE 00 SSH ABH & —Z 5% & L
i‘a‘o

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 F¥Falb—g v
t— F%%@T Li—g«o

ATv74

(Optional) show user-account

Example:

switch# show user-account

A=Y TH T FOREEZF I LET,

ATy TH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEfTar 7 4 Xal—arr, AX—
N ary74¥al—rgila
I:O*A [/35—‘9)«0

SSH O A Ve TDERKREIHD

SSH v 7' A ViRITORKEEEZFHETE ET,

=L =

ax AE

varpgrsnEd,
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Note =] 7/1) \/gﬁﬁi’@é\%'ﬁl;ﬁa:%i /.A\Bﬁa?“‘mun uﬁaﬂif\““xo)nuuﬁ ioJ:U/\X U— }\/\"‘X
OFRFEEFER L= ITREENTE T, 4 =TI EN TV DAL, AR —RGEME X
ﬂi‘é—o uE%i“\‘_x VAV SVES ]\/\‘—X@munﬂzﬁ_ &75‘/1)2\ 7/1/ éﬂf‘/\éia/\ = AIERH
ER—AOFTIEDMERSNET, TNHTRTOFIET, v /A VBRITORESINTHEB L
BHE, PR AEER L2 2T A v E—VUBRERINET,

Procedure
Command or Action Purpose
R w 71 |configureterminal Jua—N\)aryZ 4 Xal— g
Example: T—FZBBLES,
switch# configure terminal
switch (config) #
R T 7 2 | sshlogin-attempts number 2—HNRSSHE v ar~Dpa s A

Example: AT CE ORREEBERELET, =
TA LBATOT 7 30 b O REEE3
T, EOHEHMAIX 1~ 10 T,

Note

Zoa~vy FonoBERXEHHT 5 &
LIRTD v 7 A 3T OEDHIBR S 41,

07 A AT ORREENT 7 40 b
ED 3 ICRESINET,

switch (config)# ssh login-attempts 5

25 7 3 | (Optional) show running-config security | SSH = 2/ 3447 0% S L7= i k]

al MaFRLET,
Example:

switch(config)# show running-config
security all

A7 7 4 | (Optional) copy running-config (EE) FATHERA A % — b T > T HERL
startup-config cabr— L%,
Example:

switch (config)# copy running-config
startup-config

SSHt v 3 DA

CiscoNX-OS T /3A A5 IPv4 £7213IPv6 A L CSSHE v a V&AL, VE— T
NAREEERLET,
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Before you begin
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UE—bF TAALADKRR MERFL, BERL, VE—F TS 202 —F4 b5 L E

B

VE—h T4 2D SSH V—"ZHEMMZLET,

Procedure

Command or Action

Purpose

ATy T

ssh [username@] {ipv4-address| hostname}
[vrf vrf-name]

Example:
switch# ssh 10.10.1.1

IPvd ZHEHLCYVE—F TRRALALD
SSHIPVA B> a v 2IERLET, T
7 4L h®D VRF X7 7 #+/L s VRE T
ﬁ—o

ATvT2

ssh6 [username@] {ipv6-address | hostname}
[vrf vrf-name]

Example:

switch# ssh6 HostA

IPv6 ZHFALTCYE—F TAL R ED
SSHIPV6 Z v a v 2IE L ET,

T—FE—FKHMSMDSSHEY S 3 U DEE

SSHE v aix, VE—b T3 AZEHe T 5 Cisco NX-0S T /3A ADT— k T— Kb
BIth Cx £,

Before you begin

UE—bF TAALADKRA MERGL, BERL, VE—F TS 202 —F4 b5 L E

T

VE—h T4 2D SSH V—"ZHHMZLET,

Procedure

Command or Action

Purpose

&M

ssh [username@]hostname

Example:
switch (boot)# ssh userl1@10.10.1.1

VE—KFARAL A~DSSHE v 3~
% . CiscoNX-OS T /%A ADT— | £—
R2BERR L Ed . 7 7 4/L b VRF 3
WA I ET,

ATy T2

exit
Example:

switch (boot)# exit

T—hFE—RFEREKTLET,
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SSH

0z 7—EpFELT7 L ab—n%E [

Command or Action

Purpose

ATvT3

copy scp://[username@]hostname/filepath
directory
Example:

switch# copy
scp://userl@10.10.1.1/users abc

X7 avr’— 7 bz (SCP) %
LT, 77 A /L% Cisco NX-OS 7
NAANBYF— K T/ A~ —
LET, 774/ VRE RNFEITHEH &
nET,

SSHONRAT—FRREL I 7A4J)LAE—D

Cisco NX-0OS 7 /31 A )25 Secure Copy (SCP) $—/NF 721% Secure FTP (SFTP) H— 32, /¥
AT —=RRLTIZ7ANEZIL—THZENTEET, TREITOITIE, SSHIC K 2FFEH O
AR — LR X — TR SN D RSA EIEDSA DT A T T 47 4 BT D LERH Y

=7,

Procedure

o

axX A&

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— ) a7 4 FXal—T g
E— &G LET

ATv T2

[no] username username keypair gener ate
{rsa [bits[force]] | dsa [force]}
Example:

switch (config)# username userl keypair]
generate rsa 2048 force

SSH DZARH % — & fhiEs  — 2 Ak L,
FEE L7 —H% D Cisco NX-08 T /31
ADR—=LF 4 LT R

($HOME/.ssh) (Z##A L £ 9, Cisco
NX-08S 7/ A TliE, ZIhbHbDOF—%
EHLTYUE—F w32 ®SSH #—
LHWEELET,

bits 5181 1%. F—DERICHEHT S
ey MEERELET, ARh7eHHIX
768 ~ 2048 T9, T 7 AL ML 1024
<7,

BEfFO X — %8 X2 25613, force
X—U—FREfHLET, focex—TV—
RZE0E L7=%E . SSH ¥ —2 4 Tl
fFE L CWUE, SSH F—i3AEmk S
A,

ATvT3

(Optional) show username username
keypair
Example:

HBELIa—VOARF—2RRLE
R

Note
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Command or Action

Purpose

switch (config)# show username userl
keypair

X VT EOHBENG, Z0aw
VR TRE X —IIFREINEE A,

ATvT4

Required: username username keypair
export {bootflash:filename |
volatile:filename} {rsa|dsa} [force]

Example:

switch(config) # username userl keypair
export bootflash:key rsa rsa

Cisco NX-0S F/3A ZADFR—I F 4 L
7 MU B, BELET— 7Ty va
F4LZ M ERIT—HET L7 Y
2, BfF— LB —F 7 AR — |
LET,

BEfFOX—%E X2 5551%, force
F—U—REFEHLET, forceF—U—
RZ280 L7236, SSH F—MN9 TiZ
FAELTOIUE, SSHEF — (T 7 AR—
FERERA,

AR LIZX— T 2T AR— 5
L&, WEX—ZIEE LT /AT L—
REASITBE TR BNET, FbEE
—X BELEZ7AvEL T R
A—F S, ABF—IX, L7740
AT pub JLIEF AT T/ AR — |
INET, ZNT, ZOF— T %
E D CiscoNX-0S 7 /34 Az B— L,
SCP ¥ 721X SFTP #fEH L CTH— 3D
R—AT 47 FUIZARF— 774
b (kpub) ZabE—T&EHLHITRY
£7,

Note

X2 U7 4 LOERNS, ZDaw
VR Ze—nN L ar 7 X aL—
vary E—RCLNEITTEEHA,

ATvT5

. SSH & & U Telnet D&%

Required: username username keypair
import {bootflash:filename |
volatile:filename} {rsa|dsa} [force]

Example:

switch (config)# username userl keypair]
import bootflash:key rsa rsa

BELIET— 7Ty aT 417 b
VEAIT—HT 127 U6, Cisco
NX-OS T/, ADKR—=LF 4 L7 R
IZ, =7 AR— bk L72ABF— L i
F—% A AR —FLET,

BEfFO X — %@ 2 55451%, force
X—U—REHLET, forceﬂ? 7 —
RZ28M L7=%6 . SSH F—/n9 Tz
ffbfwﬂi\$H%~@4Vﬁ~
S EHEA,
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Command or Action Purpose

ER LI — T2 R — b T5HL
&, WEX—ZET LT AT L—X
EANTHLOITROONET, WE
X—IEELE T 7 ANLE LTA VR —
FEH., ABFRF—IZR L7 74 V41T
pub JLEEFZ T TA VAR —FaivE
7

Note
tX=2UT7 4 LOBEBNSG, Z0av
vRiFZe— a7 X2 L—
varyE—RTLNFTTEEHA,

Note

NAT — R LTH—NIZT 7 8AT
EXDHDIE, V= N"THF—0NFREEINT
WbHa—HFDHTT,

What to do next

SCP $—/ FE 7L SFTP H— 3T, kD a~x» FafH LT, *pub 7 7 AL (& 2,
key_rsa.pub) (ZH&HH S 4U7-ABRF — % authorized keys 7 7 A /WIZIBM L £,
$ cat key rsa.pub >>$HOME/.ssh/ authorized_keys

T, EHED SSH 2> RBLWSCP a2~y REHEH L TRAT— REEELARL Th,
Cisco NX-OS T34 AN =N T7 7 A VB a b —T&x£7,

SCP Hr—/\ & SFTIP H—/\DE{TFE

VE—RTNAALDOMTT7 7 A VEa bt —T&2% L 9IZ, CiscoNX-0ST /A ATSCPH—
NETNISFTPH— "R ETE ET, SCPH— NETZIXSFTPH— "% A X —T LT L7214,
Cisco NX-OS 734 2L D TT7 7 A N a bt —F 57012, UE—h 531 ZTSCP £7-
IX SFTP 22w > R&FEITTE £,

N\

Note  arcfour 35 L OF blowfish cipher 473 2 >3 SCP — S TlxH AR — h SR EH A,

Procedure
Command or Action Purpose
AT 71 |configureterminal Ja— VR EE— RERBLET,
Example:
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

[no] feature scp-server

Example:

switch (config)# feature scp-server

Cisco NX-08 /34 Z T SCP H—°
EAX—TNERIEIT o —T VI LE
ﬁ‘o

ATvT3

Required: [no] feature sftp-server

Example:

switch (config)# feature sftp-server

Cisco NX-0S /34 A | SFTP #—
A F—TNVEEITT =T N LE
KR

ATvT4

Required: exit

Example:

switch (config)# exit
switch#

Ja—nR_) a7 4 F¥al— g
E—RFERTLES,

ATy Th

(Optional) show running-config security

Example:

switch# show running-config security

SCP #—/3 L SFTP % — D%
HRAEFRIRNLET,

e

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rark, AX—
NPy ar7 s Xal—rgila
E—LE7,

REBAE AN —

X.509v3

X.509v3

A®M SSH

AEIE 29 % SSH

IIIlL.\I:IIEO:)_-ﬂ'r-.--I

PREZ R ETE X,

AEZ Y AR—F L TWEREA,

4R HREIIC

UE—hk T34 AP SSH Y — % A 11—

FIE

Cisco NX-OS /%, U E— I TACACS #

it

T LET,

ARV RFERRETO Y

EL:)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—)Lary7 4 ¥al—g v
T— RNEMBLES

. SSH & & U Telnet D&%
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x 5003 sEB3E~—2 0 ssH @iEnEE [

ARV FFEREETIVa Yy

E:)

ATv T2

username user-id [password [0 | 5]
password]
1

switch(config)# username jsmith
password 4Tyl8Rnt

=T bNERELET,
user-id 5180E, KT &/ STTFN R
SNDHEHF T, HRRLFTT, =
nixge—ArB8rlt)e—ha2—%—
OmMFITHTIEYET, fFETED
LFNE, A~ Z DFERILT, a~zD
BT, 0~ 9 DETF, NA T
(), BUEFR (), TvE—Ra7
) TIAFE () . BIXOES
= T+, 7y h~—7 (@) 1TV
F— b P4 TITHEH TE 92,
0—h) =LA T EE
oo

2 —PHOSTHITIITFT TR E D LH
NHY ET,

T 74N RAT— RIZEZES LT
F¥A, 7 a D0, RNAT—
KMZ V7 THANTHY, 51T/%A
T — RBEEAL SN TWD Z & 2 Ek
LET, 7740 HMI0 (7T 7%
A K) TH,

GE)

INAT— REFRE Lo 128545,
2 —H1% CiscoNX-0OS T /34 Zza 7
A TEERA,

GE)
Wb XA — KA T a2 EHL
Ta—FTh 7 MR T 5854
St d 5 SNMP = — Y i3fEf S &
oo

ATvT3

username user-id ssh-cert-dn dn-name
{dsa|rsa}

&1

switch (config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =

ABC1,

emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =

US, CN = jsmith" rsa

BEfFEOa—% 7 7 v NRBREICE T
% SSH X.509 FEAHE DA% & DSA T
NI XLERELET, W4 TR
K512 XFT, PR TIRITHE S &
ERHVET, EA—NLT RLRE
PREEN Z 4 emailAddress & ST 12
WESNTWAZ EE2ERLET,

ATv74

[no] crypto catrustpoint trustpoint
i

N7 ARRA L MEFRELET,
G

SSH & & U Telnet D& E .
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ARV FFEREETIVa Yy

S

switch (config)# crypto ca trustpoint
winca
switch (config-trustpoint) #

Zoawr RO noEREHEHALTEH
T A NKRA N EHIRT DRI, £T
deletecrl 35 & UF delete ca-certificate =
~v RZ2EH LT, CRLEB XU CAGE
HEZHIBRT OILERNDH Y £,

ATvTh

crypto ca authenticate trustpoint

1 -

switch(config-trustpoint)# crypto ca
authenticate winca

FZ A RARA > B D CAGFAZEZZRE
L%,

GE)

CAGEHEZHIFRT 211X, FF A
A hary7sFalb—varEt—
R T delete ca-certificate =~ > K& A
HLET,

ATvT6

(f£&) cryptocacrl request trustpoint
bootflash:static-crl.crl

1 -

switch(config-trustpoint)# crypto ca
crl request winca
bootflash:crllist.crl

ZOHEIIA T g TR, iR HEE
ENhFEd, FT7ARMKRA L FOFEHE
KzhV A b (CRL) ##%ELEJ, CRL
TrAME, FTARERAL L MTLo
TR LIZEHED Y A DA T v
vay h T, TOARAHXT 427 CRL
U X ME, GER (CA) BT /31 R
WCFEHTar—ShET,

GE)
22T 427 CRLIZ, VPR —FrE1
TWDAHHE—D RN T = v 7 A TH,

GE)
CRL ZHIB4 512i%, ddetecrl 2~
Y REANDLET,

ATy T17

(f£&) show crypto ca certificates

51

switch (config-trustpoint)# show crypto
ca certificates

RESNTWDFEHEEZIETF = —
L BEMTOENTNDS T A RKRA
Y hEFRRLET,

ATvT8

(f£&) show crypto cacrl trustpoint
1 -

switch (config-trustpoint)# show crypto
ca crl winca

FBELEZRNTARKRA L FOCRLY A
FNOWNEEFRRLET,

ATvT9

. SSH & & U Telnet D&%
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1 -

RESNT-a2—FTH7 o FOEEME
ForLET,
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LAv—ssH7 LTy anygi—roBz ]

ARV FFEREETIVa Yy

E:)

switch (config-trustpoint)# show
user-account

ATv710

(f£&) show users

1 :

switch (config-trustpoint)# show users|

TAALRZu T F L LT 2—H R
FRENET,

ATvIN

(f£%) copy running-config
startup-config
i -

switch (config-trustpoint)# copy
running-config startup-config

ElTar 74 FXal—TarFk, R
H— K Ty a7 Xal—a»
IZar— L%,

LAL—SSH 7T XLDYR— LD

VH—SSHEXF 2T 4 7T XA, Avb—T8
L OB DY R— %

FIE

=L =

axX A&

BECEET,

fEa— K (MAC) . ¥— #1477, B

ARV KRFERERETY VY

B8

ATy T

configureterminal

1

switch# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT2

(f£:7) ssh kexalgos [all]
1 -

switch (config)# ssh kexalgos all

Pefi Z L OF— DA S D F—
ZHNTHD, YR— SN TWDHT
TP KexAlgorithms Z HENZ T 512
. al F—U—FaEHLET,

AR — k & D KexAlgorithmn [FIR D &
BHTT,

* curve25519-sha256

» diffie-hellman-group14-shal

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521
AR — F ZH72 0 KexAlgorithmn (3R D
LHY T,

» diffie-hellman-group1-shal

SSH s & U Telnet DEE [
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B 5o—ssi7iauzsovr—rosE

ARV KRFERIETI Va3 BHY
ATw 73| ((1E) sshmacsall N7 74y 7 ERORHICER SN
- Ayt —ViEa— R Ths, $AR—Fh
) , ENTVDTRTOMAC AL %

switch(config)# ssh macs all

R
PAR— K EIDMACIFKRD LEBY T

—g—O

* hmac-shal

* hmac-sha2-256
* hmac-sha2-512

ATv 74| (&) sshciphers[all] FR—=FENTWELTRCOREEHL
i - IZ LT A Sk 21T, all ¥—

TJ—REFHLET,
PR — bRBROREE A
* aes128-cbc

switch (config)# ssh ciphers all

* aes192-cbe
* aes256-cbc
* aes128-ctr
* aes192-ctr
* aes256-ctr
* aes256-gcm@openssh.com

* aes128-gcm@openssh.com

ATvT5| ({EE) sshkeytypesall =BT T4 T ML THEZR
B - FET D72 DI TE D 8fF— T L

, ' FYXLTHDH, PHR— ST 5ET
switch (config)# ssh keytypes all f§7f¢)PubkeyAccqﬁedKeyType%B%?i%i:
LET,

PR—FEINEH— FA S TRDOLE
D ‘/C:‘ﬁ—o

* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521
* ssh-dss

* ssh-rsa

. SSH & & U Telnet D&%
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HHR— L ENBTLTYZL  HPE— FaEnoss |

HiR—rENB7ILTY XL IPE— FAENDIGEE
FIP E— RBERRBESICYR— &2 743 ) XA0Y 2 MIKROEBY TF,

R2:YR—FENET7ILTY XL APE— FAFEDDEE

7YX
s

HiR— bR

Hi— R
51

ciphers

* aes128-ctr
* aes256-ctr
* aes256-gecm(@openssh.com

* aes128-gcm@openssh.com

* aes192-ctr
* aes128-cbc
* aes192-cbc
* aes256-cbc

hmac

* hmac-sha2-256
e hmac-sha2-512

* hmac-shal

kexalgo

* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
« diffie-hellman-group16-sha512
« diffie-hellman-group14-shal
+ diffie-hellman-group14-sha256

keytypes

* rsa-sha2-256

* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521

T4 EDSSHY—/INKR—FDEE

Cisco NX-OS Cisco U U —% 9.2(1) A& Tl%, SSHV2 DR— +&EZEZF 7 4 /L hDR— hES
VWO EETEET, T 74/ D SSHAR— FOEERHMFEH SN D 5kIcL ., LviR
T TANR =Ly a VEBEEMEYR— T 58 NFEHR L £,

SSH s & U Telnet DEE [
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FIE

SSH & & U Telnet DR E

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

no feature ssh
1 -

switch (config)# no feature ssh

SSH % iz LE 7,

ATvT3

show sockets local-port-range

1

switch(config) # show sockets local port
range (15001 - 58000)

switch(config) # local port range (58001
- 63535) and nat port range (63536 -
65535)

switch# show sockets local-port-range
Kstack local port range (15001 - 22002)

Netstack local port range (22003 -
65535)

A ATRE 2 AN — P 2 Fom L7,

ATvT4

ssh port local-port
1 -

switch (config)# ssh port 58003

R—bhaeRELET,

()
Paio ) U —205 1 U —29.3(1) LA
DU U —RZT v 77 L— KT 58
AL, —YEFD SSH R — b &l H
T OREREN R DFIPHANIZH D Z & A1
BLTLTEEN,

e U —293(H)BILRY J—2R
9.3(2) DHFA : Kstack 7@ —H )L AR —
~ OFiPHIZ 15001 — 58000, netstack
—# /L AR— h OFPHIZ58001 —
63535, nat 78— b O#FiPHIT 63536
— 65535

« J U —2%93(3) LA : Kstack 7 —
1V AR — b~ OFIFHIL 15001 —
58000, netstack & — /L AR— KD
#iPH1E 58001 — 60535 . nat AN— b
DO#iPHIL 60536 — 65535

. SSH & & U Telnet D&%
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sshz tosu7 [

AU RFERETOVa Y

B8

2w 75 |featuressh
1

switch (config)# feature ssh

SSH Z A L £

AT w76 |exit
e

switch (config)# exit
switch#

Jua—n)ar7Z 4 Xal—rvar
E—FEETLET,

ATv 71| (LE) showrunning-configsecurity all
fA

switch# ssh port 58003

X2 VT s OREEFRRLET,

ATv 78| (&) copy running-config
startup-config
fi

switch# copy running-config
startup-config

FElTar 7 4 Fal—vark, AX—
Ty a7 4¥al— 300
v—LEd,

SSH RA LDV )7

P —NMBHSCPE/ZIISFIPAFEH L C 7 v A NV E XU ra— RT 586, 2320734
A)B Y E— K RAMISSH v a r&BAT 585681203, OV — NL{EfETE % SSH
BEfEsLsnEd, =2— 7 AU b, FEHTEXSSSHY—"DOY A MNIZ U TT5HZ

LPTEET,

Procedure

Command or Action

Purpose

R w71 |clear ssh hosts

Example:

switch# clear ssh hosts

SSHARA K~ By arBlOBMOR
AN T7ANET VT LET,

SSHY—/\DT 1 E—T Lk

CiscoNX-0S CTlZ. ¥ 7 /L F TSSH - — 5 1 % —

TN TWET, SSHY—%ET ¢

=TT BE, SSH TAAL v FIZT 78 A TEHZ L EZIETEE9,

SSH s & U Telnet DEE [
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Procedure

SSH & & U Telnet DR E

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

no feature ssh

Example:

switch (config)# no feature ssh

SSH % iz LE 7,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 Falb—g v
£ F;)(L‘/%\gT L/ij‘o

ATV

(Optional) show ssh server

Example:

switch# show ssh server

SSH YV —"OREEFRRLET,

ATy TH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FFar 74 Xal—ark, AX—
T w7 a7 44Xl — g0l
I:O*_‘L/ji—aﬂo

SSH H—/\ X—DHIFx

SSH #— %5 4 v —7 /2 L=, Cisco NX-OS T34 Z D SSH #— N F—Z YR T

£7,

\)

Note SSH % FJ¥ 1 x—7MC T 511, £9°, SSH Y — N F—%2AkT 0B NH Y £9,

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥alb— g
E—FZBBLES,

. SSH & & U Telnet D&%
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Command or Action Purpose
A7y 72 |nofeaturessh SSH Z 2 L £
Example:

switch (config)# no feature ssh

R T 73| nosshkey[dsa|rsalecdsa] SSH #—/ " F—ZHIpR L £,
Example: 774 N T, FRTO SSH %78
switch (config)# no ssh key rsa ﬁ”ﬁ%éﬂi—g—o

2Ty 7 4 | exit Ja—R_) a7 4 F¥al—T g
Example: E-FERTLES,
switch (config)# exit
switch#

A7y 75 | (Optional) show ssh key SSH #h— F—DORELFRLET,
Example:

switch# show ssh key

A7y 7 6 | (Optional) copy running-config FATar 74 F¥al—Tark, AH—
star tup-config Ny a7 ¥alb—vgila
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
SSH #— % F—D Ak (5 ~4—)

SSHtEy>armno)7

Cisco NX-OS 34 226 SSHE Y a v 227 VT TxF 1,

Procedure
Command or Action Purpose
AT 71 |show users a—YeyraEREFRRILET,
Example:

switch# show users

AT 72 |clear linevty-line a—HSSHE v a2 7 V7 LET,

Example:

switch(config)# clear line pts/12

SSH s & U Telnet DEE [
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. Telnet DX E

Telnet M % E

Z Z TIX. Cisco NX-0OS F /31 2T Telnet Z & ET 5 FIEAZFH L E7,

Telnet —/\D A =*—TJ)L1L

Cisco NX-O8 7 /3A A LT Telnet — 3% 4 X—T M TE&E9T, T 74/ FTiE, Telnet i%
F 4 B—=T T,

Procedure
Command or Action Purpose
AT w 71 | configureterminal JTa— )L a7 4 ¥z lb—3a
Example: T FERIBLET,

switch# configure terminal
switch (confiqg) #

AT 72 |featuretelnet Telnet — "% A4 F—7 MZLET, 7
Example: T ANV RTIET =T Mo TV E
switch (config)# feature telnet 7r°

ATy 73 |exit Ta—N)L ary 7 4FXal— gy
Example: EF—FEHKRTLET,
switch (config)# exit
switch#

Z 5w 7 4 | (Optional) show telnet server Telnet — OB EEFRLET,
Example:

switch# show telnet server

Z T w 7 5 | (Optional) copy running-config FATar74FXal—vark, A4—
startup-config NPy a7 Xal—rgila
Example: E—LET

switch# copy running-config
startup-config

JE—F TN R ED Telnet v < 3 VDRI

CiscoNX-OS T34 A SSHE v a VEBIKB LT, VE—F TS AL TE £,
IPv4 £721X IPv6 OWT &AL T Telnet ¥ v 3 VZBAETE £17,

. SSH & & U Telnet D&%
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Telnet v > a>no 07 [

Before you begin

VE—KMTNAADKRA NEIZIP T RL AL RBERGAIFVE—F TS 2D —
HETFFLET,

Cisco NX-0O8S 5 /34 A T Telnet — A& LE 4,
UE— |k 53 A ET Telnet — "ZHM LET,

Procedure
Command or Action Purpose

AT 71 |telnet {ipvd-address | host-name} IPv4 ZEA L CYE— b FRAL 2 LD
[port-number] [vrf vrf-name] Telnetz v+ 3 VA LET, 574
Example: Vb DOR— hEFIX 23 T, AP
switch# telnet 10.10.1.1 £ 1~ 65535 T3, 774/ D VRF

I$7 7 4V k VRF T,
R T 72 |telnet6 {ipv6-address| host-name} IPv6 LTV E—F TNA R LD
[port-number] [vrf vrf-name] Telnet v > o L AR LES, 57+
Example: VR OR— hEFIE 23 T, EOHFFH
switch# telnet6 2001:0DB8::ABCD:1 vrf| (£ 1~ 65535 T4, 77 4/L kD VRF

management X7 7+ ks VRF T,

Related Topics
Telnet —/ DA X —7 L (24 X—2)

Telnet vy a>mny )7

Cisco NX-OS T34 A Telnet By > a v a7 V7 TE £,

Before you begin

Cisco NX-08 /34 Z T Telnet — "% A x—7 Mz LE,

Procedure
Command or Action Purpose
AT 71 |show users a—H vy g MERERRLET,
Example:

switch# show users

R T 72 |clear linevty-line 2—HY Telnet by ara7 V7 LE
Example: B

switch (config)# clear line pts/12

SSH s & U Telnet DEE [
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SSH & & U Telnet DFE |

SSH £ & U Telnet ME%E N FESR

SSH # L U Telnet DR ETE M A F T DITIE, ROWTNNDIEEELITWET,

avy kR

=)

show ssh key [dsa | rsa] [md5]

SSH #— F—%FRLET,

CiscoNX-0S U U — R 7.03)I4(6) 3 L O 7.03)16(1) LAEED Y U —
AT, Zoa<y NiET 7410 FTSHA256 B CT7 o~
H—7V v haeFrLET, SHA256 1, LLRTOT 7 4/ b D
MD5FEAX LV 242 TY, 12720, 74 H—7V v h%&MDS5
A TERTDIMEND D56 O L AHEMEOT=H1Z, md5A4
FraryPEBENESNTHNET,

show running-config security
[all]

a7 4 Xal—yalWOSSHE2—F T hHT L +D
REEZFRLET, al ¥F—UV—KRZEETH L, SSHBLOY
2= THT L NDOF T )L MERFTRENE T,

show ssh server

SSH %V — DO EEF R LET,

show telnet server

Telnet ' — "OEEEFRLET,

show user name username
keypair

RELIa—VFOARF—2FR LET,

show user-account

RESNTc2—F THU L bOFEMERTRLET,

show users

TNA R T LTS 2—RFREINET,

show crypto ca certificates

X.509v3FE E AR — R DSSHFRFEIZFRE SN 7-CAFEIAER LW
Bdd A TR MRS FEERLET,

show crypto ca crl trustpoint

HBELEZFTAMRA L FDOCRLY A NONEEZFRLET,

SSH D&% TE

WOHE, OpenSSH F— 2% LT SSH #5%ET 5 FiEE R L TWET,

Procedure

AFvF1 SSHY —%F 4 v—F M LET,

Example:

. SSH & & U Telnet D&%
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switch# configure terminal
switch(config)# no feature ssh

ATw T2 SSHY— N F—%AKLET,

Example:

switch (config) # ssh key rsa
generating rsa key (1024 bits)......
generated rsa key

AT9F3 SSH Y — %A F—TIZLET,

Example:

switch (config)# feature ssh

ATY T4 SSHY— NN F—%FRLET,

Example:

switch (config)# show ssh key

could not retrieve dsa key information
REE R R R I I R I b b I h E 2E h b h b bk b b i

rsa Keys generated:Tue Mar 14 13:13:47 2017

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQDh4+DZboQJbJtl10nJhgKBYL5101hsFM20ZR19+JgEU
GA4419ej+ESNIRZ1x80hIt6Vx9Et5¢csO7Pw72rjUwR3UPMUAM79k71I/SyLGEP3WUL7sgbLvNE5GgKXph
ogMT075WUdbGWphorA2g0tTObRrFIQBIVQOSSBh3oEaaALgYUQ==

bitcount:1024
fingerprint:
SHA256:V6KAeLAiKRRUPBZM1Yg3r16JW7E07vhLi6CXYxnD/+Y

R R R R R I R R I I I I I b I h E dE E b h b bk b b b i i

R R R R I R I b I b b I E E dE E b E bk b b b i i

AT w75 OpenSSH ERD SSH ABF—Z45E LT,

Example:

switch (config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EARAABIWAAAIEAY190F6QaZl9G+3£1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1INgJP/eLowb7ubO+1VKRXFY/G+1JNIQ
W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLddMOXwONnXHYshXmSiH3UD/vKyziEh5
4Tplx8=

ATV T6 REERFELET,

Example:

switch (config)# copy running-config startup-config

SSH s & U Telnet DEE [
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B ssio s zxo—knFBLT 7 4L 2E—DBEH

SSHONRT— KRR EBEL T 74I)L A E—DHEH

Procedure

ATy T

ATy T2

ATvT3

&IZ, CiscoNX-0OS 7 /34 A)2 5 Secure Copy (SCP) $—/NF721% Secure FTP (SFTP) H— /3
W, NMRAU—=RRLTT7 7 A NVEatt—7 562~ LET,

SSH DA F— LB —2 A L. HBE L= —% D Cisco NX-0S T /34 ZADAKR—L T 4
VI N UIZKEMLET,

Example:

switch# configure terminal

switch (config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

fHELa—VOREF—2RRLET,
Example:

switch(config) # show username admin keypair

B R R

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM])JT+oQhIcvnrMbx2BmDOP8boZELITEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdkIxGNIbEHYFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

B R R o

could not retrieve dsa key information
R R R R R R R R R R

CiscoNX-O8S T34 ZADHR—L T4 L7 UL, fELEZT— 7Ty v a5 4L 7 Y
2, ANF—LtER—2 = AR—FLET,

Example:

switch (config) # username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch (config)# dir

951 Jul 09 11:13:59 2013 key rsa
221 Jul 09 11:14:00 2013 key rsa.pub
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RTYTE ZNDH 2207 7 A VEMO CiscoNX-O8 7 /3 A~z — L7114, copyscp 721 copy sftp
avy REMEH LT, CiscoNX-O8S 73 ADF—L T4 L7 ML v AR—hLET,

Example:

switch (config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch (config)# show username admin keypair
Ak hkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkdhkhkhkhkhkhkhhhhhkhhxkhhkxx

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM)JT+oQhIcvnrMbx2BmDOP8boZELITEJd
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DVYNvgsrU9TBypYDPQkR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNJbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:

8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R R R R I b b b b b b b b b b b b E I b h dh b b b b b b b b b b i

could not retrieve dsa key information
LR RS EEE R SRS EE SRS EEEEEEEEEEEEEEEEE S S

switch (config) #

AT wF5 SCP Y —/3F721L SFTP #— /3T, key rsa.pub (ZHHI S 4TV 5B % — % authorized keys
77 AMTEMLET,

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

T, BEHED SSH 2~ RBLOSCP =2~ REFH LT AR T—REZBELRLS TH,
Cisco NX-O8 T/, ANHHh—NIZT7 7 A Ve a—TxET,

AT v 76 (Optional) DSA F—IZOWVWTZDOFIEAKE KL £,

X.509v3 SEEAE AN — X ) SSH 2SE D% E I
WORFNE, X.509v3 FEEZ 325 SSH F8REDORE LA /R L TOVET,

)

GE)  UE— h TACACS i H A — F I TWEH A, SSH v509v3 ZFBEAR— X DOFREHED H 53
A—hrENTHET,
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configure terminal

username jsmith password 4Tyl8Rnt

username Jjsmith ssh-cert-dn "/O = ABCcompany, OU = ABCI,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

show crypto ca certificates

Trustpoint: tpl

CA certificate 0:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA

serial=01AB02CDO3EF04GHO5IJ06KL0O7MN

notBefore=Jun 29 12:36:26 2016 GMT

notAfter=Jun 29 12:46:23 2021 GMT

SHAl Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver sslclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:userl

this user account has no expiry date

roles:network-operator

ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN
= userl; Algo: x509v3-sign-rsa

show users
NAME LINE TIME IDLE PID COMMENT
userl pts/1 Jul 27 18:43 00:03 18796 (10.10.10.1) session=ssh

Telnet B89 5 E/MNFER

Z 2T, SSH B LU Telnet D FEIEZ B 2 BB HRIC OV T L E 3,

BEEIEE T=aTFILERA I

CiscoNX-OS DZ A > A |CiscoNX-OST7 A &> A HA K
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RFC

RFC 24 bL

RFC T2 T v = LRREE ] O X 509v3RE
6187 |=

=

MIB MB®')>Y

SSH B L 8 Telnet IZBFE T | HR—FENTWVWAMIBEREL LI OFX 7 v — N4+ 5I1213.
% MIB WD URLIZT 7 AL TLZ& 0,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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https://www.rfc-editor.org/rfc/rfc6187
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