L — b HIBRDERE

ZDOFE T, CiscoNX-OS T /34 A TA—=NR=NRA V5D T 7 (v 7 DL — MMlREZHRTET
A FNEIZ DWW THEA L E1,

ZOFEZ, WOBETHERINTWET,

« L— MHIFRIZ2UN T, on page 1

o L— MHIROEEFHE L HIKEHE 2—)
o L— MHIRODT 7 /b FE%JE, on page 3

« L— MR DR E, on page 3

« L'— MilfROE=% U 7, on page 6

o L— MHIFRFEEHEH D 7 U 7, on page 6

o L— MHIROFE DR, on page 6

o L— MHIFROFEER], on page 7

o L— MHIFRIZEI S 2 38N 1E#HL, on page 7

L— FHIBRICDULNT
L— MilfRZATH Z & T, B0 U XA L7 b3y MZE DY CiscoNX-0S 773 2 LD A —
PR S W T o — LITBRI BRI 5 D& AR T X £,
WDOEAT DYV ZA VL7 KXy ML TL— MillRERETEET,
TR VAN BT Ry R
« MHW7 4V —F 47k (BFD) /37 v b
XX v FA—NPBIGNNT T 4 T
« 777V w7 2 AT R (FEX) T 7 4 w7
LAY IUEENT Yk
LAY IIATFIRY AT =Z Ny b

*SPANHH T 74 v 7

L—raiRozEE I



L— rROEE |
B . rsmosssEcsnsm

Cisco Nexus 9200, 9332C. 9364C. 9300-EX. 9300-FX/FXP/FX2/FX3. 9300-GX 77 v b7 % —
AL T, BIO-EX/FX 71 > J1— K& 272 CiscoNexus 9500 77 &~ b 7 —2 AA v
FOEE, CoPPARY H— L—KIxubty MNP TT, o CiscoNexus 9000 > U — R A A v
FOEE, CoPP AR Y— L— NMINTy MNP TT, 727 L, SPANH N TF 7 4 v 7 Tid®
ey MNETT,

L— ~RIRDEEFIE & HIFIFIR

L — MHIBRICEE4 2 R FH L HIRFHITKRO LB Y T,

¢ A= R—=NRAVIDOHFN T T 4 v I BIRVFA LT PENTZ T T 4 v 7% LT
L— hiREHRETCEET, A= X=NAVEHEOMDF A TDNT T 47121, 22 b
o—)L FL—r RY 7 (CoPP) ZFEMALET,

A\

B N—Fov=7 L— MlBRIZ, A—/3—231 %D CPU
EMEIIRANN ST T4 IO RELET, N—FUx
7 L— MiIRIZE > THFESNDS T 7 4 v 7 L— L
X, e — LR ESN., lcx D10 EY 22— D
FhENCEPSNET, BRICTHFAESNDL— |
X, VAT AND IO EY 2— VOEIZ L > THRZ2 D
F 9, CoPP Tid, Modular Quality-of-Service CLI

(MQC) #FIF LT, A—/8— A HFDCPU % X5

WCHIIN<S RET D 2 &N TEET,

e N—KUz2T7 L= I v XEHREL T, SPANIHIER—= DORIENT 7 1 v 7 O
RELERTEET, L—bF U v, T Cisco Nexus 9000, 9300 & 9500 >V —
R ZA v FF L Cisco Nexus 3164Q., 31128PQ. 3232C. B LTN3264Q A A v F THR—
rEnET,

s HJR—bFDOL—1 U » &L, CiscoNexus 9300 33 L TN9500 'V — R A A v FTiE8
AT EICHIFRE N E T, CiscoNexus3164Q, 31128PQ, CiscoNexus3232C 35 & U8 3264Q
2A v F T, IR —hrDL— K U I v X, CiscoNexus 9200 35 L TV 9300-EX + U —
A2 FDATAAZ LITHIRSNET,

» Cisco Nexus 9300 35 L. T89500 2V — X A1 T, CiscoNexus 3164Q, Cisco Nexus31128PQ,
Cisco Nexus 3232C, 35 L U8 Cisco Nexus 3264Q A1 v F %, v — /L & ERSPAN Dl 5%
YPAR—FLET, 2L, L—F U yé? ([T ERSPAN I[COZEH SNET, ZhbHDA
Ay FTL—bF VI v XERDIT HITIE, eracl ACLTCAM U —¥ 3 &R ET D EE
NI ET, FEMIZOWTIL, C1scoNexus9OOO VU —ANX-OS X2 VT A HEHTA K
D TACLTCAM V —Y g A XDikE] 7 v a 2R LTI EEN,

« Cisco Nexus 9200 35 L TOV9300-EX & U — R A A v F, NIK-X9736C-EX, NIK-97160YC-EX,
N9K-X9732C-EX, N9K-X9732C-EXM 7 A > 71— ROE, SPANHI /1L — K U 2w Z X

B L +HROEE


cisco-nexus-9000-nx-os-security-configuration-guide-102x_chapter12.pdf#nameddest=unique_386

| L—raROBE
L— #0740 rEE [

ERSPAN & ©—#4 /L SPAN Ol FIZ#HSINET, TNHDOT XA ATL—h VI v ¥
T A DI R TCAM A —E v ZI3EH D 5 A,

* Cisco Nexus 92160YC-X, 92304QC. 9.272Q. 9232C, 92300YC. 9348GC-FXP, 93108TC-FX
L —X A A v F, Cisco Nexus 3232C ¥ X U Cisco Nexus 3264Q A A ~ T DA, sFlow
& ERSPAN D 7 2 BE L7 T 20,

c B X L— MlIRIZT 7 4L T R—T W TWET, 7 7 4/V FREIX, show
running-config 5 & O show running-config all IZIZF RS EH A, L— MERAA I
RO TNDNE D NEMERT HITIE, showlogging Z i L £3, L— NMEIBRSAT 200
NIRRT DIZODHM T =NV KDY £

nX T L= MlIROBREPEN SHRWEEIT, FTar 7 4 X2 b—a VIHERE
AL, show logging® t /JIZFK RSN E T,

N

(GE)  CiscolOS @ CLIIZEN TWA A, Z ORBERED Cisco NX-0S =~ > RIIEHK D Cisco I0S =2~
VREBRBBENEHDI-DFEENDMLETT,

L— FHIEEDT 74 )L FERRE
WDOFEIZ, L—FHIBRXTA—FZDF 7 )V hREEZRLET,

Table 1: L— FHIR/SS A =2 DT I+ )L FERTE

INTA—3 TI7HIE
TI7EAYARNvX T Xy hoL— MR 100 pps

BFD /37 v h @D L— MR 10000 pps
Bisk 2 b L— hHIER 5037y MEY
FEX 37 > b L— MR 1000 pps
LAY 3INEART > FO L— MR 100 pps
LAXYIINATFHY X T =430y b L— MR 3000737 > 1/

®
SPAN /) L— Rl iR HilfR7e L

L— IR DERTE

A= R=NAY5 b T 7 4 v 7L — MlREZHRETE £,

| L—raiRozEE I



B . rsmoz:

Procedure
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Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (confiqg) #

Ja—nR_) a7 4 F¥al— g
E— FERBLET

ATy T2

hardwarerate-limiter access-list-log
{packets | disable} [module module [port
start end]]

Example:

switch(config)# hardware rate-limiter
access-list-log 200

TIEAVRANBX U TDFDIZA—
R NRAPEV 2 — Ll at’—Enb
Ny RO L— MR ZREE L E T,
#iPHIZ 0 ~ 10,000 T,

ATvT3

hardwarerate-limiter bfd packets
[module module [port start end]]
Example:

switch (config) # hardware rate-limiter
bfd 500

WHEm 7 VU —TF 4> 7t (BFD)
2y PO L— MR ZFE L £,
FiPHIZ 0 ~ 10,000 T,

ATv74

hardwarerate-limiter exception packets
[module module [port start end]]
Example:

switch(config)# hardware rate-limiter
exception 500

arvhe— FL—r R T
(CoPP) RV I —THHEINRNT A
TLEDTXTOEN T T 47D
L— MR &R E LEd, ®PHIX 0 ~
10,000 T3,

ATy Th

hardwarerate-limiter fex packets[module
module [port start end]]
Example:

switch (config) # hardware rate-limiter
fex 500

A= R—=RNAYSEFEX N T 7 4 v 7 D
L— MHIRZRELEJ, #fHIX 0~
10,000 T3,

ATvT6
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hardwarerate-limiter layer-3 glean
packets [module module [port start end]]
Example:

switch(config) # hardware rate-limiter
layer-3 glean 500

LAY 3UNERT Y hDL— MR %
FRELET, #®PHIZ 0~ 10,000 TT,
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Command or Action Purpose
WELV— ME, FFEDL—FY I v ¥
AL THIEICTE £,
Note CoPP AR Y 2 —i%, Zm—n

Ry NBEOE v MITEY
CPU |ZHAIE S LD INEE T
foL—bhEfEILES, L
AYINEN—RT =T L—
MU w &L, sup-redirect

acess-list {Z &> T CPU 2V

AV NSNAHNENT
FoOBAERIBRLEST, Zh

%, X7y R VTEP
2 HEAE S D VXLAN BREE
72 EOR BRI — AT S

ﬂij—o
RFw 77 |hardwareratelimiter layer-3 multicast | f45/ 32> U — (SPT) O &NEHLE
local-groups packets[modulemodule[port | |- < W &=L A ¥ 3 v LFF ¥
start end]] b=k oy RO L— MlIRE R E
Example: LEd, 0~10,000 TY,
switch(config) # hardware rate-limiter
layer-3 multicast local-groups 300
ZAFw S8 |hardwareratelimiter span-egressrate |Hi/j ~5 7 4 v 7 @ SPAN & L— ki
[module module] BRA&F%E L £, #EPAIE 0 — 100000000
Example: T
switch(config)# hardware rate-limiter| Note sFlow & SPAN Hjj] L— k U
span-egress 123 - i,
Ly X DM EEE LIRWNT
<TEEWY,
X w79 |(Optional) show hardwarerate-limiter [ | L — NEIfROREEZFE R LET, E
access-list-log | bfd |exception | fex | U o — L OFFAIZ1 — 30 T,
layer-3 glean | layer-3 multicast
local-groups| |[module module]
Example:
switch# show hardware rate-limiter
AT 710 |(Optional) copy running-config FATREER, AX— b T v TR EIC=

startup-config

Example:

switch# copy running-config
startup-config

E—LEd,
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L—rHIRDE=21) 2T
L— hMillREE=4 1V 7 TEET,

Procedure

Command or Action Purpose

R 7w 71| show hardwarerate-limiter [access-list-log | L — kil [RixEHER &2 £KR L E9,
| bfd | exception | fex | layer-3 glean |
layer-3 multicast local-groups| span-egress
| module module]

Example:

switch# show hardware rate-limiter
access-list-log

L— hHIRIEETR®RD Y )7
L— MHBRFFHE®REZ 7 U 7 TEET,

Procedure

Command or Action Purpose

Z 7w 71 |clear hardwarerate-limiter {all | L— MHIRRGEEHE A 2 U T LET,
access-list-log | bfd | exception | fex |
layer-3 glean | layer-3 multicast
local-groups| span-egress[module module]
}

Example:

switch# clear hardware rate-limiter
access-list-log

L— ~HIRDERTE DHERE

L— MRIROBREFHHREZFTT D123, ROEEZITVET,

M

avw Uk B

show hardwarerate-limiter [access-list-log | bfd | exception | fex | L — RHIFRDHREA T L E
| layer-3 glean | layer-3 multicast local-groups| span-egress | +.
module module]
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I, TZEA VAR BFXF T DEDICA—NR=NAHF EV a2 —Llat—3hd Ty b
D L— MRZEET 202 L ET,

switch (config)# hardware rate-limiter access-list-log
switch(config)# show hardware rate-limiter access-list-log
Units for Config: kilo bits per second

Allowed, Dropped & Total: aggregated since last clear counters

Module: 4
R-L Class Config Allowed Dropped Total
B it - tmm - o Fom -
+
access-list-log 100 0 0 0

Port group with configuration same as default configuration

Eth4/1-36
Module: 22
R-L Class Config Allowed Dropped Total
B it - tmm - o Fom -
+
access-list-log 100 0 0 0

Port group with configuration same as default configuration
Eth22/1-0

W, SPANH I —F U 2 v ZMR sFlow LA T 202 RLET,

switch (config)# hardware rate-limiter span-egress 123

Warning: This span-egress rate-limiter might affect functionality of sFlow
switch (config)# show hardware rate-limiter span-egress

Units for Config: kilo bits per second

Allowed, Dropped & Total: aggregated since Module: 1

R-L Class Config Allowed Dropped Total

o fomm - o Fom e o +
L3 glean 100 0 0 0
L3 mcast loc-grp 3000 0 0 0
access-list-log 100 0 0 0
bfd 10000 0 0 0
exception 50 0 0 0
fex 3000 0 0 0
span 50 0 0 0
dpss 6400 0 0 0
span-egress 123 0 0 0

<<configured
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