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WEGATHWET, T2, T T AT A OABF—Oat—bGATHET, FEAEICELT
% CA X, ZEENROIEET L2E =BEWETHY . 74T T 47 4 DIESMEZ RE
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B CTELCADY A NEFEHLTESMT AAAEZHEL T, X2V T4 787 haLoxr
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WCAFTAH7 et R%E, CAFRREEMEOET,

BHETXD CAICOWTHRESNTIHEHRAE F T A MRA L FEFER, CABEKS F T2 FRA
VR CA EMNET, ZOFHRIL. CAGEAZE (TAL CA OLEAITFEAET = — ) LifHE
BOUHMERIE R TR I TV ET,

CiscoNX-0S T/34 AL, T AMRA L MIBEL T, TAT T 4T 4EAEEZAF L,
F— T EEMITDEILENTEET, ZTOMTANRA U FET AT T 4T 4 CAEFER
F7,
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FN—ATEFET, AL A N—LTAECATF = — U PEEH 5L, ZOFETHEE T, i
IZiE, BHEOPFICA L L— FCAZETeCANY RV EZ T v — B4 AHEENLETT,

FSRERAY A VR—KCU

crypto CA trustpoint 2~ > Ri%, CAGEE, CRL, 7A 77 4 7 4 iEHE, BIOF—X7
EARME TN RLET, ThODEZ LT 4T AT DT XTOT 7 AV

1X. NX-OScertstoreT 4 L' b U (/isan/etc/ certstore) IZERIES AL, BT A RRA LV R T~L
TE I ESET,
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CAFEHIEICT 7 £ A2 5IC1%, SSLT 7V r—3 3 IEHEDONX-OSFEA#E A b7 &R A > b
L. SSLHHHEHIZCANR A & LTHRET 27217 T, CABA VA b= LI TS FT7 A b
WA BTNV EBHEST DMETH D T A

IGAT Y NST AT T 4 T AGRABCAL v T BUERSBHBEIE, T A FFEA >k
SN ENAL VT4 LT HA v R LTHT ALER D Y £,

importpkes 2~ KiZ, FT7 A MKRA L TV D FIZCAGEHEZ A VA M—T5 X 912k
RSN TWET, CARNV FVEA VA=A THLIICEHITHRTEE T, import=2~ 2 N
EENZET Z 4, pkesTIERDCANY RV T 7 A Vi d 5 72 01Tl H S D pkes7TA 7' =
CNBINENE Lz, IBESNIEMIERIZ. CARXV RALZERL, £CAF=— 2 MAD T
NN TA LA N=ANTHZETT, 79LE, AAM FTARRA U N TFIA T v 7 A
ZENTHZ LIk TR ENET,

BEAFD N7 A RARA > FREIR, WETHEMA SN ET, B LWBRECLIZ RIET 24 TH Y
F¥h, VAT NT TV =2 a Db OEFEFTLEDH D XA,

—FEA A= T D E N RAADTRTDCATF = — 2 OFERAA T 4 71350 £
Hh, DI, CANY FAVOEEEIZITHIBRICIE, BMor Yy 7 BNLEIZR D580 6
D F4, FRECLL, cabundle<bundlename>CA/X> RUIZ R T A RRA V FEARAL L RT5720
IR Tx ET, ZhiE, N RALOHIBRSAER, EHT —2 0B SlclHcEx £9,

PKCS7 ;X TD CAZEBAE/ N\ FILD A VR—

BELOMSL LT2FEET = — o TR S LD CAGEEAN Y RO A AR — FatR— 15
7291, 'pkes7 DA T 3 U3 erypto import 2w RIZEA I LE L7,

Fg
AU RFERET7TIV3 Y B
R T 71| copy scheme:// server/[url /]filename PKCSHT XD 7 7 A V%V E— | P —
bootflash:filename SN A —LET,
- scheme 542 LTI, tftp:. ftp:.
;Wi?;# copy Fng’ajmi“id-W sepi. E7-0E sftp: A AN TEET,
(oo} asn:aaminia.p ggrverélﬁu;}:\ U:E‘—]\“j_‘_‘/\\@‘? F‘l/
AETATARITH Y | url 5IEITY £ —
F Y —NIZHDBY—R T 7 A IL~DIN
AT,
server, url, ¥ XU filename D 45515k
L, ROCFINCFEXBILCTASLE
j‘o
R 72 |configureterminal sa—N\)aryz 4 Fal—a v
- E— FERBLET
i) :
switch# configure terminal
switch (config) #
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ATvT3

crypto caimport <baselabel> pksc7
<urio>

a2 RIZII2oDAN51803H 0 £
T, Ca XU RAVT 7 A NTHDLY—A
77 AT, <uri0>, ASH T 7 A
pkes7 B THLME R H Y £, Zh
/Zcabundle 7 7 A L THDHZ EEZRL
£7,

B DOFEHETF = — 2% cabundle 7> 5
HHESNET, Zoa~r RiE, CAGF
HET = — U DR SN O N7 A
MRA > R &AL 7, <baseabel>
SIEIE. T A RKRA U MADR—2 %
BT DAL ERY £9, oF0., 4
RENDTRTDO RT A RRA 2 D4
AiY, ==Y oOANE LTHRES N
R=2 TN NERESNET,

ATvT4

exit
I

switch (config)# exit
switch#

%&Z‘IE:E*‘ F\%%T Li’g‘*o

ATv 75

(f£&) show crypto ca certificates

1

switch# show crypto ca certificates

CAFEAEEZF TR LET,

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch# copy running-config
startup-config

EITHRTE, AX— T v 7TREICD
[:0_ Lij—o

CISCO-AV-PAIR /3— < L H'IB1E

Cisco NX-OS T, CISCO-AV-PAIRDEFIDJEMEE LT lshell : roles] 2MHETT, BIENTE
DEFECH 251, BESNEE A, NX-0SIZ, BIEOEFICERL < 2 OB RIAFAT
TR AR D BERH Y £,

7o & 21 snmpv3 PR, RO K D ITEWAE LWANTEERZR < SR CIRIE LT 2 LA

%Djﬁj—o

cisco-av-pair=shell:roles="network-admin" snmpv3:auth="SHA” priv="AES-128"

snmpv3fENT CIHMENEEICT = v 7 S7e\0 iz, XXXSHAZ: EOEIZSHA L L CTES N E
9, RADIUS. TACACS. BXULDAP” = b =/LCik, B lshell : role] 239 7HR— k& T
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lcrypto ca import] CLI @ DME 1t .

WET, 72720, lsnmpv3) BYEIZLDAPTIFEA TE EH A, BESINTEHIXTACACSE
JTURADIUS = — RIZHAIAFENE T,

GE)

LDAPIL lsnmpv3| BMEZ VR —F LTz, ZOEBETHERIILNELH Y FHA,

BIfE, 2% H Osnmpv3fEMElL, 7o b a/WIERETICFFTENET, 2F 0. WHOEMED
JEEEIZ Tsnmpv3 @ | 2T 20 ETH D THA,
After ShellgPEiZk D &80 CTH,

cisco-av-pair=shell:roles="network-admin" shell:priv-1v1l=15 snmpv3:auth="SHA"”
priv="AES-128"

[Before Shell Attributes]iZik D & 1V T,

cisco-av-pair= snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin"
shell:priv-1vl=15

['crypto ca import] CLI @ DME 1t

N

WD 250 CLI L DME ¥R — F 21t U E 4,

crypto ca import <trustpoint-label> pkcsl2 bootflash:<file> <passphrase>

copy tftp://<ip>/<file-path>/<file-name> bootflash:<file-name> vrf management use-kstack

CLI

crypto ca
import <trustpoint-label> pkcsl2 bootflash:<file> <passphrase>

F—2 B LT H-0IZ, T A RKA LB trustpoint-label (pkesiz 7 7 A LB E
passphrase BER) OY—A Ty ANEA L HR—NLET,

BOINZ, VAT 7 A NVEHRpDGHINL T — 7 T v allat—950ERHD T, K
DOCLIZFEH L ET,

copy tftp://10.10.1.1/test.txt bootflash:test.txt vrf management use-kstack

G¥)

DME# 7 — ik, Tleryptocaimport] & [copytftp] O OCLITKLE T, copy-titp=2~
ROFEJE THAR— N SNDIEIE. bootflash:// DI TT,

DME 1t D #IPREIE

lcrypto caimport] 35 XY Teopytftp) 77 v a > 2~ RO DMEALIZIZ, ROFIRERH Y F
j—o
1. Pkesl2 7 7 A WIERDHPY AR — FZE T, Pkes7 7 7 A MERITIX, BHD M7 A b
A RBBEE T SN TWET, ZORR, pkes? 7 7 A VERTLIED Y U — A TH
R—=hENDTETT,
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2. Tftp = E"—[& bootflash: NAIZx L TOHFERTH LD, 2—PIAAL v Filcu s A
PN T 7 A NEA VR — N TEET,

3. AVFR—FBLIORTFTP ¥ AV EH ATV 227 RO NX-API RA b A 10— NFAERTX
FHA,

4. TFTP OBHO 2 — Z A7 TWAT L TR — bEIRETA, Ny 7TV RET7 741D
2 B SRR A 0 0 £

RRADF— RT7ETFATUT 14T a5EAE

TATF T 4T 4 HAEEZAFTHITIE. 1 DFE-IFTEED RSA F— 2T ZERK L. % RSA
F— T L CiscoNX-OS T /NA ANREEL LD E LTS R T A RARA > b CA ZBES T &
7, CiscoNX-OS T/NA R, CAZEICTAT YT AT A% 1 DTN ELE LET, ZUT
CAZEIZ1IODFXF—XT L 1 ODOT AT T 47T A iEHETHREINTHET,

CiscoNX-0S V7 h 7 =7 Tld, R ELENARERFT— DY A X (F721FFP 2T X) TRSA
X— T EERTEET, T 74V FOF—DH A (X512 TF, F7-. RSAF— X7 DT
NLUBBETEET, T740 FOF— FULE, T ZADO5ERERM KA A 4 (FQDN)
"C\‘j‘o

FRTARRA L, RRAF— X7, BEORTAT U T 4T 4 EPEEBOBRRZELNLI- D%
WIZTR LET,

e NT A RMKRA b EIE, CiscoNX-OS T34 AR, HHB7 7V r— g (SSH 74
L) O TIEHERICEET2HED CA T,

* CiscoNX-OS T3 A TlE, T A LIZEZLS DT A MRA U FEELZENTE, T
NAZREDOTRTOT S r—a 03 fFBEDO R T A RRA L FCAIZL>TRITEN
TETIEAEAEE X 7,

NZ A RNRAL Y MIFFEDT 7V r—va VHIZBEESNEE A,

CiscoNX-OS 7 /31 AiF, FTARKA L MIHHLETDCAICEEL T, TAT T AT 4
AEAEEZAFLET, T, RTEHEDO R TR FRA » MOBRETEET, ZhiE £ b
FTANKA Y NIRRT AT T AT AGEAEEZAFTELIEEERLET, 74
FUT 4T 4 FAFAEIL, BITT DL CAIC K> TIEHEBICIEES N TWAS AMICIS L TT 7
Vor—va rfEHLET, iEAEO B, EAEOIER#RE & L GEFEICRFE SN
3

T A RNRA 2 MIBET D E X121, FEHZST 5 RSA X— XT 2HBETHILERD
DET, ZTOF—XTIL, BEEREZERT HE0M/EREINTHNT, P A RMRA Y M
BB N TVWARERHDET, RTARRA L, =T BLOTATFT T4
TAREREEOMOT Y v —a v (BEMT) X, GEE, X7, £ RT A
NARA > FHIBRSIVTHRMINZ 2L 72 D5 E THZHTT,

cTAT T 4T 4FEHEDY T T =7 ML, Cisco NX-0S 7 /351 ZADERAER KA A
4T,
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e FA A FIZIZ 1 DFE-ITEED RSA F— T 2{ERTX . FNENE 1 DF 213K

DKITARNKRAY MIBEEMTLZENTEET, LL, 1 OO FTF A MRA U MZHE
AT ONDEF— XTI 72T, ZHE 1O CALBIZL ODT AT T 4T A FF
HELMATTE2WI EE2EWRLET,

* Cisco NX-OS T/XA ABEEDOT AT 7 4T «EAEEZ (FNENHIO CAND) AT
TAEESE. TV —2arRNETe0EX=2 T 0 7a haoOR AT A5
E3 TV a VEAEDLDICRY F1,

1 ODT Y —a I DFEFRIIEBEDO NI A MRA Y NEEETALEITZHY FH
Ao FEBAZEOBWINT 7V r—ya OB EFHTZ LTIV, EoT7 7Y r—va it
HHPDHRTARIRA L N TEITENTZH DD HFEAEBEZEHA T,

e BHDHRTARRA L IDSEBOTAT T AT AEAEEAFTLIZY, 5 T A MK
AV MZEBEOX— X7 ZEE# T2 0EEIH Y FHA, D CAETHLITAT T4
T4 (734D Z1EZTREH L, R CART CEROEAEEZRITT 522 813H0 £
Hho D5 CANCHEBOT AT T 4T 4 iEAEEAFTHULERHY | £722D CA
A U4 HT CHEEOEHEDOREITETF T L TWAEAIEL. FL CAHDRID b7 A MRA
v hNEERLT, BOX— X7 ZEEMT, GEAEZTOMLERHD £T,

BEBDEFETELCADYR—F

Cisco NX-OS 7 /34 A(X, D N T A MKRA » bEREL T, TRENERD CA (ZREEf]
228180, BEOCAZEHETELIL TRV ET, BEHTEZICAVEEDHD L,
TICREAEEZRIT LI ED CAWLT A A BT 20E N2 720 3, bz, 7
PMEHETHEBDOEETED CAET NA AIHRETEET, 75 &, CiscoNX-0S T /31 A
THESNTWLEETEL CAZMHLT, E700%E LEEHET, BT T3 20D
ID TEZESNTWVSE CANLRITENT-bDTIERVWLDERIFTEX D LI IR0 3,

PKI D& EZDHHR— b

BEkLid, SSHREDOT IV r—2a AT AT A ZAAOT AT 7 47 4 iEBEE A
FT 57w ATY, L, GEAEZERTEZT A AL, BREROMTELET,

Cisco NX-OS 7 /34 ZTlE, PKI &7 0t 2% E(7T A8, WO FRIEEHY £,
« 734 AT RSA OREF— L AT —DT ZEpk L 7,
« WD CREHEE R 2B L, CAIZIED 9,

Note BHE:k/3CA TZEESNT-EL X, CAYV—NTIZCAT RI =R F L — & NBERER & F8) Tk
DL TR LRWEERH Y 7,

« FATSINTREAEZ CA MDY £9°, 2L CA DREXF—CTELINTWVET,
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* TNA ZADAFEMEDO A P L=V (T — b7 T via) IGREAEZHSIAARET,

AY T RR=RMIKLDFHTOERK

CiscoNX-0S V7 b7 =7 Tlx, FEITOI v b7 v R8—R MZ X DIEHEORS & Bk
YR—FLTWET, Iy b7 FR—X MZLBEGEE L, FEHEEREZ D Y b7 R~
ARLT, T AL CABICRIEERITH) Z L 2ERLET,

FENCLDBEE T O EATH Yy b7V RR—=Z R AT 212015, ROFNEE FEITT D HMENR
HFEI,

FEBAERGRER 2 ERL L £ 4, 24U Cisco NX-0S 5734 A T base6d T a— REh
727F%F A M E L TEREINLET,

T a— NENTZFAEERO TR A MEE A —/LEIE Web 7+ —LICHy T K
N—Z hL, CAITEY £,

FATSNT-GEHE (base6d T a— RENZTF A MEX) ZCANDLE A —VERIX
Web 77 UYL AF T a— RTZITERY £97,

CTEIE O >R — MEREE BN LT, J647 SNIREN S 73 RUSH v b7 Rtz
FLET

BHDORSAX— RTETATUT 4T 4 CADYHR—F

BEDOTAT T 4T 4 CAEERT DL, THAALAREED T A MRA Y MIBEFETED
Eolzhn, 2R, MaxDCANSEROT AT T 47 4 AFAENRITEINET, 20
BEBEIZ Ko T, CiscoNX-OS 731 AIEEOET #FFOSSHB LT 7 r—ra iz, Z
NEDETITHIET D CANLRITESNAFAELHHA L TEBIMTE L L9122 4,

FTEED RSA F— XT OEEFEHTH L, BEELTWVADHE CA ZLDRIAXDF— T %
TNARATRETLH LI ET, UL, MO CA THEESNTNDLIF—DE & &0 Eff:
EHAETHI LR, HECADORY U—FIRIHEAIEH ZENTEET, T30 ATITEK
D RSA F— T ZER LT, HF—XT &R LD FT A MKRA > MCBEEMTDHZ ENTE
F9, LB oT, MR MRA Y MIBEET S & &12iE, BE#EMT iz — 7 i E
FUROVERRICHER L E T,

E 7 SEEAE DIRELE

PKI Ti%. CiscoNX-OST /XA A TO YT FEHEORKGEEREZ VAR — 1 LTWEJ, CiscoNX-0S
T, SSHAREDT FV r—3 9 D-bDvF 2 )T 4 OB T b5z 1T - 72 3F
HBEBFELET, 77V r—a VIIETREHEOIEY A MRFEL £7, CiscoNX-0S V7 b
U7 TliE, ETREHEORGEDOBRIZIROFIEE EIT L ET,

c ETREAENR T — AV OEEHTE D CAOWTIDLNLRITINTND Z & AR L E
j—O
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« T EEBHENBERLICBWW A TH S Z & WIRYIN TRV ZE 2R LET,
s BTEFHEN., BITLIZCAICE o THRVIEENTWARWZ L 2R LET,

B #EZRIZ OV TIE, CiscoNX-0S V7 b7 = 7 TIZEEEL% Y 2 b (CRL) ¥ R—FL
TWET, FTAMRA Y FPCATIZZOFEEZMALT, E7EHERRYEIN TN
L EMHETEET,

EIBAE DHUHIESR

CiscoNX-0OS V7 b7 =7 Tid, CAGEFHEORIEDO AT —H A2 cxFE S, 77V r—
va I, BE LTEIERICHE - THUEMER A = X L& T& %9, CRL, NDcPP:OCSP
for Syslog, 72 L., £ N 6D XOMAFTDOELIEETEET,

CRL D HR—

CA CTILREERZNY A M (CRL) Z#EH L C, ARHIRANCEY HE I -FEHFEIZ DV To
BWAERI L E T, CATIZCRLEZYARY FU TAB LT, BITLAETRTORHEDOHICH
vrua— NHOARK URLEREZLE L CWET, ETEHEEZRGET 527 747 2 MI, %
ITLTE CADOEF DO CRLEZAFLT, ZNEHEMAL GEHESIRDE I T W0nnE S

MEMERTEET, 7747 ME, BHOBEH TELCAOTANTELITHMOCRLE 17—
HMZF v v o LT, £O CRL YR/ F CHEIZS U THATAZ ENTEE

7

CiscoNX-0S Y7 F 7 =7 Tl, &lcF o — KL FTF A RRA Y MMZHOWTO CRL &
FETHRELT, ThET AL ADT— 7T v a (certstore) I[ZF ¥ v 2T BHIENT
9, ETAEHEORIEOEE, CiscoNX-0S Y 7 b7 = 7%, CRLAT TIZr—/LIZF ¥ v
TaZNTWT, BUHMERTIO CRL ZfHT 5 X IREINTWDLGEEITIET, BITLE
CAMPBLDOCRLEF =7 LET, ENLSNDEE . CiscoNX-0S V7 b7 =7 Tid CRL

F v 7 EFATET, MOBUHMEGE IR HE SN T L HEEERE, GEHETIRVHINT
W E R LET,

NDcPP : syslog @ OCSP

Online Certificate Status Protocol (OCSP) 1%, E7 N Z OEMERZEAE L. FNA2BHE L CEF
ERZN AT — & R % R ﬁ‘éﬁ%ﬁ:&;éiﬂ/\ . pﬁﬁﬁi%fﬁ%??‘:t v I T HHETT, 20O
HARTIE, 777U R& LTOCSPL AR FITEET 5 U7 ORE. 7 I3REAELRDIE R
WG T DREHEEEEHE DO NT F—~v AU JZO“C\ FERAERY AT — 2 ZARHIR S E T,
U E— b syslog "—/323 OCSP L AR % URL Z it EA LG L, 7747 M
P — GEHEEZSMBOCSP L AR X (CA) = NCEELET, CAYV— T Z ORI EL
FREE L, ARh7RREEN RS LT ENZ R LE T, Z0%HE. 72747 v M3k L
FEEY A MR — B VIR T A LEITH Y £H A,
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B avzennsos— 7o ok—rEToRK— 1

AEAE EXMIET 26X — XTDA UR—rETHY XR—F

CARFEL BIREOT HE AD Bl LT, FLCAENAE (23R EF 2 —2) LTAF

2]

VT 4T 4 FFHELZIERED PEM  (base64) B TA AR— FTEE9,

NZARNKA Y NTOTAT T 47 A HEREEE, AT — R THRH#EIND PKCSHI2 51
A TT7 7 AN AR—bTEET, ZOT77A4ME, B TRILT AL A (VAT LT
T aDBIRE) R LT A AW A v R— T 52N TEET, PKCSHIZ 7 7 A
NANDOIEHRIZ, RSAX— X7 TAT T 4T 4:EAE, BLOCAGERE (13T =—
V) TR SN TVET,

PKI D EFEFHIE L HIFIEIR
PKI (2RI 2 IEEFH L i EHITR DO L Y T,
* Cisco NX-O8 7 /31 AUTRIE TE 5 F— X7 O KL 16 TT,
* CiscoNX-OS 7/ ATHSFTED M7 A M RA » b ORCREIT 16 T,
* Cisco NX-OS 7 /3A AZRETE DT AT VT 47 4 st EO R KEIL 16 T,
« CA FEHET = — U NOREWE O g REUE 10 T,
«HD CAITK L TRHIAETED T A MARA & FOFAREIT 10 TT,
cREDOR— Ny 7 TIEPKI OFRET YR — ML THEHA,

* Cisco NX-0OS U U —2% 9.3 (5) LAFEClE, Cisco NX-OS 7 k¥ = 7 % NDcPP: OCSP for
Syslog # ¥R — L TWET,

\}

(G¥)  CiscolOS @ CLIIZEN TW DA, Z OFEEED Cisco NX-0S 2~ > RIIHER D Cisco10S =1+
VREBRLDENDDIZDEBENMLETT,

PKIOT 74 FERTE

WDFEIZ, PKINXTA—=XDFT 75/ FiRTEZ R LET,

Table 1: PKI /X5 » — B DT 7+ JL ME

INTA—4H T4+
I NP N mL
RSA %— X7 L
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NS A—4H TIAILE

RSA ¥ — X7 DT ~L TNA AD
FQDN

RSA ¥— XTFTDEV 2—/L 512

RSA ¥— X7 DTV AR—~Du[ | A4 FZ—TF )L

o

HuyEaess =\ CRL

ERch L =0 =
CADKRTEELETUFILEIEHE

Z ZTlt. CiscoNX-0S T34 2 FTCA &5 VX VEFAENFE A ICEE L CEMET 5 L9 1C

T A0,

P

EITMMBEREZIZOWTCHRIA L £,

RARRBEIP AL VEZDEETE

FTNRA ADKRAMGETNLIP RA A A ZFEHRTE L TWRWEAE,

WET DLERD Y

£9, ZAUL. CiscoNX-OS Y7 b =7 Tld, 74T T4 T 4EHFOY 7V =7 FE& L
ToeaEhfi KA A 4 (FQDN) Z#HI 5720 T3, F7/-. CiscoNX-0S V7 b7 =7 Tid,

F—DIERRDBRIZ 7 VRN RE STV eWE | T34 AD FQDN %7 7 4/ hDF— T
NELTHEHALET, 72& 2%, DeviceA.example.com & 9 A RTOFEHEIL, DeviceA &9
TS, ADIRA "4 & example.com & VYD T XA ZAD P RAA UAITEEDNTVET,

A

Caution

AEAEZER LT2BICHE A M ETIXIP AL VA ZEETH L

REFRE DI/ 0 £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—n) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

hostname hostname

Example:

switch (config)# hostname DeviceA

TNA ADFAMLEHRELET,

ATvT3

ip domain-name name [use-vr f vrf-name]

Example:

THA ADIP RAA 2 ZBELET,
VRF Z3MEES TV RNE, 2=

PKI DERFE II
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Command or Action

Purpose

DeviceA (config)# ip domain-name
example.com

< RTIEF 7410 D VRE #fEH L
S

ATvT4

exit
Example:

switch (config)# exit
switch#

a7 4 Fal— gy ET— REKT
Li‘j—o

ATy Th

(Optional) show hosts

Example:

switch# show hosts

IP RAAS G ERRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EITHRTEE, AX— T v TREICD
[:0_ Lij—o

RSA X+ — R7DHERL

RSAF—XRTL, 77V r—rarvmtotvda )70 7 ha VoI, X274
R a—RKOEL, Befb, BEOEBADOEDIER L ET, T35 ZAD =D DHEAEZ L
RSA F— X7 ZAE T 20BN H VD 7,

Cisco NX-OS U U —2% 9.3(3) LAKE CTl. CiscoNX-OS 7 /31 A% h T Ak 7”4 > b CA ([ZBHE
T 2R, BZRIIZRSA ¥ — X7 2B T 504 ENH Y £9, CiscoNX-0S U U — % 9.3(3)

(S RRAY 1] NN

VU BEITIE, BEATERWEE,

Procedure

RSAF— XTI EEREINFET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&EREELET

ATvT2

II PKI DERTE

cryptokey generatersa[label label-string]
[exportable] [modulus size]
Example:

switch (config)# crypto key generate
rsa exportable

RSA F— T 2K LET, T34 A
IR ETX A — T ORAEIT16 T
RS

T OVICFHNTIE, RCF &N CFHE X
BIL T, K 64 LFO R FCHEAETE
FELET, T 74/ DT YL LFEY]
I, BEUF RF () TRYI-7EFA
~4 & FQDN T,
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FSR KA RCADTYYTI—vasokm [

Command or Action

Purpose

Hh7eE Y 27 AOMEIL 512, 768,
1024, 1536, 3B L2048 T4, T 7 %
JIVERDEY 2T ZADOY A X512 T,

WER X —DFE T 2T AEPR
ET HERIZIX, Cisco NX-0S
TN AL CA CBEkEFm L
TWBXRIE) O'Xx=UT 4
RNY o —%ZETH0ERD
nDET,

Note

T 7 AN P T, F=_TEm 7 AR —
FTEEHEA, =7 AR — hAREZRF—
T 72, PKCSHI2 JE T 7 AR —
FTEET,

F— RT7TDOTY AR—~Dw]
HIFEFETEETA,

Caution

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4FXal— gy B— REKT
Li‘a_o

ATv74

(Optional) show crypto key mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

R Lo —2Fom L ¥,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

KGREL, A 1T v TR
B — Liﬁ—o

FSARRAEFCADT IO I—2 3 DER

CiscoNX-O8S T /3 AL F T A b AR"A 2 b CA ZBEMMFTALERH YD 5,

Before you begin

RSA ¥ — X7 Bk L £,

PKI DERFE II



B stk rcanrvez—vavokm

Procedure

PKIDEE |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

crypto catrustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

TNA ADMEFHTH R T A RAA B
CAZEZL., hTARKRALS L v
T 4F¥al—varyE—RFRZHEBLE
ﬁ—o

Note TNRA RIHETEDL T A
FARA VN OFRKREIT 16 T

B

ATvT3

cabundle baselabel

Example:

switch (config-trustpoint)# cabundle
test

FFEDN—ZAF YLD FIZ N T A RRA
Y REIA—TLET, 2, BHES
NIe_R—=2F YL ZFFDOCAN Y RLn
5RT7ARRA Y IBERSNDZ &
RLUET,

ATvT4

enrollment terminal

Example:

switch (config-trustpoint)# enrollment
terminal

FETOH Y FT v RR—Z M X BEE
BHEORGE A F—T7 /W LET, T
T AN N TIEFEA RF—T 7> TN E
KR

Note CiscoNX-OS V7 b7 =7 T

. FETOH Yy b7
=2 bR L HREAED
BT 2R —FLT0E
‘j‘o

ATy Th

rsakeypair label

Example:

switch (config-trustpoint)# rsakeypair
SwitchA

RSA ¥— X7 DTV EEELT, =
D bT A RNRA b Z B IZEER T
‘ij‘o

Note CA T LIT1 oD RSA F—

TR ERETE 2T

ATvT6

exit
Example:

switch (config-trustpoint)# exit
switch (config) #

AR RA L a7 4 F¥al—Tg
VE—REETLET,

II PKI DERTE
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CA 0) At nIE

canzi i
Command or Action Purpose
25 77| (Optional) show crypto catrustpoints | k5 2 kA o koA ok LET,
Example:
switch (config)# show crypto ca
trustpoints
R T 7 8 | (Optional) copy running-config FITRER, AF— T v TREICA
startup-config v—L ¥,
Example:
switch (config)# copy running-config
startup-config

Related Topics
RSA F— X7 D4 (12 2—)

CA 7% Cisco NX-0S T34 A L CRIEESND &, CAZEHTHI T u AORENTET L
F9, £9. PEMERXD CA O H EALFEHEEZ AT L, CiscoNX-OS 7 /341 2% CA IZxt L
THGET A XENH Y £, ZOFEHEIZIE. CADARF—RNEENTWET, ZOCAD
FEEIIA CESA (CAVRBEEOGEHAEICEA LI D) ThoHH, CA DARF—IX, CA
T RI=ZARL—H|THE L, CAFEHED Y 4 o H—7Y » b &L CFECRIHET 544
ERH 7,

Note

FARET D CA DML CA D FALCA TH D56, ek 5 CAITHCESA CATIEH Y FHA,
ZDENLD CAMEIHIZHIDO CAD T THHHELH D T, RKWICITE L ES CAIILE
%Li#o:@&47@CA£%£%\MﬁﬁéCA@CAﬁﬁi%:—/t@Uiﬁo_@

A, CAFRREORRIZ, FEAET =— 2 HNDOTXTOD CA D CAFEHEDER72 U X & A
ﬁﬁ‘é%%ﬁ)&; DE£9, CAFAEF = —  WNOFFHEO R IL 10 T,

Before you begin
CALoT7YVvxz—a vz ERLET,
CAGEHEFEEIZ CAGEAETF =— ZAFLET,

Procedure
Command or Action Purpose
R w 71 |configureterminal Jua—N\)aryZ 4 Xal— g
Example: T—F&BBLES
switch# configure terminal
switch (config) #

PKI DERFE II
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Command or Action

Purpose

ATvT2

crypto ca authenticate name pemfile uriO

Example:

switch (config) # crypto ca authenticate
admin-ca

input (cut & paste) CA certificate
(chain) in PEM format;

end the input with a line containing
only END OF INPUT :

END OF INPUT
Fingerprint (s): MD5
Finopnorint=65:84: 9A:27:06:71:03:33: C: 12:23: R:38: 6k 78:1
Do you accept this certificate?
[yes/nol: yes

1) Note

CADFEMEZE D » T v R—=2 b
LHEHTm T IRFERENET, CA
EPES L EXIERLEARTER L4
AIZfEH L ET,

F72, CAF=—%REEL. HBESH
72T A RRA v MOHEESERE L ET,

HDHCAIZK L CHFETED T A bR
A4 > b OERKREIE 10 TT,

AL CA DFBFEDHA . Cisco
NX-0S V7 v =7 Tix, H
&4 CAIZEIET S CAGE
HEOSERRT = — PN
W72 £, ZAUTFEHED
FERC PKCSHI2 TG TH =
AR— M CA T =— 2N
BN B2 TT,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 FXal—vary ET—REKT
Li—a—o

ATvT4

(Optional) show crypto ca trustpoints

Example:

switch# show crypto ca trustpoints

FT7 A RRA L FCADEREFRLE
j‘o

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

L
I:o*‘ [/jz—g_o

Related Topics
FZARMRALY RCADT Y vo—va Ok (13 2—)

. PKI DERTE
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SLEAERUHEER

EDERTE

amsmsrRrzone

7747 SSHZ—V72E) LDObx2U T 0 2ZHDOERIZ, CiscoNX-0S T/3A A%, 7
TAT Y I LELNTEETAEHEOKREZ FITLE T, ML vt A 2id, GEHEORGEL
WOMERNEENFET,

CAMBAE 7 —RLZCRLEFER T LS. T/ A
Ko —h L TCoOWRTIX, 2y hU—7 kT
NE g va—REZyrn— ROPHTERYEIN, T34 A

WHEELEALNET,

Before you begin

CA é‘fmunﬂzl/iﬁ

CRL 5= v 7 M3 554A1%. CRL F

Procedure

7T 4y 73 AELEREA, L

WCRETEEd, CRLOF U a—
L. fEBHE
TIXZDOTY I LIZRST 7

REFHTHDH L& afERd LET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

crypto catrustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca
switch (config-trustpoint) #

KA AL FCAZIEEL, FT A
"RA Va7 4Fal— g
ET— F&ERHEBLET,

ATvT3

revocation-check {crl [none] | none}

Example:

switch (config-trustpoint) #
revocation-check none

EE@H%EEi?ﬁﬁémuj?ﬁﬁéf ﬁ;L,gEﬁ‘ 74
74N oA erl. T,

CiscoNX-0S V7 b =7 Tl, f8E€L
TR HE - CREBIERGE H A H L
i‘a‘o

ATv74

exit
Example:

switch(config-trustpoint)# exit
switch (config) #

FRIARRA L Par74F¥alb—a
YE—FREETLET,

ATvTh

(Optional) show crypto catrustpoints

Example:

switch(config)# show crypto ca
trustpoints

KZZ "R A 2 FCADFREZERLE
K

PKI DERFE II
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Command or Action Purpose
AT 7 6 | (Optional) copy running-config FATREE, AF— T v TREIC=
startup-config P LET,
Example:
switch (config) # copy running-config
startup-config

Related Topics
CA OFEFE (15 ~—2)
CRL OFRE (24 ~—2)

AEBAZEERDIERK

FEFHT 2% 7 NA AD RSA F— XTHIZ, *I5T DT ANKA Y NCANLTAT T 4
T AFEHEEZ AT T IO, BREERTHILERSD $3, T, BRIN-ERE
CASBDE A—NFZEWeb A b7 3 —2IZHy T K= MLET,

Before you begin
CA LT Vo — g ZERLET,
CAGFAEEIX CAGENETF = — 2 ZAFLET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal Ja—r_ary7 4 ¥al— gy
Example: T FEREIBLET,
switch# configure terminal
switch (config) #
ATy F2|cryptocaenroll name FBAE L 72 CA TR 2 R 5 2Rk & AR
Example: LETS
switch (config)# crypto ca enroll Note Fy¥ LY RNRAT— REEE
admin-ca - - °
Create the certificate request .. LTHENT < f:éb\o DN
Create a challenge password. You will AT — RIIERE & —FIRF
need to verbally provide this = = N
password to the CA Administrator in éﬂiﬁ/\jo EE% = %E&D “éj
order to revoke your certificate. @—M‘gﬁ‘%é%é\ﬁzﬁi\ ZD
For security reasons your password RAT— K& AT B MER

will not be saved in the configuration.
&)Di—a‘o
Please make a note of it.
Password:nbv123
The subject name in the certificate
will be: DeviceA.cisco.com
Include the switch serial number in
the subject name? [yes/nol: no
Include an IP address in the subject

. PKI DERTE
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Command or Action Purpose

name [yes/nol: yes

ip address:172.22.31.162

The certificate request will be
displayed...

ATy 73 exit FIARKA L Far T 4 Fal—v s
Example: YE—FRERKTLET,

switch (config-trustpoint) # exit
switch (config) #

Z T w 7 4 | (Optional) show crypto ca certificates CAZFAELZFERLFET,

Example:

switch (config)# show crypto ca
certificates

AT v 75| (Optional) copy running-config FATRER, AF— T v TREIC=A
startup-config v—LZET,
Example:

switch (config) # copy running-config
startup-config

Related Topics
RTZARRA L FCADT Y vm—ra v OfE (13 5—Y)

TFATOTATAMAEDSA VX =)L
TATYT 4T 4 GEWEIL CAPD EA—/VETIE Web 77 U HEH T base64 Tx 23—
RENZTFAMERTZETEET, CADDBAFLETAT T 47 4it¥lEE, = a—
RENTZTXARET Y FT LV R—ZXA ML TA VA=A THLENRHY 9,
Before you begin
CALDOT Yo —ya rZERRLET,
CAFEAEEIX CAGEHETF = — 2 AFLET,

PKI DE&E
I
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Procedure
Command or Action Purpose

A w 71 | configureterminal rsa—r )L a7 4 FX¥al—3a
Example: E—RNEBBLET,
switch# configure terminal
switch (config) #

25w 7 2 | crypto caimport name certificate admin-ca &\ 3 4 §i> CA IZ %t 7 A
Example: ?‘j\/%/f 7‘4’§f|:%%7i’77 b4 }\77\/ ]\\‘/\OP‘
switch (config)# crypto ca import A }\—a—é NN N ]\ﬁlimé%l‘i
admin-ca certificate 7fo
input (cut & paste) certificate in PEM .

format: TNA R IRECEDTAT T AT A
AEE DR REIT 16 T,

im@&$ﬁﬁﬂ&ﬂﬂﬂkﬁﬂﬂ@&ﬂﬂﬁhwﬁﬁ&&d@ﬁﬂmﬂ
H%H{hIGiETNﬂ9&OmﬂhﬁﬁbﬁﬂiﬁidluﬂgqﬁRMfygtsfw
E36cIZu4WsExREgqxbTk8ycx7V5o=
————— END CERTIFICATE-----

AT v 73| exit REE—REKETLET,
Example:
switch (config)# exit
switch#

R w 7 4 | (Optional) show crypto ca certificates CAIIAELZFERLET,
Example:
switch# show crypto ca certificates

AT 75| (Optional) copy running-config FATRER . A¥— T v TREIC2
startup-config P LET,

Example:

switch# copy running-config
startup-config

B rroEE
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FSR MRS Y hoBESNY T— rgtEsnTL s Lok

Related Topics
RTARKRA L NCADT YV xm—a OFER (1338—)

FSRARRSAD FDEEN) T— FRLEFSINATINS Z & DHERR

K7 XA RERA 2 FOFEMN., CiscoNX-0S T /31 ZAD Y 7 — FMEBHERF SN TN D Z L 2R
T&EET,

h 7 A RKRA > FORREE, W D Cisco NX-0O8S T34 ZADFRETHY, AX—F T v/ 2
V74X 2 b=y a VIR - LEGAICET, VAT LADY T — MEBMERFSILE
Ty FITANRA UV FPREZAZ— T v a7 4F¥alb—gilat’— L TERITIL,
FZ A N ARA > MCBE#ET HFEHE, ¥— X7, BXOCRL AHEMICRFF SN E T, W
. NTIANKRAS UMM AZ— T o7 a7 4Fal— g Aqlabtl—Sn TVt
FEREE, ¥— X7 BLOEE CRL IR ENETA, V7 — MR, fHETDHRT AR R
AV INERENPMBIZRDNHTT, RELZIEAE, — X7, BIXOCRL Z##EICHRREFT
BT, MF, ETar 74 Fal—valbBARAX— Ny ar7 o Xalb—vgila
E—LTL7ZE& W, T, iFHEFE I — T ZHIR L BIEFE Ta 7 4 F 2 b— g
ZARAE LT, HIBRDS KBNS LD K H I LTS EE 0,

F 7 A RRA > MZBEMT SN-FEAE S CRLIZ, £ T A FaARA > R T TIZAZ —
FTF o7 ar7 s Xalb—yva AR FESRLTONIE, A VAR—=FLERKET (OFY A X —
ET o7 ar7sFal—rvailabt—La<TY) MRS E 212k 7,
WNAT =R TREELIETAT T 4 T AGEHEDON Y 77 v THAFR LT, Thasdot—
NIRGFET D LR L E,

Note

a7 4 X2l —va BN a =35 &, GEHERB LR — X7 LIREENE
7,

Related Topics
PKCS R EATOTA T T 4 T A HHROT T 2R =1 (21 ==

PKCS12 KX TCOTATUTATA4BRODIY RR—F

A\

TAT T 4T 4 EE, F T A MKRA L FORSA ¥ — X7 CAGEHE (F71L T2 CA
DEEITTF = — 2 2fK) & —FEIZ PKCS#HI2 7 7 A /Wy 7 T FHI T AKR— T 5
TEMTEFES, TNAADVAT AT T v vamdbDETTOEER, A= 3= NA P E T a—
DO OBIIE, FEHESLRSA F— X7 2 A ViR— M52 ENTEET,

Note

T AR— D URL ZFET D & EIEH TE DD, bootflash:filename & 5 X721 T
7,

PKI DERFE .
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Before you begin
CA ZFFEL £,
TAT YT AT AR EEA VA P LET,

PKIDFE |

Procedure
Command or Action Purpose
AT w 71 | configureterminal Ja—N)ary7 4 Fal—igy
Example: E— NEBBLES
switch# configure terminal
switch (config) #
AT wF2|crypto cae_xport name pkcsl2 TATUT AT AaEEEL, T AR
bootflash:filename password L2 FCADKHST A ¥ — 27 L CAIE
Example: HELEr =7 AR—FLET, NAT—R
switch (config)# crypto ca export Wi jtjtﬁi&:d\jtﬁi%fEiﬁﬂI/'C\ ﬁ%jt
admin-ca pkcsl2 bootflash:adminid.pl2| 128 FEDOEMFTEELZIEE L F 7,
nbv123
R T w73 exit Ay 74 F¥al—var T—REKRT
Example: LETS
switch (config)# exit
switch#
R 5w 7 4 | copy booflash:filename scheme: //server/ [url | PKCS#12 B XD 7 7 A L% U F— |
/filename A A= I o
Example: scheme 31025k LTI, tftp:. ftp:.
switch# copy bootflash:adminid.pl2 . . . <
Cfipsadminid.oio scp:, ?i”f_bzt sftp: ZS:JUJT%?ETO
server 5I0%. UE—F =T N
AEITARTHY  url 5IEIL Y E—
F—NIZHBY—A T 7 AL ~DIX
AT,
server, url, X O filename D& 515k
IE. RN CFEXBLTATLE
R

Related Topics
RSA ¥ — X7 DERL (12 —)
CA OFFE (15 ~—2)
TATYT AT A

II PKI DERTE
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PKCS 2R TOT A Fo 7 1 7 1 DA vti— b+ [

PKCS12 KX TDT7 A ToT 4T 41EHWDA R— b

FRNA ADY AT T T ainh DETORR. A—rS— S P F YD 2 — L DR ORIT
. FEBIHRORSA F— AT &4 LR— b B L RTEET,

)

Note (> /R— D URL ZFEET S & XM TX 5DIE., bbootflash:filename f& W 5 X2 1F T
-éAO

Before you begin
CARBFEIZ L > TR F A RARA & MIBEMT HTVD RSA F— X7 RN L BEID

FIZARKRA Y MIBEEMITONTWAECANR NI L 2R LT, FTARKA L FNZET
HDHILIOITLET,

Procedure
Command or Action Purpose
AT 71| copy scheme:// server/[url /]filename PKCS#12 D7 7 A4 % V) E— b
bootflash:filename PP — L E,
Example: scheme 5132 %k LTI, tftp:. ftp:.
switch# copy tftp:adminid.pl2 . - . S
bootflash:adminid.pl2 Sep: i?f‘ L sftp: & AT T fiﬁ_"
saver 51EE, UE— =D 7 N
AETATARITH O | url 51EITY £ —
FP—=NIZHBY—A T 7 AIL~DIX
AT,
server, url, ¥ XU filename D 4515k
I, KXF/ILFEEXBILTCASLE
—a—o
Z 5 7 2 | configure terminal Jua—N\)aryZ 4 Xal— g
Example: T—FZBBLES
switch# configure terminal
switch (config) #
27w F3|crypto caimport name pksc12 TAT T AT AEHEL, FT AR
bootflash:filename A2 | CADRIET % % — <7 & CAGE
Example: HEL A AR—MLET,
switch (config)# crypto ca import
admin-ca pkcsl2 bootflash:adminid.pl2
nbv123
ATy 74| exit REET—REKRTLET,
Example:

PKI DEXE
|
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Command or Action Purpose

switch (config)# exit
switch#

R w 75 | (Optional) show crypto ca certificates CAIFFHESF R LET,

Example:

switch# show crypto ca certificates

R 7 7 6 | (Optional) copy running-config FITRER, AF— T v TREICT
startup-config F—LET,
Example:

switch# copy running-config
startup-config

FTARKRAL Y b BHA T —RLEZCRLZFEFICTRETHZ &N TE £9, CiscoNX-0S
V7 72T T, CRLET AN, ADT— "7 F v o (certstore) IZF v v =2 LEd,
TEEIEOKEEDES, CiscoNX-0S V7 7 = 7N FITLTZ-CANSDCRLEF = v 75D
IZ. CRLEZT NNA AZF D ma— KL TWT, 20O CRL T 2B ERIEMREHT L
TWBHELT T,

Before you begin

FIEFA E TR 73‘4)2\ TIN5 TWNB T L % ffEaR LiTo

Procedure
Command or Action Purpose
Z 7 71 | copy scheme:[//server/[url /]]filename UE—F =L CRLEX Y 0 —
bootflash:filename FLE,
Example: scheme 54125 LTI, tftp:. ftp:.
switch# copy tftp:admi .crl . - . 3
bootflash:aémj_nci.irr][_1 e SCP-~ Ey=Es sftp: EATEET,
server 213%, VE— R —1RD7 FL
AETATARITH Y |, url 51EILY £ —
F—NIZHDY—R T 7 A IL~DIXN
AT,
server, url, L0 filename D51 %%
L, RCFINCFEXBILCTASLE
j‘o
R w 72 | configureterminal Ja—N)Lary7 4 FXal—gy
Example: E— NEBBLES
switch# configure terminal
switch (config) #

. PKI DERTE
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Command or Action

Purpose

ATvT3

crypto cacrl request name
bootflash:filename
Example:

switch (config)# crypto ca crl request
admin-ca bootflash:adminca.crl

77 ANVTHREENTWS CRL #RTE
T5H), BEDO CRL LEX#X FT,

ATvT4

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—ay BT— REKRT
L‘i‘j‘o

ATvTh

(Optional) show crypto ca crl name

Example:

switch# show crypto ca crl admin-ca

CA ® CRLEF#HERRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATRE R, 25— T v TR =
B — Lijﬂo

CA DERE N b DEAZE DHEIFR

FTZARFA Y MIBEESNTWDETAT VT 4T A iEESCAGEAELHIRCE T, &
WNZT AT T 47 4iEEEHIBR L, OB TCAGEHELHIBRLES, 747747+
FAERAEAHIER L= T, RSA F— X7 & b T & MRA v hOBEMN T 2T £4, ZEH
EOHIBRIZ, HIRYINIZ /2 > -REECED S -REAE, R L7 (bAWITIEE L &
Bbnsd) F— 7, BHEFEES N THRW CA ZHIBRT 272 0ICBETT,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXalb—g
E— NLBABLES,

ATy T2

crypto ca trustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

KN A2 KA RCAZIEEL, FT &
RSV a7 4 Fal— gy
T— REMBELET,

ATvT3

delete ca-certificate

Example:

CAFEIEE 72T ET = — - 2l
L/iﬁ—o

PKI DERFE II
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Command or Action

Purpose

switch (config-trustpoint)# delete
ca-certificate

ATvT4

delete certificate [force]

Example:

switch (config-trustpoint) # delete
certificate

74?‘y%4%4§£%%%ﬁlj%bi‘é—o

HIFRLE Y E L TCWABTAT T 4T 4
FEAENGEAETF = — L N O % OFEH
ETHILE. 73 ANOHE—D T
AT T AT AGEHETH LA,

forced 7 a VEFEHATILERDD
£9, ZOFEHE, FEHEF = —AD
RBEOFAESHE DT AT T 47+
FFAEZ S THIBRL CLEW, 77V
—3ar (SSH7ZRE) THEMT AL
BREN2 L 72oTLEI Z L&D
IZRRIT O TWET,

ATvT5

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

FoARHAL Fay T Fal—a
v = F\%%T Liﬁ—o

ATvT6

(Optional) show crypto ca certificates
[name]
Example:

switch(config)# show crypto ca
certificates admin-ca

CA Ot EEREER R LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FATRER . A5 — T v FREICA
vE—LEd,

Cisco NX-0ST /314 XM 5D RSA — R7 DHIR

RSA ¥ — T 0MA H20OBHTHE L, BEREHA I TRVWERBND & ZI2iE, £DRSA
X — T % Cisco NX-OS T34 AL HIRTHZ N TEET,

)

Note

FONA AMBRSA F— T ZHIRLZH%, CAT RI=A ML —Z|Z, FOCAITHDZDOT

NAADFFAEZRVET L OKELET, TOFEHELZRINCERLZ EZIERLEZT v
LY RAT— REANTHMLENRDH Y F97,

. PKI DERTE



| Pz
ook ||

Procedure
Command or Action Purpose
R w 71 | configureterminal rsa—r )L a7 4 ¥z lb—3a
Example: F—FEBBLET
switch# configure terminal
switch (config) #
AT F2|cryptokey zeroizersa label RSA ¥ — ~7 &#HIHB L £7,
Example:
switch (config)# crypto key zeroize rsa
MyKey
2T 73| exit a 7 4 F¥al—Tary T— REKT
Example: LET,
switch (config)# exit
switch#

AT 7 4 | (Optional) show crypto key mypubkey rsa| RSA & — ~7 DR EEF R L ET,
Example:
switch# show crypto key mypubkey rsa

A7 75 | (Optional) copy running-config FITREZ, AF— T v TREICT
startup-config P LET,
Example:

switch# copy running-config
startup-config

Related Topics
AEHFZSR OB (18 ~—2)

PKI D&% € D2

PKI R EFREFTT DT, WOWTINODOIEEEZITWVET,

avw ok B#

show crypto key mypubkey rsa Cisco NX-OS 7 /34 A TERL
SAL72 RSA AR ¥ — O &
FoRLET,

show crypto ca certificates CALTATUT 4T AGEHE
WZOWTOFHRELRRLE
j_o

PKI DEXE
|
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avw Uk B&Y

show crypto cacrl CA ® CRL IZOWT DI %
HRLET,

show crypto catrustpoints CA N T A RKRA Y MZDONT
DIFRERTLET,

PKI 0 % 7€ {5

Y

Z Z T, Microsoft Windows Certificate %—/3%{# F§ L C Cisco NX-OS 7 /31 A CiEE L
CRL Z % ET H21EEDFN DWW TR L £ 7,

Note

F UL NVEEAEOERIZIT. FOX I RZ A TOY— A THMEHTE 4, Microsoft Windows
Certificate ' — NIZRHENAZ EIEIH Y £HA,

Cisco NX-0S 7 /N1 X CTOIIHEDNHRTE

ATy T

ATvT2

ATvT3

ATvT4

II PKI ®

Cisco NX-0O8 7 /3 A THFHEZ R ET HI121E. ROTFIEIZHKE- TLTEE W,

Procedure

F XA AD FQDN & L £,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# hostname Device-1

Device-1 (config) #

TRA ADDNS RAA U4 ERELET,

Device-1(config)# ip domain-name cisco.com

NI A MRA L FEAERRLET,

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

ZDFNA ZAFD RSA F— T EEHELET,

Device-1(config)# crypto key generate rsa label myKey exportable modulus 1024
Device-1(config) # show crypto key mypubkey rsa
key label: myKey

Bl

X JE
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ATy TH

2Ty T6
ATy T1

ATvT8

Cisco NX-08 7731 2 coitmEn®E [

key size: 1024
exportable: yes

RSA £ — X7 & T A MARA > S ZBER T £,

Device-1(config) # crypto ca trustpoint myCA
Device-1(config-trustpoint)# rsakeypair myKey
Device-1 (config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Microsoft Certificate Service ® Web f > X —7 = A ANDH CA XX a—RKLET,

k7 A BARA » MIRERT 5 CA ZRE8REL £

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwWIBAgIQBWDSiay0GZRPSRI1jK0Ze jANBgkghkiGOwOBAQUFADCRE
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk10O
MRIWEAYDVQQIEwlLYXJuYXRha2ExXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCm51dHNOb3JhZ2UXE jAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1MTdaMIGOMSAwWHGYJKoZIhveN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAKGA1UEBhMCSU4XE jAQBgNVBAgGTCUth
cm5hdGFrYTESMBAGA1UEBXxMJQmMFuZ2Fsb3J1MQ4wDAYDVQQKEwWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM87ypyzwuoSNZXOMpeRXXI
OzyBAgiXT2ASFuUOwQ1iDM8r0O/41j£f8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUwAWEB/zAdBgNVHQ4EFgQUJyjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO £fBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOC9DZXJORW5yb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYgZmlsZTovL1lxcc3N1LTA4XENlcnRFbnJv
bGxcQXBhcm5hITIWQOEUY3JsMBAGCSsGAQQOBgj cVAQQDAgGEAMAOGCSGGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EO0N66zex0EOEfG1Vs6mXpl//w==

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/nol:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

KA RNRA L NTBERT AT O T AEAEER 2 ER L E T,

Device-1(config)# crypto ca enroll myCA
Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

PKI DERFE II
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ATvT9

ATy 710

2Ty TN
ATvT12

K3
it

Please make a note of it.
Password: nbvl23
The subject name in the certificate will be: Device-1l.cisco.com

Include the switch serial number in the subject name? [yes/no]: no

Include an IP address in the subject name [yes/nol: yes
ip address: 10.10.1.1
The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMtMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJIAOGBALBY1UAJ2NC7jUJ1DVaSMgNIgJ2kt8rl141KY
0JC6ManNy4qgxk8VeMXz2SiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJ91XTq4WoVkSCzXv8S
VqgyHOVvEVAgMBAAGGTzAVBgkghkiGI9w0BCQcxCBMGbmJI2MTIzMDYGCSgGSIb3DQEJ
DIEpMCcwJIQYDVRORAQH/BBSWGY IRVMVNYXMtMS 59 aXNjby5jb22HBKwWH6 TwDQYJ
KoZIhvcNAQEEBQADgYEAKT60KER6Q08n ) 0sDXZVHSEfJIZh6K6JtDz3Gkd99G1FWgt
PftrNcWUE/pw6HayfQ1l2T3ecgNwel2d15133YBF2bktEx1iI6U188nTOjglXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

Microsoft Certificate Service D Web 1 > X —7 =2 A ANBT AT VT 4T 4

EE
TAF T 4T 4 HAER AV FE— N LET,

Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:
 6MGsGA1UdHWRkMGIWLgASoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwWOFxXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONlcnRFbnJIvbGwvc3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAOYxZmlsZTovL1xcc3N1LTA4
XEN1cnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUyMENBLmMNydDANBgkghkiGO9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZud4WsExXREqxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

FEAEORTEEHER L ET,
SFHEOBREF AT — T v a7 4 X2 b— 3 VITRELET,

Related Topics
CAEED X T a— K (31 ~X—Y)

. PKI DERTE
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TAT T 4T 4REAEFEOER (34 X—2)

CAGEFAED Ao rO—F

Microsoft Certificate Service O Web A v Z —7 = A A6 CAFEFHEZ X v o — K45 F)E
X, O LFEY TT,

Procedure

AT 71 Microsoft Certificate Services ® Web A > # —7 = A A)>5 . [Retrieve the CA certificate or certificate
revocation task] #27 U v 27 L, [Next] #27 VY v 27 L¥ 7,

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext >

144757

pkinEE [



B craszosyoo—+¢

ATvT3

PKIDEE |

FEAET 7 A VAR L £ 9, [Base 64 encoded]

%2V v 7 L. [Download CA certificate] #27 V v 7 L ¥ 7,

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Certificate; [eiiEuar

Download CA certificate
Dovinload CA certification path

© DER encoded or & Base 64 encoded

Download |atest certificate revocation list

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

[File Download] # A4 7 2 77K v 7 AlZ& % [Open]| 7 U v 7 LET,

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed for you

Choose file to download:
CA Certificate; [EiiEant

© DER encoded or @ Bas
Download CA certificate

Download CA certification pe
Download latest cerfificate re

Some fles can harm your computer. If the fils information belaws
Iooks suspicious, o you do rot fully trust the source, do nat open or
save this fe

File name: certnew cer
File type:  Security Certiicate

From:  10.76.45.108
B This type of file could harm your computer if it cantsins
malicious eode

Wauld you like o open the file or save i to your computer?

Open | gave Cancel Mere Info

x|

I Allways asle before apening tHis Bipe of fie

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA

this certification authority, because the

PKI D& TE
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AT 74 [Certificate] XA 71Ky 7 AZdH b [CopytoFile] 27 Vw2 L, [OK]Z27 YU vZ7 LET,

Microsoft U

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow | ganeral Details | contfication path | ion authority
It is not necessary to manually install th show: [<an> - from this certification authority, because the
CA certification path will be installed fc

[ Field | value -
Choose file to download: Sl version w3
CA Certificate: RIS (=] serial number 0560 D289 ACES 1994 4F48 1.,

[Fsignature algarithm shalRsA

Issuer Aparna CA, netstorage, Cisco..,
E\iahd from 04 Mei 2005 4:16:37
E\iahd to 04 Mei 2007 4:25:17

€ DER encoded or ¢ [Fsubject Aparna CA, netstarage, Cisco...

Download CA certifica | Eleusic key R5A (512 Bits) ]
Download CA certifica
Download latest certific

Ed\tPropert\es...l Copy to Fle... |

O

144760

=

AT w75 [Certificate Export Wizard] %A 7 & 77K » 77 A /5 [Base-64 encoded X.509 (CER)] Z &R L |
Next| 227 U w7 LET,

Microsoft C

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allov = ..o Detals | ettfcation path | ion authority
Itis not necessary to manually install th - show: [<ai> - from this certification autharity, because the

CA certification path will be installed fo

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a varisty of file formats.

Choosge file to download:
CA Certificate. Sl e

Select the Format you wank to use:

© DER encoded or ¢
Dovnload CA cerifica
Download CA certifica
Download latest certific

" DER encoded hinary X.509 {.CER)

%' Bage-64 encoded #.509 (.CER)
" Cryptographic Message Synkax Standard - PKCS #7 Certificates {.P78)

I ncltite llicertiticates in the certification pathin possible

£ Bersons| Information Exctiange - PKCS #12 ( PRz
= Inielfide &l certificates in the certification path it possible:
= Enable stronm pratertion (HAquirEs TE 5.0, [T #,0 574 or sbove)

I Delete thie private key i the export is successtul

< Back Hext Cancel

144761

I

AT 76 [Certificate Export Wizard] # A 7 12 778 v 7 ZZ&% % [File name:] 7% A b R v 7 AR GFET D
Ty ANELEATIL, [Next] 27 Vw7 LET,

AT w71 [Certificate Export Wizard] # A 7 v 7' 7R > 7 AC, [Finish)| #7 U v 7 LET,

PKI DERFE
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AT 78 Microsoft Windows @ type 2~ > K% AJJ LT, Base-64 (PEM) JEX TRIFEI T % CA FE

HELFRLET,
5 | C WINNT  system 32, cmd.exe 100 x|
7
)
. QELD 5 5 ABAO D
) D) g 0
UGG Q 0
0 : % (1B )
0 : i1 MD 0 % D Y 0
¥ () 4 P
H ¥ 3 [} DUQG [)
( H MBF Q g 0
y QAT DX : : 0
OuwQ1iD 0 AAZ0 By DA 0
AcYwl ) ATAQ 1 24 ¥ 0 0 ¥
-
o DURE 0 : a¥a AcDo ALOCYD g
fFwY Do . 4
Q QR Q0 AGOD ; DO
GUAARD Q Aoy A i
: AoNE AED
D
)
b
bl | ¥

TATUT 4T 4AEDEXR

PKCS#12 sFHHEZ £ 55k (CSR) Z{# ] L T Microsoft Certificate — MM T A T T 4 T 4 FF
BEAZFRT DI, ROFINEIHE - T 7ZEV,

. PKI DERTE
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71457571571 mnE0ER ]

Procedure

Microsoft Certificate Services ® Web A > % —7 = A A5, [ZEBAZNDER (Request a
certificate) | #27 U w7 L. [R~ (Next) | &2V v 27 LET,

Microsoft Cenifical

Welcome

fou use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
€ Retrieve the CA certificate or certificate revocation list
@ Request a certificate
© Check on a pending certificate

Next >

Microsoft Cettificate

Choose Request Type

Please select the type of request you would like to make:

© User certificate request

E-Mail Protection Certificate

@ {dvanced request

144766

=

[Base64 T O — RiFH PKCSHI0 Z AT HFEAEE R F 1-(L base6d T > 21— FiFH PKCSHT
T7AINVEERTE2EHEREEIET S (Submit acertificate request using a base64 encoded
PKCS#10file or arenewal request using a base64 encoded PKCSH#7file) 1 227 U v 7 L, [RA~

pkinEE [
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(Next) 1227V v 27 LET,

Microsoft

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. MNote that the policy of the
certification authority {CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form
@ Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a basef4 encoded PKCS #7 file.

 Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You must have an emollment agent cerificate to submit a request for anather user.

144767

=

ATy T4 [RIFFEADOEXR (SavedRequest) ]7 F A kR v 7 A2, base64 O PKCSH10 FIEHHFEH R %2~ —
ABRL, [RN (Next) 1227V v 27 LEY, GEHAFZERD CiscoNX-08 731 AD =y —/b
MmHhav—InET,

Microsoft

Submit A Saved Request

Paste a basebd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application {such as a web
senver) into the request field to submit the request to the certification authority [CA)

Saved Request:

VoY EOVEV AgNBLAGY Tz AVEgkahk1GIw0ECOrxCENG A |
D3EpMCowI QFDVRORAQH/ BESWGY TRVIVNYENEHSS ]
BaseBd Encoded |EoZ ThveNAQEEBQADGYE AkTE0KER 6006 J0SDEIVE
Certificate Request |PELrNeWUE/ puHay£0l2 TiecgNre12d15133 VEF2
(PKCS #10 o #7); |8a2 3bNDpHSMErk1wAShWkr VLENUZEF Jxeb ) £ngPN
END CERTIFICATE REQUEST--—-- -

Browse for a file to insert

Additional Attributes:

Attributes:

144768

KT
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ATFYTE CAT RI=ZRAPL—ZMOiFHENREITENDET, 1 ~2 BB ET,

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested
Please return to this web site in a day or two to retrieve your certificate

Note: Vou rrust return with this web browser within 10 days to retrieve your cerificate

144769

I

ATFYT6 CAT RI=A ML —FNFHEERZ AR T L202HR L £,

| {& Certification Authority i =101

J Action  Wiew H & -b|

Tree I

Request Submission Date Requester Name:

@ Certification Autharity (Local) --—--BEGIMME,..  Taken Under Submi:
E\-@ Aparna Ch

‘[ Revoked Certificates
[ Tssued Certificates

: £4) Pending Requests

+..[[7] Failed Requests

Refresh

Help

4| | i

ontains operations that can be performed on the object,

144770
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AT wF1  Microsoft Certificate Services O Web A > % —7 = A Anb, REBRDIBAEEX*F I vI T3
(Check on a pending certificate) 147 U v 27 L, [R~ (Next) 127 U v 27 LET,

Welcome

fou use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select atask:
€ Retrieve the CA certificate or certificate revocation list
© Request a certificate
@& Check on a pending certificate

Next >

ATYT8 Fxzuv /T HAEAETEREZBINLT, [RN (Next) 15227V 7 LET,

Microsoft Cetific:

Check On A Pending Certificate Request

Please select the cerdificate request you want to check

eyt >

144772

=
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ATv 79 [Base64 Tra— KFH (Basebdencoded) |27 U v 7 LT, [CASEHEDA Y O—FK
(Download CA certificate) | #2 U v 27 L&,

Microsoft Cenifical

Certificate Issued

The certificate you requested was issued to you

€ DER encoded or & Base 64 encoded

Download CA certificate
== Download CA cerification path

ATYTN0 [77ANVDF T a—K (FileDownload) 1 #4717 KRy 27 AT, [BAL (Open) 127V v

Microsoft Ceific

Certificate Issued

The certificate you requested was issued to you

il i |
€ DER encoded or @ Base 5 i =]
Download CA certificate @) Some fles can harm your computer. If the file information below
=1 Download CA certification path = looks suspicious. of you da nat fully trust the source, da nat open ar
sawe this file.

File name; cartrizw.cet
File type:  Security Certficate
Fom: 107645108

W This type of file could harm your computer i it contains
malicious cods.

‘wiould you lke to open the file or save it to your computer?

Open | save e More Info

IV tlays ask before opening s type of =

144774

7 LET, &
AT w1 [Certificate] ;R v 7 A C, [Details)| ¥ 7%~ Y v 7 L, [CopytoFile.] %7V v 7 L¥7, .[iE
BEDT 7 AR— K X4 712 (Certificate Export Dialog) ]~ v 27 AT, [Base64 T>a— K

PKI DERFE
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ATvT12

PKI @

B

FH X.509 ((CER) (Base-64 encoded X.509 (CER)) 1 %7 VU v 7 L,

General

||

Show:

Detals | certfication Path |

=All i

Field

[ value

[Elversion

[Elserial number

W3

0A33 BEAL 0000 0000 0074

Aparna CA, netstorage, Cisco...

2005 8:32:40
2006 8:42:40

ES\DnalurE algorithm shatRsa
Issuer
[Elvald from 12 Napember
Elvalid to 12 Napember
Subject Wegas-1,cisco.com
EPUHI( key RSA (1024 Bits)

Edit Properties,

Copy to Fle...

0K

Cisco Systems,

broald-E

[R~ (Next) |22 U >

~=1olx|

= pe ‘Llr\ks >

te Export Wizard

Export File Format
Certificates can be exported in a varisty of file Formats.

Select the Formak you want to use:

' DER encoded binary %.509 {.CER)

{3 Bage-64 encoded ¥,509 (. CER)

€ Cryprographic Message Syntax Standard - PKCS #7 Certificates (.P78)
I ncllide dll certificatis iy the eertification pathif possible

£ Persorief Inffonmation Exchangs = PRES #12.( PER
I™ | Incltide all certificates i the certfication pathi: passible
I™| Enable strong protestion (requires 156,10, 1T 4.0 574 or atoye)

I | Delete the private key if the expart is successhul

< Back Mext = Cancel

144775

E

7 LET,

[REBAETZ AR — bk 7 ¢ ¥ — K (Certificate Export Wizard) | ¥ A TR Ry 7 AZHDH[7 7

ANV

7V w7 LET,

Cisco Systems, —lof x|

. Gereral Detals | Certification Path | h-a 3 -5

= »

A shows [l | ] @eo ks
= W g —— L
[=version v3
(=] serial number A3 BEAL 0000 0000 0074
[ signature algarithm shalRSA

Aparna Ch, netstorage, Cisco...
(=] valid from 12 Hopember 2005 5:32:40
[Svalidto 12 Hopember 2006 5:42:40
= subject Yegas-1.cisco.com
[SPublic key RS54 (1024 Bits) |
Certificate Export Wizard x|
File to Export
Specify the name of the file you want to export
Eile name:
[ — CopytaF Diltestcerts|myID.cer B“LI
< Barck Mext = Cancel
©
=
3
— _I o
—]
3

(Filename:) |7 %A h Ry 7 ZRET D7 7 A VB AL, [RN (Next) %




| PriDEE

ATv7T13

ATy 714

747747 cinE0ER |

[52 T (Finish) ]
E™ e

7 Vw7 LET,

(o x|
| 2x| ".!l
. Gemeral Details \ Certification Path | B &
= | »
A show: [ - 2] ¢ |
g ZE =] | v
S version w3
=] serial rumber 0433 BEAL 0000 0000 0074
=] signature algarithm shalRSA
[F1ssuer Aparma CA, netstarage, Cisco...
[=valid from 12 Hopember 2005 8:32:40
[Fvalidto 12 Hopember 2006 8:42:40
= subject Vegas-1,cisco.com
[SPublic key RSA (1024 Bits) =
x|
Completing the Certificate Export
Wizard
You have successfully completed the Certiicate Export
wizard.
Copy toF ou have specified the Following settings:
Fie Name Diitest
Export Keys Ho
[ Tnclude al certificates in the certification path Ho
Fie Farmat Basetd
] | |
< Back ] B ] e }

144777

Microsoft Windows D type 2~ K&E AN LT, TAT T 47T 4 iFHE% Base-64 T a—

RS TRR LET,
= 2\cmde

MIIEADCCAGggAwI BAgIKCj000QAAAAARdDANBykghkiG?wBBAQUFADCBKDEgMB4G
CEgGES I h3DGEJARYRY Wi hbmRrZUBjakNijbySs ih28xCzAJBgNUBAY TAK1OMRI wEAY D
UGQI EwlLY ¥ Ju¥Y ¥ Rha2 ExE jAQBgNUBAcT CUJhhndhhG? yZT EOMAWGA1UEChHFQ2 1=
Y28xEzARBgNUBAsTCmS 1dHNBh3JhZ2UxE jAQBgNUBAMT CUFwY ¥ JuY SBDQT fle Fulu
MTExMT I uM=A yNDBaFuluH jExMT I uMz EyNDBaMBuxGjAY BgNUBAMT EUZ1Z2F=LT Eu
¥21=¥28u¥29tMIGFMABGCEgGS I h3DQEBAQUAAR4GNADCBiQKBgQC-GHUAC, jQu41C
dQ1WkjKjS I CdpLf K5e JSmNCQu jGpeculsZPFR jF2Uoive CYEBy IncHywh EBB»J 47
g 1xr42/s19IRIh/Budl/c j? JS5f KKS6koa?xWYAuBrDE=8 jHCn IM4W1 aY /g2g4Gh
x7Rif dUB6uFgFZEgs1? 7 Elash?LxLwlDAQABo4] CEz CCAgB8wJQY DURARAQH BB w
GYIRUmUnY¥MtMES ja¥Njbys jh22HBKwHHG [ wHQY DURBOEBY EFKCLi +2 s s pUEFf g»R
bhhilm1Uyo? jngM I HHBgNUHEMEgc Qugc GAFCcoB8kalGtwjTEUN j= kY UBo LFmxoxo ¥ GU
pIGTHI GQMEAvHgY JKo Z1 hucNAGKBFhFhhWFuZGt 1QGNpc 2MuLnNuhT ELMALKGA1UE
BhMCSU4xEjAQBgNUBAgT CUthemShdGFrYTESMBAGA1UEBxMJQnFuZ2Fsh3J1MQ4u
DAYDUQQKEwUDaRN jhz ETMBEGALUECxMKbnUBc 3RvcmFnZT ESMBAGA1UEAXMJQR Bh
cmShl ENBghAFYNKJrLQZ1E?JEi WMrR16MGs GA1UdHwRKMGI wLgAsoCqgGKGhBAHAG
Ly?zc2UtMDgvQ2Uyd EVucm?sbhC?Bec GFybmE1MFBDQES jemuMKAwo CyGEnZphGU 6
Ly?cRHNzZE8 BuwQFxDZE JARWS yh2 xs R EFwY R JuY SU yMENBLmNybDCEig¥ [ KuwYBEQUH
AGEEF jBBMDsGCCsGAQUFBzAChi?odHRw0i8uc3NILT A4LBN1cnRFbn JubGuuc3N1
LTA4X@FuY & JuY SUyMENBLmNydDA? Bygr By EFBGcwioY xZmlsZTov Ll xcc3N1LT A4
HENlcnRFbnduhGxcc3INILTA4XAFwY ¥ Ju¥SUyMENBLmN ydDANBgkghk iG?wBBAQUF
AANBADLGEGs he ?GHNLh? xe OTWBNbm2 4062 Z5uDDec OcUZUUT grpnTgUpPye jtsyf 1u
E36c ] Zudls ExREgqxhT k8 ycx?USo0=

————— END CERTIFICATE————

D:stestcerts?

144778

Related Topics
AEHEZESROMER (18 ~—2)
Cisco NX-0OS 7 /31 Z TOFEHEDOHRE (28 X—)

PKI DERFE .



PKIDEE |
FEBREDER YA L

SEBAZEDER Y EH L

Microsoft CA BEE 7' 7' J A& H L CGEAELZ IV ETFIEL, KO LBV TT,

Procedure

AT w71 [Certification Authority] > V —722% . [Issued Certificates] 7 #/V 4% 27 UV v 7 LE9d, U A ki
b, BHEIFEAFEEL 2 Y v 7 LET,
AT w72 [All Tasks] > [Revoke Certificate] DIEIZEN L £ 9,

PKI ®

Certification Authority

|J Action  Miew H = = |

=10l x|

Tree I Requester Name Binary Certificate | Serial Mumber | Certificate Effective Da;l
[ Certification Autharity (Local) SSE-DBUSR _S5,.. --—--BEGIN CERTL.. 786263d0000000000059 97202005 4:27 AM
=8, Aparna CA S9E-081IUSR _55... —-BEGIM CERTL.. 7862643d00000000005a Q20/2005 4127 AM
[ Revoked Certificates SS9E-081IUSR_55... --BEGIM CERTL..  786264d300000000005h 9202005 4127 AM
423 Issued Certificates SSE-08YIUSR_S5... --BEGIM CERTL... 7c32731800000000005C Qf20/2005 10:14 PM
[ Pending Requests SSE-08YIUSR_S5... -—--BEGIM CERTIL... 7c32732700000000005d 9f20{2005 10:14 PM
(L Failed Requests S5E-0BYIUSR _S5... --BEGIM CERTL... 7c32783700000000005 9f20(2005 10:14 PH
SSE-081IUSR_S5... —-BEGIM CERTL.. 7c32784700000000005F Qf20/2005 10:14 PM
SSE-081IUSR_55... --BEGIM CERTL., 7ca48c22000000000062 9212005 12:18 AM
SSE-081IUSR_55... --BEGIM CERTL.. 021a2d1a000000000063 IZ2[2005 1:45 AM
SSE-081IUSR_55... --BEGIM CERTL...  1c1013cf000000000064 QIZFI2005 2:44 AM
SSE-0BYIUSR_55... EGIM CERTL..  1c10d191000000000065 ZFI2005 2:45 AM
SSE-08YIUSR_S5... --BEGIN CERTL.. 2b4eb367000000000066 30,2005 1:46 AM
SSE-0BYIUSR_S5... —-BEGIM CERTL..  458b6b43000000000067 10/5j2005 4:03 AM
SS9E-081IUSR_55... --BEGIM CERTL..  4ebSh327000000000063 10/6j2005 10:46 PM
SSE-081IUSR_55... --BEGIM CERTL..  4fE0084 1000000000069 10/7j2005 1:52 AM
SSE-08YIUSR_55... EGIM CERTL...  4fdf956400000000006a 10/7}2005 4:11 AM
S5E-0BYIUSR_S5... --BEGIM CERTL...  Sf3efc96000000000060 10/10/2005 3:49 &M
S5E-0B1IUSR _55... --BEGIN CERTL..  5f413d2000000000006c 10/10/2005 3:52 &M
S9E-081IUSR_55... —-BEGIM CERTL..  17b22de800000000006d 10/18/2005 12:20 AM
SS9E-081IUSR_55... --BEGIM CERTL..  17b30676000000000062 10/18/2005 12:21 AM
SSE-081IUSR_55... --BEGIM CERTL...  112a380600000000006F 10/19/2005 11:55 PM
SSE-08YIUSR_S5... -—--BEGIM CERTL... 170beadb000000000070 10/20/2005 11:53 PM
S5E-0BYIUSR_S5... --BEGIM CERTL...  4aafff2e000000000071 103112005 12:32 AM
SSE-0B1IUSR_55... --BEGIM CERTL.., 7Bccéetc000000000072 11/8j2005 11:26 PM
SSE-081IUSR_55... 78e34161000000000073 11/8j2005 11:51 PM
0 = 74
Open

EContalns operations that can be perfarmed on the object,

B

=

&

Rewoke Certificate

144779



| PriDEE
cRLoferie 28 |

AT w73 [Reasoncode] K v 7 H D UARNNLEDIELOBEEEZEIINL, [Yes] 227V v 7 LET,
i =

| action vew || & = |

Tree l Requester Name Binary Certificate | Serial Kumber | Certficate Effectiva Da 4 |
[ Centification Authority (Local) [Es ] SSE-DBYIUSR_SS... --—--BEGIN CERTL.. 786263d0000000000059 5/20{2005 4:27 &M
=13 Aparna oA [E= 2l SSE-OB\IUSR_S5... -----BEGIM CERTL.. 7B62643d00000000005a 8/20/2005 4:27 &M
(23 Revoked Certificates [E= 3] SSE-08|IUSR_S5... -——BEGIN CERTL.. 786264d9000000000055 9/20/2005 4:27 AM
{3 Issued Certificates Eloz SSE-08\IUSR_SS...  --—BEGIN CERTL... 7c32751800000000005¢ 9f20/2005 10:14 PM
{21 Pending Requests Elos SSE-08\IUSR_SS... ---—BEGIN CERTL.. 7c32752700000000005d 9f20/2005 10:14 PM
(21 Failed Requests [E= SSE-08\IUSR_SS... --—BEGIN CERTL... 7c32753700000000005e 9f20/2005 10:14 PM
Elos SSE-08\IUSR_SS... --—BEGIN CERTL... 7c32754700000000005F 9f20/2005 10:14 PM
Eloa T ettt annn0062 9f21/2005 12:15 AM
=l —?-Iil 0000065 Qf22/2005 1:45 &M
Eion Are you sure you want to revoke the selected certificates]? 000054 81272005 2:44 AM
Eliot 00000655 Qf27/2005 2:45 &M
=102 “Y'ou may specify a reason for this revocation 0000066 5/30/2005 1:46 AM
103 Herinneode 0000067 10/5/2005 :03 4M
Elio4 Unspecified LI 0000065 10/6/2005 10:46 PM
Eios 0000065 10/7/2005 1:52 4M
106 i No | 00006 10{7/2005 4:11 &M
Eio7 0000060 10/10/2005 3:49 &M
=10s e 000006 10/10/2005 3:52 AM
109 SSE-08\IUSR_SS... --—BEGIN CERTL.. 17h22def00000000006d 10/18/2005 12:20 AM
=110 SSE-08\IUSR_SS... --—BEGIN CERTL.. 17h3067600000000006e 10182005 12:21 AM
=111 SSE-08\IUSR_SS... BEGIN CERTL...  11ea380600000000006F 10/19/2005 11:58 PM
112 SSE-08\IUSR_SS...  --—BEGIN CERTL.. 170beafb000000000070 10/20/2005 11:53 PM
113 SSE-08\IUSR_SS...  --—BEGIN CERTL... <aafff2e000000000071 10/31/2005 12:32 AM
114 SSE-08\IUSR_SS... BEGIM CERTIL... 78cc6e6o000000000072 11/6/2005 11:26 PM
=115 SSE-08YIUSR_SS... --—BEGIN CERTL... 75e34161000000000073 11/6/2005 11:51 PM
=i SSE-08\IUSR_S5... --—BEGIN CERTL.. 0a338eal000000000074 11/12]2005 8:32 &M -
< | I
[ [ | 3
I -
— . > = 0 — S 7fr =
AT v 74 [Revoked Certificates] 7 +/V X% 27 U w27 LT, iEHEORVIH L 2FRBLOMRLET,
=101
|| Action  Wiew |‘ o o= ‘ ‘
Tree I Binary Certificate | Serial Mumber | Certificate Effective Date :I
23 Certification Authority (Local) SSE-0ENIUSR_SS BEGIN CERTL.. SdaeS3cd00000000000F 6/30j2005 3:27 AM
E@ Aparna CA SSE-0E\IUSR_55 BEGIN CERTI... Sdb140d3000000000010 Bf30/2005 3130 AM
e F cvoked £ SSE-0E\IUSR _S: BEGIM CERTIL... Se2d?cibO00000000011 6f30/2005 5:46 AM
[ Issued Certificates SSE-084IUSR_55 BEGIM CERTI... 16db4fBFO00000000012 7I6/2005 3:21 AM
(2 Pending Requests BEGIN CERTIL.. 261c3924000000000013 714/2005 5:00 AM
Failed Requests SSE-O08\IUSR_S: BEGIN CERTI,.. 262b5202000000000014 TI14)2005 5116 AM
SSE-0E\IUSR_S5... -] BEGIN CERTIL.. 2634c7f2000000000015 TI14)2005 5127 AM
SSE-0E\IUSR_55... BEGIN CERTIL... 2635h000000000000016 Ti14)2005 5:28 AM
SSE-08\IUSR _S: BEGIM CERTI... 26455040000000000017 71142005 5:48 AM
SSE-08\IUSR_S5...  ---- BEGIM CERTI... 2a276357000000000018 7i14/2005 11:51 PM
SSE-08USR_55... BEGIM CERTL... 3F88chbFFO00000000019 7119j2005 3:29 AM
SSE-O08\IUSR_S: BEGIN CERTIL.. 6e4bSfSFO0000000001 TI2812005 3:58 AM
SSE-0E\IUSR_55... BEGIN CERTI,.. 725b&2da000000000010 TI28(2005 10:54 PM
SSE-0E\IUSR_S5... BEGIM CERTI... 735a357500000000001c FI29/2005 3:33 AM
SSE-08\IUSR _S: BEGIN CERTI... 148511c700000000001d 8/3/2005 11:30 PM
S5E-084IUSR_S5... BEGIN CERTL.. 14a7170100000000001s 8/4/2005 12:07 AM
SSE-081IUSR_55.., BEGIMN CERTIL..  14fc45bS00000000001F 8/4/2005 1:40 AM
SSE-O08\IUSR_S: BEGIMN CERTI... 486ce80b0000000000Z0 8/17)2005 3:58 AM
SSE-0E\IUSR_55... BEGIM CERTI... 4ca4aSaal0o0000000z1 8172005 11:37 PM
SSE-08\IUSR_S5... BEGIN CERTI... 1aaS5c8e00000000002f 911/2005 11:36 PM
SSE-084IUSR_S5... BEGIM CERTI...  3f05845dd00000000003F 2I9/2005 1:11 AM
SSE-08IUSR_55... BEGIM CERTL... 3f619b72000000000042 9f92005 2:48 AM
SSE-08IUSR_55... BEGIN CERTL... 6313c463000000000052 9162005 1:09 AM
SSE-0E\IUSR_55... BEGIN CERTL... 7c3861e3000000000060 2202005 10:20 PM
SSE-0E\IUSR_S5...  -----| BEGIM CERTI... 7cfee3S1000000000061 QfZ0/2005 11:20 PM
SSE-08\IUSR_S5...  -----] BEGIM CERTI... Da338eal000000000074 11/12/2005 5:32 &M =
-
| |
1 | *

CRL DRk & 2B

Microsoft CA & EH 71 75 L& FH LT CRL Z/ERB L ORXBRT 5 FIEIZ, koD T
7,

PKI DE&E




B crooreme

Procedure

PKI ®

AT w71 [Certification Authority] D[H[Hi />, [Action] > [All Tasks] > [Publish] DJEIZEIN L F 9,

E Refresh

|l Action  Wiew H P - |

= Export List...

Properties

=10l x|

Publish

ficates
Help uesks
I TEETREqests

by (Local)

Requester Mame

SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..
SSE-08IIUSR_SS..

Binary Certificate

| Serial Mumber

| Certificate Effective Date AJ

Sdae53cd00000000000f
5db140d3000000000010
Sezd7c1b00000000001 1
16db4faf000000000012

261c3924000000000013
262b520200000000001 4
2634C7F2000000000015
2635b00000000000001 6
26435040000000000017
2a276357000000000018
3fsacbf7000000000019

Be4bSFSfO0000000001 3

725b&2d500000000001 0
735a837300000000001c
148511c700000000001d
1437170100000000001
14fc45b500000000001F

486ce80b000000000020
4ca4a3aali0000000021
1a355c500000000002F
3f0845dd00000000003F

3f619b7e000000000042
63130463000000000052
7C3361e3000000000060
FrAee35 1000000000061
0a335eal000000000074

B/30/2005 3127 AM
B/30/2005 3130 AM
B/30/2005 S:46 AM
7/8f2005 3:21 AM
7/14)2005 5:00 AM
7/14)2005 5116 AM
7/14)2005 5:27 AM
7/14)2005 5:28 AM
7/14)2005 5148 AM
7/14)2005 11151 PM
7/12/2005 3129 AM
7/28/2005 3158 AM
7/28/2005 10154 PM
7/2912005 3133 AM
/32005 11:30 PM
8/4/2005 12:07 AM
8/4/2005 1:40 AM
/172005 3158 AM
8/17/2005 11137 PM
9/1/2005 11:36 PM
9/9/2005 1:11 AM
/92005 2145 AM
9/16/2005 1:09 AM
9/20/2005 10120 PM
9/20/2005 11:20 PM
11/12{2005 &§:32 AM

o

ICDnta\ns operations that can be performed on the object.

144782

AT w72 [Certificate Revocation List] # A 7 1 77K v 7 AT,

g |

|J Action  View |

10 x|

PKI ®

B

Tree I

E:] Certification Authority {Local)
Iél @j Aparna CA

-3 Revoked Certificates
(27 Issued Certificates
(23 Pending Requests
(2] Failed Requests

Requester Marme

SSE-DE\ILISR_SS. .
SSE-DBYIUSR_SS...
SSE-D8YIUSR_SS...
SSE-DEILISR_SS. .
SSE-DEILISR_SS. .
SSE-DEILISR_SS. .
SSE-DEAILISR_SS. .
SSE-D8YIUSR_SS...
SSE-DE\ILISR_3S. .

Binary Certificate

| Serial Number

| Certificate Effective Date AJ

----- BEGIM CERTL. ..
----- BEGIM CERTL...
BEGIM CERTL. ..
BEGIM CERTL...
----- BEGIM CERTL. ..
BEGIM CERTL. ..
BEGIM CERTL. ..
----- BEGIM CERTL. ..
----- BEGIM CERTL. ..

Sdae53cd00000000000F
Sdb140d3000000000010
Sezd7c1b00000000001 1
16db4fafon000000001 2
261C3924000000000013
262b5202000000000014
2634c7FZ000000000015
2635b000000000000016
26485040000000000017

B30/2005 3:27 &M
8/30/2005 3:30 AM
B/30/2005 5:46 AM
762005 3:21 AM
7/14/2005 5:00 AM
7/14/2005 5: 16 AM
7H14/2005 5:27 &M
7H14/2005 5:28 AM
7/14/2005 5:48 AM
| |z005 11:51 P14

2005 3:29 AM
& The: last published CRL is still valid and can be used by clients. Are vou sure vou wark to publish & new CrL? 2005 3155 AM
2005 10:54 PM
2005 3:33 AM
fes No | 005 11:30 PM
005 12:07 AM
SSE-O08YIUSR_S5... - BEGIM CERTL...  14fc45bS00000000001F 84/2005 1:40 AM
SSE-08YIUSR_SS... BEGIM CERTL...  486ceS0b0000000O00Z0 8/17/2005 3:55 &M
SSE-O8YIUSR_SS... BEGIM CERTI... 4ca4a3aali0000000021 8/17/2005 11:37 PM
SSE-08YIUSR_S5... - BEGIN CERTL...  13aS5cBe00000000002f 9/1/2005 11:36 PM
SSE-08YIUSR_SS... BEGIM CERTL... 3f0545dd00000000003F 9/9/2005 1:11 AM
SSE-O8YIUSR_SS... BEGIM CERTL... 3f613b7e000000000042 9/9/2005 2:48 AM
SSE-O08YIUSR_S5... - BEGIM CERTI... 6313c463000000000052 9/16/2005 1:09 AM
SSE-08YIUSR_SS... BEGIM CERTI... 7c3&61e3000000000060 9f20/2005 10:20 PM
SSE-08YIUSR_SS... BEGIM CERTI... 7cfiee3S51000000000061 9f20/2005 11:20 PM
116 SSE-O08YIUSR_S5... - BEGIM CERTI... 0a338eal000000000074 11/12/2005 &:32 &M =
« E
3 |

[Yes] 227 U v 27 L CTH#H D CRL /8B L

144783
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&

ATvT2

Microsoft > CA @ Web %A b235 CRL # & 7o — R4 5FE L, kOB T,

Procedure

Microsoft Certificate Services @ Web A > % — 7 = A X736, [Retrieve the CA certificate or certificate
revocation list] 7 U w7 L., [Next] 227 Vv 7 LET,

Microsoft C

Welcome

‘You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

Mext >

[Download latest certificate revocation list] &2 U v 27 L$£ 79,

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically

Choose file to download:
CA Certificate: [eifiranae

© DER encoded or @ Base 64 encoded
Dovnload CA ceriificate

Dowinload CA certification path
Download latest certificate revocation list

144785

pkinEE [



PKIDEE |

B crosyoo—¢

AT w73 [File Download] ¥4 702/ AR> 7 AT, [Savel &7 Vv 7 LET,

ATvT4

Microsoft

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Certificate

CDER encoded or & Ba
Dovnload CA certificate

Download CA certification
Dovnload latest certificate ©

Some files can haim pour computer. If the file information below
save this file,

File name: certoil oil
Certificate Revocation List

10.76 45108

File type:

Fram

wiauld you lks to open the fils or save it to your computer?

Open | save Cancel More Info

looks suspicious, or you do not fully tust the source, do not open or

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the o \Ficbowrioad

CA certification path will be installed for yoL @

x|

IV Always ask before opening this tye of file

thiz certification authority, because the

144786

E

Microsoft

Retrieve The CA Cettificate Or Certificate Revocation List

El

[t is not necessary to manually install the CA ¢
CA certification path will be installed for you &

Choose file to download:
CA Certificate:

Currant [Aparn

T DER encoded or & Base

Dovnload CA certificate

Download CA certification pa
Download latest certificate re

PKI DERTE

Savein | £ testoerts

[

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

ricommiont

= D'ﬂlom this certification authority, because the

2]
& @ cf B

File name: |

Save

Saveasipe  [Cenficate Revocation List

El
ﬂ Cancel

7

144787

[Save As] XA TR TRy 7 AT, BRFTHT7 7 AN EATILT, [Savel 7 Vv 7 LET,




| PriDEE

AT w75 Microsoft Windows @ type =~ > K& AJJL T, CRL ZF/RL 7,

caLos>i—+ i

| =10l x]
=
D
S
0 DO 0 0 BOR ) 0 QF!
;. ’ QY DUGQGQ FJI.I-L
[ Q) D0 flo QY DUQQ
DUQQD AEXDTH 5 HFo XD
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Procedure

AT97T1 CRL77A/V% CiscoNX-OS TRA ADT— 7T v allat—LFET,

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

Device-1(config) # crypto ca crl request myCA bootflash:aparnaCA.crl

ATFY T2 CRLERELET,
Device-1# configure terminal
Device-1 (config) #

ATv T3 CRLONEEERRLET,

Device-1(config)# show crypto ca crl myCA
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PKIDEE |
|

Trustpoint: myCA
CRL:
Certificate Revocation List (CRL) :
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
Revocation Date: Jul 14 00:33:56 2005 GMT
Serial Number: S5DAE53CD00000000000F
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15 2005 GMT
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Revocation Date: Aug 16 21:53:15 2005 GMT

Note

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

Signature Algorithm:

261C3924000000000013
Date: Aug 16 21:53:15
262B5202000000000014
Date: Jul 14 00:33:10
2634C7F2000000000015
Date: Jul 14 00:32:45
2635B000000000000016
Date: Jul 14 00:31:51
26485040000000000017
Date: Jul 14 00:32:25
2A276357000000000018

3F88CBF7000000000019
Date: Aug 16 21:53:15
6E4B5F5F00000000001A
Date: Aug 16 21:53:15
725B89D800000000001B
Date: Aug 16 21:53:15
735A887800000000001C
Date: Aug 16 21:53:15
148511C700000000001D
Date: Aug 16 21:53:15
14A7170100000000001E
Date: Aug 16 21:53:15
14FC45B500000000001F
Date: Aug 17 18:30:42
486CEB80B000000000020
Date: Aug 17 18:30:43
4CA4A3AA000000000021
Date: Aug 17 18:30:43
1AA55C8E00000000002F
Date: Sep 5 17:07:06
3F0845DD00000000003F
Date: Sep 8 20:24:32
3F619B7E000000000042
Date: Sep 8 21:40:48
6313C463000000000052
Date: Sep 19 17:37:18
7C3861E3000000000060
Date: Sep 20 17:52:56
7C6EE351000000000061
Date: Sep 20 18:52:30
0A338EA1000000000074
Date: Nov 12 04:34:42

1la:9f:1a:49:07:9¢c:58:24:d7:72

BOHESNTIZT A ADTAT T 4T 4
0A338EA1000000000074) 2 EEIZFREINTWVET,
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2005

2005

2005

2005

2005

2005

2005

2005
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2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

P
2005

shalWithRSAEncryption

Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
44:8e:a7:94:97:af:02:09:a6:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2pb:00:2f:d2:6e:cl:

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT
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Revoked identity certificate
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