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MACsec 7+ —JL/\vw Y X—DEFE

CiscoNX-0OS U U —R92()LAETIX, T4~V By a v BNAAL vF EETHOFX—/F—
% (CKN) DI Ay FEIEF—OEYIROFER E L TRK LG ATy 7 Ty Ty
arERBTAIICT AL AD T =N Ry 7 F—ZRETEXET,

MACsec D% E .



. MACsec 7+ —JL/Av D X—DHRFE

1R BHHEIIZ

MACsec D& E |

MACsec BNANZ > TEBY, 794~V BLIOT7 3=y F—F x—2 L F—ID Bk

ESNTNDZ EEMERLET,

Uy,

FIE

[MACsec ¥—F = — > L X —DORE] #RLTLIE

ARV RFEREETIVa Y

=)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Jua—)L a7 4 FXal—ig
£ F%Fﬂlﬂﬁé\bij«o

ATvT2

interface name

1

switch (config)# interface ethernet 1/1
switch (config-if) #

RETHA L H—T A AZEELE
T, A H =T A AXATLIDEE
ETEET, A =¥y b F— DY
A%, Tethernetslot/port] ZfFEH L
D

ATvT3

macsec keychain keychain-name policy
policy-name fallback-keychain
keychain-name

1 -

switch(config-if) # macsec keychain kc2
policy abc fallback-keychain fb kc2

F—/F—IDDOIAFELILTF—D
HAMRIAIZ XD MACsecZ v & 3 D2k
MBIERT 27—y 7 F—
Fx— ERELET, 74—y T
*—IDiE, 794~ F—F=z—D
F—1ID & —H LI A,

T =Ry ) F—F 2 — B H BT
LCRUCa~>y REFERITTHI LT,
MACsec 3% & HIBRETIT, KA1 X —
T2 A ADT F—)LNy 7 F—F = —
VREERIGT DA H—T 2 ATE
HTEET,

GE)

a<wy NI, 7= ANy F—
Frx—HERE, AV F—T AR
OfFOa 7 4 Fal—rgy avw
VREFSTELKELLIITATT DL
BN ET,

MACsec ¥ —F = — > &L F—DBT
LT,

ATvT4

. MACsec D% E

(f£&) copy running-config
startup-config

1
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| MACsec mExE
MACsec 7R —DE&E .

ARV RFERFTIVaY B8
switch(config-if)# copy running-config
startup-config

MACsec /R') —DERE

BB RTG A= B L THED MACSec R > —Z{E T4, LorL, 1 oDA
H—=T 2 ATT I T 4TI TELRY) =11 OOHRTT,

188 BRI
MACsec WA TH D Z L iR L E9,

Fig
ARV EEEET7Ia Y B
ATFwT1 configureterminal Jya—r\)Lary7 4 Xalb—a
1 T FEBMBLET,

switch# configure terminal
switch (config) #

25w 72 |macsec policy name MACsec R U > —&1ER L £7,
i)

switch (config)# macsec policy abc
switch (config-macsec-policy) #

AFw 3 |cipher-suite name GCM-AES-128, GCM-AES-256.
- GCM-AES-XPN-128, 7213
. . . GCM-AES-XPN-256 DWW E iR E
switch (config-macsec-policy) #
cipher-suite GCM-AES-256 LFET,
ATy T4 (f£&) [no] include-sci SecTAG D SCI Z#ZhiZ LET, 77+
1 - VR TIE, SCLIZEICTAZNZ 2> T
y | | E3
switch (config-macsec-policy)# no
include-sci GI)

Ry b RFa sy 7 EEEIZIE, SCI
X THREDAIIRA > b EHIIR
A NOEFT—BLTNWDZ L &HE

BLET.
RFyF5 |key-server-priority number S Zg i BT R OB RN S h
Bl LD, F—HF—ROTTA Y

T4 ERELET, ®HITX0 kE) —

switch (config-macsec-policy) #
key-server-priority 0

MACsec D% E .



. MACsec /K1) —DEEE

MACsec D& E |

ARV FFEREETIVa Yy

S

255 (&) T, F7#+/L MilZ 16 T
TO

ATvT6

security-policy name

1 :

switch (config-macsec-policy) #
security-policy should-secure

KOWNWTNNDOEF22 T R —
ERTELT, T—XBLOHIE
OB A ER L ET,

* must-secure : MACsec &~ & —
F7=7pvwry M Fry 7 &0
£,

« should-secure : MACsec ~ v & —

BRIy BB FFR S NE
T, ZHUTTF 74 METT,

ATy T17

window-size number

&1

switch (config-macsec-policy) #
window-size 512

AUBE—T oA AN, HEINTZT 4
VR A RO N EZITA
ninrkolc, BEREY v FuzE
BELET, #PHIX 0 ~ 596000000 T
7T

ATvT8

sak-expiry-timetime

51

switch (config-macsec-policy) #
sak-expiry-time 100

SAK & — A pk % sl il 9~ 2 IRE ] 2 RO B
MCHRELET, Z0a~vr FEHEH
LT, By ard—%THlIAEE/R R
MFREICER X E9, T 74/ ME
0 Cd,

ATvT9

conf-offset name

51

switch (config-macsec-policy) #
conf-offset CONF-OFFSET-0

Wb BT 5L A Y2 7L —20
HEEA 72y b 12& LT,
CONF-OFFSET-0, CONF-OFFSET-30,
F 72 1ZCONF-OFFSET-50 DWW\ 31 %
FBELET, 2oz~ N, P
A FBRT b~y X — {dmac,
smac, etype} Z MPLS % '™ X 9 IZff
45701 6ETT,

ATy 710

(=5)
51

switch (config-macsec-policy)# show
macsec policy

show macsec policy

MACSec R Y v —HEEFRRLET,

ATy TN

(f£&) copy running-config
startup-config
11 -

switch (config-macsec-policy)# copy
running-config startup-config

EfTar 7 4 FXal—TarEkE, &
HB—= KT a7 4 FXal—ay
IZar—L%E9,

. MACsec D% E



| MACsec DX E

anh
Xd

TERIREZLEAPOLDIEFT EA —H Ry F 2 A4 TIZDIVT

BETEA EAPOL DS E 1 —F %y b 54 F1=o0T [

Cisco NX-OS U U —2 9.2(2) LAF: CTlX, WAN MACsec 35 %~ b7 —72 T, Extensible
Authentication Protocol (EAP) over LAN (EAPOL) 7o ha/LD%E5HET KL A & A —P R k
2 AT OMEE IEREEICELE TEET,

FIEAHEZR EAPOLMAC B LU, —H % v b ¥ A FTld, EUEMKA X7 v N2 HETH A —
HExy h Xy hT—27 FCCETFNAAABMKAE Y a 2K TEAS L 512, MKA/ S v
MOMACT RLAELA—H Ry N XA THEERETEET,

EAPOL 365 A —V Ry b XA X, T 73V DA —PF v s XA 7 0x888E 1> HAVEMEIZ

BECTxE9, £721X. EAPOL%GEIEMACT FL A, 57 %/ b DMAC ® 01:80:C2:00:00:03
MHRBEICEETEET, 74— T oI ko THESNRNE T LET,

ZOBREIIA X —T 2 A A LUV THERHTE, REREAPOLREIX. RO XD IHUEEDA
H—T 2 f ATNOTHLEHECTX FT,

s MACsec 3 A > H —7 = A A TT TIZRESINTWBIGE., vl a ii#F LW EAPOL
RETHELET,

e MACsec N Af V' H—T 24 ATHREINTWARWESE, EAPOLEREIZA v X —7 = A AT
WA S, MACsec WZEDA v A —T 2 ATRESNTWDEEITENTRY £97,

EAPOL X E DAL

FIE

EAPOL X EIL. fEHBEREE DA v X —T7 =2 ATHIINMITE FT,

188 BRI
MACsec XA TH D Z L iR L ET,

avYRFERET7IOI Y BRI
X5 71 |configureterminal Ja—r ) ar7Z 4 ¥al—ay
) - T— N&EBABLET,

switch# configure terminal
switch (config) #

AT F2 |interface name RET DA F—T7 A AXBELE
i - T A F =T A AFATLID %I

ET — R Re— o
switch(config) # interface ethernet 1/1 Efgi‘a‘o /]) ‘H-Z\ 7 }\ 2) ]\0)%
switch (config-if)# A1, Tethernet slot/ port] A L %
R

MACsec D% E .



B eroLzzommt

MACsec D& E |

ARV RFERETIVa Y

B8

ATvT3

eapol mac-addressmac_address[ethertype
eth_type]

BESNTA A —T 2 A XATE
LD CTEAPOL R EZAMZLET,
(6=3))

A —=HFy b A THRESN TV
WA MKA X7 > ROFT 7 4 )b b
A—HFv kX A7 (0x888e) TH D
ERRALET,

ATv74

eapol mac-address broadcast-address
[ethertype eth_type]

TJu—RK¥¥y A b T RLRAEZREMAC
T RLARELTHMMZLET,

ATy TH

(f£&) copy running-config
star tup-config
1 -

switch (config-macseckeychain-macseckey) #
copy running-config startup-config

FTar 74 Xal—ark, AX—
NPy a7 40 Xalb— g0 a
I:Ob‘l_/gzwg‘ﬂo

ATvT6

show macsec mka session detail

EAPOL R E&ZFE R LFET,

EAPOL % 7E D3N

fEHFATREZ A > % — 7 = A AT EAPOL

FIE

RIE LN TE ET,

AT RFERIEFT7ZIIY

=)

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATy T2

interface name

1

switch(config)# interface ethernet 1/1
switch(config-if) #

RETDHA VA —T oA AERELE
To AVE—T A AXATLID %
ETEET, A —¥xy b F— DY
A&1%.  lethernetslot/port] ZfHH L
7

ATvT3

[no] eapol mac-address mac_address
[ethertype eth_type]

BEESNIA v F—T oA A EZATE
S O'ID TEAPOL X E N L F97,

ATV

. MACsec D% E

(f£&) copy running-config
startup-config

1 -

FiTar74Xal—vark, AX—
FPyFar7 4 ¥al—ygla
vE—LEd,



| MACsec DX E
MACsec %5 DfERR .

ARV RFERFTIVaY =)

switch (config-macseckeychain-macseckey) #
copy running-config startup-config

MACsec % & DR

MACsec X EFHME TR T HITIE, ROWTHOOIEXEZFATLET,

avy kR By
show key chain name F—TF =V ORELZRRLET,
s_howmacsecmkase&sion BEDA v H—T 2 A ZAFETTTRXRTOA  F—T =2 A AD
Ejnettef_ E’ﬂlce type slot/port] MACsec MKA & v & 3 BT 2 fE@a#R LET,

a
show macsec mka session T _TDHEAPOL /X7 v hDA H—T7 = A4 ATHREFH SN
details TWAHMACT RLABEIOA —H % v ~ F 1 FIBT 5 15H

ERANLET,

show macsec mkasummary | MACsec MKA %4~ LE T,

show macsec policy FFE D MACsec AR Y 2 —F721L T X TD MACsec R U 2 —Di%
[policy-name] ExFRLET,

show running-configmacsec |MACsec DE{Ta > 7 4 Fa b — a UIEFREFERLET,

WIZ, T_RTDOA v Z—T x4 AD MACsec MKA v 3 VZET A EREERT A0 2R

LEd, &
switch# show macsec mka session
Interface Local-TxSCI #Peers Status
Key-Server Auth Mode
Ethernet2/2 2¢33.11b8.7d14/0001 1 Secured
Yes PRIMARY-PSK
Ethernet2/3 2c33.11b8.7d18/0001 1 Secured
Yes PRIMARY-PSK
Total Number of Sessions : 2
Secured Sessions : 2
Pending Sessions : 0

WIC, FFEDA > 5 —7 = A 2D MACsec MKA & v ¥ 3 VICBIT 2 WA 2T 501475 L
EF. MIOBITHI LT =7 A O— 72 EHITMZ T, BIED MACsec &y ¥ a > # 4
TEERT DHHIAE— R R LET,

switch# show macsec mka session interface ethernet 1/1

Interface Local-TxSCI # Peers Status Key-Server Auth Mode

MACsec D% E .



. MACsec 5% DHEER

MACsec D& E |

Ethernetl/1
Ethernetl/1

70df.2fdc.baf4/0001
70df.2fdc.baf4/0001

Pending
Secured

PRIMARY-PSK
FALLBACK-PSK

WIZ, BEDA—YV Ry h A F—T =1 AD MACsec MKA &~ 3 3 BT A 205 %

KT o0l R LET,

Interface Name
Session Status
Local Tx-SCI
Local Tx-SSCI
MKA Port Identifier
CAK Name (CKN)
CA Authentication Mode
Member Identifier (MI)
Message Number (MN)
MKA Policy Name
Key Server Priority
Key Server
Include ICV
SAK Cipher Suite
SAK Cipher Suite (Operational)
Replay Window Size
Confidentiality Offset
Confidentiality Offset
Latest SAK Status
Latest SAK AN
Latest SAK KI
Latest SAK KN
Last SAK key time
CA Peer Count
Eapol dest mac
Ether-type

Peer Status:
Peer MI
RxSCI
Peer CAK
Latest Rx MKPDU

Ethernet2/2

(Operational) :

SECURED - Secured MKA Session wi
2c33.11b8.7d14/0001

2

2

12

PRIMARY-PSK
B54263EF7949A561E25CE617

523

tests2

16

Yes

No

GCM-AES-XPN-256
GCM-AES-XPN-256

148809600

CONF-OFFSET-0

CONF-OFFSET-0

Rx & TX

0
B54263EF7949A561E25CE61700000001
1

12:59:38 PST Tue Mar 19 2019
1

0180.c200.0003

0x888e

2C2C090E62A96F4D6E018210
2c33.11b8.8b88/0001

Match

13:16:54 PST Tue Mar 19 2019

KRIZ. MACsec MKA % E & £ T D62~ LE T,

switch# show macsec mka summary

th MACsec

Interface MACSEC-policy
Ethernet2/13 1
Ethernet2/14 1

wIZ, TXTD MACsee RV > —DF%

switch# show macsec policy
MACSec Policy Cipher
ICV Indicator Include-SCI

KC256-Poll7b GCM-AES-256
FALSE True

poll GCM-AES-XPN-256
FALSE True

pol256-FanO GCM-AES-XPN-256
FALSE True

pol256-MCT GCM-AES-XPN-256
FALSE FALSE

. MACsec D% E

Keychain
1/10000000000000000
1/10000000000000000
ErRRTLHHERLUET,
Pri Window Offset Security
16 148809600 0 should-secure
100 148809600 30 must-secure
16 148809600 0 must-secure
16 148809600 0 should-secure

SAK Rekey time

pn-rollover

60

60

60



| MACsec DX E
MACsec #5t D &R .

system-default-

macsec-policy GCM-AES-XPN-256 16 148809600 0 should-secure pn-rollover
FALSE FALSE

testl GCM-AES-XPN-256 16 148809600 0 should-secure pn-rollover
FALSE True

WROBITIX, show running-config 35 L U show startup-config =~ > RO NIZF— F 7 7 v
FCTHINFERSIND Z EERLTWET, 7272 L, key-chain macsec-psk no-show =2~ > K
DREISNTWDLEEZREET,
key chain KC256-1 macsec

key 2000

key-octet-string 7

075e701lelc5a4a5143475e5a527d7¢7¢c706a6c724306170103555a5¢575100051e47080
a05000101005e0e50510£f005c4b5£5d0b5b070e234e4d0a1d0112175b5e cryptographic-algorithm
AES 256 CMAC

WOHITIL, show running-config 5 & UF show startup-config 2~ > RO NIZF— A7 T v
NCFFINERINDZ EERLTWET, ZH5IE, key-chain macsec-psk no-show =< >
RBBRESNTWDHEAETT,

key chain KC256-1 macsec
key 2000
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

MACsec #t5T D KR

WD a< REHEH LT, MACsec #EHEHRZ TR T £,

TR 3

show macsec mka statistics[inter facetypesot/port] | MACsec MKA #atHE#H 4 F< LE T,

show macsec secy statistics|interfacetypesiot/port] | MACsec = % = U 7 1 §EzHi 4 #r L £,

WIZ, FEDA —V Ry b A Z—T = A 2D MACsec MKA #EHERDOEI %27~ L ET,
switch# show macsec mka statistics interface ethernet 2/2

Per-CA MKA Statistics for Session on interface (Ethernet2/2) with CKN 0x10

CA Statistics
Pairwise CAK Rekeys..... 0

SA Statistics

SAKs Generated.......... 0
SAKs Rekeyed............ 0
SAKs Received........... 0

SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Transmitted...... 1096
"Distributed SAK".. O

MKPDUs Validated & Rx... O
"Distributed SAK".. O

MACsec D% E .
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MKA Statistics for Session on interface

(Ethernet2/2)

CA Statistics

Pairwise CAK Rekeys

SA Statistics

SAKs Generated
SAKs Rekeyed
SAKs Received

SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Transmitted
"Distributed SAK"..

MKPDUs Validated & Rx... 0

"Distributed SAK"..

MKPDUs
MKPDUs
MKPDUS
MKPDUS
MKPDUS
MKPDUs
MKPDUs
MKPDUs

Tx
Tx
Tx
No
No
Rx
Rx
Rx

0

Pkt build fail... O
Tx on intf down.. O
Rx on intf down.. O

CA Not found

MKPDU Failures

MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU

SAK Failu

Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx

res

Validation
eer MN.

Bad P

Non-recent Peerlist MN..........

Drop
Drop
Drop
Drop
Drop
Drop

SAK Generation

Hash Key Generation
SAK Encryption/Wrap
SAK Decryption/Unwrap

CA Failur

es

ICK Derivation
KEK Derivation
Invalid Peer MACsec Capability... O

MACsec Failures

Rx SA Installation
Tx SA Installation

SAKUSE,
SAKUSE,
SAKUSE,
SAKUSE,
SAKUSE,
Packet,

KN mismatch........
Rx Not Set.........
Key MI mismatch....
AN Not in Use......
KS Rx/Tx Not Set...
Ethertype Mismatch.

0
0

MACsec D& E I

WIZ, BEDA—Y Ry N A F—T A AD MACsec TX = U T 1 eHERE FRT B4
R LET,

Il MACsec D%



| MACsec DX E
MACsec #5t D &R .

\)

GE)  Rx BLOTx #EHEROIEHIE o b EHIFE S > MTid, ROEDRH Y 77,
« Rx #tit
« FEliE= {3 X OIERE 51k
o 4 = JEmE 51k
« TX HERHE R
o A = s Sk
« 1481 = W 51k
« 3L = I B{hds L OFER b

switch (config)# show macsec secy statistics interface e2/28/1

Interface Ethernet2/28/1 MACSEC SecY Statistics:

Interface Rx Statistics:
Unicast Uncontrolled Pkts: 14987
Multicast Uncontrolled Pkts: 1190444
Broadcast Uncontrolled Pkts: 4
Uncontrolled Pkts - Rx Drop: 0
Uncontrolled Pkts - Rx Error: 0
Unicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Controlled Pkts: 247583
Controlled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Controlled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported)
In-Octets Uncontrolled: 169853963 bytes
In-Octets Controlled: 55027017 bytes
Input rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)

Interface Tx Statistics:
Unicast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Uncontrolled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Uncontrolled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported)
Unicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Controlled Pkts: 205429
Controlled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Controlled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported)
Out-Octets Uncontrolled: N/A (N9K-X9736C-FX not supported)
Out-Octets Controlled: 20612648 bytes
Out-Octets Common: 151787484 bytes
Output rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)

MACsec D% E .
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SECY Rx Statistics:

Transform Error Pkts: N/A
Control Pkts: 952284
Untagged Pkts: N/A

No Tag Pkts: 0
Bad Tag Pkts: O
No SCI Pkts: O
Unknown SCI Pkts: 0

Tagged Control Pkts: N/A
SECY Tx Statistics:
Transform Error Pkts: N/A

967904
N/A

Control Pkts:
Untagged Pkts:

SAK Rx Statistics for AN
Unchecked Pkts: 0O
Delayed Pkts: 0
Late Pkts: 0
OK Pkts: 1
Invalid Pkts: O
Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O
Decrypted In-Octets:
Validated In-Octets:

[3]:

SAK Tx Statistics for AN [3]:
Encrypted Protected Pkts:
Too Long Pkts: N/A

SA-not-in-use Pkts: N/A

Encrypted Protected Out-Octets:

switch (config) #

MACsec 0% 5E 5

Wiz, a—PEFZEDMACsec R U > —ZRE

Blzm L ET,

MACsec D& E I

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

235 bytes
0 bytes

2
(N9K-X9736C-FX not supported)
(N9K-X9736C-FX not supported)

334 bytes

L. ZORY =% A =T =A AZHEMT 2

switch (config) # macsec policy 1

(
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #

switch (config)# int e2/13-14

cipher-suite GCM-AES-256
window-size 512
key-server-priority 0
conf-offset CONF-OFFSET-0
security-policy should-secure
exit

(
switch (config-if-range)# macsec keychain 1 policy 1
(

switch (config-if-range)# exit

switch (config)# show macsec mka summary

Interface MACSEC-policy Keychain
Ethernet2/13 1 1/10000000000000000
Ethernet2/14 1 1/10000000000000000
switch (config)# show macsec mka session

Interface Local-TxSCI # Peers Status Key-Server
Ethernet2/13 006b.flbe.d31c/0001 1 Secured Yes

Il MACsec D%
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Ethernet2/14 006b.flbe.d320/0001 1 Secured No

switch (config)# show running-config macsec
!Command: show running-config macsec
!Time: Mon Dec 5 04:53:40 2016

version 9.2 (1) feature macsec
macsec policy 1
cipher-suite GCM-AES-256
key-server-priority 0
window-size 512
conf-offset CONF-OFFSET-0
security-policy should-secure

interface Ethernet2/13
macsec keychain 1 policy 1

interface Ethernet2/14
macsec keychain 1 policy 1

WIZ. MACsec ¥ —F =2 — LV HZREL., /1 VX —T A ATV AT LT 7 4/ D MACsecih
Jo—%mBnT 542 R LET,

switch (config)# key chain 1 macsec

switch (config-macseckeychain)# key 1000

switch (config-macseckeychain-macseckey) # key-octet-string
abcdef012345678%abcdef0123456789%abcdef0123456789%abcdef0123456789 cryptographic-algorithm
aes_ 256 CMAC

switch (config-macseckeychain-macseckey) # exit

switch (config)# int e2/13-14

switch (config-if-range)# macsec keychain 1
switch (config-if-range)# exit

switch (config) #

switch (config)# show running-config macsec
!Command: show running-config macsec
!Time: Mon Dec 5 04:50:16 2016
version 7.0(3)I4(5)
feature macsec
interface Ethernet2/13
macsec keychain 1 policy system-default-macsec-policy
interface Ethernet2/14
macsec keychain 1 policy system-default-macsec-policy

switch (config)# show macsec mka session

Interface Local-TxSCI # Peers Status
Key-Server Auth Mode

Ethernet2/2 2¢33.11b8.7d14/0001 1 Secured
Yes PRIMARY-PSK

Ethernet2/3 2¢33.11b8.7d18/0001 1 Secured
Yes PRIMARY-PSK

Total Number of Sessions : 2

Secured Sessions : 2

Pending Sessions : 0O
switch (config)# show macsec mka summary

Interface Status Cipher (Operational) Key-Server MACSEC-policy Keychain
Fallback-keychain
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Ethernet2/1 down - - testsl keychl
no keychain

Ethernet2/2 Secured GCM-AES-XPN-256 Yes tests2 keych2
no keychain

Ethernet2/3 Secured GCM-AES-256 Yes tests3 keyc3

no keychain

MACsec (X, |xml ZfEH L7222 U7 NHIZRO show =2~ RO XML /)& AR — K~ L&
j—o

+ show key chain name | xml

« show macsec mka session interface interface slot/port details | xml
+ show macsec mka statistics inter face interface slot/port | xml

« show macsec mka summary | xml

+ show macsec policy name | xml

« show macsec secy statisticsinterface interface slot/port | xmi

+ show running-config macsec | xml

Wiz, Fio% show 2~ RO AFIEZRLET,
Bl1: F—Fz2— 0 OREXZFERLET

switch# show key chain "Kec2" | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:rpm">
<nf:data>
<show>
<key>
<chain>
< XML OPT Cmd rpm show keychain cmd keychain>
<keychain>Kc2</keychain>
</ XML OPT Cmd rpm show keychain cmd keychain>
</chain>
</key>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

B2 BEDA A —T 2 A AD MACsec MKA & v a3 VT AIEREAERLET,

switch# show macsec mka session interface ethernet 4/31 details | xml
<?xml version="1.0" encoding="IS0O-8859-1"?2>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
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<macsec>
<mka>
<session>
< XML OPT Cmd_show macsec _mka session_ interface>
<interface>
< XML INTF ifname>
<__ XML __PARAM value>
< XML INTF output>Ethernet4/31</ XML INTF output>
</_ XML PARAM value>
</_ XML INTF ifname>

</interface>

< XML OPT Cmd_show macsec mka session details>
<details/>

< XML OPT _Cmd_show macsec mka session__ readonly >

<__readonly >
<TABLE mka session_details>
<ROW_mka session details>
<ifname>Ethernet4/31</ifname>
<status>Secured</status>
<sci>0c75.bd03.5360/0001</sci>
<ssci>1</ssci>
<port id>1</port id>
<mi>0200000000000000000000000000000000000000000000000000000000000000
</mi>
<mi>F511280A765CE41C79458753</mi>
<mn>2770</mn>
<policy>am2</policy>
<ks_prio>0</ks_prio>
<keyserver>No</keyserver>
<cipher>GCM-AES-XPN-256</cipher>
<window>512</window>
<conf offset>CONF-OFFSET-0</conf offset>
<sak status>Rx & TX</sak status>
<sak_ an>1</sak_an>
<sak ki>516486241</sak ki>
<sak_kn>90</sak_kn>
<last sak rekey time>07:12:02 UTC Fri Jan 20 2017</last sak rekey ti
me>
</ROW_mka session details>
</TABLE mka session details>
</__readonly >
</ XML OPT Cmd show macsec mka session _ readonly >
</ XML OPT Cmd show macsec mka session details>
</ XML OPT Cmd show macsec mka session_ interface>
</session>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

%] 3 : MACsec MKA #atHE#R 2T~ L £,

switch# show macsec mka statistics interface ethernet 4/31 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<mka>
<statistics>
<_ XML OPT Cmd some macsec _mka statistics_ interface>
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<interface>
< XML INTF ifname>
<__XML _PARAM value>

< XML__INTF output>Ethernet4/31</ XML INTF output>
< XML INTF output>Ethernet4/31</ XML INTF output>
</_ XML PARAM value>

</_ XML _INTF ifname>

</interface>

< XML OPT Cmd _some macsec _mka statistics  readonly >

<__readonly >
<TABLE mka intf stats>
<ROW_mka_ intf stats>
<TABLE_ca_stats>
<ROW_ca_stats>
<ca_stat ckn>0x2</ca stat ckn>
<ca_stat pairwise cak rekey>0</ca stat pairwise cak rekey>
<sa_stat sak generated>0</sa stat sak generated>
<sa_stat sak rekey>0</sa stat sak rekey>
<sa_stat sak received>91</sa stat sak received>
<sa_stat sak response rx>0</sa stat sak response rx>
<mkpdu_stat mkpdu tx>2808</mkpdu_stat mkpdu tx>
<mkpdu_stat mkpdu tx distsak>0</mkpdu_stat mkpdu tx distsak>
<mkpdu_stat mkpdu rx>2714</mkpdu_stat mkpdu rx>
<mkpdu_stat mkpdu rx distsak>91</mkpdu_stat mkpdu rx distsak>
</ROW_ca_ stats>
</TABLE ca stats>
</ROW mka intf stats>
</TABLE mka intf stats>
</__readonly >
</ XML OPT Cmd some macsec mka statistics__ readonly >
<interface>
< XML INTF ifname>
<__ XML __PARAM value>
< XML INTF output>Ethernet4/31</ XML INTF output>
</_ XML PARAM value>
</_ XML _INTF ifname>
</interface>
< XML OPT Cmd some macsec _mka statistics  readonly >
<__readonly >
<TABLE mka intf stats>
<ROW_mka_ intf stats>
<TABLE idb_stats>
<ROW_idb_stats>
<ca_stat pairwise cak rekey>0</ca stat pairwise cak rekey>
<sa_stat sak generated>0</sa_ stat sak generated>
<sa_stat sak rekey>0</sa stat sak rekey>
<sa_stat sak received>91</sa stat sak received>
<sa_stat sak response rx>0</sa stat sak response rx>
<mkpdu_stat mkpdu tx>2808</mkpdu_stat mkpdu tx>
<mkpdu_stat mkpdu tx distsak>0</mkpdu_stat mkpdu tx distsak>
<mkpdu_stat mkpdu rx>2714</mkpdu_stat mkpdu rx>
<mkpdu_stat mkpdu rx distsak>91</mkpdu_stat mkpdu rx distsak>
<idb_ stat mkpdu tx success>2808</idb_stat mkpdu tx success>
<idb_ stat mkpdu tx fail>0</idb_ stat mkpdu tx fail>
<idb_ stat mkpdu tx pkt build fail>0</idb_ stat mkpdu tx pkt build fail>
<idb_ stat mkpdu no tx on intf down>0</idb_ stat mkpdu no tx on intf down>
<idb stat mkpdu no rx on intf down>0</idb_ stat mkpdu no rx on intf down>
<idb_ stat mkpdu rx ca notfound>0</idb stat mkpdu rx ca notfound>
<idb_ stat mkpdu rx error>0</idb stat mkpdu rx error>
<idb_ stat mkpdu rx success>2714</idb_stat mkpdu rx success>
<idb stat mkpdu failure rx integrity check error>0</idb stat mkpdu
failure rx integrity check error>
<idb_ stat mkpdu failure invalid peer mn error>0</idb_stat mkpdu fai
lure_invalid peer mn_error>
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<idb stat mkpdu failure nonrecent peerlist mn error>1</idb stat mkp
du_failure nonrecent peerlist mn error>

<idb stat mkpdu failure sakuse kn mismatch error>0</idb stat mkpdu
failure sakuse_kn mismatch error>
<idb stat mkpdu failure sakuse rx not set error>0</idb stat mkpdu f
ailure_ sakuse rx not set error>

<idb stat mkpdu failure sakuse key mi mismatch error>0</idb stat mk
pdu_failure sakuse key mi mismatch error>

<idb stat mkpdu failure sakuse an not in use error>0</idb stat mkpd
u_failure sakuse_an not in use error>

<idb stat mkpdu failure sakuse ks rx tx not set error>0</idb stat m
kpdu_failure sakuse ks _rx tx not set error>

<idb stat mkpdu failure sakuse eapol ethertype mismatch error>0</id
b _stat mkpdu failure sakuse eapol ethertype mismatch error>

<idb stat sak failure sak generate error>0</idb_stat sak failure sa
k_generate_error>

<idb stat sak failure hash generate error>0</idb_stat sak failure h
ash_generate error>

<idb stat sak failure sak encryption error>0</idb stat sak failure
sak_encryption error>

<idb stat sak failure sak decryption error>0</idb stat sak failure
sak decryption error>

<idb stat sak failure ick derivation error>0</idb stat sak failure
ick derivation error>

<idb stat sak failure kek derivation error>0</idb stat sak failure
kek derivation error>

<idb stat sak failure invalid macsec capability error>0</idb_stat s
ak failure invalid macsec_ capability error>

<idb stat macsec failure rx sa create error>0</idb_stat macsec fail
ure_rx_sa_create_error>

<idb stat macsec failure tx sa create error>0</idb stat macsec fail
ure_tx sa create_error>

</ROW_idb stats>

</TABLE idb stats>
</ROW mka intf stats>
</TABLE mka intf stats>
</__readonly >
</ XML OPT Cmd some macsec mka statistics readonly >
</ XML OPT Cmd some macsec mka statistics_interface>
</statistics>
</mka>
</macsec>
</show>

</nf:data>
</nf:rpc-reply>
11>11>

5] 4 : MACsec MKA iREZFrm LET,

switch# show macsec mka summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<mka>
< XML OPT Cmd some macsec_summary>
< XML OPT Cmd some macsec__ readonly >
<_ readonly >
<TABLE mka_ summary>
<ROW_mka summary>
<ifname>Ethernet2/1</ifname>
<policy>am2</policy>
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<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>

</ROW_mka summary>

<ROW_mka_summary>

<ifname>Ethernet3/1</ifname>

<policy>am2</policy>

<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>

</ROW_mka summary>

[TRUNCATED FOR READABILITY]

<ROW_mka_summary>
<ifname>Ethernet3/32</1ifname>
<policy>am2</policy>
<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>
</ROW_mka summary>
</TABLE mka summary>
</__readonly >
</ XML OPT Cmd some macsec _ readonly >
</ XML OPT Cmd some macsec_summary>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

5 BrED MACsee R o —DREEZF R LET,

switch# show macsec policy am2 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<policy>
< XML OPT Cmd some macsec_policy name>
<policy name>am2</policy name>
< XML OPT Cmd some macsec__ readonly >
<_ readonly >
<TABLE macsec_policy>
<ROW_macsec_policy>
<name>am2</name>
<cipher suite>GCM-AES-XPN-256</cipher suite>
<keyserver priority>0</keyserver priority>
<window size>512</window_ size>
<conf offset>0</conf offset>
<security policy>must-secure</security policy>
<sak-expiry-time>60</sak-expiry-time>
</ROW_macsec_policy>
</TABLE_macsec_policy>
</__readonly_ >
</__XML__OPT_Cmd_some_macsec__ readonly >
</__XML__OPT_Cmd_some_macsec_policy name>
</policy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
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switch# show macsec secy statistics interface ethernet 4/31 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<secy>
<statistics>
<interface>
< XML INTF_ ifname>
<__XML__PARAM value>
<__XML__INTF_output>Ethernet4/31</__ XML __INTF_output>
</__XML__PARAM value>
<_ XML OPT Cmd some macsec_secy statistics  readonly >
<_ readonly >
<TABLE statistics>
<ROW_statistics>
<in pkts_unicast uncontrolled>0</in pkts unicast uncontrolled>
<in pkts multicast uncontrolled>42</in pkts multicast uncontrolled>
<in pkts broadcast uncontrolled>0</in pkts broadcast uncontrolled>
<in rx drop pkts uncontrolled>0</in rx drop pkts uncontrolled>
<in rx err pkts uncontrolled>0</in rx err pkts uncontrolled>
<in pkts unicast controlled>0</in pkts unicast controlled>
<in pkts multicast controlled>2</in pkts multicast controlled>
<in pkts broadcast controlled>0</in pkts broadcast controlled>
<in rx drop pkts controlled>0</in rx drop pkts controlled>
<in rx err pkts controlled>0</in rx err pkts controlled>
<in octets_uncontrolled>7230</in octets uncontrolled>
<in octets controlled>470</in octets controlled>
<input rate uncontrolled pps>0</input rate uncontrolled pps>
<input rate uncontrolled bps>9</input rate uncontrolled bps>
<input rate controlled pps>0</input rate controlled pps>
<input rate controlled bps>23</input rate controlled bps>
<out pkts unicast uncontrolled>0</out pkts unicast uncontrolled>
<out pkts multicast uncontrolled>41</out pkts multicast uncontrolled>
<out pkts broadcast uncontrolled>0</out pkts broadcast uncontrolled>
<out rx drop pkts uncontrolled>0</out rx drop pkts uncontrolled>
<out rx err pkts uncontrolled>0</out rx err pkts uncontrolled>
<out pkts unicast controlled>0</out pkts unicast controlled>
<out pkts multicast controlled>2</out pkts multicast controlled>
<out pkts broadcast controlled>0</out pkts broadcast controlled>
<out rx drop pkts controlled>0</out rx drop pkts controlled>
<out rx err pkts controlled>0</out rx err pkts controlled>
<out_octets uncontrolled>6806</out octets uncontrolled>
<out octets controlled>470</out octets controlled>
<out octets common>7340</out octets common>
<output rate uncontrolled pps>2598190092</output rate uncontrolled pps>
<output rate uncontrolled bps>2598190076</output rate uncontrolled bps>
<output rate controlled pps>0</output rate controlled pps>
<output rate controlled bps>23</output rate controlled bps>
<in pkts_transform error>0</in pkts transform error>
<in pkts control>40</in pkts control>
<in pkts_untagged>0</in pkts untagged>
<in pkts no tag>0</in pkts no tag>
<in pkts badtag>0</in pkts badtag>
<in pkts no sci>0</in pkts no sci>
<in pkts_unknown sci>0</in pkts unknown sci>
<in pkts_tagged ctrl>0</in pkts tagged ctrl>
<out pkts_transform error>0</out pkts transform error>
<out pkts_ control>41</out pkts control>
<out pkts untagged>0</out pkts untagged>
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<rx_sa an>1</rx sa an>
<in pkts_unchecked>0</in pkts_unchecked>
<in pkts delayed>0</in pkts delayed>
<in pkts late>0</in pkts late>
<in pkts_ok>1</in pkts_ ok>
<in pkts invalid>0</in pkts invalid>
<in pkts_not valid>0</in pkts not valid>
<in pkts_not using sa>0</in pkts not using sa>
<in pkts_unused sa>0</in pkts_ unused sa>
<in octets_decrypted>223</in octets decrypted>
<in octets validated>0</in octets validated>
<tx sa an>1</tx sa an>
<out pkts_encrypted protected>l</out pkts_ encrypted protected>
<out_ pkts_too long>0</out pkts too long>
<out pkts_sa not inuse>0</out pkts sa not inuse>
<out_octets_encrypted protected>223</out octets_encrypted protected>
</ROW_statistics>
</TABLE statistics>
</__readonly >

</ XML OPT Cmd some macsec secy statistics__ readonly >
</_ XML INTF ifname>
</interface>
</statistics>
</secy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>

11>11>

17 : MACsec DFEfTa L 7 4 Fal—a U HEREPFERLET,

switch# show running-config macsec | xml

!Command: show running-config macsec
!Time: Fri Jan 20 07:12:34 2017

version 7.0(3)I4(6)

R R R R R R R R R R R R R R R

This may take time. Please be patient.
R R R R R R R R R R R R R R R
<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://www.cis
co.com/nxos:7.0.3.I4.6.:configure " xmlns:m="http://www.cisco.com/nxos:7.0.3.I4.
6.: exec" xmlns:ml="http://www.cisco.com/nxos:7.0.3.I4.6.:configure macsec-poli
cy" xmlns:m2="http://www.cisco.com/nxos:7.0.3.I4.6.:configure if-eth-non-member
" message-id="1">
<nf:get-config>
<nf:source>
<nf:running/>
</nf:source>
<nf:filter>
<m:configure>
<m:terminal>
<feature>
<macsec/>
</feature>
<macsec>
<policy>
< XML PARAM policy name>
< XML value>am2</ XML value>
<ml:cipher-suite>
<ml: XML __PARAM suite>
<ml: XML value>GCM-AES-XPN-256</ml: XML value>
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</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>0</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:window-size>
<ml: XML PARAM size>
T o o <ml: XML value>512</ml: XML value>
</ml: XML PARAM size>
</ml:window-size>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-0</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
<ml:security-policy>
<ml: XML _ PARAM policy>
<ml: XML value>must-secure</ml: XML value>
</ml: XML PARAM policy>
</ml:security-policy>
<ml:sak-expiry-time>
<ml: XML PARAM ts>
<ml: XML value>60</ml: XML value>
</ml: XML PARAM ts>
</ml:sak-expiry-time>
</ XML PARAM policy name>
</policy>
</macsec>
<interface>
< XML PARAM interface>
_z__XML__value>Ethernet2/1</__XML__value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kc2</m2: XML value>
<m2:policy>
<m2: XML _PARAM policy name>
<m2: XML value>am2</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>

[TRUNCATED FOR READABILITY]

<interface>
< XML PARAM interface>
< XML value>Ethernet4/31</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kc2</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>am2</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>

R |
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</m2:macsec>
</ XML PARAM interface>
</interface>
</m:terminal>
</m:configure>
</nf:filter>
</nf:get-config>
</nf:rpc>
11>11>
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