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OV =V a rETTY, RERIE VA ARSR2OAT A ZAEFHLT, A4 ABRZFNTH
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H—REMFEH LT, 40GAR— MI#EHZI D QoS ARY v—ZmHA L £, = 2T,
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hardware access-list tcam region racl O

. IPACL DE%E



| PACLOEHE
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region
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M

e-racl : {11/) IPv4 RACL
e-ipvé-racl : 1) IPv6 RACL H

igr-racl : A7 IPv4 35 X OV IPv6 RACL
H
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ifacl-udf : IPv4 7" — ~ ACL @ UDF H

Ipvé-ifacl : LA ¥ 2 (AA v F F—
K) FETXA L E—T 2 ZATD
IPV6 NI 7 4 DT 4 F ) T
Ho
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T4 T BT ANEY T LET,
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N7 4B T4 NEY T LUE
T,
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DIPVANT T 47 DT 4 VHE Y
7" Mo
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[Cisco Nexus 9000 2 U — X NX-OS & AT LEHRENA Rl 28R LT IEEW,
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DOHFIBICRIET S L, FrLuvne I3 FEO 7o —n T35 TERSNER A,

«IPVAACL B X 72k » TAER S LD syslog =2 M U, ACLuX >/ Frt AT
EINTca 7 LoyUZ o THIBRS AU TUWE T, Syslog= > kU OIS Z OFIEZH 2 5
L. BX TS —EHORFT S A=V Fry T LGARSHY 3, Leho
T, IPv4 ACL 1 X 73R4 — LPACL & O — B A IEREICHER 3 5 72O O TFHIR &
LTHEALARNTL EEN,

« 43— % ACL 1% CiscoNexus 9300 > U — X ZAA v F 7 v Y 7 R"— K TIEYHR—k
ShEHA,

Xy NIT—0 T3 T—F 47V (NFE) MG AA v FOEE, b FA v H—
T A ADINESy X —THESINDH AN RACL IFH AR — S EHA,

DA LB —T = A AZF L QoS KU v —& ACL M S niha., 7 pdtg &
NDDIE, QoS AU T —2 no-stats A7 3 o THHI N L X ET T,

« A v F =Ry =T L, ) TCAM OFiHF =~ v 7 (LAY 48F) 2V FR—FLF
HFh, LTEB->T, LAV 44— 3y R—=AD45H%A2T 5 ACL LU QoS 7RV
T—l%. HJ) TCAM TOER = FVICIETALERH Y £,

AL F N=RTTiE, K16 DLA Y 4FXT L ROBLEFR—-FLET, HH
TCAM A~2— ZEHETlL, ZOHIBEZERB LT FEV, F5IE, RPEE T & s
a=wv r 8X=) Ok aUESHRLTIIEIN,

* Cisco Nexus X96136YC-R, X9636C-RX. X9636C-RX. ¥ ILTNX9636Q-R7 1 > 1— KD
A, egracl-ve iR % EoR A1 v F D SVI £7/2 3R —h 7V =7 MIEMAT SR,
hardware profile acl-eg-ext moduleall =~ > R&ZFITL £,

« TCAM U V— 23k D>F U A TlhiEF Eh %,
e )L—F v RACLEZBEH DA A v FRIEA v Z—T =4 A (SVD) (T A HHETHEMA$

DYt
V=7 v FACL ZBEDO VLAY 2 A L F—T = A A AN E T 5 M T
DYt
« TCAM U YV —RA IO F U AT InEt A,
* VACL (VLAN ACL) 23EEOVLANIZEH S D58,
«/b—7 v N ACL Z ) 5 mOEE D SVIIZHH 558,

IP ACL D& E
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« HTTP 52 H-S< 77 A U A ME, CiscoNexus 9200, 9300-EX. 9300-FX. 9300-FX2,
9300-FXP, 9300-GX 77 v R 74— AA v F & X9700- EX I LW X9700-FX 71 >
J1— REHEF LTZ9500 A1 > F TIEHAR—FEnEHA, ZRNHTRXTORAAL vF T,
UDF X—2 D ACL #fi T 2 0E N H Y £,

«HTTP 2 Y v RIZFEX R— FTiI# A — S EHE A,

o RDTEEFIE & HIFIFIEIL, Cisco Nexus 9200 35 L T8 9200-EX 'V — X A A v FIZHMH &
nEJ,

« HJ/J MAC ACL IV R — F SN TWEH A,

¢« NURIINET T 4 v T DIETER S TWVWDETFNRAL ATD h VA B —T A
AP~y X =Ty MRIRE SN %A, HIIRACLIZA VX —T = A ATH
A—hrSNEEA,

s NNV A B —T 2 A ZADINT~y X —THRE SN D AT RACL 1TV R— K&
FHA,

< IP DRI & _X— 2 —BHEETIR— SN THEEA,

« TRNTD ACL N—ADEREZ FIRFICAENIT 5 Z LT TE £ A,
16 D LAY 4EERY R — S ET,

c LAY 4TEIX, 1) TCAM U —Y 3 TR — hShEd A,
« MAC JEMFEZ YA X% 4096 + 512 A —/3—7 17— TCAM T,
*MAC 7 RFL AL MAC V¥ AZ DA —R_—F v FIIHEHE SN ET,

CACLEZ L—h U o XL, BEFHII Ry &Ny y NHOAN—FT =
T U AEHN FHA,

cACLEZ L—F U I v Xid, EHL— MRZMHAT 500112, TCAM BEALO T
YU LA TREES, 7740 ME 1pps TV,

e Ry NU—27 7 RL AZH (NAT) OIS I 2 i e T3,

cTAP 7 7'V 75— a U TIXPACL U XA L7 FEZTRYER—FINET, VACLY ¥
A L7 MIVFR—PENTHEREA,

e DHCPv4 A X—tE' 7 F7-1ZVU L —, DHCPv6 U L'—, ARP AX—t' 7 VXLAN
DADODERED H b, [FIRFZH R — F TE 501X 327200 TF, #H I DR
ICRESNTZ 3 OOWETHY, 3207V v RAL Y T By MR TRTE
Rz b0, 4 FBHIZEKLET,

*RACLIZ., ~/LFF+ 2k MACSET FL 2% % v hCIIBATX £8 A,

o« IRDTEEEIH & IR EFIEIL, Cisco Nexus 9364C-GX. Cisco Nexus 9316D-GX., # X (X Cisco
Nexus 93600CD-GX ¥V — X A4 v FICHEH S IVET,

* MAC [EfaZ ¥ 1 X1 4096 + 512 A —/X—7 10— TCAM T,

. IPACL DE%E
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*MAC 7 FLZE MAC ¥ A7 DA —_"—F v FIIHELRENET,
+-R 74 B1— R%{H 7= Cisco Nexus 9504 5 . O Cisco Nexus 9508 A1~ F T, KD
TCAM IV FR— SN FHA,
« 9T FEX B# TCAM
o T T D xxx-lite BHED TCAM V —2 3 o~
« L ¥y —(EO TCAM
+ TP FCoE Bi#E D TCAM
e ing-netflow U —27 2 VO TCAM 1 — B VREIL, -FX T A > A— FTIEFEITTEET,
-EX 71 v #— KT, 7‘71’/1/ k @ ing-netflow J —<" 2 > TCAM 7 —E > 7 73 1024 T

b, ENUSNDOGEEITRETEEYA, -EXBIOB-FX 71 1 — FOR— DA,
ing-netflow V) —< = /@?’Eﬁﬁ%jﬂlﬁii 1024 T,

» Cisco Nexus 9200 33 L OV9300-EX 77 v b 7 — A A A »F Tid, sup-redirect ACL D53
SUPSETD T 7 4 v IR L TR @ENT TA AT 4 o TSIz, ACLR
FTva el Lior—4 ACLITANCZR Y £H A,

* CiscoNexus 9300-GX 77 v b 74— AA »F TiL, ACLU ¥ A L7 N &HT 5 dotlq
VLAN %, 1= 511 ® VLANID ®%H% %R —k LET,

PACL U %4 L7 N¥721% TapAgg D3a%E 4L TV 5356, switchport access vlan vian-id
a< 2 RiZ1—511 ® VLANID &%V R— bk LE7,

*FHRPVIPSECD NF 7 4 v/ T, N7 74 v 7 2FAT 25X IS/ ACL 7 77
B%h72 ACE & —%9 5 FHRP A% 314 TAJJEND bT 7 4 v 7 DA Cisco Nexus
9000 > U — R AA v FIXZDONRry e Fay 7 LET,

« Cisco Nexus 3172TQ. 3172TQ-XL. 36180YC -R 8 L (' 3636C-R A A v F TlE, [F L VLAN
5?7 I—HTHSVIBLOYTA ¥ —T oA ANHDLGE, TOSVITT Z7EAY A K

REENTWDBE, Y TA L H =T 2 A AEN L TN—T 4T ENDNT 7 4 v 7%
%m/7éﬁhia“o ZAUXASIC OFIRIZE A H DT, L3V TA v FZ—T A ZADHT
—% ACLIZZ OHIRIZ L DR — S EHA,

« Cisco Nexus 9364D-GX2A 3 LV 9332D-GX2B A A v F i, H/1/v—% ACL TR % VR —
FLEEA,

* ICMP Type Match % %7K — ~J" 5 UDF,
s ACL v 7' A H)
CBIMDT 4 VB AT 3 v tepludp A — R & Mgt Z#HEE L7 ) IPv4 L— % ACL
< BMDT 4 VE AT 3 ep/udp R — b & neq TSI IPv4 /L— % ACL
« HPHLTE DBIMD T 4 VB F T a  tepudp R— b &G Te )] IPv4 L— % ACL

« 7T 7t & S IPv4 L— % ACL

IPACL DERFE .
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« SN TCAM D /v — % ACL
« 177 PACL O H 7R — K
s FEFO PR — K
o UL
¢« RBIW-RX 74 I— K&K 2 7= Cisco Nexus 9500 77 v b 7 4 —2L AA v FITiZ,
WOEEFHEN DY £7,

*7 h v 7 ACL B#1id, ~/LF 7 7 BFD 35 LU CoPP BREZ fR < 9~ TD AT
ACL HRETH R — F ShE T,

«7 I v 7 ACL E¥HrlE. ) ACLIERETIIV R— FENhEH A

« TV IE, RICASICNORAL DA H—T 2 A A LEORIUAKRY 2 —TOHYR—
hEILET,

* Cisco NX-OS U U —2 92(3) TlE, KD ACL HFHERMD Y AR — ST\ Ed,
« PACL : IPv4 (PNEB. AN 7D TCAM % & ie)
«/JL—2% ACL : IPv4 (AJ]J RACL-IPv4 & i) RACL-IPv4 Ol J5 O TCAM)
e AT 2K BT X DBRPYR—hEnET,
« WD ACL HEHEBIT Y AR — F I TWEHA,
« BFD
« DHCP : IPv4$ L ONPv6
« PACL : MAC
« PACL : IPv6
* PBR : IPv4 35 L OV IPv6
«RACL : Pv6

o S5 TCAM ZAE 3 5354 @ RACL : 1Pv4

« hardware profile acl-stats module xx =~ > FZf/J L TACLTCAM = h U DAV X %
A R —TWIZF D & show interface @ input discard 7  —/L RIXHEIZE w72 £, Z

—

DOHIFRIE, REBILO-RX T4 > #— F%&{ii 272 Cisco Nexus 9500 77 » N 7 4 — 2L A
Ay FICOHEHSINET,

c RBIW-RX 714 I— K& x 7= CiscoNexus 9500 7T v b 7 — AL AA v FIx. LA
TaYR—FLETA,

HIDOT NIy Ty FT— 1

o /M58 TCAM D iv—4# ACL

. IPACL DE%E
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« UDF Z 5 /) »—% ACL

« B H E AT DM ST DN—F ACLV6 T X

14 ops 12 & %3 LA L—# ACL IPv6

W TA U HE =T A ZADHS)IV—45 ACL

«IPV6 ICMP # A 7B L= — RIC L A 1B LA T)L—% ACL
« tep-flag & ffiF L 7= IPv6 A Jj/L—% ACL

< BINA 7Y g AFE D IPv4 L— 4% ACL

* Cisco NX-0S U U —=% 93(3) Ti&, H7/1IPv4RACL I%., -R BL W -RX 7 A > I — K %1
Z 7= Cisco Nexus 9504 33 LTV 9508 A A v F TRkZEHVHR— b LET,

*TCP 77

s ICMP DX A 7 & a— R

«ACL 17
«IPv6 71 ACL 1Z, -REB LT -RX 71 I — R %{ii 272 Cisco Nexus 9504 35 K T 9508 A
A v FTREFR—FLET,

cbA¥47Fm han

«TCP 777

cTT TR

«IPv4 O ACL 1 7

e IPV6 ~v X —D T 4 —)L K

IPv6 177 ACL 121, WDHIRA#EH S E T,

e R— K ITN—TBLOVA Y4 EETV R — SN TWERA, FFT egracl-ipv
DOEELD ACE =2 h VTR S L E 7,

e T RLA T N—FTERINTCAA MIVPFR— RSN THEEA,
AU BT R—FSNTWEREA,

« HATIPV6 RACL 1X. 7 A v & —T7 = A4 AR L UHEE TCAM TITH R — F S EH
Ao

« 7 Py 7 BRIV AR - PSR TWERA,
s acl-eg-ext WHNT/2 > TV DHYE, VXLAN IV AR—FShEHEA,

«PACL U %A L Z IZ Cisco Nexus 9300-GX A A v F THR— s ENFET, ROBIEDE
Hanxd,

IPACL DERFE .
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*PACLY ¥ A V7 bW R— T 212X, A& 7' A% —7 = A AT modetap-agg
avy REFITTLHLERDHY 77,

* MPLS A kU v 7Hig % YR — h 95121, mplsstrip 35 X O hardwareacl tap-agg =
vV REREL, A v TH)r—RTHLERHD 7,

o« X T NVE 7 VLAN D5, 23 H O VLAN Ol 2 — 510 T9,
+dotlg VLAN Z#ffifH L7= MPLS A b U »v 7l Z¥ R —F SN TWHEHA,

VXA LT N R—IBNT 7R R— Fkbf ﬁéﬁfné%ﬁf% HE Ty
KR ZTHHTENTWBES, VAL LT FR—MNIF T EEELET,

« fH75 ACE TliX, TapAgg V ¥ A L 7 IV AR —FEnTWHEHA,

* CiscoNX-0S U U — % 10.1(2) TiZ. CiscoNexus X9736C-FX, X9788TC-FX. X97160YC-EX
FA LI —ROREE—RTOPACL VXA L7 MEREIZTR— SN TWERTA,

« H/TACLIZ. VLANFIL—F 4 v 7728 —0D2FBDVLANDIP 7 KL A% L35
N7 4y 7By AR—FLEFEA,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 7'J v N 7 4 —2X A4 v F I LU 93180YC-FX A
AT TE, VA F¥3IA L H =T 2 AD<LF X ¥ AN MACRHT KL AZEFFO/8
7 h CRACLZMRATE WA, NV—T 4 > 7 AREREM 2 BT 5 K 5 ICACLAZ %
ET D% AT, ignoreroutable =~ > K& LEJ, 7272 L. ignore-routable # RACL
WML TSVIICHEMAT 5L, RACLIZFZ Y vy Eahie\ry bbb~y FLET,

s UANEA—=FEY FBNABCDEADLE, Get BEIIRERRT —# 2R Mt L2V
VU U AFZ G R L o720 LET, ZHUIBEMOEIE TS, Open Config %7‘/1/
{ZI&. srcPrefixMask/dstPrefixMask 23 0 A, 72, B L TWRNWSTATZDT VT 4 v
I AR AT BB TERNIZD, TV 7 4 v 7 ARICH L TERO S HHEIRT Z &
ITTEEEA,

cing-sup V —¥ a3 O/ A X(E512=2 MU T, egr-sup U — 3 O/ A X13256
TR TYE, ZNHDY =V a ra2/PSVMEICRET D Z LIETEEEA, EEDOY —
Va YA X%, 25605 N OEZT TN 3T A s TEET (2L
span U — ¥ 3 UIS12OEHR O N THID 3T 2 ENTEET)

« HJJRACL V6 UV —2 a3 D4 hw profilemdb-balanced-exemZ 5% €T 2L ENH Y F
R

UK AV N ATV a B FH L7 MAC ACL £721X PACL (3RA— k ACL) D7 ACE
1%, CiscoNexus 9000 >V — X A A v F TIIHR—FENTWEHEA,

. IPACL DE%E
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IPACLDT 7+ )L hEEE .

IPACLDT 7+ )L FERTE

WDFEIZ, IPACL XT A—ZDF 7 )V FREEZRLET,

Table 4:IPACL/XS5 A — 3 DT 7 4L ME

INT A=A TI+I bk

IP ACL T 74 FTIXIP ACL IZFEELEH A,
IPACL—> 1024

ACL /L—)b 9 _TO ACL ITHFBR O L — L3 @A S hvE T,

FT 2 N ITN—=TN T I H N NTEA TV = N T A—TIIFELE A,

HF ] i D 77 & v b IR R IIFE L EE A,

Related Topics
IP ACL 5 L OV MAC ACL OREFEL—/L (5 X—)

IP ACL D&% E

IP ACL D {ERK

T34 AT IPv4 ACL 7212 IPv6 ACL Z1EA L. A/ — L& BINTEx £9,

Before you begin

ACL OFXEIZIL Session Manager 325 Z L A HEIE L 4, ZOEREIZ L > T, ACL D%
EEERL, HEZFITa 74 Fal—railaly NTHHIC, TOREDPNLELTH
U Y —=ZFNHFEENE O AR TE £, ZOERIZ. £ 1,000 L EDO/L— /L35 Ei1T
W2 ACL it L THRIICEZN T,

Procedure
Command or Action Purpose
ZFwF1 |configureterminal 7o — R — R BkA L £,
Example:

switch# configure terminal
switch (config) #

IPACL DERFE .



B racions

IPACLDEE |

Command or Action

Purpose

ATvT2

EKOWTFNILDOa<w REANLE
j‘o

* ip access-list name
* ipv6 access-list name

Example:

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ER L C, IPACL =27 4
Xal—TarE— RFREHBLET,
names | #ix 64 LFLINTHRE L 7,

ATvT3

(Optional) fragments {per mit-all |
deny-all}
Example:

switch (config-acl)# fragments
permit-all

WHREE TR W T I/ A DT T
A v MLERZ FEfk L £, fragments
a<w Y RREENTNDACLINT A
22X ThI 74w 7ICEBAEIND
WA, fragments =t~ 2 RIZWIHRAE
TRWT T TAEN (ZDOTFT A
RiE. ACL N ¥ DR permit
a<wy RERIT deny a~vr R —
BLERTA) OHE—FHLET,

ATvT4

[sequence-number] {permit | deny}
protocol {source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destinati on-ip-mask}

Example:

switch (config-acl)# 10 permit ipvé
1::1 2::2 3::3 4::4

IPACLNIZ/V— V&2 ER L E4, 23
DON— NV EVERTEX E9,
sequence-number 51521,
4294967295 DFEX AR E L £ 77,

1~

permit =¥ K& deny =2~ NI,
N T4y AT D72 DEL D
FTEPHE SN TWVWET,

IPvd B L WNIPv6 77 A U X MDY
AL EEIC L 5D IPva 721X IPv6
TV T4y P RAERETEET, Ih
X, BAIOERET 5y hTOH—E
LET, 720, 7 RLrOWT
DEy MI—HTDFEILLsmkn
IPvd £7213IPv6 VAV R 1— R~ X
7 EfRETEET, IPvo VAV R —
F <2273, Cisco Nexus 9200,
9300-EX. I L TN 9300-FX/FX2/FXP A
A v & CiscoNexus 9364C A A~ F T
FAR—FINFET,

ATvT5

. IPACL DE%E

(Optional) statistics per-entry

Example:

switch (config-acl)# statistics
per-entry

ZDOACLDON—)VE—ET 537 b
DT a =SV AT S ADERF
HEIICHRELET,

Note
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Command or Action

Purpose

CiscoNX-0S U U —2% 9.2(3) LAKE T
X, -R 71 > B — F%&{Fx 7= Cisco
Nexus 9500 A A~ FDOH R — k3B
SN TWET, CiscoNexus9500 77
N7 —h AL v FEFEHL TS
A, TIUIMNEDOFIETT,

RFw 76 |hardware profile acl-stats module xx N TCAM & 4458 TCAM D 55 ¢
Example: ACLTCAM > N DI U U HEH)
switch(config-acl)# hardware profile &:I/§E7fo

acl-stats module 10 Note
Zoavry NI, RBIXUP-RX 71
> J1— K & Cisco Nexus 3636C-R 35 &
W36180YC-R A A v F %1 2 7= Cisco
Nexus 9500 77 v N 74— AL AA v TF
WZOBBEHSNES, WV Z a2l
\29 % &, VLAN & SVIOHHE#IT
KboivETd,

27w 77 |reload modulexx 24 vFE) m—KLET,

Example: Note

switch (config)# reload module 10 Cisco Nexus 9500 77 v b 7 #—.Ah A&
A v FOEHE, Zoavy R4+~
T a»THY ., hardwareprofile
ac-stats NEH I N TWVWAHEY 2 —)b
DHZa ) a— RTL0ERH Y 7,

AT w78 |ignorerouteable Cisco Nexus 9300-EX 33 £ (08 9300-FX 7
Example: Ty N7 F =L AL v FTTATFy
switch(config)# ignore routeable A I\ I\ '77/1' 77@74/1/57 U ‘/7%

BN LET,
ATw 79 | (Optional) KOWFHNDa~ K& AN|IPACL DFEEEFRLET,

jj L/i‘d‘o

« show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl)# show ip
access-lists acl-01

IPACL DERFE .
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Procedure

IPACLDEE |

Command or Action Purpose

ZFw 710 |(Optional) copy running-config FHTar 74 Xalb—rvarEkE, A
startup-config B T o Far7 4 Fal—ay
Example: WZav—LET,
switch (config-acl)# copy
running-config startup-config

BEFE D IPv4 ACL £ 7213 IPv6 ACL O/L— L DB & HIBRIZFEITTE £, BEFEOL—ILV %
BEFTHZLIITEERA, V= VEEFETDHINE, FOL—LEHIELTIL, BEEZNZ
72—V EBER L E T,

BEfF DN — L DRINZHT LWV — L E AT HDEN D D55 T, BIIEO LV — 7V AFFD7EX
RWTITTRTEHRATE 20 & E1E, resequencez~ > REFEA LTy —7 v AE 55 HE
DBCTLET,

Before you begin

ACL OFXEIZ1X Session Manager #FH T2 Z L2 HERL 9, ZOMELHHT5 L. ACL
DRELZTRT, TORTEIIHKLELIND Y Y —ARFHARRETHLINE I nE, VY —R%
FITar7 4 F¥alb—ralaly MTOANCHERTEET, ZOKRRIX. 1,000 2L ED
=V NEEN TS ACL 2% L THIICAZI T,

Command or Action Purpose
R 71 | configureterminal 7 a— N\ NHKERTE— REBE L9,
Example:

switch# configure terminal
switch (config) #

ATy T2\ kOWTNrOa<w REANTLET, |4BTTHRELZACLOIPACL =2 7 4

« ip access-list name Fal—varyE—FahlLET,

* ipv6 access-list name

Example:

switch (config)# ip access-list acl-01
switch (config-acl) #

2 5+ 7 3 | (Optional) [sequence-number] {permit | |1p ACL P9Iz /b — /L %Rk L £4, +—

deny} protocol source destination b A B AT S b ACL DL —
Example: IHEMIBEEZHEETEET, V—F &
switch(config-acl)# 100 permit ip T RE LRV E, L—LZ ACL O
192.168.2.0/24 any KRITEN S £+, sequence-number

. IPACL DE%E
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Command or Action

Purpose

SIEZ I,
FELET,

permit =~ K& deny =~ RIZiE,
NI T4 BT DD DJ

1 ~ 4294967295 DOF&H 515

EPHEINTWET,
AT 7 4 | (Optional) [no] fragments {permit-all | | FIHPRIET/RNT T T A hDT T 2
deny-all} > MLVER A it L £ 97, fragments =
Example: < R EENTWS ACL 3T 3A A
switch (config-acl)# fragments K> ThTZ 747 WA S5
permit-all A, fragments =~ > RIIWIHNRIE C72
WITTAN (ZDT T T A M,
ACL WD £ ORI permit 2~ > R
Fliddeny 2~ REL —HLEHE
) DIFEL—FLET,
noA7varuEffitase, 77374
v MU O REEAHIBR S IVE T,
R T 75| (Optional) no {sequence-number | {permit | #57E L 7=/L—/L % IP ACL 2> HIER L £
| deny} protocol source destination} +,
Example: permit =~ > K& deny =~ > NI,
switch (config-acl)# no 80 AP %ﬁg&%lj‘ﬁ‘é 7’:&)@§< @ji
EPHEINTHET,
R 7w 76 | (Optional) [no] statistics per-entry ZF®D ACL DIL—)L & —FF 53w |
switch (config-acl)# statistics N 5a:§%i§[“zijr°
perrentry noA 7> a v aliT 5L, TR
3% D ACL O 71— S )L EF R %
BEIELET,
AT w 77| (Optional) IROWFNND A~ RE A |IPACL DRELZFRLET,

jjl./\gz—g«f)

« show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl)# show ip
access-lists acl-01

IPACL DERFE .
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Command or Action Purpose
R 78 |(Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config Ny arvr7sXal—3gila
Example: E—L %7,
switch(config-acl)# copy running-config
startup-config

Related Topics
IPACL ND Y —7 v AF S DER (35 4—)

VTY ACL DERK

Procedure

AN FEEZIFTHEIIF RO VTY BFE T, T XTOIPv4 F7203IPv6 b T 7 4 v 7 ~DT 7
T AERHIETH LIZEY, VIYACL ZRETEET,

Before you begin

T RTOFEAGREFRIC 2 — PR T E D720, TR TORAEREFRRIZF CHl 2% E S
DWEN DY £,

ACL DX EIZIL Session Manager Z 325 Z L 2 HERE L £9, ZofEx2EHT 25 &. ACL
DERELZTNT, ZOREICKELE IND ) Y —ARFMARETHLNE I g, VY —2%
FTar74F¥alb—rariialy b ORNCHRR TS, F5ITH 1000 L OV — 1 &5
ACL T H £ T,

Command or Action Purpose
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Example: E—FZBBLET,

switch# configure terminal
switch (config) #

AT 72 |{ip|ipv6} accesslist name ACL #1Ef L. O ACLDIP 7 7 &
AVANary74F¥a2l—v gy F—
RZBME L ET, name 5| DOEKEIT

Example:

switch (config)# ip access-list vtyacl

64 LFTY,
AT 73| {permit | deny} 7' k=)L BE(E T B | ACL /b— L& ERR L, $57E L7285 7T
& [log] [time-range B[] EDOFTRTOTCP N7 7 4 v 7 7]
Example: LETS

switch(config-ip-acl)# permit tcp any
any

. IPACL DE%E
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Command or Action Purpose

ATy 74| exit P77%A VAL ar74¥al—
Example: YarE—RFakTLET,
switch (config-ip-acl) # exit
switch (config) #

AT 75 |linevty AR AfREL, 74 ar7 4¥a
Example: L—y gy B—REHBELET,
switch (config)# line vty
switch (config-1line) #

AT 76| {ip|ipv6} access-classname {in | out} BEINZACL ZEH LT To
switch (config-line)# ip access-class %ﬁ%u BE Lij—o name %Iéﬁ@%jﬁﬁ@i 64
vtyacl out jt%z7f7ro

R 7w 77| (Optional) show {ip | ipv6} accesslists | (L3 VTY ACL & ®, s Sz
Example: ACL #FRLET,
switch# show ip access-lists

Z 7w 7 8 |(Optional) copy running-config FITar 74 Xal—vark, AL—

startup-config

Example:

switch# copy running-config
startup-config

NPy a7 Xal—rgila
[:0_ Lij—o

IPACLIND S — T U ABEDER

IP ACL NN —/MTHHT BT R TDOY =7 o AR G2 B TEET,

Procedure

Before you begin

ACL OFE

|Z1% Session Manager T 5 Z & A HELEL £, Z oML AT 5L, ACL

DRELZTRT, TORTEIIHMLEBELINDY Y —ARFHETHLINE I NE, VY —%
FTar 74Xzl —Tavicaly ML
JL—ILNEENTWD ACL I L THEICA R T,

MTEXFET, ZOMEEIX. 91,000 L ED

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Juau—n)ary7 4 FX¥al—gy
T—FZhtm L ET

IPACL DERFE .
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IP ACL D HlIB%

Procedure

IPACLDEE |

Command or Action Purpose
AT F 2 |resequence {ip | ipv6} accesslist name | ACL WIZFik STV D — Ty —
starting-sequence-number increment b AT AT ET, 15E LB
Example: = U AT IR DI — AT B
switch (config)# resequence access-list] WET, BlEDOK /L —/VITIE, ERID
ip acl-01 100 10 L= I b REVWESDHMHT O E

T, HHORRRIL, fEE L7z k-
TWEDY £9, starting-sequence-number
5% L increment 51%kiE, 1~
4294967295 DEILTHRE L £,

AT w 7 3 | (Optional) show ip access-lists name IPACL O EXFERLET,
Example:
switch (config)# show ip access-lists
acl-01

Z v 7 4 |(Optional) copy running-config FTar T 4 Fal—ra e, AX—
star tup-config Ny a7 s ¥alb—vgila
Example: E—LET,

switch(config)# copy running-config
startup-config

IP ACL %7 XA AMBHIBRTE £97,

Before you begin

ZDACL WA v H—T oA AZHEHINTWDENE I EHERLET, HIFRTX 501X, Bl
A SN TS ACL TY, ACLEZHIBRLTH, ZTOACLAEH SN WA v ¥ —T = A
ADRENIEEZ T ET AL, T3 AFHIBRS NI ACLEZZETH D E R LET, IPACL
DHEESINTNDA U F—T oA A% ITIX, showip accesslists =~ > RE 721X

show ipv6 access-lists =~ > R & —##1Z summary ¥ — 7 — RZH L9,

Command or Action Purpose
R T 71| configureterminal 7a— Ve — R BB L ET,
Example:

switch# configure terminal
switch (config) #

ATy T2\ kOWTRIDOa~ REANLET, |4 THEELZIPACL #3727 4

* Noip access-list name Fal—rarynoilRLET,

* nNo ipv6 access-list name

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

Command or Action Purpose

Example:

switch(config)# no ip access-list
acl-01

AT 73| (Optional) KOWTHND < K& A |IPACL D% E4EF R LET, ACLB3A
JILET, YA =T oA ATHIEREEH ST
+ show ip access-listsname summary DHRIE, A =T = A ABFRII
* show ipv6 access-lists name E R
summary
Example:

switch (config)# show ip access-lists
acl-01 summary

A7y 7 4 |(Optional) copy running-config FATar 74 F¥al—vark, AF—
star tup-config Ny a7 ¥alb—vgila
Example: E—LET,

switch(config)# copy running-config
startup-config

ACLTCAM ') —2 3 > A4 XDEKRTE

/N— K7 =7 ® ACL Ternary Content Addressable Memory (TCAM) U — a3 > DA X&EH
T&EET, TCAM A —E U 7 RIZIE, REEZRFELTAS v F 2 n— 08B H Y E
T AA v FIEEDOHLEY 2 — A 0D LGEIL, XEDRIFITRER A 0300 7,

Z DOFNEIL, NFE2XHGT 234 A (X9432C-S 100G T A » /1 — RR°C9508 -FM-S7 7 7' U v 7 &
Ya—/) | TCAMT > 7L — b &l L TACLTCAMY — g ¥ A RERETIHLEND
D ET, TCAMT 7' L— bOMERFIEOFEIZOWTIE, 77— M L72ACL
TCAMYU — Y a WA ADEE] #2R LTI,

Y

GE) e (BFEHLT) T —rEr@EHTAHLE, ZDOEY T 3 Dhardware access-list tcam
regionZ~ > RIIHEEL ¥ A, 7o 7L — 2L ACLTCAM U —V 3 > A X
DORE A8~X—) avwr ReEHT I, 77— bE2a Iy MERT HLERN
HYET,

« ¥ /LF X ¥ A | PIM Bidir ##2® hardware access-list tcam region =~ > R|%, Broadcom
~— A D Cisco Nexus 9000 > U — X AA v F ORI £,

* QOSTCAM 1 —E > 7 DR TEIZ WL, [Cisco Nexus 9000 SeriesNX-OSQuality of Service
Configuration Guide]] ZZM L T 72& W,

IP ACL D& E
|
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FIE

IPACLDEE |

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

. IPACL DE%E

[no] hardware access-list tcam region
region tcam-size
1 -

switch(config)# hardware access-list
tcam region mpls 256

ACLTCAM YV —Y g YA XEEHEL
9, FHAER Y —Va iiko L B
D ‘@TO

« n9k-arp-acl : CPUIZ[f)> 5 & TA
VH =T A AIADARPNT v b
DL — MillRZF%E L E 7, arp /¥
Iy NSERIE STz L— MCHERLY
HEINT, AVE—T AR LT
ZO L — MlfRZRET 2 LERH
DET,

arp-ether : ARP /L 1 -¥2 Ethertype
TCAMY — 3 > O A REHZEL
iﬁ—o

copp : COPPTCAM U —> 3 > %A
ReBELET,

E-rac : HAZO—: Hhva—h
7 X TCAM Y —Y a v A X%
RELET,

s copp : COPPTCAM Y — = > A
AERELET,

s egr-racl : {77 1Pv4 £ 7213 IPv6 /L —
# ACL (RACL) TCAM U — 3 >~
YA XEFHELET,

e egr-sup : ) A —,3 4 ¥ TCAM
J—Var A X ELET,

« e-ipv6-qos : IPv6 {1 /7 QoS TCAM
V—Yar A XEHELET,

s eripv6-racl : IPv6 (/11— % ACL
(ERACL) TCAM V — 3 > ¥4
RERELET,



| PACLOEHE

acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

» emac-qos : MAC QoS TCAM VU —
Var A XEERELET,

« eqos : IPv4 /) QoS TCAM U —
Var A XERELET,

« e-qoslite : IPv4 {177 QoS Lite TCAM
V—Vay A XemELET,

s eracl : IPv4 {1/ —% ACL
(ERACL) TCAM U —Y 3 > A
RaRELET,

- fex-ifacl : FEX IPv4 78— | ACL
TCAM J —Y g v A X&RE L
£7,

» fex-ipv6-ifacl : FEXIPv6 7"— ~ ACL
TCAM UV —Y 3> A XEREL
£75

» fex-ipv6-gos : FEX IPv6 78— k QoS
TCAM Y —Y g v A XEFREL
i‘a‘o

« fex-mac-ifacl : FEX MAC i~ — b
ACLTCAM V — 5 v oA Rk
E L/ \i j—O

» fex-mac-qos : FEXMAC R — | QoS
TCAM YV —Y 3 v A REEEL
£

» fex-gos : FEX IPv4 78— k QoS
TCAM UV —Y 3> A XEREL
£

» fex-qos-lite : FEX IPv4 75— k QoS
TCAM Y —Y g v A X&EFREL
iﬁ‘o

efhs: fhisTCAM UV —Y 3 DOV A X
% E L'E T, Cisco Nexus 9300 15
L9500 Y — X AA o F D ths
J— 3 U2 TCAM 2 ETE &
7

«flow : AJy7w— 57 % TCAM
V—=Var A XeBHELET,

IPACL DERFE .



IPACLDEEE |
B aciteam y—vaL v axomE

ARV RFEEETIII Y BRI
- ifacl : IPv4 "— b ACL TCAM U —
Carv A XEZHELET,

« ifacl-udf : IPv4 &"—  ACL == —
E#F7 4 —/V K (UDF) TCAM Y —
a4 A EHELET,

s ing-ifacl : AJj1Pv4, IPv6, F721%
MAC 7R— r ACLTCAM V —¥ =
VYA REFRELET,

GE)
a—HWiEEZ +—/L K (UDF) %
ing-ifacl TCAM U — < = 2L
T. UDF~— 2D IPv4 £ 7213 [Pv6
AN—MACLZFHETE £J, UDF
NR—Z2DIPv6 R— ~ ACL, #fffll7e
TEHE L OREDTFIEIZ SWTCIE,

[UDF X— A 7R— h ACL DRE

(57 =X—=) | ZZRL TS
VN,

*ing-12qgos : AJJ LA ¥ 2QoS TCAM
J—Vay A X ELET,

« ing-12-span-filter : AJJLA1 ¥ 2
SPAN 7 4 )VZ TCAM VJ — 3 v
A RXERELET,

« ing-I3-span-filter : AJJL A ¥ 33
L TV VLAN SPAN 7 ¢ /L% TCAM
U—Vay A REBHELET,

s ing-I3-vlan-qos : AJJL A ¥ 3,
VLAN, B L USVIQoSTCAM J —
Var A XERELET,

s ing-netflow : NetFlow TCAM U —
Var A XERELET,

cing-racl : IPv4 £ 7213 1Pv6 AJjL—
# ACL (RACL) TCAM U — g >~
YA XEHRELET,

s ing-redirect : DHCPv4 U L —,
DHCPv4 A X—t> 7 BIW
DHCPVA 7 AT DY EAL LY

. IPACL DE%E
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AU RFERETOVa Y

B8

FTCAM UV — 3 v B A XEBRIE
L/iﬁ—o

cingsup : AJJA—/8— 31 HFTCAM
U—Vay A REBHELET,

sipsg: I[P VY —R #— K SMAC-IP /X

AT 47 TCAM J— 2 D
A RERELET,

s ipv6-ifacl : IPv6 ;" — s ACL TCAM
V—=Vay A X ELET,

« ipv6-13qos : IPv6 L 1 ¥ 3 QoS
TCAM U — 3> A REfkE L
\i‘g—(}

« ipv6-qos : IPv6 A~ — I QoS TCAM
V= a A XxRELET,

s ipv6-racl : IPv6 RACL TCAM VU —
Var A XERELET,

* ipv6-vacl : IPv6 VACL TCAM J—
Tar YA RXERELET,

* ipv6-vgos : IPv6 VLAN QoS TCAM
U—=Var A XAeRELET,

*13gos : IPv4 L' 1 ¥ 3 QoS TCAM
V—Var A X=RELET,

+ |13qos-lite : IPv4 L1 ¥ 3 QoS TCAM
V=g A XeBRELET,
 mac-ifacl : MAC 7" — b ACL TCAM
V= a A X2RELET,

» mac-13qos : MAC L ¥ 3 QoS
TCAM V—V 3 v A XEFRE L
£75

» mac-qos : MAC 7~— k QoS TCAM
V—Vay A X ELET,

» mac-vacl : MAC VACL TCAM VU —
Vary A XEERTELET,

» mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

IPACL DERFE .
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B aciteam y—vaL v axomE

ARV RFEREET7TOVa Y BHY

* mcast_bidir : /L' FF v A FPIM
Bidir TCAMY — 5 > O¥ A X%
HELET,

«mpls : MPLS TCAM V —¥ = &
A XemELET,

* Nat : Ry kT —% : network address
translation (NAT) TCAM U — 3
VYA XERELET,

* ns-ipv6-13qos : X9536PQ.
X9564PX, X UNX9564TXT A o
1 — R L OMI2PQILHYLEE
Y a—/L (GEM) DIPv6L A1 ¥3
QoSTCAMU — 5 DY A &%
ELET,

* ns-ipv6-qos : X9536PQ. X9564PX.
BLOXSS64ATX T A o T1— RB LW
MI2PQILHEIEE ¥ = — b

(GEM) DIPv67H— hQoS TCAM
V—a O A XE2RELET,

* ns-ipv6-vqos : X9536PQ. X9564PX,
BELUKISATXT A o 1— FB LD
MI2PQILAPEIEEY = — v

(GEM) ®DIPv6 VLAN QoS TCAM
V= a WA XERELET,

* ns-13qos : X9536PQ. X9564PX. ¥
L OXI564TX T A » 1— FB I
MI2PQILAPEIEE Y = — L

(GEM) DIPv4 Ll A *¥3 QoS TCAM
V=T arDW A XERELET,

* ns-mac-13qos : X9536PQ,
X9564PX, I L UX9564TX T A
71— KB L OMI2PQILHILIEE
Ya—/v (GEM) OMACL A Y3
QoSTCAMU —> g »DH A &%
ELET,

* ns-mac-qos : X9536PQ. X9564PX.
BIUX564TX T A I— FB L)
MI2PQIUIEIRE ¥ = — /b

. IPACL DE%E
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AU RFERETOVa Y

B8

(GEM) OMACHK— hQoS TCAM
Y=V a DY A ReRELET,

* ns-mac-vqos : X9536PQ. X9564PX.
BILOXIS64TX T A A — RB LW
MI2PQINHPEIRE Y = — /L

(GEM) ®MAC VLAN QoS TCAM
V=g OV A AR ELET,

* ns-qos : X9536PQ, X9564PX, ¥ K
UX9564TX T A ' /1— FB LW
MI2PQINAPEIRE Y =2 — /L

(GEM) DIPv47R— QoS TCAM
V= a DA RE=RELET,

* ns-vqos : X9536PQ. X9564PX. 1
L OX9564TX T A 1 — FB I
MI2PQILHPIEIRE ¥ = — /L

(GEM) DIPv4 VLAN QoS TCAM
V—2a O A XERELET,

« openflow : OpenFlow TCAM YU —< =
DY A XERELET,

*qos : IPv4 7"— k QoS TCAM U —
Var A XEHRELET,

s gos-lite : IPv4 " — k QoS lite TCAM
V=V a A XxRELET,

sracl : IPv4 /L'—% @ ACL (RACL)
TCAM UV — 3 > A XEBEL
ij—o

 racl-lite : IPv4 /L'— % ACL
(RACL) Lite TCAM U — 3 0™
YA REBELET,

e racl-udf : IPv4 /.'— % ACL
(RACL) = —HEHRZ7 4 — /L R
(UDF) TCAM V —2 3 > DOH A

R ELET,

eredirect : Y& AL 27 FTCAM V) —
Va4 X ERELET,

o redirect-tunnel : VXLAN #41 L 7=
BFD IZEHENA VXA L2 F b

IPACL DERFE .
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IPACL DERE

ARV RFERETIVa Y

B8

. IPACL DE%E

VXNV TCAM U —V 3 VO A X
ERELET,

GE)

Zoa<wy Nix

TP _SERVICES PKG 7 A & A3
A VAR LENTNDIEHEAIZD
B HR— N ENET,

* rp-ipv6-qos : 100G 9408PC 7 1 >
71— 3 X T00G M4PCIHLAHETE
FYa2—/b (GEM) ODIPv6H— h
QoSTCAM VU —¥ a3 > D A X%
ELET,

* rp-mac-qos : 100G 9408PC 7 1 > J1—
R X TUNM00G M4PCIHLAYEIEE
Y a—/ (GEM) ®OMACH— FQoS
TCAMY —2 2 v DA ZAREL
7,

* rp-qos : 100G 9408PC T A > I — K
B L TVN00G MAPCIHLANEIEE ¥ 2 —
v (GEM) DIPv4AR— FQoSTCAM
V—=a oA AR ELET,

s rp-qos-lite : 100G 9408PC 7 1 > /1 —
K3 L OM100G MAPCIL A JEIRE
Ya2—/L (GEM) DIPv4FHR— FQoS
Litt TCAM U — 3 > DH A X&57%
E[—/i‘j‘(}

s Sflow : sFlow TCAM U —>' 3 >
A RAERELET,

espan : SPANTCAM U — g > #
A RXEEELET,

csvi: AJSVI D 5% TCAM U —
Var A RERELET,

- vacl : IPv4 VACLTCAM J —¥ =
VA RXERELET,

s vpc-convergence : VPC >/ \— =
VATCAMY — ¥ a D A X%
ELET,
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acLTeAam y—o 3> 44 XogE [

AU RFERETOVa Y

B8

*v(qos : IPv4 VLAN QoS TCAM Y —
Vary VA XERELET,

* vqos-ite : IPv4 VLAN QoS lite TCAM
V—Yar A XAERHELET,

o tcamsize : TCAM V1 X, H A R
256 DfEETT, VA X256 LV
KEWEAIT, SR2OFERTRITH
I£72 0 £ A, FHS O4A., #ilH
1% 0—4096 T3,

Zoawry Fon X EeERALT, T
THIVEDTCAM V— 3 v A Xz
BLET,

GE)
hardwar e access-list tcam region {racl |
ifacl | vacl} qualify udf udf-names =~ >~
RZFEH L CIPvd 22— ERT 1 —/L
K (UDF) % racl, ifacl, 35X O\ vacl
TCAM Y —Y a2 AZT7# v F LT, IPv4
UDF ~<— % ERSPAN # 3% E L £7°,
har dwar e access-list tcam region
{ing-ifacl | ing-12-span-filter |
ing-13-span-filter} qualify veudf
véudf-names =~ > K& L T, IPv6
UDF % ing-12-span-filter and
ing-13-span-filter TCAM |27 % v F L
T, IPv6 UDF ~X— A ERSPAN % #% &
LET, #Efl & REFRRIT OV T,
['Cisco Nexus 9000 3 V) — % NX-OS
AT NEBRGE] 2L T EEN,

ATvT3

copy running-config startup-config

1

switch (config)# copy running-config
startup-config

FETar T 4 Fal—rarh, AX—
Ny a7 X¥al—vgila
[:O—Lij—o

ATvT4

({£&) show hardware access-list tcam
region
1 -

switch (config)# show hardware
access-list tcam region

FNRA ATROY v— RIFICHEH SN
TCAM VA X&EFRLFET,

IPACL DERFE .
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B aciteam y—vaL v axomE

AU RFERET7TIV3 Y B#

Z7 v 75| reload TAA AR B— RERET,
{5 G¥)
switch (config)# reload %ﬁl/b\ff/f;ia)ﬁﬁfi\ copy

running-config startup-config +reload %
AT D T_XTDOITA L T— K E
Va— L&Y r—RLERIZOLAER)
2720 £,

1

RIZ. Cisco Nexus NFE %jin A A v F TRACLTCAM VJ — 3 v DY A ZAEEET S
B2 = LFET,

switch (config) #hardware access-list tcam region n9k-arp-acl 256switch(config) #copy r s
switch (config)# reload

Configuring storm-control-cpu:

switch (config)# interface ethernet 1/10switch

switch (config-if)# storm-control-cpu arp rate 150

switch (config)# show access-list storm-control-cpu arp-stats interface ethernet 1/10

slot 1

IZ. Cisco Nexus 9500 >V —X A A v F TRACLTCAM V —T g DY A e EH
THHE R LET,

switch (config)# hardware access-list tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

W, BEEZHRT D0, TCAM U — g v OY A ReForT 5027 L £,

switch (config)# show hardware access-list tcam region
TCAM Region Sizes:

IPV4 PACL [ifacl] size = 512
IPV6 PACL [ipv6-ifacl] size = 0
MAC PACL [mac-ifacl] size = 0
IPV4 Port QoS [gos] size = 256
IPV6 Port QoS [ipv6-gos] size = 0
MAC Port QoS [mac-gos] size = 0
FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 512
IPV6 VACL [ipv6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0

. IPACL DE%E
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IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 512
IPV6 RACL [ipvé-racl] size = 0
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 512
Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 256
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l1l3gos] size = 0
IPV6 L3 QoS [ipv6-13gos] size = 0
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 256
Egress System size = 256
SPAN [span] size = 256
Ingress COPP [copp] size = 256
Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 512
NS IPV4 Port QoS [ns-gos] size = 256
NS IPV6 Port QoS [ns-ipv6-gos] size = 0
NS MAC Port QoS [ns-mac-gos] size = 0
NS IPV4 VLAN QoS [ns-vgos] size = 256
NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0
NS IPV4 L3 QoS [ns-13gos] size = 256

1
]
1
1
1
1
1
1
NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0
1
1
1
1
1
]
1
1

NS MAC L3 QoS [ns-mac-13gos] size = 0

VPC Convergence [vpc-convergence] size = 256
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0
ranger+ IPV4 QoS Lite [rp-gos-lite] size = 0
ranger+ IPV4 QoS [rp-gos] size = 256

ranger+ IPV6 QoS [rp-ipvé-gos] size = 256
ranger+ MAC QoS [rp-mac-gos] size = 256

NAT ACL[nat] size = 0

Mpls ACL size =

Ingress IPv4 N3K QoS size =
Ingress IPv6 N3K QoS size =
MOD RSVD size =

sFlow ACL [sflow] size =
mcast bidir ACL size =
Openflow size =

O O O O o o o

Wz, T 74/ D RACLTCAM V— g v A XICETHIZ R LET,

switch (config) # no hardware profile tcam region racl 512
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

IPACL DERFE
I
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B 77— rsEmLEALTAM Y —S 3 Y 44 RDBE

ToTL—br#FERLEACLTCAM ) —2 3 > A XDEERE

HABR LT T — M, Ek, BLOWEMT 52T, ACLTCAM Y —Y 3> A4 X
ERETEET,

F~_T D Cisco Nexus 9200, 9300, L9500 > U —RX AA v F TlL, ZDOFNEEZIFACL
TCAM U —> a v YA ZOFERRFIEZHEH LT ACLTCAM U —Y a v %A AR TEE
9, 7277 L. NFE2 5T 234 A (X9432C-S 100G 7 A > 51— K= C9508-FM-S 7 7 7'V v 7
Y2 —/L7 ) 1%, hardwareaccesslist tcamregion =~ > KZH KR — F LT\ ez,

ACLTCAM U —Y gy A RERETHILERH Y 7,

)

G¥) * TCAM 7> 7' L— b %37 5 &, hardware access-list tcam region =2~ > Ri3#aE L £
Hh, avr FEEHT2I2E, 77 v—hE2aly MERTHDULERDH Y £7,
* QoS TCAM 71—t > 7 DFEIZOVWTIE,  [Cisco Nexus9000 2 U — X NX-OSH— &' A i
HRETA K] 2L TEE0,

*TCAM 7’0 7 7 A )7 7 L— KX, CI508-FM-S7 7 7 U v 7 EY a—/L TIIHAR— |k

SNERA,
Fig
ARV REEET7IVa Y B
Z w71 |configureterminal Ta— ) ar7Z 4 ¥al—3a
5l - T F2BHLET,

switch# configure terminal
switch (config) #

2 5w 72 | [no] hardware profile tcam resource ACLTCAM U —v a v H A XERET
template template-nameref-template {nfe| z . 1 — 2 /Epk U £+,
| nfe2 | {12-13]13}}

| nfe : Network Forwarding Engine (NFE)
Bl - *}hts Cisco Nexus 9300 33 L T9500 © U —

switch (config)# hardware profile tcam z = — o
/W ENTCAM 7 7 b—
resource template SR _MPLS CARVE TR b Fo

ref-template nfe2 nfe2 : NFE2 %} Cisco Nexus 9500 > 1 —

switch (config-tcam-temp) # R e . =
. TNAZADT 7 4/ k TCAM T~
A ZE

243 : LA V2B LRV A VIREDT
74V s TCAM 77 L— b,

I3 : Cisco Nexus 9200 >V — X A A v F
‘/C:‘O

. IPACL DE%E
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| PACLOEHE

FUTL— hEEALEACLTCAM Y—S 3> H1 X0z [

AU RFERETOVa Y

B8

ATy F3| ({EE) regiontcamsize MBI TCAMY — Y a v & ZFDW A Xk
i - %yfv—%KﬁWLifo%yfv~
switch (config-tcam-temp)# mpls 256 b QZE'JJ[IT;‘Z) Jovarliiclo :17
Y READLET, BHER) -V
DY A RNMIDONTIE, ACLTCAM Y —
Var A X0 ESRL TS
AN
ATy 74| exit TCAM 7> 7 L—h av7 4 ¥al—
B - varE—REKRTLET,
switch (config-tcam-temp) # exit
switch (config#)
R 75 |[no] hardware profile tcam resource FTRTOIFA v H—RBLEORT777 U v
service-template template-name I a— WA AR AT T L— N
i : WA LET,
switch (config)# hardware profile tcam
resource service-template
SR_MPLS_CARVE
ATv7F6| (LE) showhardwareaccesslist tcam|9XCT?D TCAM 7 > 7 L — h F 71345

template {all | nfe| nfe2 | 12-13]13]
template-name}
fi

switch (config)# show hardware
access-list tcam template SR _MPLS CARVE

EDT L — NOREXFRLUET,

AFwF1| ({EE) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny ar7sFalb—arila
15“ . to—l_/iﬁ—o
switch (config)# copy running-config
startup-config

AT 78 |reload THRAANRY m— RS ET,
i) : G¥)

switch (config)# reload

Z OREX. copy running-config
startup-config + reload % A7/ L7-&1C
DB £F,

IPACL DERFE .
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IPACLDEE |
B cwvsr—corom

TCAM Hh—E > D DERTE
F 74V FDTCAMY —Va VRTEIXT Ty F 74 —AIk o TRV, ¥ _XTHOTCAM Y —

TalZHIE L TWADITTIEH Y EFRA, HLEOV —TVa VEAIMITHITIE, 125D —
Ta D TCAM VA XZEWWHLTHrEH, HEDY —T a3 D TCAM YA XEH L E9,

)

(GE)  QoSTCAM 1 —E > 7 DOEEIZSWTIL, [Cisco Nexus 9000 Series NX-OS Quality of Service
Configuration Guidel] & L T Z &\,

ORI, BB 779 b7 4—2DAHBITCAM V —2 a3 v OF 740~ A4 XamLE
7,

RE5:TIHIETCAM')—2 3 VERE (AA) : Cisco Nexus 9500 ') —X A4 v FH

)—oav4 H4 X iz Bit4A4 X
IPv4 RACL 1536 1 1536
IPv4 LA ¥ 3 QoS 256 2 512
SPAN 256 1 256
CoPP 256 2 512
VAT A 256 2 512
VEA V7 bk 256 1 256
VPC o=z A 512 1 512
4K

R6:TIHIETCAM')—2 3 VERE (HA) : Cisco Nexus 9500 ') —X R4 v FH

JEDEPZ HA X & AftH A X
IPv4 RACL 768 1 768
I LA 256 1 256

1K

R7:TI4IL LD TCAMY A X : CiscoNexus 9504 5 1 9508 TS5y k T+ —L AL Y F

Hhig H4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 75— b QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

. IPACL DE%E
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eamr—ev gz |

i 4 X (Size)
Ingress CoPP [copp] 128
VX417 kIPv4 2048
UAA L2 bk IPV6 2048
RE:TIHINTCAM') —2 3 U/ TE (AA) : Cisco Nexus 9300-FX ') —RX R A v FF
R EPZ P4 X 8 CHR R
IPv4 RACL 2304 1 2304
LA ¥ 2 QoS 256 1 256
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2 SPAN 7 ¢ /L |256 1 256
2
LA ¥ 3 SPAN 7 (/L |256 1 256
i
SPAN 512 1 512
NetFlow/Analytics 7 ¢ | 512 1 512
LA
5K
RI:TIHILETCAM')—2 3 VRTE (HH) : Cisco Nexus 9300-FX ') —X XA v FH
y—T3v8 Y4 X g BHYA R
IPv4 RACL 1792 1 1792
AT A 256 1 256
2K

£R10: T+ TCAM ') —> 3 U%FE (AAN) : Cisco Nexus 9300-EX ') —X R4 - FH

y—Savk H4 X 5 &YX
IPv4 RACL 1792 1 1792

LA ¥ 2QoS 256 1 256

L 3/VLAN QoS |512 1 512

AT I 512 1 512

L 2SPANACL |256 1 256

IP ACL D& E
|
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kg
it

B cwvs—cers0z

)—a v Y4 X & A4 X
LA ¥ 3/VLAN SPAN |256 1 256
ACL
SPAN 512 1 512
4K

RNMN:TIHIETCAM')—> 3 VRE (HH) : Cisco Nexus 9300-EX ') —X R4 v FH

y—avg #4 X 12 BEHHA R
IPv4 RACL 1792 1 1792
VAT A 256 1 256

2K

R12: TITHIETCAM ) —> 3 VRFE (AF5) : Cisco Nexus 9300 ') —RX XA v FH

)—oav4 H4 X i Bit4A4 X
[Pv47R— FACL 512 1 512
IPv47¥— QoS 256 2 512
IPv4 VACL 512 1 512
IPv4 RACL 512 1 512
SPAN 256 1 256
CoPP 256 2 512
ACLY —7 F A 71— |256 1 256
R DOIPv4R— k QoS
ACLY —7 F A 71— |256 1 256
R ?DIPv4 VLAN QoS
ACIU —7 F A v 71— |256 1 256
KDIPv4L A %3 QoS
VAT A 256 2 512
UxAvs k 512 1 512
VPC 2 L R— = A | 256 1 256
4K
RI13:TI+ITCAM)—2 3 VETE (HH) : CiscoNexus 9300 > ') —X 24 v FH
)—oav4 H4 X e Aita4 X
IPv4 VACL 512 1 512

. IPACL DE&RE
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eamr—ev gz |

y—Sa vk H4 X 2 BEYAR
IPv4 RACL 256 1 256
VAT A 256 1 256

1K

RU:TIHILETCAM ') —2 3 VBE (AH)

: Cisco Nexus 92003 ') —X RA v FRAL A ¥ 2~ LAV IRE

Y—av4g H4 X [ BEHAX
AJJNAT 0 1 0
AJ)AR— B ACL 256 1 256
A7 VACL 256 1 256
AJIRACL 1536 1 1536
ATIvA ¥ 2QoS 256 1 256
ASJvA ¥ 3VLAN |256 1 256
QoS
A A== | 512 1 512
AT A ¥ 2 ACL 256 1 256
SPAN
AJjvA ¥ 3 ACL 256 1 256
SPAN
RN— Fh~_X— 2D SPAN |512 1 512
4096

RI5:TIHILETCAM ') —2 3 VEETFE (HAN)

: Cisco Nexus 9200 ') —X A v FRALA Y 2~ LA ¥ I%HE

)—2av4 H4 X e BitH4a4 X
177 VACL 256 1 256
177 RACL 1536 1 1536
Hif A — =3 256 1 256
2048

FR16:TITAIL L TCAM')—2 3 VEERE (AH)

: Cisco Nexus 92003 ') —X XA v FRALA ¥ IHE

)—oavsg Y4 X ] Eity14 X
AJ] NAT 0 1 0
AJIAR— K ACL 0 1 0

IPACL DERFE .
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)—oav4 H4 X ] Bt a4 X
A7) VACL 0 1 0
AJIRACL 1792 1 1792
AF1A ¥ 2 QoS 256 1 256
AJjVA ¥ 3VLAN |512 1 512
QoS
AF A== |512 1 512
A1 A% 2ACL 256 1 256
SPAN
AF1v A% 3 ACL 256 1 256
SPAN
R— h~X— 2D SPAN |512 1 512
4096
R17:TIHIETCAM ') —2 3 VRE (HA) : Cisco Nexus 9200 ') —X R A vy FHLA ¥ IH/E
)—oav4 H4 X i Bit4A4 X
77 VACL 0 1 0
H 71 RACL 1792 1 1792
H o 2 — %= 256 1 256
2048

KIZ. Cisco Nexus 95003V — X 2 A+ F TIPv6 RACL TCAMM A XA256\1C%ET AFl A5~ L
£, YA X256 D IPv6 RACL 1L, IPv6 NE TR TH L=, 512 = F U 2L £
ﬁ‘o

)

GE) BV —Ta OTCAMREZZEFE LY, BT /NA ADOTCAMREEZZEE L0 T 5IT
WX, RO FNEIZEVFE T,

Cisco Nexus 9500 >V — X A2 A v F TCASTIPV6 RACLTCAM V) — 3 DOV A REHRET D
12X, 2o0F T arondFnnsl 2xETLET,

FFoav#
AJJIPVARACL % 1024 —> U S L (1536-1024=512) . AJSJIPVv6 RACL % 512 = k
VR LET, ZOF T a UBNMELEESNET,

switch (config)# hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

. IPACL DE%E
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= 18:IPv4RACL (A7) #HE LI=OBEHFH SN TCAM')— 3§

=n
ax

eamr—ev gz |

)—Sav4 H4 X ] B4 X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256fHDOT L Y 2T
A APEHTE RN
. 1024 02

IPv4 LA ¥ 3 QoS 256 2 512

SPAN 256 1 256

CoPP 256 2 512

VAT A 256 2 512

UKL LT R 256 1 256

VPC 2o R—T 2| 512 1 512
4K

2ox512 20 N AR5 AREY ST HNET,

T ar#w

IPv4 3 QoS DA X% 0123 H L THIBR L, AJJIPV6 RACL ZBIILET, ZDOAF T a

1L, IPv4 LA ¥ 3 QoS ZfH L TWAaWEAIZHEH T £,

switch (config)# hardware access-list tcam region 1l3qgos 0

Warning: Please reload the linecard for the configuration to take effect

switch (config) # hardware access-list tcam region ipvé-racl 256

Warning: Please reload the linecard for the configuration to take effect

R19: L4V 308 (A1) ZHIRL-ZOEHF SN TCAM') —2 3 VERFE

)—2alg a4 X ] B4 X
IPv4 RACL 1536 1 1536
IPv6 RACL 256 2 512
IPv4 L A ¥ 3 QoS 0 2 0
SPAN 256 1 256
CoPP 256 2 512
AT A 256 2 512
VXA L7 b 256 1 256
VPC a2 R—T = % (512 1 512
4K

iPAcL DEE I}
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P X256 DH S IPv6 RACL %A R —T7 W29 5HI2iE, 7 IPv4 RACL % 256 (296 L., H
77 1Pv6 RACL Z3BIN L £,

switch (config)# hardware access-list tcam region e-racl 256

Warning: Please reload the linecard for the configuration to take effect
switch (config)# hardware access-list tcam region e-ipvé6-racl 256
Warning: Please reload the linecard for the configuration to take effect

& 20:IPvRACL () ZFS LE=ERDT I~ TCAM') —2 3 VERTE

J—2arvd R (N & Bt X
IPv4 RACL 256 1 256
IPv6 RACL 256 2 512
VAT A 256 1 256
1K

)

(G¥) £ IPv6 ACL 1% 1,000 ACE IZHIFR STV ET, ZAE, +TD IPv6 ACL (RACL. QoS.
FZIXSPAN 7 4 V%) A SNET, ZD LD ZeHlfRI% IPv4 ACL IZIF#EH S EH A,

TCAM Y — 3 O A X% % L7, show hardware access-list tcam region =~ > K% A
HLT, TA ZOWEY v— REFZE M ATEEZR TCAM A X FoR LET,

)

FEH T RTOEV 22— NLVORBIZHERFT 212X, X TOTIA A= REV2—LEIr—RT5
7>, copy running-config startup-config+reload # A JJ L CTT A X% Y o — KT 208 RH D
£, TCAM U —v a VERENPEE TH-TH, Ve— FT30ENHL01E 172 T,
TCAM V=2 a VRENRT R CETTLHDER>TND, T3 A% n— R TEET,

REICEL - TIE, TCAMY A Z&ZB2ID, ATGAABRRE LIV THZERNHD T,
TCAM U —2 3 VORERIZ, T XTOTCAM YV — a3 D 4K ANHIRBEBx 5 L. (kD
Ao —UNERENET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

ATAADEEBADE, MDAy =V RERRENET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

TCAM U — 3 VOOBRERIZ, T _XTOTCAM Y —Y a0 IK HA#IBEBZ L. kRO
Ao —UnREREINET,

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

HEE OMERED TCAM N E S TWARVVREE T TCAM I — Y 7 2 LB & HHEREZ 1 L
kold2L, MOAvE—UNRERENET,

. IPACL DE%E
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ERROR: Module x returned status:

region and retry the command.

\)

TCAM region is not configured.

uof ~—2 #K—+ acL oz I

Please configure TCAM

6=

256 LWIHF I AL NDY X ALY NTCAM U — 3 » Y4 XjF. %8 BFD 7~ 1% DHCP

Jl—Fyia a7 L TWAEAIEHSThyWalieERH Y 3, LW £% <D BFD £7=
IZDHCP U L — &t v g Zxisd 572012,
NHH F9,

TCAM VA X% 512 |[ZHESTLER D S

\)

6=

NIK-C9508 (Fretta) I AT LZ/H72< Lt 190 NIK-X9624D-R2| SA4 > H— Kb A
&. Te-racl] tcam fEIEY A R K 16K T,

BMELEYY
ACLTCAM V — 3 > YA XDOEE

UDF R—X 7R— ~ ACL DERE

UDF _X—Z2®D7R— ~ ACL I%. Cisco Nexus 9200, 9300, 3L N9300-EX > U —X A A v FICT
SHLTCHRETEET, ZOHREICXLY, T, AF2—VEFEZ 4 —/L K (UDF) TO~ v F
VI ERITW, v F LNy FEIPvAAR— N ACL IC@EfF T £9°,

UDF _X— A2 DR — FPv6 ACLIZ. Cisco Nexus 9300-EXA A » FIZk L THRETE £7,
HRRlZ LY,

FIE

(37 =—2)

ZD

TNRA AEFH LWUDF T v F U 7 &7V, v F L7237y R & IPve ih— b
ACL I IZ#EHC&E£9,

A RFERIEFTIIY

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (confiqg) #

Ja—)L a7 4 Fal—g
ET— RZHBLET

ATy T2

udf udf-name offset-base offset length
1 -

switch(config)# udf pktoffl0
packet-start 10 2

1 -
switch (config)# udf pktoffl0 header
outer 13 20 2

wD X H5IZUDF #EFZELET,

« udf-name : UDF D4 Rl & #57E L%
T, AANTIERK 16 SCTFORET
EANTEET,

« offset-base : UDF 7% v h X—X
ZUTOXIZHELET, 22T
header iX, &7k v FEEE L=
Ny Sy L =TT

IPACL DERFE .
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ARV RFERETIVa Y

B8

{packet-start | header {outer | inner
{I13114}}}.

A7t b A TEY N RN—=AMN

LOLF 7'y N NA NIERREL
¥4, A7y F X=X (LAY
3/vA XA~y F—) ORAIDONA
NEWBATDHIZE, A7 Y FEO
WCRRELET,

RX ATy DB AS NOK
EHEELET, 1 E21F2314 b
BBPYR—FEINTWET, BIND
NS MZ—HEEED D120, 85
?D UDF ZEHKT DMENH D £
T

4 D UDF Z EHE T 928, VA
I EL 72 UDF OAEFRT H 2 & ZHEsE
LET,

ATvT3

. IPACL DE%E

har dwar e access-list tcam region ing-ifacl
qualify {udf udf-name| véudf veudf-name}

1 -

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 £ 721 IPv6 R —  ACLIZ#E 9 5
ing-ifacl TCAM Y —<" = > |IZ UDF &7
HoFLET,

TCAM VU —< 3 NI T 5 UDF ®
B, 77 v b 74—l > THERY
%4, Cisco Nexus 9200 A A v FDFH
IXfx K 2 -2 UDF, Cisco Nexus 9300 A
A v FOHEITIK 8 DOUDF, Cisco
Nexus 9300-EX A A v F D513 IPv4
A— bk ACL {Zxt L TH K 18 @ UDF,
F71XIPv6AR— F ACLIZX LT 7 OD
UDF Z#&ft TE £ 7,

GE)

UDF &ffi +-2BMS s & TCAM
V—a 3y v T VIED B RERIZYE
KLET, +OREZARX—ZANH D
ZEEMERLTLSTEEZN, Enso
BAEZoa<vy R ESSnET, &
WA, REEADOY —Y a3 vk
TCAM AX—ZANED £ DOT, Z0D
o< REHASNLET, SO
Tix, TACLTCAM Y —V g v HA X
DRE] 2B LTI,
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uof ~—2 #K—+ acL oz I

AU RFERETOVa Y

B8

GE)
Zoa<wy Ko no XL, UDF %
TCAM UV — g o0l U —
CarvEVUNMBICRERLET,

AT 7 4| ¥%Z8: copy running-config startup-config | U 7 — B LWV A& — RERIZE T2
B - T4 X2 —a A — T v
,ém s , . Oy 7 4 X2l —vailat—L T,
SW1TC conri cO running-conri
startup-contis TN A kRO L 2T
AT 75| %ZE: reload TNRAAZAN) B— RENET,
1l GE)
switch (config)# reload UDF &% &% copy running-config
startup-config + reload % A7) L7=t D
HBAMI2 0 F9,
R T v 76 |ip access-list udf-acl IPv4 772 ay ha—n J R b
151 - (ACL) Z{ELTC, IPTZ7EA U R
switch(config)# ip access-list udfacl a7 4F¥alb—ay T M
switch (config-acl) # ﬁél/§37fo
ATV T ROWTNrOa~vr REANLET, |ACLZREL, UDF (fl1) TOH, *
« permit udf udf-name value mask 3SR T \74 —V M:/\D“:C
« permit ip source destination udf BUEDT 72 A v br— = b
udf-name value mask (ACE) L ﬁ:F“H_‘T UDF ’C#ﬁéﬁé K
. ICHELET (Fl2) fEE~A 27 DA
Pl B OFPHIT 0x0 ~ 0XFFFF T3,
switch (config-acl) # permit udf pktoffl0
0x1234 Oxffff 7V ACL 1%, UDF b 234 &7
i - WHEORmEL, ACEEZRTHI L
switch(config-acl)# permit ip any any MTEET, %ACE\G:@Z*@('@FZDE\:&C
udf pktoffl0 0x1234 Oxffff 5 UDF 7 4 —/V ERH D), TXTD
ACE%# UDF DRI LU A MZ—EIHE5
TENTEET,
ATw 78| ({£&E) copy running-config Flrar74Xal—vark, AF—

startup-config

1

switch (config)# copy running-config
startup-config

Ny a7 s ¥alb—vaila
I:Ob‘ Li?‘*o

IPACL DERFE .
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JL—% ACL & L T® IPACL M3E A

IPv4 ACL £721X IPv6 ACL iZ, ROZ A T DA L F—T A AZHEHATE 9,
B3I A X —T 2 A ABLIOY T A v H—T = R

IPACLDEE |

CLAFIAL—FFy h Bk Fr R AT —T 2 f X

*VLAN A ' H—T = A A

HHA L H—T AR

INBEDAHE—T 2 A A XA TSI N ACL iZ/V—4 ACL & Rz 3nFE T,

\)

Note
FHA,

Hi #3v— % ACL 1% CiscoNexus 9300 U — R ZAA v F 7w Y 7 R— FTIIHR—FEh

Before you begin

WHT5 ACL MFEEL, BRSNS U N T 7 4 v 7 T4 VR ) v THRRIE

e L £

Procedure

SNTNHZ &%

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

7 a—NUERCE— R Bl L £ 7,

ATy T2

TKOWTRIOa<r REANLET,

« interface ethernet slot/port[ . number]

« interface port-channel
channel-number

« interface vlan vian-id
* interface mgmt port

Example:

switch(config) # interface ethernet 2/3
switch(config-if)#

ELIEA v E—T oA R EZA T D2
V74 F a2l —ygrB— RaBBL
£7,

ATv73

. IPACL DE%E

wkOWTNIHDa~r RE AT LET,

* ip access-group access-list {in | out}
« ipv6 traffic-filter access-list {in | out}

Example:

IPv4 ACL £ 721X IPV6 ACL %, $8E )7 1A
DT T4 T7DLAVIA L F—Tx
A RZEHLET, & mIZLr—4 ACL
Z1omHATEET,



| PACLOEE
#—racLeLcoracoaEs

Command or Action Purpose

switch(config-if)# ip access-group acll
in

25w 7 4 |ip access-list match-local-tr affic H—ANTERENE BT 5 T
Example: 7’( ‘yﬁ%#ﬁi.%%bi?o X/]) ‘77‘75’
switch (config-if)# ip access-1list @I@ﬁ‘é ]\ 57/( “/7 (i %Z%H'/i@
match-local-traffic /uo

R Fw 75 [(Optional) show running-configaclmgr |ACL O&ZExFRLET,

Example:
switch(config-if)# show running-config
aclmgr
X w 76 | (Optional) copy running-config FlTar 74 X2l —ark, AX—
startup-config Ty a7 44Xl —g0la
Example: E—LET,

switch (config-if)# copy running-config]
startup-config

Related Topics
IP ACL OfERL (29 ~—2)

R— K ACL & LT IPACL DiEF

IPv4 ACL £721X Ipv6 ACL (X, LA ¥ 2 A v F—T =2 A A WER—FEREIHR—F Frx
V) WZHEATEET, INO6DA v —T oA A XA FITHH S 72 ACLIZ, "— M ACL &
RpsivETd,

\}

Note (> % —7 = 2% macpacket-classify Ti% &3 5541, mac packet-classify =~ > K& o
VH—T 2 A ARENGHIRT HE T, IPA—FMACLEZA V¥ —7 oA ATHATE £ A,

Before you begin

WHT D ACL NFEL, BIIWIS LI N T 74w T4 NE Y TREBRESINTNWDHI LR

B LE7
Procedure
Command or Action Purpose
R v 71| configure terminal Ja— S UAERE— R &G L E7,
Example:
switch# configure terminal
switch (config) #

IP ACL D& E
|
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IPACLDEE |

Command or Action

Purpose

ATvT2

ROWTNPDa~y Re AT LET,

* interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch (config)# interface ethernet 2/3
switch(config-if) #

BELIEA v Z—T oA A XA D=
V74X al— g EB— REREBL
S

ATvT3

WOWTFNNDa~ RaeATTLET,
* ip port access-group access-list in

* ipv6 port traffic-filter access-listin

Example:

switch (config-if)# ip port access-group
acl-12-marketing-group in

IPv4 £7-1ZIPVOACL %A X — 7 = A
AFETNIAR— b F v xMTHEHALET,
AR—MACL CiX, 1 XU K7 41
2V TR R— &R TTWET,
1ODA 2 H—=T 24 A1 DODHR— |
ACL il Cc&x £,

ATvT4

(Optional) show running-config aclmgr

Example:

switch(config-if)# show running-configd]
aclmgr

ACL DREEFRLET,

ATy Th

(Optional) copy running-config
startup-config

Example:

switch (config-if)# copy running-confid]

startup-config

a7 4 X al—arhk, AX—
KTy arz4Xalb—varila
I:o*‘[/i—é—o

Related Topics
IP ACL OAERL (29 _—2)
MAC /N7 > MDA X —7 M E 7213 80k

IPACL®D VACL & L TOEA

IP ACL I% VACL & L Tl CE £7,
Related Topics

VACL &

ACLAX > T DHRTE

e

X AE

ACLEX >V Fut A5/ ET AN, BOICT 7R VX NEERLTHE, BEINE
ACLEZHERHLTA LV H—T 2 A A LD RNT T4 I DT 4 NE) T oA =T ML, K&
ICACL X7 Fat A RTA—FEBRELET,

. IPACL DE%E


cisco-nexus-9000-nx-os-security-configuration-guide-102x_chapter13.pdf#nameddest=unique_406
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FIE

ICR-EDZ LT

AU RFEREETO 3y

B8

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nRN) a7 4 FX¥al— g
E— FEBBLET,

ATy T2

ip access-list name

&1

switch(config)# ip access-list
logging-test
switch (config-acl) #

IPv4 ACL Z1ERE L. IPACL =27 «
Xal—arE— REEBELEST,
names |41 64 LTFLINTHRE L £,

ATvT3

{permit | deny} ip source-address
destination-address log

1 -

switch (config-acl) # permit ip any
10.30.30.0/24 log

ST HIPVA T T 4 v 7 B
Al F TSRS, ACLOLV— /L& 1E
BRLET, VAT AR IL— LI —FT
L8307y MCBETDIEHRRr X7

Ave—VEERTEDHLIITTHIC
1L, log¥—VU— RZEDLLENH D
7,

Source-address 35 & UF destination-address
SIEICIE, IPT RLAE Ry hT—
TANVKHI—K, IPT KL A LAER
TRy bR RART RLA,

FRIIEEDOT FLAZIEET 5 any
RENHY FET,

ATvT4

exit
1

switch (config-acl) # exit
switch (config) #

REEZFHL, IPACLa 7 4F=
L—yay B—REKTLET,

ATvTH

inter face ethernet slot/port
1 :

switch(config)# interface ethernet
1/1
switch (config-if)#

AVHE—T A AREE— FERLHL
F9,

ATvT6

ip access-group namein

1 -

switch(config-if)# ip access-group
logging-test in

FBESINT ACLEZEHLTA v —
T2 AALEDIPVA NT T 4T DT 4
NEY T F—T NI LET, &
ENT7 74 v 7IZACLZHEHTE F
7T

IPACL DERFE .
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IPACLDEE |

ARV FFEREETIVa Yy

S

ATy IT17

exit
1 -

switch(config-if)# exit
switch (config) #

RELZFHL, A F—TxAf AT
T4X 2l —TaryE—RERTLE
7,

ATvT8

logging ip access-list cacheinterval
interval

1 -

switch(config)# logging ip access-1list
cache interval 490

ACLE X7 Fukxou 7 EHHE
(FPHAT) ZRELET, T 74 B
B 300 B> CJ, #iPHIL 5 ~ 86400 F»
<7,

ATvT9

logging ip access-list cache entries
number-of-flows
1 -

switch(config)# logging ip access-1list]
cache entries 8001

ACLEX /' Futv A TE=44T57
2= REEEELET, T 741
MIEIX 8000 TF, HA— h ZNDHIED
HiHIZ 0 ~ 1048576 T,

ATy 710

logging ip access-list cache threshold
threshold

1 -

switch(config)# logging ip access-1list
cache threshold 490

77— MIRAUINDENC, fRES N
TNy N 1 U SRR ST B
T, Syslog A vE—UNERINE
R

ATvINn

logging ip access-list detailed
i

switch (config)# logging ip access-1list]
detailed

show logging ip access-list cache =~ >~
RO CRRENDIRDIEHRE AR
WCLET, 77 AFE= bV
(ACE) ¥ —/ A%, ACE 7T 7
v a2, ACL#4. ACLJilf, ACL 7 «
NEBZAT BIORACLEHA v —
T A A,

ATvT12

hardwarerate-limiter access-list-log 7~
7 b
1

switch (config) # hardware rate-limiter
access-list-log 200

ACL T ¥ > T DI OIZ A —s— /A
EFEVa— )Ll at—XnNBE Xy kD
L— MR pps TRREL £, %A
1% 0 ~ 30000 T3,

ATy 713

acllog match-log-level severity-level

1 :

switch(config) # acllog match-log-level
5

ACLO—E &8 T o/ BT T
(ERE) L~V EEELET, 7
7 MEe (FFE) <9, #PHIZO
(B2 ~7 (FRv7) TT,

ATy 714

. IPACL DE%E

(%) show logging ip access-ist
cache [detail]

51

EEICIP B L O IP 7 R LA
EETTAR— B X OB A — ME
W, BETXA AT =AY T
JT 4 Thhu s 7 a—lET 5 1ERE
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ARV FFEREETIVa Yy S

Switch(c?nfig)# show logging ip FoR Lij—o 7775:/{772713\,_@%
access—-list cache @1’@@‘%{5&(@\ qé_ﬂz_ﬁ_/_ﬁ,_ rEhT
WRWTRTOAF TV g AAFFRRS N
EHA,

loggingip access-list detailed =< > K%
AT 25E HAKIZ, 773
fa—n x> U (ACE) O —4
AF7. ACEDT 7+ ar, ACLDO4
Ai. ACL ®J5ml, ACL D7 4 )% X
A7, BXOACLOBERA v % —7 =
A ADIERbEENET,

BREZUSFALY LT BH-ODOHTIP AV vy FIZ&k 5 ACL DERTE
FREDOHTTP A Y v REMRITZIE L, FFEDOR— MIEREN TSP =N XA L7 b
HEIICACLEZRETEET,

IROHTTP A Y v R&2U XA LT FTEET,
* connect
* delete
* get
* head
* post
* put

e FL—X

1ash BRI

har dwar e access-list tcam region ifacl 512 double-wide =~ > K% {# ] L T, IFACL fEI O fE1E
TCAM Z G LES, Zoavr NI, Ze— b arZsFalb—y g CEflans
To ZOREEANITHITIE, A v TEVr—RLET,

Fig
AU RFEREFET7TIV3 Y B
AT w 71 | configureterminal Jua—\)ary 7 4X¥al—3g
1l - E— NEBABLES,

switch# configure terminal
switch (config) #

IP ACL D& E
|
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IPACLDEE |

ARV RFERETIVa Y

B8

ATv T2

ip access-list name

1

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =7 ¢
Xal—aryEB— RNEBEGBLEL,
name s | $xix 64 XL FLINTHRE L £ 77,

ATvT3

. IPACL DE%E

[sequence-number] per mit protocol source
destination http-method method
[tcp-option-length length] [redirect
interface]

1

switch (config-acl)# permit tcp
1.1.1.1/32 any http-method get

B EDHTTP A Y v REH—oN2 ) XA
L7 b 5E9ICACLEZHRELET,

WOHTTP A Y v RBPR— I T
F7,

« connect : CONNECT #* V' v R
[0x434fdede] T HTTP /347 v &R
ALET,

s delete : DELETE £ Vv R
[0x44454c45] CHTTP /3%~ b %
ALET,

e get : GET A YV v K [0x47455420] T
HTTP /X7 v FE#BREL £,

* head : HEAD * v K [0x48454144]
THITP X7 v hERAELET,

e post : POST A ¥ » K [0x504f5354]
THTTP 7y FaBRELET,

e put : PUT A Y v K [0x50555420] C
HTTP /X7y M2 BBELET,

e trace : TRACE AV v K
[0x54524143] THTTP /347 v k& H&
ALET,

tcp-option-length 47> a 1%, /7 v
FNDOTCP A7 gy ~y X —DEX
PHRELET, 778X a3 be—L
= hU (ACE) IZ1%, & K4->DTCP
FTva Rk @A FOFH) BRGE
T&xFET, BEZOHPMHAIX0~ 40 TT,
IO TV arwRELRWEE, BE
WX OIIZHESN, TCPA T v ay ~y
H =D\ 2T ACE & —E
LET, ZOF T a L 2ERTLE,
WAERTCP A7 ay ~y X —%&F>
N4y FTH HTTP FRARAE TE £

B
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1pve i3k~ v ¥ — AcL oiE [

ARV REEET7IVa Y B

DEA LY AT a it BEDR—
MZEH STV S Y — 3|2 HTTP A
Yy R&EUVHZ AL 27 hLET, HTTP VU
A LU MEREIZ, LA Y3R— FTIX
FERE L £ A,

ATy 4| (fE&E) show ip accesslists name IP ACL DR EE R LET,
1

switch (config-acl)# show ip
access-lists acl-01

AFv 5| ({EE) show runinterfaceinterface A HE =T oA ADREEFZRLET,
slot/port
51 -

switch (config-acl)# show run interface
ethernet 2/2

il

OB TIE, X7y FOTCP ATV gy ~v X —DEIZEEL, "— bk Fy¥ 3L
4001 [ZHEE STV DY — 2 post HTTP A Y v K& U Z A L7 FLET,

switch (config) # ip access-list http-redirect-acl

switch (config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

switch (config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry

switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

IPv6 $ii5E Ny 4 —®D ACL DEETE

ZOFNEE, ROT A ZAZOHEHSNET,

« Cisco Nexus 9504 33 LN 9508 E2 =7 ¥ v —3 (N9K-X9636C-R, NIK-X9636Q-R,
N9K-X9636C-RX, 3 XU NIK-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2A5 ZA v F (N3K-C36180YC-R 35 L UF N3K-C3636C-R)

CiscoNX-0S U U —2 93(7) IETIZ, Z 212U A FENTWVWASF /31 ZATIPv6 ACL &R E
THEE . PR~y X —% &1 IPV6 /X7 ORI T 28 LWL — L 250 5 NERH
D ET, IPV6 JEIE~ v X —OFEIZ OV TIL,  [CiscoNexus9000 U — A NX-OS. =% v A
=T 4 VTREHTA K] ONX-0S VU U —R93(x) LAFED [fHiEL L2 IPv6 /7 v ko~
H—| BB LTSN,

IPACL DERFE .
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B racozzomz

\)

GE)  ZOFETEIRLEZF L= E5EL—E, X7y hOMO 7 ¢ —)L RIZ—ET 51t
D ACL /V— VIR <, D7 &b 1 DOHEE~ Y X —%F D IPv6 /37 v M S v E

TO
FE

aAvY REEETI 3 Y B8

AT w 71 | configureterminal Ja—_ary7 4 ¥al— gy
1l - ET— RZRHBLET,
switch# configure terminal
switch (config) #

AT 72 |ipv6 access-list name MAC ACL Z/E L C, ACL 27 ¢

1 - Xal—ay F— REBEBLEST,

switch (config)# ipv6 access-1list acl-0]
switch (config-acl) #

AT 73| extenson-header {permit-all |deny-all} | —F L7 37y MILERT Vv a vk

15“ : @*R Li?‘*o

swit?h(config—acl)# extension-header e permit-all : il Ly 1 DOPLIE

Ewiten (eonfig-acl) 4 oy S =B IPV6 /S RS
AERET,

e deny-all : 722 < L 1 DOHLIE
Ny B —HFEOIPV6 /X R R
oy FINET,

IP ACL &% 7E D HEER

IP ACL OFREF#E FK-T DITiE, WOWTNOLOEEEZITHNET,

avw vk E):g]

show hardwar e access-list tcam region FORA ZATIRD Y va— R
WH I D TCAM A X &5
ARLET,

. IPACL DE%E
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wpactogzowz |

avy kR

S

show hardware access-list tcam template {all | nfe| nfe2 | 12-13 |
I3 | template-name}

T_XTOTCAM 7 7 L— k
FriIgEOT L — D
REEFRTLET,

nfe : Network Forwarding Engine
(NFE) it Cisco Nexus 9300
BERVY500 > Y — R T /3A A
DT 74N s TCAM 7 7
L—h,

nfe2 : NFE2 %t/i~ Cisco Nexus
9500 /N4 ZADTF 7 # )L b
TCAMT > 7L — |,

2-113: LA VP20V AF
3REDT 7 4V s TCAM T
VL=,

13: LA Y3WROT 74V b
TCAM 7> 7L — |k,

show ip access-lists

IPv4 ACL DFRE%F L E
j—o

show ipv6 access-lists

IPv6 ACL DX E % T LFE
7,

show logging ip access-list cache [detail]

EIETCIPE L O EIPT R L
A EFIEAR— B X U%ESL
A— ME®R, FEILA v F—
TxARIRE, TIT 477
077 u—ZBT o fFmAe &
R~LET, TIT 4T

0 —DZDMOTEHTIX,
WZHAR— ST g
TOF Ty a NIFRRENFE
A,

logging ip access-list detailed =
~V REANT5E. B
X, 77k Aay hpg—)L =
¥ R~Y (ACE) OY—/r A
FS. ACEDT 7+ a,
ACL O4Hii, ACL ®JF[),
ACLOZ7 4 VEZ ZAT7, B&
WNACLOBEHA v 2 —7 = A4
ADIEHRbEENET,

IPACL DERFE .
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IPACLDEE |

avy kR

S

show logging ip access-list status

R 7 v—0i K, BED
Bihew iR, EBEOR
i LEVMEEE R LET,

show running-config acllog

ACL Ou 7 FATREZFKR L
£7,

show running-config acimgr [all]

IP ACL D EFR L TVIP ACL
NEHEINDA v H—T = A
AEEDT, ACL DFEfT=
TA4X a2l —vaEERL
7,

Note

Zoawy KL, Fra v
TA4FX 2l —Yarpa—§
i ACL &R L £, all
FFarvEERATHE, E
Tar74Fal—ard
77 4/ b (CoPP #%iE) &
a—WEHIZE D ACL DO
FRRRINET,

show startup-config acllog

ACL DR T 28— 7 v 7%
EEFRLET,

show startup-config aclmgr [all]

ACLOAX— KT v 3
T4F¥al—arEFE L
i—a—o

Note
ZDhavr RNiE, A¥—Fh
Tyl ar4¥al—va
VDO —HERE ACL % &R
LEd, aAldF 7y a &
THE AF—F T v T ar
T4 X2l —Ta DT T F
/U (CoPPE%E) &=2—W
EFIZ LD ACL Dl 23
RENET,

. IPACL DE%E
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ipacL o#EtEROE=2 U507

IPACL D#EETIFHRDE=2) T &H )T

IP ACL OfEFHEBRDOE =X £720137 UV 7 217 H121F,. ROFRITRT a~<wr ROWTEfE

MLET,

avyU kR

EL:)

show ip access-lists

IPv4 ACL DR E4 #~ LE T, IPv4 ACL (T statistics per-entry
avy RREENTWEEA X, showip accesslists 2+ KD
Hz, E—n&—8 L7 7y NOFEBEENET,

show ipv6 access-lists

IPv6 ACL DX iEZx &K~ L E 7, IPv6 ACL |Z statistics per-entry
avr FREFEENTWDEAIE, showipv6 accesslists =~ F
DI, FL—NE =B LTy FOBEREDLNET,

clear ip access-list counters

T _XTO IPv4 ACL F 721345 E D IPvd ACL OFEHERAE 27 VT
LET,

clear ipv6 access-list counters

F_TOD IPv6 ACL £ 72 13457E D IPv6 ACL O#EHEHREZ 7 UV T
Liﬁ—o

IP ACL 0D =% 7 5

acl-01 E WO AFIDIPVAACL #1Ef L., ZNEZFR—FACLE LA —Y Xy b A ¥ —T =
A 221 (LA ¥ 24 F—TxARA) ICEBATAHHZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any

interface ethernet 2/1

ip port access-group acl-01 in

acl-120 & WO ZRTDIPV6ACL Z 1Bk L., ZhE/L—HF ACLE LTA —Y Ry h A H—T =
AR (LA F¥3IA L HE—T A R) ICBRT 0% LET,

ipvé access-list acl-120

permit tcp 2001:0db8
permit udp 2001:0db8
permit tcp 2001:0db8
permit udp 2001:0db8
interface ethernet 2/3

:85a3:
:85a3:
:69f2:
:69f2:

:/48 2001:0db8:be03:2112::/64
:/48 2001:0db8:be03:2112::/64
:/48 2001:0db8:be03:2112::/64
:/48 2001:0db8:be03:2112::/64

ipvé traffic-filter acl-120 in

RIZ, single-source & VD 4RO VIY ACL #1ERk L. & VTIY [E#E EOATIP EF 7 ¢
WK L CHEAT A0 E R LET, ZOACLIE, WiET 5T _XTOTCP N7 7 4 v 7 &7
L, ZOMOFTXTOIP F 774y 7% Ry 7 LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any

exit

IPACL DERFE .
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IPACLDEE |

line vty
ip access-class single-source in
show ip access-lists

WIZ, IPVAACL B X 7O/ EME R LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log

switch (config-acl)# exit

switch (config) # interface ethernet 1/1

switch(config-if)# ip access-group logging-test in

switch (config-if)# exit

switch(config) # logging ip access-list cache interval 400

switch (config)# logging ip access-list cache entries 100

switch (config)# logging ip access-list cache threshold 900

switch (config)# hardware rate-limiter access-list-log 200
( ) #

switch (config acllog match-log-level 5

LA FIZ, UDF X—2Z 7R— b ACL OFREWZRLET,

switch# configure terminal

switch (config) # hardware access-list tcam region ing-ifacl 256

switch (config)# udf pktoffl0 packet-start 10 2

switch(config)# udf pktoff20 packet-start 10 1

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20

switch# configure terminal

switch (config)# ip access-list udfacl

switch (config-acl) # statistics per-entry

switch(config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch(config)# interface Ethernetl/1

switch (config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch (config-if)# no shutdown

VATLACLIZDLT

Cisco Nexus 9500 ¥V — X A A v F T, RBLVPRXTFTA LV I—FREFEHL T AT A

ACLEZRETEET, VAT LAACLEEHTLE, A4y TFHNDORILT Z7EAY A FEFFD
TRTCOR—MILAF¥2HR—FACL (PACL) 2% ET&EET, VAT LAACLEZRET D
&, TCAMODOEHFEMET L, RY o —0OmH E72I3ZEEPICREE & AT Y O HEMET L
£,

AT I ACL OFETEIZHOWTIL, ROFEFIALFHIBEHEEZZR L T ZE N,
e VAT LAPACLIE, LA Y24 H—T 2 A ATOHLYR—FINET,

e R 712 H— FZf 27 Cisco Nexus 9500 >V — R A A v F CTAAL v FNEENITH-D
12, DT R TOEARAEEE TR K I0K D ACE DR R— FESNFT, RXFTA v I— K%
#4594 L 7= Cisco Nexus 9500 2 U — X AA v F D /— K7 = 7 &L 64K ACE T,

. IPACL DE%E
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Team U —v 3 n5# [

« N3K-C3636C-R 3 L TAN3K-C36180YC-R T 1 » H— R Z## L 7= Cisco Nexus 3600 75
74— AL v FTVATALAACLERETAH I HETXET,

* IPv4 PACL TCAM U — = > (ifacl) % -R A >~ B — ROLGFWEL TCAM & & (12k)
IV ELFEETDHE, RTIA L I— FOBRDOERNUINT S ET,

« ACE ¥t iE, v A7 A ACL TIEEEHR—FENTHEHA,

«IPv6 |Z, AT L ACL TIXELEH AR —FINTWVERA,

« VAT ALACLIZ, 7= 70U 8 A= TIEHAR—FENFEEA,

¢ RVU—X T4 01— R&E#HH L7 CiscoNexus 3 J — X A4 » F T Quality of Service,
ACL, F7212 TCAM » — B> FEREIZOWTIE,  [Cisco Nexus 3600 NX-OS Quality of
Service REHA K, VU —27x] #ZLTI7ZEV,

cHET FIvIEHIE, TRTONI 74y 7 &2 Ry PERITFFILES, 7740 8T
X FET R v 7 HEENITACL BN E T TH0ETINTOLN I 74 v 7 & Fry 7 LE
7. ET R v ACL BHEIMEIL, hardware access-list update default-result permit CLI
awy REFHLTHIECE 9, ZOCLIE, BEAR— MIH L TOREIELET, K
OBZESBLTLTEEN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.
no hardware access-list update default-result permit => #This is the default

behavior. It denies all the traffic during ACL updates.

¢ CiscoNX-0S U U —2922) LLfi» VY U —ATIiX, 7 b v 2 ACL L Cisco Nexus -R
V=X T = RTEYR— SN TOEEALR, FE7 F I v 7 FH hardware
access-list update default-result 7% Cisco Nexus -R &'V —X J 14 o H— R CHHR— S E
j—O

TCAM ') — 3 U DHE

VAT A ACL ZRETHENC, FTTCAM YV —Y g U2 5ELE4, 1k Kiifioo ACL 2% &
T HEAEIE. TCAM U —2 a3 U & SET MR RNT SIEBE L TLE S, FEiz oW T
X, TACLTCAM V—"za v A XORE B7—) | 2L T EZI0,

N

(GE)  CiscoNX-0S U U —2R 7.0(3)F3(4) LAR&CiX, PACL IPv4, RACL IPv4, 35X URACL IPv6 %
12k Z# R CTRRETEET,

VAT L ACL DEETE

IPv4 ACL Z{ER L7, AT A ACL #RELET,

IP ACL D& E
|


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3600/sw/7x/qos/b_Cisco_Nexus_3600_Series_NX-OS_Quality_of_Service_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3600/sw/7x/qos/b_Cisco_Nexus_3600_Series_NX-OS_Quality_of_Service_Configuration_Guide_7x.html

IPACLDEEE |
B x5 sacLomEs£Ushow 37 FOBI

1R BHHEIIZ

F )34 AT IPv4 ACL Z#1ERE LE3, ZEzHoOWTIE. [P ACL OERE (29 <—) | %%
BLTIEEN,

FIE
ARV RFERERTI VA Y Sl
25w 71| configt AT 4F¥ab—var - Nen
LET,
R 5w 72 | system acl VAT LACLERRE L ET,
R T 73 |ipport access-group <pacl name>in A B =T xA AT A ¥ 2PACL % i

ALET, A—FACL TiE, A 17
VR TZUNEY U TETNRYR— R
NTWET, 1ODA v Z—T = A AT
1 >OAR—hk ACL & £,

DATLACLDETES KU show a<7 > KD
AT I ACL Dshow 2~ 2 RIZHOWTIL, IROFBEFEZSHL T &,
IK RT—ILDL AT L PACL MRE (F74J)L k TCAM ZEMR)

IK A7 — )LD AT 5 PACL DR EICHOWTIL. ROFIZSBRLTLFEEWN (F7 411
TCAM ZfH)

25 w7 1:PACL Z{ER L £,

config t
ip access-1list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eg 1500
25 deny udp any any eq 500
26 deny tcp any eq 490 any

1000 deny any any
AT w7 2:PACLEZ VAT A L-YLIZEH LET,

configuration terminal
system acl
ip port access-group PACL-DNA in

ALy FIZEE SN TND AT L ACLEMRFET HIZ1E, shrunacmgr |secsystem =~ K
EHEALET,

switch# sh run aclmgr | sec system

. IPACL DE%E
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system acl
ip port access-group test in
switch#

25 LACLOBES & Ushow 27> kol [

AA y FITERE SHL T D PACL ZfREET 5121, ship access-lists <name> [summary] =~ >

RZE2fHLET,

switch# sh ip access-lists test

IP access list test
10 deny udp any any eq 27

20 permit ip 1.1.1.1/32 100.
30 permit ip 1.2.1.1/32 100.
40 permit ip 1.3.1.1/32 100.
50 permit ip 1.4.1.1/32 100.
60 permit ip 1.5.1.1/32 100.
70 permit ip 1.6.1.1/32 100.
80 permit ip 1.7.1.1/32 100.
90 permit ip 1.8.1.1/32 100.

100.
100.
100.
100.
100.
100.
100.
100.

switch# sh ip access-lists test summary

IPV4 ACL test
Total ACEs Configured: 12279
Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

PACL IPv4 (ifacl) TCAMYU — 3 > YA X% fa

region 2~ REMHALET,

100

100

100

.100/32
100.
100.

100/32
100/32

.100/32
100.
100.

100/32
100/32

.100/32
100.

100/32

switch# show hardware access-list tcam region
*********************************WARNING********************************
*****************The Output ShOWS NFE tcam region info******************

***Please refer to 'show hardware access-list tcam template'
R EEE RS EEEEE R EEEEEEEEEEEEE R R R R R R R R R R R R R R EEEEEEEEEEEEE SRR R RS

IPV4 PACL [ifacl] size

IPV6 PACL [ipv6-ifacl] size

MAC PACL [mac-ifacl] size

IPV4 Port QoS [gos] size

IPV6 Port QoS [ipv6-gos] size

MAC Port QoS [mac-gos] size

FEX IPV4 PACL [fex-ifacl] size

FEX IPV6 PACL [fex-ipv6-ifacl] size
FEX MAC PACL [fex-mac-ifacl] size
FEX IPV4 Port QoS [fex-gos] size
FEX IPV6 Port QoS [fex-ipv6-gos] size

FEX MAC Port QoS

]
]
]
]
]
]
]
]
]
]
[fex-mac-qgos] size
]
]
]
]
]
]
]
]
]
]

IPV4 VACL [vacl] size

IPV6 VACL [ipvé-vacl] size

MAC VACL [mac-vacl] size

IPV4 VLAN QoS [vgos] size

IPV6 VLAN QoS [ipv6-vqgos] size

MAC VLAN QoS [mac-vgos] size

IPV4 RACL [racl] size

IPV6 RACL [ipvé6-racl] size

IPV4 Port QoS Lite [gos-lite] size

FEX IPV4 Port QoS Lite [fex—-gos-lite] size

12280

0
0
640
256

fa
N
O O 00O OO0 0O0O0oooooo

SE4 5 121%. show hardware access-list tcam

for NFE2***

iPAcL DEE I}
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B roo:orr—Jons

IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0

Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 0

Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 0
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l1l3gos] size = 640

IPV6 L3 QoS [ipv6-13gos] size = 256

MAC L3 QoS [mac-13gos] size = 0

Ingress System size = 0

Egress System size = 0

SPAN [span] size = 96

Ingress COPP [copp] size = 128

Ingress Flow Counters [flow] size = 0

switch#

ACL B# DT 7 =7 v YR — ME#HREZ R RT HI2IE, show tech-support acimgr 35 & O show
tech-support aclqos =~ > RZ{Ef L £,

show tech-support aclmgr
show tech-support aclgos

LSSIPERN N O 'EJ‘!F‘H

7020 DJIL—TDEFE
IPv4 ACL 3 L OVIPV6 ACL D/L— LZEETL E5EHEDT RLAB LT a2 faL F— &
ETHEIC, AT V=0 b IN—TEfHTEET,

ATy b JIL—TIZRT % Session Manager D H7R—

Session Manager |34 7Y =2 b V=T DO ELEZ Y R—FLTWET, ZOWELHEHT S
L RERYyVaVEERL, ATV NN TOREELEEFATAL T 4 F 2L —Ta
NZa Xy M ARNCHEGR TE £, Session Manager D FEFMIZ- DU Tik,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guide)] # 2 L T 72X\,

PVA7 FLR AT M TIL—TDERELUVER
IPvd7 RVA IN—T 47V =7 FOERBLOEE LR T TEET,

N

Note  Cisco Nexus U U —A 7.03)I5(2) LLKETiZ. nohost IPv4-address =< > i AR — k& T
FH A, DME %7 — K TiX, nosequence =~ REZMHH LARWHIRIZY A— RS TnEH
Po

. IPACL DE%E
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Procedure

Pu7 LR 47514 k Y—Fokmes s vzE [

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

object-group ip address name

Example:

switch (config) # object-group ip address
ipv4-addr-group-13

switch (config-ipaddr-ogroup) #

IPv47 RLA AT V= b I —T%
ER L. IPVA T RL A ATV 7 k7
N—F a7 4 Fal— g F—FR
R LET,

ATvT3

TKOWTRIOa<r REANLET,

* [sequence-number] host |Pv4-address

* [sequence-number]
| Pv4-address/prefix-len

* [sequence-number] | Pv4-address
network-wildcard
Example:

switch (config-ipaddr-ogroup) # host
10.99.32.6

F T2 N IN—TF D N EE
LET, fERlT 2 hU &I,
hot =2~ REFEH L TH—DOKRA N &
FBET D0, £2iThost =~ F%&E
ELTHRA ROy NT—7 Zf8E L E
7

IPVAF Ty N ITN—T DT VLT (>
JARERETCEET, UL, PO
Hiey R TOR—ELET, 1L,
7 RLVADIEEDOE y FT—HT 574
VR —R~RA7 EZEETEET,

ATv74

wkOWTNIHDa~y RE AT LET,

* NO [Ssequence-number]

* no host IPv4-address

* no |Pv4-address/prefix-len

* no | Pv4-address networ k-wildcard

Example:

switch (config-ipaddr-ogroup)# no host
10.99.32.6

FT e N I N—TDx Y &
MRLEST, 7727 F I A—T70hb
HIERd 2= F Y Z &2, nofEio host
av REMEHLET,

ATy TH

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipvé4-addr-group-13

F T2 N IN—TDORELF L
F9,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup) # copy
running-config startup-config

FiTar74Xal—vark, AX—
rP w7 ar7 4 ¥al—ygla
E—LEd,

IPACL DERFE .
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IPv6 7 FLR AT >z

IPACLDEE |

98 GIL—TDERSELUVEER

IPV6 7 RLVA TN —TF 377 "OERB L OLEF L2 EITTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
ET— RZHBLET,

ATvT2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé
address ipvé6-addr-group-A7
switch (config-ipv6addr-ogroup) #

IPV6 7 RLA AT V=7 b I —T7%
ER L. IPV6 7 KL A F 7= k7
N—TF a7 4 F¥Fal—Tagr EF—FK
B LET,

ATvT3

wOWTNND < REATLET,

* [sequence-number] host |Pv6-address

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] I Pv6-address
network-wildcard
Example:

switch (config-ipv6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

FTV 2 b IN—F DT N EAE
BLET, fEkT2 MU ki,
host 2~ REMHEHL TH—DOKRA M
FRET DM, £/l host a2~ R&E4
L CHRARDORy NT—T HfRELE
7

IPV6A T2l BT N—T DT VLT 4
JARERECEET, ThE, &I
HWfEE Y FTOA—HLET, F72IL,
7 RLADEEDOE Y he—HT 501
JVRA—RERETEET, IPv6 VA
)V R — R~ A 7%, Cisco Nexus
9200, 9300-EX, B X
9300-FX/FX2/FXP A1 »F & CiscoNexus
9364C A A v F THHR—FINET,

ATv74

WOWT O a~<w e AT LET,
* NO sequence-number
* no host |Pv6-address
* no |Pv6-address/prefix-len
* no |Pv6-address networ k-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT 2 N ITN—T b2 N &
HIBRLET, 7= b Z—TF
HHIRT 2= Y Z L2, no XD
host 2~ > R&EMALET,

ATvTh

. IPACL DE%E

(Optional) show object-group name

Example:

FT T N I —TOREETF L
ij‘o
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Forarf—r 4724k vu—TokmssvzE

Command or Action Purpose

switch (config-ipvé6addr-ogroup) # show
object-group ipvé-addr-group-A7

X 76 |(Optional) copy running-config Flrar74Xal—varkE, AF—
startup-config NPy ar7 4 Xal—vgila
Example: E—L £,

switch (config-ipvéaddr-ogroup) # copy
running-config startup-config

JORAWKR—b ATz R ITIL—TDERELVEE

T harB—F 4TVl b IA—TOERBLOEE A2 ET X ET,

Procedure
Command or Action Purpose
R 71 | configureterminal Ja—r L ay 7 4 Xa L—g
Example: T FEEIBLET,

switch# configure terminal
switch (config) #

R 7y 7 2 | object-group ip port name Fa kA B—kF Tz R I —
Example: TEEHRL, R—F ATV b
switch (config)# object-group ip port N—F a7 4 Falb—r gy EF—NK

NYC-datacenter-ports B L F 9,
switch (config-port-ogroup) #

R 5w 7 3 | [sequence-number] operator port-number | 4+ x 7 h S A—F DT kY EfE

[port-number] BLET, (BT 5Ty bY ZRiT, K

Example: DFEFH T~y e 1 SHEHLET,

switch (config-port-ogroup)# eq 80 . eq Z?Eiﬁl/ftﬂfb— F%§5%5C‘*£ﬁl/fi
JETS

cgt: FEELTEA— FEELD KEND
(HELWHOIXEER) R—hE
Flo—%LET,

ct: H/HELTA—FEFLY /SN
ELWHDIEEEERY) R— 1 E
%(:*ﬁbi‘?’«o

eneq : FHE L7=AR— hESLIS DT
RCOR— hFEFIZ—HLET,

IP ACL D& E
|
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IPACL DERE

Command or Action

Purpose

erange: fEE L7 2 DOFR— &R
L. ZOMOFPHDR— FFFIT—
BLET,

Note
range 2~ R7ZIFIE, 22D
port-number 5 A LB L LET,

ATvT4

no {sequence-number | operator port-number
[port-number]}

Example:
switch (config-port-ogroup)# no eq 80

FT e N I N—=Thbx2 N &
HIBRLET, HIBRT D= U ZEiZ,

WS AIEE - a~ ) RE noffE Cff
ALET,

ATy Th

(Optional) show object-group name

Example:

switch (config-port-ogroup)# show
object-group NYC-datacenter-ports

FT2 7 N IN—TDBEEEF L
7,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-port-ogroup)# copy
running-config startup-config

FElTar 7 4 Fal—rarh, AX—
NPy a7 o Xal—vgila
[:0_ Lij—o

7o

9k TNL—TDHIE

IPv4 7 RLA X7Vl kN 77—, IPv6 7 KL A

SN AR—=h ATV b ITN—TEEIRTEE T,

Procedure

FTVx I N IN—T FiFZ T e b

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATy T2

no object-group {ip address|ipv6 address
|ip port} name
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

BEDAT V2 b I A—TZHIKRL
i—é—o

IPACL DE%E

.
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170y r In—Jonrorz |

Command or Action Purpose

X7 7 3 |(Optional) show object-group TRTOFT V=7 b IN—T % FRKR
Example: LEd, HiRENEAT V=7 T —
switch (config)# show object-group :fWiigﬁ%éS%Ljiff%VO

R w 7 4 | (Optional) copy running-config ETar 74 Xa2lb—varkr, AZ—
startup-config hFyFarz Fal—vavica
Example: E—LEd,

switch (config)# copy running-config
startup-config

7709 b TIL—TDETEDHER

FT7V= b IN—TOREFREFRT DT ROWThrDa~ s R LET,

avw kR =[]

show object-group AT N ITN—TOREEFRLET,

show {ip | ipv6} access-lists name ACLERE DYLRMAHE Mz FR LE T,

[expanded]

show running-config aclmgr FT s N ITN—THED T, ACL DREL K
RLET,

Fey ] 20 Bl OD 3% 5

FrRSEE 0D Session Manager Y- 7h— k

Session Manager |ZFRFHFEPHOR ELZ AR — N L TWET, ZOKREEHFHIT L, RERY
Va vl RREEHORELERE L F(Ta 74 Fab—rasilaly M DOENTHER
T& %7, SessionManager DFEANIZ OV Tid,  [Cisco Nexus9000 SeriesNX-OSSystemManagement
Configuration Guide] ZZM L T 72 &0,

P i) 205 BE 0D 1E Rk

T A L CHRERI#EP 2 /ER L. ZHIS b — v BT E £,

IP ACL D& E
|
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Procedure

IPACLDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

FEfIgFA 2 ER L, s a7 o
Xal—gry ET—REHBELET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEEBMA B RF LT BEFORM (Mima &
D3) O1ALEOHERE LR E
N 72D KD I — LV EAER L F
KR

ATvT4

(Optional) [sequence-number] periodic
|list-of-weekdaystimeto time
Example:

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

list-of-weekdays 5 [${ CHIE S L7 H
O, FEEBMGIRZ &R TRZI O/ (WG
rEle) AN D L) REL—
NEVERL L £, list-of-weekdays 514D
EICIIROF—T— RHEHTE £,
- daily : 1 ERIOFTRCORA
« weekdays : HEA W O&MEH T

«weekend : HEHNLHMEEH £ T

ATvTh

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch(config-time-range)# absolute
start 1:00 15 march 2013

sart ¥ —U— RDO%AIZHEE Lz HEF
MHHEMN 72 HHERHEIETO L — L EE
RLET, endx—U— FE2EME L=
By EON— VTR R IRE 5 & F
ZEINC IR £,

ATvT6

(Optional) [sequence-number ] absolute[start
time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

endX¥—7— FDOE%AIZIRE LT-HEFE
THIMN 22 DHExHFERET D — L EVERK,
LEd, sgartF—U— KaEE+5 &,
FEDN— VI T HREEZRETS5ETT o
EHTT,

ATy T17

(Optional) show time-range name

Example:

switch (config-time-range)# show
time-range workday-daytime

P ELPH O E 2 Fom L E T,

. IPACL DE%E
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pneEozE [

Command or Action

Purpose

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

RS DL E

BEAF DORFRIFEIH O /L— L OIBINE L OHIRZ FITTE £7, BIFOL—VITEETE £H A,
N—NVEEET DL, TOL—VZHIRLTHL, BERELMA V=2 B L £ 7,

BEAEDONL— 1V DORNZH LWL — VB FEAT D HLER S LA T, BUED Y —7 LV AFFDZ5EE

Procedure

KU TIFT N TEAATE RN L EIT,

DYTLET,

resequence 2~ R L Co—7 v A& 5% HE

Command or Action Purpose

R 71 | configureterminal Ja—)L a7 4 FX¥al—a
Example: E—FEBBLET,
switch# configure terminal
switch (config) #

R T J2 |timerange name K e DR IIEH R REI = > 7 ¢ X o
Example: L—YayE— RERBLET,
switch (config)# time-range
workday-daytime
switch (config-time-range) #

A5y 7 3 | (Optional) [sequence-number] periodic | FEBAG H IS & 4 T HISOM (Tt &
weekday time to [weekday] time H2) O1 A EOES UERA g
Example: T D XD IR EMIN— VB ERL L E
switch (config-time-range) # periodic ?ro
monday 00:00:00 to friday 23:59:59

AT v 7 4| (Optional) [sequence-number] periodic | list-of-weekdays 5141 THEE S 4L7- 0 A

list-of-weekdays time to time

Example:

switch (config-time-range)# 100 periodic
weekdays 05:00:00 to 22:00:00

O, FEEBMGIEA & H& TR O (k%
EET) AN D LD RERL—
NEVERR L £, list-of-weekdays 514 D
BEIZIFROF—T— R EHTE £,

e daily : 1M OT X TORER
« weekdays : HIEA L&A E T
«weekend : LHEAZNHHMER £ T

IPACL DERFE .
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IPACLDEE |

Command or Action

Purpose

ATvT5

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch (config-time-range)# absolute
start 1:00 15 march 2013

sart ¥ —U— RDO%AIZHEE Lz HEF
MHHEMN 72 HHERHHEIETO L — L EE
RLET, end¥x—U— FE2EMs L=
Gy EON— VTR AR IR E 5 & F
IR £,

ATvT6

(Optional) [sequence-number] absolute
[start time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

endX¥—7— FDOE%AIZIRE LT-HEFE
THIMN 2 DHaxHFEUET DL — L EVERK,
LEd, sartF—U— FaEE+5 &,
FEDN—VIK T HREEZRZTS5ETT o
EHTT,

ATy T17

(Optional) no {sequence-number | periodic
arguments. . .| absolute arguments. .. }

Example:

switch (config-time-range)# no 80

FERI&FE D D R/EDONL— LV EZHIFR L E
7,

ATvT8

(Optional) show time-range name

Example:

switch(config-time-range)# show
time-range workday-daytime

WP ORBE & Fom L £,

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

a7 4 ¥l —T gk, AX—
Ny a7 4 Fal—grila
I:o*‘[/i—é—o

Related Topics
BEIEEIH DS — o o AF - OEE (85 2—2)

i<F i) 20 BE 0D HI| Bk

TSA A SRR Z IR TE £9,

Before you begin

Z ORFMEPHY ACL L— L OWTINIEA SN TN DENE I NEMR LE T, HIBRTZ 2
DiX. ACL b— VT ST 2 P T3, ACL /L—/ U2 & 3T 2 e %
HIBELTH, ZOACL A SN TWAA U H—T oA ADOFRTEITITHBELEFFEA, T3
AR S - R P 295 ACL L— L2 28Th D E R LE T,

. IPACL DE%E



| PACLOEHE

Procedure

pHEEns—7 2520zE ]

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

no time-range name

Example:

switch (config)# no time-range
daily-workhours

AT E LR 2 HIBR L £,

ATvT3

(Optional) show time-range

Example:

switch (config-time-range)# show
time-range

TN TORHEHOBRE L FR LET,
HIER S L7 R IR R S ER A,

Note
IRFIAIEEPH2Y ACL CEHl ST\ 545
AL HIBREBIZIZZE O BRI S R &
AWET, R A 2 RICHIBRT 512
T, ACLV—/Z LD T _XTosKE
HIBR T 2 RN H D 7,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—vgila
[:0_ Li‘ﬂ—o

BEEED S — D ABETDER

IO —ZEI D B THON TN DT R TOY =7 U ARG eLETEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_)L a7 4 F¥al— g
E— FEBBLET

ATy T2

reseguence time-range name
starting-sequence-number increment

Example:

BRI DL — S — 7 o A A E
DYMCET, FBE LAY —7 o AF
BRI DON—ZE D S THNET,
e DE I —VZIE, BERIDL—/L LD

IPACL DERFE .
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Command or Action

Purpose

switch (config)# resequence time-range
daily-workhours 100 10
switch (config) #

HLREWESHTONET, FHTOM
fRId. FEE LTIl > TIREY &
—g—O

ATvT3

(Optional) show time-range name

Example:

switch (config)# show time-range
daily-workhours

IFfAIEH DRBE 2 #Fos L £,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FElTar 74 Fal—vark, AX—
Ty a7 40Xl —3 300
v—LEd,

FeF ] £

] D

&% TE DHERD

REBHRAFZRT DHITIL. ROWTNILOIEEZITVET,

avy kR

EL:)

show time-range

==

By AR PH 0D R A

ZFRRLET,

show runni

ng-config aclmgr

TR CORFRFFAZ O T, ACLDO

=L

AxX AE %%ﬁ—\‘ L/i‘jﬂo

IPACL [CRHY %3E

EEEH

MNiEER

HEEE

I=-aFILEA ML

TAP 7 7'V

J—a v

[Configuring TAP Aggregation and MPLS StrippingJ

. IPACL DE%E
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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TIKETAIPMDRF AV M ESELESZL,



