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TIHNLE ISR T
copp-system-class-critical 7 7 A DR EITRD L0 TH,

class-map type control-plane match-any copp-system-p-class-critical

match access—-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgpb
match access—-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access—-group name copp-system-p-acl-auto-rp
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match access-group name copp-system-p-acl-mac-13-isis

copp-system-class-exception 27 7 A D EILIRD &1 T,

class-map type control-plane match-any copp-system-p-class-exception
match exception ip option
match exception ip icmp unreachable
match exception ipvé option
match exception ipv6 icmp unreachable

copp-system-class-exception-diag 77 7 A DR EIFIRD &Y T,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 77 7 A DFEEITIRD &Y T,

class-map type control-plane match-any copp-system-p-class-important
match access-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrp6
match access-group name copp-system-p-acl-mac-11ldp

copp-system-class-12-default 7 7 A DX EITIRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-default
match access-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 ZA D& EIFIRD L Y TT,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
match access-group name copp-system-p-acl-mac-stp
match access-group name copp-system-p-acl-mac-lacp
match access-group name copp-system-p-acl-mac-cfsoe
match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udld-vtp

copp-system-class-13me-data 77 7 A DR EIFIRO LY TT,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DR EITIRD L Y T,

class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 27 7 A DR EITIRD &30 T,

class-map type control-plane match-any copp-system-p-class-management
match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
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match access—-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-sshé
match access—-group name copp-system-p-acl-tftp
match access—-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access—-group name copp-system-p-acl-tacacs
match access—-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiusé
match access-group name copp-system-p-acl-tacacsé6
match access-group name copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EITIKD LBV TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 7 7 A DX EILIRD &Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access—-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIKD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router
match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-pimé
match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pimé-reg
match access-group name copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DX EITIRD LIV TH,

class-map type control-plane match-any copp-system-p-class-nat-flow
match exception nat-flow

copp-system-class-ndp 27 7 A DFEITIRD &0 T,

class—-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 D& EIFIRD & Y TT,

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-mac-dotlx
match protocol arp

copp-system-class-normal-dhep 7 7 A DFREITIRD & 30 T,

class-map type control-plane match-any copp-system-p-class-normal-dhcp
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A DR EIZIRD L I TT,
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class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

copp-system-class-normal-igmp 7 7 A DR EIFKD LBV T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFEKEILIRD & T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 27 7 A DX EILIRD & B T,
class-map type control-plane match-any copp-system-p-class-undesirable

match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 27 7 A DFXEILIRD &V TH,

class—-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

\}

(GE)  copp-system-class-fcoe 7 7 A& Cisco Nexus 9200 > U — X AA v FTiEHHAR— I THEE
}Vo

strict T 74 JL k CoPPR!) o —
Cisco Nexus 9200 'V — X A A v F D4, strict CoPP R U U — DR EIXRD LY TY,

)

GE) HLWA A=V T v 77— FRTRIOEGFOa—E I AX L CoPP 7' 7 7 A )LD
CIR fEiZ. LIFI &R U CIRMEIZARV ET, FILWAA—=DTF 740k a7 7 A )uhba
E—&N7H LW CoPP 72 7 7 AL Tlid, F LW CIR EIZ/2 Y £,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
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class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2
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police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 2200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 >V — X3 LN, 3164Q, 31128PQ. 3232C. HBLTUN3264Q A A v F
DA, strict CoPP AR U 3 — DR EIXRD &Y T,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
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class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

moderate 7 27+ JL & CoPP 7R!) o —
CiscoNexus 9200 'V — X A A v F DA . moderate CoPP AR U o — DR EIZRD & B Y TY,
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moderate 7 7 # JL k CoPP K1) & — .

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0
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police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XF LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA . moderate CoPP ARV o — DR TEIIRD E B TI,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
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class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

lenient 7 74 JL k CoPP 7R') & —
Cisco Nexus 9200 2V — & 2 A v F DA, lenient CoPP R U S — DR TITRD LBV T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop

avrao—LFL—rvRysoioEE |}



avka—L Fr—rvRysrrnEE |
B tenient 27 - copP ARy L —

class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 oV — X3 LY 3164Q. 31128PQ. 3232C. B LTN3264Q A A v F
DA . lenient CoPP R Y > — DR EIFHRDO L BY TT,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-1l3uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag
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set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

TURTIAILECPPRY &—
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP R U —DREIFKRD LY TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

avrao—LFL—rvRysoioEE |}



avra—LIL—rRyrrsoiE |
FURTIAII L CPPRY —

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XE LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
D5, dense CoPP 7N U ¥ —DFREIFIRD &Y TT,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-1l3uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1
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police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop

1RESHEYDNNTY FDI LTy MR

BEORY) =0 1 BEHZ0 D7y b (PPS) DA (KU —0D4% 7 Z AH45 D PPS O
HEh O ERIE, PPSOZ LYy MR (PCL) @ EFRIZZ2 0 £3°, FFEDZ 7 AD PPS 13
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Procedure
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class—-map type control-plane copp-sample-class

ATv T2 policy-map 2~ REFHLT, 774 v7 RV v—%2TE#RLET, hT 7497 K
V= RV v—~o ) WZE NI T4y ITRE NI T 4w Y I TAICEHATS 1O
F7IFEED CoPPHEREEZ GO ET, FT 747 R U —ND CoPP DIERET, ST
N7 7 4y 7 OWBLFENRRED £7,

RT w73 control-plane =~ K B X W servicepolicy 2~ REHEALT, 774 v7 RY— (K
Jo—wv) Fariag—L FL— @A LET,

Wiz, aryibe— FL— R v— vy 7w T 502 R LET,

control-plane
service-policy input copp-system-policy

Note
copp-system-policy [T IZFXE S, WHINET, Zoa~vy REFIRIICHEHT 2 4E T H
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CoPP L EEA A —T (4R
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Related Topics

IP ACL D% TE
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sCoPP R v —IlXoT, =T 47 TubanripEor V72 AN T 7 407,
FET AL ANDA U ETIT 4 TIRT I RART AN ) TSI NE I ICEEL
TLESW, ZTONT T4 w5 T4 NHE Y TT 5L, CiscoNX-OS T /34 A~D Y

F— N T RABNEL SN, 3V = VEERENLEICR DA 17,

* CiscoNX-OS V7 N =7 1X, HiJ1CoPP &H A L N EF— RZHAR—MLEHA, CoPP
X, ANTTORYFR—FENET (arbe— L FL—r =T x A AKX LT
service-policy output copp =2~ > RiFfEHTE EHA) |

e N—RUTDT77EAarta—)L x> bY (ACE) Bv b Iv XL, ACLERET
JTHEATEES, CPUD NI 74 v 7 sl T 251213, Y7 FU=T7DACEE Y b
7 o & L show access-lists 3 J Uf show policy-map type control-plane =~ > R Z{# ffl L £
‘é‘o

¢ CiscoNX-OS TNA AD/N—FRT = T%, 7+ T —F 4 7 T BALT CoPP % FE1T
L?:E?“ CoPP IR v —%H AR —FLTWERA, LER-T, L—FEERTD

Bl BN T 74 v 7 TRA=R=NRA P T 2 — VBB 2T 5 2 & D20
ﬁmtr<ﬁéwo

B OTO—=NFEL T TRy BT ENDEE, e DT o —OEFERIIEH X
FH A,

avrao—LFL—rvRysoioEE |}
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B crrozssEesinsm

+ CoPP #AEZ# AR — F 3% CiscoNX-0S U U —2An b, HLWFa ha/Lozofmo s
A % Gte CoPP HEREA VAR — 45 CiscoNX-OS U U —RIZ7 v 77 L— T 58A81%,
CoPP O LW T AZMEHFIRBICT 272Dl y N v 7 2—7 4 U7 (& setup 2+
v R TEFTT 57 copp profile 2~ > REFEITTH0ENRH VD 4,

aryhu—nFL—r KU 7 (CoPP) FfeZz ¥R — kL TWWD CiscoNX-0S U U —
A D25 CoPP HEREZ VAR — b L TR WELHTD CiscoNX-0S U U —A~DX T 7 L— R
% F1T9 HHEIC, show incompatibility nxos bootflash:filename =~ > K& {# ] L T A#E
AR L TR MERD Y £9, FAMRRESIDHFET L2560, Y7 =T E2X 0
T U— RTDHN, T T L— KA A= L BN IROREE T Tl L T2
W,

CoPP IZHEMICCEEH A, TNEEHICLLI ETDE, 7y ME50 %37y M,

AX v T CoPPRY —FFvai, xy hU—pary bo—)L P L— I8 EB%
G2 BAHEMENRH D72, Cisco NX-OS Ik Ex—7 4 U T 4 DO HIFRSNE LT,

Cisco Nexus 9200 U — R A A » FE, 10 kbpsDf5ETD AHCoPP7R U H— L — k&Y 7R —
FLET, 10kbpsDfEH TN L — EBRRESNTWDLEE, TOL— MITIVETHR
F9, 72, 55Kbps DL — FEREL TH, AA v FIL50kbps ZEH L ET,
(show policy-map typecontrol-plane =~ > R CE/R SN D DIF2—HHED L — KT,
FEIZOWTIL,  [CoPP OREDHER (37 ~—) | #ZRLTIZIW) .

Cisco Nexus 9200 > U — & A A »F TiX, ipicmp redirect, IPv6 icmp redirect, ip ICMP
unreachable, ipv6 icmp unreachable, 35 J UY mtu-failure |%[7] U TCAM =2 U Z{lH L |
INORTRTHEEND YV T A~y T TIER Y o —PIRHIOFSBEFEEL £ T, CoPP
W7 0T 7 AT, 7T AN T A<y TS ET, BIO CoPPAY 2 —T
X, OOBINNEIR D 7 T A~ v (72 2L, class-exception-diag) (ZdH HGHA, 7%V
DOHEFMIFR L7 T A~ FITnEINET,

« copp-system-class-fcoe 77 7 A% Cisco Nexus 9200 > U — & A A v F CTIIHHR—h ST
FHA,

« AXZT 47 TCoPPACL IZIX. IROTA RT A4 v EHIBRFEENFEH S NET,
¢ CiscoNexus 9200 >V — X A A v FDOBNAXT 4 v CoPP ACL ZEHA L E9,
« 245 ¢ w7 CoPP ACL 1%, %D CoPP 7 T AICH~ vy B /T £,

« ABTF 47 COPPACLOT 7t A arhue—,Lx Y (ACE) I3ZEH £7-134
BRCTx A,

¢« COPPACLIZAXT 4 7 ACLOYV T AN U ITINBHBBE, ZOXALTDRNT T 4
ZIH LT~y B r7anEd, 72& 21 ACLIC acl-mac-stp V7 & U 71N E
FNTWAES. STP N5 74 v ZIZZDACLDY 52 <~y FIZHEENET,

« AXT 47 CoPPACL X, CoPP RV ¥ —NTON#E, #HEINDIIEF, BLO
show policy-map type control-plane =~ > KO II TOERRIZER/ZS, #A4FI >
27 CoPP ACL LV bR SNET,

= B ooro— L IJL—rRYLUIDHE



Y RE—L TL—Y KUY ST DRE
copp p:xEFELHKEE ]

¢« COPPRY o —|ZAZF 7 CoPPACL BRMLETY, ZhEiThbRne . CoPPRY
I ER &N E T,

» Cisco Nexus U U —2% 9.2(2) LAK&, Cisco Nexus 9300-EX, Cisco Nexus 9300-FX 3/ U — X &
A4 vF. BLWCiscoNexus 9500 77 > N7+ —2I AA v F|L, v ha/L ACL 7 1 /v
2V TEYR—FLTWET, ZDU U —ATiE, IPv6 ACL (TR — hINTHEH
/Vo

* Cisco NX-0OS U U — % 9.2(3) LAKECTli. Cisco Nexus 9300-EX, Cisco Nexus 9300-FX +/ U —
A AA »F, BELO CiscoNexus 9500 77 > h 7 4 —Lb AL v FDHAF I 7 CoPP T
IPv6 ACL 23 YR — F SN TWET,

e 710 hzi/L ACL 7 4 V& U o ZHEBEICIZ. IROFIERH D £,

e X4 F I vV COPPACL ZEFKT D&, BEFONL— IV ZBIMEITHIBRTE 2720
9, ZHE, FAF I v 7 CoPPACLICHINENTZT R TDHI T A T LRY
vy I ESNET,

EFEDHE AT I w7 CoPP ZH LWARY > —TEEXTLHZEFITEERA, FILWV
RN —%BINT BRI, BEFEOX A F I v 7 CoPP ZHIFRT DMLENH D 9,

HET 7 v a TEH I ERE A

e FTRTOTY FUIFTCAM T u S 080, ML=y MY 2H>5250 MAC £7-
12 IP ACL BMERLEN., RUFERIFERD 7 T A< v TICAL V RENTWVWBHA.
727 TCAM AL— A5 HH L E9,

e 1) CoPP TH AR — FENABERKTCAM 1 —E 71X 128 = U T, 128 MAC —
YRUFEZF128IPVE = Y DOWTRNATY, 256 = kU D TCAM % 1EK 9 %
EL TS AT ST CoPPIZ 128 = R Y ZHBEWNICEA LET,

ARV —T I a I R—FEINTWHERA,
« SNMP MIB V7R — MINVEH Y £H A,
«IPv6 ACL X% A F X v 7 CoPP TlIVHR—hENFHA,

o N7y REER O BN SR E T LT D856 CoPP X CoPP ACL 23E%E S LTV 5 JIE
FIZESNWT Ay FEREL, B—D 7 7 AKX L TORBRELET, 2 THIh
7= CoPP Ei{E T,

Cisco NX-OS U U —2 9.3 (4) LAKETi%, UC FIB MISS #il$h 3 CoPP 7 7 A
(copp-system-p-class-exception) (ZXfLTH 7 FESnEd, L7ni->T, »~7 v MITIL
(accounted user class copp-system-p-class-exception-diag) & UC FIM MISS 14D i 5 23 &

Y6, UCFIBMISS #il4h & RcEnFE 4, Z OEMEIX. copp-system-p-class-exception 7

7 ADNEFF73 copp-system-p-class-exception-diag 7 7 A £ 0 &\ CoPP 7 7 ADINENLD 7=

OIZFAELET, NX-0S U U—2934) L VHETDNX-0S VU —ZTiL, UCFIBMISS

HhF CoPP /L—/ U Ko TR S EE AT LT,

* CoPP ALERIT 2 DOBFE THEIR S E T, IAUIOBEFETIE, 457 7 AR Y ¥ —TEFRDS
Ty b A ZRFRASNE T, ATy PR 2EFROBRIEICADL L, 44 3A FOWES

avrao—LFL—rvRysoioEE |}
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Ny Z—=NEMEnET, 2L, TXTD CoPP 7 7 ADHER Y r—F 2 ITEN
R —PERINET, ORI i\ Cisco Nexus 9300-FX. Nexus 9300-FX2, Nexus
9364C. Nexus 9332C., BLW9300-GX 77 v b7 —2b AA v FIC@mH I £,

* Cisco NX-0OS U U — % 10.1(2) LA, CoPP i Cisco Nexus X9624D-R2 7 1 » 71— RE XL
9508-FM-R2 ZA » F THAR— SN ET,

* Cisco NX-0S U U —Z 10.1(2) LAKE, CoPP |% 9364D-GX2A 35 L 10 9332D-GX2B A A v F T
PR—bFINET,

CoPP DT 7 # )L FERSE

WDFIZ, CoOPP RNTFTRA—HDF 7 )V NREEZRLET,

Table 1: COPP /X5 A —3 DT 7 + )L FE&TE

INTA—4H T4+

77 4V kAR Y >— |strict

FIFNEIRY L —|9RY) S —x MY

Note

BMEd 257 T2~y 7 THR—FENDRY —DFH KT 128 T
7

2 Ir—)L 7 7 7 54 | 1.00

CoPP D% E

Z Z Tt CoPP OFEHIEZHOWTHIAL E7,

a2 bkO—=ILTL—2 95 RAIYTDERE
ayha— L FL—rRY—Dary hmg— L —r TRy S ERETALERHD
F7,

N7 7 4w 7 ESET AL, BEFO ACLIZESW Ty h2RAELET, ACL ¥—U—
R permit 35 XU deny (3, HAKFHZITEH S E T,

IPX—Y a4 (IPvd) BEORIPX—=Y a6 (IPve) O/ MK LTHRY —%2RET
xFET,

- B - ro—LTL—r RS IORE
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Before you begin

JIA<wyTHNTACE Yy b WU H AT 25E61E, IPACLARELTHDZ Lo

RBLET,
Procedure
Command or Action Purpose
ATy F1 |configureterminal Jua—svar7 4 F¥al—ay
Example: FT— FERWMLET

switch# configure terminal
switch (config) #

RFw 72 |classmaptypecontrol-plane[match-al | =y feg—n FL—0 752 <o

| match-any] class-map-name PHEL. V9 Ry a7 X
Example: L—yay E—RzfBLET, 7
switch (config)# class-map type - i ]\ 2% ? X*ﬁ&i matCh'any <
control-plane ClassMapA T ARNIE K64 LF T, RXFEE/N
switch (config-cmap) # X?&i&%ﬂéﬂiﬁ”o

Note

class-default, match-all, F7-1%
match-any & 7 7 A < v T4 ITHEH T
FEH A,

Z 5w 73 |(Optional) match access-group name IPACL DO~ v F o 7 HEELET,
access-list-name

Note
Example: ACL % — 7 — K permit 3 £ 0" deny
switch (config-cmap) # match 1. CoPP v v F o FHECITME I N
access—-group name MyAccessList ji?f

A7 74 |(Optional) match exception {ip |ipv6}  |IPv4 E7z1L IPV6ICMP U &1 L 7 1l
icmp redirect B D~ F o T EEELE
Example: R

switch (config-cmap) # match exception
ip icmp redirect

A7 75 |(Optional) match exception {ip |ipv6} |IPv4 & 7z1d IPv6 ICMP EEERAERISF /<
icmp unreachable by DOy F U ERRELET,
Example:

switch (config-cmap)# match exception
ip icmp unreachable

R7v 76 |(Optional) match exception {ip[ipv6} | [Pv4 F7-(3 IPv6 ICMP A2 = B4t
option Ny O~y F U T EIEELET,
Example:

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ip option

switch (config-cmap) # match exception

ATy T17

match protocol arp

Example:

switch (config-cmap) # match protocol
arp

IP7 RLAfR-7 1 k=L (ARP) B
FOWT FU AT v k=L
(RARP) 7> DO~y F 7 i
ELET,

ATvT8

exit
Example:

switch (config-cmap) # exit
switch (config) #

PIGAR S a7 4 FXal— g
E—REKTLET,

ATvT9

(Optional) show class-map type
control-plane [class-map-name]
Example:

switch (config)# show class-map type
control-plane

ayvire— FL—r 75 A <y S
DREEFARLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

EiTar 74 Xal—T g%, R
H— "N o ars7 4 FXal—a»
IZar— L%,

arvkO—ILTL—2FRYS—TvTD

=L ==

ax AE

CoPPORY =~y THRETIMLENRH D ET, R =<y IR Y 7 RT A—
BagdhET, 7T7AORI Y —%FE LRI 5E. IROT 74V EBREINET,
« 5037 MM (pps) . 327347 » FD/3—A | (Cisco Nexus 9300 33 L T89500 & U — K|
3164Q. 31128PQ. 3232C. 3L T83264Q A A v F DHA)

<150 ¥ty ME (kbps) . 32,000 /XA kD3 —Z k (Cisco Nexus 9200 U — X A A v

F O

)

Before you begin

Ay b= F—r VTR TIRRELTHDLZ L2l LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

= B ooro— L IJL—rRYLUIDHE

Juaua—) a7 4 Xal—g v
T RFERMBLET,
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Ay kA= TL—rRY =3V TORE .

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—L FL—r Ry — <y
TEEEL, Ry —~<vF a7y
Fal—varyrET—RFefBLET,
R v— < T A ITEK 64 LT T,
KT E/NLFIFRB S E T,

ATvT3

class {class-map-name [insert-before
class-map-name?] | class-default}
Example:

switch (config-pmap)# class ClassMapA
switch (config-pmap-c) #

aryhre—nN L= I T3 A<y
HFETNLI TAT 74V NEFREL,
aryirr—nVF—r I TR T g
Xal—varyE—RERBLET,
class-default 7 7 2 = v 71X, #FARY
V=RV TDITARYT URAID
REIAE L ET,

ATvT4

wKOWTNIOa~<y REASTLE
K

« police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:
switch (config-pmap-c)# police cir
52000 bc 1000 packets
Example:

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

HEHBHRL— b (CIR) ZHEELET,
L— P EZRIZR LET,

+ 0 — 268435456 pps (Cisco Nexus
9300 33 L1V 9500 2 U — X
3164Q. 31128PQ, 3232C, B LW
3264Q AA v FDFH)

* 0 — 80000000000 bps / gbps / kbps /
mbps (Cisco Nexus 9200 > J — X
A v FOHFA)

Note

CIR L'— FO#FHIZ 0 MBI ED F
4, LEIDOY U —ATi%, CIR L— h
OFPHITZ 1 NOEEY £9, 0 DET
IRy R Fry 7 LET,

committed burst (BC) #iPHIIR D X 9 12
B0 ES,

* 1 —1073741/3% > b (Cisco Nexus
9300 33 L TrN9500 VU — X,
3164Q, 31128PQ, 3232C, BLW
3264Q AA v F DA

* 1— 512000000 /31 | / kbytes /
mbytes (CiscoNexus 9200 3 U — X
AL v FDOEFE)

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

WEREIET 7V a i, "y haik
fELE9,

Note

[ U CIR IZ BC & —% (conform) 7
JrarvERBETEET,

ATy Th

(Optional) logging drop threshold
[drop-count [level syslog-level]]
Example:

switch (config-pmap-c)# logging drop
threshold 100

ey 7SN 7y hOLEWEE
BEL, Fey7HirELLZLEN
%2 7-%4A . Syslog 4 L &
9, drop-count 5 £ DHEFHIT 1 ~
8000000000 /N1 ~TJ, syslog-level 7|
BOHHIZ1~T7 THY, T 74/ b
L~ULiE 4 TY,

ATvT6

(Optional) set cos cos-value

Example:

switch (config-pmap-c)# set cos 1

802.1Q CoSfEZfEE L £, #iPHIZ 0
~7TC¥, T7HN MEIZO TT,

ATy T17

exit
Example:

switch (config-pmap-c)# exit
switch (config-pmap) #

RV —<=oF TR a7 Fa
L—>ary T—FREKTLET,

ATvT8

exit
Example:

switch (config-pmap) # exit
switch (config) #

R v—<~v a7 4Fa2l—3
y t— F‘%%gT Li‘a—o

ATvT9

(Optional) show policy-map type
control-plane [expand] [name
class-map-name]

Example:

switch (config) # show policy-map type
control-plane

ayho—) FL—r R — <y
TOHBREEFRTLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

Efrary 74 Fal—arkE, A
HA—= KT a7 4 FXal— g
Zav—L%E7,

Related Topics

aryhu—L FlL—r VTR vy TORE

= B ooro— L IJL—rRYLUIDHE
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avra— FL—v H4—Ex Ky —oBE |

Oy k=)L TL—2H—ERRYO—DHRTE

CoPPH—bE 2 R —If LTI DFRIFEHORY) > — <~y FERETEET,

Procedure

N\

Note

TEFHET Py 7 L LTRESH, ROA vy E—=VRRRSNET,

This operation can cause disruption of control traffic.
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT24-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP

$ACLQOS-SLOT23-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT21-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT25-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT26-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT22-5-ACLQOS NON ATOMIC:

$ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:

Proceed

Non

Non

Non

Non

Non

Non

Non

(y/n)?

[no] y
atomic ACL/QoS

atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS

atomic ACL/QoS

CoPPRY > —ZZEHLCPPDOIAZLRN) > —ZHALLYELEEES, "—FU=TH

policy
policy
policy
policy
policy
policy

policy

Before you begin

aryhr— N = RV = IMNEELTHDLI LR LET,

Command or Action Purpose

R 71 | configureterminal Ja—r )L a7 4 FX¥al—ay
Example: T— a2 LET
switch# configure terminal
switch (config) #

A7 FJ2|control-plane avhp—L FlL—r ar74¥a
Example: L—yayE— RFERBLET,
switch(config)# control-plane
switch (config-cp) #

R T 73| [no] service-policy input policy-map-name| A v 57 ¢ v 7 DR v— ~ v T &g

Example:

switch (config-cp) # service-policy input
PolicyMapA

EFLET, R — v 7D EEH S
LAlt., ZTOAT v I EBEYIRLET,
CoPPIZT 4 E—7 M TEEH A,
Da<wr ROonEXEATITBHE, N
s ME 50 237 MED,

-
—

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT4

exit
Example:

switch (config-cp)# exit
switch (config) #

ayvhkp—)L Sl —r a7 4Xa
L—varyE—RE&TLET,

ATy Th

(Optional) show running-config copp [all]

Example:

switch (config)# show running-config
copp

CoPP REZF R LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FlTar T 4 Fal—rarh, AX—
NPy ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
ayhbo—L FL—r R — =y FTORE

(26 ~—2)

SAH—KZEDCPPDRY—IL TJ7 0 RDETE
FTA L H—RITLEDCoPP DAY —)L 77 VAR ETETET,

A=) T 7 7 ZDEEIL, FFEDT A > H— RIZ#HA I 4172 CoPP DAY —DAR Y H—
L— DA =V U ERESNET, ZIFAVEIZ0.10 ~2.00 T, HEDTA L —FK

125 L CEHIED CoPP AR Y o — A HFT,

RUY— L— FEWINEAITHRTE E, £

X TICHERE D=0, CoPPARY U —2HEATLILETIHY 5 A,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
E—RFZBBLET

ATvT2

control-plane

Example:

switch (config)# control-plane
switch (config-cp) #

avhkp—)L Sl —r a7 4Xa
L—yay E—REHBELET,

ATvT3

scale-factor value module
multiple-module-range

Example:

= B ooro— L IJL—rRYLUIDHE

FAY H—RZEIZAR) Y — L — %
HELET, FrAIShcAT—/Vv 77
7 ZE1%0.10 ~ 2.00 T9, A7 —/L
77 7 FERERE SN TWAGE, R
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740 0 CoPP Ky v—nzEE-aEER

Command or Action

Purpose

switch (config-cp)# scale-factor 1.10
module 1-2

VU TEIZIZE Y 2 — VORI T B A
r—)v 77 7 AENRFEE I, FED
EVa— eI IS ERET,

T 74N NDRT—)v 7 7 7 ZfE 1.00
W ZEREFIZ1E. noscale-factor valuemodule
multiple-module-range =~ > K & {9
57>, scalefactor 1 module
multiple-module-range ==~ > R & L
THPRIINZT 74NV DR —)v 7 5
72 THDHME100IZEELET,

ATvT4

(Optional) show policy-map interface
control-plane
Example:

switch (config-cp)# show policy-map
interface control-plane

CoPP RV v — i H X5 6123 H
SNBAF—)v Ty 7 FEERRLE
_é‘o

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FETar 74Xzl —vark, AX—
Ny arrvaXalb—ra o
[:O‘_I_/i‘j—o

TI7AILEDCPPR) —DEREF-ILIBEH

BIDT 7 4/ N CoPPARY —IZEHL LY, RMUT 744 K CoPPARY —ZHiEH LY
THZLENTEET,

Procedure

Command or Action

Purpose

ATy T

(10l11]nocopp
profilestrictmoder atelenient dense

Example:

switch (config)# copp profile moderate

CoPPRANTF T 7T 4 AR —%i
HALET,

CoPPIITF 4 E—7 Mz TEEHA, =
Da<y RZno 7 4+—L&x AT 5
By Ty MI1TEHZY 50 37 > K
Wi — MRS ET .

ATy T2

(Optional) show copp status

Example:

switch (config) # show copp status

% OBREMMEBLOEDRAT —HX A2
E. CoPP DAT—H A%BFRLET,
Zoavy REF{T3 5L, CoPP XA
NS0T 4 AR —Nar ha—

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

T —=ITHE T ENTNA I &
AR THE B TEET,

ATvT3

(Optional) show running-config copp

Example:

switch (config)# show running-config
copp

FiTar 7 4 X2l —a N CoPP
WEERRLET,

Related Topics
Ty Ny T =T 4 VT I E BT 74/ CoPP AR o —DEEE - I1XHEMA (43

A

COPPRR + TS0 T4 RARYL—DaE—

COPPRA LT Z 7T 4 AR —F3iA R EHATT, TOREEEFTTHHAIT. hvz
ab—FTAHRNERHD FT,

Procedure

Command or Action

Purpose

AT 71| copp copy profile {strict | moderate | CoOPPRANTZ 7T 4 ARY —Da
lenient | dense} {prefix | suffix} string E— AR L ET,

Example: CoPP L, 8B LT L7 4 w7 AFET-

switch# copp copy profile strict prefix 51%74 o 7}{@.g—/\«<-0)& 52 < >

b

e TBIORY v— <~ FOLRTELEHE
LET,

R T 72| (Optional) show copp status OB EMEL L OEDRAT —H R
Example: . CoPP 0)27‘*157 2EFRLET,
switch# show copp status ZoavR %JQ{TV&ZD & - Méﬂ

AR —nay ha—)L FL—Z
THFINTWRNWI L 2R T 52
EHTEET,

R T 7 3| (Optional) show running-config copp aAV—EINTARY —REEET, FAT

Example: a7 4 Fal—v a3 UNDCoPPRRE

switch# show running-config copp

ZFRLET,

= B ooro— L IJL—rRYLUIDHE
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O7ORIJLACL T4 ILBY Y

CoPP O ARPACL 7 4 JLZ ) V5 DR

CoPP T, MACACL 7 4V Z U v TR TEXE T,

Procedure

Before you begin

oy hr—L FL—r R — <y TN

o7ararac o nzyys |

RELTHDLZ LaMRLET,

Command or Action

Purpose

RFw 71 |configureterminal FTa— ) ar7 4 ¥al—ay
Example: EF— Nz LET
switch# configure terminal
switch (config) #
R w72 |[no] hardwareaccesslist tcamregion | CoPP TCAM U — 5 > H A R & E
erg-copp size L,
Example:
switch(config)# hardware access-list
tcam region erg-copp 128
R w73 |copy running-config startup-config FEiTary 74 FXal—ark, A
Example: = Ty Tar74Falb—ar
switch (config)# copy running-config &:;:Itf_—L’jijfo
startup-config
RAFw 74 |reload TNRAARYB— RINET,
Example: Note
switch (config)# reload %EL/U\ff4)550)ﬁEFi\ copy
running-config startup-config + reload
EANNT D TXTOTA L A—F
EFEVa—NE) = RLERICORE
720 F9,
RFw 75 |configureterminal Jua—)Lar7 4 Xal—iay
Example: ET— RNEBBLES
switch# configure terminal
switch (config) #
XF w6 |macaccesslist mac-foo-1

Example:

avrao—LFL—rvRysoioEE |}
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avra—LFL—rRyYysoioEE |

Command or Action

Purpose

switch# mac access-1list mac-foo-1
switch (config-mac-acl) #

ATy T17

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvhka—) L= TRy
EHEL, /7 I7A~y T ary7 4Xa
L—yay E—RzfBLET, 7
7 v kD7 T ZA—% match-any T
To AANERK 64T T, RIXFL/AN
SCFIFRRIE I E T,

ATvT8

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name IP-foo-1

ATvT9

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—L FL—r Ry — <y
TEEEL, RV —~yvFar7y
Xal—aryrev—FEBBLET,
R v— < FHITEK 64 LFT,
KILTF LN CFIERB S vE T,

ATy 710

class {class-map-name [insert-before
class-map-name?] | class-default}
Example:

switch (config-pmap)# class ClassMap?2
switch (config-pmap-c) #

ayvha—nL L=y ITATYS
HFETNLI TAT 74V NERREL,
aryie—VFL—r I TRAarry
Xal—varEv— BB LET,
class-default 7 7 A = v 71X, TR Y
V= TDITAS T JAD
RBIZELE T,

ATy 7N

ROWTIPDa~vr Re A LE
D

* police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
« police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

HEHBH/L— b (CIR) Z¥EELET,
L— MNEPHEZ IR L ET,
PREN—A K (BC) O#IFHIIKRD & B
0 <Y,

ATvT12

control-plane Dynamic mode

Example:

switch (config)# control-plane dynamic]
switch (config-cp-dyn) #

HEF L — @z 7 4 F 21—
vay E'—FRICAY ET,

= B ooro— L IJL—rRYLUIDHE
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coP > IPACL T < L5 Y v 50 ]

Command or Action

Purpose

ATv 713

service-policy-dynamic input
policy-map-name
Example:

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

ANT T4y 7 DORY P —~ vy T g
/\':.E_’I_/i‘a‘o

CoPPDIPACL 7 4 LR ) VT DFERL

CoPP CIPACL 7 A VX ) VT HFRETEET,

FIE

4RO HREIIC

arvhe—nL L= R =< PRELTHDL I EEHERLET,

ARV FFEREETIVa Yy

EL:)

RFw 71 |configureterminal Ja—r L ar7 4 ¥al— gy
4 - T—FZBBLES
switch# configure terminal
switch (config) #
AT w72 |[no] hardwareaccesslist tcam region | CoPP TCAM U — 3 > D341 X
erg-copp size i ELET,
i -
switch (config)# hardware access-list
tcam region erg-copp 128
AT w73 |copy running-config startup-config FITar 7 4 X¥al—arEk, A
- F—b Ty T arz 4 Fal—var
switch (config)# copy running-config e *‘L/Ef'f}
startup-config
27y 74 |reload FNA ANY B— RENET,
1 - GE)
switch (config)# reload %EL,U\Tf/f;iO)ﬁﬁfi\ copy
running-config startup-config + reload
EANDNT D TRTDOITA L A—R
EVa— &) r— RLIERIZORE
TR0 7,
RFw 75 |configureterminal Ja—r ) ar7Z 4 ¥al— gy

1 -

ET— RFEBBLET

avrao—LFL—rvRysoioEE |}
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ARV FFEREETIVa Yy

S

switch# configure terminal
switch (config) #

ATvT6

ip access-list IP-foo-1

1 -

switch# ip access-1list mac-foo-1
switch (config-acl) #

ATy T1

permit tcp access-list | P-foo-1 eq bgp
i -

switch (config-acl)# 10 permit tcp
10.1.1.1/32 10.1.1.2/32 eq bgp

ATvT8

class-map type control-plane [match-all
| match-any] class-map-name

51

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvira—) FL—r VTR
EHEL, 77A~Sy T ary7 4¥a
L—yaryE—REMBLEST, 7
7 v kD7 7 A—%I1% match-any T
T, ARNTRK 64 CF T, RXFE& /0
SCFIERBIE I E T,

ATvT9

match access-group hame access-list-name

51

switch (config-cmap) # match
access-group name IP-foo-1

ATy 710

policy-map type control-plane
policy-map-name

1 -

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—) FL—r R — vy
TEEEL, R —~wv T a7
Fal—a E— ReBBLET,
RN — ~ >y T4ITEK 64 LFT,
KICTF LD LFIERB SV ET,

ATvIN

class {class-map-name [insert-before
class-map-name?] | class-default}

&1

switch (config-pmap)# class ClassMap2
switch (config-pmap-c) #

ayvha—L L —r VT ATYS
HETFT TAT 74V M EEEL,
avhg— L FL—r I T Aars Ty
Xal—varyrev—FElBLET,
class-default 7 7 2 < v 71X, 4T R
VT DI TAy TS URAND
REINELET,

ATvT12

KONTINOa~wr ReE A LE
ﬁ‘o
* police [cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]

= B ooro— L IJL—rRYLUIDHE

WEHHRL— T (CIR) ZHEELET,
L— M ZRITR L ET,

BEN—A - (BC) o#&FHITKRD LB
HTT,



| avro—nJL—rRyLoTnHEE
corp pzEnER |

aAv U RFERET7TIVaY B#)
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]

51

switch (config-pmap-c)# police cir
52000 bc 1000 packets

1 -

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

AT w713 |control-plane Dynamic mode B L — @ a7 X2 Lb—
i - vary E—RNICADET,

switch(config)# control-plane dynamic
switch (config-cp-dyn) #

R 714 |service-policy-dynamicinput AT T4 7 DORY =~y TEAR
policy-map-name ELET, KT
il -

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

CoPP MEXE MDHEEE

CoPP O EEHR AT ART HITIE, ROWVTNNOIEEEZITVET,

avw ok B#)

show policy-map type control-plane [expand] [ name ay hba—)L 7L —r R

policy-map-name] e~y T LBET 57 TR
~v 7, BLXUCIR & BC D
xR RLET,

avrao—LFL—rvRysoioEE |}
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avra—LFL—rRyYysoioEE |

avy kR

S

show policy-map interface control-plane

RY—OfEE BT %7 Z
A< BLORY —Z
LERR I TA T TED
Fa vy 7BRERINET, F
72, CoPPR Y —m@H &
TWAEEIE, A —n 77
JAEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
NEUR

Note

A=) 777 &%, CIR &
BC DA %EY 2 —/LTH
HENZER LETH, 74 A
TUAZRRINDDIE, &
E XN 7= CIR & BC OfED #
T, Yo — VT EREICE
HENDEX A7—n 77
7 B EE A BT T2ET

7

show class-map type control-plane [class-map-name]

DY TGA <y TIIAA VR
SNTWHACLEEGD, a3
fag—L 7L —r 7T RA<y
TOHREERRFLET,
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corp pzEnER |

av YR S]]

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1) o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH S TS 2 507
7 %V @D CoPP DA | 7
FIT 4 AR — (BEE
AEn T D E LR >—
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEA SN THWET 740 b
D CoPP XA N 7T 75 4 A
RY — DRI LieT
7 4/ D CoPP XA~ 7 Z
T 4 AR —DENE R
ALET BUEEH STy
LR IR ) o— & LLR#E
L7zfWAR Y =72 8)

show copp profile {strict | moderate | lenient | dense} IJIABLORY—fEE &
HiZ, CoPPXA N ST 7 4
2R —OFfl e F£R L E
R

show running-config acimgr [all] Eitar 7 4 F¥Fal—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ERRILET, Al 7= v
T L, Elrar T4
Xal—varOFr 74/ E
(CoPPEXIE) & —HERIC
&% ACL D7 i3EFER S vE
R

show running-config copp [all] FTaryv 4 X¥alr—rvar
WD CoPP X E & FR L £,

avrao—LFL—rvRysoioEE |}
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avw vk =E):g]

show startup-config aclmgr [all] AR— K T S a7 4 X
L—va rOa—PEREICL
HT7 7Ry ha— )R
F (ACL) &L E7, al
FFarEFERTHE, A
A=K N7 v a7 4¥a
L—ya DT 7 4Lk
(CoPPELIE) & —HERIC

L2 ACLOWm T RFRSE
o
=1 - —
CoPP X ERT—R ADERK
Procedure
Command or Action Purpose
R T 71| switch# show copp status CoPP HEBEDRREAT — X A% FRr LE
T
Example
WIZ, CoPP REAT —H AT Dl LET,
switch# show copp status
— ~ »
CoOPPODE=AR1) 2D
Procedure
Command or Action Purpose
25w 7 1 | switch# show policy-map interface 1 X7z CoPP K U & —D— T
control-plane TNTOZZACELT, ~"ry b L

VO R ZFR L E T,

WHEHEHRIL, OutPackets (= hm—/b
T L= LTCHFA SN T v )
& DropPackets (L — FHIIRICE > TR
a2y Iy b)) I L TREL
£

= B ooro— L IJL—rRYLUIDHE
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snmp <o coPPpE=421 > |

Example

WIZ, CoPP =41 202 RLET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict
class-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :

transmitted 373977 packets;
dropped 0 packets;

SNMP TD CoPPDE=421) 5

CiscoNexus U U —29.2(3) LAF%, CoPP /% Cisco 77 7 A-X—Z QoSMIB (cbQoSMIB) % HR—

FLEJ, CoPP EHEITT T, SNMP ZfiH L TE=XTEH LRV ELLE (ZELE
FIXRA) o ZOMEEIX, o he— L L —INIT X v FENTER =P TER (/T
A, —BLv—, By N T a s l) LorEHIET, 2 hr— S L—Tff
HINTHWRWARY —DBFRE(E, SNMP TIER X EH A,

WD cbQoSMIB 7 — 7 /LN R— h &L E7,
* ccbQosServicePolicy
* cbQosInterfacePolicy
* cbQosObjects
* cbQosPolicyMapCfg
* cbQosClassMapCfg
* cbQosMatchStmtCfg
* cbQosPoliceCfg
* cbQosSetCfg

\}

GE)  SNMPMIB . #1473 v 7 CoPP TIEVAR—FENTWEEA,

avrao—LFL—rvRysoioEE |}
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avka—L Fr—rvRysrrnEE |

CoPP #EHE®RND Y 1) 7

Procedure

Command or Action Purpose
R 7y 7 1 |(Optional) switch# show policy-map HUER ] 41T % CoPP AR Y v —F &
Inter face control-plane O 72 2L OfGEHERER T LET,
AT w 7 2| switch# clear copp statistics CoPP #talfEmz 27 V7 LET,

Example

WIT, A X —T oA ABEET, CoPP §ieHEHREZ 27 V7T 5H%E R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP D&% 5E 5

CoPP D% EH

Z ZTlE. CoPP OFEHE R LET,

WIZ, IPACL & MAC ACL #fiH9 2 CoPP ZRET HHl %~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eqg 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access—-group name copp-system-p-acl-msdp

= B ooro— L IJL—rRYLUIDHE
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£y Py T 1—FAUFAI2EBFIAL b CoPPRY L—nzEE-EER [

class—-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class—-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% A{ER L. ACL ZBHHEATHT 21213, kO X HIZLET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP RV ¥ —|27 T A& EBMTHITiE, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

Yy b7 TA—TFT 4T 4I2&BTIHILFCPPRY) O—DEE

- IXBER

Yy b TS 2—F 4 VT 4 &AL TCoPP OF 7 4 /v b RV >r—% A4 5 6% ki
RLUET,
switch# setup
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

avrao—LFL—rvRysoioEE |}
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Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>

Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]l: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n

Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy

Would you like to edit the configuration? (yes/no) [n]: <CR>
Use this configuration and save it? (yes/no) [yl: y

switch#

CoPP 2B 9 & EMNIFHR

Z Z T, CoPP ®EEIZET HBIMERIZOWVWTIHIAL £,

#n

EEH
BEEIER |v=aTFIL A4 kL

T7A L A|CiscoNX-OST7 A R A K
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e

i
R E

24 FIL

RFC2698

['A Two Rate Three Color Marker.]

copP (B8 S 2iemiEsk [
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