FSOIWNSa—T 4 TDY—ILEFER

AV U RIA A VE =T 2 A ADNT TNV a—T 47 avr K (13=)
s ACLBOMEF = v (24 X—2)

RETFAINL (26 2—)

CLIT /Nv 7 (27 =)

* Ping#3 & O Traceroute (28 ~—73)

e TubEABLOCPUDE=Z Y L7 (31 <—2)

e FUR—REE0X L Z7OMH (33 2—)

« ZWOMEH (35 ~—)

s fHAIAFFL TV D Event Manager DfEH (35 ~—3)

Ethanalyzer O f] (36 ~—3°)

« SNMP B X TXRMON OH R — k(53 2—3)

« PCAP SNMP /X—H—Dffi [ (54 ~—)

« RADIUS Z#FIff] (55 =—)

« syslog DfES (56 ~—27)

« SPAN Offi ] (58 ~—)

« 7— B—a RO (58 X—)

swatch 2~ FOEMH (59 *—)

c RTINS =T 4 T DY =L FIEROBINBK (59 X—)

S N— . S = } > -
A RIFIAAF—DT A AD T I Aa—T 4«
N N ~ N
>0 ATk

av RIA v A F—T x4 A (CLD) 2FEATHE, v—hrary— L 2EHALT, &
X Telnet ¥F7-13 X273/ (SSH) By a2 FHALTYE— N TREBIONE=%
TX ¥4, CiscoNX-OSCLI 2%, CiscolOS V7 M7 =TI/ 2~ REEENRH Y . JRDEK
fFVv7 | show 2wy R v Fa—F $R— b BLOR—LR—=2D7T 7 & Al 7 i
boTWET,

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—Favsny—LEHER |
B zettrzon—avor

BHEREIIT, REORTE, AT —H A, RT3 —< AT H1ERE LT 5 show 2~
ROHEBE SN TWET, 72, ROa~vy REERATLE, SOICELWERZMGR T2 &
NTEET,
sshowsystem= 7, =7 — BLOINEZZLT AT AL OayR—xr MIET 5
fEmz it L E4, showsystemerror-id 2~ > FZH L, a~vr Nk, =5—a—
ROFMERIT TEET,

switch# copy running-config startup-config
[HEHHHHHH AR R R R R R R HE]) 1008
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFzyvh—aTU R

CiscoNX-OS1Z/%, Y7 b= TIREL N— R = TIREEXREET AEEMEF = v h—avw
FRHEBESINTWET, AT = v 1 —DFERIX, PASSED F£ 721X FAILED & L TRtk S

iﬁ_o

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

BEMT = v I —I%, ROREE FITT DY — L TT,
‘i/;zﬁ;l%o)%§é§#f%fﬁﬁwujﬁz)
o IRAFIR 30T & b= BED T2 BT 5
TN T T—TNEN—RT 2T TN OBEEEET v 7T 5
Cisco NX-OS 1%, ROEAEVEF = v h—% KR —FLET,

R1:EEHEFvH—aIUF

av Uk ieR YR—bENBETIv k
T4+—L4L

show consistency-checker copp | CoPP 7’11 /' 3 o 7 % Hifei L % | Cisco Nexus 34180YC, 9200,
T, 9300-EX. 35 £ 1'9300-FX 7
Ty N T —Ib AL T,
BILO-EX, -FX, -R7 1~
71— K %1 2 7= Cisco Nexus
9500 7T v N7 F—2L A
AT

B B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
ganFronr—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker dme |DMEf o % — 7 = A A Zfifg#8 L | Cisco Nexus 34180YC. 9200,
interfaces S 9300-EX. #5 & 1X9300-FX 7
T N T F—b AL T
BIXOR-EX, -FXT7A1 2 1—
K %1 2 7= Cisco Nexus 9500
TI N T — A v F

show COHSiSteITFy-ChGCkef N—=KRT =T DFFA~—k |CiscoNexus 9200, 9300-EX.
egress-xlate private-vlan VLAN egress-xlate # 72 L E |35 L 09300-FX 7 F & k
7 T —hb AL vF, BLY

-EX, -FX. -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~°
Ty N7 A —b AL T

shoyv consistency-checlger FEX A % —7 A ADY 7 I |CiscoNexus 9200, 9300-EX,
fex-interfaces {fex fex-id| V=T b= Ry =7 OREE | B LT 9300-FX 7T v b
inter face ethernet Hele LE Th—h AL vF. BLO

fex-id/fex-slot/fex-port} [brief | T
detail] -EX, -FX T4 > I— R&fH

Z 7~ Cisco Nexus 9500 7° 7
N7 —2 AL vF

)  fex-dlot T 1 T

R
test consistency-checker LAY 3EEEMTF = v B —7%B | Cisco Nexus 9000 1) — & &
forwarding {ipv4[ipv6} [vrf |41 ¢4 S v F
vrf-name | all] [module
module-number | all]
show consisxgqcy-checker LAY IBEAEMETF = 1 — T A |3 TD Cisco Nexus 9000
forwarding {ipv4 | ipv6} [vrf MEREZFRLES, J—2 A A F

vrf-name | all] [module
module-number | all]

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—F 4T DY—ILERER
B zettrzon—avor

T B YR—rEhETS v b
T+r—LA
show consistency-checker BEDL— RO LA ¥ 3 /L— h |CiscoNexus 34180YC. 9200,

forwarding single-route {ipv4 | | i Ak 2 5=~ 7 L9, [9300-EX. 3 L 019300-FX 7
Ipv; ip-addressvrfvit-name) \ponp 71— 7 =7 Lo | 7 v b7 k=5 AL v T

[brief | detail] PRJFIR G/ — b 285 L7z | 36 £ CR-EX, -FX, -R 91 >
LEICELELEY, #1— K % 1§ 2 7= Cisco Nexus
9500 77 v b7 —L4 A
AT

GE) Cisco Nexus
34180YC 7°7 v b
I N (A
T, ipvd =~
RO &% YR — b

LTWET,
show consistency-checker F—FT7 A MACT KL & T ~_T D Cisco Nexus 9000
gwmacdb Fo PR ADN= R T 2T & | V=X A v F
VI MU =T O—BEMETF Y
7 LET,

GE) Zoawr Rt 4
7 = A HSRP (Z%f L T
Mol fEREERTT D
Landn £7,

show consistency-checker Kim | 2 —,X— XA % L 5 > J— F | Cisco Nexus 34180YC, 9200,
interface {ethernet lotport | | o>y e A MR L £ 37, |9300-EX, 45 L U89300-FX 7
port-channel number | vian Sy N T —h AL T
vian-id} [brief | detail] B L T-EX, -FX. -RTA >
71— R %1 2 7= Cisco Nexus
9500 77 v F 74— A

A vF

show consistency-checker 12 | %23 L7 MAC 7 KL 273 7 | Cisco Nexus 34180YC. 9200,
module modul e-number R =7 Eon— R = 7T [9300-EX, 35 L 09300-FX 7
BLTWAZ 2R LET, | Ty b T74—5 AL v T,
Flo. "= RN =TIHFET D | BLO-EX, -FX, -R7 1~
MY 7 T = TITIETFEE LW | F— R %4 2 7= Cisco Nexus
Bz hU e N—=FT =7 (9500 77 v b7 —2Ah A
WAFELRNW=Y R R ERRS | A v T

nE9,

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker |2 LA ¥2</LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,
multicast group ip-address TLORESEF -y 7 LE |9300-FX, 35X 09300-GX 7
sou.rceip—ad.dreasvlan vian-id +. Sy R T F—h A T
[brief | detail] & OV Cisco Nexus 9500 ~7° 7
N7 4 —h AAf vTF-EX
KO -FXT7A4 2 —F

NOK-X9432C-S.
N9K-X9536PQ 7 A o I — K
54 D Cisco Nexus 9500 3
U= AA v F

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.
NI9K-C9508-FM-S 7 7 7' U v
I ' a— VAL
Cisco Nexus 9500 3 U — X A
A4 vF,

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 2 AA »FIR—k A L H—7 =1 | CiscoNexus 9200, 9300-EX,
switchport interface {ethernet | » o Rk %F = v 7 LE |35 ET9300-FX 7T v b
slot/port | port-channel number +. T h—h A v F. BEO
[brief | detail | all] EX. FX T4 B— Rl
Z 77 Cisco Nexus 9500 7°7
N7 A= AL T

FSTNoa—TFTa0FDY—ILEBERR .
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SIS a—TF a0 TDY—ILEFER

avy kR

B

$R—rENB TS b
Tt—L

show consistency-checker
I3-interface interface ether net
slot/port [brief | detail]

IN=RT 2T DA H—T A
ADLAF¥IREE, ~N—F
7 =7 ?® L3VLAN, CML~7
7', 1Pv4A 3—7 /L, VPNID D
WREEWERLET, ZDawyr
R, WA v X —7 =4 A8
LOF—=hFy 2O TH
BHA A —T oA AWK LTHE
ELEd, Y IA X —T=A
AFIIFEX A VX —T = A A
IIRRGEES L EHE A,

Cisco NX-OS U U —2 9.3(5) LA
e, Zoa~<r RiIFSIBLIY
SVIAVZ—T A ADL AT
3WREET v 7 LET,

A — R~ 1X Cisco Nexus 9300-GX
TTy R T —L AL vFITH
LRSI ET,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

Cisco Nexus
N9K-C9316D-GX.
NIK-C93600CD-GX,
N9K-C9364C-GX T /34 A,

show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

H—=T A ZADL AT 3IKE

& N— R =7 DL3VLAN,
CML 7 Z 7, IPvd A F—T )\,
VPN ID D% & Zffgad LE T,

Zpawr NiX, WA v H—
T ABLOHR— K Fr L
D—ETHHIA L F—T =R
WXL CHsREL E 3, 71 v
2 —T A AIRRES N EH

oo

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ JTV9300-FX 7
Ty NI —h AL VT,
BXO-EX, -FX, -R7 1~
H— K %A 2 7= Cisco Nexus
9500 T v h 7 A —L A
A

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker |13 LA ¥ 3~/LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,

multicast group ip-address FLORELSEF v LE |9300-FX. 35 L 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J. ¥ Cisco Nexus 9500 77
N7 —2b AL vF-EX B

LN-FXT A II—F

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yrfie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I To—B8E MR |-EX, -FX, RT7 A > H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A B—=Tx A ADY T IRKE
AT —H AZONT, VT R
T =Ry TR0 a
TIIVTO—BWEHRLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEFES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
link-state module
module-number [brief | detail]

2 — LHNDOTRTDA
H—T 2 A ADY T R T =T Y
VIREE N =T VT
REELHEALEST, Zoavy
Kid, @A —Y v b A
B—T o f ABLOHE—  F ¥
DT DA —H
Xy b A HE—T A RTKL
THREELES, 7 A ¥ —
Tz A RAETNIFEX A ¥ —
7 A RIMRRES IVER A

Cisco Nexus 34180YC, 9200,
9300-EX., 35 L 1N9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -R7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 A —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTOEY 2—/LD/N—F

V=7 DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wr R, A—hFF v
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty T —b AL VT,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R 7 — L A
A

show consistency-checker
member ship port-channels
[brief | detail]

FTRTOEY 2 —/LD/N—F
V=T DFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wy L, VAT LANDOT
RTOR—FF ¥ 25 LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 19300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R T7 H—Lh A
A4 v F

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
T4+—L

ﬁmwmmﬂmwcmwa V7 7 =7 D VLAN A > 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN Ry 2T ICT B | BRUN9300-FX 7T v b

{native-vlan | private-vlan SASNTVALDERALTH | T4 —h A1 vF. BLEO

interface {ethernet slot/port | -~ s _ = o e
port-channel number | LT EEYRILES, £z, STP|-EX, -FX, -R7 A I—F

native-vian!} [brief | detail | BLKIRED A > Z—7 = A A% | Zfii .72 Cisco Nexus 9500 7
interface] WAL E9, T RN T d—b A v F

(¥)  privatevlan =<
KCo brief 7=
I% detail 77> =
IV AR— S
TWEH A,

G¥) Cisco Nexus
34180YC 77 » b
TEr—b AL vF
TiX. native-vlan
a~y ROHBZEY
A—hFLTWNE
R

show consistency-checker pacl | /~— K& =7 & 7 k7 = 7 [l | Cisco Nexus 34180YC. 9200,
{module module-number | D IPvd, IPv6, BLOMAC  |9300-EX. 35 L 189300-FX 7
port-channels interface PACL 7075 IV 7/ DBGH: | F v N T —h AA v F,
port-channel channel-number ZHRGE L. <label, entry-location> | 35 X ON-EX, -FX 71 » 1 —
XTI NN—Ro=27 LY 7 b R %1 2 7= Cisco Nexus 9500
T DRT—BLTWET, |7y T4 —L AL vF

show consistency-checker pacl | A Jjf o #—7 =4 A (FEX A | CiscoNexus34180YC. 9200.
extended ingress {ip | ipv6 | VH—T 2 A A Gt BEON9300-EX, L 1N9300-FX 7
mac; interface {ethernet HF—F F ¥ XADPACLT B | Ty kT h—h AL T

siotfport | port-channel number} | 5 <+ » pezn | % 5 E-EX, FXTA > H—
[brief | detail] K % 2.7~ Cisco Nexus 9500
Ty N T —b AL vF

show consistency-checker pacl | f§& X117-F 2 2 — /L 03T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | OWERA 2 —7 = A A, H7 |9300-EX, #5 L 119300-FX 7
ma_c} modu_IemoduIenumber U H—T e A TL—ITF | Ty N Th—5 A v F.

[brief | detail] Bk -, BLOFEX A > |BLO-EX. FXFA 2 H—
H—T A ATPACL 71 7 F | K% z 7~ Cisco Nexus 9500
VTR LET, TT7 v N T H—h AL vF

FSTNoa—TFTa0FDY—ILEBERR .
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avyU kR B HYR—rEhB3TS5Y F
T4+—L
show consistency-checker WNER~7 7 7' 1) w7 38— bk DR HE | Cisco Nexus 9200, 9300-EX.

port-statefabric-ieth [module | 2-gezn 1 4, 5 L T8 9300-FX 77 » b
module-number [ieth-port T A T BLEO
ieth-port]] [brief | detail] * 77

'EX\ 'FX\ 'R 3/])?/717‘_‘1\“
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module DORMEAFEA L E T FLUN9300-FX 75 v b

module-number] [brief | detail] T d— b A vF. BLEO

-EX, -FX, -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~7°
Ty b7 x—b AL 0F

B B rSoLva—FavInoY—LETER
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gaFronr—avok |

T B YR—rEhETS v b
T4+—L

show consistency-checker racl | N— K7 =7 & V7 7 = 7 | Cisco Nexus 34180YC. 9200,

{module module-number | ® IPv4 35 L OV IPV6 RACL 71 {9300-EX, 35 £ T89300-FX 7

port-channelsinterface TSIV T O—EMWERIEL, | Ty T4 —h AA v T,

port-channel channel-number |

sui interface vian vian-id) <label, entry-location> X7 {3/ N— | B LT -EX, -FX T A > B —

Fo=7& Y7 by =7 DMT| K& Z7- Cisco Nexus 9500
—HLTWET, TTy b Tk —b AL vF

e ZDavwr RiE, YV a2—
TR E D &
FOEY 2—)LDOTRTD
WA =T oA AL
YT H =T AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

cHFEDR— b F v RN T
Da<wy REMRORHT &,
FRTO A 28— A |8
WRES I E T,

« FRTOR— hF v FAT
ZDawy REMNOHT
L. o~ RIZACLR
WHINTWDHHR— K F ¥
T L ITHEER L £,

GE) oz~ RiE. IPva
B L OVIPV6 ACL %%
AT, BT T
arn—ETornE
I IERGEL 8 A,

show consistency-checker racl | A Jjf o % —7 = A4 A %7 A |CiscoNexus 34180YC. 9200,
extended ingress {ip | ipv6} VH—=T A A, T L—27 7T 7|9300-EX, ¥ L N9300-FX 7
interface {ethernetlot/ A= | | ig— . KL Fo b, £ Ty FTF—L AL v T,
</g>| port-channelnumber [vian | »- .y gy oo RACL 712 /5 3 > |35 L OV-EX. FX T A 2 H—
vian-id</g> } [brief| detail ] THMERLET, K %1 %7z Cisco Nexus 9500
TIy R T A —h AL o F

FSILva—TFaviov—LEAER [}
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker racl
extended ingress {ip | ipv6}
module module-number [brief |
detail]

BEINEEY 2a—LDOAJIA

FIVITERERLET, ZD=
<V R, FOEY 2—/LOF
RCOYEA L H—T A A,
YTA L E—T A A, BLO
TVU—7 T U RAKR— RN TETE
NnET,

VE—T x4 ADRACL 712/

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
stp-state vlan vian-id [brief |
detail | interface]

VT RNT 2T DANR=T Y
U—DIRREN, N— R =TT
Tu g T I ENTIREE LR
CnEIDEERILEST, 2D
a<wy Nix, #8ifER (7 v )
DA v H—T = A A TDOIHELT
SNET,

Cisco Nexus34180YC. 9200,

9300-EX., ¥ L TV9300-FX 7
Ty b7 x—b AL vFB
LU-EX, -FX, BXUR 7
A FB— R&#4 L 7= Cisco
Nexus 9500 7°5 v b 7 4 — A
AA T,

show consistency-checker vacl
extended ingress {ip | ipv6 |
mac} vlan vian-id [brief | detail]

VLAN DT RTDRA L N— A
H—T A ATVACL 70 /3
ST EMRLET,

Cisco Nexus 34180YC. 9200,
9300-EX. I L 1V9300-FX 7
Ty N T —h AL T,
BIO-EX, -FXT7A 21—
K % 2 7= Cisco Nexus 9500
TTy N T A=A VT

N B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker vpc | vPC OAHE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[sour ce-interface] [brief | detail] | 4-_ B L O9300-FX 75 » k
T —hb AL vF, BIOY
-EX, -FX 7 A ¥ 71— R %1
Z 7~ Cisco Nexus 9500 7° 7
N7+ —h AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

FSTNoa—TFTa0FDY—ILEBERR .
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T B YR—rEhETS v b
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show consistency-checker vxlan | 2 ¢ VXLAN EVPN #% 7€ | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 £, B L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z |+ | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v L OREEGEF = v/ | BLV9300-FX 7T v b
LEd, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN LA ¥ 2 /L— k & OF& | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
T —hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan| v 7 7 = 73 L O~— K | Cisco Nexus 9200, 9300-EX
pv T T ORLBHT—T VT | FBLN9300-FX/FX2 B L
VLAN v v B I NR—BLTF(9500 7T v 74— A
BT LEINTWDENEIDE A vT

R LEST, Zoavr RaeHE
T3 212, 27e<Eb 1 o0
A HF =Tz A ATHR— b
VLAN~ v ¥’ 7 2 Hh+ 5
VENRHY FT,

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—F 4T DY—ILERER
B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | > 7 7 = 7 3 L 1O"~— K7 = | Cisco Nexus 9300-FX/FX2 7
ging-qinvni TTHLTWHYAFHYT | Ty hTh—Lh AL vF
VLAN U 2 N B LOB#ET 5~
JVTF X 7 vn-segment & F = v 7
LET,

show consistency-checker vxlan | /X4 kN INER # 7 )MEFF S | Cisco Nexus 9300-EX 18 L O
selective-ginvni interface N5 X oIz, B— MEADEIR [9300-FXFX2 7T k74—
{ethernet dot/port | port-channel () Q-in-VNI~ v EX 7MY 7 k| A A v F

channel-number } YT EUN— Y =7 TF
LT RITZTZLINTNDLNE

IMERGEL T,
show consistengy-checker vxlan | VXLAN VLAN & OR—F % Cisco Nexus 9300-EX 38 L O°
vlan [all | vian-id] Frvr LET, 9300-FX/FX2 77 > h 7 +—
[verbose-mode] L AL v F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JLO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

show consistency-checker vxlan | VXLAN Xconnect VLAN & M7 | Cisco Nexus 9200, 9332C.

xconnect —HEFro s LET, 9364C. 9300-EX., B L

Xconnect ACL 3¢ R T D= |9300-FX/FX2 7T v b 7 4 —
NEATAAZA VA=V E | b AL T,

L. MAC FE BT XTD

Xconnect VLAN TN 72> T
WHZ EEREELET,

T B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
gaFronr—avok |

T B YR—rEhETS v b
FEEIN

mMmmamwmmemmVMANV4%3VV7»»~(mmNmm%m\%mﬁx
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E | HBLT9300-FX 7T v b
] Fzv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L ¥
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, X
W9300-FX 77 v b7 +— LA

AA v T,
show consistency-checker vxlan | VXLAN L o ¥ 2 & DR —%£% |Cisco Nexus 9200, 9300-EX
12 [mac-address ] [ mac-address| -+ . «, ;7 |_ 4, B L U9300-FX 75 v k
] module] [ module Tp— D AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
JON3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX L
X9536PQ A A 7, Cisco
Nexus 9200, 9300-EX, I X
T9300-FX 7T v 7 4 — L4
AA v F

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v
Fo

FSTNoa—TFTa0FDY—ILEBERR .



SIS a—TF a0 TDY—ILEFER
B zettrzon—avor

av Uk HL:l YR—rENhET5v k
T+r—LA

show consistency-checker A b —LHIEEAMF = 4 | CiscoNexus 9200, 9300-EX.

stor m-control B ELW9300-FX 77 » b

TH—L AL T BIO
-EX, -FX, -R7A4 > —FK
% 2 7= Cisco Nexus 9500 7
A ZNE R N

Cisco NX-OS U U —%9.3(5)
LABETIE.
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NI9K-C9504- FM,
NIK-C9508-FM,
NIK-C9516-FM,
NIK-C9508-FM-S,
N3K-C31128PQ,
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V,

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E.
N3K-C3132C-Z.
N9K-C93128TX,
N9K-C9396PX
N9K-C9372PX, B LW
NOK-C9332PQ 7 /XA A TH
A—hSHTWVET,

show consistency-checker T —1A ' A b Jb— |CiscoNexus 9200, 9300-EX.
segment-routingmpls{ip ][ |5 > 2 (ISIS, BGP, OSPF) |#JLU89300-FX 7 v b
ip-address ] | mask ] [ mask | V| 45 1 oxp ¢ v 3VPN B LA | 74— 2 21 v F . BLO
1w ¥ 2EVPN A4 —/—1L A jb—} |-EX, -FX 71 > 71— RN %&1
DON— NEAEVEEZTF = v 7 LE | 272 Cisco Nexus 9500 7 7
7T M7 —b AL T,

Cisco Nexus
NI9K-C9316D-GX,
NIK-C93600CD-GX,
N9K-C9364C-GX 7 /3 A A,

N B rSoLva—FavInoY—LETER
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TILFXr R

TILTFEXRLBEMETF Y H— .

T B YR—rEhETS v b
T4—L
show consistency-checker ToHE =LA v ALk JL— |CiscoNexus 9200, 9300-EX.

segment-routing mpls label 7 4> % (ISIS. BGP, OSPF) |#5X19300-FX 75 v b
BIOA—NR—=VL A N—F DV | T —Lb AL T, BILW
A% 3VPN, LAY 2EVPN, [-EX, -FX 7 A > 51— K%/
B LW ADI SIDS D 7 ~)LHEE | % 72 Cisco Nexus 9500 77 &
WErFov 7 LET, FN7+—Lh AL vF,

Cisco Nexus
NI9K-C9316D-GX,
NIK-C93600CD-GX .
NIK-C9364C-GX 7 /34 A,

WD <> RiZISON H xR —F LTWHWERA,

« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number
| all]

» show consistency-checker pacl {module module-number | port-channelsinterface port-channel
channel-number }

« show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

« show consistency-checker racl svi interface vlan vian-id

+ show consistency-checker vxlan

« test consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =~ > RiZET /L SN T EH A,

FEEETFIYvh—

~YNANF Xy A NEGHETF = v I —IE, A FF ¥ X ML— FORBEHERT H720D LA T2
BLOVAVINL—FDOHE—L— ’NEGWTF = v H—TF, vV FF ¥ X NEGHETF = v I —
X, B AR—3> M Tshow a2~ REFEITL, BEEEFRAMT L, QB I FRAE MmO
AUR—FR R ERB L TAREREEZT 2y 7 LET, LT A NEAN T = h—a~v
Rix, BEENBAET D KT LET, show consistency-checker 12 multicast group 3 & OF show
consistency-checker 13 multicast group =~ > KX, HIFHE & EEOMOZEZK L E7,

Ihbpa<y NiE, ROMAERZYR—KLTHET,
everbose : fEREZT ¥ A MEA TR R LET,
- detail : fEF % ISON B TRR L ET,
« brief : # Rz PROFEM & & HIZISON B TER L ET,

FSTILYa—F4 v FDY—ILEFER




FSILLaA—TAVTDY—ILEFER
TLFFr R EAMFIVvN—

Cisco NX-OS VU U —210.2 (1) FLIRETIL, Multicast over GREFEAMET ~ v B M
NI9K-C9316D-GX. NIK-C93600CD-GX. NIK-C9364C-GX7 7 IV AA v FIZHEAINTWE
9, Multicast over GRE (mGRE) BAMWF = v HidkE VR —FLTWET,

« 7L b— RS mGRE BAMEF = v F

L3I —HFy M v —T 2 A, L3IKR— b Fr 3L, BIOLIY T A v H—T (R
E®OmGRE k v /L

e NI U AR— T FIVVRFN F R A B —T = A AVRFE B2 585733 HGRE
k2 kb, ZHUE. GREVA-IPVA~ /L FF v A &N LTZGRE F ' RV TOHYR—FEN
i‘é—o

Multicast over GRE (mGRE) ZHA&MF v B iZkZ VR — L TWEHA,

« FEX

« IPv6% " L7=GRE b > 3 /L

* mGREIZEoR TII YA — h STV ER A, HEEMET = v 7%, NIK-C9316D-GX,
NIKC93600CD-GX, NIK-C9364C-GX TORTCO ALY AR — F I E T,

* mGRE I SVI TliEVHA— SN TWHEH A,

mGREFEE M T = v 713, BfEA v H—T7 =A A A NMIIPGRE F RV A U H—T = A AN
HAEE. FIIFRPFA v Z—T7 = A ANBIPGRE M XA v H—T 24 A THDHEEITDI
FATESNFET,

Cisco NX-0S VU U —210.1(1) AETIX, ROBEWF = v W =R R—FERTWET,
¢ IPV6 L2 v /L FF v A FNBEEMTF = v B —
¢ IPV6 L3 v /L F v A FEEMF = v B —
e v /LF Xy A NLBEAWF = v —
TN TFFRYARNMACVY 7T v = NEAHT = v B —
e v)LFF ¥ AKMNLBL3 =% v X hREEEEF = v I —
e v /LF X ¥ A GREEAMF = v h—
ROBEAFD CLI 2~ > Bid, IPv6 L2 v /b F X % A MEGHET = » 71— D IPv6 X (BLE LU

N—T T FLRAEZT AN LIRS THET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]

WIZ, IPV6 L2 ¥ VT F v A MBEEWTF = v W —DOH NIl 2R LET,
# show consistency-checker 12 multicast group ?

A.B.C.D Group IP address
A:B::C:D Group IPv6 address

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER

rFrrx rgatFzyn— [

WOBAFD CLI <> KL, IPVv6L3 /L FF v A FNEEMTF = v I —D IPv6 HETRB LS
N—T T R AEZTAND EOIHEESNTHET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail]

WIZ, IPVO L3 v /v TF X ¥ A NEGHET = v I—DOH Al ZRLET,

# show consistency-checker 13 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

CNT XY A RNMACLH Y I T v 7 E— ROBENT = v I —% YR — T 572D(2, RO
LWCLL =~ RGBS E Lz,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

wIZ, = VFHXFXYARNMACLY 7T v 7 T— ROBEMTF = v T—OH NI ZRLET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?
> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief
detail Show consistency checker structured output in detail
| Pipe command output to filter

GE)

\}

ZDOCLILIE, MACV 7 T w7 E— ROEEMET = v I F72I1ENLB O L2 T— RS
Fxvh—IEHINET, AJIMACIHE., ip-mac F 721E non-ip-mac DVWF T,

v/ FFx¥ ARNNLBL3 2=F ¥ A MHEEAMT = v I —%2 VR —FT2572DI2, ROFL
WCLI <> R2EMENE L=,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

WRIZ, v VFF¥¥ AMNLBL3 2=F% ¥ A NREBAEET = v h—OH I EZ R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>
> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief
detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEED CLI =~ KX, v/ FF ¥ A b GREEENT = v W —IfEHEINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

GE)

BEFEDO IPVAL3 ~ Vv F F ¥ A MEAMF = v W —CLI 2L T, ¥V FF+v X s GRE E &
WF = h—ZBBLET,

“NTF Xy A MRERENT = v W —1F, ROT A 2R —FLTHET,

FSTNoa—TFTa0FDY—ILEBERR .
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RLFXVvRBEMFvH—

» Cisco Nexus 92304QC., 9272Q. 9236C. 92300YC. 93108TC-EX. 93180LC-EX,
93180YC-EX, and 9300-GX 77 v h 7 #+—2L AA v F I LU NIK-X9736C-EX,
N9K-X97160YC-EX, N9K-X9732C-EX, ¥ LU NIK-X9732C-EXM 7 A > I — KT,

* N9K-X96136YC-R, NIK-X9636C-R. 3 I TUNIK-X9636Q-RT A o 71— R & #5# L 7=Cisco
Nexus 9500V — XA A v T,

Cisco NX-OS Release 9.3(5) IETlX, v /LT X ¥ X NEGHET = v I —ITIRDT A A%
A= LTWET,

* NOK-X9432C-S, N9K-X9536PQ 7 A » 41— K Z 54 L 7= Cisco Nexus 9500 2 V) — X A A
F. B LUNIK-X9432C-FM-S, NIK-C9508-FMX-S. 3 L TUANIK-C9508-FM-S 77 7V
7 'Y a—),

» Cisco Nexus N3K-C3232C, N3K-C3264Q, N3K-C31108TC-V., N3K-C3132Q-40GX.
N3K-C3132Q-V., N3K-C31108PC-V, N3K-C3172PQ. N3K-C3172TQ, N3K-C3164Q. B X
N N3K-C31128PQ-10GE A A v F,

« Cisco Nexus NOK-C9372TX, N9K-C9372TX-E. N9K-C93120TX, NIK-X9432C-S,
N9K-C9332PQ, N9K-C9372PX, I3 L TN NIK-C9372PX-AA v F,

Cisco NX-OS VU U —A10.1(1) AL TlX, v~V FF v A MEAUT = v I —I13RDOT A 2%

R—FLTWET,

« Cisco Nexus N9k-C9504 % #5i# L 7= N9K-X97160YC-EX. N9k-C9504 % 4 L 7=
N9K-X9732C-EX, N9k-C9504 % 4# L 7= NOK-X9732C-FX, NOk-C9504 % #4# L 7=
NIK-X9736C-EX. NOk-C9504 % #£#i L 7= N9K-X9736C-FX. N9k-C9504 % 5 L 7=
NIK-X9736Q-FX. LT NIk-C9504 % ik L 7= N9K-X9788TC-FX,

* Cisco Nexus N9k-C9508 % #4# L 72 N9K-X97160YC-EX, N9k-C9508 % 4 L 7=
NOK-X9732C-EX. NO9k-C9508 % #£#i L 7= N9K-X9732C-FX. N9k-C9508 % 5 L 7=
NIK-X9736C-EX, NO9k-C9508 % f4# L 7= NOK-X9736C-FX, N9k-C9508 % 4 L 7=
N9K-X9736Q-FX. 35 & 18 N9k-C9508 % #4#; L 7= N9K-X9788TC-FX,

YNANT Xy A MNEGHET = o h—IE, ROLVAFV2arR—xr b7 s 7 I 7OBEN
ERGEELET,

«IGMP A X—¥' >/

« MEDM

« MFIBPI

« MFIBPD

e N— KRy F—T )
YT XY R NEGHT =y I —F, ROLAY3aL K= bOT 0T T I 7S
EHERLET,

« PIM

N B rSoLva—FavInoY—LETER
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TLFFvR rEEMFyn avs Fomas ]

« MRIB
«IGMP A X—t 7
« MFDM
« MFIBPI

* MFIBPD

e N—KRy=T T—T )

TILFX A MEEEFzvh O KOE DB

WIZ, IGMP AX—Y 7O Z2 R LE T,

switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222
Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port
Vlan Group Address Ver Type Port list

222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol00 PolS8

RIZ, MFDM Ol ZR L ET,

switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source
225.12.12.28
Vlan: 222, Group: 225.12.12.28, Source: 225.12.12.28
Outgoing Interface List Index: 4
Reference Count: 204
Num L3 usages: 4
Platform Index: 0xa00004
Vpc peer link exclude flag set
Number of Outgoing Interfaces: 5
Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

&IZ, IGMP A X —t 7 & MFDM % g4 561 (zh) 2R LE7,

R R R

Comparing IGMP Snooping with MFDM

Ak Ak hkhkhkkhkkhkkhkhkhkhkhkhkhkhhkhkhhkhkhkhkhkhhkhkhkhhkhhkhkhkhkhbhrhkhkhhkhhhhkhkhhrhkhkhkhhkhhkhhkhrhrhhhkhkhkkkdxx
L2 Eth Receivers

IGMP Snooping: 1/2, 1/3

MFDM: 1/2, 1/3

L2 PC Receivers

IGMP Snooping: 100, 12, 18

MEFDM: 12, 100, 18

CC between IGMP Snooping and MFDM PASSED

wIZ, IGMP A X —t 7 & MFDM % Higed 561 (D) 2R LE9,

R R e R R

FSILva—TFaviov—LEAER [}
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FSTNDa—T4 0 TDY—ILERER

Comparing IGMP Snooping with MFDM

R R IRk dE h E h I I h h b b b E E I b h h h b b b b b b b b b b b b b b b b h b h b b b E b b b b b b b b b b b b b b b b b i
L2 Eth Receivers:

IGMP Snooping: 1/2, 1/3

MFDM: 1/2, 1/3

{1 T A A I

L2 PC Receivers:

IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 16
Consistency check failed!!!
Missing elements are: 18

Additional elements are: 16
| A O I I O

TRERIR & & UM [EE

Cisco NX-OS U U —=% 9.3(3) L&, Cisco Nexus 9000 3 U — X A A v F L, WEHEOMELY T
TNy a—T 4 7T 572D show tech-support dowdrain =~ > K&K — K L TCWET,
show tech-support slowdrain ==~ > FiZi%, #E#EREERR, AV o2, BEOrZ Ayt —v
D—FE ., AL vF. CiscoNX-OSX\— 3 BIOMRa 2B TEXLF0Mba~
FAGENTOET,

TREIX 1 ODAAL v FNORDAAL v FIRIET D AIReERN H D720, EED ) I — L nHk
Z X0 EONZFHE T 572Dl X TDAA v FH 5 [FEIFFIZ show tech-support slowdrain =~
Y ROWNENET ZLERHY 7,

ACLEESMHEF v

Cisco NX-OS Release 9.3(3) AR, ACL #AMT = v DITIROT NA ZA%EHHR— K LET,

NOK-C9372PX, NIK-C9372PX-E., NIK-C9372TX, NIK-C9372TX-E. N9K-C9332PQ.
NOK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S., NIK-C9508-FM2,
NI9K-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LAFE, ACL #4&1MEF = v 711X Cisco Nexus N9K-C9316D-GX.,

NIK-C93600CD-GX, NI9K-C9364C-GX, NIK-C93240YC-FX2, NIK-C93180YC-EX,

N3K-C3636C-R, N3K-C36180YC-R& . NIK-X9636Q-R., NIK-X9636C-R, NIK-X9636C-RX F5
FTYNIK-X96136YC-R T 1 > I — K&$##H L7z Cisco Nexus 9500 U — X A A » FTHHR—
FERTVET,

WDOT T 4T 41L. ACLOEBEMF v /7 O—#L L THRIFSNET :

T vay, 7r haj SIP, DIP, X¥EIA— b, sEAR— M, BEILMAC, %E5EMAC,
Ethertype. COS. DSCP. VLAN 35 % O} UDF T,

Cisco NX-OS %, #&x® PACL. RACL, BEX U VACLE AW F = Hh a~v RaPR—KLT
WEJ,

B B rSoLva—FavInoY—LETER
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aLzstrzyn

avy kR

B

show consistency-checker pacl extended ingress ip
module <module-id> [brief | detail ]

BELEIPEY2a— VDAL H—T oA
AR LR — b F v RLVDOPACLEEMTF = v
7 EEhE L ET,

show consistency-checker pacl extended ingress
ipv6 module <module-id> [brief | detail]

BEELEIPVOEY 2—VDANA v X —T =
A AB IR — FF v F/LD PACL AL M
Fxv /7 EEHELET,

show consistency-checker pacl extended ingress
mac module <module-id> [brief | detail]

BESNTEMAC TV 2a—VDASA v X —
7z A ABLOE— b F ¥ x/LD MAC PACL
BAMF = v 7 BFEMLET,

show consistency-checker pacl extended ingress ip
interface {<int-id> | <ch-id> [brief | detail]

BEINIZ AJ) A X —7 = A AD PACL ¥
ATy 7 EFERLET,

show consistency-checker pacl extended ingress
ipv6 interface {<int-id> | <ch-id> [brief | detail]

FBEENTZIPv6 ASIA v Z—7 = A ADPACL
BEMF v 7 BFEMmMLET,

show consistency-checker pacl extended ingress
mac interface {<int-id> | <ch-id> [brief | detail]

BESNTEZATIMACA v H—T 2 A AD
PACLEAMEF = v 7 #FEE L £,

show consistency-checker racl extended ingress ip
module <module-id> [brief | detail ]

BELEIPE S 2a— VDAL X —T A
AR LR — FF ¥ XL DORACLES T = v
7 HERLET,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

BESNTIPV6 EY 22— LD ASA v & —
72 A ABLOR— FF ¥ x/LD RACL 5
WFzy 7 2FEmLET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief |
detail]

RESNIZASA v 5 —7 = A AD RACL ¥
AMF v 7 BELET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

FBELIEASIPVG A % —T =4 2D RACL
BAEMF v 7 BFEMLET,

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

E7E SH7- IP VLAN @ VACL B4 MF = v 7
FEfELET,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

FE7E &7 IPv6 VLAN @ VACL BAMETF = v
7 EEELET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

e E &= AT MAC VLAN @ VACL &4
Frxv 7 BERLET,
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ACLESMF T vh avy FOE A
WIZ, RACLEASMT = v 7 OREROHZ R LFET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker
passed for Ethl/3 (ingress, ip, ip-1list)
switch#
switch#
switch# show consistency-checker racl extended ingress ip module 1 brief
{
"result": {
"status": "CC_STATUS OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS OK",
"platformDetails": {
"classType": "CC PLTFM NXOS BCM"
}I
"recoveryActions": [],
"failedEntities": []
}
]
}
}
switch#
switch # show consistency-checker racl extended ingress ip interface ethernet 3/5
Consistency checker passed for Ethernet3/5 (ingress, ip, ip-list)
switch#
switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief
{
"result": {
"status": "CC_STATUS OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS OK",
"platformDetails": {
"classType": "CC PLTFM NXOS BCM"
}I
"recoveryActions": [],
"failedEntities": []

BEIT7AI

a7 4 X2l —ar 77 AMZIE CiscoNX-0S =<2 RREENTEY, Z1bHid Cisco
NX-OS 7/3A Z DR ZRET D72 OIfEH 4 E T, CiscoNX-0S(ZiE, FEfTa 7 1 F =
L—yar b AP — Ty 7 ar7 s Fal—rarbn) 2EOa 7 4 Fal—rg
VI rANBHY ET, T RAF, BEFICAY - NT vy a7 4 Fal—a s
(startup-config) ZfH LT, Y7 bV =THEAREL LT, ETar 74 Fal—a
(running-config) 121X, AZ— K7 v ar 7 4Xal—ray 77 A MIk L THT- 2BIUE
DEBENMMEINE T, REZEETDIANT, RETZ 7 ANDNy 7T v TEAERL TS
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W, a7 4 FXal—vary 7rAMEVE— K P—NINRw I T v FTEET, T4
Xal—ay 77ANVOFEMIZOVTIX,  [Cisco Nexus 9000 Series NX-OS Fundamentals
Configuration Guide] #ZM L T 7Z&W, /o, RET 7 ANDTF =y VR hat—%
ERCT UL, BENRAELIZGEICe— ANy 7352 L6 TEET, m—A "y ZHRRIZD
WX, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel] %2 L T <
72EW,

CiscoNX-OS#EEIX, AF— T v a7 F¥alb—ar 77 A VCHER v 7 /BT
LZENHVET, FNIC, EERICKVIER SN TZm vy 7 BHIBRENTIZE S TNWDL 2R H
V £7, system startup-configunlock =~ > K&fEHL, LT, Zhbor vy s ZHIBRLTL
7ZEW,

CLI 7/\v 45

CiscoNX-0S X, Xy "NU—V & T 0T 4TI "I TN a—TFT 4 o 7T AHAOOEERT
Ny JHREY v FEYR—FLTWET, CLIZHEH LT, H¥EEDT Ny VE— RZARC
L. UTAEA LTEFREINHE T 0 harsZ o7 75 5 o n V2R R TxEd, %
0y = NUITIEZA LAZ L TREY | FEEIAICY A hEET, CLIE—/L A=A A
EHHLCT Ny JHEE~OT 7B A EHIRL, 0 — VBT 7EA%5ETEET, debug
gy FIZU T AEA MMEREFRTHDOICH L, show <> Rk, BEFHRE ) 7424
LR E —ER T HEDITHEHLET,

debug =~ RZEHA L, TEXHDE, v AaDT 7 =)L $iR— MEYEOHERAH -T2
LEIZRoNET, —fD deébug 2~ Ridry NI —2 RT3 —< A ZEEBER 52 50
REMENR B D005 T,

GE)

TR T A= %, BRllea s 7 A VCERETEET, vl Ty A, TRV IH
NEay ) —NCEET D LY LT, WERES T,

AT avEFEHTLE ALEOKECHEMRRERA T Y a VEFRIRTEET, FEEOT Ny
THANTMAT, ABWEnzasr FZsiceZ oo MU BMERENE T, Ty ZHAIIC
X, B—HNTNA RAEMOBEET NA A TRELET 7T A BT A DX A LA T fF&
THU Y MRS SNET,

TNy THERREER LT, A XV b, WA v E—Y, BEXOYr halr o7 —%2BT& F
To 2L, EBERECT ANy 7 2a—7 4 V7 4 2T 5 GIEERLETT, —HD
FFaE, Y MIKREDA vE—VEHIILTED, Xy NT—F RT3 —< AT
BRREEL 52 DRV B D CPUERA X F2ER L7235 2L T, T3 ZA~D
TR AEL T HARERH Y E T,
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GE)

debug =~ RZ AT HRIC, 2B D Telnet £7-1X SSHE v a 2B Z & &2 L%
To TR T By a BNBEOHN Y 4 RUDIHF L5551, 2&BOEYy v a vk
L Cundebugall Z A1, Ty AyEe—VOMhEEIELET,

TINYYT T4 )LA

debug-filter ZfEfF LT, AT Ny JERERIATEET, a~vr F2ERTLILERD
V&9, Zodebugfilter 2~ REMHT 5L, BET 5 debug =~ > FiZ k> TARK S 1L
LT Ny ZIERERIRTEET,

&IZ, EIGRP hello /X7y DTNy ZIEREA —V Ry b A 0 F—T =4 2 YLITHIRT D
FlZRLET,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

Ping$ & U Traceroute

\}

G¥)

ping D {§ F

ping 35 X O traceroute BEREZ LA L T, kil L OVSZAOBIUCEHT HREA N T 7Ly a—
TAYTLET, TNOOMREZMEN LT, Ry N =27 NI 3 —~ AORBEERE £
R L 72T 72 &0,

ZOETHI LTV 5 ping 3 X Wtraceroute =~ > R, TCP/IP % v F VU —% > 7 ORIED
NTZTNY a—T 4TI o b RNDY— LD 2OTT, pingt—7 4 U T ¢, TCP/IP
AVE—Fy NU—7 T 250k LT, —#HOoTa— Ry MEAERKLET, =a—
SNy MEL BRICEETS L, HA—T 4 VSN THETICRENET,

traceroute = —7 4 U7 4 HEFEDOTETEIELEF TN, Sy ISRy P R—XATHEELET
DEFEDNRAZRETHI EHTEET,

ping=a~ s FEfEHL, a~vr FEEHT2&, IPVAL—T 4 7 Xy MU — 2 0 CTHRIE
DEEHE~DEHE R L OB &2 sl TE 9,
pinge =~ REMHL, vy NEfHTLE, IPV6V—T 47 X U — 7 f&H TF
TEDFBIE~ DG L ONBIE 2R CE £,
pingt—7 4 VF 4 BT DL, B—bERIZTY RFEAL RV a— M A v —VhE(E
TEET, PV EIXIPV6 7 RLAZFRETH I EITE D, 36hIC—ED T L—LNREET
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\}

ro—z2i—rosm [

EFET, INHDOTL—AE, XF—F v F T AL RIZHGEL
EETICL—T Ry 7 SET,

HADARZ L THRIMENT,

GE)

fL—XRIL—

Pingt—7 4 V7 4 ZMH LT, VAT LCHRESNIZIP T RLATHR Y NU—7 N7 45—
CUAETANTDZ LIRS EEA,

switch# ping 172.28.230.1 vrf management

PING 172.28.230.1 (172.28.230.1): 56 data bytes

64 bytes from 172.28.230.1: icmp seqg=0 ttl=254 time=1.095 ms
64 bytes from 172.28.230.1: icmp_ seg=1 ttl=254 time=1.083 ms
64 bytes from 172.28.230.1: icmp_seg=2 ttl=254 time=1.101 ms
64 bytes from 172.28.230.1: icmp seg=3 ttl=254 time=1.093 ms
64 bytes from 172.28.230.1: icmp seg=4 ttl=254 time=1.237 ms

---172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms

~DEEA

traceroute (X, IROBAEDOT=DIZFHEH L £9,
o T —HX "NTT 4y I MEALIZL— FEBHFLET,
« AA v FM Ky 7HAD) OEIELZFHELET,
traceroute L —7 4 U7 ¢ TIiL, Ry 7T LI S ND 20085 S, BOFRTE R » 7

IALRG T RT ONET, traceroute LT D &\ FRILOT /A A LRI b
WAL ZADRDS A - THR— MERiE T A b TE £,

traceroute {dest-ipv4-addr | hostname} [vrf vrf-name] ==~ > KX IPv4 ®* v b7 — 7 HIZ, traceroutes
{dest-ipv6-addr | hostname} [vrf vrf-name] =~ > RIZIPv6 * v U —27 FICER L £, HEE
ICERETERWGAIE, NARHIC K > TRAREERA » FETEHR SN E T,

switch# traceroute 172.28.254.254 vrf management

traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms
2 172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms
3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms
4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FATH O traceroute 4 T3 5121F, Ctrl-C 2 L £,
DA~ RefEf] LT, traceroute DX(EILA »F—7 = A AZ4EETEET,
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avy kR

S

traceroute {dest-ipv4-addr | hostname} [source
{dest-ipv4-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute 112.112.112.1 source vlan
10

FBELFZIPT RLA, AN, F-131 0
H—T A AP D, traceroute /X7 v kD%
BILIPvA 7 RLAZRELET,

traceroute6 {dest-ipv6-addr | hostname} [source
{dest-ipv6-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

FBELEIPT RLA, RA M4, E0id4 v
H—"T A4 ANED., traceroute6 /X7 > kD%
ELIPV6 7 RL AZEEL £,

[no] ip traceroute source-inter face interface [vr f
vrf-name]

1 -

switch(config)# ip traceroute

source-interface loopback 1

RESNTA LB —T oA AMBEETIPT
K L & Z#i-D traceroute = 7213 traceroute6 /<
v MEARLET,

show ip traceroute sour ce-inter face [vrf vrf-name]
i) :

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

traceroute D72 OITFRE SN EE A v ¥ —
7 fa /]) A %i‘%i—\‘ ]\/ij—o

ip icmp-errors sour ce-inter face interface

Bl

switch(config)# ip icmp-errors

source-interface loopback 1
512 :
switch(config)# vrf context vrf-blue

switch(config-vrf)# ip icmp-errors

source-interface loopback 2

RIESNTA B —T = A4 ANHEEIT IPv4
F72IXIPv6 7 KL A% FDOICMP =7 — /%
v MEERLET,

F 7=, Virtual Routing and Forwarding (VRF)
A ABANDAS T 47 — KN TD
BFD #%ET 52 b TEET,
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JOERXABEELUVCPUDE=ZRY VY
showprocesses =~ > REfE L, T4, FATHO7m e 2B L0 T e ADRAT—H X
AR TEET, avr FEOCERBEENET,
«PID= 71t 2 ID
« State = 7' 11 & X DYRHE
cPC=BIEDTurZ L 15 (16 #FEX)
e Start_cnt= 'R AN ZAVE TICHM (E72IEFR) ShizBlE

cTTY =7 ERAZHH L T dimAEE., [ (A 72) X FFED TTY ETHEITX
nNTnWrWnWrF—Er2ELET,

* Process = 7' 12 & A D4Rl

Tt AOREITKRO LB TT,
« D=7z L CRIE GEE 1/0)
«R=F7E (FEfT7¥=2— 1)
« S=1{Rikrh
«T=hL—RFEITEIL
Z=HEREL TWWARW( Y] )y et R
*NR=FEfTS T2
¢ ER=SFTSNTWNERI N, BFEIIETINLTWHARN

A
B . ERREEIX. Yok 2ol EEENST X5
7202, VAT ANBERALHAWLCEDTrEA
T A =TI L R R LTWET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes

PID State PC Start cnt TTY Type Process
b7£9e468 1 O 1init

1 0 migration/0
1 O ksoftirgd/0
1 - O desched/0

1 O migration/1
1 O ksoftirgd/1l
1 O desched/1

O O O o o o
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. show processes cpu < > FOEMRA

10

15

24
103
104
117
184
185
187
188
189

NN nNnn non n n i 1 11 1 \”
[eNeNeoNeNeNeoNeoNoNoNeoNeolNeole)
e el e e e e e e e e

show processes cpu I <7 > FD{EFH

show processescpu =~ > RZfEH L.
Y RIS EERE T,

avwy REFEHLT, CPURHAREZFRRLET, a7

FSINa—TFavdOv—LERER |

events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0
aio/1l
SerrLogKthread

OO O0OO0OO0OO0OO0OOOOOOLOOo

* Runtime(ms) = 7= & Z0MEH L7z CPU el (X U P HAL)

e Invoked = 7’0 AN ZVE TR I 7=RI

euSecs = 7 ADOMEUH L Z & O CPU KifE (2 VU FHALD)

s 1Sec = F T D 1 MR I1F 5 CPU =%

switch# show processes cpu

PID Runtime (ms) Invoked uSecs
1 2264 108252 20

2 950 211341 4

3 1154 32833341 0

4 609 419568 1

5 758 214253 3

6 2462 155309355 0

7 2496 392083 6

8 443 282990 1

9 578 260184 2
10 56 2681 21
15 0 30 25
24 0 2 5
103 81 89 914
104 56 265 213
117 0 5 17
184 0 3 3
185 1796 104798 17
187 0 2 3
188 0 2 3
189 0 1 3

show system resources < > KD{EF

show system resources =~ > R L, 4L, v A7 ABED CPU B LA E U O#it

O O O OO OO0 0O0O0O0O0o0o0oooooo

(7X—1t o MHAT)

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0

aio/1l
SerrLogKthread

BHMAERTTEXET, 20~y FOHHIZIE, ROBEENFRINET,
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« BITH 7 mt 2O E L CER SV Af, Loadaverage!ZiX, %145, 547,
BLOIS MO AT 2ARINRERINET,

* Processes IZ1E, VAT ANDT ¥ 25, BLOa~r REITRHICERBRICEITIN TV
Tab ARRERINET,

« CPU states (21X, ERIDO 1 BEIZBITS CPUD2—Y £— N & h—3/L F— KTOMEH
BBIORT A RAEBBRAA—E L N TERENET,

s Memoryusage |Z1%, AFFAEY, AP AEY, BEXAEY, NoT77IfEHINTVD
AV BLOF vy v v lFHSNLTWA AT NFu A B TR RINET, £
7=, buffers 35 X O cache DfEIZIE, AP ATV OFFHERLEENET,

switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05
Processes : 355 total, 1 running
CPU states : 0.0% user, 0.2% kernel, 99.8% idle
CPUO states : 0.0% user, 1.0% kernel, 99.0% idle
CPUl states : 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states : 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states : 0.0% user, 0.0% kernel, 100.0% idle
Memory usage: 16402560K total, 2664308K used, 13738252K free

Current memory status: OK

FoR—FEEOXITDER

Cisco NX-0S Tl EETF —& Z kA b L— Ik DB REN RIS E T, Z oitsk
W, OFTRICEE LY, FARLZY TE 9, ZOOBFLEEREIT, BERIOREREHE T
Va— )VOREREAEVICRE LET, ZOBERIT, BEETY 2 —LOSHIHELLET,

OBFL HREIC L > TIRFSNDHT — X 1T, RO LB TT,
DI A DRFH
cEVa— DYy —Y Ay NS
o BV 2 — /L OIHIREE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
XV 2= LDVY TIAEE
VTV aDASF T FL—A
« CPU hog 1# ##

« AEY U—7 1
VTR T TT— Ayk—Y
cN— Ry =T B e s

o BRETJEEE
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B osrzs—2x5—5zx a7 romm

« OBFL [&E A O & & H#
« ASIC |V AL L O T —HEt DR/

cASIC LU RAX XS

OBFL O EDZEHMZ DWW TIL,  [CiscoNexus 9000 SeriesNX-OS T 2 7 LB R E] 25 L
TLIEEN,

OBFLTIS— X5T—42X a2 FDEHA

Cisco NX-OS U U —2 9.3(3) A%, CiscoNexus 9000 'V — & A A v F XS EIF R ¥
ZYVR—FL, 77 AN F ¥RV A F—T oA A= Lk LET, IV ZIid,
FCMAC L~V CORBEOREE N T TNy a—T 4 U IS L £,

show logging onboard error-stats =~ > F&fEH L., =~y FiZA v R—F =7 —HitE®
ZFRALET, WA, ROAT o EREENET,

« FCP_CNTR_MAC_RX _BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA

« FCP_CNTR_MAC_RX_CRC

« FCP_CNTR_MAC_RX_MAX_FRAME_TRUNCATE

« FCP_CNTR_MAC_RX_MIN_FRAME PAD

« FCP_CNTR_CREDIT LOSS

« FCP_CNTR_TX_WT_AVG _B2B_ZERO

Wiz, Z® show logging onboard error-stats =~ > RO IBI 2R L ET,

switch# show logging onboard error-stats

ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC

Interface Range | | |Time Stamp

| Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS

| | |
fcl/9 |FCP_CNTR MAC RX BAD WORDS_FROM DECODER |4 111/15/19 09:54:40
fcl/33 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 111/15/19 09:37:53
fcl/36 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 111/15/19 09:05:13
fcl/37 |FCP_CNTR_MAC RX BAD WORDS_FROM DECODER |4 111/15/19 08:42:56
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 111/15/19 08:21:19
fcl/28 |FCP_CNTR_MAC RX BAD WORDS_FROM DECODER |4 111/15/19 08:20:59
fcl/9 |FCP_CNTR MAC_RX_BAD WORDS_FROM DECODER |5996 11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX_BAD WORDS_FROM DECODER [5992 111/14/19 06:19:04
fcl/36 |FCP_CNTR_MAC RX BAD WORDS_FROM DECODER [22112 11/14/19 06:19:04
fcl/36 |FCP_CNTR _MAC RX BAD WORDS_FROM DECODER [21876 111/14/19 06:18:44

B B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
srosR [

fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER [21368 11/14/19 06:18:24
fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER [20872 [11/14/19 06:18:04
fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 11/14/19 06:17:44
fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER [19720 [11/14/19 06:17:24
fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER |19284 [11/14/19 06:17:04
fcl/36 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER |18788 11/14/19 06:16:44

ZETDER

Cisco Generic Online Diagnostics (GOLD) Tix, ##D 22 I v v 7+ —AIZE TN D2
WrisfEDIm 7 L — LU =7 2R L TV ET, GOLDDOFEEIZLY, "— KT =7 a3 K—
I POREEMEEER L, VAT AL T—EZRBIOary u— T L— 2 OEWEOBEYIE &
FECEET, T A MIUIT AT LOEBRIZANZ R DD E, VAT LOFETHITHEIT
HZHL00HVET, T—FEDa2—UE, T UICRDENCHEOTF = v 7 BFTLT,
VAT ADORBFFHCN— R =T aryR—xr FOREEEZRHB L, BEOHDLEY 2 — NI K
B oxry NT—ZIZEEASIRRZNE O ICLET,

VAT LAOBMERFETIIFETRHIC O REARRM SN E T, —HOBKT = v 7 AR EL T,
FrTA VAT LORBEMR TE ET, Pt BWT X b &Pz tEbR 02T 2
NERBITHMERH Y EF, FMORNT A MINY 7 7T 00 RTIEITSN, VAT A
TR EFar e = T ELEEAR, TOHLT A NMITA T Ny
hT7u—ZEBLET, FRIRA T A TICTRT T A NEA TV 2 — T HNERD
D ET, ZOHETHHL TV showdiagnosticcontent module =~ > K I, W& ££ 9
TARNRHB A DR NT A N2 EDOT XA NRERR RS NET,

T UL LRIT =y 71X, FREDRANZFATT D0, Ny 7 770 R THEIZFATT 5
EolcETEET,

SIVAE=Z Y U TBWET A MIHREE DT, AT AOEMERIC NNy 7 7T T v RTHELT
ENFET, AT VWi~V T=H Y o TOEENL, TA4T Xy NI RETA—F
U7 EELTPRCHEE L, EELEMT LI LT,

GOLD (%, T _XTDOT A s OBWrkER & iR FHERAIE L ET, ZHUTid, itk DET
IR, Bl & AL DT A ARSI, &) & \ih D7 A MRBUR ., BFHIATREER. ARk
E ER R, BEO2T—a—FREENET, 60T A MERIT, BHER Y
AT LOAREEZHIW L, v AT AEEORIK ZBiES 2 DI B £7°, showdiagnosticresult
av U REFEAL, a~vr FEERALT, BEiRER T LET,

GOLD DR EDFEMIZ DUV TIE,  [Cisco Nexus 9000 SeriesNX-OSSystem Management Configuration
Guide] &ML T 7231,

#HAHAF N TLVS Event Manager D {E A

Embedded Event Manager (EEM) %, FEER AT LA A X MEE=H L, KEINTZARY
V—ENLTENLDA R FEWBTELRY O—_R—=ZADT L — LT —7TF, K —
E, REINToA XY FOREICESNTT A AR T 7 v a VEERTH, =r— R
AIREZRFRIC T B VT LENTAT VT N T, ZORAZ YT MNE, AKX Lsyslog F721%

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

SNMP +Z v 7O Rk, CLI2~<Y ROMORHL, 7z— VA — =Dl L2 &7 7

varuEARTEET,

EEM DR EDFEMIZOWTIL,  [CiscoNexus9000 3 J — X NX-OS S 27 LEHREHTA R

ZZRLTIZEN,

Ethanalyzer M {3 A

Ethanalyzer /£, Wireshark (IHFR Ethereal) D% —IF /L N—=Va U ThiHA—T 0 VY —R Y
7 b7 =7 TShark ® Cisco NX-OS 7’12 k=)L 7F T A > — )L FEHE T4, Ethanalyzer % i
LT, T X_XTDONexus 77 v b7+ —LDA N RBIWEH A V4 —T =24 X Loar
RNV L= b4y XY T Ty BLOOHTH2L T Ry P Y= DT T

Va—T AT EITOIENTEET,

Ethanalyzer X ET DI21E, RO~ REEHLET,

avoU kR

B8

ethanalyzer local interfaceinband

AR R B —T A A% LT A—3—
NAPIZ L - TEZEEINZ ATy FeXy
TFx L, ¥ T T ¥ INTNTy FOBEK
v hantEREFRRLET,

ethanalyzer local interfaceinband-in

AN RA B =T 2 ZA%J L TA—/3—
NAYNZE LTy ey 7TF v L,
Xy STy INTTy hOERT v han
HHhaeFrLET,

ethanalyzer local interface inband-out

A== XA PP A N KAV H—T =
AAEN L TCHEEINTAT Yy baeXxy 7T ¥
L. ¥x7Fx i ry ho7ue hajn
fHHROY~) —2RRLET,

ethanalyzer local interface mgmt

B LB —T oA AN L TEZIESNT
Nry hNeXxx 7 Fr L, F¥YTTFrIn.
Ny b7 a kA VRO~ Y —nRKR
SNFET,

B B rSoLva—FavInoY—LETER
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Ethanalyzer O {3 F .

avy kR

S

ethanalyzer local interface front-panel

LA¥3 Ob—7 v F) Bl SRR — &g
L CA—R—= RS, PFIZ Lo TEZEINTN
Ty bR T F v SN, FXTF v Sk
Ry bOTa s UERO Y ) — R
FRSNET,

GH  ZoavrRE bAY2 (AAy
FR— ) BIEH SRR —FZ2 L
TRA—=R—= A PREZETH /S
ry bOXY T Fx kYR P LE
A,

ethanalyzer local interface port-channel

A== XA PR LA F¥3 Ob—F v R) F—
FNFX RNA B —T = A ZHN L TEZE
Lienry baedxy7Fry L, ¥ 7F v L
7=y v e haERor~ ) —% %k
RLET,

GE) ZOawy Rif, A== A TN
LA¥2 (AL vTFFR—F) FA—h
F X INA B —T A X & LT
EZET DTy NOXF Y ST v %
PR—FLTWEEA,

ethanalyzer local interface vian

A== A PR VA Y 3 ALy FARIEA
X —T7 x4 A (SVD) %I L TEZE LI
ry Xyl Fr L, I bhaiFHos
~ =K RLET,

ethanalyzer local interface netstack

Netstack ¥ 7 h 7 =7 a > R—R v M4 LT
A== N PIZ K o TEZAF SN
My 7F v L, 7v haFRovy<l —
EFRIILET,

{I | [1] | } ethanalyzer local

B L — 2 FZHIRLET, 7 L—2802iE, 0—

Ethanalyzer &> v a2 VN TH ¥ 7/ Fx 7§57

500,000 DEHfEEZIEETCEET, 0 2 FHET
% & | Ethanalyzer & > ¥ 2 2 HEIITAE 1L
T A HNC A 500,000 7 L — AR F ¥ FF ¥ &
ET,

{l | | | [} ethanalyzer Iocal

e 7 L —ADE ST, 192—65,536 DEHEIC T

XY SF YT AT L—L2ORIEHIRELET,

HILENTEET,

FSTNoa—TFTa0FDY—ILEBERR .
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FSTLYa—F 4T DY—ILEFHER

avU kR

S

{111} ethanalyzer local
nefaeratpendrbadradimadaimgripotdemrddacaiLreie

Berkeley Packet Filter (BPF) ##§3C& i/ L T
XX TF YT BNy NDEA T HT A NH
Vo7 LET,

{I [ | [} ethanalyzer IocaJ

Wireshark F 7213 TSharkZr 7 4 VX Z{HH L

BT, T D2F v I Ty Shiz sy boX

A THT4NE) T LET,

{11111} ethanalyzer local
inerfecranizperdinbendinbendinnbend atmgmipotdramavanwiite

XY T TFY LT — 257 7 A NMIRFLE
To ARNRA R L—UFF v a 0003, A
FOT—NT7TFyva, v T7T7va,
USB A R L—U T3 A F MR b
L—URBH Y £,

ethanalyzer local read

XY T TFxYEINTT—F 77 ANVERWTH
W7rANVE, ANRANL—Y AT g
Wik, AAMvIFDOT— 7Ty va, 0l 7
Fwia, USBA ML —F R, 2 F£120%
FRMEA N L—UNH Y £,

{1111} ethanalyzer local
nafaefropendnoandrbardinnberdatmgripotdamdlanaictp

Ethanalyzer & > ¥ 2 > % HEIICIE LT D5
FEEE LET, v a Ol
() | write¥—7U—KZEHL X7
Fx 7y N7 7 A MCEXIAD EXITR Y
TFxT 577 AN BEXOwrite¥—7U —
REfEHL XYy 7Ty Ty heT7 7 AV
WCEZXIADE XL T 7 ANV A RERETE
£,

{I [1]]] } ethanalyzer local

A=

Ethanalyzer Dx ¥ 7F ¥ U 7 RNy 77 7
LEd, Z2OF 7T g 03, write
F—U— RNEMAGLETHERTLE, U
ﬁﬂ,77m@10uiw774w:%ﬁm
FBZAENET, HILWVWT 7 A MTEZA
@ﬁu (Z Ethanalyzer 233H& 9~ D Ifi] (RDHELNL) |
Vo7 RNy T77O—fe LTRSS L2774
LD, BEIOY 7 RNy 7 7 AOEA D7 7
ANDT 7 A NP A XERETEXET,

{11111} ethanalyzer local
inafasgraypendinbencincendininbendiaumgmipatdenneMancitl

¥ 7T LISy bOFMART B by
wERRLET,

{1111} ethanalyzer local
inerfeceratpendinbendnbendinnend aimgipatdamadaran

XX T F ¥ STy b 16ERIE A THR
A~LET,

B B rSoLva—FavInoY—LETER
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avw vk =E):g]

AT} ethanalyzer local LAY 3 A0S —T = ANT 7 4V FLSL
INHtﬂiUtﬂTﬂ“GfdﬂfﬂmnﬂIﬂdﬂnﬂJﬂﬂTKhﬁTdkTMf 03\H1FG:$5%3%%€?&C\ l//f4V3 4’;/57__;73:
AANALN—To5D VRF ZFEELET,

A RS4 2 ERIFEIE

L ATVIALHE =T 2 A ANT 7 4V NSO VRE DA L /3—ToH Y | Ethanalyzer &
va Y THRESNTWAHA (72& 21X, ehanalyzer local interfacefront-panel ethernet1/1
% 7213 ethanalyzer local interface port-channell ==~ > NK&fiH) | vrf ¥ —U— R &{#
LT, V1 ¥3A2¥—7=xA AN EBthanalyzer ¥ v 2 a VIND A L N\—TH 5 VRF %5
ETAMENSY 9, 7-L 21F. A—3— A PN VRF Tred] O LAY 3 FiHE <KL
AR— b Ethernetl/1 27 L CRAZE/2ITHE LT v b & X v 7 F ¥ 3 5I121%, ethanalyzer
local interface front-panel ethernetl/1vrfred =~ > K& H L E 7,

o 77 A NA~OEZIAHRKEIZ, Ethanalyzer & > ¥ 3 > 23 500,000 /37 v hEX ¥ 7 F ¥ L
e, FE7 7 ANV A XH 11 MB IZ# L7254 . Ethanalyzer X H BRI 45 11 L E
ﬁqo

1

switch (config)# ethanalyzer local interface inband

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

autostop Capture autostop condition

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol
information

display-filter Display filter on frames captured

limit-captured-frames Maximum number of frames to be captured (default is 10)
limit-frame-size Capture only a subset of a frame

mirror Filter mirrored packets

raw Hex/Ascii dump the packet with possibly one line summary

write Filename to save capture to

| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

2021-07-26 09:36:36.395984384 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307 PRI:
DEI: O ID: 4033

2021-07-26 09:37:36.406020552 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406155603 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406220547 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

~N d o 0 a9 J
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8 8 2021-07-26 09:37:36.406297734 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307
PRI: 7 DEI: O ID: 4033

9 2021-07-26 09:38:36.408983263 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205
PRI: 7 DEI: O ID: 4033

M T e I ERAE R TR T AICIE., (detail A7 a v AHEHLETHLEIS LT, F¥
TFYOEFTCul+CEFHLTHIEL, AAMvF a7 hERTIENTEET,

switch (config)# ethanalyzer local interface inband detail

Capturing on 'ps-inb'

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0

Interface id: 0 (ps-inb) Interface name: ps-inb

Encapsulation type: Ethernet (1)

Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 64 bytes (512 bits)

Capture Length: 64 bytes (512 bits) [Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:vlan:ethertype:datal] Ethernet II, Src:
00:22:bd:cf:b9:01, Dst: 00:22:bd:cf:b9:00

Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00

00 o ool oo ... = LG bit: Globally unique address (factory default)

ceee o0 Lo ool ooy oo = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01

Address: 00:22:bd:cf:b9:01

00 ol ool oo.. ... = LG bit: Globally unique address (factory default)

ceee v 0 oo oo oo o... = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)

802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033

111. .... .... .... = Priority: Network Control (7) 4 ...0 .... .... .... = DEI: Ineligible

1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob 0Ob Ob 0b Ob 0b 0Ob 0b 0Ob Ob 0Ob Ob 0b Ob Ob Ob ................

0020 Ob 0b Ob 0Ob Ob 0b Ob Ob 0Ob Ob 0b Ob O0b Ob ..............
Data: a90400007da2fe60474£4c44000b0b0b0b0b0b0b0b0b0b0b.. [Length: 46]

X ¥ I T HICRFRT D0, HDHNET 4 AZIRAFET D37 v M ERIRT 5121
lcapture-filterd 7'V a VEZHLET, F¥ 7T ¥ 74V FiX, 7 4 )V FUEFIZERD
YT TFXefFFLET, 7y PORBERZITIATOR TW RO T, 74 VF 74—/ R
EHONEORDLNTEY | [REINTWET,

YT T T ANDE 2 —5 B ETHIZIL, display-filter 47 v a U EEHALET,

AT VA T4 NVE T, BRIOBE SNy VEFERT O, xvy hT—2 b I/HX
T 7 ANEGITT DERCIETIEME N ORER T 4V F ) 7 HFATTE £ T, Ethanalyzer

= %kf%ytk?%&%M®774w’i%ﬁﬁiﬁﬁh%énfw&w%é\%yf

T LT —F % W7 7 A WCEZALET, D—WF7 7 A VX, capture-filter 47

Ta Nl —ET AT RTONRT ]\75\—5%3774’11/ EXAENE T, display-filter 7

B B rSoLva—FavInoY—LETER
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T a Nl —EHTHE NNy NOBNERINDTZO, 2—FOMERWICERRT 4V DME
HEN3 ETITnoiFWIicen 47,

”ODﬁﬂ7? v limit-captured-frames N5 \—EZXEE§%I7TU\jEj‘ capture-filter T a sk
fEfl9"% &, Ethanalyzer TiX., 7 4 /L4 host 10.10.10.2 (T~ T2 5 >/ v hEFRL
F9, ldisplay-filterd 7> = V& T 5 & Ethanalyzer TiZ, 3525037y haX%y
TFx L., 7 4VH lip.addr==10.10.10.2] T D57 v hDOLEFRRLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2 packets captured

write 77 a3 UEMEA LT, % THWTD72DIT Cisco Nexus 9000 >V — X 2 A vF LD A

FL—Y 734 2D 1> (boothflash, logflash72 &) 1D 7 7 A NMIx Yy T TF ¥ T — X % E
TR ENTEERT, FvTFx 77 ANVOYA X, 10MBICHIRS LR T,

lwrite] A4 7L 2 > %ZffiH L7- Ethanalyzer ® =~ > R, ethanalyzer local interfaceinband
writebootflash:capture file name C7°, KIL capture-filter #{HH L7z write 7 2 2 » Df &
first-capture DN 7 7 A NZLERLET,
switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?
bootflash: Filename logflash: Filename slotO: Filename
usbl: Filename
usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T T T—EINT A NMMRGFEENDEE, T 74NV FTE, Sy 7 F ¥ Iz 7 v b
—IF N 4 RTICFRRENTFYA, ldisplayd 7T a3 U &2fEHAT 5 L. CiscoNX-0S
TIE, ¥ T T T—F T 7 ANVRITFELENL, Xy haFRRLET,

FSTNoa—TFTa0FDY—ILEBERR .
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capture-ring-buffer 4 /L a VEAMHTH L FHE LR, BELE 7 v AV £
FRELIZTZ 7 ANDIA ZDBITEED 7 7 A VHPMERR SN ETRIZ, ZRbDF T a D
ERERLET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read 7V a VEMHT DL, TAAL RAARICREFESNIE T 7 ANV EHAHARD ZENTEE
ﬁ—O

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

switch (config)# ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 e oo woo. o... = IG bit: Individual address (unicast)
ceee .00 Lo oo oo ..., = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:c4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
o 0 e oo woes ... = IG bit: Individual address (unicast)
e .00 Lo Lo oo o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0xc0O0 (DSC) 0x30: Class Selector 6; ECN: 0x00)

Y= RELFPCITT 7 A NEEREL, 77 A, cap 7 7 A NVETIE, peap 7 7 A V& B Fx
W% Z LN TE 5 Wiresharkk MO T 7V r—2a  TEOT7 7 AN EHAMDZ L H T
TET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

N B rSoLva—FavInoY—LETER
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Ethanalyzer O {# .

Connection to Server Established. TFTP put operation was successful
Copy complete.

decode-internal A 7 3 a M d, Nexus 9000 D /34 ML HFIEIZEET 2 NEEHR L2 L L E
T ZoE®IT. CPUEBIRT 57y ho7a—28ffL, NI TNV a—T 4 7 TH0
N RVASE S I

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: Falsel]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0f:43 (00:26:51:ce:0f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

0 eee oo woo. ..., = IG bit: Individual address (unicast)
ceee .00 oo oo woo o.. = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0£f:43 (00:26:51:ce:0f:43)
——————————————————————————————— SN T Pm—m = o

NX-OS 1 7T v 7 A% 16 #EHITEH L THh 5, Local Target Logic (LTL) A > 7 v 7 A%
HETNTGREA X — T = A AT~ v 7T 57291 show system internal pixm info Itl {index}
avr RafHLES,

1DDIPHRRAMEDETORYRYENE S T4 v I9DF Y TF¥

host 1.1.1.1

IP7 FLADEFHEDBTOYRYEINBE LS T4vIDFvTFxr
net 172.16.7.0/24

net 172.16.7.0 mask 255.255.255.0

IP7 RLADEENMNSD CS T4 v oDFvTF+

src net 172.16.7.0/24

srenet 172.16.7.0 mask 255.255.255.0

IP7 FLADEBRAD S 749 9DF¥TF v

dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 3714 v I DH¥x v TF ¥

FSTNoa—TFTa0FDY—ILEBERR .
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UDLD /% B[R U > 7 fiHH, VTP I VLAN Trunking Protocol, CDP (% Cisco Discovery Protocol
‘(“ﬁqo

ether host 01 10010cccllcclce

MAC7 RKLRAEDBITHLYRY ENDE ST 9 9DFv TF v

ether host 00CJ011020103104705

GE)

and = &&
or = ||
Not =!

MAC address format : XX:XX:XX:XX:XX:XX

— Moy ka0—J)L JL—> JAakal

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol

* STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

«UDP & TCP OR— hFEBD Y & K
Ethanalyzer [X, CiscoNX-OS 3/ ~— R =7 Tk T 57 —% NI 7 4 v 71 3Fx 7 F ¥ L&
A,

Ethanalyzer (%, tcpdump SR UF ¥ 7' F v 7 4 VX RESCEFEHA L ET, X Wireshark# R~
T A NIREL L ET,

KOBITIE, F¥ T Fryaner—4% @7y MIRESNE) 28 Z—T A 2L
WICRRLET,

switch (config)# ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
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Ack=0 Win=64475 Len=0
2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOFITIE, 1 DD HSRP X7 MZOWTH ¥ 7 F ¥ LToT—F DMz R LE T,

switch (config)# ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
...l ..., ... ... .... = 1IG bit: Group address (multicast/broadcast)
ceee .00 o oo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

o 0 oo oo ooes ... = IG bit: Individual address (unicast)
00 o ool ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4

Header length: 20 bytes

Differentiated Services Field: 0xc0O (DSCP 0x30: Class Selector 6; ECN: 0x00)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: 0

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0x46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28
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Checksum: 0x8ab9 [correct]
[Good Checksum: True]
[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: 0

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

WOBITIE, BRTANEZEBERA LT, 7277 4 772 HSRPIREED HSRP /%7 v b DB % FKoR
L\i‘a—o

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured

Ethanalyzer /Xy 2 559V K X v TF v JOEABEUA VNV Ky y FOBESIRE

Ethanalyzer |Z, A >N R AXTry Nax vy 7 F ¥ T\ VI 0 0 K27 L LTIATT
EET, ARy B F—HZPCAP 7 7 A /LD RAM A E VIS ET, &RE
AIREZRHI R SN BED PCAP T — % (XEFRRER 7 7 A VA A THEFBERED 7 7 A )V)
EWOTHEHTEET, $IRICET S E, KbEHWT 7 A ADREYICBIEOF ¥ 7F v T
EEEXINRET,

Ethanalyzer D/Nw 7 7' 0 REATICL > THR ¥ I F v ST —ZILRAMNIZH D |
T— 7Ty vl e SR TIARNIC EEEXEINE T, 2R T—H EMRTED L
INTT BT, ATy 7 vay NEERETALERHY £7, RAM M HERRO T ORFHFE
A NL—=Y (=17 T va) ~OPCAPERD NNy 7 7T R at Rz L BifGs
NHRry hFy FFYREa— L%, 2T v Fay AERTEAE. HHTEE
BT =TTy a il EBETOMNERSY 7,

AFvFay bME, CLIZA L C2—FRFEHTHRY H—T&E9, EEMA Y U—(F, FE
DARY NCAFT T vay be NI T—F257DICbEATEET, NI T—OFERAFIE L
T AN R U= IR ERSINTZLEWVEZB X 72546, CoPP Ry 7N L EVWELE X
TEHBRENHVET, AT v 7 vay MI, ARV FORERFETITED NNy b3
Ny RiZey PLTWEnERLET,

L— hEE=FT58546, 2—R@EE THETLHIL—FERITFR L — M2 LEWHEE
RETHULENRHY T, Zhi, BBEUSNOT F— OB A ERET 25 72 DIk ET 5 3
NHYET, TFTOHBNEEEMA Y > — TR b U H—2 T84T, EERLETT,
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Ethanalyzer O {# .

INODTT T 4 AR WE | BRI PCAP T — 2 N KEICA T v TV a v MEE
N, 77— h 7T a0l VIR L TREMEN B U 17,

Ethanalyzer [Z, Ny 7 770 Rty a  OFMEERE.,

v ia OREEE,

Ethanalyzer (D 2 F v 7L a v b, BIXUORY I VS0 R vyiay AF—% A %R
T 5D show 2~ > REBEMT 57200 CLIZEMLE L7, TXTO CLLTAD) D 3

ITLETS,

5= 2: Ethanalyzer CLI

CL

B

ethanalyzer background-session config
<filenamelfilesize|numfiles|session>

BNy 77 DF ¥ T F v Ny RO
Ethanalyzer N\v 7 77 7 K Fag X/
arDORI AR ERELET,

* Filename: Ethanalyzer /N> 7 77 7 L K
¥y 7Fx TR Lo TIRIFENTZ
NP TTT R NNTy b Fx I Fy
77 AN,

« Filesize: —li N 7 > N 2 DX v 7
F¥ 77 ANDYA X, HOFHHIL 1—
65536 KB T,

* Numfiles: —If/N > 7 7 ITERAF S LD Fe K
peap 7 7 A VO, {EDOHFPHIL 2—16 T
‘g—o

* Session: Ethanalyzer /N> 7 77 7 L/ R % ¥
TFx by vareAhEIIESICL
£7,

ethanalyzer background-session restart

Ethanalyzer N> 7 77 7 KX ¥ 7 F ¥ & v
g U B/ E) L E T,

ethanalyzer background-session stop

Ethanalyzer /N> 7 77 U KX v 7F ¥ v
YaraERELET,

show ethanalyzer background-session processes

Ethanalyzer N> 7 77 7 R¥ ¥ 7 Fx kv
Ta rOFEMAER R LET,

show ethanalyzer background-session config

Ethanalyzer Nv 7 75 U R¥ ¥ 7FF ¥ &y
VarRET T ANEHLET,

ethanalyzer copy-background-snapshot

—FR ey T IxYy TTF Yy ENE T ANV E
T—=F 7Ty vallat—LET, 77N
1% peap I T,

FSTNoa—TFTa0FDY—ILEBERR .
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CLI B

ethanalyzer copy-compressed-background-snapshot | —fg N 7 7 2% ¥ FF ¥ SN 77 A )V %
tar L, tar 77 A NET— 7T w2l
E—LET,

()  ZOCLZ8EERETTLL, HWn
tar 7 7 A VDBHIBR S ET, HW
tar 7 7 ANV T— T T v allfF
ETAHEAIE, av—35Z L 2H
TLFET,

Cisco NX-OS VU U — % 10.1(2) Ethanalyzer Autocollection CLI |X, JXT® Cisco Nexus 9000 >
V=TT N7 —LTHR—-FINET,

=®

Ethanalyzer Autocollection CLI Z45
Y L5

Ethnalyzer Autocollection CLI ™ ITRD LB TT,

NI 7T R FaAEENNMZ NS TN, EBthanalyzer N> 7 75 0 R
0 AZFEE/BHET OMNERH Y T, REVELEIND L, ROEEA vy E—UN
2 —HFICRREINET,

(R EDEF & AT Zi&, Ethanalyzer/Nw 7 77 7 R 7 ut A& H{iE#E L T2
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A== A FOIEMENRYR—FESNTWETS Ty N7+ —ATIX, 77T 4TI A—
IN—=NA P DAL v F A —/N—|Z K-> T, Ethanalyzer /N> 7 7F 7 F‘ﬂF’\?j’?’”’vj’D
TANEBINIRBINRN EXH Y £, = —FX, Ethanalyzer/Xv 7 77 7 K7
0t A% TEICHEETALERHY £9, AA v F A —/3—%|Z Bthanalyzer /N v 7 75
Uy R TreRE BBNICGET 2581, T2 T 47 A=A FTkyrar A
=T NEREL, AAyTFH2In—RFLTAMNITOIMERHY £F, ZDH%, A1 v
FA—=N=PRELTHEETH, HL T 77 1 712757 A—s3—/3A % T Ethanalyzer
N7 7T 70 RFry7Fy 7TabARNABNICHBESNET,

CLI 15
CLIIHNDfF] : X Tha~y FiEA xX—7 0 E— FRbFEITINET,
ATy TRy 7757 RCFEITII TS Ethanalyzer & v > a VA HCLE T,
switch# ethanalyzer background-session config session enable
switch# dir bootflash: | include dump
1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml

switch# show ethanalyzer background-session config
<?xml version="1.0"?>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources -->

<!-- path: background packet capture directory where ring buffer files w

ill be saved -->

B B rSoLva—FavInoY—LETER
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<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-——>

<!-- session: Enable/disable background packet capture session process. App

licable for both boot-up as well as session restart -->
<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>
</ethanalyzer config>

wIZ, CLIOH D Z R LET,

switch# ethanalyzer background-session restart
root 30038 1 0 13:58 ttyso 00:00:00 /usr/bin/dumpcap -n -b filesize:
2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 Ny T Ry a VRENT A= ORER

switch# show ethanalyzer background-session process

AT v 73Ny 757 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 Ethanalyzer N 7 770 R ¥y 7T v v arOFETOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttyS0 00:00:00 /usr/bin/dumpcap -n -b filesize:2048 -b files:2 -i
ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

switch#

A CLIZFET LA Ty Fay hNaxy 7 Fy LTHERRTH

switch# ethanalyzer copy-background-snapshot
Copy packet analyzer captured frames to bootflash...
Copied snapshot files

72 -rw-rw-rw- 1 root root 65844 Jan 21 00:21
CAPTURE 00001 20210121001903.pcap

switch# ethanalyzer copy-compressed-background-snapshot
Copy packet analyzer captured compressed frames to bootflash...

Copied snapshot files
28 -rw-r--r-- 1 root root 27181 Jan 21 00:22 CAPTURE.tar.gz

5 - Ethanalyzer 2> 7 a2y hOHBIEDO MY H—L LTA R N b— K E=X
Vo7 2ERAT 5,

FSTNoa—TFTa0FDY—ILEBERR .
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RIAVNVFL—FEZRYLTCUL T T

CLI BLL]

FEE—F system inband cpu-mac log threshold rx rx_pps tx
tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

H%hET— K (Enable Mode) show system inband cpu-mac log threshold" to
display settings

F7 4k off (PPSAE 0) . 2w v ~LRRE 120 £,

AiO® 7 va Tt L2 & 912, Bthanalyzer N 7 75 w2 K 7o ABREN R E S 4L,
EITSNTOD ZEREHEL 20 £3, ZOMMAFNZIETEE LT IO Y 7L
L= ERBHD ETHN, 2—FEIeF o JIElTHEEXONLBENRL— T 503
NV ET, 2—VFOBEMEZEZ D LEWEIL, FMEDT 7 — F D% [FLEEd 5 7 12 iH
T HMENHY T,

GE)

DIFOBHENNE EEM R Y > —THR K M) T—2 #0483 EENLETT, ZnbDihE
IZHEbRnE . REDOPCAPT —Z N ATy 7Fiay MEEh, 7— 7T v aBbnoiFn
W27 B ATREMERN S U 4,

max-triggers /X7 A —H X, T I T 4 TIRA—IN—=NAHFDT— T T v =

(bootflash:eem_snapshots) @ eem_snapshots 7 « L' 7 k U IZKFANZIRF SN TND AT v 7
Ay b7 ANDOEIIKHLTT =y 7 SNET, A=A P 2L v FA——DEH,
UL T 7T 4 TN g o e A== FOWELRIT, UHNZT 77 4 T ol A==
FONER L TR D561 HY . TOREK, BENERHFHINLINE I DRIRED £,
HEEOHBIZ, LT 7T 4 IR TEA—NR—=NA DT~ 7T v ¥ 2 FET D
AF T vay NN RUCESTRRY £7,

BEINT=T 4 L7 FUNDT 7 A VO max-triggers & —E9 2% &, BENUEIEL L F
T BERGTLICE, 2R T 47 MU ATy T vay N7 A VEHIBRL T,

7 7 A WV max-triggers £ 0 720y ME] 12U, BIO&E (max-triggers 7* 5 [value) Z 5[\
728) OBENELTATOMLENRDY £, sFMIcOWTER, TR T—_"—=ADA X |
v 7 OHENE] OIE% [Embedded Event Manager DF%E] DETHEMRL T EIVY,

271 ANV R Lb—h =X Y T E2HMBTH

switch (config) # system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx: 400 PPS, Tx; 4000 PPS

Log throttle interval: 60 seconds

[RYH—_R—=ADA X b rrOBEENUE] DOE% [Embedded Event Manager D% &) D
TmHERTWE L IIIE, NI H—_"—20u 7 77 A VOHBNELZFIHALT, T4L7 b
VEERLET ROFITIE, T4V 27 MY OATIE Tauto _collect] TF) ., EEM AR Y v—

B B rSoLva—FavInoY—LETER
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EEREIIENCT D E, A Xk 1l L ethanalyzer pcap DFLAIAIL AT~ 7 9 v MY
LRENTR D 5,

AT T2 T4 VY MY EERT D

create auto_collect directory

switch# pwd

bootflash:

switch# cd scripts
switch# mkdir auto collect

ATy T3 AN RF =Ty B =2 AT D
switch (config)# event manager applet syslog trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3
$_syslog _msg

THUCED . 60 HT D K Ix O HEIENAMICZRY | AU R YT =% L THE TR
3[El, [ U syslog b U A —IZ%t L TR max-triggers x num_files pcap 7 7 A V& {R1fF L £
B :3x2=677141) ,

EREofFE AR 0 KED ICMP ZERARLEIT 574 A b 20.1.1.100 DFEEMEEZEFE L £7,

switch#
2021 Jan 29 15:15:27 switch %KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400
PPS reached. - kernel
2021 Jan 29 15:15:28 switch %KERN-1-SYSTEM MSG: [17182.997911] Inband Rx threshold 400
PPS reached. - kernel
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:15:30 620969861 KERN-1-SYSTEM MSG
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781 KERN-1-SYSTEM MSG
DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861 KERN-1-SYSTEM MSG PROCESSING
switch# dir bootflash: | include capture

2048040 Jan 29 15:15:29 2021 capture 00004 20210129150732.pcap

169288 Jan 29 15:15:29 2021 capture 00005 20210129151528.pcap

Ry 7T RTFa A TxFYy P FvENET7 7 AV T a— R+ 5T1L, P AaTACTF—
HZRBEWAEDOELTEE N,

ERE] . A E N GEARAHROBEEIZL 7 2 9> YAML) b U T —0OfEH (CoPP Fua v
L & VWM )

RIRSAFIIR D LB Y T,

L AR & 512, Ethanalyzer /S 7 77 0 v R 7 a v AMRENRE S, FATSNTOET,
2.HIOFERBIDOAT 72 L AT v T 3MET LTNET,

Ray 7RRAETHEEAZ2ET527 7 AD CoPP LEWVWVERX V724 LET, FEflliC
DWTIEL, CoPPRRENA N () 22T 7ZE0,

Z OFITIE, ARP 2 &Tr7 T A copp-class-normal DA, L X VMEIX 1000000 [ZFRE S, =
Fo 7 LoUbiE 1 (autocollect IZHKIETE D +07amE) ITRESINET,

]
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class copp-class-normal

FSTNDa—T4 0 TDY—ILERER

logging drop threshold 1000000 level 1

AIOEHABICHERA LIS DERUTUT 4 L2 MU (bootflash:scripts/auto_collect) T, 7 7 A /b
copp.yaml ZKD L HIZIBMLET (copp= 2> HR—F M) ,

#*********************************************************************

#

# File: comp specific yaml

# Author:

#

# Description: Module Makefile
#

#

# Copyright (c) 2019 by cisco Systems,
# All rights reserved.

#

#

# $Id: comp specific yaml $

# S$Source: $

# SAuthor: $

#

Inc.

#*********************************************************************

version: 1

components:
copp:
default:
copp_dropsl:
serviceCOPP:

match: CoPP drops exceed threshold

commands :

ethanalyzer copy-background-snapshot

LReOFERR : 7T ATCoPP Ry 75| X TKED ARP ERZFE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP _DROPS1: CoPP drops exceed threshold in class:

copp-class-normal-log,

check show policy-map interface control-plane for more info.
switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane
Service-policy input:

class-map copp-class-normal-log

copp-policy-strict-log

(match-any)

match access-group name copp-acl-mac-dotlx-log

match protocol arp
set cos 1

threshold: 1000000, level: 1
police cir 1400 kbps ,
module 1

transmitted 25690204 bytes;

bc 32000 bytes

5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;

5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec

switch#

at Fri Jan 29 15:49:56 2021

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872
2021-Jan-29 15:49:50 522271686

o B rSoLva—FavInoY—LETER
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PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING

switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap
1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap

SS0 M ENE
AU A== XA P NN 7 TS5 Rt AEE session = disable THIE) L 7~ 13
B =TI D A== A Y N7 7T 4 T olc b 2T vt A HEEIT 2 BB
HYET,
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

+ [Cisco Nexus 9000 >V — X NX-OS Layer2 AA v F > TREHA K]

« [Cisco Nexus 9000 + U — X NX-OS VXLAN i&7E 7 A K]

« [Cisco Nexus 9000 NX-OS A % —7 = A AGREHTA K]

+ [Cisco Nexus 9000 >V —ANX-0S L =F ¥ A h L—F 4 L THEHTA F]

SNMP & & U RMON D H7R— k

Cisco NX-OS 1%, FHEWN—A (MIB) &#@E (b7 v 7 LIHH) %2 E T )/A#7 SNMPvI,
v2. BEXOVI OV AR— 2Rt L F4,

SNMP HEH#ETIE, CiscoNX-0S ZEHH LE=X U 745K MIB &V KR— 45— F/R—
FABlT Y r— g R EATEET,

SNMPV3 (X & HIZJRFi7e X2 U T BB A 2t L £ 3, &7 /31 A TSNMP H—E X & H%)
FITENCT DL OICIRTEET, £72. &7 /31 AT SNMP vl 35 LU v2 ZER OS5
EERETEET,

CiscoNX-0S 1, VE—h EF=H#Y 2 (RMON) 77 —LBIOA XV b P HR—FLF
4. RMON7 T —LAL & A Xy ME, Xy FT—ZEIEOZALICHESNT, LEVWEORESE
HDREEDA T =R N Z Rt LT,

[7F—2b Z—7 (AlarmGroup) | T, 77— ZRETEET, 7 I =A%, T/A A
WD 1 DEIIEEONRT A—FICHETEET, L& 2IE. 7351 A0 CPU EHFEORE
DLUZXF L TRMON 7 7 — A% RETEX £, BEventGroup T2 &, 77— A54
WCHSWTEITTET7 73 arTHhHARV MERETEET, PR—FENDARX bDH
A7IZE, vX 7 SNMP b7 v BXOe T R v I REENET,

SNMP £ L T RMON D% E DFEMIZ DWW Cid,  [Cisco Nexus 9000 3 U — & NX-OS & A 7 A
EWERENTA K] 2L T EEN,

FSTNoa—TFTa0FDY—ILEBERR .


http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
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PCAP SNMP /\—H—D &

PCAP SNMP /X—H—{X, .pcap B TH v 7' F v &7z SNMP X7 > R &9 %Y — /LT
T, AA v F ETEMEL, A4 v FIZHEESINDHTTD SNMP get, getnext, getbulk, set,
trap, 33 K O response ZROFEFHEHR LA — M EEK L E T,

PCAP SNMP N—H—2 T 5I121%, ROWIT N rOa~vry RefFEHLET,

« debug packet-analysissnmp [mgmt0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
EHALTHEEOREMO N7y hexx 7T v L, —W peap 7 7 A WITRIELE T,
WIZ, ZD peap 7 7 A MZHEDNWT ATy REpHT LET,

FERITH AN 7 7 A VITRFESNE T, HA7 7 A ABREIN TV RNGAX, 2 Y —

TN SVET, keep-pcap 47> a VEERHT A5G ERE, —K.pcap 7 7 A MIET

74N FTHIBRENET, Ny N XX T T XIL, TIANNOEEA L E—T 2 AR
(mgmt0) . E/ZIFHHENA 4 —T =2 ATHFEITTEET,

i

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BETF D pcap 7 7 A VT H D F ¥ 7
Fx Lic™ry NengrLET,
£ -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

I, debug packet-analysis snmp [mgmtO | inband] duration =~ > KOFEFHEHR L AR — k D
ZRLET, :

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde(09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!
Statistics Report

SNMP Packet Capture Duration: 0 seconds
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raoius 2717 |

Total Hosts: 1

Total Requests: 18
Total Responses: 18
Total GET: O

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: 0

Total BULKWALK: 0 (BULK: 0)
Total SET: O

Total TRAP: 0

Total INFORM: O

Hosts GET GETNEXT WALK(NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE

10.22.27.244 0 0 1(18) 0 0(0) 0 0 0 18

Sessions

MIB Objects GET GETNEXT WALK (NEXT) GETBULK(Non_rep/Max_rep) BULKWALK (BULK,
Non_ rep/Max_rep)

ifName 0 0 1(18) 0 0
SET Hosts
0 10.22.27.244

RADIUS % ¥ F

RADIUS a2 haLiX, ~v R RO RADIUS — L 7 T4 T T4 AW, Bk
FERI VLT UV VERBRTATOIMFERH IS e ha LT, ZoDEM X, kD3
DODYP—E R 7T A (CoS) IZEE# L TWET,

o WRIE

« FFAf

T HI LT 4T
IR, BEDT NRA AT VAT Haa—FORHEELEWR L TWET, RADIUS ZfEH L
T, CiscoNX-OST A AT Vv AT H5a2a—F T hU v hEEFRTEET, T/ A~Dn1

TA i Db L, CiscoNX-0S 2 X - T, D RADIUS — "OERIZIESN T2 —F i
AERTDRET,

FFAlL, BREES N2 —V O 7 7/ B AFFA[EHEZER L CWET, 2—PFIE ¥l —
1T, =P T 7B RAEZHATIET AL AZADY A& EHIT, RADIUS Y — NICRE TE £
T, 2—VPNRWIEEND L. T/ AFXRADIUS F—REZZBR LT, =2—V D7 7 & AfHH%
RELET,

THIT 4 TE, TAALZADERH Yy g v DEIRE SN0 SERE2ER L TWE
T, ZOBREMFHLT, NI TN a—T 4 v I/ BIRa—F T AT 2T 4 DLR—

FSTNoa—TFTa0FDY—ILEBERR .
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FEAERTEES, 7THUT 0070, v—RhEiR) £— FTEIETEET (RADIUS
ZEMLT)

WRIiZ, ThorTar a2y M) 2RRT 502 LET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp_ 1039928528 172.22.95.167:public:Switchname

GE)

TAVCT 47 uZid, Fyvarorillik GIGEKT) ZzRrLET,

syslog O &

a4y LAJL

VAT A A= uX Y7 T EEALT, Avk—URu S T A NVIRIET
B, FIFMOT NS AZERIE L ET, TOEREETIE, ROZENTEET,

cE=H YT BIORN T TNV a—T 4 DD u JIEROTE
XY T TF X T TIHERDZ A T OERPR
« X ¥ TTF ¥ T D u TIEROLEIEDEIR
syslog ZfE [l L T AT & A v — V&R MIAIC 2 — B VITRAFELTZ D . R0 syslog Hr—/3

WCZDEREFE LY TEET, syslog A vE—T%har Y —IEELTTSIERTS
ZEHLTEET, TNHDOA Y E—VOFMIE, BIRLAEREICL S TRR2Y £,

syslog A v &—U1%, ERKEIZS LT, debug 205 critical £ THO 7 OO H 7 IV IZHHINE
T, TAL ANOREFEDH —ERZONT, LR— SR ERELZFIRTEET, &2
(X, OSPFH—EADT Ny 7 A X b OAEHRE L, BGPH—EADT X TOEKE L~
DARY Mol T D5 ENTEET,

0y Ay—U, VAT AHEESZIITEEINRTWEYT, 7272 L, EKRED Critical AT
(Lvo, 1, 2) OIRK100fEOT 7 A »E— I INVRAM IZIRESNE T, Zoa 7T,
show logging nvram CWOTHRRTEET, a~vr NEFEHLET,

Cisco NX-OS CTlE, RO X7 L-YULRYR— S TnEd,
s 0-emergency (FE2)
o l-alert (Z3)

* 2-critical (FEEK)
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Telnet £7-(E SSH A% 704 2—T it [

* 3-error (-7 —)

* 4-warning (¥45)

* S-notification (&%)

* 6-informational (1% )

* 7-debugging (7 /3> 7))

T 7 AN RTHE, TAAAZED EEEREERVAT A Ave—Unas 77 A4 VICHE
RS, ENDODA v E—UN AT LAy —VIEFEINET, 2L, 77T«
A TBILVPEREICE ST, RETIHIVATLAAyE—VEBETEET, VT AXA A
DTNy TR LOVEHEZRLT 272D, AvB—TIEH A b5 A TRMEnET,

Telnet £/=IX SSHADOX T DA +—TILL

VAT A OX T A=V, TN NERRREFLOOX T Ty T 0 BIW
BREOHEIZESNTa Y —/WIEEINET,

eV —=NOuX T hkT =7 MIT 5HIZIE, nologgingconsole = v > Ka a7 ¢
Fal—varyE—RNCHEHLET,

e Telnet £721X SSH O ¥ Z 2 HNTT 5IZi%. termina monitor =~ > RZ2FETL=E
7,

eV — bty iar~0OuX T ETF 4= NERIEIA F—TNICTHE, FOIREE
. TRUHOTRCHOaryyY— Lty va AEAINET, 2=ty a a2
TLTHHOE Yy v a cHRr 7 A > LEEGA, IREBITHR S TWEd, 72720,
Telnett v > a v FRIESSHE Y a v ~DuaXr 7oA F—TNVEFIZT 4 B—7 VT
THE, ZOREFZFOEy Va rIEFICEHESNET, 2=y a a2k TLE
bLix, TOREBITHERINETA,

ZOIETHI LTS nologgingconsole 2~ > Kix, v/ — X r &7 42— /LC
L. 774N FTAR—=T IR TWVET,

switch (config)# no logging console

ZOWETHA L TWA terminal monitor =~ > RiZ. Telnet £7-1% SSH O u X 72 H T
L. 774/ FTIET 48— MR >TWET,

switch# terminal monitor

BN

syslog DF%EDFERNZ DV TiE,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZM L T 7Z S0,
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SPAN O {5 FH

AL v F RBF—=FTFF7A4Y (SPAN) =2—TFT 4 U T 4 %o T, MR N T TNV a—T 4
VI DFEITFELIFEEDOT SV A= a R ANNSL NG T 4w IOV IV EREL, e
TIT 4 TIRT= R TG EIT) ZENTEET,

TNA ARELEE L THRRAETERWEER Ry NV —2IZH 2551, #@F., Y han
LAV EFRDMENRH Y £7, deébug 2~ REFEHTIUX, = K /—REF 31 AR/
DOHH ST 7 4 v 7 BRRDLZENTEET, L, FFEO=Y K /) — RERELE 135
T BT XTORNT 7 4 v 7 ICESRELYTHMERDILAIL. e hav T T4 &4k
HALTFe hay hb—2&2F ¥ P F ¥ LET,

Ta hav T F AV EFEAT DI, DRG0 T A A~DTA NT F T4 FEHAT
BHUNENRNHDET, ZDEE, THRAAREDOALES T/0) 1TFErEnEd,

A—Hh Xy b Xy FU—27TiX, SPAN—7 4 VT 4 AL CZOMEE R TEET,
SPAN #1425 L, ¥ XTONTF 74 v 7 Da—%RG LT, T3 ANDOHIOR— MZ
HLECEET, 207t RIEOHERT A A HEET, N— R = 7N TERINLDD
TAREE CPUAMEZE ET,

SPAN Zffifi3 5 &, /A AN TMSL L7 SPAN By > a URERENET, 74 VX &5
ALTC, ZELEN I 74 v 7 FERITEE LN T 74 v I DBEXR T Fy TEXET,

SPAN D% E DFEMIZ DWW T, [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZM L T 7Z S0,

JIL— E—a D FER

—HOTT7y N7 —LTIE, 77y 87+ —LDLED Z HIRIELZENTEET, 20D
REIS, m— W NVEBEEN N T TN a—T 4 TR D T DI N— R =7 AUl IR
TELEOIC, "= =T &~— 2T 2DOIMEF 2 HIETT,

IN=RT 2T T 4T 4D LED ZREIEAHI12E, koa~vr RefFHLET,

avw ok EL:y

blink chassis ¥ —VLEDZ RIS EE T,

blink fan number 77 LED O 1 D% S S £,

blink module slot BIRL-EY 2—/LOLED & MRS EE1,
blink power supply number EIJELED O 1 % S S,
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watch 37 > FOER .

watch 3 <> FO{E A

watch =2~ K& 5 &, CiscoNX-OSCLI =2~ K FE 2T UNIX a2~ R &2
i, BT 2T LET (runbash 2~ K a<wr Rz@ELC) ,

ROa<y REFEHLET,

watch [differences] [interval seconds] commandwatch

« differences: =2~ K OE WA HFHFE R L ET,

sintervalseconds : =~ > N A EH T HBEAEE L £7, #PHIL0~2147483647 F0C
7,

scommand : BT A a~r RERELET,

Wiz, watch =< FZf#H L T show interface eth1/15 counters =t~ > KD H 711 % wF)> ¥ 5T
L., Mi&ESEZBRARTTIHEZ R LET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

SIS a—T4200DY—ILEAERBDEMNSHE

BEEEHR
ESPEREYS T=aTFILRAL ML

VAT NEELY —/ 1| [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]

MIB ['Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Reference]
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