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a<r REANNTHE, CiscoPython /S v 77— Otz LR TEET, TV a—LHDOI TR E
AV FICHT 218 MEREZ G T D121, FFEDEY 2—/MIxf L Chelp 2~ REZETLE

9, 72 & ziX. help (cisco.interface) (3.

cisco.interface B =2 — /LD 7 aXF 4 ZFK R L £,

ROBZ, Cisco Python /3 7 — VI D5 A Lm0 ik " LET,

>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME

cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS

acl

bgp
cisco_secret
cisco_socket
feature
interface
key

line parser
md5sum

nxcli

ospf
routemap
routes
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section parser
ssh

system

tacacs

vrf

CLASSES
__builtin .object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

XIZ, Python 3 1@ Cisco Python /X 7r—IZB 3 2 1E ¥k &2 Rox 3 2 k06 2R LET,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import cisco

>>> help (cisco)

Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

historys
interface
ipaddress

key

line parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.dict (builtins.object)
cisco.history.History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key
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cuzav> raroEs i

Python 7'm 77 I V' FifiZ, CLIZ~ > F&FATTE 532D API 2 L £9, APIIEPython

CLIEY 2—AnbRHTE £,

IRHD APLIZOWTIE, IROETHYILET, *fromdiimport =~ F&{H L TAPL #H
ST DRBERHY T, 25D APLOGHL CLI 2~ > RO T4 TH, Python A > ¥ —7
UAZMTCLI 2~ REEITT A, RO APLOWTAhO5[H 74 & LTCLI 2~ R

EANSILET,

Fz1:0L12< > K API

json_string = clid (“cli-command”)

AP oL

cli() HIBSCF E TR LT A2 T CLL 2~ RO

" RAHO ) %08 LE T,

string = cli (“cli-command”) (EE)
A H T 05 4 T IPython A v 5 —F U K13,
HSCF IR Y% T2 —7) LT
MAOLET, SUTiE Nny ELTH S, &
PG WGERH Y 97, dip() APLIE,
Atk m s R A B I LET,

clid() a2 RIZ XML %R — hMEET 235513,

e cli-command ® JSON I} %k L £9°, FLlsk

DOLGEVE, BISAR A o —EnE T,

GE)

Z® APl X, show 2~ RO JOMZERIC
T2 EERMRIGERH D £7,

clip()
£ «

clip (“cli-command”)

CLI i~ RO ))& H$E stdout [IZH L,
Python (ZIFfT & IR SN EH A,

GE
clip (“cli-command”)

L % TF (is equivalent to)

r=cli (“cli-command”)
print r

20U Eoa~y REMplcdird e, ZOREBITT SOa~v s FpbEGEDa~y RETH

mLEEA,

OB TIX, B¥IOa~y ROREN 2FEHDO a2~ RTHES L2WED, 2K HOa~v 2 R

KBLET,

>>> cli("conf t")
>>> cli("interface eth4/1")
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20U EDa~y REFIFIZFEITT L L, ZOREBIT T SOa~vy FpbEGina~y RETH

ROBITIE, 2H/HE3FBAD I~ FOREBRFLT D720, 2H/BHO 2~ FIIRII LTV E
ﬁ—O

>>> cli("conf t ; interface eth4/1 ; shut"™)

\}

GE) flicpT Lo, avrRE ) TXUIbhEd, EIaerG)id, B-07 707 U7 TH
DM ENRDHY £77,

CLINS® Python f 2 —TJ 1) ZDEFEUEH L
XIZ, CLI 75 Python 2 ZWFONMHE ik aRR L ET:

)

GE)  Python A X —7VH DT a7 ML [>>>) F72i% [ TRRENET,

| o

BEE  Python2.7 DY AR— MIKT L, ¥KDNX-0S V7 b ¥ = 7% Python 2.7 DYV AR — b Z I L F
T, HLWAZ U7 Tk, ARz pythond 235 2B LET, il =%
3% X 51 python3 Z A LE9,

switch# python
switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads (clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW_interface'][i]
i=i+1
if intf['state'] == 'up':

print intf['interface']

mgmtO0

loopbackl

>>>
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XIZ, CLI 7% Python 3 ZIF UM T k&2 RN L E T

switch# python3
Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

RTIA—Tv b .

Type "help", "copyright", "credits" or "license" for more information.

>>>

>>> from cli import *

>>> import Jjson

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads (clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW _interface']):
intf=intflist['TABLE interface']['ROW _interface'][i]
i=i+1
if intf['state'] == 'up':

print (intf['interface'])

mgmtO0

loopbackl

>>>

RERITA—TY b+

WIZ, Python APl Z{fH L7c S ESF KR T+ —~y hapRLET:
il 1:

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> clip ('where detail')

mode :
username: admin
vdc: switch

routing-context vrf: default

%1 2:

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> cli('where detail')

' mode: \n username: admin\n wvdc:
switch\n routing-context vrf: default\n'

>>>

il 3:

>>> r = cli('where detail')
>>> print(r)

mode:

username: admin

vdc: switch

routing-context vrf: default

>>>

Python API .
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>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("$30s - %s" % (k,out[k])

header _str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

bios_ver str - 07.67

kickstart ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

nxos ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

bios _cmpl time - 01/29/2020

kick file name - bootflash:///nx0s.9.3.4.IIL9.0.879.bin

nxos_file name - bootflash:///nxo0s.9.3.4.IIL9.0.879.bin

kick cmpl time - 5/10/2020 21:00:00

nxos_cmpl time - 5/10/2020 21:00:00

kick tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory — 24632252

mem_type - kB

proc_board id - FDO22280FFK

host name - switch

bootflash size - 53298520

kern_uptm days - 0

kern_uptm hrs - 0
kern_uptm mins - 19
kern_uptm secs - 34

rr_usecs - 641967

rr ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys _ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin
manufacturer - Cisco Systems, Inc.

>>>

A >3 5% T« 7 Python

Python 27 U 7 N4 % 5|4t & LT Python CLI =~ > R Cfli 4% Z & C, Python A7 U 7" h %3
AETIT 4T = FTEITTEET, Python 227 V7 ME, 7 — 7T v o E- 3R
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#1>52555 17 ython [

AX— LD FIZHET2BENRH Y £9, PythonCLI =< K Ti&, Python A7 U 7 F DK 32
floa~<y K 74 gl EMHTEET,

A A wFIE, Python A7 U7 M &FTT 50D Y —ACLIa~>y R R—KLTHET,
bootflash:scripts T4 L7 hUIE, Y—ACLIa~> DT 74V DA YT N T 4L
7 hUTT,

BT, HNCAZ VT "ERRLTHLERITLET, RMEF. BEDO 7 7 ANET— 7
T allfFEoTLbL972bDTT,

switch# show file bootflash:scripts/deltaCounters.py
#!/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv([l]

delay = float (sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads (clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW rx counters'][0]['eth inucast'])
rxmc = int (out['TABLE rx counters']['ROW rx counters'][1l]['eth inmcast'])
rxbc = int (out['TABLE rx counters']['ROW rx counters'][1l]['eth inbcast'])
txuc = int (out['TABLE tx counters']['ROW tx counters'][0]['eth outucast'])
txmc = int (out['TABLE tx counters']['ROW tx counters'][l]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW tx counters'][1l]['eth outbcast'])
print ('row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast')

print (' ')

print (' %$8d %8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc))
print (' ')

i=0

while (i < count):
time.sleep (delay)
out = json.loads (clid(cmd))

rxucNew = int (out['TABLE rx counters']['ROW rx counters'][0]['eth inucast'])

rxmcNew = int (out['TABLE rx counters']['ROW rx counters'][1l]['eth inmcast'])

rxbcNew = int (out['TABLE rx counters']['ROW rx counters'][1l]['eth inbcast'])

txucNew = int (out['TABLE tx counters']['ROW tx counters'][0]['eth outucast'])

txmcNew = int (out['TABLE tx counters']['ROW tx counters'][1l]['eth outmcast'])

txbcNew = int (out['TABLE tx counters']['ROW tx counters'][1l]['eth outbcast'])

i+=1

print ('%-3d %8d %8d %8d %8d %8d %8d' % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew -

rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmt0 1 5
row rx_ucast rx mcast rx bcast tx ucast tx mcast tx bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#

ROBIF, EfFTLa~ Y RTa~vy RIA UG EIRET D TEZRR L TOET, ZoITE
policy-map {% cgrep python A7 Y TR ~OFIETT, 2O, EEa Y RS AT
(M) DBIZHLS 2L BRLTOVET,

switch# show running-config | source sys/cgrep policy-map
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. Embedded Event Manager TD X% ') 7 FDEIT

policy-map type network-gos nw-pfc
policy-map type network-gos no-drop-2
policy-map type network-gos wred-policy
policy-map type network-gos pause-policy
policy-map type gos foo

policy-map type gos classify

policy-map type gos cos-based

policy-map type gos no-drop-2

policy-map type gos pfc-tor-port

Embedded Event Manager TM X% ') 7 LD XR{T

Embedded Event Manager (EEM) D78V > —|%, Python A7 U 7 h&HKR— K LET,
WOHNL, EEM 727 2 3> & LT Python 227 V7 N &H474 5 kA Rm L TWET,

Trvay a<vy Reff+T52L T, EEMT7 7Ly MIPython 227 U7 haHH5 I &

MTEET,
switch# show running-config eem

!Command: show running-config eem
'Running configuration last done at: Thu Jun 25 15:29:38 2020
!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match "show clock”
action 1 cli python bootflash:pydate.py

switch# show file logflash:vdc 1/event archive 1 | last 33

eem _event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem param info:command = "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

show filelogflash:event_archive 1 =~ > RZFEITL T, =Y 77 A LVHDOA X MIE->ThH

UH—=SNTT /v a ERRTEET,

switch# show file logflash:event_archive 1 | last 33

eem_event time:05/01/2011,19:40:28 event_type:cli event_ id:8 slot:active(l)
vdc:1l severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC VSH CMD TLV(7679) with g
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CiscoNX-08 v k7—4 4 24 —7 x4 X0 Python 52 ]

CiscoNX-0S %~y kT —% £ B —T x4 R & D Python %5

Cisco Nexus A > F TlE, Python 23 & 725 CiscoNX-OS X T —2 f X —T xR &
Hity SILTUWET, cisco.vrfset global vif () APIZ AL Tary7TX A MERETHI LITLD,
PN —T 4 7 2T HRAIPOHOREL—T 4 7 a3 TR A MDD EAL LN
TEET,

WOENE, TAAADEMA v Z—T 2 A A%/ LTHIML ¥ = X FERBET 2 EE27R" L
TWET, BHMORELN—T 47 aTFA MYV EZ2LZ LIk, TR X —7 =
ARAEN LU THMNBZ T 4T 4 ~OEE AT THZ L TXET,

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set global vrf ('management')

>>> page=urllib2.urlopen ('http://172.23.40.211:8000/welcome.html"')

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
python libraries).

Arguments:

vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Python [Z & % Cisco NX-0S X1 7 «

Cisco NX-OS [E#RE#T1IZ. Y7 F 7 =7 D CiscoNX-0S o FAR Y 7 2 LA ¥BILUCLI 2—/L
NR—2 77t Aarbe—i (RBAC) 2L > TREINLET,

Cisco NX-OS network-admin & 7213 dev-ops = —/VIZEEATT 5TV DT X TO—W1E, FiE
2—WTF, HAHX L B—)L T Python ~DT 7 EANHA SN TNDH 22— —(X, R —
P—LRAaENET, FRFEL—FIZ. 77 ALV VAT AL FA R /b, Bash a~y R L
? Cisco NX-OS T #REAMT~DT 7 2 ABHIR S TWES, FEL— 1, Cisco NX-0S DX
T OB ~DT 7 & 20500 ELET,

tXxal) T4 EA—F—HERDHI
WOBNE, Fifir—Y =N o~y REEITT L 7EERLTOET:
Python 3 D,
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switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

admin

0

>>> f=open('/tmp/test','w")

>>> f.write('hello from python')

17

>>> f.close ()

>>> r=open ('/tmp/test','r")

>>> print (r.read())

hello from python

>>> r.close ()

>>>

ROBNL, 77 BAZER SN T DI — Y —Z R L TWET:

switch# python3
Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import os
>>> os.system('whoami')
system(whoami) : rejected!
-1
>>> f=open('/tmp/test','w')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: '/tmp/test'
>>>

RBAC L, v/ Ay a—P—HRICHESWTCLI 77252l ET, vr/aqy a—F—n
ID I%, CLI = /L& 721 Bash 7> HIFOMH S 415 Python (25 2 AL E 9, Python (X, Python 25
O ENEY 7 Yot Alicu sy a—F—D D 2 LET,

IR, Rt — Y — o T

>>> from cli import *

>>> cli('show clock')

'Warning: No NTP peer/server configured. Time may be out of sync.\nl5:39:39.513 UTC Thu Jun
25 2020\nTime source is NTP\n'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
'Running configuration last done at: Thu Jun 25 15:39:49 2020
!Time: Thu Jun 25 15:39:55 2020

version 9.3(5) Bios:version 07.67
interface mgmtO

vrf member management
vrf context blue

vrf context management
vrf context myvrf

LURE, AR — — D] T
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>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec_error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

WOFNL, RBAC Wiz m L CWVET:

switch# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:pyuser
this user account has no expiry date
roles:network-operator python-role
switch# show role name python-role

RFTa—3TARY )T bERITT 55

WOPNE, A7y a— T REEMH L TCAZ V7 N%&5%I79 5 Python A7 U 7 bR LT E
D

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli ("show switchname™)
try:
user = os.environ['USER']
except:
user = "No user"
pass
msg = user + " ran " + file + " on : " + switchname

print msg
py_syslog(l, msg)
# Save this script in bootflash:///scripts

Python 3 O,

#!/bin/env python3
from cli import *

from nxos import *
import os

switchname = cli("show switchname™)
try:
user = os.environ['USER']
except:
user = "No user"
pass
msg = user + " ran " +  file + " on : " + switchname

print (msqg)
py_syslog(l, msq)

# Save this script in bootflash:///scripts

Python API
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switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature scheduler

switch(config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/test.py
switch(config-job)# exit

switch(config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch $USER-1-SYSTEM MSG: No user ran /bootflash/scripts/test.py
on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020

Last Execution Time : Sat Jun 13 04:29:38 2020

Last Completion Time: Sat Jun 13 04:29:41 2020

Execution count : 1

testplan Success (0)

switch#

. Python API
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