ETILERENELT L A K1)

e T LA RMUIZOWNT (1 =)

e T LA RIDTA B AT (34—=)

c R EHAFI (4 —)
cCLIZffH L7=7 L A R U DR (10 X—)

« NX-API ZfifH L7=7 L X b U Ol (31 =)

s VITURRAF—N YT =T TLARY (45 =)
e T LAY RR TN (46 X—)

c XA T 4T T HEFITLANA (64 X—T)

e A RU—3 27 Syslog (79 ~—)

« ZDMDSHEERL (86 X—)

TLAR)IZTDOWNT

DN T TN a—T 4 T DdOT—HEEE, Fy NI —7 0 EE=41) 77
5 ECHICEERERTH Y &l TOET,

CiscoNX-OS 1%, Ry NI =7 b7 —Z ZWHET 572D, SNMP, CLIX Syslog & VYo 7o #5L
DA =ALERMPELET, TNHDA B =X NTiE. BEMECILRISH T 5 HE13H 0 £9,

Xy NT—=TBENLDT =X DEHIOERN T FA4 T v b EngE, 7V T 00
HNBHIREND Z & b ZFDHAD 1 HOTT, T ETF ML, Xy NT—7 WICEBOXR Y FU—
JEBAT— 3 (NMS) BRHIGEFIERLETAL, ZOETNAEMHATLIE, 7747
Fﬁ%*bt%A RO, =7 — &%ﬁﬁbi¢0_®;oﬁ%*%%%¢é X, F

iz NMANELGT TUTHODERDY 9, 2O LI Z2FIHNC MANEGNTDHE, T ETIL
®fb175>5’ibhiﬁ‘o
Ty a'TT VI, Ry NT—T BT — X BREENIC —I 7L, 73/1)7‘/}‘ NS EE 91|

Li?o?V%FU@TyV:%?W%4*“7WéL T BN T TF=RIREV TN EA
ATT I EBATEDL LT LET,

ETILERENRIT LA LY .
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B 7oxrvavk—xoreTnex

TLARM)OVR—RFETOER

FTLARYIE, KD 45D FELBEETHERINET,

F—AUNE: TL AN F—HE, @S (DN) S2EH L s ani4d 7Y =7 b
ETNDT FZ o FILHDT —FEMT Y (DME) T —#_X—2phbUEShEd, 7—
ZITEHMCIE SN D) GHEN—R) | fBE LT AAADF T V27 b TEERDH -1
FIZORPAFTEET (LR b _R—=R) , NX-API ZfHl LT, SHESN—2ADT—4 %X
ETExET,

F—R I aA—TFTa42Y: TLAN) Za—FN, WESNET—% % HIKOER Clzik
TEALHIh 7ML L £9,

NX-OS (X, 7 L A U 5 —# % Google Protocol Buffers (GPB) 3 X T'ISON EA Tz a—
KLET,

T—H8 FSURAR—F: NX-0OS (%, JSONT a2— RICHTTP 2L TCT LA MY 5F—4
ZHLIL L, GPB T 21— F{Z Google ) £— h 7’1 — % a2—/L (gRPC) 7' | = /L& AfiJf]
LET, gRPC Ly —_— %, AMBEZHZ 5 A vt —V A XeHhR—LET, GEHE
DR SN TWDIGAEE, HITPS 2 L7277 LA MY =X b R—bhEnEd, )

CiscoNX-0S U U —292(1) BAF%, 7 L A b UL IPv6 #4086 L OV IPvA #4516 ~D A R Y —
VT HEYR—RTLHLOIIRDE LT,

WDz~ REMH LT, JISON £721XGPBDF—F 7T 5 Vi hEFHLTT—% % R
P =307 F5L52UDP F T v AR— FERER L ET,

destination-group num
ip address xxx.xxx.xxx.xxx port xxxx protocol UDP encoding {JSON | GPB }

IPv6 $2%i 50 DAl

destination-group 100
ipv6é address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A b VITIZIRDO~y X —n3H Y 77,

typedef enum tm encode {
TM_ENCODE_DUMMY,
TM_ENCODE_GPB,
TM_ENCODE_JSON,
TM_ENCODE_XML,
TM_ENCODE_MAX,

} tm_encode_ type t;

typedef struct tm pak hdr_ {
uint8 t version; /* 1 */
uint8_ t encoding;
uintlé_t msg size;
uint8 t secure;
uint8_ t padding;
} attribute  ((packed, aligned (1)))

ROWFTNINDTTET, A 71— ROHYD 6 /A FEMH LT,
U F—=2 0B LET,

tm pak hdr_ t;

UDPZffHL T L A b
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c ZAEMNEH DT RIRA LV MO RRDBIA TDT—H 225752 LITR>T05
LT, Ny X —ORE AT, T2 DT a— RfiHT A7 a2 —4%— (JSONE7-
X GPB) #HE LET,

s 1ODFT a—%— (JSON £721XGPB) BUET, 9 12507 a—F —|TNELRWIGE
1T, ~u X —FHILET,

cTFLARY LY== FLANY Ly—nN—iF TLARN) T a2 T 50 E— ]
HH AT LTT,

GPBT  a—X—I, MHF—LHOERTT—XE2KMLE9, /-, T—F¥%2GPBERICE
BT DITIE, 2R NV ENTE proto 7 7 A NERD A X T —HNGPB =Y a— X (ZETT,

T—H AR —LEELLZFELTTa—RTHIa%, ZfEc=ra—KE R AFR—F
P—r 2 é’%ﬂﬁibfi .proto77/r/1/7§§“‘g’6—§‘o T a— KL, N+ U X b U*‘Aé"%*‘{EO)
LA ORTICT a— RLET,

GPB = a—7F 4 7L gRPC T U AR— M &FAT 5 telemetry .proto 7 7 A /L&, Cisco D
GitLab TAFTX £, https://github.com/CiscoDevNet/nx-telemetry-proto

TLARY) JORADOEFA AN
TLU AN e xoEma L, ROFETHR— I TWET,
[VRFLDY)AO—F (SystemReload) | — Y AT LD Y u— Rz, FL A MURRE R B
V=7 —AxARNEILINET,
o [R=\—/ A ¥ T = —)LA—/\— (Supervisor Failover) | —7 L' A b VAR b A&
ATEHY EFHEANR, TUARIFREA RN —I 7 =R F, HILOLBHRA——
NAFERFITINTND EXIZEILSNET,

[FRtERDEE) (ProcessRestart) | —2A LD TT LA RNY g ARnT7 Y —X
FFFER) LGS, TV A NIDBHEHINSE, BEBLUOA M) —I 7 —E AN
s hET,
— ] > =]
TLARM)DSA O REH

LA SA U REH

CiscoNX-OS |71 X MVIZIZTA BV AWM EH Y THA, T BV A Ry r—VIE&Fh
TUWARUWWVBEREIE Cisco NX-OS A A —JIC RV RLENTEY, SRt n
T3, NX-0S 74 & 2 OLM OV TiE,  [CiscoNX-OSLicensing Guide]
SR LTSN,

=FEEETFLA Y )
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B issmcsnss

F-
It
Jdinl

~
b
’

=18 & Fl AV EIE

7N

T LA Y KRR O R IH ORI RIHIE, ko LY T,

e IR—MENBTT v M7+ —IDOFAMIZT DOV TIL, Nexus Switch Platform Matrix % 28 L C
<TZEWY,

o F— ALY (DME) XA T 4 7 EF/NEYR— T 5 CiscoNX-0S U U —RZ., T
LAY EDR—FLET,

s LR OYFE— MRE S TOET,
« DME 7 — % [ 4

* NX-API 5 —% J— A

*Google Y E— h 7w —Y % a—)L (gRPC) hT U AKR— &N L7z Google 71 k=2
NNy T 7 (GPB) = a—F 47

«HTTP & ® JSON = 2 —F ¢ 7

s PAR—FENTWDEBDOREGH (FAT > 2) 1T, MER0DBAEDOSHTYT, 050
KEWVFREEORN AT AL, ANV =0 T ENDET—HDOY A XL ->TRZRY
FT, BMERMO EDT AT U ATHEEMET DL, BELIBRWI AT LAEIENFAET
LUREMER BV 9,

« 7 LA BMUIE, KNS ODOEREHRZGE K YV AR—bMLET, 5 SUEDERER
FHEREZWMETDLE. VAT LAPRHELLRWEHEZ T D REERH Y £,

« 7 LA MUIE, CPU BT IR O K 20% ZIHE T DA RENEA H Y £

HWNYY—RIZEHYUS L—RLE#EOERKa<T VR

WY V=R ZF T T L—RLEE, T ) —ATEYAR— IR TWRWATREERH 57
W, —HOR e~y RERIZa~y R AT Y g URBRA SIS 20 REERH 0 9, HnY
U—RZHF T T L= RT2581E, BiLnA A=V RE) L7RIZT b A b Y BERE % 1 g b
LTHLES, ZO0—r A2k, B R—rShTninasy RERiFa~vr R 47
va vy ORBAENBCTE ET,

WO, ZOFMEERRLTWNET,
T LARNIKRE T 7 A M2 —LET,

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600

B =7 EsRTFLARY
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dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

BT — FEEERFEITLET, A A—UDBE RSN, 2L v FOEPENTEZL, T L
ANV E AL v FIZat—LTRLET,

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

‘switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°

"switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

‘switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC F ¥ ¥ U J DY R—+

U U —2921)LIBF, gRPCTF v > 7 OYR—btnBmEnE Lz, A MY —I 7 HIEHITIT D
IZi%, gRPCS 12MB 22 27 — 4 BEZEEICEET 2D EN D L5E6. T¥ 7 2HMT
TLHVBENRDY £,

gRPCa—HW—[F, gRPCTF ¥ 7 ZAT I WMENH Y £, gRPCZ T4 7 > MUITW AL Z21T0,
gRPCH— MLV 7R T NEITOET, T A MIIEEIEHE ATV RESNTED,
AEY A ZXNRT LA MVIZHAI SN TWLHIRTHD 2MBEEZ D L. T—2RHIlRESND
AREERH Y EF, Fro 72V R—bT2ICE, TV AR arvR—xr TR (2

NR—=) TSN TS L 91T, gRPC T+ v 7 HIIZHEH S 7z Cisco @ GibLab TAT-AfE7e
TV A MY .proto 77 ANEHHLET,

F v 7 YA XL 64 ~ 4096 /31 kTT,
WIZ. NX-API CLIZ L DIl 2 %n LET,

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
destination-group 2

=FEEETFLA Y )
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ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB

use-chunking size 64
sensor-group 1

path sys/intf depth unbounded
sensor-group 2

path sys/intf depth unbounded
subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2

snsr-grp 2 sample-interval 15000

RIZ. NX-APIREST |2 K D il 2 £R LE T,

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

CiscoMDS > U —RX A A v F 72 L gRPCF ¥ 7 VR — KL TWVWRNI AT AT, ROT
T— Av—UNRERINET,

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API & >4 — /R X DR

NX-APIIE, show =~ RZAFH LT, DMEICEZAAE LARWAAL » FIERAZIWEL TA MY —
IVITEET, L. DMEDNSLT—X %A N —3I 7358012 NX-API Z1F 7 %
L R T Lo, B OIGREIE A H D F97,

« AA vF Ny xRt show 2= R 8D NX-API FEOVH U Z B3 U £ 9,
* NX-API (%, CPU O K 20% ZiHET D RO H LN D007 vt A2 AEM L 7,
¢ NX-API & —# . CLI 25 XML, JSON IZZ&H S E 3,

PUR I, 3D NX-API & o — /A4 & 2§32 oo s> 2 —%— 7o —T

R

1. show =~ R NX-APL Z VR —hLTWENEINEMHRLET, AT A7 a v %21ff
LT, NX-API/® VSH /> HOa<wy REYR—=KFLTWHAENE M %%u I CX F9: <command>

| json 357; J<command> | json prettyes

N

GE) AA vFNISON HHERTETIC30 BLLEIDD 2~ RIZ#REIT T EE0,

2. TANRERTA T araEd bk ol show o~ RaaisEl £4,

. ETILERENRIT LA LY
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il 2 DHIITF LTHR L~y REFZET 52 LT <723, 72 & 21E show vian
id 100, showvlanid10172 ¥ CT9, fRbViz, X7 g —~< A& m LIEB7-0, AJfEZ
BEIIHIC CLLEHA 7> a v 2 L T Z&V, 7= & %213 show vlan id 100-110,204
<7,

Y~ —F3h T X DOBENBELRGEX, show a~ > R e kae o 7452 L
T, T A ETHEREEIEE T —2 A L —UFEIR L2V E I LET,

3. NX-API #F —Z %50 é LTEHT 29— 7 —7TT L A MU 2R L %4, show
avy REEUH— 2L LTEMNTS

4. CPl DM ZHIRT A7-5HI0. FILFILD show 2~ > ROUBIF O 5O TT 1L A k
V&R LET,

5, AN —I 27 ENTNX-APIE HEHFEDODME 2 L7 g > O—3 L LTS%E L CULELL
7,

T LA MY ®DVRFHHR—+

T L ARMY VREOYR—HKZEY, T AR—=KVRFERETEET, Zhix, 7LV ARV
TS AR =LA T Ry b SRV R E LT S, SSH R7Z I NGINX il » v 2
VHOmEONREERETE S L EREKR LT,

use-vrfvrf-name =< RZH LT, T AR — K VRF 28 E TE £,
WOEITIX, FI v AR—F VREF Z¥EE L TWET,
PANIZ, POST ~A 12— K & L T? use-vrf DHI T,

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

}I
"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

FERRE RS R RARA U HAR—k

NX-0OS U U—2=210.1 (1) VAR, BEAED 7 m— 30 LoyL = RiCtrustpoint 5 — 17— KA
mEnE Lz,

WIZHBDIF, avr KR Hy 7 ATT,

switch(config-telemetry)# certificate ?
trustpoint specify trustpoint label

=FEEETFLA Y )



B issmcsnss

ETUREBETLA LY |

WORD .pem certificate filename (Max Size 256)
switch(config-telemetry)# certificate trustpoint
WORD trustpoint label name (Max Size 256)

switch(config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch(config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

BEHERA FEYR—F
NX-OS U U—210.1 (1) LLF%, destination-group =~ > FiZhost F—U— RAEMENE LT,
WIT, EHRARA NZOIR— Ol R LET,

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

/ — F#HAFDHR—k

NX-0S U U—210.1 (1) A%, usenodeid 2~ FEMMHLTT L A MUSZ(EEHEDT AH L

J— R BT LR e TEXET, T 740 FTIEARR AR EHETRN, 2 — REi+
DY R—MZEY, TLABMIZEET—H2D node_id str OB T EREEF-IIET X £9,
usenode-id =2~ REMH LT, 7V A MNUEGETR 77 AV E2AH LT/ — Rl r2%0 4
THIENRTEEY, ZOavwr REA7va T,

WOWNE, /7 — Rkl 7O E LR LT ET,

switch(config) # telemetry

switch (config-telemetry) # destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

WO, /7 — R P3RS NT-BOZEMTOT LA M VEMERLTWHWET,

Telemetry receiver:

node id str: "test-srvr-10"

B =7 EsRTFLARY
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subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection_id: 3896

msg_timestamp: 1559669946501

host =<3 RO F® usenodeid H 7 2t~ > RaAT LE4, #455% L~ duse-nodeid HER I,
77— LYLOREEE D bIEE S ET,

WOWTa~y Ry vy 7 AR RLUET,

switch(config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host)# use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

TLA MY ZEHROH OB ZFIRLE T

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node_id str : session 1:18112
collection_id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection_start time : 1598485314721
collection _end time : 1598485314721
data :

YANG ETILDR M) —S 25 DYHR— b+

NX-0S U U—292(1) LARF, 7L A b UiX YANG C [Yet Another Next Generation] ) 7 —4 7
Vo7 Ea Yy R—MLET, 7L A ML 7754 X YANG & OpenConfig YANG O [ J7 D7 —
H AN =T EYR—FLET,

JOaxTnYR—+

NX-0S U U —210.1(1) LLAFE, proxy =<2 Fidhost 2 ¥ > FIZHENTWES, KITH D DI,
av R H I ATY,
switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080

username Set proxy authentication username
password Set proxy authentication password

gRPC IERIEAE— K

gRPCHE[FIE— FiE, host 2~ R TOMEMTE £, WHEDOAX MU —2RETIT, ZDE—
RIZHRWT, ZIEH X, WriteDone() IFOME L &2 4% T £ 7213%2f5 79 5 Z & 72 <. mdtDialout!FOMH
LTCT—HEARN)—I T TEET,

WICHDHDX, a~wr Ry &y 7 ATY,

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1 (conf-tm-dest-host) # grpc-async ?
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B cuzeEmLrFLA ryoBR

CLIZ{FERLE=TLA MY DR

NX-OSCLI Z{EFFH LT L A ;') DR

ROFMTIE, APV =TT VAPV ZFITL, T—HF X MY — ADIEFIC L stz i

Ei L/jz ﬁ‘o
FIEDHE
1.  configureterminal
2. featuretelemetry
3. featurenxapi
4. nxapi use-vrf management
5. telemetry
6. (fE) certificate certificate path host_ URL
7. sensor-group sgrp_id
8. path sensor_path depth unbounded [filter-condition filter] [alias path alias]
9. destination-group dgrp_id
10. ({T&) ipaddress ip address port port protocol procedural-protocol encoding
encoding-protocol
1. (L&) ipvbaddress ipv6_address port port protocol procedural-protocol encoding
encoding-protocol
12. ip version address ip address port porthum
13. ({FE) usechunkingsize chunking size
14. subscription sub id
15. snsr-grp sgrp_id sample-interval interval
16. dst-grp dgrp_id
FIED 4
Flg
ATV rFERETOIVaY By
Step 1 configure terminal Ja— U RERE— REEGLET,
ILE
switch# configure terminal
switch (config) #
Step 2 feature telemetry ARY =2 F LAY HEEERIC LET,
Step 3 feature nxapi NX-API Z 4N LET,

B =7 BE3HRTFLA LY
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NX-0s cLl 2(EA L1=7 L+ kU ot [}

ARV RFEEETIa Y By
Step 4 nxapi use-vrf management NX-APLE{Z 2/ 35 VREER A/ LET,
51 GE)
switch (config) # ACLIZR Y NAZ v Iy "I 7 4 )LEZ Y
sw%tch (conf%g) # nxapi use-vrf management VITEAED, 10.2(3)F FOHIDOY Y —ATIHK
switch (config) # N .
DEENRRSNET,
WEE AL SR ST ACL 1%, HTTP H—E X (C
AT 0 £/ A, iptablesE I L CTT7 7 & A
ZHIR LTS EE,
G
10.2(3)F LAF%, ACL %, & vif IC#H 151 5 netstack
N7y k& kstack/ Ny NOWTE T 4 VE Y T
TEET, ROBKROEENKRINET:
Mest. L% # VRF CRE Sz ACL X, £ 0
VRF O HTTP 9 — B A IZIFHRTIEH Y 8 A, |
Step 5 telemetry AR =T T AN ORKRE—RIZAD E
ﬁﬂ: Tfo
switch (config) # telemetry
switch (config-telemetry) #
Step 6 ({E&) certificate certificate path host_URL BEA7 D SSL/TLS aE M HE A H L £,
B EOR 7 /31 204, GEE & A % /34 SUP IZ
switch (config-telemetry)# certificate aAE—FTHLERHY E£9,
/bootflash/server.key localhost
Step 7 sensor-group sgrp_id IDsrgp id #F>E oV — I A—7%EK L, B
il Y= TN —TRENE— FZHB L E T,
switch (config-telemetry)# sensor-group 100 RER, PO D EOHRYR— RS TWET,
switch (conf-tm-sensor) # "[Z\/“H“_‘ 7‘11/__7°—(wi\ F 1R }\ U 1//—‘]—\‘&_ ]\ DF
=RV TG ) — REEHELET,
Step 8 path sensor_path depth unbounded ZZTOEFEE L. HAHICTFERNSEAE T

[filter-condition filter] [alias path_alias]

£
-&m:vai NX-API Cit72<. DME 7=
'L YANG IZEfH & E 9

switch (conf-tm-sensor)# path
sys/bd/bd-[vlan-100] depth 0
filter-condition eq(12BD.operSt,

RO EMEH L, REN—ZADT7 4 L5
V7 &2 LT, operSt 7’ up /5 down

"down")

F(MO) ZEHHZEEFRLET, LA ->T,

POLL 7 L A RU R N —LDYE, ZO/RR L

EVENT D9 _TD T MO 1 MO TiThh -2
ERALET,

GE)
ik, 5—4% Y —ADME/RRC WH S nE
‘g‘o
ot — T A—FITE o — 2 EEMLUET,

ETILERENRIT LA LY .
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By

avYREERFT7IOa Y
B LTIZEEIZOHR NI T—FTBLHICLE
T, MO B2 L THlse LA,

switch (conf-tm-sensor)# path
sys/bd/bd-[v1an-100] depth 0
filter-condition

and (updated (12BD.operSt) ,eq(12BD.operSt, "down"))
UTRAM D/ A Z X3 211, IROFESC A AT
LET,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

-&@:vai DME Ti372 <. NX-API £7=

X YANG (CHEf ShvET:
switch (conf-tm-sensor)# path "show interface"
depth 0

e XD A=Y NiX, T34 2 YANG IZHEH & h

3w

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items

s IRD =~ RiE, OpenConfig YANG (21 H S 41

£

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0S-device:System/bgp-items/inst-items
alias bgp_alias

WA SET:

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« XD < Nk, NX-API |

s« kD=~ RiL, OpenConfig lZHH I E T,

switch (conf-tm-sensor) # path
openconfig-bgp:bgp alias oc_bgp_alias

. ETILERENRIT LA LY

« CiscoNX-0S9.3(5) U U — AL TIL, ¥—7—
RWBENENTCWET, alias

« depth i#%5E Tld, o ¥h— 20 E L~V E
¥BE LET, 0-32, unbounded D S FRE D
PAR— I TVET,

GE

depth0 7 7 # /L N DIRE T,

NX-API X— 2D+t > — /XA X, depth0 D
HEMHTEET,

AR MUEDRANY T AT T4 7 ENTW
LG, WSIF0ENRNT U R LDOIE P R—
FLET, TOMOMEIZ0E LTRbET,

o F 73 3 O filter-condition /8T A —Z A5 E
LT, AR MR=ZADY T A7 Y T3 M
DEFEDT 4 VEEERTE £,

%%N%2@74w&%£®%A\74w&%
X, REPEBH LI X & RSk
TARY IR FELIEEEOM G EZRLET,

2% V., eq(l2Bd.oper&t, " down") ¢ DN

sysbd/bd-[vlan] D 7 ¢ /L& ZA1%. operSt 232
BHEhi b X, B WoperSt 2% down TH 5 [
\IZDN D7 u T 4 PEF S L & (VLAN

AEIE L down TH B [HIZ no shutdown =~ >
FRFITENTGERE) M) T—SnFE
7,

* YANG EFLOB &, Erd— 20 kRix
module name : YANG path T3, module name
X YANG E7/V 7 7 A VDO LT CT, RIZH
ZRLET,

o 731 A YANG D55

Cio-NX-OS-device Sytem/bgp-itemging-items
* OpenConfig YANG D354 :
openconfig-bgp:bgp
GE
v BRORT A—=F1F, Bk YANG Tix¥

A—=FINTWEEA,
depthfilter-conditionquery-condition
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NX-0s cLl 2(EA L1=7 L+ kU ot [}

ARV RFERRTI VY

By

openconfig YANG &7 /L D&51E, IZBE)IL
T, W V=AY 7+ VZITHE L E
9", https://github.com/YangModels/yang/tree/
master/vendor/cisco/nx

FEDET N aA v A b—=N$5RbVI, §
~C D OpenConfig &7 /L % ¢ openconfig-all
RPM %A VA M=/ T&£7, /Sy FRPMD
A VA NV OFFIZ OV TIE, 2SI LT
TEEW,

Wil z= R LET,

install add
mix-openconfigogp-1.0.0.00-7031HD8.LIib32 n9000.rpm
activate
Step 9 destination-group dgrp_id Taidhe I N—TEHVER L T s IV — TR
51 E—FZHBLES,
switch (conf-tm-sensor)# destination-group 100 AL dgrp_id 1%, HBFOIDEDOIHLEZYHR—F LT
switch (conf-tm-dest) # V\EEjf -
Step 10 (&) ipaddress ip_address port port protocol | =  a— RENT=T LA Y F—4 %2251 5 IPvd
procedural-protocol encoding encoding-protocol IP7T RLVALR—FEEELET,
1. GP
switch (conf-tm-sensor)# ip address 171.70.55.69 |gRPCIZT 74 /L F®D hT U AR — | 7 p 2T
port 50001 protocol gRPC encoding GPB 7f
switch (conf-tm-sensor)# ip address 171.70.55.69 |
port 50007 protocol HTTP encoding JSON GPB ﬁ§§f?7j-lb]\ODJZL/:1~*§f4’L/£f7f7fo
Step 11 ({T-7) ipv6 address ipv6_address port port Tra—RENET VAN F—F %515 IPv6
protocol procedural-protocol encoding IP7 RLAER—hEfEELET,
encoding-protocol .
GP
ILE gRPCIZF 74NV FD R T AR—F 7 b anLT
switch (conf-tm-sensor)# ipv6é address 10:10::1 port ﬁ‘o
8000 protocol gRPC encoding GPB
switch (conf-tm-sensor)# ipvé address 10:10::1 porf GPB )37 7 /L rh D> a—F ¢ 7 T,
8001 protocol HTTP encoding JSON
switch (conf-tm-sensor) # ipvé address 10:10::1 port]
8002 protocol UDP encoding JSON
Step 12 ip_version address ip address port porthum FlzTF—2Op7 a7 7 A VEERLET,

51
« IPv4 D515

switch(conf-tm-dest)# ip address 1.2.3.4 port]
50003

ip_version (%, ip (IPv4 DIE) F7=1X ipv6 (IPv6
DEE) T,

Bl I N—T WY TR Y T gt &R
TWAEE, TVLA M) T—XZZ, ZO7a7rA

=FEEETFLA Y )
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ARV RFERRETI Y

By

o IPv6 DI54Er:

switch (conf-tm-dest)# ipv6é address 10:10::1

LNTIRESNTNASIP T RL A LR— MG S
nEJ,

port 8000

Step 13 (fF#&) use-chunking size chunking_size gRPCTF ¥ 7 M LT, Fx 7 A1 X% 64

il ~4096 /XA MIiE LET . FANT OV T,
fth tmedest) s chunki ve 64 [gRPC F ¥ 7 DY AR—F] 7 arzSHL
switch (con m-dest) # use-chunking size Tf< fiE§U\O

Step 14 subscription sub_id ID oV T A2 ) Fary ) —RaEERL, &
1&']: fxy U 70:~/3 \/%EE:E_ F‘%Bﬂtﬁ Li‘a—o
switch (conf-tm-dest)# subscription 100 A sub_id 1%, BFOIDEDOIHEZYHR—FLT
switch (conf-tm-sub) # U\jfTr

G

DNIZH T AT T4 TF 5515, A4 X2 M3
IZA M= 7 &b X 9T, @ DN A REST
ZMHLTDME CTHAR—hINTHENE I g
MR LET,

Step 15 snsr-grp sgrp_id sample-interval interval IDsgrp_id D&Y — TN —TEHBEOY T A7 Y
1 a7 LT, T2 7Y Tk
switch (conf-tm-sub) # snsr-grp 100 sample-interval (Y ﬁbﬁiﬁl) %EEQ%EIJEijO

15000 B DAY 0 DB, A _2 h _R—=ZADHT 27 Y
TyaryMERENR, TV A M) T2, BES
72 MO TOZEBERFICOAREFENET, 0 LV K
XVHBEOS G, TV A MU T—F BN iRE I
[H] b C o BT IE S S VD BRI N =T 2 7 )
Ta UPMERESIVET, T2 & x T [IRSEAY 15000
DYE., TVA M) T—=XIT IS EICEESR
i‘é‘o
Step 16 dst-grp dgrp_id ID dgrp_id Z o8k /7 NV—T % Z OV T A

1

switch (conf-tm-sub) # dst-grp 100

gy LET,

YANG /N X DJEE DX E

YANG /RADHEIX, G A R = U 7 E D b ELSTHOVRERH Y £F, AFA R —3
YR ESERIE LS B S W TWARWE S, TV A M) T—=2OPEEIZA MU — 7K
SV EELSDPDNBZENHVET, ZOWRMTIE., ROZERLY F5,

B =7 EsRTFLARY
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vanG $2 D3z 0EE

T LARNY T=EPRZEM~DA R =7 L) bHEERSINLTD, RAITHlilzSi
DF 2—,

e IEDMIE» O TR WEHWT LA N F—%

FEfA P = 7R LD b RS WIS 2R L £

FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIEDF4H
FIE
AU bEREETIVa Y BHHY
Step 1 show telemetry control database sensor-groups HGEtA MY = U R AETE L9,
1 HEPA R = WL, KRV — =T 0
switch# show telemetry control database iz DWAEDA MY — U THEOEE T, Ax
sensor-groups , DANY) =7, S VBHEADOZ R Y —3
Sensor Group Database size 2 N . N
VIR (Cur) IZRIRENET, ZOFITIE, AR
Row ID Sensor Group ID Sensor Group type A RY—3 U REIE 2.664 72 (2515 2 U FP + 149

Sampling interval(ms) Linked subscriptions SubID

U T

1 2 Timer  /YANG so00| ER SN 2 v — I —TFOEFHA R —
/Running 1 . S U R LR

Collection Time in ms (Cur/Min/Max): 2444/2294/2460

Encoding Time in ms (Cur/Min/Max): 56/55/57 g[ﬁ\)im:»lj-:/jc’ﬂ/ﬁa‘j&%f?%%éhiﬁ—o :UDWU"CLi\

Transport Time in ms (Cur/Min/Max): 0/0/1 A N . N .
Streaming Time in ms (Cur/Min/Max): 2515/2356/28403 Elﬁf;z ~Y ~ ’/57&%ﬁﬂ (2‘664'QL) WT AT A

(F 75V FD50008) X0 bEWZ0H, FEREITIE
LR ENTWET,

Collection Statistics:

collection_ id dropped =0
last collection_id dropped = 0
drop_count =0
2 1 Timer  /YANG 5000
/Running 1 1

Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop count =0

=FEEETFLA Y )
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YU RERRTIVaY kS
switch#
telemetry
destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000
Step2 | sensor group number BEFA R Y — X o ZEH 28 OB EoBiS,
1 fase Licnwke =7 L —7%2 AN LET,
switch (config-telemetry)# sensor groupl
Step 3 subscription number oY= IN—T OV TR ) T arEmELE
151 R
switch (conf-tm-sensor)# subscription 100
Step 4 snsr-grp number sample-interval milliseconds WY s Yr— I —AlconC, S REE
i, fEbA LU= U 7R L 0 bR E I EE L E
switch (conf-tm-sub)# snsr-grp number R
sempleTinterval 2000 ZOBITHE, 7RI S5.000 B BE ST
FT, ZhuE, 2664 DOEFEEA MU — v 7R &
DL RORD, HHTT,
Step 5 show system resources CPUDAE AR 2 TR L T 72 &0,

E

switch# show system resources

Load average: 1 minute: 0.38 5 minutes: 0.43
15 minutes: 0.43
Processes: 555 total, 3 running
CPU states 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,

97.87% idle
CPUl states:
3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states:
98.97% idle
Memory usage: 16400084K total,
10538432K free

86.00% user, 11.00% kernel,

0.00% user, 1.02% kernel,

5861652K used,

Current memory status: OK

ZOPENZRT L DT, CPU 2 —H —IRAE 2N iy il
BERLTWDLEE, JHEE AN —I U JENIE
L SN TOWERTAL, ZOFHEZLHVIRL T,
B AEIELSRE LET,

B =7 EsRTFLARY
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CLIZ{ER LT LA Y DA

WOFMETIE, GPB=ra—FT 4 7 &HLTI0MDO Y XATHE DT L A U DME A b
V— A& RT 2BV TEHRIH L E T,

switch# configure terminal

switch (config) # feature telemetry

switch (config) # telemetry

switch (config-telemetry) # destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

Z OB T, sys/bgp /b— F MO OF — X Z 505 1P 1.2.3.4 78—k 50003 ([T 5T LIZA R Y —
RVTTHYT AT T a v EERLET,

switch (config) # telemetry

switch(config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000
switch (conf-tm-sub) # dst-grp 100

WU, sys/intf DF—X % 5FTLIT, 504 IP 1.2.3.4 F— k 50003 (2A F U —3I 22 L,
test.pemZMHH L THFLEIN/ZGPBy a—FT 4 U 7 &2FHLTA N — A& ST 207
27N Fa rOEBIE R L ET,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000

switch (conf-tm-sub)# dst-grp 100

ZOFITIE, sys/cdp DT —HF L TP 1.2.3.4 8 — F 50004 [Z 15 ZEICA Y —3 07
HY T2 T g o EERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000
switch (conf-tm-sub) # dst-grp 100

ETILERENRIT LA LY .
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ZOHITIX, 750 L show 2w RTF—FDIrAF LA RXR—2Dal v g U EERLE
KR

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor)# path "show system resources" depth 0

switch (conf-tm-sensor)# path "show version" depth 0

switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor) # path "show environment fan" depth 0

switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0

switch (conf-tm-sensor)# path "show nve peers" depth 0

switch (conf-tm-sensor)# path "show nve vni" depth 0

switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0

switch (conf-tm-sensor)# path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization" depth
0

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub) # dst-grp 1

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

’@%T \ﬂ@ﬁm@%Nyk&%X®#f27UfVEV%WﬁLiﬁomeMOEQ%
N DG DI, TSI A RN = v 7 EnET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100
switch(conf-tm-sub)# snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

BERIc, YU MBAEEET S 2L T, B — A — TR AR — AN A R b —
RZEBE LD AR b R=ZANL PN —RACEH L) TEET, ZoflTix, B
- 7»~7%w®w#%%ﬁm~X’ﬁELif KDa<y ROE, 7VA RN 77U r—

va XTI LT sys/fim T — X OELEA~DA M — I 7RG L E T,

switch (config) # telemetry
switch (config-telemetry) # subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

B OB — TN —T L E 1 DOV TR ) Foaicl v s TxEd, ’@%@%7
27V 7FvaiFt A= Ry P R—F 1/ 1 DOF—F %2 4 00RR LG0T &I A B
V—3 7 LET,

switch(config) # telemetry
switch (config-telemetry) # sensor-group 100
switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0

. ETILERENRIT LA LY
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switch (conf-tm-sensor)# destination-group 100

switch(conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000

switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

wiz, B — 7N —TCEE D A&, Bl I NV— T RO e T v A VRS
O, YTRAZ VI a BRI — TNV —F L5 TN —F 1) 7 TE BB ERRLE
7,

switch(config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epId-1 depth 0

switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch(config-telemetry)# sensor-group 300
switch (conf-tm-sensor)# path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest)# subscription 900

switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub)# dst-grp 300

ZOHNZRT X 912, showrunning-configtelemetry =~ > RA{H L TT L A b U AR T
TET

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004

=FEEETFLA Y )
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switch (conf-tm-dest) # end
switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA M) DK ESFHFROERT

25
@En

XD NX-OS CLIshow =~ K& LT, 7L A bV OREL,
variERERRILET,

i, =7 — BLUOEY

show telemetry yang direct-path cisco-nxos-device

Toawy RiE, oS RELY T F—< ARH LT ALY ICHEZE T 23— FE L YANG
INAZERRNLET,

switch# show telemetry yang direct-path cisco-nxos-device

)

P P P PP OO0 -Jo Und W
B WN R O— — — — — — — —

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipvé6-items

show telemetry control database

WIZ, TVA M) OEEENRIL TWEHNIHT—FX—2Da<vy RERRLET,

switch# show telemetry control database ?

<
>
>
d
d
s
s
s

CR>

>
estination-groups
estinations
ensor-groups
ensor-paths
ubscriptions

Redirect it to a file

Redirect it to a file in append mode
Show destination-groups

Show destinations

Show sensor-groups

Show sensor-paths

Show subscriptions

Pipe command output to filter

switch# show telemetry control database

Subscription Database size

B =7 EsRTFLARY
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Subscription ID Data Collector Type

w0 vE NX-2PT
Sensor Group Database size =1

Semsor Group ID Sensor Group type Sampling imterval(ms) Linked subscriptions
0o Timer 10000 (Rumming) 1
Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Ioawr NI, TVAMIREDES Y —"RAOFME R R LET, JRITE, 2ra—T g
YT, FTUAR—R BROA RN =T OB T ARG ENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter
1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

=FEEETFLA Y )
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3 No 1 0 Full
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442
Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

ETUREBETLA LY |

show version (2)

Zoawry R, TV A M) OWEIZOWTONIT —Z XR—2D% 52K LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures
Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures
Sensor path Database creation failures

Sensor Group Database creation failures
Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures

B =7 EsRTFLARY
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Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

switch# Destination Database size = 1

O O O OO OO0 0O0O0O0O0O0OOooo oo

Dst IP Addr Dst Port Encoding Transport Count

192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy NE, T PRI S g R Kon LE T

switch# show telemetry data collector brief

show telemetry data collector details

Zoaxr N, IR TORrr Y — 205 & Sle, 7 — 2 WEICHET 25l 2Rt sl a &
RLET,

switch# show telemetry data collector details

show telemetry event collector errors

Zoa<wy NE, AXV b avrya AT 7 —HEtERe R LET,

switch# show telemetry event collector errors

I =FEEETFLA Y )
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APIC-Cookie Generation Failures -
Authentication Failures -
Authentication Refresh Failures -
Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O O OO OO OOO0OOO0OWwWoOooo oo

show telemetry event collector stats

Zoawry RiE, TRTOE Y= RRAONREFLA X haby va BT 85EMERE
Ko LET,

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

show telemetry control pipeline stats

ZoawrRiE, TLAN) XS TI A ooEEERERRLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

B =7 EsRTFLARY
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Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

7L kyotmegitEnoxs [

Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0

WIZ, Bl SN TWATRColzkt vy a v OflZRRLET,

switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status

0 192.168.20.123 50001 GPB gRPC

3 1: show telemetry transport ) #3235 AR

X B
show RATH OV AT MERERRLET
telemetry T A UEHRERRLET

kZ v AR—k

FLARIDFF o AR— MERERRLET

session _id (FFvarv) EyiariD

stats (A7 ay) TXCOT VAN GetEmR s
TR LET

errors (FA7vay) §_XTOT LA ) =T —Hk
ERRNLET,

we A B (AFvav)

=FEEETFLA Y )
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EFLEBHRTLA LY |

X

At AR

TABLE transport_info

(AT ar) b7 AR— MR

session_idx (F7Fvay) By arID

ip_address (AFvar) FTUAR—FIPT L X
port (AT av) bTUAR—F H—F
dest_info (AT a ) BEilm

encoding_type

(FFvay)zrva—F400 AT

transport_type

(ATvar) FITUAR—F ZAT

transport_status

(A7 ary) NTFTUVAR—FN AT —H R

transport_security cert_fname

(AT ay) NTUVAR—F X2 T4
77 AN

transport_last_connected

(X7 ay) BRRICESGi SN N TV AKR—
N

transport_last_disconnected

(AT ay) ZOEERWRBEZICHIER S
T IR %)

transport_errors_count

(FFar) hFUAR—F = T7—%

transport_last_tx_error

(FFvary) NSUAR— NOBED tx =
3_

transport_statistics

(AT ar) NI rAR— NFiEHER

t session id

(FFvary) hIForAR—FEy a2 1ID

connect_statistics

(A7 ar) gemstER

connect_count

(CF7va ) Bu8

last_connected

(AT vary) REEGOXA DAL T

Disconnect_count

(FFa) Pk

last_disconnected

(AT v ay) ZOEEERND RZIZHIFR S
=%

trans_statistics

(AT ar) FT v AR— FEHE®R

compression

(AT ay) BAT—2 A

source_interface_name

(FFvar) BEA ¥ —T7=A A4
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3 w5t AA

source_interface ip (A7Fvar) BERA ¥ —7 A AP

transmit_count (FFav) REH

last_tx_time (AT a ) REGEERZ

min_tx_time (FT v a ) /NEER

max_tx_time (AT a ) BRI

avg_tx_time (AT a ) PHEEREH

cur_tx_time (A7 a ) BIEDEERH

transport_errors (F7vary) VT AR—F =T—

connect_errors (FFvav) Hgreo—

connect_errors_count (AT ay) B 7—H

trans_errors (AFvary) NTUAR—F =T —

trans_errors_count (ATvar) FIURAR—F =%

last_tx_error (A7Fvar) BREO NI U AR—F =T —

last_tx_return_code (A7 ay) BEONTAR—FRY 23—
e

transport_retry_stats (A7va ) HaldT#iatHEwHR

ts_event_retry bytes (AT vay) ARV MERIT Ay 77 A4 X

ts timer_retry bytes (AT vay) A4~—fiT Ry 77 A4 X

ts_event_retry size (FFar) Aye—vOA X2 M7
e

ts timer_retry size (AT vay) ZA~—HildT A v EB—T 5

ts retries_sent (A7 a ) BE SN HAT RIS

ts retries_dropped (F7var) Ruy 7S miairngk

event_retry_bytes (AT vay) AV MEMT Ay 77 A4 X

timer_retry_bytes (FTvay) ZA~—fFaldiT Ny 77 A4 X

retries_sent (A7 a ) BE SN AT RIS

=FEEETFLA Y )
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13 Bk
retries_dropped (F7var) Ruy 7S maRirhgk
retry_buffer_size (F7var) kit Xy 77 4 X

show telemetry transport <session-id>

WD~y KT, FRE0lzkty v a VOt v v a VIERB R RS ET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224

Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235 Encoding: JSON
Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

WIZ, IPv6 = F U O A AR LET,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]1:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0O

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, Bt v a v OSMOa~y REr LET,

switch# show telemetry transport 0 stats

Session Id: 0

B =7 EsRTFLARY
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IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

DA~ BT, FEDIREE Y v a Ol 7 —OFGHERBE RS NET,

switch# show telemetry transport 0 errors

Session Id:
Connection Stats
Connection Count
Last Connected:
Disconnect Count
Last Disconnected:
Transmission Stats
Transmit Count:
Last TX time:
Min Tx Time:
Max Tx Time:
Avg Tx Time:

0

1

Mon May 01 11:29:46.912 PST
0

Never

1225

Tue May 02 11:40:03.531 PST
7 ms

1760 ms

500 ms

show telemetry control databases sensor-paths

IS DORDIT N LD |

o ET,

feature telemetry

telemetry
destination-group 1

X @ show telemetry control databases sensor-paths =~ > K} J3 73

ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB

sensor-group 1

path sys/cdp depth unbounded
path sys/intf depth unbounded

path sys/mac depth 0
subscription 1
dst-grp 1

snsr-grp 1 sample-interval 1000

a~r NI,

switch# show telemetry control databases sensor-paths

Sensor Path Database size =

3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)

Query : Filter

NA

0 Full sys/cdp(l) : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

=FEEETFLA Y )
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JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

Transport Time in ms (Cur/Min/Max): 1027/55/1045
Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full
A : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 66/64/114
Encoding Time in ms (Cur/Min/Max): 91/90/92
Transport Time in ms (Cur/Min/Max): 4065/4014/5334
Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0 Self

: NA

GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 1/1/47

Encoding Time in ms (Cur/Min/Max): 1/1/1

Transport Time in ms (Cur/Min/Max): 4/1/6

Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

ETUREBETLA LY |

sys/intf (1) : N

sys/mac(l) : NA

Woa<y Rix, 9 _XTCORN T AR—F By ard2l—70L, 1 o0a<vy RCHRELH

LET,

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

WIZ, TVARY R UAR—hF By a rOfERLET,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLAR) IZTIASILARY R

TT 2 ATV AR Y R—RFTB2012, Lk — "2 7Y &EREhShEL
oo THOT 4 T T OIEA R B AR = U T H2HNTT DI, kD7 =) &b %

R L £

sensor—-group 1

path sys/accounting/log query-condition query-target=subtree&complete-mo=yes&notify-interval=1

B =7 EsRTFLARY
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TT 2 AT AN MNP R— T EZOMDE P — S2FTRO LB TT,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

TLA MY AT E FL—RIBFRORR

7t b L—AERERRT DHITIE, KO NX-OSCLI 2~ REMHLET,

TFOZAILYR—FFLA M) ZRT
ZONX-OSCLIaZ~= YV R, 7= P R—bralMhbT LA M) e Z7ORNEZNELET,
ZOBITIEH, awr NIRRT = 7T aDT7 A NIV XA LT PERET,

switch# show tech-support telemetry > bootflash:tmst.log

NX-APl ZEAHLI=TL A F) DK

NX-API Z{EFH LT=T L A ) DIER

AL v FDMEDAT7 V=7 P ETFTATIE, [DMEDOT LA MY ET 0] O®7 v a  THHS
NTWBH LIS, TLANUBEREOREN AT V=2 hOBERE CEZShTOET, MR
DERAT V27 MIRDOLEBY TT,

« fmEntity — NX-API B8 X7 L X b UBREORENREFEN TV ET,
« fmNxapi — NX-API DIREEN S ENTOE T,
« fmTelemetry — 7 L X kU e DRENR G ENTOET,

- telemetryEntity — 7 L 2 b UBSREDO RS & TV ET,

« telemetrySensorGroup — 7 L A b U 7= &5 1 DLl Lo Y— "2 F 21T
S ROEEDTENLTVWET, TLA RN =T 47 4012, 12U koS — 7
N—ThEODHENTEET,

s telemetryRtSensorGroupRel — &> — 7 —T% 7 L A N TR VT g v
(ZBEAT I E T,

s telemetrySensorPath— =% 1 7 SN 5/ A, B — 7 A—T2F, 204
TOXT =0 MBSO LN TEET,

- telemetryDestGroup — 7 L' A b U T —X %535 1 DU LOBEGEORENFTENT

WET, TLA RN 2T 4T 42, 1 DU LEOESHEIINV—T 2G50 B I ERTE
i—é—o

=FEEETFLA Y )
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ETUREBETLA LY |

« telemetryRtDestGroupRel — 4555 7V —7% T L A U 7227 ) F g VIl

AN E,

. telemetryDest — #4056 7 R L AL/ N —FI2E, ZOXATDF TV = bR

BHEHDLZENTEET,

- telemetrySubscription — 1 DL EDE L — T =T N7 LA N F—2 % 1 DL
ORGSR TN TR ET DL E A A I T ERRELET,
- telemetryRsDestGroupRel — 7 L' A b U H T R 7 Y 7'y g a7 — 7B

AN £,

+ telemetryRsSensorGroupRel — 7 L' A N 727 )V Fva vk H— 7 —7

(CREEAT T E T,

- telemetryCertificate— 7 L' A N U 727 V7 g U aGEWE &R A MRS &

o

NX-API ZffifH L CT L A VU Hkfe

HRETHITE, TULARNY A7V 27 MEEO JSON FK

R L, HTTP £721X HTTPS POST#/ECDME IZ 7'y v 2T A BERH Y £,

)

GE)  NX-API O FIZ B3 5 5E4l 722 F e,

['Cisco Nexus 3000 and 9000 Series NX-AP| REST SDK User

Guide and API Reference (Cisco Nexus 3000 35 & 189000 3 J — X NX-API REST SDK = —H— 4 A
FEAPLY 77 L R) | 2L T EEN,

YR BRI

CLI 7°5 NX-API 2T T DL HICAAL v F2MBTHDLENHY £9°,

switch (config) # feature nxapi

nxapi use-vrf vrf name

nxapi http port port number

Fig
ARV EFERET7TIVa Y BHaY
Step 1 TLANIBRREANCLET, J— FELZE L fmTdemetry TH Y, ZOEEDR—

1

{
"fmEntity" : {
"children"™ : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"

B =7 EsRTFLARY
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Nx-APL &R L= LA R Uois )]

ARV RFERRTI VY

By

Step 2 T LA VS AR T D720, JSON A 1 — | /L— M3 E T tlemetryEntity TH Y, ZOHEED
For—k L Z2ER LET, NR—2A NA X sys/tm TT, dn JEEZE sys/tm & L
1 THEW L E9,
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}I
}
}
Step 3 ERINZE LS — 25— —TF | TLA N B — TA—TF 1, 7T R
E L £ telemetrySensorGroup D47V =7 F TEBSNE
15']- ‘a—o U\l{@j‘ft‘/oly }\Elrﬁi%%ﬁi L/i‘a—o
cid— U — ZA—T O T, BAEE.
"telfjigiizzzfr‘{’uf’": t FOIDEDOHYFR— K ZNTWET,
v wsenbor-10m c e T AT e s h DM
}, “children": [{ (3 sensor-id)
} « dataSrc: DEFAULT. DME. YANG., F7-I%
NX-API 757 — k(50 a8 R L £ 77,
oY= N—TF T2 FOTITIX, B —
NAL 1DV EoOBFEAT7T Y22 b
(telemetryRtSensorGroupRel) A& Fh., B H—
TN—TZT LA M) BT 27 ) F g P}
FET,
Step 4 (fER) SSL/TLS GEHWIE & A A FZBIML£4, |telemetryCertificate(d, 7L A FU 7227 U7

1
{

"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"

g VBT SSL/TLS s EOL i 28 & L E
—?—o

=FEEETFLA Y )
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ARV RFERRETI Y

By

Step 5 TLA N OSSR IN—T R LET, T LA B 7V — 77 tdlemetryEntity T 5
i, SNTOET, id AR L £,
{
"telemetryDestGroup": {
"attributes": {
nidm: 20"
}
}
}
Step 6 TFLA RN OEGE T 77 ANV EEBLET, T LA RN OB T a7 7 AV,
1 telemetryDestProfile TEZE SN TWET,
s adminSt @M= aalciE LET,
{
"telemetryDestProfile”: { » telemetryDestOptSourcel nterface @ T T, ik
"attributes": { . N N N
rodminSer: menabloed® SNIA VH =T = A AMEY—AIPT KL
oo AT FFOREKICT =X AN =75
"Childre“": : 72D A L H—T A4 AL EH L T name &
"telemetryDestOptSourceInterface": { ﬁt%ﬁﬁ%ﬁil/§£7fo
"attributes": {
"name": "loQO"
}
}
}
]
}
}
Step 7 FTULA N F—=HORERERDIPT RLALR— T LA N OELLIE, 7 7 % tdemetryDest O A

MRS TREB IS, 12U LEOF LA N oBs:
HEERLET,

1

{
"telemetryDest": {
"attributes": {

"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

B =7 EsRTFLARY

TV PTEBSNET, WFOFT7 V=7 MaE
PEERS L £,

e addr — &GO IP T RLA,
e port — L e DR — FE S,

s rn — path-[path] JTEXOE&e A7V =27 b D
AR 44

cenC—I(fEENDHT LA N F—ZDT L a—
F 4T ATy NX-OSIELLF &R —FL
7,

* gRPC @ Google Protocol Buffer (GBP)
*« C @ JSON,
sproto—EfEGESNDHT LA N T—HDKNT

AR— K 7 b3 XA 7, NX-OS UL T %
PAR—hrLET,
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Nx-APL &R L= LA R Uois )]

ARV RFERRTI VY

By

* gRPC
« HTTP
s R—hrENTWDHZ L a—RZATIRD E
By TY,
« HTTP/JSON [Z\

« HTTP/Form-data %\ > Bin Logging C® A
R—hENET,

» GRPC/GPB-Compact (XN R4 T 4 7T — X
V= RO,

* GRPC/GPB 3\
* UDP/GPB &\

* UDP/JSON (I

Step 8 gRPCF ¥ 7 #HZ LT, Fr 7 A4 X&64|FFMIcONTIEL, [gRPCF ¥ 7 ) B var%
~ 4096 /A MIERELET, SR LTI, HERFIHEFZHIE (43—
1. )
{
"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}
}
Step 9 FLAR) TR YT a 2R LT, TLA|TULA RN 7227 Foaid, 7%

U OFEERER L T,
1

"telemetrySubscription": {
"attributes": {
llidll: ll30ll’
"rn": "subs-30"
}, "children": [{
H

telemetrySubscription D47V =7 FCEB SN E
T, UKROA T V=7 MEgthafm L E4,

cid—Y TRV Ty a o, BIEIR. B
FOIDEDOHY R —FENTWET,

srn—subsid LW H XKD T A7 Y Fa v
FT V= bR,

VTRV Tva s A7V FOFITE, BV

H— 7 —7 (telemetryRsSensor GroupRel) 35 k&
Ok s 7 /v—7 (tdemetryRsDestGroupRel) ¥
BATV =7 MREENET,

=FEEETFLA Y )
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ARV RFERRETI Y

By

Step 10 NL— REZ O RO telemetrySubscription B2 (2 1A
TV b LT = IN—=T F TV |
ZiBML £ (telemetryEntity) .

B
{
"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
Step 11 VT2 VT arOFA7 Vs b LTHIGRA |BFREA T V27 M3s T2

TV FEERLTC, YT RV T varET L
ARY v — S A—F I, F—%
TV TEEETRE L E T,

B
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",

"ent
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"EType": "mo"

telemetryRsSensor GroupRel TH Y |
telemetrySubscription O 7472 = 7 h T3, BR
ATl FOUTNDOAT Y =7 MNathz L %
‘g—o

* rn — rssensor GroupRel-[sys'tm/sensor-group-id]
EROMGEAT Y =7 FOMI4,

e sampleintvl — X U B OF —& 7Y o
7, FHBROMER 0 DS, A R k=2
DY T A7) FrarnElsi, 7V A Y
F—H X, $RE ENT-MO TOZEHRZ D Iri%
FEanET, 0 L RKEWRHREOEHE, 71
A U T2 P HEE SIS TR IEE
SHAHEICHN YT 22 U 7y 3 U MERK
SNET, 2& X, HBREL 15000 D54,
TUAN) FT—=HFISH T LI ESNET,

* tCl — telemetrySensorGroup TH 2% ¥ —7%7" v b
(B Y= N—T) T2V " DI T A,

* tDNn — sysitm/sensor-group-id TH % ¥ —47 v b
(Boh—2TN—7") 7T =7 SO,

«rType— EHX % A7 =7 FHmo ORE ¥

A7,
« tType— N E ATV =7 FHImoD & —4
N ZAT,

B =7 EsRTFLARY



| EFrESRTFLALY
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ARV RFEREETIVa Yy

By

Step 12

TULARN =X 7T H1OMU o —
WNRAFERIL ) —REERLET,

B
Bt P — 2

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
}

1
BHOE Y — R

"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "O"

nn
’

E
BGP fE5hib A ~> hOH-—F P — R T LK
Vo7,

U — XA, 7 T X telemetrySensor Path & 7
TVl FCEREINET, UNOAT V=7 MNE
PEZRE L £,

epath— E=%V 7 IDH/RA,

« rn — path-[path] ITEZ XD /RR 4+ TV =7 FDH]
X} 44

« depth — & P — /SX DR L/b, 0 DIRE
BEIX. — FMO T BT 4 OB LI L E
R

filter Condition — (A7 a3 >) A~ pX—
ADYT A VT a  HORED T 4 VF %
ER L £, DME 127 4 & —R &4t L%
To TANE Y T OFMIZONTIE, 7Y
DOYERAZ BT % Cisco APIC REST API O fij 47
A RTA U ESH LTI, KD Cisco
APIC R¥ a2 A DT VT 4 v 7=V Tl
FTE E£9, https://www.cisco.com/c/en/us/support/
cloud-systems-management/
application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html
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By

{
"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

Step 13 Y= RREFAT V= b LTy — 7

N—T"FT =7 b (telemetrySensorGroup) (Zif

mUET,
Step 14 Ptk rAT Vs N LTESUEI N —T AT

Y= 7 b (tdlemetryDestGroup) (ZiBNL £9,
Step 15 Wi I N—T AT VATV L

TL— NEFRIZEI L ET (tdemetryEntity) .
Step 16 oY= IN—=T YT A7) T g ZHENT RS TY27 MEy T

L7202, TUVA RN Y — FA—TDF AT | tdlemetryRtSensor GroupRel TH V) |

V7 FELTHEBEA T Y =7 FEERLET, |tdemetrySensorGroup D FA4 7Y =7 KT, BER

. FTV =2 NOUTDOAT V= MEMEEHR L

' —a—o
“telfr;:::iiyiziirslfc?r?roupRel": { * rn—rtsensor GroupRel-[sys/tm/subscription-id] @
"rn": "rtgensorGroupRel—[sys/tm/subs—30}", ﬂéitg)ﬁgﬁ§7r;fi):£i7 }\O)$Hi¢4§o
"tC1l": "telemetrySubscription”, tCl— T A7 Va7V b
: "tbn": "sys/tm/subs-30" telemetrySubscription O % —7%" > k7 A,
: « tDNn — systm/subscription-id T %5, 7 A7
VFrar 7T NOX—5y N,

Step 17 TLANIEGRIN—TOFAT V7 e LT|BEAT V7 M7 T A tdemetryRtDestGroupRel

@A77 FEER LT, Eaikon—7%%
TAY YTy a AT £,

B
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

B =7 EsRTFLARY

Th Y, telemetryDestGroup D47 =2 hT
T, MEAT Vs FOUTOAT Y= Natks
ML ET,

* rn—rtdestGroupRe-[systm/subscription-id] D &
KNOBEFREA TV =7 FOMxT4,

tCl —H TRV S a s ATV b
telemetrySubscription ® % —7%7 v ~ 7 Z X,
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By

}
}

* tDn — systm/subscription-id T 5, 7 27
VTvard 7oy bOF—0y N4,

Step 18 TR VT arOrA TV NELTHEIEREA | BEA 7Y 27 MEZ T A tdemetryRsDestGroupRe
TVl NEERLT, BT AT VT arET L | THY, tdemetrySubscription D FA4 7Y =7 R T
A NV gL N — TS 9, T BFEA 7Y =2 FOLUTOA TV =7 MNatks
* rn—rsdestGroupRé-[sys/tm/destination-group-id]
"telemetryRsDestGroupRel": { DRXDOEFEA TV =7 b ORI 4,
"attributes": {
"rType": "mo", Ctel ek e P 1 p
"rn}{[?e"rsdzcs)tGroupRel— [sys/tm/dest-201", tcl 51 7k (}%?ﬁﬁ'ﬁﬁ/]/ 7) ATv=7
"tCl": "telemetryDestGroup", }‘ D7 7 A telemetryDeiGroupo
"tDn": "sys/tm/dest-20", . R
"tType": "mo" tDN—FEHSE SN —TID THH X —4 v (8
} ! BT N—T) AT =T b
sys'tm/destination-group-id D144,
«rType— FHN%H ATV =7 s Hlmo DRE#
A7
«tType— HHNB A7V =7 FAImoD Z—4 v
AT,
Step 19 T LA RYRSROTZOIZ, 4 ISON itk % TUVAN) 2T 4T 4 DR—A SR sys/tn

HTTP/HTTPS POST ~4 17— K & LT NX-APl =
RARA v MIEFELET,

T. NX-API = KR A > MIRD & B T,

{{URL}}/api/node/mo/sys/tm.json

1

LRI, 1 DD POST A m— RIZWEEES T, FOWDOTRTDOAT v 7OHTT (—
HOBYEN L AWGERNHLZ LIZEELTLLIEEWN

{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFilter":
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
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}
s
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",
"port": "50051",
"enc": "GPB",

"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
llidll: II3OII

}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

NX-API ZfER L=T L A b1 D&

BEADAR)—I U5 IRR

:@Wﬂfﬁi\ INA sys/cdp :?SCIZO\ sys/ipv4 %E‘f?ﬁ’?ﬁ 1.2.3.4 &—F 50001125 f’/l‘f_'_éj&:}( ]‘ U —
RVTTHEY TR T a v EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:

B =7 EsRTFLARY
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"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}I
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1io0",
"rn": "sensor-10"
Y, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-30]1",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

b A
"telemetrySensorPath": ({

"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition":
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

wn
’

}

b A
"telemetrySensorPath": ({

"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition":
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

wn
’

H
}

e A
"telemetryDestGroup": {

"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

b A
"telemetryDest": {

"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",

=FEEETFLA Y )
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"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

H
}
oo A

"telemetrySubscription": {

"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo"

}
oo A

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",
"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

BGP @ENMD 7 1 L2 &4

RO A 11— FOF T, telemetrySensorPath MO D filterCondition JE T4 > T BFP BEREDS
N2> TND E XN =S DBHMEAMMILET, 7 —#1%10.30.217.80 F— |k 50055
IZA RV —I 7 3nET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": {
"attributes": {
"excludeFilter":
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",

wn
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"secondaryPath": "",
"depth": "0O"
}
}
}
]
}
}I
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",
"port": "50055",

"enc": "GPBR",

"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
}
}
}
]

FLARYEEDI=HD Postmana L2 > 3 DER

Postman 2 L7 ¥ a2 > OFlX, 7 LA N UBREOR L Z BT 2B 77ETH Y, 1 DDA
0— RTTRTOT LA RN CLIKHYSY T bDEEITTEET, WHADT XA N =F 4 X —%
FRALTHRDOY D77 ANVEETL, XM 0— Re=—X & TERH L TH S, Postman
TalryarEnwcar sz g E2EITLET,
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https://github.com/CiscoDevNet/nx-telemetry-proto/tree/master/postman_collections

EFLEBHRTLA LY |
B oveosixry 7L

DMEDTFL ALY EFIL

FLARNY 7Y r— a3, OGRS DME TEF AL ESET,

model
| ———-package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

—-—-—--mo [name:SensorGroup]
| @name: SensorGroup
| @label:Sensor Group
| ——property
| @name:id [key]
| @type:string:Basic

| -—--mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| ——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

—-—---mo [name:DestGroup]
| @name:DestGroup
| @label:Destination Group
| ——property
| @name:id
| @type:string:Basic

| -——-mo [name:Dest]
| @name:Dest
| @label:Destination
| ——property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintl6
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
I @label:Subscription
| ——property
| @name:id
| @type:scalar:Uint64
|----reldef

B =7 EsRTFLARY



| EFrESRTFLALY
59k zr—LyItoz7 7L B

| @name:SensorGroupRel
| @to:SensorGroup
| @cardinality:ntom
| @label:Link to sensorGroup entry
| --property
@name:sampleIntvl
@type:scalar:Uint64

----reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry
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D9T5DOFRRT—ILYT+xzT7 TLAMN)DEEEIAEHIREIR
W, V9T R A= Y7 =T TLANYBROTEFRIELHRFIELZ R L ET,
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AROTu I~ )T 4IINTDHTTy N7+ — 2O R—FDOIHEZSR L TIEIV,
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NX-0S U U —293(1) LARF, ET BRI T L A NIRRT EFR—RLET, R T
NUVEFHTEE ROV —ANDT LA N T2 2RI RICIETE £, Z O
TIE WEET DT VAN T—=2 DX A TafgET DL, TV A N UBRIC X > TEED 2
LZOT—=ZPPESNET, KIZ, BERIIEREZ | SDOGH SN (N2 T-90) ITRL
FT, ZOMBICE D . IROEERABEIL/2 2720, TLA NI OHEHRHRELINET,

* Cisco DME &7 /WZ T 2% < W R A2 £ > TV ET,

WEESN DA N PO ESALEDNT AW 235 WO =V ZEKL, $T R
V7 a AN D AR AZBMLE T,

AL v TF ST VA N UEROBEOTF v o7 2WEEL, A ZBRALLET,
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TAFA RV P EZNELTRLET, A TULE, ROT LA R T —F % R—FLET,
e Ty W ES. ARL—. RN [P G H— R DL v — A E
=R T hEE
T RTDA LV E—T A AN TR =L AT — B ADEEEET =L ) o TTHAA L F—T =
/I)Xo
Z DI, query-condition nv/}\éﬁiﬁﬁbf INDHT —HHLVIANT T2 D DEEF
BDXF—T— R 74V EEFR—FLET,
e UV —R, CPUNHERCAEVMHRLREDI AT LYY —REFT=F ) T LET,

« VXLAN: VXLAN ¥'7, VXLAN /7% VLAN hv ¥ — BIOBGP VYT F—HX %%
#» VXLANEVPN #E=% U 27 L¥7,

T—RDHREFRLIEFARY FDFIE

YoV —= TN —=T DOV TG L 2T, TULA MY T=EZ NN TYLTIEE SN D Ik
CEAI VTR EY FT, 4%‘/7/1/F'Wn I, TV AN F—F B2 AMCEET S0, A
MRFEAELZEZIIT VAN T—H 2 WET DL IR TEET,

e T LA RNUDOYH U TNERE a SO E SN TWDIGE, TV A M7
MIBEHICIREE, o v ¥ — T = A A HFRER. BEL P vxlan 7007 — & Z e IRNIZIE G
LET,
c U NVHBAE R ITRE SN TWDIGA, B, A% —7 =4 2 {HEREMHT. vxlan 7~
JVTHHEIRRED T H, B8 LT MO OAERL & HIBRNFEAET D &7 LA R U IRA X2 MBI A%
{II! [-/3279‘*0

T = F OBREETITRAEA NV MIMELISHB T, SR T T U 7T A R MK
BT LA M) 2R TE T,

INR SRN)VFESREEFIZNEIE
T LA RN NA ToOVBERRICIE, ROFRHIHEHIRHIAR DY £77,

« ZOREIL, Cisco DME 7 —# A DO A & R— M LET,

c[J{ U — ZA—FHOWH D DME SRR L 2—F YT 4 NRAZRAESET -HESHED
ZEETEERA, 2L %Ji\ sys/intf L [ #—T oA A (interface) | &l U P — 7
I—TIHRTHZ LT TEETA, £, sys/intf L linterface (f > #—7=A2) ] ClA
CevY— I N—T2RNT 52 LIxTEEdA, ZORUBIE LI2GE. NX-OS 1341
EIEELET,

* oper-speed =X° counters=[detailed] R EDLT—WF— T f L H — F—T— RN, (v F—T=A
2 (interface) ] /NAZK L TCOHYHR—FZNET,
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o ZOOMEREIT. 1 (depth) 1917 4 V& —%AfF (filter-condition) 172 DD L — R
F7FarEYR—FLTWERA,

e T LA RMY RR FTAYLIZIE, RR TV OAERICET 2R OFHIERH Y £97,

c KXFEANLFRKEND =0, NCFDT LT 4 v 7 % show THT 5L E A D D
ES

f51]: show version X&) S E 9, 7272 L. show version £ /-1 version 1T C& &

o

RO FHEHDHLITTEEEA,
* |

o ni f:&j:' '

cRDHFEETDDH Z LT TEER A,
* telemetry

e conf't

T—R3FEEARNVLER-I 2 TTHEHDA 3 —=T A4 R/RXR
DIEMK

A B =T 2 ZANRA TG YT, TRTDA B —T 2 A AT B L AT —F ZADAEHEZE
=XV T LET, ROA L HE—T 2 A A XA TV R—FLET,

- Yy
W T B =T AR
o EH
=T N
* VLAN
e A—hF Fr L
AH =T 2 A AN TR L T, BT =2 2R—0 7T 50, A ba%fE

THZENTEET, [F—FOHEEFITARN FOFZE (472—) ] #FZRLTLES
/AN
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GE ZoFEFMI, A TAE—T A A N—TF RNy FFIIVLANOI T ZEHFR—KFLT
WRWEdh, A MU —AT T FENER A,

FIRDOHTE

configureterminal

telemetry

sensor-group sgrp_id

path interface

destination-group grp_id

ip addressip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval
dst-group dgrp_id

©CENSORWN A

FIRD 4B

FIE

ARV RFERERTIVa Y HEY
Step 1 configure terminal ar74¥al—varE—REANLET,
E

switch# configure terminal
switch (config) #

Step 2 telemetry T LA M UBBEORETE— FIZAD £
IE

switch(config) # telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id FLAN) F—2DE Y — T A—TFEERLE
£ Lk

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step4 | path interface BT AR RR TR LT WD
1 Hx DAL H—T 2 X LT1IOOT LA RY
switch (conf-tm-sensor)# path interface 72 7= %ﬁfﬁf%‘ CENVR biﬁ‘o EARIGEN
switch (conf-tm-sensor) # @?ﬁw)% :/&‘—73:/( 7\@73: U 75? 1 ’D(C?ﬁﬁ L/i

T WIT, TUAMVIRT=FEPEL, T
RLUET,

=FEEETFLA Y )
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ETUREBETLA LY |

ARV RFERETIVa Y

HA

A=V v THIRORETEIG LT, f v F—T =
A AT TEMC, FREFA A —T = 2D
RENZ T BN E SN ET,

Step5 |destination-group grp_id FUANYBGE S V—T FTE— FITAY | Pl
1 T T N—Ta ML ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port YT2I N TFarDTF LA RN F—2 2R LT,
i) e INTZIPT RLRER—MNMIA NI —I 7L
switch (conf-tm-dest) # ip address 1.2.3.4 port 50004 EEV;k
switch (conf-tm-dest) #

Step 7 subscription sub_id TLARN) Y TRI7 YT g TE—RIIAD,
1§|J. 541/} }\U ‘}j-j\xy 970:/3 y%*%ﬁibijﬂo
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval o — I NA—TEBIEOY T AT S g 02
Ik Y LT, T2V 7Y TR (XU REALD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %Eiﬁz]"i“j—o R Z?fﬁﬁ&%@i\ AA S TFNDT
5000 VAN =252 MG T 20, A2 —T =
switch (conf-tm-sub) ¢ AR AR BRI LT b XTI T B0 ETE L

iba—o

Step 9 dst-group dgrp_id B TN —T DY TR ) gl vy

E

switch (conf-tm-sub)# dst-grp 33

switch (conf-tm-sub) #

LEd., et 2840t v —713.
destination-group =~ > K CilE Li- 4 7 —
T T HNERDY T,

L AIUEADA B —T AR INADIER

PrlSDIEZ ROV T v —DHEZRTHGERSNICF =T =N T4V Z LT, 1~

H =Tz A AN TR TEET,

7 4 )V 2L counters=[detailed] 7?7fo

DT ANEEFATLHEICED, A ¥ —T 2 A NRXRIMFHARER2T X TOA v F—T =
AAT T A —HWEL, WELET—H2 7 0V ZUH LTS, &R E2ZEANCizE L F
T, T4 NFEFA T arThy, FHLAVWGS, Bl v 4 —%2850T X TCOI v H—

WA B —T A X RRATFRRENET,

\}

GE)

7 4V Z O, & I21E show interface mgmtO counters detailed & 3L L TV E9,

B =7 EsRTFLARY



| =788

BMFLARY
#tnnvoanqva—7112 <20MHA [

FIRDHEE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path interface query-condition counter s=[detailed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id
FIRD 4
FIig
ARV RFERETIVa Y By
Step 1 configureterminal AT 4 Falb—varE—REALLET,
ik
switch# configure terminal
switch (config) #
Step 2 telemetry T LA M UMBEORKE— FIZAD 7,
1
switch (config) # telemetry
switch (config-telemetry) #
Step 3 sensor-group sgrp_id TLAN) FT=2Dv Y — TN —T R L E
. ¥
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
Step 4 path interface query-condition counter s=[detailed] A VB —T 2 ANRRATULEFEE L. TTDA
i, V=T 2 A APHDOE LSO T F — DBk
PN
switch(conf-tm-sensor)# path interface M LET,
query-condition counters=[detailed]
switch (conf-tm-sensor) #
Step 5 destination-group grp_id TUA MG V=T BT = RICAD | i
i) T N—=T W LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

=FEEETFLA Y )
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ARV REEEFET7IVa Y By

Step 6 ip addressip_addr port port PTRAI VS arDF LA RN F—RERER LT,
5 fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNY Y TR YT a B TE—RIIAD,
il FTLARN) TR T a R LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval o — PN —TEBHEOY TR Y S g2
il Y LT, T=AOY T g (UL
switch (conf-tm-sub)# snsr-grp 6 sample-interval %Eiibi\\j—o w‘j—\/7 ) V\‘y‘f‘iﬁﬁ%ﬂi\ AA Y TFNT
5000 VAN F—2 @Ik G20, A4 —7 =
switch (conf-tm-sub) # AARAARY IRFEE L EZITEETINEREL

EJ AN

Step 9 dst-group dgrp_id Bl s Nn—"7% 0V 7 A7) Fraic) s

51 LEd, e384tk v—713,

coh (cont-tm-sub) § dst-grp 33 destination-group =~ > K Ca¥E L= #4071 —
SW1TC conr—-tm—-su - o N N
switch (conf-tm-sub) # 7 & #ﬁﬂ‘éﬂéﬁﬁ)gb D i‘j‘o

EEREDA VR —T T4 R INADIER

IRESNTIEEEDA v =T 2 ADH T U H R TERFHLDOF—T— K 7 4 )L Z A
LT AV HF =T 2 ANR TYLEFENTE E9, 7 4V H L oper-speed=[] TI, KOBHE
HWERYR—FERNTWET auto. 10M, 100M. 1G. 10G. 40G. 200G. LT 400G,

O 4NEEAHTAZ LI, A —T 2 — AR IR EINTHE O, o H—T = —
ADT VAN T—2ENEL, TOHGEREZGUCIIELET, 74N X ITAF T a0 TT,
A L2WGa., BMEEBICHEERLS ., T _XTOAL v F—T oA ZADAT T U ERERENET,

TANEIT, BEOWEEEa XYV DY R RELTRITANSZENTEET, 28 20E,
oper-speed=[1G,10G] 1%, IJBJZU“IOGbpS’C“@WE“féfl) VH—T 2 A ADH T A EIELET,
X0 e LTHEAZMH LTS EE0,

FIEDH#EE

\)

GB) AVE—Tx2AREZATHFTA L E =Tz A A, N—T "y 7 BLOVLAN IZITEEEE T
T/XT 4 IR, TANZIIINEDA o F—T A A XA THYR—FLEREA,
1. configureterminal
2. telemetry

B =7 EsRTFLARY
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aEEEn v a—714 2 K208 |

3. snsr-group sgrp_id sample-interval interval

4. path interface query-condition oper-speed=[speed|
5. destination-group grp_id

6. ip addressip_addr port port

7. subscription sub_id

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp _id

FIED 4

Flig
ARV RFERIETY V3 E]:p)

Step 1 configure terminal Ay 74 X¥al—varyE—REANLET,

5
switch# configure terminal
switch (config) #

Step2 | telemetry T LA N UMRROREE— FIZAY £,
(E
switch(config)# telemetry
switch (config-telemetry) #

Step 3 snsr-group sgrp_id sample-interval interval oY — IN—TE2HEOYT AT ) T a il
il Y7 LT, T=FOY TV IHE (XU FEALD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %fﬁ%iﬁ L/§iﬁA° %+?/j7 Y >i?7§§ﬁ%ﬂi\ ALY THBT
5000 VAN T2 MIIEET 20, A4 —T =
switch (conf-tm-sub) # AAARY M RE L EXITEGETDINEREL

ES AN

Step 4 path interface query-condition oper-speed=[speed] A B —T o2 f ANRRATYLERE L. I
i BT (Z OB TIE 1 Gbps & 40 Gbps D) %9247 L C
switch (conf-tm-sensor)# path interface A é /]) \/& -7 I/]) AD FD 2 ]7 \/& - %Rﬁ% L/i
query-condition oper-speed=[1G,40G] 7*0
switch (conf-tm-sensor) #

Step5 | destination-group grp_id TLA NG V—T 72— RIZAY | 4t
i, ST~ T R LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port BT27 TS arDF LA RN F—2ERE LT,
5 fREINTZIPT RLRER—MIA R —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #

=FEEETFLA Y )
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Step 7 subscription sub_id
5

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TLANI Y TR T g TE—FRITAY,
FTLARY) TRV TF g o ERERLET,

Step 8 snsr-group sgrp_id sample-interval interval

E

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

vV IN—TEBHEOY T AT ) gz
VI LT, T=EOY 7Y 7RI (VA
i LET, Yo7V TR, AA v TFRT
LA N F—ZZ @M ST 5, A2 —T =
AAANR IRFEALTZEZITREETLINEREL
ESc e

Step 9 dst-group dgrp_id
il

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Vg I N—T% OV T AT YT a il vy
LEd, fEd o840t v —713.
destination-group =t~ > K CilE -G 71—
T T HNENRDY T,

BHEHOIT)IZKBA B —T AR INADIER

AVE =T 2 A ANRATULDRI L7 = U FITR L THEBO 7 4 V2 2T 9, 208

& HT A c D7 21X AND TS

éhijﬂo

IV EMDOET 4N FIE, ar~EMH L TXYIY £7, query-condition (2%, EREDOHD 7 ¢

7ZEWN,

FIEDHEE

configureterminal
telemetry
sensor-group sgrp_id

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©ENOGHWN

dst-group dgrp_id

B =7 BE3HRTFLA LY

path interface query-condition counter s=[detailed],oper-speed=[1G,40G]

snsr-group sgrp_id sample-interval interval
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FIRD 4

Flig
AU RFERET7TIV3 Y E):p)

Step 1 configure terminal a7 4 Xal—varyE—REALLET,

5.
switch# configure terminal
switch (config) #

Step2 | telemetry T LA MY MBEORKE— FICAY 7,
.
switch(config)# telemetry
switch (config-telemetry) #

Step3 | sensor-group sgrp_id TLARNY F—=2Dv P — TN—TEAER L £
51 kK
switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

Step 4 path interface query-condition R 7 ) CHEOLAEEZ R LET, Z 08T,
counter s=[detailed],oper-speed=[1G,40G] 7 Y IZIROTTT 2 ET LET,

i « 1 Gbps TEITENTVWHA v H—T x A ATE
switch (conf-tm-sensor) # path interface = uﬁl\@ﬁ 7K "%”2% L Tik Liﬁ—o
query-condition
counters=[detailed] ,oper-speed=[1G, 40G] e 40 GbpS »/C%,‘%—»//ﬂi éﬁ/b'(b\é/]) \/éy_*7 :4’ =z T’IZ
switch (conf-tm-sensor) # . N

BLSNDO T 2 —2IEEL TR LET,

Step5 | destination-group grp_id FUA BB —T T E— RICAY | Bl
. T N—TE LT,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port YT27V T arOF LA N TFT—2ERE LT,
15 fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 ji?fo
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNY Y TRI YT ar B 7E—RIZAD,
i TULARNY BTRT YT a w2 LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval Bt — TN —T RO T A7) Fa il
il VI LT, T2V TR () BEAD

riE LET, Yo7 BT, Ay TFRT

=FEEETFLA Y )
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switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

VAN F=2 @ISR ET o0, A7 —T =
AAAR IBRRE LT E ZTIRET L0 EDE L
i‘g—o

Step 9 dst-group dgrp_id
(E

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

B I N—T % OV T A Y T a i) vy
LET, e d 284087 v — 714,
destination-group =~ > K Ci% it L= 405t 7 —
T T HOMERDY T,

F—RELFARY b ER—Y U TT 2O DOBIE/ AR DEH

BN 00, 770, WE, B, AML—Y A== SAHF T U= RpED
SRS YL I LET, FLA R P BRI E— Y S S B, Ay b
PRI LT b 50T — 5 W5 £ O BB S A 2 MR T E 9, RISV T, T 0
BEE 1A N h OB (47 <) RBEL TS,

TR = T FEIFA R MZESWTIY AT LAY Y =2 RERT L) V—2 3%
EFHETXET, ZORRITZANEZ Y T EFR—FLTWVERA,

FIEDHE

configureterminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ENOOHWN

dst-group dgrp_id

FIRDF4E

FIE

snsr-group sgrp_id sample-interval interval

ARV RFFERERTIVa Y

HAY

Step 1 configure terminal

1

switch# configure terminal
switch (config) #

a7 4F¥al—varyE—REANLET,

Step 2 telemetry
5

B =7 BE3HRTFLA LY

T U A NUBSREDRERRE — RITAD 97,
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switch (config) # telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id TLAN) F=EDvrY— I NA—TEEHR L £
151 kR
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step 4 path environment WO % DEEAT Ve 7 FOFLARY F—k
i, TSR TE S £ S IET RS T %
switch (conf-tm-sensor)# path environment ﬁﬁkbij} EANAdES %ﬁ;&@?‘b‘&]\ﬁ%{ 1o
switch (conf-tm-sensor) # Ujjj&:%ﬁé§L/§£7ro

P TR CCL BT — 23R —Y U
DN TA N = 7 ENs50, A X2 b
FELLEZITEFEINET,

Step 5 destination-group grp_id T VLA NVEGSE I NV—T BT E— RIZAD | g
. K N—T a2k L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port PTR7 )T arDTF LAY F—F AR LT,
i) e ENTIPT RLAELR—RMIA MY —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E3
switch (conf-tm-dest) #

Step 7 subscription sub_id TLANI Y TR YT arHTE—RIAD,
il TLARN) HTRI VT a v ERHRLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval oY — IN—TEBIEEOY T 27 ) Fa 02
1 YILT, TEOY T UG (XU RPEAD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %EQ/—\'_’ELij—O -]j~‘/7 Y \/&‘Fﬁiﬁlﬁﬂi\ AA y+9:753§:
5000 VA RNY F—=2 &g MCEFT 0, B~V
switch (conf-tm-sub) # RS LT & 3 ICIEET B e LET,

Step9 | dst-group dgrp_id Bl I N—T % 2OV T AV T a i) vy

IE

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, fREd 284087 vV — 714,
destination-group =~ > K Ci% i L= 405t 7 v —
T —HTHBERH Y FT,

=FEEETFLA Y )
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B o ~orErEF—sEk— T B 00U Y —R SROMHH

ARVNERRFT—2ER=D 27T BH=HD) V) —R INADIERM

Uy —2 20F, CPUMHERC AT UMHERREDI AT LAY Y —R =2V 7 LET, =
DNRAERERL T, TLA M) F—=X 2 E2WMICNETIN, A MRFEAELZEEICNET
EFET, [FTHOHREFITANRN IO (47—=) | 2L T EE0,

TDONRRFZTANEZ Y TP R—FLTWERA,

FIEDH#EE

configureterminal

telemetry

sensor-group sgrp_id

path resources

destination-group grp_id

ip addressip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval
dst-group dgrp_id

©ENSOOHRWN

FIRD 4B

FIg

ARV RFERETOVa Y By
Step 1 configure terminal a7 4 Xal—varE—REANLET,
ik

switch# configure terminal
switch (config) #

Step 2 telemetry T LA N UBREORSE— FIZAD £7,
).

switch(config)# telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id FLARN) T2 — T A—TEERLE
ﬁﬂ: 7#0

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Step4 | pathresources BHOME DYV AT LY ) —ADT VA RNY F—4
) T SVIEFRTE D LT DY Y —=ARA TN
switch (conf-tm-sensor)# path resources /I/;&Tﬁﬁkbiﬁ—" 7/\‘/1423:\ %Ei&@'?“—ﬁ)\jj% 1
switch (conf-tm-sensor) # Oo)ﬂjjﬂ:%ﬁﬁ Li'@_o

PO TAHBE LT, VY —A F—FER-Y
THIBBIZHESNTA RN = 7 ENDHD, VAT

B =7 BE3HRTFLA LY
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£

Step5 | destination-group grp_id TULA NG V=T BT E— RICAD . Hi
15 F T N—TER L ET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 6 ip addressip_addr port port PTR7 ) TFarDTF VAR F—F AR LT,
i) FRESNIZIPT RLAER—NMIARNI—=I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 iﬁ‘o
switch (conf-tm-dest) #

Step 7 subscription sub_id TULARNI Y TRV T g TE2—FRIIAND,
il TULARNY FTRAI VT a 2L ET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval o — I N—TEBIEOY T AT ) S g 02
il YILTC, TAOY T I (XU FREAD
switch (conf-tm-sub)# snsr-grp 6 sample-interval %E&% Lij—‘) YT y :/7\ FEEKI%Li‘ ALY TIT
5000 VA RNY F—=2 5@ MCEGET 50, VY—2 A
switch (conf-tm-sub) # ~ ]\ 75;5’%/:‘: L= & % i:lifﬁ"@—é ﬁ)%/kfé Li—g‘o

Step3 | dst-group dgrp_id Bt IN—T % DV T A7) T a ) s
i, LET, 0T 2 BE0E 7 A — 71,

b (cont—tn_sub) ¢ dst-grp 33 destination-group =~ > KTk L= 4ttt 7 —
switch (conf-tm-su - o N N
switch (conf-tm-sub) # 7L #ﬁjﬁé M\gﬁ) ol ij‘o

AR LERIFT—2Z2ER—1) 253 51D VXLAN /XX DFERK

vxlan /¥ A T ULX, VXLAN 7, VXLAN A D7 4% — VLANAI D> % — BGP YT F—X7¢

FIEDHEE

L. AL v T ORAEIEERLANEVPNIZB T AR E R LET, TR TV ERN L T,
W, FHIARCIRRELEZEZICT VA P RENETEET,

=1

5
[ — 2 O FE -

IZA R RO E (47 =) | ZRLTLI &N,
ZONRRFZTANEY T HR—FLTWERA,

configureterminal
telemetry

sensor-group sgrp_id
vxlan environment
destination-group grp_id

apwbdR

=FEEETFLA Y )
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6. ip addressip _addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FED+4H
Flig
ARV KRFERRETY a3 Y H#Y
Step 1 configure terminal a7 4 F¥al—varE—FEANLET,
).
switch# configure terminal
switch (config) #
Step2 | telemetry T LA M UMBEORKE— FIZAD 7,
5
switch(config)# telemetry
switch (config-telemetry) #
Step 3 sensor-group sgrp_id FLANY) F—=2Dv Y — I —FEERLE
£ R
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
Step4  |vxlan environment EH O A DVXLANA 7 V=7 hDOT LA KN F—
il 5% T INSIEETE D L DICF % vxlan /SR T
switch (conf-tm-sensor)# vxlan environment /V%%Ekbiﬁ—o 7J\71/li‘ %%ﬁmﬁi—&)\jj% 1
switch (conf-tm-sensor) # DOWNIZHAE LET, UV T,
VXLAN 7 —# |3 — U > 7RIS T A R Y —
SUTEINDD, AR IBFE LT & XIS
NET,
Step 5 destination-group grp_id FUARNIEGRTNV—T BT E— RICAD, #5
i, ST =T B L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Step 6 ip addressip_addr port port PTRIVFarDF LA RN F—RERER LT,
i) fREINTZIPT RLRER—MMIA NI —I 7L
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 E R
switch (conf-tm-dest) #
Step 7 subscription sub_id TULVARNI Y TR YT g TE—RIIAD,
il TLANY TR Y T a v EfRLET,

B =7 EsRTFLARY
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switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 8 snsr-group sgrp_id sample-interval interval
IE

switch (conf-tm-sub)# snsr-grp 6 sample-interval

5000
switch (conf-tm-sub) #

oY — IN—TEHBAEOY T AT Y T g 42
Y7 LT, T=FOY T TN ()R EALD
ZRELET, o) TR, AL v TFRT
LA RNY =% & WIICIEET 50, VXLAN A
Ny MMFE LT L XIS ET A ERELET,

Step 9 dst-group dgrp_id
il

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

B IN—T% OV T AT ) T gty vy
LET, fEd 284087 v —714,
destination-group =~ > K Tai& L= #4005 7 —
TE—HTHIVENRHY T,

INR TRV KR TR

WOTH, WA TNAPIBE SN TND Z LR L, FIrhoT v A P lEZR L TED

HEHR TEET,
FIEDHE

1. show running-config-telemetry
FIED 4
Flg

ARV KRFERERETY VY

B

Step 1 show running-config-telemetry
1E

switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6

T LA N OBHEDOFATHE Z R L ET,
ZOHTIE, By — I A—T 4L 1 BXIO10
Gbps THEITSNTNDA VX —T = AMHE R,
SADT1 7 B —H T D X IR STV ET,
Lot — 7 —7"61%, 1 & 40Gbps THEITEINT
WHA U HE—=T oA ANLTXTOH T H—&IL
LT DHEOITHER SN TWET,

=FEEETFLA Y )
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ARV RFEREET7TOVa Y E):Y
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR SRIVEHRDERT

IR SRJLFTRATUK

showtelemetryusability =~ > 235 &, 7=V ZFAT LT L ZIT/ANRA TULRT2 85 %

DINAZRRTEET,

AVE FRAE

show telemetry usability {all | environment | FTRTO/NRNR FGULDOFTRTOTFT LA MY X

Interface| resour ces | vxian} 2, EEEE SNEAR TANOTRTOT
VAR SA, Eo, HIZE. BNADREY
72K =V T EAFA N MTHESNTT L
AR FT=HE2WETLNE IR SNE
EE
A B =T 2 A A RA TAYWIE, RE LT
F—U—RI74NFETI7 ) EHE b EN
£7,

show running-config telemetry T LA MY LEIREN TR AR O FATHE

av 2 ol

\}

GE)  showtelemetry usability all =~ > NiZ, 2Ok Z7 v g NIRENTWALxDa~y Raed T
HEELZbDTT,

show telemetry usability environment =~ > KOH| Z K IZn L £,

switch# show telemetry usability environment

1) label name : environment
path name : sys/ch
query type : poll

query condition :

rsp-subtree=ful lsquery-target=subtresstarget-subtree—class=eqotPsuSlot, egptEFtSlot, eqotSupCSlot, eqptPsu, eqotEt, egotSensor, egptICSlot

2) label name : environment
path name : sys/ch
query type : event

B =7 EsRTFLARY
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query condition

show telemetry usability interface =~ > RO & KICR LET,

switch# show telemetry usability interface

1) label name : interface
path name : sys/intf
query type : poll

query condition

qﬂywﬂﬁ@dﬂd@nﬂﬁﬁ@tﬁltemqmmﬂb Pep L

2) label name : interface
path name : sys/mgmt-[mgmtO0]
query type : poll

query condition

qEqHamE;srbﬂiqfrftm;tfﬂkm%q@gmﬁmjfaimﬁg\p?&3}stuE;ﬁﬂﬂmgﬁﬁime<ks;mniﬂﬁéhisHmﬁﬁﬁ}mnﬂﬁh@nmﬁﬁﬁm}mnﬂﬂﬂlt

3) label name : interface
path name : sys/intf
query type : event

query condition

ethpmEncRtdIf.operSt, "down") ), and (updated (ethpmEncRtdIf.operSt) ,eq(ethpmEncRtdIf.operSt, "up"))))

4) label name : interface
path name : sys/mgmt-[mgmtO0]
query type : event

query condition

W@Wﬁmkx@ﬁsﬂo aested()) o Grolf prbted (it TE.qees) ey TE.qrerS:, ")) ol pbted (T g e (gt TE g, "))
switch#

show telemetry usability resources =2~ > K DH & KIZw L E9,

switch# show telemetry usability resources

1) label name ¢ resources

path name : sys/proc

query type : poll

query condition : rsp-subtree=full&rsp-foreign-subtree=ephemeral
2) label name ¢ resources

path name : sys/procsys

query type : poll
query condition :

3) label name : resources
path_name : sys/procsys/sysmem
query type : event

query condition
query-target-filter= and(updated(procSysMem memstatus) , ne (procSysMem.memstatus, "OK") )

switch#

ETILERENRIT LA LY .
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show telemetry usability vxlan =~ > ROH] 2 KIZ/R L E T,

switch# show telemetry usability vxlan

1)

label name

path name
query_ type
query condition

label name

path name
query_ type
query condition
label name

path name
query_ type
query condition
label name

path name
query_ type
query condition
label name

path name

query_ type
query condition

: vxlan

: sys/bd

: poll

: query-target=subtree&target-subtree-class=12VlanStats

: vxlan

: sys/eps
: poll
: rsp-subtree=full&rsp-foreign-subtree=ephemeral

: vxlan

: sys/eps

: event

: query-target=subtree&target-subtree-class=nvoDyPeer
: vxlan

: sys/bgp

: event

: query-target=subtree&query-target-filter=or (deleted(),created())

: vxlan

: sys/bgp
: event

qfrftmg3Fsktmf&zm;tfﬂirx&ﬂas;b;fhnb}BxIkgieaﬂfb;ﬂmﬂfbgiézﬂﬁﬂiykgipaRﬂtdlskgisziPkgipa?mimzykgipzﬂﬁtﬂ

switch#

2 T4 T
T4 T—

=g

FIEFTT/NRIC

NX-08 7 L A kU %,
FNT—=HEELTHIRAT 47 T—4 V=AY R—FLET, RbVIZ, X474 7

F s AR &

FEDA LT IFTANT I Fx EITT —FN— A

1n7t/\;(

PlANE
CHE SRR =a— b

AR NEIZT AV = a7y LT, iRy

FETLVARY Z MY —AIZHATEET, XA T 47 T —Z RGO RAFIA T TFTART

JFXIBES RN
LARY EXEETCEETS,
RAT AT TR EET AR AT D &

VARY F=H 2R FTEET,
T=HADARY—3

COMREIIRIE AR L, AT 4T T TV r—3 3 VIENX-0S T

Heotr o P— XX
Z OFEREIE NX-SDK & i LT,

WZELT, BV LT
IRDISANEDT LA Y

Y7 RYR—FLET,

e IPIL— DT LAY FT—H%ik{F9 5 RIB /XA,

BB I OEIFIMAC = NUDTFTLARY F

. ETILERENRIT LA LY

— X &IEET D MAC /X &,
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T4 T FaEERARAILR =20 snsF LAY F—5 |

«IPv4 & IPV6 (DT L A Y T — 2 Zik 5 2 BHEBER N X,

VT2V T a v BERT DL, BIRLIEANAOTXTOT LA MY F—2REREEE LT
FHICA MY = v ranEd, BEEOK, A~ MNERIOARZEHICA M) =7 Eh
i—a_o
AT 4T T—=HEGITCRADA M) = TE, RO a—T 47 B A TEYPR—-FL
£7:

* Google Protobuf (GPB)

» JavaScript Object Notation (JSON)

s 27X K Google Protobuf (=2 >7X7 | GPB)

R T4 T—RAEBERNRABIZA M) =27 EN5TLARY

—

> —

3

WDORIZ, &/ —ANRZHONWT, YT 27U P g URBEIIER SN L& (R—25 4
V) L ARV NBEIMNRE LT XA N — I T EANAERE R LTOET,

=FEEETFLA Y )
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B 2777 ERARBIZRA R =2 T ERBTLA Y T—4

Path Type HBIRH) T3 R—R54 |4 R i@ (Event
> Notifications)
RIB STDN— N DEfE

B =7 BE3HRTFLA LY
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T4 T FaEERARAILR =20 snsF LAY F—5 |

Path Type

YITRY YT a3 R—R54

~

AR @S (Event
Notifications)

A FOERK, B, BEWY
BIBRIZBE 95 A o Ml S &%
FLET, ROMEIZ, RIB/NA
DTLVAMIZAHLTTZT A
A—bhENET:

s X T ANKY T N—T 4
V7GR

cRTANKYTDOT R
LA

e N A i
A RF =Tz AR

e XTANKYTD
VRF %4

« XU ALKy TOFA
#

« RT ANy T OESN
1543

¢« XTI ARKRYTDA K
Uy o

CRIT ARy TDET

e R ITANKYTDERS
A2 EAF

¢« X I ARNKRYTD R
e VNS

cRITARKRYTDOHT
bz A7

XTI ANKY T XA
TOTTTDOEy N
L ® OR

e LAYIDNL—TFT 4 LTI
WEMRLT 5
e JL— D VRF %4

=TT 4T A
T R A

=FEEETFLA Y )
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Path Type

YITRY YT a3 R—R54

~

AR @5 (Event
Notifications)

*N— DRI

= FDXRT ARy
T
o« A X MDFESE

e XTI ANKYS

MAC

R L O A3 v 7 MAC
T FUIZH LTDME 56
GETALL & FAIT L E T,

A2 hOEM, T X OHI
A i P AN S K S B v v
LEJ, ROMHIE, MAC /XA
DT LVARNIEZHELITZI A
A—rEnhEd:

* MAC 7 KL A (MAC
address)

*MACT RLAR XA
« VLANZ =
A UHE—T A A
e ARV IAT
AR MBI, =2 b

YEHAFI Yo Ty R YOl
JYHE— P ERTOET,

B =7 EsRTFLARY
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sesmesnes ]

Path Type

YITRY YT a3 R—R54

~

AR @S (Event
Notifications)

(5

IPv4 35 L OV IPv6 B[R (7
rykru—) EREELET,

A2 hOBEM, HER LOHI
BRIZBET 2 4 o MlANZE A
LEJ., IROMEIF, BiEBEIF
(TVx% B =) RXRADT L
ARV EBUTZ I AR— K&
NET:

«IP7 KL A
*MACT FL- A

A H—T A R
WA L H—T 2 A AK
* VRF %
YT F LA

BB OREAE T

cBHEBIR (T Vv
V=) DT RLATZ 7Y

o BEERIR (T VYRV
=) DAR N HAT

FEANZ DU CIE, Github https:/github.com/CiscoDevNet/nx-telemetry-proto % Z i L C< 72X\,

AEFREHNEE

XA T 4T T —H ELEI0 S AR

IW—T 1 2T1E éEﬁOD?«rT»r 77

GENDTTONA— b
ﬁﬁﬁﬂx%%ﬁf%iﬁo

URIB |

TiE, ROTBEHHALHIHEHDH Y £,

*RIB. MAC., BIUBHEER (T x> —) DRAT 47 T —ZEETL/NANED A b
V=37 0gh, Broth— A 7aXT7 ¢ OFHIL, depth, query-condition® 2% &
filter-condition7g & D4 A ¥ AFEHEA P R— R LER A,

— R IEETT/INA DI

W AR ARG T AN —T 4 VIR DORA T 4 T T —H

Fird 5L, HEEITXTOL— MERZEFLES, =27

A LD, ALy FPYR— T2 —F 47 T b aro— FEELHIBREECOWTE
RIZSERE SNET . RIBIEBHITEE SNDT —ZICOWTH, KA T 1 7 7= 26 A
—4 (65 ~—) EZHMLTIESN,

AN =T EZINBHTVLVARNY T

ETILERENRIT LA LY .
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B a0 R1 T« T FskER AR OB

FIRDHEE

FIRD 4B

FIg

B BHIIZ

T LA NUBREE BN L T WIGEIT,

1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-sourcenative
5. pathrib
6. destination-group grp_id
7
}
8.  subscription sub _id

ETUREBETLA LY |

ZZTHBICLET (featuretelemetry) .

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV RFERRETI VY

By

Step 1 configure terminal Ay 74 F¥al—varET—REANLET,
E
switch# configure terminal
switch (config) #

Step 2 telemetry T U A MU BREOHE— FIZAD £7,
151
switch (config) # telemetry
switch (config-telemetry) #

Step 3 sensor-group sgrp_id oY= I N—TE L ET,
B
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Step 4 data-source native HEDETNROT —ZRXN—ZA 2%, 3A
1. TAT T TV r—varPARNY) =L T =X &f
switch (conf-tm-sensor) # data-source native Hﬂ“(% é J: 2 K‘ ?Fﬁlifﬁjﬁ%Z\/f 747 ﬂ:ﬁ&%
switch (conf-tm-sensor) # Liﬁ_o

Step 5 path rib N—hKeN—=h T o7 TF— M MEREA RN —I 7
151 9% RIB/XAZRE L ET,

B =7 BE3HRTFLA LY
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MAC 5D+« 7 1 7 a2 0mn ]

ARV RFERRTI VY

By

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #

Step 6 destination-group grp_id T LA NIEESR I NV—T T E— RICANY | ki
i, 97N —T M LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Step 7 ip addressip_addr port port protocol { HTTP | gRPC | 7227 ) 7L a0 DF L A R F—F % f8EX
} encoding { JSON | GPB | GPB-compact } NP7 FLALRE—MIA N =307 T 5%
1. KL, 7—F ANV —LDF v harlxy
switch (conf-tm-dest)# ip address 192.0.2.11 port :1*—}5%B§%ﬁil,§iﬁfo

50001 protocol http encoding json

switch (conf-tm-dest) #

E

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb

switch (conf-tm-dest) #

L

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact

switch (conf-tm-dest) #

Step 8 subscription sub_id TLANIH TR YT g B TE—RIZAD,
i TULARN) TRV T a w2 RLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Step 9 snsr-group sgrp_id sample-interval interval oY — I N—TEBEOY TR Y S g 02
i YILT, TV 7Y TR (XU
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ%z‘%fﬁ%iﬁ L/éi?Ao T%%:E7 Y >/5iﬁiﬁ%(i‘ AT
5000 MT VAN F=2 & SR GET 0, A~
switch (conf-tm-sub) # H—=T 2 A AL NFELE LTI ETH0

ZRE LET,
Step 10 dst-group dgrp_id BE TN —T R DY TR ) F ity vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fRET 2Lk v — 713,
destination-group =~ > K CiiE L7284t 7 L —
T =T HUBENDY ET,

MAC [FHRD A T4 T T—RIEETT/NADIER

MAC 7—7 VDT _XTOTy hVIZHTHEREIZET 2 MACTERORA T 47 T — X E{5
TCRAZRERTEET, BT 5L, HEBEHEITTNTO MAC ERAEIZE L4, HEBEHEOE,
MAC 7T KL ADiEM. FH. BIXOHIBEAEO@MNESE SNET, MACEH TEEINDT—

=FEEETFLA Y )



B vactEmorq 717 F—2itER RO

FIEDH#EE

FIRD 4

FIg

ETUREBETLA LY |

ZIZOWTIE, RAT A4 7 T—=EZEETCRNATNCA R ) =07 E&ENET LA MY F—% (65

N=U) BEZRLTSZEN,

\}

GE) B EITEIGA X oGS, MACEANT., IP BB EZE SO MAC T R L RITH L TORE

fEEnxd,

958 BRI

T LA P UMREEZ AN L TO AW R,

configure terminal
telemetry

sensor-group sgrp_id
data-source native

path mac
destination-group grp_id

NOOAWN

}
subscription sub_id

o

ZZTHMIZLET (featuretelemetry) .

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

ARV RFEREETI 3y

EL:p)

Step 1

configure terminal

i

switch# configure terminal
switch (config) #

a7 4 FXal—varE—REANLET,

Step 2

telemetry
E

switch (config) # telemetry
switch (config-telemetry) #

T LA RN YBREOE— RICAD £77,

Step 3

sensor-group sgrp_id
I4E

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

ot — I —FEERLET,

B =7 EsRTFLARY
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MAC 5D+« 7 1 7 a2 0mn ]

aAv U RFERET7TIVaY B

Step 4 data-sour ce native RBEOTTNRT — X _X— R p#E P, FA
£ TAUT T TV —2a DA RN —A T —& &2
switch (conf-tm-sensor)# data-source native )EHT% L&k 2 c:‘ TM&%{EE%Z\/( 747 KE&}%—E’
switch (conf-tm-sensor) # Lifo

Step 5 path mac MAC = kU B L OMACHEINZET 2 1HEHE 2 K
1. U =259 % MAC RAZRERLET,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #

Step 6 destination-group grp_id T LA NG I N—T T E— RIZAD, %
i, ST N—T R L E T
switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #

Step 7 ip addressip_addr port port protocol { HTTP | gRPC | 7227 J 7L a o DF L A R F—F % f8EX
} encoding { JSON | GPB | GPB-compact } NEIPT RLRER—RIA N —I 4+ 5k
1. IR L, T—F ARV —LDTr harixzy
switch (conf-tm-dest) ¢ ip address 192.0.2.11 port| = I &€ LET,

50001 protocol http encoding json

switch (conf-tm-dest) #

151

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb

switch (conf-tm-dest) #

E

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact

switch (conf-tm-dest) #

Step 8 subscription sub_id TULARNI Y TRI YT a B TE—RIIAD,
il TLARNY BT 27T a B LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

Step 9 snsr-group sgrp_id sample-interval interval oY — I N—TEBEOY TR Y S a2
i YO LT, 7207y oK (R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {EZ %‘}Eﬁi L%ﬁ—o ‘ﬁ"/7 U V&Fuﬁfﬁ&;t\ 7\/]) ‘)7‘
5000 DT L AN F—=2 2B NIEET o0, 4
switch (conf-tm-sub) # B —=T o f AAXR NRRELZL X G:iﬂ%@“é 7

ZIRELET,
Step 10 dst-group dgrp_id B IN—T OV TR ) T a Y vy

ILE

LET, fRET 887 V—71%,

=FEEETFLA Y )
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B rccomactEmn 157« 7 F—RRETAROBA

ARV RFERRETI Y HEY
switch (conf-tm-sub)# dst-grp 33 destination-group =~ > FCiE L7- #4558 7L —
switch (conf-tm-sub) # L 43@_&6%\%7‘7)}&) I

FTARTODOMACIERDRA T4 7 T—FIEET/NADHERK
LAY3IBLRLA Y2005, MACT—7LDFT_RTHOT ks VICHT5ERAZZET 5 MAC
FERDORA T 4 7 T —F EfEICNRN AR TE £, Bt 5L, BT T T MAC IR
EEGELET, REMEOE, MACT RLADOEM. EH. BIOHIBREEOBIINES SN E
T MACHAICTIEE SNDT —ZIZOWTIE, RAT 47 T— G AHIZA N —I
TEINDHT VLAY F—=% (65—) ZZWML T IEIN,

\)

GE) R EITHIBRA N> b OYE . MACIHERIE, IPRHEBRZ 5O MAC T F L 2% L TOHIL
fFanET,

& BHIIZ
T U A MUBBEAANIC L TGS, 22 TAHMCLET (featuretelemetry) |

FIEDHE
1.  configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-sourcenative
5. path mac-all
6. destination-group grp_id
7. ipaddressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8.  subscription sub _id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIEDF4H
FIg
ARV NFEREETIVa Yy Ay
Step 1 configureterminal a7 4 Fal—YaryE—REANLET,
1
switch# configure terminal
switch (config) #

B =7 EsRTFLARY
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¥ RTHOMAC ERD 1 7 1 7 F—2 s 2o [

ARV RFERRTI VY

By

Step 2

telemetry
B

switch (config) # telemetry
switch (config-telemetry) #

T LA R UBREDREE— RIZAD £,

Step 3

sensor-group sgrp_id

1

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

vt — ZA—TEERLET,

Step 4

data-sour ce native

ILE

switch (conf-tm-sensor)# data-source native
switch (conf-tm-sensor) #

FEDETNRT —H_X—A W LTI, *A
TAT TV r—arNA M) —b FT—X&Af
HT&xbE512, 7—XIEEIRERAT 4 TITHE
LET,

Step 5

path mac-all
E

nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #

T _TOHMAC = b BIXUMAC #ANZET 2
B AE 2 R Y — AT 5D MAC X2 ZREN L E7,

Step 6

destination-group grp_id
E

switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #

FL A NGV —T T E— RICAY | 5
T N—TE R L ET,

Step 7

ip addressip_addr port port protocol { HTTP | gRPC
} encoding { JSON | GPB | GPB-compact }

1

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol http encoding json
switch (conf-tm-dest) #

B
switch (conf-tm-dest)# ip address 192.0.2.11 port

50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

B
switch (conf-tm-dest)# ip address 192.0.2.11 port

50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

YT 27V TFarDTF LA RN F—RE, JBES
NPT RLAER—RNMIA RN =795 L
NN L, T—F AN =L harbzy
a— FERELET,

Step 8

subscription sub_id

i

switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

TLARNY Y TR )T g P TE—RIIAD,
FLARN) BT R YT g ERERLET,

=FEEETFLA Y )



B rusor77 7—5 2o

ETUREBETLA LY |

ARV RFERRETI Y

By

Step 9 snsr-group sgrp_id sample-interval interval oY — N —TEWREOY T A7) g 02
i I LT, F=EZOY A g (YRR
switch (conf-tm-sub)# snsr-grp 6 sample-interval {I) %E%;'Ebjoo _H‘\/7 Y yyﬁaﬁizﬁ;;t\ AA ‘)?‘
5000 BT LA N T—F 2B \MMITEGET D, A~
switch (conf-tm-sub) # BT 2 f AL NFELZ L ETIEET I

BIRELET,
Step 10 dst-group dgrp_id Bgie I N—T OV T A Y T gAY vy

ILE

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, fREd 2860087V —7 1%,
destination-group =~ > KT L= &7 —
T T LNENDY 7,

IPBHIZEDRA T 4T T—3 INADIER

AA  FDOFTXTO IPv4 & IPv6 BEEIC T 21E M A LG T2 1P S IRO A 7 4 7 T — X ik
B AR TEET, BT 5L, HEHEITT X TOBEHS A B LET, EEHOE,
BERE OB, TH. BIOYIRICET 2WMARE SN ET, BIEEREMTEE SN T —
ZIZOWTIE, RAT 47 T—FIEGFEILNAFCA N =T ENDT VAN T—4 (65

FIRDOHIE

N=U) BEZHLTSEZS N,

RO BHTIZ

T LA NUBBEE BN L T W&,

configureterminal
telemetry

sensor-group sgrp_id
data-source native

path adjacency
destination-group grp_id

NO oA ®WN A

}
subscription sub_id

©

ZZTHEMILUET (featuretelemetry)

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

B =7 EsRTFLARY
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FIRD 4
Flig
ARV RFERET7TIVaY B
Step 1 configure terminal AT 4 Falb—varyE—REALLET,
51
switch# configure terminal
switch (config) #
Step 2 telemetry T LA N Y BEEORE— RIZAY £,
B
switch (config) # telemetry
switch (config-telemetry) #
Step 3 sensor-group sgrp_id = =T EER L E T,
5
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
Step 4 data-sour ce native IATF AT T I r— g VR A R — b F—&
i EHTELL01C, T—FREETLERAT 4TI
22
switch (conf-tm-sensor)# data-source native Rzktl/gkjfo
switch (conf-tm-sensor) #
Step 5 path adjacency IPv4 & IPv6 BEFEICET DA A N Y — A3 5k
i, B SR AR L E T,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
Step 6 destination-group grp_id TULANVELGLE I N—T T E— NICAD, #E
il KT N—TEHR L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Step 7 ip addressip_addr port port protocol { HTTP | gRPC | 7227 J 7L a o DF L A MY F—F % f{ES

} encoding { JSON | GPB | GPB-compact }
1

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol http encoding json
switch (conf-tm-dest) #

i

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

1

NPT RVAER—MIAMN) = TF5B K
AL, T—F A M) —bDTa bajrEoy
a— REHRELET,

=FEEETFLA Y )
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ARV RFERRETI Y

By

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

Step 8 subscription sub_id FLARN) B TR YT ar$7TE—RIZAY,
il TLARN) TR VT a R LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

Step 9 snsr-group sgrp_id sample-interval interval oY — I N—TEBEOY TR Y S g 02
i YOI LTC, T=EOY T TR (VR
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁ%z‘%?ﬁ%iﬁl/if:fk Y7 >/5iﬁiﬁ%hi‘ AT
5000 MT VAN F=2 & @ NCEGET 0, A~
switch (conf-tm-sub) # B—T g A AR PRFE LTz & XIS D

IRELET,
Step 10 dst-group dgrp_id B I N—T OV T AT ) T g Y vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fRET L7 v —713,
destination-group =1~ > KT L= #4607 n—
T =T HUBENDY ET,

— S o ‘$:t —
RTMT47 T—3 V=R NRFHRDERR
NX-OS @ show telemetry event collector =~ > RE{FI LT, FA T 47 T—H% J—RA RZADE;
AR E I v R T AR R TEET,

TR ORT

show telemetry event collector stats =~ > RZFHIT LT, XA T 47 T —4 J—R NADHE

BT B ERRTEET,
RIB /X2 D&t RO :

switch# show telemetry event collector stats

Latest Collection Time

Row ID Collection Count
1 4
switch#

MAC X2 D& EHER O«

Mon Jul 01 13:53:42.384 PST rib (1)

switch# show telemetry event collector stats

Latest Collection Time

Row ID Collection Count
1 3
switch#

s/ S A DEETF IR OB

B =7 EsRTFLARY

Mon Jul 01 14:01:32.161 PST mac (1)
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2 ky—3>5 syslog

switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HhIVEDERT

show telemetry event collector stats =~ > FAfH LT, T XTORAT 4T T—F J—RA /XA
DT —DHETERRITEET,

switch# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch#

O O O O o o oo

A k1)—Z= > 7% Syslog

TLARJBADR R1)—Z= 2% Syslog [TDULNT

CiscoNX-0S U U—293(3) LA, EF/WEEIT LA L UL, YANG 27— Y —R & LTl
MT 2 syslog DA MY =7 %Y R—bLET, 3727V T a0 ERTLE, TTD
syslog MEMEA & L CRGEHICA MY —I 7 3NET, ZOMAEIL NX-SDK &# LT, kD
syslog 7S AN DA N —3 7 syslog 7 —H &V HR—FLET,

* Cisco-NX-0S-Syslog-oper:syslog

* Cisco-NX-0OS-Syslog-oper:syslog/messages
FEHEE ORI, syslog A X MBFAIDOAPZAEE A MY —I 7 SET, syslog 7NADA b
V=3 2703, MOy a—F4 o7 AT e R—bLET:

* Google Protobuf (GPB)

» JavaScript Object Notation (JSON)

=FEEETFLA Y )



. syslog 15D =D YANG T—7% V—RX /INA DR

ETUREBETLA LY |

syslog {EERMD1=H®D YANG T—43 V—R /INZADHER

AA v FTHERSNTT T syslog (BT 21214155 syslog O syslog /SN A Z R T & %
T WTRITATFTHE, R=AT7A NITXTOBAD syslog IREBEHELET, X—RF
A DF, BHEINE, AA v T THEBINTH L syslog 12k L TOHRIEFESINET,

B BHIIZ

T LA MUBSREE A I L TR GAIE, featuretdemetry =2~ > RCTHIZ L E T,

FIEDHEE
1.  configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data source data-source-type
5. path Cisco-NX-OS-Sydog-oper:syslog/messages
6. destination-group grp_id
7. ipaddress ip_addr port port protocol {HTTP | gRPC } encoding { JSON | GPB | GPB-compact }
8.  subscription sub-id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIE D4
Fg
ARV RFERETI3 Y B
Step 1 configure terminal sua—s ) ar7 4 Xalb—ary ®— ek
5 LET.
switch# configure terminal
Step 2 telemetry T LA N ORE— RIZAY £7,
ILE
switch(config)# telemetry
Step 3 sensor-group sgrp_id = I—TEER L E T,
14K
switch(config-telemetry)# sensor-group 6
Step 4 data sour ce data-source-type T —H V) — A% YANGIZRE L, 1T 147 YANG

1

switch (config-tm-sensor)# data source YANG

ARV =7 BT NVEAH L Tsyslogh A R U —
IUTTELLOICLET,

B =7 BE3HRTFLA LY
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syslog S2DFLA Ry F—5 2 ky—325 |

ARV RFERRTI VY HeY

Step 5 path Cisco-NX-OS-Syslog-oper : syslog/messages AA  FTEBS N syslog & A R U — 22 735
ILE syslog /N A i E L £9,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

Step 6 destination-group grp_id T LA NIEEISR S V—T T E— RITANY | ki
15 KT N—T 2L £,
switch (config-tm-sensor)# destination-group 33

Step 7 ip address ip_addr port port protocol {HTTP|gRPC } |47 227 UL aodDF LA R F—F % BES
encoding { JSON | GPB | GPB-compact } NPT FLALHE—MIA MY =22/ F5 &
1K ML, T—F AV —2sDFm harbzy
switch (config-tm-dest)# ip address 192.0.2.11 port == }?%fé%fﬁ LET,
50001 protocol http encoding json
1
switch (config-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb

Step 8 subscription sub-id TULANIH TR YT a B TE—RIZAD,
1 FLAM TR YT a v el LET,
switch (config-tm-dest) # subscription 33

Step 9 snsr-group sgrp_id sample-interval interval o= N—TEBHEOY T AT Y S a Y
i YL, T YT T EOICEE LT, syslog

. . ARV EIRFELIEE XA v FRT LAY
switch (config-tm-sub)# snsr-group 6 . o - .
sample-interval 0 FT—HEiFETH I HITLET, interval IO\ T
(X, 0 DBDZIT NI REZRE T,
Step 10 dst-group dgrp_id Pl IN—T R OB T AT VT a ) s

1

switch (config-tm-sub)# dst-grp 33

LET, faed 285t 7 v —713%,
destination-group =~ > KT L 7= #4056 7 v —
Ty FTHMERHY T,

Syslog / SADT LAY T—R RK)—22F

bo A e

DT —T ML, $T A7 YT a U BRI END L XD [R—2 T

AV T, ZLTARNY FOMWMPBRELET DL X, EARERPA M) —I 7SN 0%ER

LTWEd,

=FEEETFLA Y )
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B s ixorLaby F—52ry—325

INR TR TaVvR=—RS54 |4 MEH

~

Clisco-NX-OS-Syslog-opersysloghmessages | 2 A FBREAFEDTRTD | A4 v F THA LIz syslog DA
syslog # A M —I 7 LE | Ny MlMEEELET,

EE * message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

s text

syslog /AR BEHD R

syslog NADHEHMER E IV B FT1E T T — %K RT DT, Cisco NX-OS @ show telemetry
event collector =~ > FZ&fH L £,

HBEHERD TR

show telemetry event collector stats =~ > R&ANJJ T 5 & syslog N A T &L DgFiEIHEHRE v o &
ERRNTEET,

RIZ, syslog 7S A DFEHER O 278 L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST Cisco-NX-0S-Syslog-oper:syslog(l)
2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDERT

show telemetry event collector errors 2~ > RZff3 2% & 3XTD syslog XA DT — D4t
ERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -0

B =7 EsRTFLARY
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ason o5 ]

Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o

JSON & 1 DI

WIZ, JISON i JjoV v 7T vz rm L E T,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages
>>> TM-HTTP-VER :1.0.0
>>> TM-HTTP-CNT N
>>> Content-Type : application/json
>>> Content-Length : 578

Path => Cisco-NX-0S-Syslog-oper:syslog/messages

node id str : task-n9k-1
collection id : 40

data_ source : YANG

data :

"message-id": 420

}7

{
"category": "ETHPORT",
"group": "ETHPORT",
"message-name": "IF UP",
"node-name": "task-n9k-1",
"severity": 5,
"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB O 7151

KIZ KVGPB O il &7 L £,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

ETILERENRIT LA LY .
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KVGPB O 5 /1451

Read frag:1 size:339 continue to block on read..

All the fragments:1l read successfully total size read:339
node id str: "task-n9k-1"

subscription_id str: "1"

collection_id: 374

data_gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
name: "content"
fields {
fields {
name: "node-name"
string value: "task-n9k-1"
}
fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 value: 1574293838000
fields {

name: "time-zone"

string value: "UTC"

B =7 EsRTFLARY
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kvePB ot 7151 [

fields {
name: "process—-name"

string value: ""

fields {
name: "category"

string value: "VSHD"

fields {
name: "group"

string value: "VSHD"

fields {
name: "message-name"

string value: "VSHD SYSLOG CONFIG I"

fields {
name: "severity"

uint32 value: 5

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"

=FEEETFLA Y )
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B otoszan

ZDMDSEER

BIEIEH TZaTFILEA LI

VXLAN EVPN D5 L A kU FEBH O RS, [VXLANEVPN Y U 2 —3 2 D7 L A b U Jighi
(Telemetry Deployment for VXLAN EVPN
Solution) ]

B =7 BE3HRTFLA LY


https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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