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ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128

using the xpath

openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config
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featuregrpc
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grpc gnmi max-concur rent-call number
(fFiZ) grpcuse-vrf default
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Step 1 configureterminal

IE

switch-1# configure terminal
switch-1 (config) #

rJa—)ary7 4 Xal— g E—RaigL
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Step 2 feature grpc
il

switch-1# feature grpc
switch-1 (config) #

BAXNA LD gNML A H—T = A R P HR—
F4% gRPC =—V = FEAINCLET,

Step 3 (f£7%) grpcport port-id
1

switch-1(config)# grpc port 50051
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65535 T¥, 50051 2XF 7 /b hTT,
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Step 4 grpc certificate ZEH] 1D
i

switch-1(config)# grpc certificate cert-1
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/
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Step 6 (fER)  grpcuse-vrf default
1

switch(config)# grpc use-vrf default

gRPC=— = N F 7 4 /L h VREN S DFEf (&
A YA ) RPCEREZITANOLND L HICLE
3, ZOTFMEIZEL Y, 57 4/v b VRF 28%15 RPC
FRAZMFCTEH X 92V T, T 740 TR,
gRPC HERES T ZNIT 22 > T W D58, &3 VRF 345
i RPC Bk 2 LHE L F 9,

GE)

BK2S VRF M2 L& 912, MjJjod VRE 28
BOR 2N L E 5,

H—/\—:FBRE DK

TLSiEMHEEZRE L, AA v FITIEFITA R — k L7254 D show grpe gnmi service statistics =

<~ ROH I ZRITRLET,

#show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50051

Cert notBefore : Mon Jan 27 15:34
Cert notAfter : Tue Jan 26 15:34

Max concurrent calls
Listen calls

Active calls

Number of created calls
Number of bad calls

Subscription stream/once/poll

:08 PDT 2020
:08 PDT 2021

0/0/0

gNMIZgRPCZ A L CHlfE L, TLSZMH L TAAL v F &7 IA4 T MHlOF ¥ F L2t FaT
WCLET, T 740 bDO—Ra— K& gRPCAEME X, A4 v FICFAME R 20 EL
Teo 774V FOEMEIX, KITRT L OIZ, AL v FTHERSND2AHHRA1THOR L&A F—

EREWE T,
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alf E O IAR BTN TN DD, EHICA VA M=V TEeh o2 5451%, 1-D T 7 4V N
IENE RSN ET, KIC, show grpcgnmi service statistics =~ > RO &R L E7,

#show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50051

Cert notBefore : Wed Mar 11 19:43:01 PDT 2020
Cert notAfter : Thu Mar 12 19:43:01 PDT 2020

Max concurrent calls : 8
Listen calls : 1
Active calls : 0
Number of created calls : 1
Number of bad calls : 0
Subscription stream/once/poll : 0/0/0

AR 1T HTTR, Zo—RaEEZMAH L TT A 28T 2 E9, RIAMICE. Hro
WF—REE 2 BT 5 BERH Y £,

F—/AERRE DE R D
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N
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ZDXATIX, AA v F TatWEEART D 0TI, (TR O Linux B8 Cab & 2 A4

TAT VT 4T 4 aEHEOEROFEMIZ OV TiX,  [Cisco Nexus 9000 Series NX-OS Security
Configuration Guide, Release 9.3(x)] @ [Installing Identity Certificates] &7 > a > Z#ZB L T X
VY, https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/
guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/
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Step 1

Step 2

Step 3

Step 4

HoE4 T —& pem 7 7 A LV Z2AEH L E9,

switch# run bash sudo su
bash-4.3# openssl req -x509 -newkey rsa:2048 -keyout self sign2048.key -out self sign2048.pem -days
365 -nodes

XF—TrANEpem T 7 A NVEERLTE, FTAMNKRA L NCAT Y vo— g o THHT 27201 F —
TrANE pem 77 ANENY RLTHEBERHY 7,

switch# run bash sudo su

bash-4.3# cd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key -in self sign2048.pem
-certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

Yo " Ty T EMERLET,

switch (config)# show crypto ca certificates

Trustpoint: mytrustpoint

certificate:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

CA certificate O0:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

NI ARRA L AT 5 L DI gRPC 2R L £7,

switch (config) # grpc certificate mytrustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
!Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16
grpc use-vrf default

[l oNMI-gRPC R FD—H BBA L —T (R
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Step 5

grpc certificate mytrustpoint

gRPC N E AL TWD Z L 2R L £,
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT

Max concurrent calls : 16
Listen calls : 1
Active calls : 0

Number of created calls : 953
Number of bad calls : 0

Subscription stream/once/poll : 476/238/238

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 10
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

gNMI DR

eNMI ka2 R 3 2 12i%, D a~x > REATTLET,

onvi o7z i

avy kR

wit AR

show grpc gnmi service statistics

B VRF £721%F 7+ /L b VRF GREENT
WAE) Dx—Tx NEFRAT—F 2O
FrRpsLET, £, MOHALERIINE
7,

c ARDERI 2T D o H

Al W75 A7 YT B 1 Iy

GE)

AL DA BHIRADIL TV 255, ——
Ty MIEREZTAND LN TEE
A,
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avU R Biii]

show grpc gnmi rpc summary WRDAT—H ANEKRINET,
* {5 L7-HERE RPC DL,

. BfE RPC — 5 —,

45 L7~ Get RPC DL,

GetRPC = —,

{5 L7= Set RPC D3,

SetRPC — 7 —,

AT — Z A4 T LT,

[l oNMI-gRPC R FD—H BBA L —T (R
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o oz ]

avU R Biii]

show grpc gnmi transactions
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avy kR

At AR

[l oNMI-gRPC R FD—H BBA L —T (R

show grpc gnmi transactions =~ > Nid#x b %
EAEL, Z2LOBHRNBETENATHET, T
W AA v FRRAE LI 5 50 D gNMI k7 >
Y7 va OEEAN Y 77T, B LLWRPCAH
FHETrE, KEOOROETWEETY YR
HiR S ET, RIT, RARHFITONTHHL
£7

« [RPC]: %25 L7Z=RPC DX A 7 (Get, Set,
ae) 2R LET,

o [F—4 XA 7 (DataType) ]: Get D& D
B T9, flilx ALL, CONFIG, B LW
STATE T,

s[Evial (Session) : ZDO KT ¥o
TasilED M THN TS —EDE Y

varIDaRLET, fhow s 77 A0
THOM ST — & ZBEANT 5 72 01AF
HTtxEd,

o [NJIE5fHE (Time In) ]: gNMI /N> K723
RPCEZAG LI L & DX A DAL T HIR
L/iTO

s I (Duration) ]: ERZ (5 L T B
EaRTETORMETT (I UMHE
1j‘) o

c[AT—H A (Status) |: 7 74T MIIR
ENFEOARAT—H A a—F (0 1T
o0 LAMEI=T—) |

Zoksva Ut BOgNMI F TS Ve
VHONRRAT IR END T X TY, 2k
2, J—® Get £721% Set TI,

o [V 7 5% A 7 (subtype) ]: SetRPC DI,
IRA T LTER S D E DEAE (IR,
BOH, B 2L ET, Get YA,V
TEA XD T/ A,

o [dtx]: ZO/NRANRDTX O [Ed ] 7 S2 T
HENTENEIDERLET, Fyia
] F Tz ZEKL, TAX U R
P 0% NIV ZERLET,

o [st]: TONADAT—H A, EIRIZIRD &
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onvi o7z i

avy kR

At AR

BH T,
¢ OK: RRFEAEMT, A1 7712&-T
ERICE S E Lz,
¢ ERR: RANWEN THHD, A7 TIT
LoT T —NnNERINELE
o NAFTFELUHEINTOER A,
B as L R RIGENHY ET
B, EEA T TICREEESRTOEY
e

e [path]: /SA

show grpc gnmi service statistics 015

Vrf : management
Server address

Cert notBefore
Cert notAfter

Max concurrent calls
Listen calls : 1
Active calls : 0

[::]1:50051

: Mar 13 19:05:24 2020 GMT
: Nov 20 19:05:24 2033 GMT

8

Number of created calls : 1

Number of bad calls

Subscription stream/once/poll

0

0/0/0

Max gNMI::Get concurrent : 5

Max grpc message size
gNMI Synchronous calls

8388608
74

gNMI Synchronous errors : 0

gNMI Adapter errors
gNMI Dtx errors : O

0

show grpc gnmi rpc summary 0 451

Vrf : management

Server address

Cert notBefore
Cert notAfter : Apr

[::]1:50051

: Mar 31 20:55:02 2020 GMT

1 20:55:02 2020 GMT

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .



gNMI-gRPC v kD —H &HA 8 —T x4 R |
B owiomz

Capability rpcs : 1
Capability errors : O
Get rpcs : 53
Get errors : 19
Set rpcs : 23
Set errors : 8
Resource Exhausted : 0

Option Unsupported 6
Invalid Argument 1
Operation Aborted : 1
Internal Error 2
Unknown Error 0

RPC Type State Last Activity Cnt Reqg Cnt Resp Client

Subscribe Listen 04/01 07:39:21 0 0

show grpc gnmi transactions M 5

Vrf : management
Server address : [::]1:50051

Cert notBefore : Mar 31 20:55:02 2020 GMT

Cert notAfter : Apr 1 20:55:02 2020 GMT

RPC DataType Session Time In Duration (ms) Status
Set - 2361443608 04/01 07:43:49 173 0
subtype: dtx: st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]

Set - 2293989720 04/01 07:43:45 183 0
subtype: dtx: st: path:

Replace - OK /System/intf-items/lb-items/LbRtdIf-list[id=106]

Set - 2297110560 04/01 07:43:41 184 0
subtype: dtx: st: path:

Update - OK /System/intf-items/lb-items/LbRtdIf-list[id=107]

Set - 0 04/01 07:43:39 0 10
Set - 3445444384 04/01 07:43:33 3259 0
subtype: dtx: st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10790]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10791]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10792]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10793]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10794]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10795]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10796]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10797]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10798]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10799]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10800]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10801]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10802]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10803]
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Delete
Delete
Delete
Delete
Delete

Set
subtype:
Update

Set
subtype:
Delete

Set
subtype:
Update
Update

Set
subtype:
Delete
Delete
Delete
Delete
Delete
Replace
Replace
Replace
Update
Update
Update

Set
subtype:
Replace

Set
subtype:
Delete

Set
subtype:
Delete
/operSt

Set
subtype:
Delete

Set
subtype:
Delete

Set
subtype:
Delete

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

OK
OK
OK
OK
OK

st:
OK

st:
ERR

st:

ERR

st:
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

st:
OK

st:
OK

st:

ERR

st:

ERR

st:
ERR

st:
ERR

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

2297474560
path:

04/01 07:43:26

list[id=10804]
list[id=10805]
list[id=10806]
list[id=10807]
list[id=10808]

186

I |

/System/ipvé4-items/inst-items/dom-items/Dom-1list [name=foo]/rt-
items/Route-list [prefix=0.0.0.0/0]/nh-items/Nexthop-list[nhAddr=192.168.1.1/32][n
hvrf=foo] [nhIf=unspecified]/tag

2294408864
path:

04/01 07:43:17

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:43:11
path:

/System/intf-items/lb-items/LbRtdIf-

/system/processes

2464255200
path:

04/01 07:43:05

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

3491213208
path:

04/01 07:42:58

/System/intf-items/lb-items/LbRtdIf-

3551604840
path:

04/01 07:42:54

/System/intf-items/lb-items/LbRtdIf-

2362201592
path:

04/01 07:42:52

176

list/descr

list[id=1o04]/descr

708

list[id=102]
list[id=10777]
list[id=10778]
list[id=10779]
list[id=10780]
list[id=103]/descr
list[id=1o4]/descr
list[id=1o5]/descr
list[id=103]/descr
list[id=1o4]/descr
list[id=1o5]/descr

14
list[id=103]/descr

35
list[id=lo1]

13

13

13

/System/intf-items/lb-items/LbRtdIf-list[id=103]/lbrtdif-items

0 04/01 07:42:47
path:
/System/*

2464158360 04/01 07:42:46
path:

/system/processes/shabang

2295440864
path:
/System/invalid/path

04/01 07:42:46

172

139
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Set - 3495739048 04/01 07:42:44 10 0

Get ALL 3444580832 04/01 07:42:40 3 0
subtype: dtx: st: path:
- - OK /System/bgp-items/inst-items/disPolBatch

Get ALL 0 04/01 07:42:36 0 3
subtype: dtx: st: path:
- - -- /system/processes/process[pid=1]

Get ALL 3495870472 04/01 07:42:36 2 0
subtype: dtx: st: path:

- * OK /system/processes/process[pid=1]

Get ALL 2304485008 04/01 07:42:36 33 0
subtype: dtx: st: path:

- * OK /system/processes

Get ALL 2464159088 04/01 07:42:36 251 0

subtype: dtx: st: path:
- - OK /system

Get ALL 2293232352 04/01 07:42:35 258 0
subtype: dtx: st: path:
- - OK /system

Get ALL 0 04/01 07:42:33 0 12
subtype: dtx: st: path:
- - -- /intf-items

gRPC 7 S 4 7 > FiFRRE AT

10.1(1) U U —ALIE, gRPC IZIBINOFAE XA RIS E T, 10.1(1) UV U —RZ L Y H D gRPC
Y= 2L, V== HEOLEFR—F L TE Lz, 10.1(0) IFFETIZ. 7 747 > Mk
FEOVFR—FNLIBINT 5 L D ICRBALILTR &4, gRPCTH—R_—RLHF L 7 T4 7 MEHFHED
W AMRECED L OICRoTWET, ZOMBILRICEY . SEIERITAT 2 NIRRT —
R722 L OREEN Rt S L E T,

iLWWISA4T72 M I)L—F CASERRE DA
WIZ, 72747 8 b— MTH LWIEHEEZ AT 20 2R~ L ET,
FHTE AL (CA)

DigiCert 72 EDFHHTE 2 CA 2T HT 55613, ROFIHEZFITLET,

FIRDHEE

1. CAFIEZ v A V&2 Xy a—RLET,
2. CiscoNX-OS X = U T A WA FNOFNEIZH > T, NX-OSIiZA AR —hrLFET,
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NX-08 7/34 RTOEM i )L— b CAEBEDHEE

FIED ¥4
Fig

AT RFERET7IOIY BHy
Step 1 CAIIMEZ 7 A VB n— R LET,

Step 2

Cisco NX-OS & = U 7 1 BT A ROFMHITHE -
T, NX-0S {24 vR—FLET,

e NTAMKRALU NCADT Vm— g DE
JEDFMUZAE>T, FTARKRAL L~ T L%
YERCL £,

s CA OFBFEDFNRHE > T, fFHTE 5 CAREH
EEAHFHL TN A NRA Y MEREGELET,

GE)
cat [CA_cert_file] 7>5 D CA GEEAFH L £,

NX-08 T/Nf A TOEMENT=)L— + CASERBEZEDHER

7 AT bk root (T T DH LWREM &N IEFIAER SN L & D, AL > F TRl EH 2T

Hl-oDa<y Ml Fol 2RI LET,

switch (config) # crypto ca trustpoint my client trustpoint
enticate my client trustpoint

switch (config-trustpoint)# crypto ca authenticate my client trustpoint

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIDUDCCAJigAwIBAgIJAJLisBKCG)QOMAOGCSqGSIb3DOEBCWUAMDOXCZAJBgNV
BAYTA1VTMQswCQYDVQQIDAJDQTERMASGALIUEBwwIU2FulEpvc2UxDjAMBgNVBAOM
BUNpc2NvMB4XDTIWMTAXNDIWNTYyN1oXDTQWMTAWOTIWNTYyN1owPTELMAkKGAL1UE
BhMCVVMxCzAJBgNVBAgMAKNBMREwWDWYDVQQHDAhRTYW4gSm9zZTEOMAWGALUECgWE
021zY28wggEiMAOGCSQGSIb3DQEBAQUAALIBDWAWGGEKACOIBAQDEX7qZ2EdogzU4
EWONSPpB3EjYOnS1FLOw/iLKSXfIiQJD0Qhawl6£fDnnYZj6vzWEaOls8cangHCXQ1
gUyxFOdGDXabneQFTqLowSA6UCSQA+eenN2PIpMOj fdFpaPiHu3mmcTI1xP39T1i3
/y548NNORSepApBNkZ1rJSB6CU9AIFMZgrZXFgDKBGSUOf/CPnvIDZeLcun+zpUu
CxJLA76Et4buPMysuRgMGHIX8CYw8Mt jmuCuCTHXNN31ghhgpFxfriW/69pykjU3R
YOrwlSUkvYQhte fHUTHBmgym7MFoBEchwr1C5YTduDzmOvtkhsmpogRe3BiIBx45
AnzdtdilAgMBAAGjUzBRMBOGA1UADgQWBBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAL
BgNVHSMEGDAWGBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAPBgNVHRMBAf8EBTADAQH/
MAOGCSgGSIb3DQEBCWUAA4IBAQAZAFpc61RKZBGJIQ/ 7To0K1FNCcTX/YXkneXDk7Z2 ]
8WORSO0Khxgke97d2Cwl5P5reX027kvXsnsz/VZn7JIYGUVGS1xT1cCb6x6wWNBr4Qr
t9gDBu+LykwgNOFe4VCAv6e4cMXNbH2wHBVS /NSOWnM2FGZ10VppjEGFM60M+N62
8nd/rWslfWFbn7T7xHH+N10Ffc+8g8h370pyCnb0ILj+adrnyus8xXJPQb05DfJe
ahPNfdEsXKDOWkrSDtmKwtWDgdtjSQC4xioKHoshnNgWBJbovP1MQ64UrajBycwV
z9snWBm6p9SdTsVI2YwF1tRGUgqpcI901lsBgH7FUVULhmHDWE

END OF INPUT

Fingerprint (s) :

Do you accept this certificate? [yes/no]:yes
switch (config) #

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .

SHAl Fingerprint=0A:61:F8:40:A0:1A:C7:AF:F2:F7:D9:C7:12:AE:29:15:52:9D:D2:AE


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_pki.html#wp2051199
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_pki.html#wp2051199
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_pki.html#wp2051199
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_pki.html#wp1787383
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NOTE: Use the CA Certificate from the .pem file content.

switch# show crypto ca certificates

Trustpoint: my client trustpoint

CA certificate 0:

subject=C = US, ST = CA, L = San Jose, O = Cisco
issuer=C = US, ST = CA, L = San Jose, O = Cisco
serial=B7E30B8F4168FB87

notBefore=Oct 1 17:29:47 2020 GMT

notAfter=Sep 26 17:29:47 2040 GMT

SHAl Fingerprint=E4:91:4E:D4:41:D2:7D:C0:5A:E8:F7:2D:32:81:B3:37:94:68:89:10

purposes:

sslserver sslclient

gRPC ~D kSR b7RA > FDEEST T

I7I7AT Y M= NMTH LWREHEZ ERICHR LS8, A4 vy TF ETRIARNRA Y b &

gRPC (ZBHHEATT % 3B 2 RIS 7s L E 9

)

GE

7747 v MRGEH OV — Ml E 2 RECE 72 ITHIBR T 5 &L gRPCT m e 2 HER L 7,

# switch(config)# feature grpc

switch (config) # grpc client root certificate my client trustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Wed Dec 16 20:18:35 2020
!Time: Wed Dec 16 20:18:40 2020

version 10.1(1) Bios:version N/A
feature grpc

grpc gnmi max-concurrent-calls 14

grpc use-vrf default

grpc certificate my trustpoint

grpc client root certificate my client trustpoint
grpc port 50003

R BRI E DA D1REE

AA v F D gRPCIZ T A baRA > b2 BRI T DG o, AEWE OREM 2 MG %

T2 DO H 2 RICR LE T,
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50003

Cert notBefore : Mar 13 19:05:24 2020 GMT
Cert notAfter : Nov 20 19:05:24 2033 GMT

[l oNMI-gRPC R FD—H BBA L —T (R
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Client Root Cert notBefore : Oct 1 17:29:47 2020 GMT
Client Root Cert notAfter : Sep 26 17:29:47 2040 GMT

Max concurrent calls : 14
Listen calls : 1
Active calls : 0

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 0

gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

EFEDINMI VS AT 2 bDI 54T 2 MERREREZ
£/ L =i=4i DR

7747 v L, %X — (pkey) & CAF =— (cchain) ] L CERZITVET,
BUETIE, SAT— RiZA T v a T,

Performing GetRequest, encoding = JSON to 172.19.199.xxx with the following gNMI Path
[elem {
name: "System"

}

elem {
name: "bgp-items"

}

]

The GetResponse is below

notification {
timestamp: 1608071208072199559
update {
path {
elem {
name: "System"
}
elem {
name: "bgp-items"

}
val {
json val:

}

wn

}
gRPC 225 b7 A MARA » FSREHIRT 5121 (no 2~ F) | kOa~vr REMHLET,

[no] grpc client root certificate <my client trustpoints>
switch (config) # no grpc client root certificate my client trustpoint
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B ovesozxs070a 08 PROTOT a—F 42y

v KX, gRRC=—V x> hD T A MKRA U MSHIZTEHIBRLET, PTAMKRAL b
CAGEM BTN ENEE A, AA v F EDgRPCH—N—~D 7 T A 7 > Ml ERE 2 4
DELUIMESL SN FEFHAN, 22— —H LN AT— N LD FEAERLITEE L ET,

\}

GE) 77472 bOREHERTH CAICL > TEXAEINTWDEN, Lo 6 A v R— b &hiz
N— R CAIZ Lo THEBA SN TW WS, gpe 7 74 7 2 M, =—W—_ Hifi] CA ZFW
HOBLONL— P CAREHHEZ SR E T = — 2R MET 20 ERH D 5,

DMEY XS 1) T3 nf: PROTOT>a—F 425

gnmi-console --host >iip> --port 50051 -u <user> -p <pass> --tls --
operation=Subscribe --rpc /root/gnmi-console/testing bl/once/61l subscribe bgp dme gpb.Jjson

[Subscribe]———-=======————————————————————

### Reading from file ' /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.json '
Wed Jun 26 11:49:17 2019

### Generating request : 1 —————-—--—-

### Comment : ONCE request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {
subscription {
path {

origin: "DME"
elem {

name: "sys"

}

elem {

name: "bgp"

}

}

mode: SAMPLE

}

mode: ONCE

use models {

name: "DME"

organization: "Cisco Systems, Inc.
version: "1.0.0"

}

encoding: PROTO

}

Wed Jun 26 11:49:19 2019

Received response 1 —-—-—-———-——-————————————~—~—~———
update {

timestamp: 1561574967761

prefix {
elem {
name: "sys
}

elem {
name: "bgp"
}

}

update {
path {

elem {

"

"

[l oNMI-gRPC R FD—H BBA L —T (R
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}

elem {

name: "version str"

}

}

val {

string val: "1.0.0"

}

}

update {

path {

elem {

}

elem {

name: "node id str"

}

}

val {

string val: "n9%k-tm2"
}

}

update {

path {

elem {

}

elem {

name: "encoding path"
}

}

val {

string val: "sys/bgp
}

}

update {

path {

elem {

}

elem {

/Received ——-=-------mmmmmmm
Wed Jun 26 11:49:19 2019

Received response 2 ——-—-———-———————————————————-—
sync_response: true

/Received ————————=——-=—————————————————————————
(_gnmi) [root@tm-ucs-1 gnmi-console]#

"

13

HEEEIZDNT

Capabilities RPC |%, gNMI H—E 2 DHRED Y X F %R L EF, RPC ZRICHT HILEA vE—
VI, gNMI—EADNN—T 30 N—=Va VERINET—% 70, BLOY—1—T
BR—FENTWABTF—F 2o a—F 4 IR ENET,

HWREICEET 2 EEFIH L HIREIR

ITHEREIZ P 2k S giIH & PRI T,
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B ooy siasmenres

* Cisco NX-0O8 U U —2% 9.3(3) LAF%, HEfEI% OpenConfig E7 /L& H R — s LET,

e IR—FENDTT v b7 4 —LDFATHOWTIL,  [Nexus Switch Platform Matrix] % 2 i
L TL 7Z &V, https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

« gNMIBEREIZ, gNMIV—E2ADA T a b LTHT A7 T4 T LHREA YV R— ML %7,

Z OFREIZ. JSON 35 X O gnmi.proto = 2—F ¢ 7 &SR — b LET, ZOHREIT,
protobufany =2 23— ( > 7 YR — K L THEHA,

HeNMI A v =T DK A XL 12MB T, WESNZT — & ORMPHANME 12 MB %@
25E, WESNZT—Z Xy 7INET,

ZORWIT, KON TR T — 2y FEWEET S, BN ERSTe TR )
varEERTAZ LT CTCEET, LR oT, 12D Fi b VD RACY T AT
A 7T HRDVIC, NADOERRD PR L~V DM L CTHEBOY T A7 ) 7 a vk
WL TLEEN,

FCHT A7) T a VBERAOTXTONRADOY T VRHBGIEN U ThHUERH D £7,
[ C/RATRR DY T NVHRPNBERG ST, OV T 27 ) Foa 2 ELET,

COMREIZY T A2 ) o a VESROH A ST 4y I AEYR— N LTOERAR,
VTRV T a IO VT 4 VAT 4=V RERDDLIENTEET,

Z OKEREIL. Cisco DME B L OF /N1 A YANG T —Z EF N EZHR— N LET,

« gNMI % 7R — b % gRPC 7' 2 & AL HIGH_PRIO cgroup Z{fH L £9, ZiicL v, CPU
23 CPU D 75% 12, AFE VN 1.5GBICHIR SN ET,

« show grpcgnmi =< > RIZiX, IXOFFEHIANRH Y £,
e ZDYY—=ATIE, a~r RIZ XML I TWETA,

¢ gRPC =— = > ME, MO LM T Lo, ek 1 R gNMI RO LA fRFF L %
‘g—O

PO LOGEIEDN 2000 2825 &, gRPC=—V = MINHZ V—20T v 7 v—F
NIHEDNWTET LI LA ELET,

gRPC H— /S — 3 B VRF THITENFE T, TOMR, gRPC 7 HE AL D VRF TORIE L,
HHA B —T 2 A4 ATTRTO gRPC PO LA AR — M T 20ERH D 7,

gRPC HAEIZIE, Cisco Nexus 9000 A A~ F Z L (ZHEF2 DD gRPC H— 3~ DT 7 4 /L k VRF
MEENTNET, VRFZELIZI DD gRPCH —"—ZFT 52 L6, HH VRF T1-2DgRPC
Y= R—DHEFTTHIEHLTEET, 774/ N VRF TgRPCEZHAR— KT DL, MRV
NDORNTT 4w 7 EMPNEELLRNBDTHSD, EH VRF 225 D gRPC = — /L O % LRI
F7a—RTExET,

2 5D gRPC v — =% T 25 51%, ROUTHERE L T ZI0Y,

« VRF B3 LTS ICHH S D720, % gRPC H— S— | TAHELZHRAT U CER 2 ALFE L, Bk
I VRF [H] Z 18 U FH A,

[l oNMI-gRPC R FD—H BBA L —T (R
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wanss5147> rknos [

2[5OV —N—|THA £7E7 44—V FLT U R TIEHY £HA, —D gRPC H— 13—
Wb RN 7T T, FNLDOMTAAL v FA—RN—F AL v F RN 7 1TH 0 £
A,

« gRPC H—/"—D il 1% VRF AL T,

WEED Y 54T 2 FH DB

ZOFITIL, T D OpenConfig 7 /L RPM IS AA » FIZA VA =L ENTNET,
Wiz, a7 747 OB ERLET,

hostname user$ ./gnmi_cli -a 172.19.193.166:50051 -ca crt ./grpc.pem -insecure -capabilities

supported models: <
name: "Cisco-NX-0OS-device"
organization: "Cisco Systems, Inc."
version: "2019-11-13"

>

supported models: <
name: "openconfig-acl"
organization: "OpenConfig working group"
version: "1.0.0"

>

supported models: <
name: "openconfig-bgp-policy"
organization: "OpenConfig working group"
version: "4.0.1"

>

supported models: <
name: "openconfig-interfaces"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-aggregate"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ethernet"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ip"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-if-ip-ext"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-lacp"
organization: "OpenConfig working group"
version: "1.0.2"

>

supported models: <
name: "openconfig-1l1ldp"

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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organization: "OpenConfig working group"

version: "0.2.1"

>

supported models: <
name: "openconfig-network-instance"
organization: "OpenConfig working group"
version: "0.11.1"

>

supported models: <
name: "openconfig-network-instance-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-ospf-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform"
organization: "OpenConfig working group"
version: "0.12.2"

>

supported models: <
name: "openconfig-platform-cpu"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-fan"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-linecard"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-port"
organization: "OpenConfig working group"
version: "0.3.2"

>

supported models: <
name: "openconfig-platform-psu"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-platform-transceiver"
organization: "OpenConfig working group"
version: "0.7.0"

>

supported models: <
name: "openconfig-relay-agent"
organization: "OpenConfig working group"
version: "0.1.0"

>

supported models: <
name: "openconfig-routing-policy"
organization: "OpenConfig working group"
version: "2.0.1"

>

supported models: <

. gNMI-gRPC Yy F T —V EBA V3 —T (4 R
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=2

name: "openconfig-spanning-tree"
organization: "OpenConfig working group"
version: "0.2.0"

>

supported models: <
name: "openconfig-system"
organization: "OpenConfig working group"
version: "0.3.0"

>

supported models: <
name: "openconfig-telemetry"
organization: "OpenConfig working group"
version: "0.5.1"

>

supported models: <
name: "openconfig-vlan"
organization: "OpenConfig working group"
version: "3.0.2"

>

supported models: <
name: "DME"
organization: "Cisco Systems, Inc.

>

supported models: <
name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc.
version: "2019-08-15"

>

supported encodings: JSON

supported encodings: PROTO

gNMI_version: "0.5.0"

hostname user$

+
Ao

Get [CDLVT

GetRPC D HMIL, 7 74TV ERT AL ANLT =4V U —DAF v T v ay N TE5
EOCTHZ2LTY, 1 DOERTEHED NS AZERTEET, gNMI/SAFANTHE- T, XPATH
OB THD gNMI DAF—~< /N2 o a—F ¢ VU7 HAIR S A S hvET,
https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-path-conventions.md

Get BEVE DFELANIZ OV TR, gNMIAERED DIRREEHR O 2 F > T a v hOBAR) v7 v a %%
1L T 7Z &V, gRPC Network Management Interface (gNMI) https://github.com/openconfig/reference/
blob/1cf43d2146f9ba70abb7f04f6b0f6eaa504cef0S/rpc/gnmi/gnmi-specification.md

Get [CREI 2 XESFIHEFIREIR
KU, Get BEO Set IZPIT Dy HIH & HIPRFIHA /R LE T,
« GetRequest.encoding X JSON O A% AR — K~ LET,

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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https://github.com/openconfig/reference/blob/1cf43d2146f9ba70abb7f04f6b0f6eaa504cef05/rpc/gnmi/gnmi-specification.md
https://github.com/openconfig/reference/blob/1cf43d2146f9ba70abb7f04f6b0f6eaa504cef05/rpc/gnmi/gnmi-specification.md

gNMI-gRPC v kT —H &HEA 2 —T (R |
B cecmvzrsmEcsREE

* GetRequest.type D357, DataType CONFIG & STATE D473 YANG CEHE O BFR & L%
FHFET, OPERATIONAL (IH AR — S TWEEA,

« 1 DO ERIZ OpenConfig (OC) YANG /SR & T /31 A YANG NADWJja#FH5H Z &1L T
X FEHA, BRIZIE, OCYANG /SAE 2T T SNA A YANG N ADHEEDHMENH Y F
T, M EFOHILILTTEERA,

=R (/] FRTOETNADTRT) O GetRequest [TFF I STV EH A,
o TRA AET VO AL L~V  [/System] ) @ GetRequest (X4 7] S TWEH A,

« gNMI Get [ZTXTDOT 7 4 /L M %R LET (RFC 6243 [4] D report-all E— K& ZH)
» Subscribe |%, ET /L cisco-Nx-0S-syslog-oper & W 7R— Kk LET,

e Get [$E T /L cisco-NX-0S-syslog-oper & WA — F L TWEHR A,

e NNR /system MHD 7 =Y L, NX /system/processes MHEDT—H &R LEE A,
openconfig-procmon 7 — & D7 T U T, FFED/IA /system/processes i3 2 hE
NHOFET,

WDOA T a HHIFR—FERTOWEREA,
cRADT VT 4T A

« RADTA YT A

e NANDI AN RH—F

1 ©® GetRequest [ZITH K 10 D/NAZEHDHZ ENTEET,

GetResponse TIR SIVAHMHT 4 —/V RO A X 12MB #2556, VAT AT T— A
7 —H A grpc: :RESOURCE EXHAUSTED &1k L £ 79,

K gRPC 258y 7 79 A XL 8MBITHKESHET,
Get D[RR E v ¥ a Y OEFEIT S IZHIR S TWhET,

KBRS A A~ FICHA STV D & X ICGet BifE 2 47T D &, gRPC 7 & A
MR T R CTOAEY ZHETHRENRH D 7, AT VIERERRET DL, RO
syslog MK S VE T,

MTX-API: The memory usage 1is reaching the max memory resource limit (3072) MB

ZOFMENERELGE L CHAET D E L IRD syslog BAERINET,

The process has become unstable and the feature should be restarted.

Z OB T gRPCHEREA TEEIL C, gNMI b7 %27 g VOlE DU 24T+ 52 L %
BEIDLET,

« Get & Set DFRIRE v & a COEFHUIL. BIERB STV 2 gNMI O [FReH K5 1 5]
W2t DOTY, 7o & 21X, gnmi OFFFFOM LAY 16 [T S AL TV D856, Get 38 KT Set
DOHEFHFEKE v > a yORAREIT 1512720 £9,

[l oNMI-gRPC R FD—H BBA L —T (R
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o KBIBLZRRER S A A » FITHH SN TV D & ZIZGet 2 FAITT D L, gRPCT B ANE
REMPCX L AR H Y £3, ZOFRLET, ROZT—BIRINET,

Thereisinsufficient memory available on the device to process the subscription.

=/l =

AN AE

Set [TDUT

SetRPC L, T /3 ADRERAZEE T 57207 74T v M ho TS E T, 734 27—
I T E DEAEITHIBR, B, T, HE AT TUThvE T, H—0 Set ZERDFT T
DEAFIL R T oo var b LTifbhET, DF0, TRXTOHEANEREY) LR 72561
TNAABTEOREIC T — 3y 7 SUET, Set FAEIX, SetRequest THi& S A7 NEH/F Tl
ET, NX75§?‘E%[@TH%§2@TD\5%A HWa EHEXTLZ Loz LTH, ZBHENE
a4, T—XORLREIL, FToPF o a v OREERFEICI > TEBSET,
SetRequest..delete\ replace, update 7 1 —/L R CIRE SN2 T X TD/NA L CONFIG 7 —F /XA T
BV, IITAT U MIEoTEZIAANRETHL EHEINTVET,

Set #VEDFELIZ OV TIE, gNMI HEEE,
https://github.com/openconfig/reference/blob/ 1 cf43d2 146f9ba70abb 7f04f6b0foeaas04cef0S5/rpc/gnmi/gnmi-specification.md
@ [Modifying State] D7 >3 LV E#ZH LTI,

Set (LRI S EEFIELHIPREIE
KIZ, Set DHA KT A v LHIRFIEA R L ET,
* SetRequest.encoding (% JSON O ZH %R — Kk LET,

« 1 DD ERIZ OpenConfig (OC) YANG /XA & T /31 A YANG NADW & FH5H Z &1L T
T FEHA, BERIZIE, OCYANG /SAE 2T T NA A YANG NADHEEDHNENH Y &
T, M EHFOHILIXTTEERA,

« Subscribe 13, 5L Cisco-NX-0S-syslog-oper & R— b Ljﬁjﬂo

¢« )RR /systemMBH DY TV L, /XA /system/processes MNHDT —H ER LERA,
openconfig-procmon 7 — X DY TV IZi%, FFEDI/RA /system/processes P 5 0NE
BHYET,

cRDOFA T a VIHHIZYR— SR TOHER A,
c RADT VT 4T A
e NNZAD=ZA YT A

c NAWDT AN RI— R

* 1 D® SetRequest | ZI1FHH K20 DXAEZFTHDH T ENTEET,

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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« 5K gRPC /53y 7 7 A XL 8 MBI e SN E T,

« Get & Set DI v g COGEHEUL. BIFERE STV D gNMI D[R KEH 1 5]
Wb DO TY, 72 2IE, gNMI AR 2 — /L3 16 IR E SN TV D4, Get B X O Set D&
FHREE v g o REUX 1512720 £,

Set::Delete RPC D54, B ORENKETXZ MR H25E. MIX 2/ X vk —
UnNESELET,

Configuration size for this namespace exceeds operational limit. Feature may
become unstable and require restart.

BIRVSATICEYT S EERIELFIREIER

VTR TA T DERFIAL HIRHFIITIRDO LY TT,

« CLIZ{EH L C—T 4 » 7R Y > —prefix-list ZHE L, /L—7F > 277K U 2 — OpenConfig
ETADgNMIY T A7) 7Fva 28R LTH, VAR—bFEhEHA, 2E2IE, ROX
2 72 BEAF D CLIgE 2 LT OpenConﬁg/I/—?‘4' VIR —EY TR T4 TLED &
4% & . OpenConfig 7 /L DILEDIRED - F DENIR SHET,
ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128
Using the example paths,

openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

Cisco NX-OS U U —2RZ 93@3)LA¥, ¥7 A2 F A 7% OpenConfig ET /L& HHR— s LET,

Y R—=FINDTT Y M7 3 —DDOFFHIZ- DOV TiE. Nexus Switch Platform Matrix 22 L C
<TEEW,

eNMI #REIZ, 7 R 7 T4 7 LiREDIl] RPC AR — b LET,

Z OFREIZX. JSON B L X gnmiproto =2 a—F 4 > Z &V HR—FLET, ZOKEEIT
protobufany = 23— ( 7 &Y R— K L TOEHA,

% eNMI A v ' —Y Dl KA XL 12MB TF, WEEII =T — % Q&3 HEKfE 12 MB %
25 & WHESNET =2 ke y FanEd,

ZORPIE, LN TR M T — 2 ey MRS S RGN T RS Y
VarvEERTAZETHBTEE T, LERoT, 1290 LV DRRIZYT AT T
A TFTHMRDVIT, NRRADERD FALL~ILDEMIHR L CTEBOY T 27 U 7y a v &AE
WL TL7EEN,

FUYTZ22 U Fo g ERNOTRTONZOY > FABIZE U THALERH Y 1,
[ CoXA TR DY FIVMENBERIGST. ROV T 2270 Foa VEERLET,

[l oNMI-gRPC R FD—H BBA L —T (R
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o < o—¢ i

o ZOMEREIIY TR U P g VESROE—NRA LT 4w I AEYAR— N LTWERAN,
BT 2RI F a3 EDT LT AT AT 4 — )L RESEDBEILENTEET,

« ZOMfEIL. Cisco DME B LT /N1 A YANG 7T —H TV &2V R—FLET,

« gNMI % PR — b4 % gRPC 7 2 & A% HIGH_PRIO cgroup Z{f{/I L9, Zhick¥v., CPU
{FFHZEAY CPU @ 75% 12, AFE VA 1.5GBIZHIR SN ET,

« show grpcgnmi =~ RiZiX, IROFZEFEBFIARH Y £,
s ZDOYY—RATF, <> NIXMLAINTWERA,

« gRPC =— 1 b, PO LA T L7atg, K 1 IRRfH] gNMI POV U 2445 L &
ﬁ‘O

IEONH LA EHN 2000 2D L. gRPC=— =2 MIWNHZ V—2 7T v 7 —F
NCEEDWTH T LI L2 E L ET,

gRPC H— S— [T VRF THRITSNET ., ZOR, gRPC T 1t AL 2D VRF TORIES L
%ﬂ%y&—7:4xmﬁﬁfmg@cﬁwﬁb%%ﬁ~%ﬁé%%ﬁ%biﬁo

gRPC HEREIZIZ, Cisco Nexus 9000 A A > F Z LIZHFE 2 DD gRPC H— 3= DT 7 /L~ VRF
méihfwiﬁoww_t 1 DD gRPCH—N—ZFATTLH2 L b, HHVRF T1 DD gRPC
Y= N—DHEFEITTHIEHTEET, T 74/L K VRF TgRPC ZHAR—hT5E&, 2nahH
BORNTT7 4w 7 AMNBEELL VLD THD, HH VRF 225D gRPC = — /L OAULHE % LIk I
F7n—RTEET,

2 5D gRPC r—N"—Z T 25 61%, ROBIZERLTIEIN,

* VRF Bi S T W SN D729, % gRPC H— N— 3 H TS U CEOR A8 L, 2K
(X VRF [ &t L 2 A,

2[5OV —N—|THA £721E7 44—V LT R TIEHY £HA, —HD gRPC — 13—
Wb RN 7T T, FNOLDOMTAAL v FA—RN—F AL v F RN 71TV £
A,

« gRPC H—"—D il 1T VRF AL T,

gNMI R4 O—
eNMI T, FFED~A v — FERZMEH L THT A7 FA4 T LET,
«DME % kU —2
* YANG % | U — 2
YT AT T4 TEAEX, IROEFE— RTHR— I TWET,
*ONCE: 7—4% 1 YT A7 747 LTRHEL, ByvarZHUET,

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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ePOLL: Y7 A7 T4 T LTy arZlWiEEFlcl, 729472 MIT—ZNBE|TA
HENCAR—Y  TEREZEEF L FE T,

« STREAM: $EDHEE T — 22 EBBLUOZELET, XM a— R, 7 /B (0=
10000000000 Dl % 2T AINVE T,

«ON_CHANGE: #7227 747 L TCAF v T ay ba2GEL, Y —CHPPEE SN
GECDORT =2 EZE LET,
BEE— R
o BB — NI, Wil 7 LAMEY T 0 2 DORGENRBE T,
« ONCE: #> 7L, 1
« POLL: SAMPLE, POLL
e AR —L: BT ARY—L4
« ON_CHANGE: ON _CHANGE, STREAM
Origin
*« DME: DME 7 /L ~D%§f
s T34 A: YANG E T /L ~D g
EAi)
« DME = DME & 7 /W2 % 5%
* Cisco-NX-0S-device = YANG &7 /U2 & §¢
Tra—5 47
*JSON= 2 K U — AT JSON JER CREfF SN E T,
« PROTO = A k U — A3 protobuf.any JEX CTikfi SV E T,

DME X k') —L® gNMI R4 O— KDl

Y

GE) 7794 T7 I EICHADANNERRH Y £,

"SubscribeRequest":
[
{
" _comment" : "ONCE request",
" delay" : 2,
"subscribe":
{

"subscription":

[

[l oNMI-gRPC R FD—H BBA L —T (R
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"

_comment" : "lst subscription path",

"path":
{
"origin": "DME",
"elem":
[
{
"name": "sys"
}I
{
"name": "bgp"
}
]
}I
"mode": "SAMPLE"
}
]I
"mode": "ONCE",

"allow_aggregation" : false,
"use _models":
[

{

" _comment" : "lst module",

"name": "DME",
"organization": "Cisco Systems, Inc.",
"version": "1.0.0"

] 4
"encoding": "JSON"

gNMI X« B — K YANG R k1) —L®Dfl

"SubscribeRequest":

l

" comment" : "ONCE request",
" delay" : 2,
"subscribe":

{

"subscription":
[
{
" comment" : "lst subscription path",
"path" .
{
"origin": "device",
"elem":

l

"name": "System"
b
{

"name": "bgp-items"

"mode": "SAMPLE"

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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AR)—32

gNMI DR k1) —3

gNMI Subscribe 1%, gNMI Subscribe ZLK (2

gNMI-gRPC = v 7 —

}
]I
"mode": "ONCE",
"allow_aggregation” : false,
"use _models":
[
{
" _comment" : "lst module",
"name": "Cisco-NX-0S-device",
"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}
]I
"encoding": "JSON"

Syslog

>4 Syslog [IZDWLNT

o THEEWT —F 52T v adThHIET, VAT A

vEmA8—T142 |

THAEZ > TWNDHDNnE Y 7/V§74A'C%%TT5\ Ay MU —=7 = F—FT L LWITAT

—;_‘O

CiscoNX-0S U U —2933) LUFTIX, gNMIHV T 27 Z 4 THEEO T AR — MBS E L,
gNMI Subscribe H 7 — k OFEAM

« Syslog-oper T /L A h U —3

* stream_on_change

Z O#REIX. 8GBLLED X E Y 354 L 7= CiscoNexus 9000 > U — X A A v FIT@H SN £,

A RY)—Z= 2% Syslog RS HEEFEIE L HIREIE: gNMI

A R VU—3 7 Syslog ICHF 2 EFIA L HIRFIHITIKDO LBV T,

o X2 syslog XA — FEINTWERA, 72E2E,. 74V FET-

CIRDONAZT R AR—hSHET:
* Cisco-NX-OS-Syslog-oper:syslog
* Cisco-NX-OS-Syslog-oper:syslog/messages

s ROE— RiTHHFR—FINTHERFA,
e AN =AY LT
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pl

c TRIZTYANG T/ 74—~ N THHVLENH Y 7,

CHWHT TV r—varE AT EL, MEOT TV r—va U EERTHZ EHTEFE
j‘o

e~ A u—RIar e —InbIAE S, gNMUFILEZEE LET,

e a—7 47 74—~v MMIISON & PROTO CT7,

Syslog * 1 7« 7 YANG €T /)L
YangModel 132 212 Y £7°, https://github.com/YangModels/yang/tree/master/vendor/cisco/nx/9.3-3
)

GE)  HALY—2 74—V KX, DAL SNTGEICORFE SET, clock format show-timezone
syslog 7 7 AV F TIHRE SN TWRNWTED, XA LY —2 7 44—/ RiFAT7,

PYANG Tree for Syslog Native Yang Model:
>>> pyang -f tree Cisco-NX-0OS-infra-syslog-oper.yang
module: Cisco-NX-0S-syslog-oper

+--ro syslog

+--ro messages

+--ro message* [message-id]

+--ro message-id int32

+--ro node-name? string

+--ro time-stamp? uinto64

+--ro time-of-day? string

+--ro time-zone? string

+--ro category? string

+--ro group? string

+--ro message-name? string

+--ro severity? System-message-severity
+--ro text? string

Y IR 54 TEKRDH
Wiz, TR G4 TEROH R LET,
{

"SubscribeRequest":
[
{
" _comment" : "STREAM request",
" delay" : 2,
"subscribe":
{
"subscription":

[
{
" comment" : "lst subscription path",
"path":

{

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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"origin": "syslog-oper",
"elem":

[

"name": "syslog"
}I
{

"name":"messages"
}I
"mode": "ON_CHANGE"
]I
"mode": "ON_CHANGE",
"allow_aggregation" : false,
"use _models":

[
{

"

_comment" : "lst module",
"name": "Cisco-NX-0S-Syslog-oper",
"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}
] 4
"encoding" :"JSON"

PROTO & 1 Dl

Z U PROTO i o v 7T,
HHHFHHF AR AR AR AR A SRS HHH

[Subscribe] ——=—==—==—————————
### Reading from file ' /root/gnmi-console/testing bl/stream on change/OC_SYSLOG.json '
Sat Aug 24 14:38:06 2019

#4## Generating request : 1 ——-——————-—-

### Comment : STREAM request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

[l oNMI-gRPC R FD—H BBA L —T (R
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elem {

name: "messages"

mode: ON_CHANGE

}
use_models {

name: "Cisco-NX-0S-Syslog-oper"

organization: "Cisco Systems, Inc."

version: "0.0.0"
encoding: PROTO

Thu Nov 21 14:26:41 2019
Received response 3 ——-—-—-———————————————————
update {

timestamp: 1574375201665688000
prefix {

origin: "Syslog-oper"
elem {

name: "syslog"

}

elem {

name: "messages"

}

}

update {

path {

elem {

name: "message-id"

}

}

val |

uint_val: 529

}

}

update {

path {

elem {

name: "node-name"

}

}

val |

string val: "task-n9k-1"
}

}

update {

path {

gNMI-gRPC Yy FT—V EBA V3 —T (4 R .
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elem {

name: "message-name"
}

}

val {

string val: "VSHD SYSLOG CONFIG I"
}

}

update {

path {

elem {

name: "text"

}

}

val {

gNMI-gRPC v kD —H &HA 8 —T x4 R |

string val: "Configured from vty by admin on console0O"

}

}

update {

path {

elem {

name: "group"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "category"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "time-of-day"

}

}

val {

string val: "Nov 21 2019 14:26:40"
}

}

update {

path {

elem {

name: "time-zone"

}

}

val {
string val:
}

}
update {
path {
elem {
name: "time-stamp"
}

}

wn
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val {

uint _val: 1574375200000
}

}

update {

path {

elem {

name: "severity"
}

}

val {

uint _val: 5

}

}

}

/Received —————————mmmm—

JSON £ 1 DI

Z U ISON H o ¢4,

[Subscribe] ----=---------——-——————————-

ason o5 ]

### Reading from file ' testing bl/stream on change/OC_SYSLOG.json '

Tue Nov 26 11:47:00 2019

### Generating request : 1 -—--——-—-—-—-

### Comment : STREAM request
### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE
subscribe {

subscription {

path {

origin: "syslog-oper"
elem {

name: "syslog"

}

elem {

name: "messages"

}

}

mode: ON_CHANGE

}

use models {

name: "Cisco-NX-0S-Syslog-oper"

organization: "Cisco Systems, Inc."

version: "0.0.0"
}
}

Tue Nov 26 11:47:15 2019

Received response 5 -----——-——-—-----

update {

timestamp: 1574797636002053000
prefix {

}

update {

path {

origin: "Syslog-oper"

elem {
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name: "syslog"

}

}

val {

json _val: "[ { \"messages\" : [[

{\"message-id\":657}, {\"node-name\" : \"task-n9k-1\", \"time-stamp\" :\"1574797635000\", \"time-of-day\" : \"Nov
26 2019

11:47:15\", \"severity\":3, \"message-name\": \"HDR I2LEN ERR\",\"category\":\"ARP\", \"group\":\"ARP\", \"text\":\"arp
[30318] Received packet with incorrect layer 2 address length (8 bytes), Normal pkt with

S/D MAC: 003a.7d21.d55e ffff.ffff.ffff eff ifc mgmt0(9), log ifc mgmt0(9), phy ifc

mgmt0 (9) \",\"time-zone\":\"\"} 1] } 1"

}

}

}

/Received ----------------------———————————————

kS OIa—TF425

™M FL—X OY DUNE

1. tmtrace.bin -f gnmi-logs gnmi-events gnmi-errors following are available
2. Usage:

bash-4.3# tmtrace.bin -d gnmi-events | tail -30 Gives the last 30

}

}

}

[06/21/19 15:58:38.969 PDT £8f 3133] [3981658944] [tm transport internal.c:43] dn:
Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc_start time: 0, length: 124, sync response:l

[06/21/19 15:58:43.210 PDT £90 3133] [3621780288] [tm_ec_yang data processor.c:93] TM EC:
[Y] Data received for 2799743488: 49

{

"cdp-items" : {

"inst-items" : {

"if-items" : {

"If-1list" : [

{

"id" : "mgmtO",

"ifstats-items" : {

"y2Sent" : "74",

"validv2Rcvd" : "79"

[06/21/19 15:58:43.210 PDT f91 3133] [3981658944] [tm_transport internal.c:43] dn:
Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc_start time: 0, length: 141, sync response:l

[06/21/19 15:59:01.341 PDT £92 3133] [3981658944] [tm_transport internal.c:43] dn:
Cisco-NX-OS-device:System/intf-items, sub id:

4091, sub id str: , dc_start time: 1561157935518, length: 3063619, sync response:0
[06/21/19 15:59:03.933 PDT £93 3133] [3981658944] [tm_transport_ internal.c:43] dn:
Cisco-NX-0OS-device:System/cdp-items, sub id:
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mix win s onE [

4091, sub id str: , dc_start time: 1561157940881, length: 6756, sync response:0
[06/21/19 15:59:03.940 PDT £94 3133] [3981658944] [tm transport internal.c:43] dn:
Cisco-NX-OS-device:System/lldp-items, sub id:

4091, sub id str: , dc_start time: 1561157940912, length: 8466, sync response:l
bash-4.3#

- N Y
val
MTX RERA 0 DUNE
1. Modify the following file with below /opt/mtx/conf/mtxlogger.cfg

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">true<
/leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES
SCOMPONENTIDS S$STYPES: SMSGS$S">SDATETIMES $COMPONENTIDS STYPES
SSRCFILES @ S$SRCLINES $FCNINFOS:SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%$HIMS"><
/leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="S$CLASSS$: : SFCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="facility">
<leaf name="info" type="boolean" default="true">true</leaf>
<leaf name="warning" type="boolean" default="true">true<
/leaf>
<leaf name="error" type="boolean" default="true">true</leaf>

Note: Beginning with Cisco NX-0OS Release 9.3(4), the following default configuration is
changed from
default true to false. To investigate an issue which requires the debug messages,

edit
the following configuration and toggle it to true.
<leaf name="debug" type="boolean" default="false">true<
/leaf>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
<leaf name="name" type="string" default="mtx-internal.log"><
/leaf>
<leaf name="location" type="string" default="./mtxlogs">
/volatile</leaf>
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<leaf name="mbytes-rollover" type="uint32" default="10"
>50</leaf>
<leaf name="hours-rollover" type="uint32" default="24"
>24</leaf>
<leaf name="startup-rollover" type="boolean" default="
false">true</leaf>
<leaf name="max-rollover-files" type="uint32" default="10"

>10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-EvtMgr</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT-JSON</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem >
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-
device</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp<
/leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
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<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
</list>
</container>
</container>
</config>

2. Run "no feature grpc" / "feature grpc"
3. The /volatile directory houses the mtx-internal.log, the log rolls over time so be sure
to grab what you need before then.

bash-4.3# cd /volatile/

bash-4.3# cd /volatile -al

total 148

drwxrwxrwx 4 root root 340 Jun 21 15:47 .

drwxrwxr-t 64 root network-admin 1600 Jun 21 14:45 ..
-rw-rw-rw- 1 root root 103412 Jun 21 16:14 grpc-internal-log

-rw-r—--r—-- 1 root root 24 Jun 21 14:44 mtx-internal-19-06-21-14-46-21.1log
-rw-r—--r-- 1 root root 24 Jun 21 14:46 mtx-internal-19-06-21-14-46-46.1log
-rw-r—--r-- 1 root root 175 Jun 21 15:11 mtx-internal-19-06-21-15-11-57.1log
-rw-r--r-- 1 root root 175 Jun 21 15:12 mtx-internal-19-06-21-15-12-28.1log
-rw-r--r-- 1 root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-17.1log
-rw-r--r-- 1 root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-42.1og
-rw-r--r-- 1 root root 24 Jun 21 15:13 mtx-internal-19-06-21-15-14-22.1log
-rw-r--r-- 1 root root 24 Jun 21 15:14 mtx-internal-19-06-21-15-19-05.1log
-rw-r—--r-- 1 root root 24 Jun 21 15:19 mtx-internal-19-06-21-15-47-09.1log
-rw-r—--r—-- 1 root root 24 Jun 21 15:47 mtx-internal.log

-rw-rw-rw- 1 root root 355 Jun 21 14:44 netconf-internal-log

-rw-rw-rw- 1 root root 0 Jun 21 14:45 nginx logflag

drwxrwxrwx 3 root root 60 Jun 21 14:45 uwsgipy

drwxrwxrwx 2 root root 40 Jun 21 14:43 virtual-instance

bash-4.3%#.
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