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I AEYR—KMLET, Bashid, =—HF—BANjLizca~vr REET =V A7 )T Wb
AWz a~vy RERLUET, Bash T 2&, 7354 XA EOREE L7225 Linux & A7 A
T 7B A LTV AT AEERTEET,
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Bash o = /L%, IROFTRFIHEHLFHERH Y £,
oA H =T 2 ADY T a—NT RVRAEEHT D E. Netstack [T —FR VDR T
INA AN 164 T VT 4T A% AL A =L LET,
HLWY 7 a—NT RUARD =RV TREIND &, I—RMEH—R NV NV—T 4
TT—=TNMZ 64 N— A A= LET,
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B sesh~o7sex

V7 Ry T ADA L H—T A A2, WU/MAYV TRy MIETDI 7 u—h/L 7T KL XA
DEOE STV WA, Idbash 7 r > 7 RIDliZh LE® A, ping Cisco NX-OS [ X IEH IZ
BE L E T, ping

fisan 7 A /VHEHNDONSAF VL, T~ RTANTDHV = VOBREEIFR 2D X ) ITHRESN
FIRIECERITTA-ODOEOTT, runbash = OBEHNOFEIZ TR TX /22 =%, Bash
VML INEDONNALF Y EFH LW EEBEID LET,

74V kT, Bash &= MEHBIIC R Z 7 & k LEt A, =—F—, B Linux 5
B TMOUT 26 LT, HIGET 57 4 KA KA AT 0 MadbE Tx E1, fUsh i
TY, =& xiX, Texport TMOUT=300] T,

Cisco Python & ¥ =2 — /L% A VAR — T 58415, Bash & = /L5 Python Z A L 72 T<
7ZEW, b vz, NX-0S VSH THF D Python 2 L £9°,

—HOTrE AR L avy FTE, KEOMBRETDAREMERH Y £9, show =z~ U
T FEFATLTHWT, FTRHORWE 2L T 52083 H 55513, Cul+C (Cul+Z T

372D Z2fHLCa~vr FHAEKT LET, CultZ 2T 2L, ZoF— av s RiC
£ > TSIGCONT (fF'5#k&e) A v E—UBERS, A7 V7 RBMEIET 2Rtk d v £
3, SIGCONT A v —IIZ L o> TEILENEZAZ ) 7 M, B2 HMT 5720l —F 0
A BETT,

v RREITFTHY, Bl T T0ERS LG, a~v 2 FEfFH LAV TEE
VY, show tech supportclear tech-support lock Ctrl+C Zf#f L £,

TR, T =AY R — MEROEBEOWEMTON DNy 7 7T 7 RVSHE v v a3
ZoRiilak T L7272 CT9, clear tech-support lock {8 0 (2, =2~ Rik, CLI NFOH

N7 47779 RVSH Y v arOhzsmifilié T LE T, clear tech-support lockshow
tech support

show tech-support & v 3 3 & 1E L < 5@ifil4& 74 2121%, Cul+C 2 H L 7,

o T EMH LG EIE, WOFIEEFEITL TNy 7T RVSH a2 &5@iflas T
L %79, clear tech-support lock

1. Bash = /LIZAY £,
2. av RFOVSHEy I a» O 2% 7, ps-l| moreshow tech support

3. Bva o VSHIZEEAT HATWA PID (PID 72 E) Z5dil4 7 LE 9, show tech
supportkill -9

Bash~D7 7 tX

Cisco NX-OS Ti%, Cisco NX-OS dev-ops 7 —/L & 7= |d Cisco NX-OS network-admin = — /L \Z LA}
Fonlza—F 7y b BashiZ7 7 8ATEET,

KOBFIL, dev-ops B —/b & network-admin 2 —/LOMERZ 78 LTV E T,
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switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

feature bash-shell =~ > K& EITT 5 &, Bash WEIIR2 0 £,
Z @ runbash =< Ri Bash ZmiiAdr, 22— —DF—L T4 L7 UGB LET,
WROWIL, Bash ¥ = /VIERE #3232 ik L. Bash T T 5 52 R L TCWET,

switch# configure terminal
switch(config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.2$ pwd
/bootflash/home/admin
bash-4.2$
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. HREL—FIIXRAL—23vF B

\)

(GE)  runbash command =~ > K CBash 2~ R&RITTLHZ L TaET,
7ol 21X, runbash =<2 RN 2] L T whoami #7452 b TEET,
run bash whoami
2 —+4— shelltype Z 1§ L C Bash #9745 L b CT&E £9,
username foo shelltype bash
Zoawr Rk, B s A VB Bash Yo VA HEFITTEDL L OISR £, Z0BA,
feature bash-shell ZH 2T 2 LEITH Y XA,

¥RZIL—FMZIRAL—30F 5

GG D — DI, V— R TR AT AN L — g VTR ET,

DINIL, EfRZ = AL —2 a3 05720004 R4 T,
o B EMER = — — (network-admin/vdc-admin) 1. NX-OS 12335 % . Linux ® root ¥ =~ —
P—IZHH L ET,
AL SN EHE 2 —F —DLDHMEIR % root ICFAE TE F47, Al SN 7S EMER 22—V —
[CRAT— RIBEHY A, *
cMERATAH L — 9 T BRIC., Bash ZHNCTHDENH Y £9,
cAFEHA X —T 2 A AEA LTE root 2—Y—LEffH L7z AA »F~D SSH T, root

Z—H—® Linux Bash ' =/ ¥ A4 7 7 7 v ANFT 7 /)L MMZ72 0 £9, NX-OS =/ 77
TRIZRD T2 vsh Z AT LET,

*CiscoNX-0S U U —29.23) LI TIE, HHHE (kv by —2FHEu—LE2fHFoa—%—) O
Btz ——Th-oThH, —HOMHEIT/RAT— R 7 a7 MR35, systemsecurity
hardening sudo prompt-password =~ > K& A Jj L £7,
NX-OS X v MU =7 EHFE =Y —T, ROGEITroot I AH L—a LT, i~ R
% NX-OS VSH [ZHE T ERH Y £,
*NX-OS 2 —HF > =)V XA 7D Bash ZfE M L THY, > =¥ A 7D Bash Zff ] L TA
AyFlice 74 LTWET,

eBash TAA v FIZa 7 A 2 LI NX-0S =—W)E, 5l &&& A A »F TBash #fifH L £,

sudo su 'vsh -¢ "'<configuration commands>""" & 7= /3 sudo bash -c¢ ‘vsh -¢ "*<configuration commands>""'
EFITLET,

KOBNE, T 74NV DY =)V F A T3 Bash THDHFRy bU— 27 FHE 2 —H — MyUser 23,
sudo Z i/l L THli =~ > K& NX-OS (2T ik a R L TVWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
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EREL—rzzZAL—>3275 |

interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

OB, T 74N DY =)V H A T3 Bash ThHDHHR Y T — 27 FHHZH 22— — MyUser 73,
NX-0OS IZA Y . NX-OS T Bash ZE4T 45 kA2~ L TWET,

ssh -1 MyUser 1.2.3.4

-bash-4.2$ vsh -h

Cisco NX-0S Software

Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.
Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco
Systems, Inc. ("Cisco") and are protected, without limitation,
pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R IR IR g gk Ih 2 bk b b b b b I b b b b b b b b b b b bk bk bk b kb b b b b b b b b b b b b b b b bk b b bk bk kb b bk b b bk b i

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
*  purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
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switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show interface
ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

GE) sudosu-IEfEH L7anTL7Z&Wn, ffHTHE, VAT ANV T LET,

ROWBNT, FiMEZL root IZT AT L — a3 U 50kE T AN V—3 g &R T 50715 % R
LTWET,

switch# run bash

bash-4.2$ sudo su root

bash-4.2# whoami
root

bash .
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bash-4.2# exit
exit

Bash a <> KDl

Ok v a it Bash a<= 2 REMTOBINEENTWET,

AT L#gEHEHRDO R

WOENL, AT LAFFHERORRTEEZR L TOVET:

switch# run bash
bash-4.2$ cat /proc/meminfo

<snip>

MemTotal: 16402560 kB
MemFree: 14098136 kB
Buffers: 11492 kB
Cached: 1287880 kB
SwapCached: 0 kB
Active: 1109448 kB
Inactive: 717036 kB
Active (anon) : 817856 kB
Inactive (anon) : 702880 kB
Active (file): 291592 kB
Inactive (file) : 14156 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 32 kB
Writeback: 0 kB
AnonPages: 527088 kB
Mapped: 97832 kB
<\snip>

CLI » 5 @ Bash DX 1T

WIZ, runbash=~ > RZAHH LT Bash 205 ps #EAT7T 50 %2 Rm L ET:

switch# run bash ps -el
S UID PID PPID
0 1 0

PRI
80
80
80

-40

-40

-40
80
80

e e N |
N0 nNn nh n nn nn
[cNeoNeoNeNeNeNe)
OV wJo W
DN NN O
[cNeNeoNeoNeoNeoNeNole)

. bash

NI

o O O

ADDR SZ
- 528
- 0

I
O O O o o o

WCHAN
poll s
kthrea
run_ ks
cpu_st
watchd
cpu_st
worker
run_ ks

00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
:56
00:
00:
00:
00:
00:

00

03
00

00
00
00
00
00

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirgd/1
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wazrem oz ]

T EE RPM 0D &18

RPM 4 > X F—LDENEEH

RPM % A VA F— L EZITBINT 20, IROFIZL Y AT LAOEFNTECTND I L2l

FIEDHE
1. switch# show logging logfile | grep -i "'System ready"
2. switch# run bash sudo su
FIRDF4B
FIE
AU RFEREETIVa Y E):Y)

Step 1 switch# show logging logfile | grep -i "'System ready” | Bash % 92473 A {ilc. ~ OFNEIZ L > T, RPM % A
YA NVETITBINT DRI O VAT ADOHEMHT
XTCWVWAZ MR LET,

DU & 5 2o Snaud, 7 LET

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

Step 2 switch# run bash sudo su Bash # 2 — R L %9,
(E

switch# run bash sudo su

bash-4.2#

Bash S DHEFERPM DA > X F—JL

FIg
AU RFEREFET7TIVa Y Hay
Step 1 sudo dnf installed | grep platform AA S FITA A P =L ZF TV A NX-0S #fit RPM
DY AFEFRRLET,
Step 2 dnf list available R ATRE7Z2 RPM D U A &R R LET,
Step 3 sudo dnf -y install rpm P2 RPM 2 A > A h—L LET,

bash
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151
WIZ, bfd RPM Z A > A h— T 50 %R~ LET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000 3.0.14-r74.2 installed
bfd.1ib32 n9000 1.0.0-r0 installed
core.1lib32 n9000 1.0.0-r0 installed
eigrp.l1ib32 n%000 1.0.0-x0 installed
eth.1ib32 n9%000 1.0.0-r0 installed
isis.1lib32 n9000 1.0.0-r0 installed
lacp.1ib32 n9000 1.0.0-r0 installed
linecard.1ib32 n9000 1.0.0-r0 installed
11dp.1ib32 _n9000 1.0.0-r0 installed
ntp.1ib32 n9%000 1.0.0-r0 installed
nxos-ssh.1ib32 n9000 1.0.0-r0 installed
ospf.1ib32 n9%000 1.0.0-r0 installed
perf-cisco.n9000 gdb 3.12-r0 installed
platform.1ib32 n9000 1.0.0-r0 installed
shadow-securetty.n9000 gdb 4.1.4.3-r1 installed
snmp.1ib32 n9000 1.0.0-r0 installed
svi.1lib32 n9000 1.0.0-r0 installed
sysvinit-inittab.n9000 gdb 2.88dsf-rl4 installed
tacacs.1lib32 n9000 1.0.0-x0 installed
task-nxos-base.n9000 gdb 1.0-x0 installed
tor.1ib32 n9000 1.0.0-r0 installed
vtp.1ib32 n9000 1.0.0-r0 installed

bash-4.2$ dnf list available
bgp.1ib32 n9000 1.0.0-r0
bash-4.2$ sudo dnf -y install bfd

)

GE)  EBERKFOAAL v FO U a— REHZ, K& RPM OOV IC a~r REFHLET,
rpmdnfZ LIS DA RPMIZHRYIZA VA =L ENT=OTER, VAP NI A E
P77 ANGEMEH L CA A =L ENDM, £ITERSENE T, dnfbashinstall
cli

HERPM D7 v T L—F

B B[
dnf URY FUIZRPM D FAiR—2 3 UGFETALERH Y £,

FIEDHE
1. sudo dnf -y upgraderpm

. bash
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waremosoosL—F I

FIEDFF4A
FIE
ARV REEEFET7IV3 Y HEY
Step 1 sudo dnf -y upgraderpm A VAR=NLENTWALRPMET v 77 L—RKLFE
7

151
WIZ, bfdRPM T v F 7 L— Rl Rr LET,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPMDSF YT L—F

FIEDHE
1. sudo dnf -y downgraderpm
FlgnD =4
Fla
ARV FERET7IV3 Y BHaY
Step 1 sudo dnf -y downgraderpm WD dof UV RY VI RAi3— 3 » @D RPM
DL, RRMEX 7 L—RLET,

£l
WIZ, bfdRPM 2 X 7 7 L— R4 A4 27~ LET,

bash-4.2$ sudo dnf -y downgrade bfd

bash
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B osaremon=

B8E RPM DiH X
\}

GE)  SNMP RPM 36 X OV NTP RPM 1Hf# ST Y, HETE EEA,
INHDORPMET v 77 Lb— NERIFF VL= RCEES, Ty I 7 L—NERFFv T
L— REHMIT DL, AT LDY m— RPBETT,
R SN2 RPM D Y A MZDOW T, Jete/yum/protected.d/protected pkgs.conf
/etc/dnf/protected.d/protected pkgs.conf Z# Z [ L T 72 &1,

FlEDHE
1. sudo dnf -y eraserpm
FIEDFFAA
FIg
ARV FERET7IV3 Y BHaY
Step 1 sudo dnf -y eraserpm RPM £ L E7,
51

WOHIE, bfd RPM ZiH LT D7k E /R L TWET:

bash-4.2$ sudo dnf -y erase bfd

DMEDE L a—/)LEDYHR— k

NX-0S VU U —=2 9.3(1) LB, Cisco NX-OS 4 A — 1 DME OFY 2 — &2V R—F LET,

N, AL v FORPM v —x EMEIEH LT, DMERPM OHERZART v 77 L— Rz
W7 L—REARRICLET, FMRAMOT v 7 7L —REREF v 7L — Rk, &
2T AOHREZEITETICRPM 241 A b —/LT&, DME 5 — 4 RXR— A TRENH DD T
TV = aryOPEEGISIENTEET, DMEDEY 22— L2325 &, ISSU T A
TLADY m— RETOLTIC, TETNVOEREEZ AL v FIZHHATEET,

\)

GE) DMERPMZu—RL724. VSHEZHEIH L THLLWMODZ = ZHMNTHLENH D £9°,

bash
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omereM 01 > % k—1L |}

DMERPM DA X k—JL

FIE

Step 1

Step 2

F 74NV R TIE NX-0S VU —R93(N)IZT v 77 L —FR$5L, WHDT v 77 L— Rufig
RPM /Sy 77— T 5 X—ADMERPM A A ' X h—/L &N, 7275 1 712720 £3, DMERPM
. RPM 77 A NVNDT I H )V A A =L T 4 L7 R (/rpms) IZA VA =L ENET,

a— RERIFETNAEETFTI5451E. DMERPM %A VA F— LT3 0ENH Y £, £ A

=9 5121, install 2~ > REHHT 5 NX-OSRPM ¥ % — % . £ 721 dnf /2 & OFERE RPM
V—nEMHLET, dnf 2EHT 25513, A4 v T D Bash V= /WL T 7B AT HUENH Y
iﬁ‘o

copy path-to-dme-rpm bootflash: [//sup-#][ /path]

ILE

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://
switch-1#

SCP#/"LTCDMERPM # 7 — h7 T v 2iZabt—LET,
DMERPM %A VA h—/VEET v 77 L — RFTBHI121F, IROWTINNDOEEZBEIRLET,
NX-0S @ install 2~ > REMHT I, ROa~>r REFEITLET,

« install add path-to-dme-rpm activate

1

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ EHEHHHFEEHHHH] 1003

Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ EHEH#HFEEHH#H] 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

install add path-to-dme-rpm activate upgrade

(B

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ HEHAH#HFEESHHH] 1003

Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#E#H#HHEHEH#HFHAHHHH] 1003

Install operation 88 completed successfully at Fri Jun 7 07:19:35 2019
switch-1#

« install add path-to-dme-rpm % #17>5 install activate path-to-dme-rpm
151

bash .
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switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[H#E#H##HEHAH#HFHEH##H] 1003

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[H#d#ddHF 4 HHH##H] 100%

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnfinstall Z /]9 22X, kOa~xr FERITLET,
» dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

[###HH#FH#FH#HE##EH ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H##HHHH4H44H 44 EHHE] 1009
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

ZOFT Y a L iE, WCRT LD 2=V —DOREBBETY,

(B

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
localdb/primary | 6.2 kB 00:00 ...
localdb 2/2
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M

Is this ok [y/N]: y

Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

. bash
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1vz2r=nahcnzremorez ]

/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9%000 2/2

Updated:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#

AR F=ILENTLVS RPM DR

FIE

NX-0S show install =~ > KE 721X dnflist 2§ /] L T, DMERPM 281 A h—/L I TV 57D
EODEHRTEET,

TEEEIR L E T,
« NX-0S D04

show install active

1

switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot_ image.bin>

Active Packages:

bash .
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B o ugsruormasy

dme-2.0.1.0-9.3.1.1ib32 n9%000
switch-1#

e dnflist Ti&, dnf =~ REZFITT DU A A » F D Bash ¥ = /L (runbash) (Zw 7 A 3 50ER B
nET,
dnf list --patch-only installed | grep dme
1K

switch-1# dnf list --patch-only installed | grep dme
dme.1ib32 n9%000 2.0.1.0-9.3.1 @localdb

O—AJL YRS FYDRPM DY )

FIg

Step 1

Step 2

AL wvF ED (=) VRY M) ZBE LT, RPMWFAETHENE ) AR TE £,

run bash

1

switch-1# run bash
bash-4.3$

AA »F @ Bash = /iZu 74 LET,
Is /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
1

bash-4.35 ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.3$

~N—ZDMERPM N A VA M=V ENTWBIEEIE, /rons ITH Y £,

DMERPM D/\— 3 UEIAV G L—K

NX-OS 2<> REFIZ 2 LT, DMERPM @ FAiN—2 a5 b RN —Ya oy v s
L— RT& %9, installdnf # 7 7/ L— K952 LT, DMEDEY 27 U T 4 BEENMERF S
S

DME RPM [FfR#E SN TWAH 7=, R — SN TWER A, install deactivateinstall remove

. bash



| bash
DMERPM 0>/ 5— 3 VI v L—E

FIg

B b— RJEZIER L ET,
NX-0S D5
« install add dme-rpm~@® /32 activate downgrade

i

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ ddHHHH4EAH##H] 1003

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[H##4HH4H44H 4444444 H4] 1009

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme
151
switch-1# show install active | include dme

dme-2.0.1.0-9.3.1.11ib32 n%000
switch-1#

ZOHITIX., DMERPM B 3—2 5 2010 ~93.1 I 7 7L —RENTNET,
dnf @4, root =—4H— (runbashsudosu) & L CBash =/ Ca~wy REFEITTHULENH Y 4,
« Bash T, dnf downgrade dme dme-rpm % 5247 L £,

ZOFTvarvEfATLEE, VR FNIHRNO i~ a > ODMERPMICHEEA U a— RTEE
j_o

WDa<wy REHTHIRREINTWA LS, 20X a A oa 258745123, 22— —
DA NDILETT,

£

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

bash
I | 15|



B overemo - amry LT L—k

Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000 2/2

Removed:
dme.1lib32 n9000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n9000 0:2.0.1.0-9.3.1

Complete!

bash |

DMERPM D 1 DD/NR—=2 g UMD FidDR—= g ANIF T 7L —RKLET, 20T, =T

>2.0.10.0 ~93.1 33— 322010 ~931 I 7 L—RENhET,
dnf list --patch-only installed | grep dme

51

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

. bash



| bash

~—zrem~n55vL—¢ I}

A LA =L ENTWVWS DMERPM ODN—V g v ERRLET,

R—XRPM DA Y5 L—F

FIg

NX-0S ®install =~ > KZ&Afif] L T~X—AZXADMERPM % A > A h—/L 95/, F7=IZdnfdowngrade
A LT, Ffi/X—2 2 O DMERPM 725 _X—ADMERPM IZX U 7 L — R T&E 9,

Ao L— Rk EERLET,
NX-0S Di5E:

« install activate dme-rpm

i

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm

[H##44 444444444444 444]) 1009

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#

« show install active | dme
i
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.11ib32 n%000
switch-1#

dnf ®4 . root =—H— (runbashsudosu) & L TBash =/ TCa~wy REFEITTHILERH Y £,

« Bash C. dnf downgrade dme dme-rpm % 947 L £,
ZOFFa Ly, R—=ADMERPM ICHEXA T/ L— RT& 7,
KDOa<y FHNTHFARRINTVWALEEIIZ, ZOFT v a vz TT5I20%, 22— —DONhABN%
BT,
1&']:

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

bash .



B x—=xrm~nsyosL—¢

Dependencies Resolved

Package Arch Version Repository

Size

Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1 groups-repo

Transaction Summary

44 M

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : dme-2.0.0.0-9.3.1.1ib32 n9%000
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000

Removed:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#

~N—ZDMERPM Z A A h—/LLET,
dnf list --patch-only installed | grep dme
i:

bash-4.3# dnf list --patch-only installed | grep dme
dme.1ib32 n9%000 2.0.0.0-9.3.1
bash-4.34#

. bash

1/2

2/2

@groups-repo

bash |



| bash
ryrremozz ||

ALV APR—=LENTNHBX—ZXDMERPM ZFE/xLET,

/N F RPM 0D &8

RPM 14 X F—ILDREIEEH

RPM % A VA N —/VETITIBINT A0, IROFIRIZE Y AT LAOEAFNTETND T L2 HE

RBLET,
FIgDHE
1. switch# show logging logfile | grep -i "'System ready"
2. switch# run bash sudo su
FIEDF4H
Fg
ARV RFERRETI a3 Y =]:p]

Step 1 switch# show logging logfile | grep -i "'System ready" | Bash #4793 5{iic. ZOFNEIZ L > T, RPM %A
VA RN—VERFBINT 2RO AT AOHEMINT
ETCWDH I EERHERLET,

PIFD X9 e RS, it LET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

Step 2 switch# run bash sudo su Bash #m— FL £,
1.

switch# run bash sudo su

bash-4.2#

bash
I | 19|



B oseshnn<oFrem ziEmT B

Bash ™ 5/3v F RPM Z#iB/nd %

FIg

bash |

ARV RFERETIVa Y

HA

Step 1 dnf list --patch-only

A2A  FIAHAET D78y FRPMD Y X b &R L%
R

Step 2 sudo dnf install --add URL_of_patch

VRY Ry FERBENLES, 22T,

URL _of patch %, /bootflash/ patch 7 & DEEHAE] 7
Linux JE3 T3 72 < | bootflash:/ patch 72 & D B2 &
gxngA T,

Step 3 dnf list --patch-only available

UARY P VIZIBMSNTWDIRET 77 1 7TIRED
NyFDY A MeRKRLET,

1

WIZ, RPM %A VA =T 5H%ZRLET,
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
thirdparty
bash-4.24#
bash-4.2# sudo dnf install --add

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00

bootflash:/nxos.CSCab00001-n%9 ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
thirdparty
[#HH#4HEHHHHH#H#H

2018.

[###4#H4H44HFHAHHH4HE] 1009
bash-4.24#

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00

] 70%Install operation 135 completed successfully at Tue Mar 27 17:45:34

NRyFRPM DA VA b= ENTH, ELKA VA= LEINEZ 2R LET, K
Da<y RiE, VAT MUIZENSI. 7774 7REO Ry F2—BRRILET,

bash-4.2# dnf list --patch-only available

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
thirdparty

. bash

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00



| bash

KyFrReM 0757+ % [

nxos.CSCab00001-n9%k ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching
bash-4.2#

RPM 73 tar 7 7 A JWIZ/AN Y RV ENTWD tar 7 7 A LB VR Y VI Ny FEiEInd
5z LB TEET, KIT, nxos.CSCab00002 CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000
tar 7 7 AV EEND 2 OO RPM Z/3y FURY MU ITEMNT 281 %277- LET,
bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00002_CSCab00003-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.tar

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00

localdb | 951 B 00:00

patching | 951 B 00:00

thirdparty | 951 B 00:00 ...
[###HddHdHH444 ] 70%Install operation 146 completed successfully at Tue Mar 27 21:17:39
2018.

(#4444 FHFHFHHFHHHH] 100%

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00 ...

nxos.CSCab00003-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
nxos .CSCab00002-n9%_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.2#

INYFRPM DT VT4 Tk

FIg

RO BHIIZ

#unique 61 OFNEIZHE> T, BERXYFRPM AV RY FVIZIBNESNTWD Z L 2R L £
D

ARV RFEEETIa Y BHHY

Step 1

sudo dnf install patch RPM --nocommit Ny FRPMET 77 472 LET, = 2T,

patch RPM (Z U AR Y RV IZH BNy FTT, ZOF

NETIL, Ry FOGFZiRE LN T ZEW0,
GP

—-nocommit 7 7 V& a2~ NIZIBINT25 &, /Sy F

RPMBZDOFNETT 7T 4 712720 £T0, a3 v
F&EhEdA, Yy FRPMET 7T 4 TH L1215

bash .



bash |
B <orrmorssoon

ARy REEEF7OVa Y BHAaY
a2y MTAFIEICOWTIL, 7Sy F RPM D=
Sy b (23— ESZHLTLITEE N,

1
KIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X >y FRPM % 7 7 7 1 7'IT
TohERLET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 1/1

[###4##44444444#444 ] 90%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n%k ALL/isan/bin/sysinfo manifest, non-printable characters
found

Installed:
nxos.CsCab00001-n9%k ALL.1ib32 n9%000 0:1.0.0-7.0.3.I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[#E#F#AHFR A AFFEFHFFHFH] 1002
bash-4.24#

WDa<y REANTJLT, NyF RPMBEFIZT 77 4 THhEN=Z L 2R L ET,

. bash



| bash
NYFRPMDIZ Y b .

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#
o -
NYFRPMDIO =y k
Fg
ARV RFEEETIVa Y HAY
Step 1 sudo dnf install patch_RPM --commit NyFRPMZaI vy FLET, Ny FRPM L, V
= RELT 7T 4 TIRREE NI D720 a Iy
FELRERH Y T,
1

KIZ, Ny FRPM 22Xy M 502" LET,
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000
bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[###4#H4H44H4HHF4H444] 1009
bash-4.24#

WDa<y REANNLT, Xy F RPMBIEFHICaIy a2 2R L E£T,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed

bash-4.2#

bash .



bash |

B <osrmorrsr7oon

INYFRPMDIET VT4 Tk

FIE
AU RFERET7TIV3 Y HaY
Step 1 sudo dnf erase patch RPM --nocommit Ry FRPM EIET IV F 4 T LFET,
GE
o< R -—-nocommit 7 7 7 #BINTH L., /v F
RPMIZZDFIHTOHRIET 77 4 TSN ET,
Step 2 sudo dnf install patch_RPM --commit NyFRPMZ a2y FLET, SYyFRPMEZ2I v

FLRVWEFHIRLES LT2E, =27 —RAvE—
URERIRENFET,

51

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X FRPM %2 £ 7 7 7 1 7
W3 2oH &R LET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CSCab00001-n9k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H#H##H4# ] 30%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n%k ALL/isan/bin/sysinfo manifest, non-printable characters
found

Erasing : nxos.CSCab00001-n% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 1/1
[###F#44H44H4HH4H#E 1 O0%
Removed:

. bash



| bash
Kyzremoui [

nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[###4##4H44H4444444E] 1009
bash-4.2#

Ny FRPMIE, 7277 4 THLTIERICZI v T DBENHY £§, /Xy F RPM %

FET7 7T 4 T LTABICT I Y P LR T2, 73y F RPM OFIER (25 <—)
DFMzZEH LTy FRPMZHIBELE Y ET2DL, 27— XAyt —URERShE

R

bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4#H4H4444444444] 1009
bash-4.2#

WDOa< REANNLT, Xy FRPMBIEFICaZI y bEaNEZ 2R LET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.2#
O Y 4
/Ny F RPM D Hllf&
Flg
ARV KRFERERETY VY BHY

Step 1 sudo dnf install --remove patch_ RPM ETVF 4T 728y F RPM ZHIBELET,

11

RIZ, 73 F RPM ZHIBR T 26127 L £
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo | 1.1 kB 00:00

bash
I N



bash |
B osokzriziso cHEs Ny — K =T 4 TOEROKENLET—E L

localdb | 951 B 00:00 ...

patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[#Hf#HHHHES ] 50%Install operation 145 completed successfully at Tue Mar 27 21:11:05
2018.

[###4#H4H4E4H44444E] 1009
bash-4.2#

\)

GE) NyFRPMZEZHIRRLE D & LI ROTT—RX v —IUREIREINET,
Install operation 11 "*failed because patch was not committed". at Wed Mar 28 22:14:05 2018
D%, HIBRERADHIC/ Ny FRPM A2y FLEFATLE, 73y F RPM A1k

THEIZ2I Y b TBHFIHZHONTIE, 2L TLEZEW, Xy FRPM OAET 7 7 «
T (24 R—)

KDALY FENJLT, 6777 4 7723y F RPM BIEFICHIBR SN2 Z & 2R L
£7,
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

SDK E£71=IXISO0 CTHEIN=Y—FK/\—FT 4 7ALRAD

KEGHIET—E K

TV r— g 2, /etc/init.d/application name (A ¥ A h—/L Z 5 EE) Bash 2 7 Y
T EPRRETT, ZOEEBash A7 U7 ME, RO—KINRT7+—~ > MITLLERHY £7
(ZD7 F—~ v FOFFANZ OV TIL, http:/linux.die.net/man/8/chkconfigZz Z M L T 72 &)

#!/bin/bash

#

# <application name> Short description of your application
#

# chkconfig: 2345 15 85

# description: Short description of your application

#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $local fs Sremote fs Snetwork $named
# Required-Stop: $local fs S$remote fs $Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

. bash
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start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

# Set RETVAL to 0 for success, non-0 for failure
restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to 0 for success, non-0 for failure
*)

echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"
RETVAL=2

esac

exit SRETVAL

214 T4 TBashs T ILDNSDT TY 45— 3 20D KkER
T FCES

FIE

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

fER U727 7"V r—3 3 Vil Bash A2 U 7 k% /etc/init.d/application_name {2 > A h—/L L £ 7,
/etc/init.d/application namestart T7 7 U 7 —3 g 2L £9

chkconfig --add application_name% A\ Jj L £

chkconfig --level 3 application_name on& A\ Jj L £ 3°

AT LUV 31T, O L F2—FRETLLTHY . AL v FRMERITEIND LLTT,

-- application name Z T L C., 77V 7= a U NL~UL3 TEITEND L IHIICATF YV a—LENTWD
TEEMERL, L3P on IZREINNTWVWD Z AR L ET, chkeonfiglist

TV —varletcheddiZV A MSRTNWD I L AR LET. [S) OBIH TR’ HE, 77V r—
va g (ZOFITlE teollector) 23%t X, ../init.d/application name |Z Bash fi2E) 2 7 U 7 k- ~D U > 7 BNERIR
SNET,

bash-4.2# 1s -1 /etc/rc3.d/tcollector

Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector ->../init.d/tcollector
bash-4.2#

bash .
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B orm5— 1959020528080 T- k75922077 1 LORH

IRARTT— IS SabhbREANA, T—FrIT5 Y
oa~DI77AILD[EE

CiscoNexus9500 77 v b 7 — L A A »FIE, BH. HUAEEZRMTIZ0IC22o00 2 —s3—
NABFETa— L (1 OOHHEA—R—NA P ET a— )Ll 1 DDAK LN, A—28— N
EVa—) THEENTVWET, BRA—NRN="AFET 2 =L, T7A VAP L—=THO
MHOT = 7T w2 Z7A4 N0 AT ARG, WY, BHAZ7— 7T v 7740
ATFRERBZ N, T =TT ia TrAN AT ANIEWNIHL L TWET, RS —
N7 T oy all D a LT Y BNERGE, BRAAL v T —"—REE LG EICH AT,
FAICLarT oY PNRAL N, T= b T Ty allbBETL LD,

CiscoNX-089.22) V U —A LW §jix, BHRA == A P T2 — L EAZ L8, ZA—/3—
AP TV 2= LR TZOLI Rar T Y2 FHTHEHET HULENH Y £ L7z, Cisco NX-0OS
9.2(2) LABETIX, AZ LA A= =AW T 2 — /LN up RETHHRERR S, HARA—
R RAYF BV a—NVERITHHAR7 — 77 v 2 (/bootflash) LOREED 7 7 AL L
FUL 7 ") &, ZAZNL A= RN P T a—LVFFFAZ NS, T— T TFvia
(/bootflash sup-remote) ([ZHBJMIZFMTE LT, FTL27 7 A 1vE&T 4 L7 MY ik
KT 2I12UF. AA v FiZBashz e — L, BHRT— 7T v v adb RN, T—F 75y
VallfiT AT s ANET oL MY B SRENTREY 7 AL
/bootflash/bootflash sync list ([ZIEBMLET,

WIZH 2R LET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash_sync_list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash _sync list

bash-4.2# cat /bootflash/bootflash_sync_list

/bootflash/home/admin

/bootflash/nxos.7.0.3.I7.3.5.bin

WHRZ7 = 7793277 ANVERIETT 4 L7 BVICEERNMZ TG, AZ 3o

T= 7T yvaNup RETHHEERS, ZRAOOBHITIAZ LA, T—T7TF v 2llH
BRI SNE T, RAZ AL T—= 7Ty v aB@HEDOT— N, A v FA—"— Fizik
FHEIRZNAL VB = ROWTINTY 7T —hENdE, RAF N, A==, PFRF T4
Nlpolebx AT = 77 v v an~DBEDOF Y v F 7 v FRWIN A Z N4 T— T
TyvalllyvaIiET,

RIZ, #mEENTREZR /bootflash/bootflash sync list 7 7 A /LOFEME & HIRFIHAZ /R L %
R

* /bootflash/bootflash_sync_list 7 7 A /Wid, mHIDOFATHHI BRI S IV ES
. IO BCRRE Tl T,

* /bootflash/bootflash sync list 77 A /DT U iE, IROFEZEFIHHENET,

el 4TIC1 = MY

. bash
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Kstack # L CaE— .

e MU E Linux /XA L LTHRE LET (fl: /bootflash/img.bin)

e b VUL /bootflash 77 ANV AT LANIZHADLERH Y £9°

 /bootflash/bootflash sync list 77 A /VAKIZ, HEIFIZAZ NS, T— 17Ty
valZA# & E T, copyvirtualshell (VSH) 22~ REMH LT, A== A P £ a2—
L& DT /bootflash/bootflash sync list 77 A /NEZFFHTaLt—F5Z L TE
\iﬁ—o

kD a<w REMHLT, A—R—NRA Y T2 — )L THIE
/bootflash/bootflash sync list 77 A VEHIETEET,

run bash vi /bootflash/bootflash sync_list

[FHIA N I EDOTXTOHNIL, =277 7 AV /var/tmp/bootflash sync.logllV ¥
AV7 bESNET, KOWThrDa~r FEEHLT, 20or7 77 A NV E2FREITEET
xET,

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash_sync.log

FAARZ V7 Mx, AR — b 7T 02T 427 MY LOXIET D7 7 A VOHIERA N2 b
ZHIRINCZE LRWIRY . AF R, T =TT 92T 4L 7 MUML 77 A VEHIRL X
Fh, BHEICE-TIE, AF AL T—= 17T 9 aDfhOALN—=2ANHHART— 7T v
valhb L, BHRA7— 77 v a2 bALTWA LEXIZAZ AN, T— T Ty
VAaDAR—ANPRNETEIERHNVET, AX AN, T T Ty amBHREZT 7T >
VaDIEMRI Tl E (RZ R, T—= T Ty a bLORDRT 7 ANVEEBRT D) I
T, MOa<wr REANJLET,

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

FIIAR 7 U M, 7T v v aFld&k 732280, N0 7T 00 RTEITEING T 50
ERHVET, 2L, MONOBETERITHNEIL LGSR, Roa<v> FE#H LTFEET
HlEgcxEd,

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

Kstack %' L CaE—

Cisco NX-0S U U —2 93(1) ABETIE., 7 7 A /b 2 B —#EICIE, use-kstack A7 = > & i H
LTHlORYy hTI—7 AZ 7 &N LTHRITTHA T arndh £3, usekstackZil U T7 7
ANEar—45L, at—RHPHGEINET, ZOF T a i, AL v TFROEBOR Y
FNZHDIVE— N T —N"—noT7 7 AN Ea b —F LG58V HE T, use-kstack -7 3 >
I, sepRosftp. R EDFEHET 7 A )L a ' — A L CAA v FIZ, ERITAA v TFNb 774
N a B L £,

bash
I N



bash |
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\)

GE)  AA v FMNFIPS T— FHREA 94T L TV D54, use-kstack 47 > 3 e L 8 A, A1 v
FCFIPSE— RBFMZ /2> TWDHEGE, a B—#HEFSI&HE R LETH, 7740 bD=
E—IrEN M S vET,

use-kstack # /> L Ca B'—3 521X, NX-OScopy =~ ROBBIZHEEZEBMLET, &2
X

switch-14 copy scp://test@1l0.1.1.1/image.bin . vrf management use-kstack
switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management
use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf default
use-kstack

switch-1#

use-kstack 47> a %, XTOHONX-0Scopy 2~ RET 7 A/ VAT ATHR—FENT
WET, A7 3 0F OpenSSL (BF =27 b —) @ERALTT,

M4 T4 T Bash >z ILDT7 TYHr— 3 4l

WOBNEL., *AT 47 Bash V= VOT TV Fr—3 g bR LTHET,

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10
done
bash-4.2#
bash-4.2#
bash-4.2# cat /etc/init.d/hello
#!/bin/bash
#
# hello Trivial "hello world" example Third Party App
#
# chkconfig: 2345 15 85
# description: Trivial example Third Party App
#
### BEGIN INIT INFO
# Provides: hello
# Required-Start: Slocal fs Sremote_fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs Snetwork
# Description: Trivial example Third Party App

bash
N I
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### END INIT INFO
PIDFILE=/tmp/hello.pid

# See how we were called.

case "S$1"

start)
/etc/init.d/hello.sh &
RETVAL=S$"?

in

stop)
kill -9 ‘cat $PIDFILE"
RETVAL=$"?
status)
ps -p ‘cat S$PIDFILE"
RETVAL=$?
restart|force-reload|reload)
kill -9 ‘cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$?
*)
echo $"Usage:
RETVAL=2
esac

Sprog {start|stopl|status|restart|force-reload}"

exit S$RETVAL

bash-4.2#

bash-4.2# chkconfig --add hello

bash-4.2# chkconfig --level 3 hello on

bash-4.2# chkconfig --1list hello

hello 0:0ff l:0ff 2:0n 3:on 4:0n 5:on
bash-4.2# 1s -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello ->
bash-4.2#
bash-4.2# reboot

Jw— RZ

bash-4.2# ps -ef | grep hello

root 8790 1 0 18:03 2

root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello
bash-4.2#

bash-4.2# 1ls -al /tmp/hello*

-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid
bash-4.2# cat /tmp/hello.pid

8790

bash-4.2# cat
Sun Sep 27 18:
Hello World
Sun Sep 27 18:
Hello World
Sun Sep 27 18:
Hello World
Sun Sep 27 18:
Hello World
Sun Sep 27 18:
Hello World
Sun Sep 27 18:
Hello World
bash-4.2#

/tmp/hello
03:49 UTC 2015

03:59 UTC 2015

04:09 UTC 2015
04:19 UTC 2015
04:29 UTC 2015

04:39 UTC 2015

6:0ff

../init.d/hello

00:00:00 /bin/bash /etc/init.d/hello.sh

bash .
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