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7272 L. Cisco Nexus 9300-EX/FX/FX2 75 v b 7 4 —2 AA »F TiX, NetFlow & SPAN
ZRIFFCAINCT D Z LR TE DD T, sFlow & SPAN Z T 2 b DI TE £,

\}

GE)  CiscoNexus 9300-FX2 A1 v F %, sFlow & SPAN O:AF% V7R —
rLET,

« VLAN Tx SPAN (%, Cisco Nexus 9300-EX B3 L UNFX 77 v h 7 4 —Lh AA v F THR—
FERET,

« Cisco Nexus 9300 7F v b 7 —2b AA v FIiE, FL Y —AZkT 285D ACL 7 1 v
HEYVR—FLET,

1 ODTFIT—FT 4T 2V AVAEZ L ATELODOSPAN Yy v a VR R— X
N EF, CiscoNexus 9300 >V — X ZA v FDBFAIL., HAID 3 HODE v a AN
DY —=ANEENTWEE  4AFBBDODEY gL ODNN—FRT =7 JY—Z[TRx /—AE
Az £9,

» Cisco Nexus 9300-EX/FX/FX2/FX3/FXP 77 v N 7 —Ib AA v F L, AJIHED SPAN
V—=AL L TOHAFEX R— eV R —rLET,

* Cisco Nexus 9300 77 v b 7 4 —2 A A v F (Cisco Nexus 9300-EX/FX/FX2/FX3/FXP A

A v F %) X, FEXAR—FZSPAN Y —RZ L LTCHR—=KMLET, ZOHA. ANF
FZOWTIE, TRXTO NI 74 w7 &RRELETN, HAFEICONTIE, AL vF
EFEX ZBABEMDOL AV 2a2=%x A N T 74 vy Ju—lBohES, v—T 4
VT ENTENT T 4 > ZIXFEXHIF 7] SPAN TERRINZNWZ ERH Y 7,

* Cisco Nexus 9300 >V — X A A v FIi%, TxSPAN 240G 7 v 7V 7 AR— FTHAHR— |k
LEHA

N

GE) ZOHIBRIZ. 100G A > & —7 = A A %> Nexus 9300-EX/FX/FX2
A v FICEEA S ETA,

« CPU 4H%/3% >~ F @ Tx SPAN (., Cisco Nexus 9200, 9300-EX/FX/FXP/FX2/FX3/GX/GX2,
9300C, C9516-FM-E2 35 L TY C9508-FM-E2 A A » F TiI#haA— hZvEH A,

SPAN DE%E .



SPAN 0EE |
B ciscoNexus 9300 75 v k74— L X1 v F O SPAN DFHIREE

cBRDARTARAMTILTF XY A NTx hT7 7 4 v 7 ® SPAN ¥ 7R— b+ BDI%. Cisco
Nexus 9300-EX T v b 74— AL v F 7T T, ATARIECY—7 A4 =
v (LSE) RIiZHAVERHY £9,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v N7+ — AL AA v TFDVLA VY2 AL v F KR—

FBEOR—= b F v 2L Y —AEHEHT 5 TxA ¥ —7 =1 ASPAN DA, [7 U VLAN
TAR)—LAEZZEL TS LA T2ALNRN—DRIZERRL, Ly—Ra=y FZ &I
12D a—DOHEMMERINET, 72& 21X, el/l ~8H3F T Tx FM D SPAN ¥V — AT
HY, TRTHRLCIZNA—FIZSML T DHE, SPANT 4 AT 4 % —3 3 Fh—Fk
X, 8 2D a =TI, FBEEXHIFIOA RN —2D 1502 —%2@#LET, &5
W2 MBEMOEE T, ZNHLDOR— D12 ERHAITRry hE Rey P LESAT
t (HE#E72 ) . X7 Y MESPAN T 4 A7 4 3x—v 3 ¥ A— MIBEETEZ £, Cisco
Nexus 9732C-EX 71 H— ROPFH, A R_"—%ffoa2=y NZTLIZ 1 2O a b —iME
BENnET, A—FF v R Y —ADGE, SPAN ZFETTDH LA Y2 AL N—RNEMD
A= F v XL A R_R—=27320 £,

*SPANTx 72— F¥& ¥ A FEB L OSPAN Tx ¥ /L F F v A hE, Cisco Nexus
9300-EX/FX/FX2/FX3/GX 7T v N 7 #—2Ah AA v F I L Cisco Nexus 9732C-EX T A >
H—=RKDATAABEKDOL A ¥ 2HR—FBIOR— b TF ¥R/ V—ATHR—FENFE
T, 27 LIGMP AX—E L I RF 4 B—T LOBAICEONET, (FRLUSOEE
X, A7 ZADOHIEPEHSNET) . ZHOMERIX, L1 3H-—bF Y—A FEX
A=k (Z=F v A ELIEIIALTFFY AN FT7T7 4> 7) | BLUVLAN YV —RATlX
PR—FEINEREA,

» CiscoNexus 9300 'V — X AA v F40G T vV 7 A X —T A AD SPAN = E'—
L. Rx FANZ AR T BBRIZ, dotlq TEHRZ B k23 L E7,

\}

GE) ZoOHIBRIZ. 100G A > % —7 = A A %> Nexus 9300-EX/FX/FX2
TTy N7 —b AL v FIITEH I ERA,

« UDF ~X— 2 ® SPAN %, Cisco Nexus 9300-EX/-FX/-FX2/FX3/GX 77 v b7 +—Ah A A v
FTHR—-FSNET,

« UDF-SPAN D ACL 7 A LV Z J U TNEY —A A v B —T = f Arx DHEVR— b LET,
ZORIRIE, KOAA v FIZHEMASET,

* Cisco Nexus 9332PQ

* Cisco Nexus 9372PX

* Cisco Nexus 9372PX-E
* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E
* Cisco Nexus 93120TX

. SPAN D&%



| spPAN o3
Cisco Nexus 9500 75 v b T+ —L XA v F O SPAN D FIFREIE .

« Cisco Nexus 9300-EX/FX/FX2/FX3/GX 7T v 7 #—2b AA v FiL, WL Y —ADEHD
ACL 7 4 WV Z ZH R —F LTV ER A,

c[ALATA R DEHDOHTIAR— KT, HHJSPAN KT 7 1 v 7 OT= O IZHREEN R AT
% & Cisco Nexus 9300-EX/FX/FX2/FX3/GX 7T v h 74— ZA v F FEOZ NS DOH S
R—FTIX, 94> L—rZ2HRGETEEEA,

cACL 7 A N EHRA LI, BIA VX —T 2 A ATOVTA L H—T A A NTT 427
DA%, Cisco Nexus 9300-EX/FX/FX2/FX3/GX 7T v b 7 4 —2h AA v F TlIY AR —
M EEA,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v 8 7 4 —A A A »F TiL, CPUSPAN YV —2A
IZ Rx J5M (CPU 725D SPAN 47 v b)) TOHRBIMTX £,

« Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v b 7 — L AA »F TiL, CPU ~®D SPAN /¥
ey MIL—REREH, AR R 2 TRy 7XEnEd, L— MIROZEEIT,
hardwarerate-limiter span =~ > R TITX 9, A—/ 3= 31 %D SPAN = &"— D43 #7
X, ethanalyzer local interfaceinband mirror detail =~ > R CITXE£7,

« IRD Cisco Nexus AA » FI&, sFlow & SPAN %[RRI AR — K LET,
* Cisco Nexus 9336C-FX2
* Cisco Nexus 93240YC-FX2
* Cisco Nexus 93360YC-FX2
* Cisco NX-08 U U —2% 9.3(3) LAF%, Cisco Nexus 9300-GX 77 v 7 4 —2 AA v FIL,
sFlow & SPAN OfiliJjz 7R — b LTWET,

* Cisco NX-08 U U —2 9.3(5) LAFE, Cisco Nexus 9300-GX 77 v b 74— AA » F I
SPAN I D #CHEHHR— LTV ET,

Cisco Nexus 9500 75 v b 74+ —L X4 v F 0 SPAN DO HFIEEIA
Y

GE) AT —LOFEHRIZONTIE, VU —R2FED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] &ML T 7230,

RO EHREIE L HIFEEIL, CiscoNexus 9500 77 v h 74— b A v FIZOLEMB I E
R
cRDT 4 NE Y THIRIE, EX EIEFX T4 2 H— RE#EH L729500 7T v b7 4 —
L AA v FOHS (Tx) SPANIZEH S E T,
*ACLZ A WZ Y 73 R— S T0EEL (=% 5 A MBLUTr—FF v 2
M, A2 =% v 2 hBLIO~/LFFv 2 b (BUM) FT77 4 v 7 O HFICHEFS
NnNEJ)

SPAN D& E
|



SPAN 0EE |
B ciscoNexus 9500 75 v k74— L R A v F O SPAN OFHIREE

*VLAN 7 4 NV EZ Y T3 HR—FENETH, 2=F¥ AL b T 740 v 7 DH
*VLAN 7 4 VX U T EBUM R 77 4 v 7 TlidVA—bFENEHA,
* FEX B L TUNSPAN AR— b F v RV DFEEIE, EX £72I1XFX 74 > #— F%&{ii 2 7= Cisco
Nexus 9500 7T v 7 g —hb AL v FTHEVAR—FINEH A,

« EX/FX & = — /L Z44# L 7= Cisco Nexus 9500 77 v k7 4 —2A AA v F Ti&, SPAN &
sFlow O 7 # [FRFICEINCT D EIETEERA, —FRT 7740 7 RGAE. o5 —F
AN CEEH A, 72720, EX £/IXFX 74 > — K %1 2 7= Cisco Nexus 9500 ~°
v F 73— AA v F Tit. NetFlow & SPAN D i Z [REHCAINNCT D Z &N TX,
sFlow & SPAN Z M 5 0V IZFEITREETT,

s Cisco Nexus 9500 7'J v b 74— AA v FIX, RO T A > I— K% 272 VLAN Tx
SPAN ZHR— L E7,

* Cisco Nexus 97160YC-EX

* Cisco Nexus 9732C-EX

* Cisco Nexus 9732C-FX

* Cisco Nexus 9736C-EX

* Cisco Nexus 9736C-FX

* Cisco Nexus 9736Q-FX

* Cisco Nexus 9788TC-FX

« Cisco Nexus 9500 77 v F 74— AA v FiL, [ LY —RTxd 285D ACL 7 1 v
2P R—FLET,

« CPU THAR ENT=Z37 » FD Tx SPAN 1L, EX R—AD T A » J1— RZ&4# L 7= Cisco
Nexus 9500 7T v h 74— AA v F T3 FR— I FHA,

* TCAM A —E > 7%, IRDT A > J3— K SPAN/ERSPAN (2134 EH ) £H A,
* Cisco Nexus 9636C-R
* Cisco Nexus 9636Q-R
* Cisco Nexus 9636C-RX
* Cisco Nexus 96136YC-R
* Cisco Nexus 9624D-R2

(GEX)  SPAN/ERSPAN %W 7R— h 9 2D TD AL v FiL, TCAM
W= T EFERTILERHD T,

. SPAN D&%
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SPAN DT 7 4L hEEE .

* Cisco Nexus 9500 7'F ~ b 7 4 —2L A A »FTlL, SPAN E[ETEOIRLET DV A VA K
VA= EUTIE LT, BHDHRET VA VAKX AN 4 OO SPAN v a v
EYR—FTDHER/HVFET, ZOHA KT A 1%, 9636C-R I LT 9636Q-R 71
H— R Z& 454 L7z Cisco Nexus 9508 A1 v FIZiT@EHA SN EH A,

 BHD ACL 7 4 VX%, FUEE LTI R — S EHA,

* CiscoNexus 9500 77 v N 74— AA v FIE, AA v F L FEX 2T 58D L1 ¥
QA=X Y AN NI T 4w 7a—=IHLTDOH, T_XTD T T 4 w7 DA EH
1 KB SPAN #5576 LCFEX R— h &Y R—FLFET, L —T 473N T
7 4 w7 DN FEX HIF 17) SPAN TERINBRNZ ENH Y 7,

« SPAN /Z. Cisco Nexus 9408PC-CFP2 71 > 1 — K i"— hDside xR — F LEF AL

UV T, 9700-EX £ 721X 9700-FX T A > 7 — K& 5 L7~ Cisco Nexus 9500 77 » b
T —= A v FTHR—FENET,

« VLAN (%, 9636C-R 3 L 189636Q-R 71 > 71— K %1ifi 2 7= Cisco Nexus 9508 A1 » F D A
HB IO S H MmO SPAN EETICTX F9,

 UDF-SPAN acl-filtering [ZiX{E A > X — 7 = A Arx DA ZEHR—F LET, ZOHIRIE,
DT A > T1— RIS ET,
* Cisco Nexus 9564PX
* Cisco Nexus 9464TX2
* Cisco Nexus 9464TX
* Cisco Nexus 9464TX2
* Cisco Nexus 9564TX
* Cisco Nexus 9464PX
* Cisco Nexus 9536PQ
* Cisco Nexus 9636PQ
* Cisco Nexus 9432PQ

SPAN O T 7 #JL FERTE

WDFEIZ, SPAN/RT A= DT 7 )V hiREEZRLET,

NS A—4H T4k

SPAN v a v Yy v b AT — TR ENET

SPAN D& E
|



SPAN O E |
B seanoz:

SPAN D% E
N

GE) ZOMEBED Cisco NX-0S =1< > RiZ, CiscolOS Do~ RERRLPENH Y £,

N -~ =L
SPAN v 3 VDETE
SPAN Ty v a v R ETEDHDFIa—hL T, A LT TY, 574/ FTiE, SPAN
tyvariFvyy b 25— FTERENET,

\}

Note W iitEDfERDE Y > a v TlE, T 74 v 7 OHMEREETICE Yy v a VERETE &
‘j‘o

Before you begin

TIEAE—RERIINT VT BE— R THER— FERETIHILEND Y £7, FEMIzON
Ti. [CiscoNexus 9000 U —ANX-08 f v Z—T = A ZAHBEHTA F] 2B L TLFFE

Uy,

Procedure
Command or Action Purpose

RFw 71 |configureterminal Ja—r ) ar74¥al— gy
Example: EF— Nz LET
switch# configure terminal
switch (config) #

AT w72 |interfaceethernet slot/port BN L7202y PEBLIOFR— N ETA
switch(config)# interface ethernet v ' ]\%Ffﬁﬁé\bi‘a‘o
2/5
switch (config-if) #

ATFw 73 |switchport BRL7=2my hEBLOR— M EX
Example: RN— MHPHTAA v FR— h /T A —
switch (config-if)# switchport &%Eﬁfﬁﬂbﬂij‘o

AT w74 |switchport monitor SPAN 4G4t & L TAA v FR— K A
Example: =Tz AR ELET,
switch(config-if)# switchport monitor

SPAN D&%
16| I
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Command or Action

Purpose

ATw 75 |(Optional) A7 v 72 ~4 VKL |—
T, BIMO SPAN 5 TE=2 ) 7
ERELET,

X w 6 |Nhomonitor session session-number IBELESPANtEY Y avypar7 g
Example: Fal—varyalHELET, HLL
switch(config)# no monitor session 3 L yvay sy A ﬂF\:L L—vars

X, ok yvaryary 4 Xa
L—va ZBmEhET,

AFwF7 |monitor session session-number[rx [tx] |F=% 2.7 4 F a2l — g F—F
[shut] ERMBLET, Ly aray
Example: T4 F¥alb—varit, BEFEOEY
switch (config)# monitor session 3 rx| ¥ 3 ¥ AT 4 F a2 L—a B
switch (config-monitor) # éhij—o 5‘17j_}p ]\’C“ﬂi\ “TZ‘)“/E!
Example: Y shut A7 — h TR S Ed, 2
switch(config)# monitor session 3 tx Pk b4 vE :/’j:\ = **7771/ SPAN & b4
switch (config-monitor) # g >/7f7fo 7 3 D shut F—
Example: T— KL, R Lty v a xtL
switch (config)# monitor session 3 shut] T shut A7 — }\ %*‘é‘ﬁ Lij—o
switch (config-monitor) #

Z w78 |description description tya OBHAERELET, T
Example: 74 hTIE, BHERERINEY
switch (config-monitor)# description /VO %ﬁ@ﬁﬁl&iﬁ%j(320)§€§&ﬁiéiﬁﬁﬁﬁ7f
my_ span_session_3 TET,

27w 79 |source {interfacetype[rx |tx [both] | | %{E5Ed LUV v hEaE—T 5 |

[vlan {number | range}[rx]} | [vsan
{number | range}[rx]}
Example:

switch (config-monitor)# source
interface ethernet 2/1-3, ethernet
3/1 rx

Example:

switch (config-monitor)# source
interface port-channel 2

Example:

switch (config-monitor)# source
interface sup-eth
0 rx

Example:

switch (config-monitor)# source vlan
3, 6-8 rx

Example:

T4 DFMERELET, — &
H#HPHDOA =Ry b AR— bk, K—h
Fxp, AN KA E—T A
A, —ERPHD VLAN, F7-1% Cisco
Nexus2000 >V —RX 777V w7 =7
AT (FEX) OV T 54 bk R—
FEFIFARA RS F—T oA AKR—
N TFY RN EAITEET,
EETIX1ORETLZE L, 20T
< TRY~7—EHDTZ ~Y L L
T, FIEEFOHPEAE LT, #HEGx
ETHIEHLTEET,

aE—FB 8T 7 v DOFRIL %
& (x) . #E (tx) . FEWEH
(both) ZRRETXET,

seaN 0T I



B seantosaoms

SPAN O E |

Command or Action

Purpose

switch (config-monitor)# source
interface ethernet 101/1/1-3

Note PEEITLVLANIZ. AL HmE
TOHRYR—FEINET,
E7C FEX AR— M, &
RXRTDOT T4 v 7L
TANFETHR— &
h, BEmo LA ¥ 2=
¥ AN RNTT7 4w 7IT0F
HAO G BOBNYR— k&
nEd,

Z OEFEESFIAIE, Cisco
Nexus
EX/-FX/-FX2/-FX3/-GX
V—X7Fv N7 4—A
AL vF, BXO-EX/-FX
FA v I—REHmAT
Cisco Nexus 9500 ~' ) — X
TT7 N T — b AL T
WZITEH S nEH AL

EETLE L THARA ==
A PUIE Rx A TOHRY
A—hrEFET,

H—mot vy a i, EETO
FrEt v g vy THRESNEZ R
—HTHLENRHY T,

ATy 710

(Optional) 27~ 79 Z# VKL T, ¥

~NTD SPAN EETTERE L F9,

ATvIN

filter vlan {number | range}

Example:

switch (config-monitor)# filter vlan
3-5, 7

BE SNTEEE I HIEIRT 5 VLAN
ZRELET, VLANIZ 1 O%FET 5
ey, FHIEA TR o
DT MY LT, FRIEEEOHH
LT, BEGETHZ LB TEE
7T

Note SPAN it & L TRES
2172 FEX " — M VLAN
T 4B EYR—NLER

/l/o

AT T12

(Optional) A7 v 7" 11 Z#V KL T,
TRTCDOEEITVLAND T 4 L H Y
THEBRELET,

. SPAN D&%
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Command or Action

Purpose

X w713 |(Optional) filter access-group acl-filter ACLZSPAN v g 27 /i o—
Example: FLET,
switch (config-monitor)# filter
access—group ACL1

X v 714 |Required: destination interface type I —F BEET N Y N DSBS E R

sot/port

Example:

switch(config-monitor)# destination
interface ethernet 2/5

ELET,

Note SPAN ZBHEAR— ~ik, 77
TAR— ERIT TP
R—=FDOEBLBLMNTT DN

EHRbHY £,

Note SideR— h CE=FE—F
EHEIMNTHLERDY
R

WDT T N7 —5 AL vFD
SPAN %1% & LT CPU AR ETE £
KR

* Cisco Nexus 9200 > J — R A A
F (CiscoNX-0S UV VU —=
7.03)14(1) LAKE)

* Cisco Nexus 9300-EX ' — X &
4 »F (CiscoNX-0S U U —=A
7.0(3)14(2) LAR%E)

« Cisco Nexus 9300-FX v — X &
4 v F (CiscoNX-OSVU U — 2
7.0(3)17(1) LLE&)

« Cisco Nexus 9300-FX2 ~ U — X &
4 »F (CiscoNX-OSVU U — A
7.03)17(3) LAK%)

« Cisco Nexus 9300-FX3 v U — X &
4 v F (CiscoNX-OSVU U — A
9.3(5) LAR%)

« Cisco Nexus 9300-GX > U — X &
4 v F (CiscoNX-OSVU U — A
9.3(3) LAR%)

o EX/FX T A > 71— F{&# ® Cisco
Nexus 9500-EX v U — &R A A

SPAN DE%E II
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Command or Action Purpose
INEATHE, A =T = A
A 712 sup-eth0 = AL £,

R 715 |Required: no shut SPAN £ v v a & X —7 /M LE
Example: T, T7FNLNTIEH, BEyya L
switch (config-monitor)# no shut v¥y b A7 —h VCMEEE & “h’i‘a‘o

A7 716 |(Optional) show monitor session {all | | SPAN /&% #&x L £,
session-number | range session-range}

[brief]
Example:

switch (config-monitor)# show monitor
session 3

25w 717 |(Optional) copy running-config FiTar74Falb—arzy, A
startup-config H— K T a7 4 Xal—a
Example: iZav—LETd,

switch (config)# copy running-config
startup-config

UDF ~X— X SPAN DX TE

B ETNINE N7 v N 74—V K (N FEEFf B —FK) O2—PFEHKT7 1 —/L K

(UDF) THRAL., —H+5/%7 v F%& SPANSERICEETH L HIICT A AR ETEE
T, TOXIICERETHIET, Xy b= D7y b Ry 7&25 LT, DT 5Z &
MTEET,

1R BRI

UDF ~X— A SPAN % A X— 7 /WIZF 5 DIZ 57 7028 E A PR+ 5 72912, hardware
access-listtcamregion =~ > N&ffi ] L Ci#itl7e TCAM U —< = - (racl, ifacl. F 7zl vacl)
NRESNTWD Z L ZHER L ET, FFMIZOWTIE [Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]] @ [Configuring ACL TCAM Region Sizes] DIAZ S L T 72E 0,

FIE
ARV KRFERETY a3 Y B
R T w 71 |configureterminal Jua—) a7 4 X¥al—gy
% - E— FERBLET
switch# configure terminal
switch (config) #
2w 7 2 | udf udf-name offset-base offset length DX H5IZUDF 2 EZLET,
1 -

. SPAN D&%
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AU RFERETOVa Y

B8

switch (config)# udf udf-x packet-start
12 1

switch (config)# udf udf-y header outer
13 20 2

« udf-name : UDF D4R ZHE L E
T, AR 16 XFO ST
EANTEET,

e offset-base : UDF A7 & » b _X—2X
EUTOLIIHEELEY, 22T
header iX, &7k v FD7=DIZH
BIZAND RENRT y b~y F—
TJ : packet-start | header {outer |
inner {I13]14}}.

I 7y kA T7EY F RX—Z)
LOA Ty b A MIEREEL
¥, A7y b "= (LAF
/v A X a~y H—) DFEAIDNA
NERAETHIZIE, A7 'Y FEO
WCRELET,

RS A TEY NS RO
ZRELET, 1 £721F2314 b
BB R— RSN THES, B0
NA ME—E S D701, K
® UDF ZEFRT D2MENRH Y F
T

#%D UDF ZEFK T ETN, v A3
L3272 UDF OAGEFRT D 2 & e
LET,

ATvT3

hardwar e access-list tcam region {racl |
ifacl | vacl } qualify qualifier-name

1

switch(config)# hardware access-list
tcam region
racl qualify ing-13-span-filter

WKDOWNT DD TCAM J — 3 Iz
UDF N £,

eracl: LA ¥ 3AR—MI@EHINE

—a_o
eifacl : LA ¥ 2 AR— MZmHLE
TO

e vacl : EETC VLAN T LET,

UDF X TCAM V — 3 K 8l E
TfInTTE £,

SPAN DE%E .
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SPAN O E |

ARV RFERETIVa Y

B8

GE) UDF i F2NBM S L%
L. TCAM UV —v g 3y
VTR BAFIRIZIER L
9, tRREEANR—X
NdZ a7
SV, ERLSOEGEZ D
av o NIESSNET,
VERGE ., KMEFDY —
¥ a b TCAM A— A
PN £TOT, ZDaw
Y REH/ASLET, FHH
{22 CIX [Cisco Nexus
9000 Series NX-OS Security
Configuration Guidel ™
[Configuring ACL TCAM
Region Sizes| DIRA MR L
TLIEENY,
GE) Zoa~vy FonoBRIL,
UDF % TCAM U — =2 v
LUIVEEL, V—Ya vk
ST MBIZRE LET,

ATvT4

W24 copy running-config startup-config

1 -

switch(config)# copy running-config
startup-config

V7 —bBEONU AX— MRFIZE T2
TA4FXa2lb—valBARAE— T v
a7 4Fal—T g 0lab—L T,
W e IR L E T

ATy Th

WZH: reload
1 -

switch (config)# reload

FALABY B— FShET,

G¥) UDF #% & 1% copy
running-config startup-config
+reload & A Jj L7z DA

B2 £9,

ATvT6

ip access-list span-acl

i :

switch(config)# ip access-1list
span-acl-udf-only

switch (config-acl) #

Pvda7 27X aka—/L )Xk
(ACL) Z1ERL T, IPT 27 &R U R
ka4 X2l — gy E— RNEH
HmLUET,

ATy IT17

. SPAN D&%

TKOWTRO < REANLET,

* permit udf udf-name value mask

* permit ip source destination udf
udf-name value mask

ACLZEE L. UDF (fl1) TOH, £
TIIANERr  k 7 4— L RIZDOWT
BEOT 7 A a2 ha—L = kY
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B8

1

switch (config-acl) # permit udf udf-x
0x40 OxFO0 udf-y 0x1001 OxFOOF

1 -

switch(config-acl)# permit ip
10.0.0./24 any udf udf-x 0x02 0xOF
udf-y 0x1001 OxFOOF

(ACE) &+ TUDF T—EXH®5%L
IWRELET (1 2)

7V ACL 1L, UDFIRH D4 & 7
WIGAODOm LS, ACEZAT5Z &
NTExET, % ACE T —&%T 5 %%
5 UDF 7 4 —/V KRB DD, TXTD
ACEZ#UDF ORI LY R MZ—EHI® 5
ZEMNTEET,

ATvT8

(f£&) copy running-config
startup-config
i) :

switch(config)# copy running-config
startup-config

FiTar74Xal—vark, AX—
FP w7 ar7 4 ¥al—ygla
vE—LEd,

SPAN Y] Y 12 TDETE

BIDETIE, e— VB EXUSPAN EE ity v a VKR L TOABRETEET,

FIE

AR NFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— gy
EF—FEBLET

ATvT2

monitor session session number

1 -

switch (config)# monitor session 5
switch (config-monitor) #

FELZSPAN Yy Y a v DE=HF
V74 F2b—varyET—RNEBAL
£7,

ATvT3

sourceinterfacetypedot/port [rx | tx | both]
1 -

switch (config-monitor)# source
interface ethernet 1/5 both

HETA S H =T A RERELET,

ATv74

mtu size

1

switch (config-monitor)# mtu 320

1

switch (config-monitor)# mtu ?

MTU O ) #ETH A X2 E L ET,
BE SN MTU 14 XL D HRE 0
SPAN /X7 NI T, EESNY
A XYY ETHNE T, SPAN/ YT
MY #ECTOMTU XKD EBY T
7

SPAN DE%E II



B 2653254 2MOTLFE LR M TX 5T 1 v 5 D SPAN DRE

SPAN O E |

ARV RFERETIVa Y

B8

<320-1518> Enter the value of MTU
truncation size for SPAN packets

* Cisco Nexus 9300-EX 7 F v ~ 7 #—
I AA > F D MTU YA X DO#FH
I, 320—1518 /X1 KT,

* CiscoNexus 9300-FX 77 v K 7 #—
I AA »FDOMTU YA X O#EFHIE
64—1518 /N4 R TT,

* 9700-EX 8 L N9700-FX 7 A » I —
K Z#5# L 7= Cisco Nexus 9500 7
Ty N7 —n AL T DOYE,
MTU H A X D#iIE 320—1518 /3
4 hTT,

ATy Th

destination interface type slot/port
fi

switch (config-monitor)# destination
interface Ethernet 1/39

A —H% %> b SPAN iR — b &A% E
L/i‘g—o

ATvT6

no shut
I

switch(config-monitor)# no shut

SPANt v a &zl 3x—7 M LE
T, T 7NV NTIE, BEyia X
¥ v b AT — M TERRENFE T,

ATy T1

CE=D)!
1

switch (config-monitor)# show monitor
session 5

show monitor session session

SPAN R EZFRLET,

ATvT8

copy running-config startup-config

1

switch (config-monitor) # copy
running-config startup-config

FElTar 7 4 Fal—rarh, AX—
Ny a7 X¥al—rgila
[:0_ Lij—o

[l

B BALSERSA ABDOTILFEXENY A FTX 57 14 v D SPAN D%

Cisco NX-OS Release 7.0(3)I7(1) LARETlE, Cisco Nexus 9300-EX 77 v b 7 4 —Ah AA vF L
DRI DHY—T ANRXA > 2P (LSE) ATAAMT, S VFXXYANTX N T 7 497D
SPAN X ET&E £7,

. SPAN D&%



| spPAN o3

FIE

SPAN v avnivy rayvEraEn i

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

T — S )VERET— REBE L ET,

ATv T2

[no] hardware multicast global-tx-span
1 -

switch(config)# hardware multicast
global-tx-span

BB —7 234 =Y (LSE)
ATAAEDO<NVTFHFHANTx b7
74 v 7 ®DSPAN ZHEL T,

ATvT3

copy running-config startup-config
f5

switch (config)# copy running-config
startup-config

FEifrar 74X al—rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ—o

ATv74

reload
1 -

switch (config)# reload

T AR Y m— FERET,

SPAN Ly a>Diyy O FEITER

SPAN v arvawyyy AU UTBHE EBEIXNLIBE~DORr Y hOavr—2Ylrc
9, 1y arid iy hE UL TA—RKy=2T V=25 HEL, oty a %
HICTEET, 774V FTIE, SPANEt vy avidy vy b 27— M CERESNET,

SPAN & v a U aEH (A x—7M2) T25&, EELHLIE~D/ Ty hOa—%
FACEET, T TIAR—T MR >TWT, BRI NAFY T DSPANE Yy v a V& A R—
TIMNZTBITIE, Ty varzZ0nolAvyy AT LTHL, WO TA RX—TNMITT
HMENRDH Y FT,

SPANtEy v arDOvyy b AT7—FBIOAS R2—T )V AT — ML, Fo—UrEiEE=
R a7 4Fal—yary v —FRoEb50avwy RTHLHRETEFET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal— gy
T—FzfnLE7

SPAN DE%E II



SPAN 0EE |
B seantevsavosvy by U EizER

Command or Action Purpose

R w 72 |[no] monitor session {session-range|all} |fEED SPANtEv > a %L v v A
shut vULET, F7AL TR, By
Example: YiEvx vy B AT — M CERSNET,

switch(config)# monitor session 3 shut SN noﬁéiﬁbi\ ?E‘iéhfl SPAN
Ty aryEHE ((x—7110) LE
T 774NN TE, Byva i
v b AT — M CIERRSIVE T,

Note FToH By va URNART
BRI Z T v DA
tyia AT HIC
1. A monitor session
shut =< REE L TH
. nomonitor session shut
avwy RERTHULENRD

nET,

R 73 | monitor session session-number F=HF a7 4 FX2l—aryE—F
Example: %Eﬁﬁébi#o %ﬁ’ Lb“iZ ‘y‘:/ff v ay
switch(config)# monitor session 3 74%JV~?/5 Ve E%T?O)’IZ‘):/EI
switch (config-monitor) # varZ4Xal—yaZBMER

ij‘o

A5 74 |[no] shut SPANE v arv&yyy b LE
Examp|e: —g—o 5:7%/]/ ]‘Tli\ Ty ia ik
switch (config-monitor)# shut R ]\ AT — ]\ Tﬁzﬁkéﬂij«"

a<r RO no UL SPAN Y 3
EEMILET, T 74T, By
Yaviivy vy b ATF— N TCERER

7
R T 75 | (Optional) show monitor SPANtE v a v DATF—H AEFFL
Example: 7
switch (config-monitor)# show monitor
R T w 76 | (Optional) copy running-config FHrar74F¥al—varik, AX—
star tup-config Ko7 av7 ¥al—varica
Example: E—LE97,

switch (config)# copy running-config
startup-config

. SPAN D&%



| spPAN o3
sean 0wz [

SPAN 5% 7€ D HERR

SPAN iR E & FRT BIZIE. OWVWTNNDOIEEEZITVNET,

avw vk EL:g]

show monitor session {all | session-number [range| SPAN v 2 v OB ELX TR LET,
session-range} [brief]

SPANOa> T4 F¥alL— 3

SPANtvy S 3a>DarIqaxal—S 36

SPAN t v a v R ET D FIEL, kDO LBV T,

FIE

ATV T7I78A = FCHER—FEREL, SPANET=HZ VU T %A X —T NI LET,
1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport
switch(config-if)# switchport monitor
switch (config-if)# no shut
switch (config-if)# exit
switch (config) #

ATYv T2 SPANE vy a v E&ELET,
1 -

switch (config)# no monitor session 3

switch(config)# monitor session 3

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx
switch (config-monitor)# source interface port-channel 2
switch (config-monitor) source interface sup-eth 0 both
switch (config-monitor) # source vlan 3, 6-8 rx

switch (config-monitor) # source interface ethernet 101/1/1-3
switch (config-monitor) filter vlan 3-5, 7

switch (config-monitor)# destination interface ethernet 2/5
switch(config-monitor)# no shut

switch (config-monitor) # exit

switch (config) # show monitor session 3

switch (config) # copy running-config startup-config

HH H = FH H

SPAN D% 7E
|



SPAN O E |
B =raseantysasozEs

BE—AMmSPAN v 3 ‘/@E&EWH

—HM SPAN v a vV ERET DL, ROFIEEZFEITLET,

FIE

ATFYT1 TI7BRAE—RTHER—FEZHREL., SPANE=H Y T4 FX—T I LET,
1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport
switch(config-if)# switchport monitor
switch (config-if)# no shut
switch (config-if)# exit
switch (config) #

ATY T2 SPANE vy a v EZ&ELET,
1 -

switch(config) # no monitor session 3

switch(config)# monitor session 3 rx

switch (config-monitor)# source interface ethernet 2/1-3, ethernet 3/1 rx
switch(config-monitor)# filter wvlan 3-5, 7

switch (config-monitor) # destination interface ethernet 2/5

switch (config-monitor)# no shut

switch (config-monitor)# exit

switch(config)# show monitor session 3

switch (config)# copy running-config startup-config

SPAN ACL @ &% 7€ 5l

&IZ, SPAN ACL ZHE3 Bz~ LET,

switch# configure terminal

switch (config) # ip access-list match 11 pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl)# exit

switch (config)# ip access-list match_12 pkts

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# vlan access-map span_filter 5

switch (config-access-map) # match ip address match_ll pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch (config)# vlan access-map span_filter 10

switch (config-access-map)# match ip address match_12 pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch(config)# monitor session 1

switch (config-erspan-src)# filter access_group span_filter

. SPAN D&%



| sPaN oz
uok ~—2 spaN ol I}

UDF ~— X SPAN O z% 7 5l

WIZ, UTO—HILEEFEHL T, 7B LI IP-in-IP /X7 v FDOWESTCP 7 7 7 THR
A% % UDF ~X— 2 SPAN Z R ET A2 R LET,

HEFEETTIP 7 RLZ £ 10.0.0.2
cHHESTCP 77 7 : BATCP 77 7 %% E
M

« XA | : EthHdr (14) +4#B1P (20) +
XA "D TCP 7T )

HIP (20) +NESTCP (20, 7272L. 13FHE D

e X7y FOEENLDAT7E Y b 1 14+20+20+ 13 =67
« UDF O RAE : 0x20
« UDF ¥ A 7 : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify ing-13-span-filter
copy running-config startup-config

reload

ip access-1list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf

I, UTO—FEELZFHL T, LAY 4~y X —DLENS 6 314 NED N v NEA
(DEADBEEF) L@ o IP /) > F & &9 2% UDF ~—R SPAN % €T 2B &2~ L £,

« SMFE(E L IP 7 K L2 £ 10.0.0.2

« NERTCP 77 7 : R TCP 7 7 V% 3% iE

« /34 I : EthHdr (14) +IP (20) +TCP (20) +-3A m— R : 112233445566DEADBEEF7788
LAY ANy X—DRFENODETT7E Y b 1 20+6=26

« UDF ®M4E : 0XDEADBEEF (2 /XA MO F ¥ 7 33 LV 2 2D UDF (Z43H])

« UDF <~ %7 : OxFFFFFFFF

udf udf pktsig msb header outer 14 26 2

udf udf pktsig lsb header outer 14 28 2

hardware access-list tcam region racl qualify ing-13-span-filter

copy running-config startup-config

reload

ip access-list acl-udf-pktsig

permit udf udf pktsig msb O0xDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf-pktsig

SPAN DE%E .
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SPAN O E |

SPAN 1] Y) $& T DR E B!

ZOHITIX, MPLS A MU w ¥ 7 TEHT S SPANUIV#ECAERTET D HEARLET,

mpls strip

ip access-list mpls

statistics per-entry

20 permit ip any any redirect Ethernetl/5

interface Ethernetl/5

switchport

switchport mode trunk

mtu 9216

no shutdown

monitor session 1

source interface Ethernetl/5 tx

mtu 64

destination interface Ethernetl/6
no shut

LSEX S A4 AMD<ILFF v X b Tx SPAN 0% 5E 51

WIZ. CiscoNexus 9300-EX 77 v h 73— AA v FDLSE AT A AE] T~ /LFF¥ A b Tx
SPAN % ET 2H &R LET, /o, v/FF v A b TxSPAN ORERIZOH B2~ L E
—é’_‘O

TILFF ¥ R b Tx SPAN DR ERT
switch# show interface ethl/15-16, ethernet 1/27 counters

Port InOctets InUcastPkts
Ethl/15 580928 0
Ethl/16 239 0
Ethl/27 0 0
Port InMcastPkts InBcastPkts
Ethl/15 9077 0
Ethl/16 1 0
Ethl/27 0 0
Port OutOctets OutUcastPkts
Ethl/15 453 0
Ethl/16 581317 0
Ethl/27 0 0
Port OutMcastPkts OutBcastPkts
Ethl/15 4 0
Ethl/16 9080 0
Ethl/27 0 0

TILFEX ¥R+ TxSPAN DEEE

. SPAN D&%
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zomwnszay |

switch (config)# hardware multicast global-tx-span
Warning: Global Tx SPAN setting changed, please save config and reload
switch(config)# copy running-config start-up config

[HEHE44F R EEAF R H R )

Copy complete.
switch(config)# reload

This command will reboot the system.

TILF XX+ TxSPAN DEEEH

switch# show interface ethl/15-16,

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

392644
417112

T DDSE &R

(y/n)?

100%

[n] y

ethl/27 counters

REEIEH I=ZaTF7ILEA L
FEX [ Cisco Nexus 2000 Series NX-OSFabric Extender

Software Configuration Guidefor Cisco Nexus 9000
Series Switches]]

SPAN DE%E II



SPAN O E |
B uzas

. SPAN D% 7E



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



