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5 - L. match /X7 A —X DFgE (12 <—
’ , V) ZZRLTIEEN,
switch (config-flow-record)# match
transport destination-port GX)

LA Y4R— T —H &7 AR— T
% Z1%, matchtransport destination-port
¥ L W match ip protocol =2~ > K234
ZTY,

NetFlow D% E .
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NetFlow DEE |

ARV RFERETIVa Y

B8

ATy TH

(f£7) collect type
fl

switch (config-flow-record) # collect
counter packets

oL ryary 74—V RERELET,
ZEHNZ DN TIE, collect /3T A — & D

E (13 =) 2ZRL TSV,

ATvT6

({f£&) show flow record [name]
[record-name] {netflow-original | netflow
protocol-port | netflow {ipv4 |ipv6}
{original-input | original-output}}

i) :
switch (config-flow-record) # show flow
record netflow protocol-port

NetFlow D7 02— L a2 — R EFER L
4, 7u— L a— RLITIE/RK 63 3
FOFEETEANSITEET,

ATy T1

(f£&) copy running-config
star tup-config
1 -

switch (config-flow-record)# copy
running-config startup-config

Frar 74 Xal—ark, AX—
Ny a7 4 Xalb—a0la
I:Ob‘l_/giyg‘*o

match /X5 A — 5 DIEE

Jao— La—RILIZ, RO match XT A—H % 1 DL ERETDHDHLENRH Y £,

avy R

S

1

ethertype

match datalink {mac source-address| mac
destination-address| ethertype | vlan}

switch (config-flow-record)# match datalink

LA V2t Ex—L LTIRELET,

R

match ip {protocol | tos}

switch (config-flow-record)# match ip protocol

IP 7' bV E72(E ToS 7 —/V K&
F—L LTHRELET,

GE)

LA ¥ 4= N F— K Ty AH— |
9 %1Z1%, match transport
destination-port 33 J Ut match ip protocol
avy RBNETT,
7 — 4 % show hardwareflow ip =2~ >
ROHINTIUE SN TFRENE T,
WD a~wy RERET HETIEL
T AR— M TohERA,
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collect /35 A —2 DIFE .

avy kR

EL:)

match ipv4 {destination address| source address}

A1

switch (config-flow-record) # match ipv4 destination
address

IPv4 X5 721358587 L A% F—
ELTHRELET,

match ipv6 {destination address| source address|
flow-label | options}

151

switch (config-flow-record) # match ipvé flow-label

IPv6 ¥ —Z4HEE L ET,

match transport {destination-port | source-port}

1

switch (config-flow-record)# match transport
destination-port

b7 v AR — MEFEICE TSR —
FeX—& LTHRELET,

G¥)

LAY 4R— T —F & AKR—|
95121, match transport
destination-port 33 &2 Y match ip protocol
av RGBT,

7 — % % show hardwareflow ip =~ >
ROHINTIUE SN TFRRENE T,
WD~y REFRET HE TIUEL
T AR— MITONEE A,

collect /N5 A —A2 MDIEFE
TZu— L a—RZI &2, D collect 8T A—H % 1 DL EFRETDHHLENRH Y 97,

avy kR

E:)

collect counter {bytes| packets} [long]

A1

switch(config-flow-record) # collect counter packets

TaR—INB Ny RR— A FE TS
MU EINELET, LET, 64
By N AU EEERATS EERE
TEFET,

collect ip version

11

switch (config-flow-record)# collect ip version

TJa—@OIPAA—T g VEIELET,

collect timestamp sys-uptime {first | last}
f5i):

switch(config-flow-record) # collect timestamp

T —DRIEFE ITR& v MCHE
THYRAT LR A NE L ET,

sys-uptime last

NetFlow DEE [}
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avy kR

=)

A1

flags

collect transport tep flags

switch (config-flow-record)# collect transport tcp

TZa—0DRry MIEIRT 5 TCP k7
VAR— BT T T ENELET,

J0— I AR—2 DEK

Ta— T AR—HD

FIE

RETIEH, 70—l T5T7 AR— K RTA—FEELRL, UVE—
I NetFlow Collector ~DZE R REMEIEHREZ T E L E 77,

ARV RFEEETO 3y

=)

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATy T2

flow exporter name

&1

switch (config)# flow exporter
flow-exporter-one
switch (config-flow-exporter) #

TJn—x ) AR—ZEBER L, 7 a—
T AR—=HFaL T 4 X2l — g
EF— FEBBLEST, 7R— T R
R—H 2 i K63 LT DFETTAT)
TXFET,

ATvT3

destination {ipv4-address| ipv6-address}
[use-vrf name]
151

switch (config-flow-exporter) #
destination 192.0.2.1

D7 a— U AR—H DS IPva
F7XIPV6 T RL AR R ELET, T
& C. NetFlow Collector |{ZF|ZET 5 7=
WIZHHT 5 VRE 2% ETE £,

VRF 213K 32 LFOFHT % A
NTEET,

ATvT4

sour ce interface-type name/port

51

switch (config-flow-exporter)# source
ethernet 2/1

FRE &N 7565 T NetFlow Collector (2
BlET LD T M 4 —T =
A RAERELET,

ATy TH

(f£7) description string
1 -

switch (config-flow-exporter) #
description exportversion9

ZDT7a— T AR—H O TR
LET, I3 ER K63 TP DRI T
EAITEET,

. NetFlow D& E
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JO0— T2 OER .

ARV RERETI3 Y EL:Y
ATvT6 (f£%) dscp value DSCP (DiffServ =— KA > k) fi%
B - fRELE T, #iPHIL0~63 TY,
switch (config-flow-exporter)# dscp 0
ATvT1 (f£3&) transport udp port NetFlow Collector [ZE|ZET 5 72 Il
- M3 25UDPA— h&fEELET, #ikH
’ , 1% 0 ~ 65535 T,
switch (config-flow-exporter) #
transport udp 200 Gx)
UDP 7R — h ZH57E LW AT, 9995
DT 74/ e LTERISNET,
RATw 8 |version9 NetFlow =27 AR — k N— g U &1E
i - ELET, 7u—xF AR—FD/—

switch(config-flow-exporter)# version
9
switch (config-flow-exporter-version-9)#

Tarv9arZ74Xal—yarYr
F— REBBTDHIE, X—T a9
PN FET,

ATv79

(f£&) option {exporter-stats|
interface-table} timeout seconds

1 -

switch (config-flow-exporter-version-9) #
option exporter-stats timeout 1200

Tu— T AR—HF OFEEHERELE
AAvw—hBELET, HEOHMIE1
~ 86400 ¥ ¢,

ATy 710

(=)
1 -

switch (config-flow-exporter-version-9) #
template data timeout 1200

template data timeout seconds

TUT L= T A FREEIA ~—%
RELET, EOHPMIL 1 ~ 86400 1
?ﬁ‘o

ATvIN

({£#) copy running-config
startup-config
il -

switch (config-flow-exporter-version-9)#
copy running-config startup-config

Flirary 74 X2l —arEkE, A
H— K N7y Fary7 4 Fal—av
IZar—L%Ed,

JO0— T4 0ER

TR—E=HEERLT, 7r— La— R FBXOT7r— =7 AR—F LTS 2 L NT
XFT, 1 ODOFE=HXIZBLTWATRTOT7a—|E, a7 4 — NV R ETHRETAZDIC
Bt 5 70— La—R2HALEST, T—XIHEESN- 70— AR—F (I 7 AR—

FENET,

NetFlow D% E .
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. A28 —T 4 A~DT70— EZ2DEA

FIE
ARV KRFERRETY VY B#Y
R 71 | configureterminal JTa— )L a7 4 Xz l—3a
Bl T REMALET,

switch# configure terminal
switch (config) #

X 7 2 | flow monitor name TJoa— F=XEERL, 7a— =X
i - Ay 7 4 F¥al—vary E— Nk
switch (config)# flow monitor LET;7D»—{—:&%%WjC 63 3L
flow-monitor-one DI FTANTEET,

switch (config-flow-monitor) #

AT 73| ({E&E) description string IO T7u—F=HIZOWCEBLET,
B - NI R K 63 LFDOHREF- 2 ANJ)T
' TETS

switch (config-flow-monitor) #
description IPv4Monitor

ATv74| ({EE) exporter name TH— T AR—FLEIDTn— F=
5 - Z AT £, =7 AR—F I
) | . BK 63 XF OB T EANSTEET,

switch (config-flow-monitor)# export v9

R 75 |record name [netflow-original | netflow | 7o — L a— REEELEZ70— =

protocol-port | netflow {ipv4 | ipv6; ZLBREMTTET, L a— FAICIERA
{original-input | original-output}] 63 CEDHITEE AT Tx EF,
A D)

switch (config-flow-monitor)# record record netflow ipv4 original-input\
trvaELon record netflow ipv4 original-output,
recor d netflow layer 2-switched input 13,
CiscoNX-OS VU U —293(1) TiZH¥ R —

FENTHEEA,
AT 76| (f£E) copy running-config Frar 74 Xal—vark, AL—
startup-config NPy a7 4FXalb— g 42a
15'] : [:O‘_I_/i‘j—o

switch (config-flow-monitor) # copy
running-config startup-config

AR —T A RAANDT7O— EZ2NDEH

Ta—F=HIANA v F—T =2 ATEATE ET, B NetFlow iZH AR — hEHTWER
/Uo
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FIE

VAN ETD Ty » & NetFlow 0 ]

AR NFERERTOVa Y

=)

ATy T

configureterminal
fi

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

interface vlan vian-id

1 -

switch (config)# interface vlan 10
switch (config-if) #

VLANA B —T =2 ZAZREL. A~
H—TxfA AT 4 Fal—a
T— FEBBLET,

ATvT3

ip flow monitor {ipv4|ipv6|
layer-2-switched} input
1 -

switch(config-if)# ip flow monitor ipvé
input

AT hDA H—T = A AT,
IPv4, IPv&., F721IL AV 2 AA vF
Tu— = F R BEEA I ET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config-if)# copy running-confid]
startup-config

FElTar 7 4 Fal—rark, AX—
NPy ar7 s Xal—vgila
[:0_ Li‘ﬂ—o

~

VLAN LTI v

Y NetFlow )

A

ax AE

VLANDL A X2 AL v F R X7y hCTLA Y3 T—HEZETH72DIZ, VLANIZ 71—
FoHEMATEET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATy T2

vlan configuration vian-id

1 -

switch (config)# vlan configuration 30
switch (config-vlan-config) #

VLAN 2> 7 4 X2l — g F—F
PR L E4, VLANID O#iHIT 1 ~
3967 F 7213 4048 ~ 4093 T,

GE)

NetFlow DEE [}
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NetFlow DEE |

ARV RFERETIVa Y

B8

VLAN 27 4 F a2l — g2 F— K
TiX, 1ERL & I3 mBIFRIC VLAN Z 5%
TEET, X, VIPZ 747 b
DY R— MIHLETT,

ATvT3

{ip | ipv6} flow monitor name

1 -

switch (config-vlan-config)# ip flow
monitor testmonitor

ANy FOT7a— F=#% VLAN
WZBEM T ET, Tr— =X A E R
K63 XLFOIHFTTANTEET,

RATvT4

(f£&) copy running-config
startup-config
1 -

switch (config-vlan-config)# copy
running-config startup-config

FTar 74 Xal—ark, AX—
NPy a7 40 Xalb—a 02
I:OP‘LSE?FO

L 4 7 2 NetFlow ¥—DE%TE

71277V NetFlow L a3 — RN TLA Y2 F—2EHZTEET, ZoLa—FEFEHLT,
LAV 2A L Z—T 2 AD T2 —% X% TF ¥ TXFET,

FIE

ARV EFEREETIVa Yy

E:)

&M

configureterminal

1 -
switch# configure terminal
switch (config) #

Jua—\)L a7 4 FXal—g v
£— F‘%—fﬁlﬁﬁébjﬁﬁ—o

ATvT2

flow record name

1 :

switch (config-flow-record) #

switch (config)# flow record L2 record|

Jop—la—Rary74Xal—i 3
VE—RERMBLES, Yr—La—
ROBEDOFHMZOVWTIX, 7r— L
a— ROfERE (11 ~—2) &ML
TLTEEW,

ATvT3

match datalink {mac source-address|
mac destination-address | ethertype |
vlan}

51

switch (config-flow-record) # match
datalink ethertype

LAY 2 @A x—L LTHRELE
—640
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L 4 % 2 NetFlow +—DHTE .

ARV FFEREETIVa Yy

E:)

ATy T4 |exit Jn—la—Rary7 Xzl —g
1§| : »‘/ :Eh_ F‘%%@T L/jz‘jﬁo
switch(config-flow-record)# exit
switch (confiqg) #

R w75 |interface {ethernet dot/port|port-channel | (o % —7 = 4 R TEET— NEZBLE L
number j T, AVH—T A REALTIE, W
£l B2 A — Ry b AR — FERITR—
switch(config)# interface Ethernet }\ ??*/V%*ﬁﬁiﬂf% ij—D
6/3
switch (config-if#)

ATy 76 |switchport A B =T 2 A A% A Y 2 DA
B - VH—T 2 AERLET, AL
switch (config-if)# switchport 9: A= ]\ ®§£ﬁ¢:%ﬁ—6§£%m:0b <

X, TCiscoNexus 9000 3 U — A NX-0S
LAY2AL v F U ITHRENA K] %
ZHLTLEEN,

AT wF71 |macpacket-classify 23y b0 MAC 438 % 5 L £ 77,
i - Zoa~y ROERIZET 23/
switch (config-if)# mac packet-classify| U\ NT |, [Cisco Nexus 9000 > U — X

NX-OStHx =2 VT 4 REHTA F] &5
LT ZE)

(6=3))
Ta—%ERHTHbIcZ0av s R
2T O20E R H O ET,

25w 78 |layer2-switched flow monitor flow-name | 7o — =% % 21 v F FH— FDAT]
input Ry MCBERT £, 7r—T=
i - B4R 63 LFDIBTFTANTE
switch (config-if)# layer2-switched i‘j—f’
flow monitor L2 monitor input

ATv79 (f£&) show flow record netflow LA ¥ 2 NetFlow DF 7 /L b L 22—
layer 2-switched input ROME#EFRRLET,

i
switch(config-if)# show flow record
netflow layer2-switched input
ATv 710 | ({£&) copy running-config FITar7 4 ¥al—ralrk, A

startup-config
i)

H— K Ty Far7 4 Xal—a»
ICae—LEJ,
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NetFlow D& E I
B vetrow 5 L7 roRE

ARV RFEREFTIVaY S
switch (config-if) # copy running-config
startup-config

NetFlow 2 1 L7 ™ FDRTE

FEET, VAT L2HNOTRTOT7r—ZEH SN D 7 v —sVL7eNetFlow # A A7 U k&R TE

T&EET,
FIg
ARV RFEREETI VA Y =LY

AT 71 |configureterminal sua—r\ ) ary 74 F¥al—iig
Bl T— FEMBLET,
switch# configure terminal
switch (config) #

R 7w 72 |flow timeout seconds TS5 wia AA LT T MEEREA T
Bl RELET, WS ~ 0BT . 7
switch (config)# flow timeout 30 j72flb/bﬁgli “)$¢'Tjr°

ATw 73| (f£&) copy running-config FTar74¥al—vark, AX—
startup-config Ny a7 4Xal—g 020
15“ . [:O_Lij—o
switch (config)# copy running-config
startup-config

NetFlow #5Rk D HEEE

NetFlow # 2 £RT HI21E. ROX AT DI BEOWTNNEETLET,
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Netflow DE=% ) >4 |||

av R E]:p]
show flow cache [ipv4 | ipv6 | ce] NetFlow IP 7 12— |23 B M E R R LET,
GE)

Zoa<wr Rid, EORAA v FTIEADTIX
RWEIICRZ, Te—idFRRENEE A,
EOR AAf v FTZDavwy REFRRTHIZ
X, attachmod x 2~ R&fEH L CTE
Va—VIT Xy F LET, £2iE, dot
xquoted “show flow cache” =~ > RZ&fH L
TCZa~vry FaFzyv 7 LES, 2T,
X 1X A JI NetFlow DY = — V&K Z5TT,

show flow exporter [name] NetFlow D 7 11— T 7 AR— % [E# & et
WMERRLES, 7Ju— = AR—F LTk
K63 LFDOFHFTANTEET,

show flow interface [interface-type slot/port] NetFlow 1 % —7 = A AT A F a2 For
]\Jiﬁ—o

show flow record [name] NetFlow D 7 10— L a— REHRAZF R LET,
7 nu— L a— RITIEEK 63 LT DI T4
ANTEET,

show flow record netflow layer 2-switched input | L { ¥ 2 NetFlow f&E D5 H 4 7 LE T,

show running-config netflow BUET /S A A2 5 NetFlow X E % For L &
‘g‘o

NetFlow DE=_42 1 >4

NetFlow DO#EFHE A #1795 (2%, show flow exporter =~ > RZ&#H L £4, NetFlow =7
AR—F OfEiHERZIEET HI21E, clear flow exporter =2~ RAEMEH L £,

NetFlow M % =45

IPv4 @ show flow cache =~ > FOH JIZIZ, RO L HICERINET,

show flow cache
IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count Packet Count TCP

FLAGS TOS if id output if id flowStart flowEnd

10.10.30.4 30.33.1.2 1480 30000 17998 17 683751850 471553 0x0
0x0 0x90105c8 0x1a005000 14096494 14153835

30.33.1.2 10.10.39.4 4145 30000 18998 17 43858456 30164 0x0
0x0 0x1a005000 0x1a006600 14096477 14099491

NetFlow DEE [}
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10.10.29.4

0x0 0x90105c7

10.10.7.4

0x0 0x90105bl

30.33.1.2

0x0 0x1a005000 0x1a006600

10.10.49.4

0x0 0x90105db

NetFlow O #& & {5l

17
14153817
17
14153822
17
14119151
17
14153827

683751850

683753300

95289344

683753300

471553

471554

65536

471554

ZOFEITIE, IPv4 2%t L CNetFlow =7 ZAR— & 2 #pk+ 5 FiEE2 R~ LET,

feature netflow

flow exporter ee

destination 171.70.242.48 use-vrf management
source mgmt0

version 9

template data timeout 20
flow record rr
match ipv4 source address
match ipv4 destination address
collect counter bytes

collect counter packets
flow monitor foo

record rr
exporter ee

interface Ethernet2/45
ip flow monitor foo input
ip address 10.20.1.1/24

no shutdown
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