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startup-config

1

switch (config-flow-record)# copy
running-config startup-config

Ty a7 X2l —g0la
I:OP‘LSE—;«O

NetFlow DEE [}



NetFlow DEE |
B ratch <51 —s08EE

match /N5 A —2 DIEE
Jnu— L a— NI LIZ, RO match /XT A —H % | DL EHRTTHLERNHY £9,

av YR =[]

match datalink {mac source-address| mac LAY 2EMESF—L LTEELET,
destination-address| ethertype | vian}

il:

switch(config-flow-record)# match datalink

ethertype

match ip {protocol | tos} IP 7 haLE7=iEToS 74—V R &
- -l LCRELET.

switch (config-flow-record)# match ip protocol GE) LAY 4 A }\5:‘_‘& T

7 AR— M4 251Z1E, match
transport destination-port 35
L O match ip protocol =~
¥ RBETT,

7 — 4 % show hardware

flowip =~ > KD H 12U
FEINTERRINET D,
WD a~<ry REHRET D
FCONEL =T AR — MNZ
1IThiLEE A,

match ipv4 {destination address | source addr ess} IPv4 EETTE - I135E50ET RL R &% —
15“ k L/Tj:lé‘ﬁ; L/jz—é«o

switch (config-flow-record)# match ipv4 destination
address

match ipv6 {destination address| source address| IPv6 X—%fEELET,
flow-label | options}

1

switch (config-flow-record)# match ipvé flow-label]

. NetFlow D& E
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collect /35 A —2 DIFE .

avy kR

EL:)

match transport {destination-port | source-port}

A1

switch (config-flow-record)# match transport
destination-port

kT AR — MEEILE ISR —
Fadx—L LTRELET,

GE) LAY AR— N T —H &=
7 AR— 9 HIZI%, match
transport destination-port 33
L O match ip protocol ==~
¥ RRRETT,

7 — % X show hardware
flow ip =~ > R H 12U
LEINTRRINET D,
mhDa~y RERETD
FCNE L =7 AR— M
T EHA,

collect /X5 A —2 DIETE
Jn— L a— NI LT, kD collect /XT A —H & 1 DU ERETHHLERDH Y £,

avwU kR

=)

collect counter {bytes| packets} [long]

1

switch (config-flow-record) # collect counter packets

TNy R R— A E T E A
Mo ENELET, LET, 64
By N B HEHRAT A EEEE
TXFET,

collect ip version

151

switch (config-flow-record) # collect ip version

Ta—@DIPN— g UERINEL E9,

collect timestamp sys-uptime {first | last}
IR

switch (config-flow-record)# collect timestamp
sys-uptime last

T —OREFE RITRK Ny M
THUAT LB A INE L E T,

collect transport tcp flags

1

switch (config-flow-record)# collect transport tcp
flags

Ta—DO sy MIHIRT 5 TCP k7
VAR— BT T T ENELET,

NetFlow DEE [}



B oo zoxk—sonm

20— I XAKR—2DER

THa— T AR—HDOERETIH., 70— THZI AR—F RNTA—FEEHRL, VE—

I NetFlow Collector ~DZE|;ZE rIHEMEEREZFEE L E T,

FIE

NetFlow DEE |

ARV RFERRTI Y

S

&M

configureterminal

51

switch# configure terminal
switch (config) #

Jua—rERE— FEBRE L £,

ATv T2

flow exporter name

1 -

switch(config)# flow exporter
flow-exporter-one
switch (config-flow-exporter) #

T — T AR—ZEERRK L, THr—
TJAR—HX a7 4FXal—av
E—RNEBBLES, 7R— =27 X
R— 24 % e K 63 SLFDOFHFTAT)
TEET,

ATvT3

destination {ipv4-address| ipv6-address}
[use-vrf name]

1

switch (config-flow-exporter) #
destination 192.0.2.1

DT a— T J AR—F D55 IPv4
FIEIPV6 T RLAZRELET, 1T
B . NetFlow Collector |ZF5ET 5 7~
WICHHT 5 VRE 2% ETE £,

VRF 4 (213K 32 XFO38 5% A
NTEET,

ATvT4

sour ce interface-type name/port

1 :

switch (config-flow-exporter)# source
ethernet 2/1

FRE I 724585 T NetFlow Collector (2
BlETAHDIEHNTEIAA v H—T =
AAEBELET,

ATvTh

(EE)
1 :

switch (config-flow-exporter) #
description exportversion9

description string

ZOT7a— 7 AR—H|ZONTCEHH
LET, MBICITRK63 L FOFET
EANTEET,

ATvT6

(&)
&1

switch (config-flow-exporter)# dscp 0O

dscp value

DSCP (DiffServ =— KA > k) %
BELET, #HIZ0~63 T,

ATy T17

(=5)
51

switch (config-flow-exporter) #
transport udp 200

transport udp port

NetFlow Collector (22| EEd 5 7= OI2fE
M3 5UDPHA— h&EIEELET, #ubH
1L 0 ~ 65535 CT9,

G¥) UDP AR — R &HEE L7V
Al 99958 F 7 L k&
LCGERIRENET,
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JO0— T2 OER .

ARV FFEREETIVa Yy

E:)

ATvT8

version 9

1 :

switch (config-flow-exporter)# version
9
switch (config-flow-exporter-version-9)#

NetFlow =7 AHR— h X~ g V&R
FLET, 7B—TF AR—FD/—
YaroaryZ4¥Xal—vagrv7
T— R&EBET DX, N—=Y a9
IR L FET,

ATvT9

(f£7%) option {exporter-stats|
interface-table} timeout seconds

1 -

switch (config-flow-exporter-version-9) #
option exporter-stats timeout 1200

70— 7 ZAR—F OREEHE W k(E
AA~v—FxELET, EOHMILI1

~ 86400 BT,

ATy 710

(=&)
&1

switch (config-flow-exporter-version-9) #
template data timeout 1200

template data timeout seconds

TN T FRELA~—%
RELET, EHOHPIL 1 ~ 86400 7
Tﬁ—o

ATvIN

(f£&) copy running-config
startup-config
1 -

switch (config-flow-exporter-version-9) #

ETar 74 Xal—T g%, R
H— b T o ary74FXal—a»
&:j [:"\,_.L/ij‘o

copy running-config startup-config

JO0— E=2DER

Tun— =X EERLT, Jo—Lba—KRBLOVn— o7 AR—F LEEAITAZ ENT
XFT, 1 ODEFE=FIBLTWATRTOT7r—|%, #ixe7 41—V K ETRETLEZDIC
BEd S 7o—La— R LET, T—HITRESN-T7n— 27 AR—F |27 AR—

FERET,

FIE

ARV RFFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ju— Ui E— REBB L E T,

ATy T2

flow monitor name

1 -

switch (config)# flow monitor
flow-monitor-one
switch (config-flow-monitor) #

Tua— E=HXEERL, Tr— F=X
a7 4 Xal—varyE— RElh
LET, 70— E=F A ERK63 LT
DHFEFTANTEET,

NetFlow D% E .
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NetFlow DEE |

ARV RFERETIVa Y

B8

ATvT3

(f£#) description string
fl

switch (config-flow-monitor) #
description IPv4Monitor

TOT7R—F= IOV LET,
AT IRK 63 XFDOHEFTH AN/ T
xFET,

ATvT4

(f£&) exporter name

1

switch(config-flow-monitor) # export v9

Jo— T AR—HFLZDOT70— F=
K wEfTET, =7 AR—24I12F
K 63 LTFOFHTH A TXET,

ATvTh

record name [netflow-original | netflow
protocol-port | netflow {ipv4 | ipv6}
{original-input | original-output}]

1 -

switch (config-flow-monitor)# record
IPv4Flow

7o— La—REEELEZ7r— =
2 LEREANTE T, L a— FAIIZIEEKR
63 LFDOFETFTE AN TEET,

GH) record netflow ipv4
original-input, record
netflow ipv4
original-output, record
netflow layer 2-switched input
X, CiscoNX-OSVU U —2x&
9.3(1) TiEHA— h LT

FHA,

ATvT6

(f£&) copy running-config
startup-config
fi

switch (config-flow-monitor) # copy
running-config startup-config

FlTar 7 4 Fal—yark, AX—
NPy ar7 4 Xal—vgila
E—L £,

A3 —TITARAANDT7O0—F=F2NEHA

TR—F=HFIANA U F =T oA ATWHTE ET, HINetFlow [TV A —FSh Tt

Ao

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,
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VLAN £ TD T v D& NetFlow DX E .

AU RFERETOVa Y

B8

interface vlan vian-id

i
switch (config)# interface vlan 10
switch (config-if)#

ATv T2

VLANA v H—T oA ZAHREL, AV
H—=T xR a7 4 Fal— g
£ — }“%‘/Fﬂlﬂﬁébij‘o

ip flow monitor {ipv4 |ipv6 |
layer-2-switched} input
fi

switch(config-if)# ip flow monitor ipv4
input

ATvT3

ATy DA H—T = A AT,
IPv4, IPv&., E721ZL A Y2 AA v F
7u— =X wEEMATET,

ATy 74| ({1&) copy running-config

startup-config
1 -

switch(config-if)# copy running-config
startup-config

FElTar 74 X¥al—ark, AX—
Ny ary74¥al— g iz
[:0\___[/\35@—0

3 ) g oS A —
VLAN ETD J) v & NetFlow D& 5E
VLAND LA Y2 AL v F K7y hTULAY 3T —X&EWETH72DIIZ, VLAN |7 12—
FoXEEATEET,
FE
AT REEET7TIV 3 Y Br
AT w 71 | configureterminal Ja—)ary7 4 XFal—g v
%l - ET— RZHBELET,
switch# configure terminal
switch (config) #
R T w 72 | vlan configuration vian-id VLAN 2> 7 4 X2 lb—3 gy F—F

1 -

switch(config)# vlan configuration 30
switch (config-vlan-config) #

ZBAtE L £, VLANID O#iPHIL 1 ~
3967 F 7213 4048 ~ 4093 T3,

G¥) VLAN 27 4 ¥ =2 L—
va v ®— T, 1Bk
ITHERLRIC VLAN 2 3% E T
XFET, ZhiE, VIPZ 5
AT OV HR— MIHLE
<7,

NetFlow DEE [}
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NetFlow DEE |

ARV RFERETIVa Y

B8

ATvT3

{ip | ipv6} flow monitor name

1

switch (config-vlan-config)# ip flow
monitor testmonitor

ASI8ry D7 a— =4 % VLAN
WCEEM T ET, 7Tr— B XA R
K63 LF-DOFHFTTAITEET,

ATvT4

(f£7) copy running-config
startup-config
{5

switch (config-vlan-config)# copy
running-config startup-config

FTar 7 4 Fal—rarh, AX—
Ny a7 o Xal—vgila
[:O_ Lij—o

L 4 7 2 NetFlow ¥—DEFE

TV 7T NetFlow L2 — FNTLA V2 X —%2EFXETEET, ZOLa—REFEHLT,
LAV 2A L HE—T 2 AD T O —%F ¥ T F ¥+ TxET,

FIE

ARV RFERETI Y

B8

ATy T

configureterminal

1 :

switch# configure terminal
switch (config) #

Jua—r T — FEBE L £,

ATvT2

flow record name

1 -

switch (config-flow-record) #

switch (config)# flow record L2 record|

Jop—la—Rary74Xal—i3
VE—RERGBLEST, 7R—La—
ROFREDOFHMZONTIE, 77— L
a— ROER (10 X—2) =S8 L
TLTEEY,

ATvT3

match datalink {mac source-address|
mac destination-address | ethertype |
vlan}

1 -

switch(config-flow-record)# match
datalink ethertype

LAY 2 @A Fx—L LTHRELE
TO

ATvT4

exit
1 -

switch(config-flow-record)# exit
switch (config) #

Jo—la—Rary7 4 FXal—v3
v E— F‘%%gT Lij—o
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L 4 % 2 NetFlow +—DHTE .

aAv U RFERET7TIVaY B#)
27w 75 |interface {ethernet dot/port| port-channd | [ o % —7 = 4 2 EE— REEE L
number } FT, AL E—T A AEZAL T, W
1 )72 —H K b oH— b E AR
switch(config)# interface Ethernet }\ %?*/V%*ﬁﬁiﬂf% ij«o
6/3
switch (config-if#)
AT w76 |switchport A B =T 2 A A% LAY 2 OYEA
i - VH—T 2 RTERLET, ALY
switch (config-if)# switchport 7‘ A= ]\ @E&ﬁé&:%‘@‘éﬁf-%ﬂ“:@b " C
1Z. [CiscoNexus 9000 >V — A NX-0S
VAY2LAAL v TF U ITRENA K] &
SR LT EEN,
AFw 771 |macpacket-classify X7y D MAC 5388 % 98I L £ 5,
i - ZDa~y ROERIZE 23/
switch (config-if)# mac packet-classify| U\ NTIE, [Cisco Nexus 9000 > U — X
NX-OStEHF=2UT A RENA ] &5
LT ZEW) |
() Tu—% AT 5701z
Da~vy RaEHT 2 0E
NdHY ET,
2Fw 78 |layer2-switched flow monitor flow-name | 7o — =% % 214 v F F— FDASJ
input Sy MO S, Te—T=
Bl - 24 B K63 LFORMFTAIITE
switch (config-if)# layer2-switched EEﬁrO
flow monitor L2 monitor input
ATv79 (f£%) show flow record netflow LA ¥ 2 NetFlow DF 7 /L b L 21—
layer 2-switched input ROE#RAEFTLET,
151
switch(config-if)# show flow record
netflow layer2-switched input
ATv 710 | ({£#&) copy running-config FiTar74¥al—ark, A

startup-config
i

switch(config-if)# copy running-configi
startup-config

H— K Ty a7 4 Xal—a»
IZar— L%,
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NetFlow D& E I
B vetrow 5 L7 roRE

NetFlow 2 1 L7 ™ FDETE

fFET, VAT LHNDOTRTO7 e —|J@H I 5 7 v —3L72 NetFlow % A 57 U b &% E

TEET,

FE
ARV RFERET7IVa Y By

R w 71 | configureterminal rua—N)ary7 4 Xalb—3 gy
M: %*W%ﬁWébiﬁo
switch# configure terminal
switch (config) #

R 72 |flow timeout seconds TS5 wia AA LT T MEEREA T
1 - BOELET, MEIES ~ 60 BHTT, 7

NG

switch(config)# flow timeout 30 ?7;r/b/bﬁE&i “)i/'fﬁfo

AT 73| ({£E) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny a7 s Xal—gila
1 E—-LET.
switch (config)# copy running-config
startup-config

NetFlow 5k D HEEE

NetFlow & /R T BI2IE, RODZ AT DI HLONWTIUNEFITLET,

avy kR B#Y

show flow cache[ipv4 | ipv6 | ce] NetFlowIP 7 = —(ZBT B 1A £n LET,

show flow exporter [name] NetFlow O 7 0 — =7 AR — X {F# L FzHE
WMEFRRLET, 70— 7 AR—F L4 EH
K63 LFOFHFTATITEET,

show flow interface [interface-type slot/port] NetFlow A > % — 7 = A AZBIT A5 % FoR
LiTO

show flow record [name] NetFlow D 71— L a— NE#REFERLET,
77— L a— RAIZIERK 63 SCFO R4
ANTEET,

show flow record netflow layer 2-switched input | L 1 -7 2 NetFlow Kk O H#R 2 FR LE T,

show running-config netflow {7\ 2% NetFlow f7E % 7 L £
¥,
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&
iy

Netflow DE=% ) >4 |||

NetFlow DE=_42 1 >4

NetFlow DO#aHE # &2 #1795 (21%, show flow exporter =~ > RZ&#f L £9, NetFlow =7
AR —H OFEFHERZEET D121, clear flow exporter 2~ > &AL £,

NetFlow M & =45

IPv4 @ show flow cache =~ > RO 1IZIE, KD X I ICFERINET,

show flow cache
IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count Packet Count TCP

FLAGS TOS if id output if id flowStart flowEnd

10.10.30.4 30.33.1.2 1480 30000 17998 17 683751850 471553 0x0
0x0 0x90105c8 0x1a005000 14096494 14153835

30.33.1.2 10.10.39.4 4145 30000 18998 17 43858456 30164 0x0
0x0 0x1a005000 0x1a006600 14096477 14099491

10.10.29.4 30.33.1.2 1479 30000 17998 17 683751850 471553 0x0
0x0 0x90105c7 0x1a005000 14096476 14153817

10.10.7.4 30.33.1.2 1457 30000 17998 17 683753300 471554 0x0
0x0 0x90105b1 0x1a005000 14096481 14153822

30.33.1.2 10.10.42.4 4145 30000 18998 17 95289344 65536 0x0
0x0 0x1a005000 0x1a006600 14112551 14119151

10.10.49.4 30.33.1.2 1499 30000 17998 17 683753300 471554 0x0

0x0 0x90105db 0x1a005000 14096486 14153827

NetFlow 0 1& 51
ZOHITIE, IPv4 2% L CNetFlow &7 AR—H Z4Ek9 25 ke R LET,

feature netflow
flow exporter ee
destination 171.70.242.48 use-vrf management
source mgmtO
version 9
template data timeout 20
flow record rr
match ipv4 source address
match ipv4 destination address
collect counter bytes
collect counter packets
flow monitor foo
record rr
exporter ee
interface Ethernet2/45
ip flow monitor foo input
ip address 10.20.1.1/24
no shutdown
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