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Note c T T 4 v A M—LHIHIERETIE. FT T 4 v 7 A b —AHIEOBEEE 3.9 2 U B
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['Cisco Nexus 9000 Series NX-OS Security Configuration Guidel @ [Configuring ACL TCAM

Region Szes] OFEAEZM L T 72 &V, https://www.cisco.com/c/en/us/support/switches/
nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

SUMMARY STEPS
1. configureterminal
2. interface {ethernet slot/port | port-channel number}
3. [no] storm-control {broadcast | multicast | unicast} level { <level-value %> | pps < pps-value >
H
4. [no] storm-control action trap
5. [no] storm-control-cpu arp rate
6. exit
7. (Optional) show running-config interface {ethernet slot/port | port-channel number}
8. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
Example: LETS

switch# configure terminal
switch (config) #

R 72 |interface {ethernet slot/port | port-channel number} A B —T 2 ABEET— FEHEBLET,

Example:

switch# interface ethernet 1/1
switch (config-if)#

52499 Zb—stimoiE |
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Command or Action

Purpose

ATvT3

[no] storm-control {broadcast | multicast | unicast} level
{ <level-value %> | pps < pps-value> }

Example:

switch (config-if)# storm-control unicast level 40

Example:

switch(config-if)# storm-control broadcast level
pps 8000

AVE—T A A BBTHNTIT T4 v I7DT

T4y A b—LHilHERELET, A— FMAEE
X 1B 0Ty NEOEIE & LTI L
SNNERETHIELTEET, 774V DR

F—MIT 4 =T NLTT,

ATv74

[no] storm-control action trap

Example:

switch (config-if)# storm-control action trap

774 w7 A2 S—AHIEORBRIZET S &, SNMP
k< > 7 (CISCO-PORT-STORM-CONTROL-MIBC
EF) BAERLET,

ATvTh

[no] storm-control-cpu arp rate

Example:

switch (config-if)# storm-control-cpu arp rate

A=K F¥ FNMIADLARP X7y bD T 7 4
7 A=Al —FERELET, ZOL—F
X, W= h F v RO A R—THEICHE SN
£7.

ATvT6

exit
Example:

switch (config-if)# exit
switch (config) #

A =T f A AT 4 Fal—var E—FK
ZRTLET,

ATy T17

(Optional) show running-config interface {ethernet
slot/port | port-channel number}
Example:

switch (config)# show running-config interface
ethernet 1/1

F7 74y AM—LAHIEHOBREELFRRLET,

ATvT8

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

Effar74¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

V—LARILDLEMED FT T4 99 X M—LHFIHEDE

==

N

FIRDOHE

HIE DO N T 7 4 v 2BV —L~UL L X VMEICHEHATX 5,

STV ERETE £

1. system storm control multi-threshold

=L
aX

HIH TRE 72 & R IR 263 %

2. hardware access-list tcam region ing-storm-control 512

3. configureterminal
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4. interface {ethernet dot/port | port-channel number}
5. [no] storm-control multiunicast {levell <level-value %> | level 2 <level-value %>}
6. [no] storm-control multi actionl {trap | shutdown} action2 {trap | shutdown}
7. exit
8. ({EE) show running-configinterface {ethernet slot/port | port-channel number}
9. (f£&) copy running-config startup-config
F gD FHH
ARV RFERETI Va3 Y B#Y
R w71 |system storm control multi-threshold Ja— )L CLIZAALEST, 2wy Ry —
i - LV LEVMEARRET D & EIZOBRMLETT,
switch# system storm control multi-threshold
R 2 | hardwareaccess-list tcam region ing-storm-control 512 | #i3H TCAM U — 3 = 3. V—L-~UL L X UVMEM T
il - WZEEY A X512 TH— 7 SnEd,
switch# hardware access-list tcam region a<wy RETHR, TM 22V a—RLTL X
ing-storm-control 512 "
AT w 73 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FEEG
15“ : Liﬁ—o
switch# configure terminal
switch (config) #
R w 7 4 |interface {ethernet dot/port | port-channel number} A B —T 2 A RABEET— NEBBLET,
fi
switch (config)# interface ethernet 1/1
switch (config-if)#
X 75 | [no] storm-control multiunicast {levell<level-value%> | > — L~ )L LXVWMEDA >V X —7 = A% @ET 5
| level2 <level-value %>} NIT4 I DRTT 4 v s A h—LHlEREL
f 7,
switch(config-if)# storm-control multi unicast ﬂ{;— Fz;é%g)/g»—{z;/i;»—i}&jL/T:%%i&¢al/f{jb%k
levell 5 level2 10 %&E?é:c‘:%f%ijﬂo '7*7?/1/}\0)151»_}\{1
T A =T NTT,
R w 76 |[no] storm-control multi actionl {trap | shutdown} WA S ET:

action2 {trap | shutdown}
f

switch(config-if)# storm-control multi actionl
trap action2 shutdown

*SNMP 7 v~
(CISCO-PORT-STORM-CONTROL-MIB /&
#) CTAb—LAflHZE=4LET,

* NI T 4 v 7 A b= AHIEBHIRICEET S
&, vART Ave—UnRERSNET,
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FST4 99 R b—LFIHDER

ARV RFERETIVa Y

B8

A b —=AHIE L X VMEOR/E L)L T R T v 7B L
Ny N T Iy a v eRETHIELTE
F9, 7277 L, A—FDOELEVE (evell) %
XYy M UUIRET DG, A—hOEmLEWD
i (level2) 2% v N U UERET HLENRDH Y
F7,

ATy T17

exit
1 -

switch (config-if)# exit
switch (config) #

AV B —T A AT 4Fal—v g F—F
BT LET,

ATvT8

(f£&) show running-config interface {ethernet
slot/port | port-channel number}
1 -

switch(config)# show running-config interface
ethernet 1/1

cNo77 47 A M—LHIIOREELRTLET,

ATvT9

(f£&) copy running-config startup-config
1

switch (config)# copy running-config startup-config

FEfTar74Xalb—Tarvk, AF¥—hNT v 2
Y74 F¥al—varilav—LET,

kS T7499 R b—LEIEHDOEHEDIER

77 4y A b= A ORE]

fE a2 RKRT DI

X, ROWTNDLDOIEELITOET,

avy kR

EL:)

show running-config interface

N7 747 A b= LHOREEZFRLET,

show access-list storm-control arp-stats
interface [ethernet | port-channel] number

B2 —=Tx2AALEDARP /Ny FDA h— A
HEREEHE R 2 TR LET,

FSTO4 v A M—LFHADADE=ZZ)Y

N7 4 w7 A M —LHIBEEEICE LT Cisco NX-OS T34 ANMFF T 7o F T H

Vo7 cEET,

avU kR

S]]

WOITE, Vb~ LEVMEIZOLEHA SN ET,
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av Uk =Lz
show interface [ethernet slot/port | port-channel number] counters| 5 7 ¢ v~ 7 2 h—A#I5 D
storm-control LR EFERLET,

WOITIE, V=L~ LI WMEICORER SN E T,

show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold

TRTCDOA L H—T = A AT
RESHTZA b — AHIED

UAREFRRLET,

show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold

T_RTDOA X —T A AT
BiESREA h— AHBIED
Y2 haFoR LET.

show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold unicast

levell & level2 Dl 7D~ )LF
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show interface [ether net slot/port | port-channel number] counters
stor m-control multi-threshold broadcast

levell & level2 Dl J57 D~ /LF
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show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold multicast
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switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# storm-control broadcast level 40
switch (config-if)# storm-control multicast level 40
switch(config-if)# storm-control unicast level 40
switch (config)# storm-control-cpu arp rate 150
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switch# system storm control multi-threshold

switch# hardware access-1list tcam region ing-storm-control 512

switch# configure terminal
switch (config)# interface Ethernetl/1

broadcast levell 5 level2 10
multicast levell 5 level2 10
unicast levell 5 level2 10
actionl trap action2 shutdown

KFue v 7 &7z ARP X7 v N OREHE®R % R 5

switch(config-if)# storm-control multi
switch (config-if storm-control multi
switch (config-if storm-control multi
switch (config-if storm-control multi

) #
) #
) #
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switch(config)# sh access-list storm-control-cpu arp-stats
interface port-channel 132
slot 1

Member Interface Entry-ID Rate RedPacket Count GreenPacket Count
Ethernetl/35 3976 50 0 0
slot 7
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® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap

WIZ, 2LV D LEVEEZFFO T 7 4 v 7 A —2HKIHO T AT v 7Ol RLET,

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown
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