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‘ Client-1: 10.1.1.10 ‘ Servers
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a load-balancer and
telemetry engine

Switching
Fabric

- = M oo

L4-L7 Appliances &

T B R R N TN =g =N~ Web — R~ T AT T F—/b,
WAAS, IPS, IDS, BLOET A X% v azBFBE2HO7 747 b (B—LBIOR—
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7: Direct Server Return

Client and Serveri are in different subnet
Leafi is the Router/8VI

Leafi is doing the load-balancing to servers
Servers and PLB leafs share a subnet
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BT —NN—Z T L, T, AT NA—TEERLET,
c IN—TDITD —E A A L AZ v ZaAERE L, UUTFZ25%T LET,
« H{ET 2 ITDOver VXLAN 7 7 ¢ v ZITARARIP 7 R LA (VIP) ZBSEAHT £7,
VIP i, T34 2 T N—THNOP—_"—%2FLET,
o DA HAEREZ AN LET,
b RETIT 4 TN TDHDNERD DA A —T =2 A%, P—EADATIA
B—T A AL LTHRLET, IDYV—ERE2 A RX—T7 I LET,
e h—X— (ITD / — F) BEEHINTWHWDETRTOY —T7 AL v FIZE—DITDHRTE
FEMALET, INOHDOV—TAAL vTF T, ZTOY—EADODANA L H—T A AL
LTL3VNIZHELET, ITD YV —E 2% A X —7 NI LET,

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. 1 1J—X 101 (x)



| 1D DR

VXLAN ETOIMTD D A Y v k .

VIP: 6.6.6.1

VXLAN ETOITDDO A1) v
« 777 ) v I NOEBEDOLFTIC D Sz — 3— [ VM | 22T FDOAfI
e N— R = TR L2

BB SN — FOTF—F L —ND ) — RONVAE=RZ Y 7 e Fu—T 03
o

T ET LA RUIE, == (DFV, VM/ 2T FTD4ARR) BIXOTFIA4T7 R
(AT 4w I T—EFEB L F—) OFEZWD [ EOX HITHRT DT HONTOZEM
R L 9,

CTITIART 4w TR EELET,

* VXLAN % v h 7 —Z7 5B+ (VNI) A % —7 = A A OAR I,
777V I NOEED AL v FRITORrR— KT v 7 OEY,
« FEEE RO B BFEW,

< HERE D 2T A

cHRER T RTDOF—F B Z— MR —%2{ 27 VXLAN-EVPN 7 7 7V v 7 TEIfEL
*7,

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director i/ 4 K. ) 1)—X 101 (x) .



ITD R |
B o v2o—rnsosmione

LA4Av¥20— KNS T12D00WT

LA¥2 (ITD-L2) 2— KT > 7%, CiscoNexus AA v F TOLAY2NT T 4 v T4
B, =K KRF7ov 7 BIRVEA LY bOEDDN— KT =27 R—=ZADSLFTTE
FNYVVYa—32T9,

)

GE)  ITD-L2 ##ElX. Cisco 9500 EX/FX 7 A 1 — R CIEV AR — SN TWHEHA,

ITD-L2 IE, BH— OB > 7 Z{E T 28O Y 7 OEAIR T, EEROmEY) v

ER— b TI—=TIN RV LT, e (B oWEL) » 7 ORAER) LILRMEL R ESE
B ERTEET,

VAV 2HND 1 DOFR— MNIEENREAETDHE, T 74 v 71X A4 20EY OFR— MIY)
DEEPHY F9,

ITD-L2 T2 L, BRE—R T T ITA TV ADI F AR EERTEET,
LA4¥20—RK NS0 THRE
ITD-L2 OFEREIZIR D L B0 T,
e TIA L L= TOYNLFTIEY N VYV a—g
« IRV = I REFELIIEANRK S
« TV RFRAL ZA~OFBEEE AT~ LA Tr haLrd Al v b

s EAliZRANE 2 — KT o OB EHIBR L £,

IMDLAv20—KN\S2o2UTDA) Y k
ITDLA Y20 —KRT7 v 7DR)y MIRO LB TT,
AU XA VY FBXIOr— MR Z s
«IP A7 ¢ v X MBI OE L)
e AR—FD~NVAET=ZY T
s EfliZe AN e — RANT OB ZHIBR L £,
Ny VU 7R BB — OB SHTITKTFELERA
« A v FOTRTOR— ME, AMGBE N T 74 v 7DV F A L7 MERH S ET

R AR5

ITD-L2 #pE D EHEH OFlITR D BV T,
« 77 AT U F—ILD T — L ~DAMIDHE,

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. 1 1J—X 101 (x)



| 1 o

m-2o rRosom [

«VDS-TC (EFF v via) YYa—arw2Ar—Y 7 LET,

e NTUART LU N EBE—ROTNRA, A B2 —U T LET,

ITD-.2 D bR B DDA
LDk T va Al ROPINFRESNET,
< ITD-L2 DHAR hARm v
« ITD-L2 % o> fifi FH 51
cBHENI DB DNy 2 DIIRT 7 v a v
ITD-L2 BEREAME M L T, Bty N =27 THHSND T T IA TV A~D T T 4 v I %
AR TEET, WORIX, IPSRIDS TNA R ED ST 7 4 v 7 ARG D LEHR

LT TITAT AT T 4 v 7 BNFRESNDEAN PR AR L TWET,
B8: LAY 20— K NSU L T ORE MRS

& _200.165.201.0

_ - )
- -
. AP
/ )
Q
Q
Q
* ®
; e Hardware based
— s algorithm
[ splits the traffic
209.165.201.10 No MAC or IP
rewrite done by Q
ITD-L2 E

WOBNEZ, v 7 4 v 7 PAFRE N GERRREIC KSRy FU—2 TOITD-L2 O—fx#y72
FRFIZ 7L CWET, =D TiX. Cisco Nexus Data Broker ZfEfHL T, R v o7 7 4 v 7
Davr—EEEL, BHxy NU—2 22— 7 L T0ET,

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director i/ 4 K. ) 1)—X 101 (x) .



ITD DR |

B mueorkosons

9: LAY 20— F NS U THEEOFERA

| Flow sets:
S1, 82,
S3, 84

“.,  209.165.201.0 |
Flow sets:

85, S6,
87, S8

aaaa FEth1NM1

Cle-Cle-Cle-Cl-C
a Flow sets:
e S9, S10,
Q .. S11, 812
S (]

Flow sets:

;

TCAM based algorithm S13, S14,
...\ splits the traffic §15, §16
209.165.201.10 (there is no actual hashing)
WOFNZ, ITD-L2 #E DR T 7 > a AR L TWET,
10: ITD-L2 ¥ RO Fail-Action
| Flow sets:
209.165.201.0 Flow sets:
| S5, S6,
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aaaa Eth 11 81, 82,
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Flow sets:
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interface Eth1/12
interface Eth1/13

th 112 .
- i
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no shutdown
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W C9332D-GX2B 7
Ty NI A =LAy
Fo
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ITD DT 7+ )L bERTE .

HaE ITDv4 ITDv6 BTk

565G NAT Cisco Nexus N
93180YC-EX.
93108TC-EX,
CI93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
N C9332D-GX2B 7
T M T F—LAAL
FRPR— ST
£

ITD over VXLAN o FESF I

ITD DT 74 FEETE

WDOEIZ, ITD RT A —=H DT 7 )V bREZEZRLET,

R2:TIHILEDITDIRS A —4

NS A=4 FI4IL bk
7'a—7 O 10 %
Tu—TOFBITF T Tk 3

T =T OFBITT T AT 3
Ia—7 ZA LT T b 5%

ITD DR
ITD 1 +~—T )Lt

ITD ==~ RICT7 7 B AT AHRNC, ITD BEREZENCT ALERH Y £9°,
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1R BHHEIIZ

ITD R |

Iy NU— P —ERXATABUVABAL VA R—=LENTWNDEI LEZMHER LT IEEN,
RNY)—=_R—=2 L—F 7 (PBR) WA ->TWAZ & 2R LET,

FIEDHE
1. configureterminal
2. [no] featureitd
3. (f£&) copy running-config startup-config
FIEDEEHE
FIE
ATV RFEREFET7TIV3 Y B
AT w 71 | configureterminal Ja— LR EE— REBEBLET,
fi
switch# configure terminal
switch (config) #
R F2|[no]featureitd ITD ¥§hEZ A X —7 M LET, T 740 F T,
i - ITD (FHEHIT T2 2 TOET,
switch(config)# feature itd
ATwv 73| ({£E) copy running-config startup-config FiTar 74 F¥al—vark, A¥—h T v a

1

switch (config)# copy running-config startup-config

V74X al—varilar—LEd,

TINA R TIL—TDHERK
ITD 73 A T N—T %R L Tind, FA—T7D /) — R&Ta—T%FETEE7, Cisco
NX-0S U U —2& 7.03)I3(1) LABETIL, BHEDOT A A T N—TEZHRLTEET,

CiscoNX-0S UV U —A 10.1(1) LIETIZ, T4 A I NV—THND ) — K& 7 T AX|TBINTE
T, ZOEHE. TAAAITA—TZE /) — R LSV DARZ RS ) —RETITHR Yy b AH

VA ) — R | failaction 7Y g UBAERES N TCVVET,

1R BHHIIZ

fail-action bucket-distribute

ITD HEEN A X —T N ThDH T 2R LET,
T84 A8 CiscoNX-0S U U — & 7.003)13(1) AR & AT L TV D EAIX, RO 2~ > RBSGRIE

SNTWVWDZ xR LET,

feature sla senderfeature sla responder
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FIEDHE
1. configure terminal
2. [no] itd device-group name
3. vrf vrf-name
4. [no] node{ip | ipv6} {ipv4-address | ipv6-address}
5. [no] probetrackid
6. [no] weight weight
7 [no] cluster 1D description description-string
8. [no] port port value
9. [no] mode hot-standby
10. [no] shutdown
1.  exit
12 /—FZEIZFIE3 ~5%#VIRLET,
13. [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]
14. [no] hold-down threshold count <count> [time <time>]
15. (fE&) copy running-config startup-config
FIED %
FIE
AV RFERETI3 Y EL:Y

ATFvI1 configureterminal ra— ) ar7Z 4 Xal—3ay T— N2
1§| : szjﬂo
switch# configure terminal
switch (config) #

AT w72 |[no]itd device-group name ITD 73 A JN—T%ER L, T3 A T )b—
i - T arZ4Xal—varyE—FEBLET,
switch (config)# itd device-group dgl %j( 32 i%@ﬁ@’(%%]\j}f% ER
switch (config-device-group) #

RT7w 73 |vrfvrf-name TA AT N—TDVRF g LE7, FEMICo
i - WTiE, VREOHAR—F (19°—) okZ =
switch (config-device-group)# vrf vrfl :/%7}3% LT < 7 é o
switch (config-device-group) #

A7 74 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD ®/ — R&EHEELET,
£
switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #

11 -
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ITD R |

ARV FFEREETIVa Yy
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switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #

RFwF5 |[no] probetrackid Tu—T7Da—F—ERZFT v 7 ID R L E
i EE
switch (config-device-group)# probe track 30
switch (config-device-group-node) #
A7 w76 |[no] weight weight ITD D/ — ROELERE L ET, AL
B - ~ 256 TY,
switch (config-dg-node) # weight 6
XFw 77 |[no]cluster ID description description-string BEINETFSAXIZ ) — REBINLET,
i :
switch(config) # itd device-group dgl
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) # cluster 2 description
Cl
1 -
switch(config)# itd device-group dgl
switch (config-device-group) # node ipvé6
2001::198:1:1:11
switch (config-dg-node) # cluster 3 description
C3
AT w78 |[no] port portvalue BEREAR— h 7 FLALEHD R — MESEIEELE
151 - T, EOFFHIZ 1 ~ 65535 CTT,
switch (config-dg-node) # node ip 10.10.10.10
port 1000
25w 79 |[no] mode hot-standby )= REFALZ I N—T DRy b AR LA
1 - J—RE LTl LET,
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
A5y 710 |[no] shutdown )= REAVTF A T— NICBEIE 23K T L
i - £7,
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATy TN |exit FRARATN—F J)—KRarv 74 71— gy
i TN TLET,
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ARV RFERETI Y S

switch (config-dg-node) # exit
switch (config-device-group) #

ATYT12 |/ —RZEICFIEI ~5 %V IRLET,
R w713 |[no] probe {icmp | http | tcp port port-number (udp | 7 5 A4 ZL—TFDOH—E A Fu—T L E

port port-number | dns[frequency seconds] +.
[[retry-down-count | retry-up-count] number] [timeout
seconds] CiscoNX-0OS U U — % 7.03)I3(1) LAFE, ITD H—t
ADTA—7 L LTROTa haVvERETE £
switch (config-device-group) # probe icmp frequency] °
100 * ICMP
* TCP
« UDP
« HTTP
* DNS

PIETD Y U =T, ITDY—EADTn—74+ L
TICMP M S CWE LTz,
F 7 aFROELEY T,

« frequency : 7' 12— 7 DL & R ENL THEE L
*9, EOHFPHIL 1 ~ 604800 T,

s retry-down-count : / — RBX 7 L& &IC
Te—TIL Lo TFEITENDIH IV FOEKE
FBELET, HHETXH#MIX1~5TT,

e retry-up-count : / — R2MEIR L= L &7 m—
TINFATTDH IV bOBERELET, 1R
ETEDHPMHIT 1~ 5 TT,

s timeout : %A A7 7 MM 2R HEAL THEE L
*9, EOHEPEIL 1 ~ 604800 T,

X v 714 |[no] hold-down threshold count <count>[time<time>] | ) — R E 71357 /31 & FL— 7 OB L X\ V&
&l - EHULNELEVES A v —EEELET,

switch (config-itd)# itd device-group dg
switch (config-device-group) # hold-down threshold|
count 1

switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node)# hold-down threshold count

3 time 200
ATy 715 | (f£&) copy running-config startup-config KTar74F¥alb—vark, AA—h Ty
- a7 4 Xalb—vailar—LF7,
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AR RFEREFT7TIVa Y S

switch (config-device-group)# copy running-config|
startup-config

ITD H—E X DR

1R BRI
ITD #$REN A X —T NV ThH D Z L MR L ET,
ITD — B RIZBMENDT AL A TIA—F PRS- & 2R L ET,

FIEDHE
1. configure terminal
2. [no] itd service-name
3. [no] device-group device-group-name
4. [no] ingressinterface interface
5. [no] load-balance {method {src {ip | ip-14port [tcp | udp] range x y} | dst {ip | ip-14port [tcp |
udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}
6. [no] virtual [ip |ipv6] { ipv4-addressipv4-network-mask | ipv6-address ipv6-network-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 ROWTIPDa<wy REALT, /J—REERICN I 70y 7 2HFEI0 Y TT5)
EEZRELET,
* [no] failaction node reassign [drop-on-fail]
* [no] failaction node least-bucket [drop-on-fail]
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail]
8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. ({:E) [no] peer local service peer-service-name
11.  noshutdown
12.  (f£&) showitd [itd-name]
13. (&) copy running-config startup-config
Flgn
Fig
AU RFERIETOIa Y B
7w 1 |configureterminal Ja—)LarZ 4 FXal—ary E— FeR%
o : LET

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. 1 1J—X 101 (x)



| o DR

ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

AFwF2 |[no]itd service-name ITDH—E 2 &REL., ITDHRE— FZBMBLE
15“ : ﬁ—o E‘ij( 32 X?@%é&?%ﬂj}f% i‘?—o
switch(config)# itd servicel
switch (config-itd) #

ATw 73 |[no] device-group device-group-name ITD ¥ — B R CHEEDT AL A F—F 2580 L
i - 9, devicegroup-name (X, 7 /N4 X ZL—T D
switch (config-itd)# device-group dgl %Eﬁ%?’éﬁ?biﬁ“o %j( 32 i$@£%{$%]\ﬁf

%i‘a‘o

GE)

Cisco NX-0S U U — = 7.003)I3(1) AR Tik., %
DT INA AT N—T%ITD Y —ERIBINTE E
j—O

Z 5w 74 |[no]ingressinterfaceinterface ITD Y —ERZT DU LEDA o F—T = A X350
1 - LET.
switch(config-itd)# ingress interface ethernet | DA L X —T A A, Hho~% (I,]) %
4/1-10 AL TXE 4, £ F—7 = ZOHHIE

ATy (1) ZERALTHEELET,
A B —T oA AP — R CBEEMT DR, &
BARAVREFEBIOA VA —T 2 A E— REREL
\ij—o

R w75 |[no]load-balance {method {src {ip |ip-l4port[tcp| |ITD V—E RO —RK XS F AF 9%

udp] rangexys} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

51

switch (config-itd)# load-balance method src ip
buckets 16

HELET,
FF T a s FRO EBY TT,

* method %ﬁ%itiﬁﬁ%®ﬂﬁ?PVx
NR—=2DAMELIINT 7 1 v 7 EfeE
*7,

buckets : {fEpkT 237 v FOEETRE L £

T, 12U LDy R 1HO0D ) — RiZ+

TEINTWET, N7y ME2OREFETH
ETHMENHD 3, #PHIZ2~256 TT,
(6z3)

BRIET DNy MO ) — ROE LY L
e, N7y NIt R_RTo /) — R vk
nbr X TEAINET,
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ITD R |

ARV FFEREETIVa Yy

S

» mask-position : 7Z— K/NZ U AD~< A L

ZRRELET,

e least-bit : /By hOE— RKANRXT A A% —
LEAREICLET, ZOAF—AITLD, A
7y NMERKA B = X LSe35 0 7 F A
T RIP LT 47 A& LAY v MR
T&ELHEoICLET,

s include-acl ZfEH T 5V —ERADGE, &/
Ey b (RAZMEOFEII D GT) &
MLT, RACAT y MB8T5 1P
RAFERS LET,

GE)

<V AINLEPNNT v NI E ARG — RICHES
WA E Y b 2B D E. Ny DA
FRHIZINERIICT 7 /L B TOZ72 0 97,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address ipv6-networ k-mask }
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

&1

switch (config-itd)# virtual ipvé 100::100 128
udp 443

ITD %— b ZADRAEIPv4 721X IPv6 7 KL A % 3%
/\’:._E‘l/i—dAO

proto 47> =z (TCP £721X UDP) %, {KAHIP
T RULAREBESNET e harhbD 7o —455
FANDZ EEEELET, N— MAEZ 0 ~
65535 T9,

[advertise {enable| disable}] 47"+ = > 1%, AR IP
J— N EBBERET XA AT RANZ ARG BH0E 9 )
ERRELET, VIPT RN A X FT a0 h
2o TOWDEGE, 12U EDT T4~ /) —F
FliFAy NAZ U NA — KBMEAETP E721%
P —EZADTFTDOF 7 4V FOFT A 2T —T 2B
AT ST N, AT N—TTT 7T 4 7o
TWAEA, ITD 13— &P 7 R L AILT
RARZAXLET ST DH5E) o VIPT KX
ARF TV arBHNCT DI, T _THT T
A~V ) —RERy N AR LA, J—RE, FA
AA T N—T LT — R LLTrua—7 %
LCEBCEA2LERLY £,

GE)

Cisco NX-OS U U — =2 9.3(2) LLF&, advertise
{enable| disable} [active] 47" = > 1X Warning (V£
B) &%1T L T [advertise {enable | disable}] 4~
arEEHLETS,
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ARV FFEREETIVa Yy

E:)

GE)

CiscoNX-0OS U U —%9.3(3) L%, IPv6ITD Tl
advertiseenable ¥ XU advertise enable active 7
Tra R R—FERTWET,

AR IP DEEDA v AZ AT, RUIPT RL
A FFOV—EAD FCHRTEETN, Fv b
~AY (FRET VT4 v AR) | T bhaj,
FloEAR— IR RRYEF, 2=V —F. +T

T4y 7ue—RERLEZERBY AR TE
HEHT, AEIP, vRX7 Fr hanr, BLY
R—bhO—HER—ETHD I L EMRTDHHLEN
b FEF,

ATy 1 |[kOWTRArDa~r REANLT, J— FEE | —EA0MEMT 5D fail-action A B = X L&k L
BICNT T4 v 7 Z2HEIVYTTHHEEZREL | £7,
=7 GE)
« [no] failaction node reassign [drop-on-fail] ZOTNTY ALNE, REER N T T 4 v T
« [no] failaction node least-bucket [drop-on-fail] |438& B9 E L CWET A, BRI A RIET
* [no] failaction bucket distribute[drop-on-fail] |2t TiIH Y £HA,
* [no] failaction node per-bucket [drop-on-fail]
B - GE)
: failaction bucket distribute =~ > N, IPv4 &
switch(config-itd)# failaction node reassign IPV6 U)ﬁﬁjf7fffﬂf“‘ F é;fb7fb‘§E7T
1 -
switch(config-itd) # failaction node least-bucket] GE)
drop-on-fail = 7°> = > %, IPv4 & IPv6 Dffj 5T
151 - FAR—FINTVET,
switch (config-itd)# failaction bucket distribute
1 -
switch (config-itd)# failaction node per-bucket
[drop-on-fail]
RT7wv 78 |[no]vrfvrf-name ITD —E A0 VRF Z#fE L £,
i -
switch (config-itd)# vrf RED
AT w 79 |[no] exclude accesslist acl-name ITDNITD 2 — RS U NSBNTE T 7 4w
1;“ : 7 %*‘é‘ﬁ; Lij*o
switch (config-itd) # exclude access-list acll
ATFv 710 | ({EE) [no] peer local service peer-servicename |[FIL (m—hL) AA v F EiZHbHH9 2 KA v F

51

F—FRKD2oDITD VT y—E 2D 1 S&EFEEL
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switch (config-itd) # peer local service service-A|

F4, MOID —E 2 &KL, Zoav R
ZHEHLT2HBDITD B'F —E R&2$ET 5
VERHY ET, MFOV—EATIDa~vy Rz
FITTHE, J—RDONLVA ZATF—HF AN 2 OD
- AR SN ET,

()
2ODTNRA R T )N—TD ) — KX, FUNE/FT
HOLMENRH Y ET, BARITIE, EFBRES
Na3E21, WEDOT AR T N—TDEAOT
YRUVERCY Y FA v F E—FHTHLMLEN
HoET,

ATy TN

no shutdown

51

switch (config-itd) # no shutdown

ITD V—E 2% A 32— M LET,

ATvT12

E=E)
1 -

switch (config-itd)# show itd

show itd [itd-name]

BREDITD A VAV AD AT —H AF L ORERL
EFRRLET,

ATvT13

EE)
1 -

switch (config-itd)# copy running-config
startup-config

copy running-config startup-config

ElTar 74 Xal—rark, AEX— T v/
a7 4 FXalb—gricar’—LET,

eSS NAT £ & U PAT D&KL

1R BHHEIIZ
MEBE ITD & HERE NAT 2432 L £,

FIE

ARV RFEEETI 3y

E:)

ATy I configure terminal Ja—nR) a7 4 X¥alb— gy E— RelG
15“ : Liﬁ‘o
switch# configure terminal
RTFwF2 |ipnat {outside|inside } ZHUE, ITD NAT 23 §RE T 2 72 OIZHT T,
1 - BB DOTEDIZNT T4 I BANTHDLA v
X —7 A AT ipnat{outside} kL %7,
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E:)

switch (config) # interface Ethernetl/9
ip address 9.9.9.1/24

ip nat outside

no shutdown

interface Ethernetl/10
ip address 10.10.10.1/24
ip nat inside

no shutdown

P—R—NEFR SN TNDA U F—T = A AT ip
nat{inside} Z kL £9°,

RTFwv 73 |itd servicename ITDYV—EREZHEL, [TDI 7 4 Fal— 3
i - v E—RFERRBLET,
switch (config) # itd natl
R w74 |device-group device-group-name ITD H— B R FEDOT AL 2 T )—TF %8B L
R F 7, device-group-name |%, 7 /XA A F)L—T D
switch (config-itd)# device-group dgl % HIJ%?EE bij_o H%j( 32 I?@ﬁ@’(?%]\j}f
TET,
25w 5 |virtualip ipv4-addressipv4-network-mask 80 advertise|ITD #—E 2 TCP FR— ~ TR IPv4 7 KL 2 %
enable BHELET
1 - GE)
virtual ip 6.6.6.1 255.255.255.255 tcp 80 T RARZ A XA[FEA 7Y 3 1%, ITD NAT A[gE7R
advertise enable device-group dgl - EXT@?‘AT@ VIP IZ & ’)TUZ\ZE'(“T
GE)
A=K7 RUVABEBPEN /2> TV B4, VIP
TIEAR— FEEPMLHATT,
A7 76 |natdestination Bt o NAT 23 E L E 7,
1
switch(config-itd)# nat destination
RAFw 771 |ingressinterfaceinterface ANA VB —T oA AETIEEOA  F—T oA
Bl - AZITDY—ERITBML, BETDANA 5 —
switch (config-itd)# ingress interface Ethl/1 7 I/I’7\ &:E@@%ﬁéﬂ"cb\é/{ \0/57%71/]) 2403
IPT RLATHLRTANKYyTIPT RL ALK
ﬁi_’ L\ij—()
AT w78 |[no]failaction failaction # > > K failaction A Vv R&HIV ¥ TE9,
1
switch(config-itd)# failaction node per-bucket
RT w79 |[no]load-balance {method {src {ip|ip-l4port[tcp| |ITD h—tADBR—RK T v 7 F T a %

udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

HRELET,
A a RO ERY T,
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1 :

switch(config-itd)# load-balance method src ip
buckets 64

e method : EEHFDITBERED IP 7 KL A
NR—=2ZDAMELIX N T 7 4 v 7 EfEEL
\i—g—o

» buckets : TET 537 v hOFERE L £
T, 12U LEOAT Yy R 1O/ — RiZwy
TENTWET, N7y MEI2ORE R TR
ETOMENDHY EF, FPHIL2~256 T,

GE)
RETHNANT Y NOD 7 — RO LY LN
BE. N7y MIT T/ —RZI7 v R
oy FATHEAINET,
» mask-position : = — RKNT ANV AT NLE
ZHEELET,

e least-bit : FJZ/NE Y FOBE— RART A A F—
LEFREICLET, ZOAF—LAIZLD, A
7y NMERR A B = XL 0NERET 007 T4
TURIP LT 47 AEFE U v MO
TELHL2lCLET,

GE)

CAINMNENE— RNXT R E—RT, Xy b
BIZESSFIAFRER E Y MEBZ H5A, N
7y hEARTHE, NEOT 74V ETHD 0
IR ESNET,

ATv710

no shutdown

1 -

switch(config-itd)# no shutdown

ITD —ER%& A X—T7 W LET,

VXLAN Z 4 L 7= ITD D#ERK

FIRDOHE

1R BRI

FEBE pbr 36 & OMEHAE sla 2415 # CLI X, VXLAN £&H T ITD Z L9 5 72 O O RHEIE T,
ITD B$RENR A X —T NV ThH D Z L MR L ET,
ITD U —ERICEMENDIT AL A TNA—TPNER SN2 & 2R L £,

1. configureterminal
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2. itd device-group dg-name

3. nonodeip ip-address

4. [no] mode hot-standby ip

5. [no] virtual ip ipv4-addressipv4-network-mask [tcp | udp {port-number | any}] [device-group
dg-name]

6. [no] source-interface loopback loopback-id

7. [no] ingressinterfaceinterface

FIED M
FIE
ARV RFERET7IV3 Y B
Z 5w 71 |configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
1 LET

switch# configure terminal
switch (config) #

Z7_"‘17)2 itd de\/|Ce'gr0Up dg-name ITD /31 A 27— B RERR LET, T_TH /) —
i K (h—=n=) 1, TA R T N—=T HFTE— R
THER SN ET,

switch (config)# itd device-group dg200

switch (config-device-group) # . . S — .
switch# show running-config itd services n?ltd d%/lc%group CLIiZ, Mo ITD 7734 A
IN—TEHIBRLET,

R T 7 3|nonodeip ip-address FNRAAITN—T BT E— T/ —F (F—n—
i - 7 TAL) ML LET ., TR T N—TNITE
switch(config)# itd device-group dg200 %k 320/ = ]\%*%EEVC% i—a‘o

switch (config-device-group)# node ip 10.0.0.31 — 3 S —P R . N >
leaf3 (config-dg-node) # 7‘/\/])X&}1/ 7@—F®/ ]\if_ﬁt‘ﬁ' o 1‘%5}2

node ip 10.0.0.31 ZHIMT 2i12i%. CLI @ no B AMHH L E9,
A7 7 4 | [no] mode hot-standby ip )= R&EFNRL AT N—T DRy b RAZLRA ) —
ol Fe LT L ET

switch (config-device-group)# node ipv4 50::1 FNRAAITN—TDFD ) —RKE f:l‘i“j‘“‘/{“‘T%ﬁR
switch (config-device-group-node) # mode hot-standby] %ﬁlﬂyﬂﬁﬁ“é V ﬁj: CLI ® no ﬁffﬁ%1ﬁﬁﬁ Liﬁ_
2N — N s o

nomodehot-standbyip CLIZfEH LT, 777 17
J—RDOFBEy b AZ LA ) — R ZHIBR L &

ﬁ—o
Z 5w 75 |[no] virtual ip ipv4-addressipv4-network-mask[tep [udp | /) — KD 7 5 2 Z DY — ¥ A TIRAIP 7 KL A &4
{port-number | any}] [device-group dg-name] mLET,
U ALY —ERANDORREFNA A T L—F TR
switch (config-device-group) # VIP {4 AZ LT TExEHA,

virtual ip 6.6.6.1 255.255.255.0 device-group sf

K64 D VIP 2 —EANICHER T £,
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ITD R |

ARV RFERETIVa Y

B8

FRA AT N—TZVIPIZBEEMN T HZ b T E
T ZOFTvarEHERTLE EEOT AR
TN—T% 1 OO —EAD—HICTHIENTE
ESc
P—EATHK SN TN TNTDVIP TT /31 A
TN—TPEESNTWDAEE, T 74/ EOT A
AR TN —TRERIINED D /A,

R T w 76 | [no] source-interface loopback loopback-id

1 -

switch (config-device-group) #
source-interface loopback9

H— B X @ source-interface Z &R L £,

GE)

P—ERZRD Y ToOENDIL—T RNy 7 4 HF—
7= A AL, ITDvif (77> N VRF) &R U vif T
BONAERRT D HERNH Y | F—ERADE(FILA >
R—T A AL LT ZDON—T 2y 7 23 SR
2, B2~ AT BFFOIPT KL AZE Y Y THNE
N0 ET,

R w 77 |[no] ingressinterfaceinterface

1 -

switch (config-device-group)#
source-interface loopback9

P —EZDASA B2 —T = A ZADRERY

ANA =T = A AF, R—%— U —T D dotlq
W 7eMbEERA Lo =—F Yy A N — T oA
SVI £7-13% 7 A v Z—T =A 2T,

ANA v HZ—T A AL, P—ERALELCVRFIZH
DENRH Y F7,

1

&IZ. VXLAN %4 L7 ITD ORIl 2= L £,

itd device-group sf
node ip 10.200.1.
node ip 10.200.6.
node ip 10.200.7.
node ip 10.200.2.
mode hot-standby
node ip 10.200.3.
node ip 10.200.4.
node ip 10.200.5.
node ip 10.200.9.
mode hot-standby
node ip 10.200.12.2

itd serl

source-interface loopback9

DN DN ?

DN NN

virtual ip 6.6.6.1 255.255.255.0 device-group sf

ingress interface V1anl00
ingress interface Ethl/1

load-balance method src ip buckets 256
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_"— k TIL—T DR

ITD-L2 X ET DX, A— K~ TV—T%ERK L, TOIN—TTT I T 4T A F—T =

A AGRET DRHENRDH Y £,

#—r sn—Tous |

FIEDHE
1. configureterminal
2. [no] ITD port-group port-group-name
3. [no]interface ethernet sot/port
4. ({£&) copy running-config startup-config
F gD F¥H
FlE
ATV RFEREETIVa Y B#Y
X w 71 | configureterminal JTa— )L a7 4 X2 lb—ay ®— REBELG
f LET
switch# configure terminal
switch (config) #
AT 72|[no] ITD port-group port-group-name = TN —TZERRETITHIBR L £ 7,
fAi
switch (config)# ITD port-group P1
switch (config-port-group) #
AT 73| #Z8: [no] interface ethernet slot/port R—=hNIN—=T DT I T 4T AL F—T A A%
15“ : %&ﬁz Lij‘o
GE)
switch(config)# interface ethernet 3/1 7“1/,]’ 77 17 FAR—F gj:ﬁi‘ﬂq L/fcﬁl/\f‘< 77X (AR
switch (config-port-group) #
ATw 74| (f£E&) copy running-config startup-config F{Tar74¥al—vark, AA—F T v T3
Bl - Y74 Fal—varilar—LET,
switch (config-port-group) # copy running-config
startup-config

ITD LAV 2H—EXDER

ITD LA ¥ 2% —ERE#HKT DI, WOFTINEEFETTHALENRH Y £7°,

1L VX4 LET,
2. E{EJC VLAN 2k L E 1,
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3. A—F ZN—7%ITD-L2 #—E RX|
4, ARDEHAX—LEEET D
FIEDHE
1. configureterminal
2. [no]itd service-name
3. [no] port-group port-group-name
4. ((£E)
mask-position
5. [no] sourcevlan vian-range
6. noshut
FIED ¥
FIE

ITD R |

BT S

[no] load-balance method { src| dst}ip | [buckets bucket-number ] jmask-position

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

switch# configure terminal
switch (config) #

sua—r\Lar7 4 Xalb— gy T— Na Bl
LET

ATvT2

WAZE: [n0o] itd service-name

1

switch (config)# itd SER3

ITD-L2 ¥ —E R 2R F 7= 13 LET,

ATvT3

[no] port-group port-group-name

1

switch (config-itd)# port-group pg

R— K ZN—7%TD-L2 %— & 2| AT £ 37,

ATv74

(f£5&) [no] load-balance method { src| dst}ip |
[buckets bucket-number ] [mask-position mask-position

1 -

switch(config-itd) # load-balance method src ip

BRI A Y v FetLET,

ATvTh

[no] source vlan vian-range

1

switch (config-itd) # source vlan 10-20
switch (config-itd) #

ITD-L2 —E 2D VLAN ® U % MRk L £,
FETTVLANIZ N T 7 4 v 7 5L £,

ATvT6

no shut
e

switch(config-itd)# no shut

ITD-IL2 y—ERADT 7 F 4 71k
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acLzmH—ezicgy 5z [

ACLZ ITD H—EXRIZEIY EH TS

A IN—=RTr7ERarbr—1L U2k (ACL) #HEXHH LT, ITD#—E RITACL %
Bl STHZ N TEET, ZOMAEIZ. ACLND parmit £V v REH+T57 7% 2
Yhr—p xR (ACE) ZliZ, RERNT T I ETANZY T L IPT 7 EA
UARNEN— b~y THAERLT, FFAISNIZNT T4 v 7 OR—RRAT U T ET0E
To B— AT U703 RMEXRERITSETP 7 FL2OWT AL L THR— &
nE7,

1R BRI

ITD BEREINS A X — T VL Th D Z L ZMER L E T,

ITD —ERIZEBIMEND T NA A T N—T B SNT- Z & 2R LET,
ITD —E R IZHI D Y THNDH ACL BRI T-Z & 2R L £,

FIEDHE
1. configureterminal
2. [no]itd itd-name
3. [no] device-group device-group-name
4. [no]ingressinterfaceinterface
5. [no] load-balance {method {src {ip | ip-14port [tcp | udp] range x y} | dst {ip | ip-14port [tcp |
udp] range xy}} | buckets bucket-number }
6. [no] failaction node-per-bucket
7. accesslist acl-name
« IPv4 D4 accesslist acl4-name
« IPv6 D54 accesslist | Pv6 acl6-name
8. [no] shutdown
9. (f£E) copy running-config startup-config
FlgD
FIE

AT RFEEIEFT7II Y

=)

AT w 71 | configureterminal Jua—\)Lary 7 4 ¥alb—3g )y EB— REEh
15“ : Li‘g_
switch# configure terminal
switch (config) #

R T 7 2|[no]itd itd-name ITD —E 2% E L, ITD #t— F&2Bth L £

1

T R 32 LTFORMTFEANSTEET,
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ITD R |

ARV RFERETIVa Y

B8

switch(config)# itd servicel
switch (config-itd) #

Z 5 7 3 |[no] device-group device-group-name ITD % — B R IZHEFEDT A A T A—T 5B £
i - 9, device-group-nameld, T /3A A J)L—T DL HI
switch (config-itd)# device-group dgl %?Eﬁ; Liﬁ—o %j( 32 ji@ﬁ;ﬁi%]\ﬁfé *

R

25w 7 4 |[no] ingressinterface interface ITD ¥ —ERIZ 1 DL EDA v F—T = A Z%5BIN
15“ : ]\/i‘a_o
switch(config-itd)# ingress interface ethernet |fHDA L X —T A AlX, Hr~% (1,] ) %&f#
4/1-10 HALTEEIDET, £ ¥ —T7 A ZAO®EMIE,

A7y (I-)) ZEHLTEELET,
A 7w 75 |[no] load-balance {method {src {ip | ip-l4port [tcp| |[ITDH—tRADE— R AT v FF o a v b
udp] rangexy} | dst {ip | ip-I4port [tcp |udp] rangeX |4z | %4,
y}} | buckets bucket-number }
- A7 a RO EBY TT,
swi.tch(config—itd)# load-balance method src ip * method : %1§%i#—bi%ﬁ%@lp7 ]\1/7(/\*—
buckets 16 X@ﬁﬁ:ifibi}‘?74’ v I ERELE
j—O
s buckets : BT 237 v hOEERELET,
1O EDOANTFry R 1 DOD ) —RiZvwy 77X
NTWHWET, X7y MI2OREFEHCTRET
LB H Y E9, #uHIL 2 ~ 256 TT,
GE)
RET BNy NOEN ) — RO I v 25
A Ny MITRTO/— Ry Fae
yHEATCTHEAINET,

AT 76 | [no] failaction node-per-bucket J— REENRRETHE, 2O/ —RIZEDHTH
%l - NNy MIL BODOT VT 47 ) — R8RS
switch (config-itd) # failaction node-per-bucket ﬂi‘g‘o Eﬁﬁ‘/ - ]\&:%IJD %’IVC %ﬂfb\é%é\\

DAL — ROBERIZESNTNET,

AT w 71 |accesslist acl-name ITD ¥ — 1t A2 ACL 2|0 4 Tx7,

access-list acl4-name
access-list | Pv6 acl6-name

« IPv4 DA -
« IPv6 DA -
1
IPv4 :

switch (config-itd)# access-list itd d

1 -

G¥)

CiscoNX-0S U U — 2 93(3) LA, =—H—|% 15
DITD F—ERATHRKEODOT 7 A J A N
ETE, TNENZMBEDT AL A TL—F (=
T ACL) [ZBEAMIT AT v a v e TEE
T, BFEDT A AT N—TF N1 HDD2—H—ACL
WCBEM T N TWEEGE, DT /N, A T L—
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mEitcn/—roemsraan [

ARV RFERERTI VA Y E]:3)

IPv6 THER SN, 77 AN DTS A T A—T )
switch(config-itd) # access-list ipv6 itdl_d EEXINET, ZOKREICED, ITDIEXSE JF
5l - RACLIC—8T 5 T 74 v/ & SESERTA

AR TN—FIla— RN F o T TEET,
~/LF ACL :

switch(config-itd) # access-1list testl
device-group-dgl
switch(config-itd) # access-1list test2
device-group-dg2

R 7 8 |[no] shutdown ITD " —b 2% A 2= LET,
11 -

switch (config-itd) # no shutdown

ATw 79| ({£&E) copy running-config startup-config Effar74Xal—ark, AA— KT v S
51 Y74 FXal—varizat—LET,

switch (config-itd)# copy running-config
startup-config

BEILETO/ — FOEME=IFAHIER

ITD YV —E 2% vy NET L HEFITTAAL R TA—THND ) — REBINEITNBRETE 3
ITDE Yy v a yEZHERTEET, TNICEST, ITDY—ERADV Yy hETUURHZ N T 7 4 v
7 DOFWrER/NRBICT A Z R TEET,

CiscoNX-0S 10.1(1) A& TlX, ~/F A 7 b— K ACL B L ORI ACL DY —E ANE ) —
R4z L CIBMEITHIBRCE E7, £/, ITDV—ERXAZ T vy MY HFIZ, FU
ITDE vy arZ@L T, T, R N—THNOELZRS ) — F&2B, 8, £7-035IK
THZELTEET, EAMEO /) —FEEBNELIEET D E, /) — FOEAIIESWTE
HREER Ny RRFEID Y CINET, HHRERAY v BR324, ITDIE AT >
FEFAER L CEIVYCEETLET, BEAOHD / — REHIBRT D L, HIBRENTZ/,— KD
Ny NI, BAZESWTT A, A TV —THNOMO 7 — RIZED B TonET,

)

GE) e TNARATN—TPNIOULEOV—EATHEHAINTWAEAIE., By varyz@lTo
BTN 2 T N—TNOBFED ) — ROBHELEFETXF 4,
e MEL— RRZ UL 7Oy sy NEID Y TONEMEIZ, T8 2 T A—THNOT_TO
J = RIZRIERRETH D E VI REIZESNTEY, RIT 7 v a roEid, HfEsn
DINTEED ST B A EMER H D F 97,

«ITD (%, failaction A ¥ v F7% node-per-bucket THAHEAICDI, EHAEMH L/ —F
DM (DB FE T THIBRAE AR — M LET,
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ITD R |

CiscoNX-0S U U —2 10.1(1) AT, T4 A T N—T 2B HT 2T _XTOH—E R
fail-action bucket distributefailaction =73 g U DR SN TWAEE, By a v 2N L TF
INARATN—TND ) — K& TAXIBMTEET,

158D BRI

ITD BSRENR A X —T L THDHZ L 2R L ET,
FNRAATN—TLITD Y —E AR ENTZZ L 2R LE T,

FleD#HEE
1. configureterminal
2. itd session device-group device-group-name
3. [no] nodeip {ipv4-address| ipv6-address}
4. ({£%) [noJweight weight
5. (&) [no] cluster ID description description-string
6. ({&) probetrackid
7.  {commit | abort}
8. (ff£#) show itd session device-group [name]
9. ({£#&) copy running-config startup-config
FIED %
FIE
AU RFERET7TIV3 Y B#J
R T w 71 |configureterminal ra—x)L a7 4 Xl — gy F— NE2BtG
1 - LET
switch# configure terminal
switch (config) #
R 72 |itd session device-group device-group-name BESNET AL AT N—7DIMD | v ¥ a v &1k
15“ : EE L/i‘a—o
switch (config)# itd session device-group dgl
switch (config-session-device-group) #
A7 73 |[no] nodeip {ipv4-address | ipv6-address} fBE SN/ — REZITDT /A A 7 L—7 B L

1

switch (config-session-device-group)# node ip
2.2.2.1

¥4, Zoa~<r RO nolERiT. FBEShTZ /) —
K% ITD F/54 2 Z—7FmBHIERLE T,
BIMEITHIERT S, —RZEi2, ZOFIEAZ#Y
wLUFET,

~ /LT ACL 8 L OB ACL 28 ITD H— B R{ZEID
MTEHENTWAEES, ZOFIEEZFH LT/, — K%
BINEZFHIERLE9,
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mEitcn/—roemsraan [

AU RFERETIVa Y

B8

ATvT4

CES=Y)
1

switch(config)# itd session device-group dgl
switch (config-session-device-group) # node ip
2.2.2.1

switch(config-session-device-group) # weight 3
switch (config-session-device-group) # node ip
2.2.2.2

switch(config-session-device-group) # weight 2

[no]weight weight

FL<BEMEN, —FNCELZED LTS, B
F0D /) — FOEBLZEELET,

GE)
BfED ) — ROELEZT 74V MEICY By 15
Wi, By var o/ —RICEA 1 ZEDYTE
ﬁ‘o

ATvTh

(=)
1

switch (config)# itd session device-group dg2
switch (config-session-device-group) #node ip
2.2.2.1

switch (config-session-dg-node)
description C1

1

switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ipvé
10:1::1:2

switch (config-session-dg-node)
description C2

[no] cluster 1D description description-string

# cluster 2

# cluster 3

fRESN I FAZIZ ) — REBIMLET,

GE)

Tyl arE N LTI IRAEZRND ) — REHIBT
£, BvvarE LT, TAAL R TA—TN
DY FTAZZH LW — REBINTHZ L TEE
T, 2L, By a AN LTCEED ) — Ko
FTARERERTHI EIXTEERA,

ATvT6

(f£%&) probetrack id
fi

switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ip
1.1.1.5

switch (config-session-device-group) #probe track
60

S—F—EEO T v TH LV — FEBMLE
—g—O

ATy T17

{commit | abort}

1 -

switch (config-session-device-group) # commit
switch (config) #

commit 2~ Kix, LW/ — K&y FhFEHITE
XN/ =Rty hTITDT A R T N—T%
FH L, N7y hEFEEVYCLT, ITDEY v
VREERI V=T v LET,

abort =< RIZITD v v v a VREXEH L, ITD
FRAA TN —T%HHLEE A,

ATvT8

(&) show itd session device-group [name]

1

switch (config)# show itd session device-group dgl

AN+ _XTOIMDEy v ay, FRI3EES
NETFARAL 2T —TDIMDy Y arwERALE
b@‘o

ATvT9

(f£:3) copy running-config startup-config

1

switch (config)# copy running-config startup-config

Effar 74 ¥al—vark, AX—hT v =
V74X al—valar—LEd,
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ITD R |

A4 >4 )L— KACL T ACE D ESE1IEDBME - I1XHIFE

ITDYy—tERZT vy NETLEFTIC, A7V —FRACLOT Z7tEAX arrue—)Lx= Rl
(ACE) ZBMFEITHIBRTEXET, UL ST, ITDYV—ERDT ¥ v N T U N T
T4 OHRMER/NRICT D ENTEET,

1R BHHIIZ

ITD ¥$RENA X —T NV TH D Z L ZMER L ET,
FRAR T N—TF L ITD P —E AR SN2 L 2R L E T,
ACLWITD —ERIZEID Y THENTWDH I EEMRLET,

FlED#HE
1. configureterminal
2. itd session access-list acl-namerefresh
3.  (fEE) copy running-config startup-config
FIEDEFHM
Fig
ARV FERET7IVa Y By

AT w 71 | configureterminal Jua—N) ar7 4 Xal—iay T— ARG
15“ : ]\/\iﬁ—o
switch# configure terminal
switch (config) #

R w 72 |itd session access-list acl-namerefresh A 7 — K ACL ZNEBIICEFHELELY . TCAM %
i - 7nr7 7 LLET, ITDE, #H\ ACLACE & L
switch(config)# itd session access-list testl “ ACL ACEE&%I v 7 L, ITDIZ & Oféﬁkéﬂ
refresh 71:': ACL %E*ﬁ Liﬁ—o

GE)
Zoa<wy RiE, A7 — K ACLIZOANET
D

ATv 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FT 72
1 V74 Xal—vailar—LEd,
switch (config)# copy running-config startup-config
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424 L— K ACLTO ACE Dt nemE 24k [

A4 >4 )L— K ACL T ACE OESIEDEMFE F-ITHIE
ITDY—tE 2Ty T, BAACLOT 78R 2 ha—)L = MU (ACE)
PEMEITEIGRTEET, LTI, BEBICHENHET,

1R SR

ITD BRENA X —T VL ThDHZ L 2R L ET,

FRA AT N—FEITD S —E AR SN2 L 2B LET,
ACL N ITD #—ERICED B THNTWVWD Z & Zfgad LE T,

ITD LAV 3#ERDIESR

ITD LA ¥ 3R EFRRTDHICINE, ROXATDISLEONTINEFEITLET,

av Uk B#Y
show itd [itd-name] [brief | vrf [vrf-name]] BEDITD AV AA L ADAT—H AL I
RN LUET,

MFEDITD A VAX LV ADAT —H AL
F O A F R4 5 12iL, itd-name 513K
EHALET,

« AT —H 2B L OO ZERINE @z Zor
T 5L, brief F—U— F&fE/H L £
j‘o

cvif ¥F—U—REFHLT, fiEINT
ITD £ v A% 2 A0 VRF &< LET,
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ITD R |

avy kR

S

show itd {all | itd-name} [dst ip-address| src
ip-address] statistics [brief]

TRTCEFITEHEDITD A v AX 2 ZADHE
EHRALET,

HEEDA AL ADREER A F R
BHI2iE, itd-name 51 A L £9,

« BRI A RN T 512IE, brif ¥ —U—
RZ2fH L ET,

GE)

ooy REHEHALCITDHHEFR TS
Bz, itd-name =~ > RZ&{#HH L T ITD #z
AT HMLENRH Y £9, itd statistics

s IHIZ, MEtER AT HITIL, —EA
DL L BAEMME, AL v TFDY r—
K. BEOAS v TFOT v 77— Ktk
(2, ITD #EH &= HEA T 2 0LENH
nET,

show itd session device-group [name]

SNt _XTOITD kv a v E-i3dE
EFINETANA AT A—FDIIDEv 3y
FFRRLET,

show running-config services

RSN ITD F A 2 T —TF P —E %
FERLET,

PUFIZ, ITD #akx e 262~ L £,

switch# show itd

Name Probe LB Scheme Status

Buckets

Pool Interface Status Track id
WEB_itd pool Po-1 v -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 10 0

Node IP Config-State Weight Status Track id

1 10.10.10.11 Active
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Bucket List

m L1 v 3mowR [

2 10.10.10.12

Bucket List

WEB_itd vip

1 bucket 2

ZoBNE, /= FOBEVYT ) )= FORMNAT Y b IRy NTEDRMT 72 ar A0

S ALOHE I ERLTHET,

switch (config)# show itd SER1 statistics

Service Devi

ce Group
#Packets

VIP/mask

Node

SER1 itd bucket 1
.2

SER1 itd bucket 33
.2

SER1 itd bucket 65
.2

SER1 itd bucket 97
.2

Traffic Bucket
Node

SER1 itd bucket 2

.2

SER1 itd bucket 34
.2

SER1 itd bucket 66
.2

SER1 itd bucket 98
.2

Traffic Bucket
Node

SER1 itd bucket 3
.2
SER1 itd bucket 35
.2
SER1 itd bucket 67
.2
SER1 itd bucket 99
.2

383629547

#Packets

2996838 (0.

2996970 (0.

2997104 (0.

2997246 (0.

#Packets

2996848 (0.

2996974 (0.

2997110 (0.

2997250 (0.

#Packets

2996852 (0.

2996978 (0.

2997114 (0.

2997254 (0.

DG1
100%

Assigned to

10.200.28.2

10.200.28.2

10.200.28.2

10.200.28.2

Assigned to

10.200.

10.200.

10.200.

10.200.

10.200.

10.200.

10.200.

10.200.

17.2

17.2

17.2

17.2

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Redirect

Original
10.200.1
10.200.1
10.200.1

10.200.1

Original
10.200.2
10.200.2
10.200.2

10.200.2

Original
10.200.3
10.200.3
10.200.3

10.200.3
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switch(config-itd)# show itd SERI1

Legend:
ST (Status) :

ITD R |

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

LB Scheme Sta

Source Interf

src-ip ACT

ace

Trk# Sla id

1 10

Bucket

.200.1.2 Active

List

Cfg-S

2 10

Bucket

.200.2.2 Active

List

Cfg-S

tus Buckets
IVE 128
Probe Port
ICMP
Interface Status Track_id
Ethl/3 UP 1
WGT Probe Port Probe-IP STS
1 ICMP PF
65, 97
WGT Probe Port Probe-IP STS
1 ICMP PF
66, 98
WGT Probe Port Probe-IP STS

3 10

Bucket

.200.3.2 Active

List

1 ICMP

SER1_itd bucket 3,

OB, 237 v NEEAR failaction A W= A ADHEJj# R L TWET,

switch (config)# show run ser
N9k-14 (config)# sh itd SER1 statistics

Service

Device Group
#Packe

VIP/mask
ts

Node

508876

#Packets

SER1_itd bucket 1

.2

39470

SER1_itd bucket 33

.2

39596

DG1
3 100%

(0.78%)

(0.78%)

Assigned to
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Original
10.200.1

10.200.1
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SER1_itd bucket 65 10.200.1
.2 39728 (0.78%)

SER1_itd bucket 97 10.200.1
.2 39966 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.2
.2 39474 (0.78%)

SER1_itd bucket 34 10.200.2
.2 39600 (0.78%)

SER1_itd bucket 66 10.200.2
.2 39732 (0.78%)

SER1_itd bucket 98 10.200.2
.2 39970 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.3
.2 39478 (0.78%)

SER1_itd bucket 35 10.200.3
.2 39604 (0.78%)

SER1_itd bucket 67 10.200.3
.2 39736 (0.78%)

SER1_itd bucket 99 10.200.3
.2 39974 (0.79%)

switch# show itd brief

Name Probe LB Scheme Interface Status Buckets
WEB ICMP src-ip Eth3/3 ACTIVE 2
Device Group VRF-Name

WEB-SERVERS

Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 10.10.10.11 Active 1 ok -
2 10.10.10.12 Active 1 OK -

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

itd WEB
device-group WEB-SERVERS
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virtual ip 10.10.10.100 255.255.255.255

ingress interface ethernet 3/3
no shut

ITD Layer-2 &R D HEER

ITD R |

ITD-L2 #l 2 R T HI2i1E, IRDZ AT DI BEONTFNLEEITLET,

5 3:1TD-L2 Show 1< > F

avU kR

E[:b)

show I TD [service-name] brief

ITD OBERT—Z A% F£RLET,

show vlan access-map vlan access-map name

ITD-L2H—ERAD T 7 47 UX AL b
DRI AR Ry TERRLET,
NIK-X9464PX Ti%, VACL h v 1%, AU
VLAN TEZELTWAEE., EEInX
7y MR 2fETHDHZ L ERLET,

show vlan access-list vian access-map name

N7 4T O—EIMEEIEET D VLAN 7
I A~y FICEEMNT SNy R
ALET,

show vlan-filter access-map vian access-map name

T 7 AVLAN = v 7 ~D~< v B 7Tt
VLAN #F R L E T,

show running-config services

ITD-L2 DEfTa L7 4 F =2 b—a rERR

LET,

ITD O #& Rk 151

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. 1 1J—X 101 (x)

PLIFIZ, ITD 78, A T N—T R ET D62 R LET,

switch (config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp
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Z oL, BEDITD T34 A 7 v—7 (http_servers 33 L W telnet_servers) Z %3 5 5k
ERLTOET, KABIP 7 RLRAET A 2 FA—TF T LIRS, ATFosr v M
AP 7 RLAZ &I2h 0 £,

switch (config)# itd device-group http servers
probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch (config)# itd test
virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

ZolE., (GFAAL A TA—F LD Fa—7TiER) J—F L vDFu— 7 R
TAHAHEEZRLTWET, /J— Rl a—7%TH9848. ZnEno / — Rixago~
0 — 7 CHEREATRER 72D, J — R LI EBITH AR A R THZENTEET,

switch(config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBNL, Bt NAT 2484 5 ka2 R L TWET

Itd device-group <dgl>
probe icmp

node ip 1.1.1.
node ip 2.2.2.

N

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4

Itd testl

device-group <dgl>

virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination

Itd test2

device-group <dg2>

virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination

switch(config)# sh nat itd

ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port
Protocol
serl itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP
serl _itd vip 1 bucket 21 8.8.1.2:0 6.6.1.1:101
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TCP

serl_itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT # X O~ PAT DOHER%

feature itd

itd device-group dgl
probe icmp
node ip 10.10.10.10
port 1000
node ip 20.20.20.20
port 2000
node ip 30.30.30.30
port 3000
node ip 40.40.40.40
port 4000

itd device-group dg2
probe icmp
node ip 10.10.10.11
node ip 20.20.20.21
port 2000
node ip 30.30.30.31
port 3000
node ip 40.40.40.41
port 4000

itd serl
virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2
ingress interface Ethl/1
nat destination
failaction node per-bucket
load-balance method src ip buckets 64
no shut

LIRS, (A8 IPv4 7 R L R Rl 26 2R L £ 9,

switch (config)# feature itd

switch (config)# itd s4-101

switch (config-itd)# device-group dg_v4

switch (config-device-group)# ingress interface V1an913

switch (config-device-group) # virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise
enable active

PLFIZ, IRAEIPV6 7 R L AT B0 2R LET,

oL, bT T 4 v 7 BBICOET S X ICINEe— RART v T ek 5 FikE
ARLTWET, ZOfFITE, /—F1E21F, /—F3E4D3FEONT 747 BITEDY
ij—o

switch (config)# feature itd

switch (config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3
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switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14

Z oW, BRI ACL 24 LT, ITD W ITD 2 — RAT UHMNLRATA T 7 4 v 7 %15
ETDHHEERLTWET, eI, 7747 04— A AR a2l L
FH VLAN BL T A b Xy K VLAN (%, ITD 234 XA T& E7,

switch (config)# feature itd

switch (config)# itd Service_Test

switch (config-itd) # device-group test-group
switch(config-itd)# ingress interface vlanlO
switch(config-itd)# exclude access-list ITDExclude
switch (config-itd)# no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

Z O, acll Z/ER L CTITDH—ERIZEID B THHEEZRLTWET, show <2 R,
ERENEZIPT778A VAN L— b~y T EBERLET,

switch (config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch(config-acl)# exit

switch(config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch(config-itd) # load-balance method src ip
switch (config-itd) # access-1list acll
switch(config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port

@ e

Pool Interface Status Track id

test_itd pool Beny/1 e 1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

acli/2e60  100.1.1.0/2a e 0
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 o1aaa Active 1 1oMe ok 2 10002
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test_itd ace_ 1 bucket 1

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

4 10.10.10.10 Active 1 ICMP OK 5 10005

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-0S U U —Z 7.03)17(3) LAKE, ITD (X IPv6 Z#HHR—F LET, ZOHFlIE. acl Z1ER
L. ITDv4 3B L NITDv6 H—E R ZHE Y Y THHEEZRLTWET, show 2~ R, Rk
ENFIPT778A VAR NL— b~y TERFRLET,

switch (config)# IPv6 access list acl6-101
switch(config-acl)# 10 permit udp 2405:200:1412:2000::/96 any
switch (config-acl) # exit

switch (config)# IP access list acl4-101

switch (config)# 10 permit tcp 10.0.0.0/10 any
switch (config-acl) # exit

switch (config-itd)# device-group dg6-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
switch (config-itd)# access-list ipv6 acl6-101
switch (config-itd) # no shut

switch (config-itd)# device-group dg4-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
switch (config-itd)# access-list acl4-101
switch (config-itd) # no shut

ZOBITIE, /— REERIC, BENRBELEL ) —F ATy b e, ATy FOBEDR RPN
TIT 47 = RICEIVETLHEOICITD v —E R &/ T 5 kxR~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd
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itd session device-group dg

itd device-group dg
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

node ip 3.3.3.3
itd test

device-group dg

ingress interface Ethl/1
failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port

@ e

Pool Interface Status Track_id

test_itapool B/l o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11owe oK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List

3 3.3.3.3 Active 1 ICMP OK 4 10004
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Bucket List

ITD R |

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3, and the failed node buckets are send to Node 2.

switch# show itd

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port
& e
Pool Interface Status Track_id
test_itd pool Beni/1 o o1
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK

Bucket List

Trk# Sla id

Node 1IP Cfg-S WGT Probe Port Probe-IP STS
2 2.2.2.2 Active 1 ICMP OK

Bucket List

3 10003

test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
3 3.3.3.3 Active 1 ICMP PF

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# end

switch#
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ZOBITIE, = REERIC 0507 77 47 ) — REFIZTIiERL) HHARERITXTO
J—FRIZ T T 4 w7 BHEICHHT D L HOICITD Y —E A2/t 5 HiEE2 R L TWET,

switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction bucket distribute
no shut

switch#
switch# show itd
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
Q@ e
Pool Interface Status Track id
test itd pool Bthi/l ¢ 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 11 Active 11w ok 2 10002

Bucket List

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

2 2.2.2.2 Active 1 ICMP OK 3 10003
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Bucket List

ITD R |

test_itd bucket 2

Cfg-S

WGT Probe Port

Probe-IP STS Trk# Sla id

3 3.3.3.3 Active

Bucket List

1 ICMP

test_itd bucket 3
switch#

WOFNE, ITD v v v a U ZER LT, dgl T35 A Z—T12 ) — R 1 CENT 55

EaRLTWET,

switch (config)# feature itd
switch (config)# itd device-gro
switch (config-device-group) #
switch (config-device-group) #
switch (config-dg-node) # node
switch (config-dg-node) # node

up dgl

probe icmp

node ip 1.1.1.1
ip 2.1.1.1

ip 3.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Note:

switch (config-itd) #
switch (config-itd) #

(
(
(
(
(
(
switch (config-dg-node) #
(
(
(
(
C

device-group dgl
ingress interface Ethl/11
load-balance method dst ip

access-list acll
no shut

switch (config-itd)# show itd test

Legend:
ST (Status) :
Name LB Scheme Status Buckets
test ast-ip  ACTIVE 4
Exclude ACL
Device Group
@l
Pool Interface
test_itdpool Beni/11 p
ACL Name
a1
Node IP Cfg-s WGT Probe Port
1 1.1.1.1 Active 17Tawe

onfigure buckets equal or more than the total number of nodes.

Port

Probe

Probe-IP STS Trk# Sla id

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

test itd bucket 1, 4
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Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.1
node ip 2.1.1.1
node ip 3.1.1.1
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # node ip 4.1.1.1
config-session-dg-node) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
@t e
Pool Interface Status Track_id
test_itapool B/l up >
ACL Name
et
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
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1 1.1.1.1

Bucket List

Active

1 ICMP

ITD R |

test_itd bucket 1

Node 1IP

Cfg-S

WGT Probe Port

Probe-IP

STS Trk# Sla_id

2 2.1.1.1

Bucket List

Active

1 ICMP

WGT Probe Port

Probe-IP

STS Trk# Sla_id

3 3.1.1.1

Bucket List

Active

WGT Probe Port

Probe-IP

STS Trk# Sla_id

4 4.1.1.1

Bucket List

Active

test_itd bucket 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl

probe icmp
node ip 1.
node ip 2.1
node ip 3.
node ip 4

B e

itd test

device-group dgl

e e

ingress interface Ethl/11
load-balance method dst ip

access-list acll

no shut

WOBNE, ITDE > v a U EER LT, dgl 73 2 T —T1 ) — RE I CHIRRT 2 5

EaRLTWET,

switch (config)# feature itd

switch (config) #

switch (config-device-group) #
switch (config-device-group) #

(
(
switch(config)# itd device-group dgl
(
(

probe icmp
node ip 1.1.1.1
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switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1
switch (config-dg-node) #
switch (config-dg-node) # itd test
switch (config-itd) # device-group dgl
switch(config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-1list acll
switch(config-itd) # no shut
switch(config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4
Exclude ACL
Device Group Probe Port
dgl ICMP
Pool Interface Status Track_id
test_itd pool Ethl/11 Up 2
ACL Name
acll
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1.1.1.1 Active 1 ICMP OK 3 10003
Bucket List
test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
2 2.1.1.1 Active 1 ICMP OK 4 10004
Bucket List
test_itd bucket 2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
3 3.1.1.1 Active 1 ICMP OK 5 10005
Bucket List
test_itd bucket 3
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
4 4.1.1.1 Active 1 ICMP OK 6 10006
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Bucket List

test_itd bucket 4
switch(config-itd)# sh run service

!Command: show running-config services
!Time: Tue Sep 20 20:39:55 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.
node ip 2.1.
node ip 3.1.
node ip 4.1.

e e
e =

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # no node ip 4.1.1.1
config-session-device-group) # commit

config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

et
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11owe oK 3 10003

Bucket List

test_itd bucket 1
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Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1Towe oK 4 10004
Bucket List
test_itd pucket_z
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK 5 10005

Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.1
node ip 2.1.1.1
node ip 3.1.1.1

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

WOBHNL, ITDE v v a U Z21ER LT, BEHERS /) — F&®|EIETEML, BEFEDO ) —FD
HEAEEREL, dgl TRA A TN—T M5 ) — REHIBRT 2 FiEEZRLTVET,

switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track id
Ethl/3 Up 1

ACL Name Buckets

APP1 8
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Device Group

ITD R |

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
4 1.1.1.2 Active 1 ICMP OK 2
10010
Bucket List
test_itd bucket 8, 7
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
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Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 2.1.1.3 Active 1 ICMP OK 8
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# show run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

'Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
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load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config)# itd session device-group dgl
config-session-device-group) # node ip 1.1.1.5
config-session-dg-node) # weight 2
config-session-dg-node)# node ip 1.1.1.4
config-session-dg-node) # weight 3
config-session-dg-node)# node ip 1.1.1.6
config-session-dg-node) # weight 2
config-session-dg-node)# no node ip 1.1.1.2
config-session-device-group) # commit

config)# sh itd test

Legend:

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id

1 1.1.1.3 Active 1 ICMP
10003

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id

2 1.1.1.4 Active 3 ICMP
10004

. Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ A4 K. 1 1J—X 101 (x)



| o DR

mo o [l
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 2 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 1.1.1.6 Active 2 ICMP PF 10
10011
Bucket List
test_itd bucket 8, 1
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id
3 2.1.1.3 Active 1 ICMP OK 8
10008

test_itd acl 1 bucket 3, 8
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Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

ZOfFE, IMDEYy a2 HhLTwLF A7 L—RACLEZHEH LT/ — e —E &I
M= CIBINT 5 HEEZRLTCWET, 20T, TA AT L—F L LF £ 71—
K ACL 39 CTIZHER STV ET,

switch (config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:05:44 2020
!Time: Sun Nov 15 12:07:42 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
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node ip 1.1.1.5

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.
node ip 2.1.
node ip 2.1.

o e

.2
.3
.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 1.1.1.3 Active 1 ICMP OK 3
10003

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

2 1.1.1.4 Active 1 ICMP OK 4
10004

Bucket List
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Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

3 1.1.1.5 Active 1 ICMP OK 5
10005

test_itd bucket 4, 5
ACL Name Buckets

dg2

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 2.1.1.1 Active 1 ICMP OK 6
10006

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

2 2.1.1.2 Active 1 ICMP OK 7
10007

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009
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test_itd acl 1 bucket 4, 5

switch(config)# itd test

switch (config-itd)# itd session device-group dgl
switch (config-session-device-group)# node ip 1.1.1.2
switch(config-session-dg-node)# commit
switch(config)# sh itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Ina
Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id

Ethl/3 Up 1

ACL Name Buckets
APP1 8

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
1 1.1.1.3 Active 1 ICMP
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
2 1.1.1.4 Active 1 ICMP
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id
3 1.1.1.5 Active 1 ICMP
10005

Bucket List
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Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

4 1.1.1.2 Active 1 ICMP OK 2
10010

test_itd bucket 8, 7
ACL Name Buckets

dg2

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 2.1.1.1 Active 1 ICMP OK 6
10006

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

2 2.1.1.2 Active 1 ICMP OK 7
10007

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009
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test_itd acl 1 bucket 4, 5
switch (config)# sh run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:10:18 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

WOBNL, ACE A > 7 /b— K ACL IZH W35 Z &< BT 2 HEEZRLTWET,

switch (config) #

switch (config-acl)# ip access-list acll
switch(config-acl)# 1010 permit tcp any 10.220.0.0/16
switch(config-acl)# 1020 permit tcp any 20.1.1.0/24

switch (config)# show ip access-lists acll

IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1

switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11

switch (config-itd) # load-balance method dst ip
C

Note: Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-list acll
switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services

Cisco Nexus 9000 < ') — X NX-0S Intelligent Traffic Director ¥/ H A K. ) 1J—X 101 (x) .



B oo

ITD R |

!Time: Tue Sep 20 20:44:17 2016

version 7.0(3)I5(1)
feature itd

itd device-group dgl
probe icmp
node ip 1.1.
node ip 2.1.
node ip 3.1.
node ip 4.1.

e e
e =

itd test
device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# ip access-list acll

switch (config-acl)# 1030 permit tcp any 30.1.1.0/24

switch (config-acl) # exit

switch (config)# itd session access-list acll refresh

switch(config)# sh ip access-lists | grep n 4 itd

IP access list test itd bucket 1
1010 permit tcp any 10.220.0
1020 permit tcp any 20.1.1.0
1030 permit tcp any 30.1.1.0

IP access list test_itd bucket 2
1010 permit tcp any 10.220.64.0 0.0.63.255
1020 permit tcp any 20.1.1.64 0.0.0.63
1030 permit tcp any 30.1.1.64/26

IP access list test itd bucket 3

1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.128/26
IP access list test itd bucket 4
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.

128.0 0.0.63.255
128 0.0.0.63

192.0 0.0.63.255
192 0.0.0.63
192/26

switch (config)# sh run rpm
interface Ethernetl/11
ip policy route-map test_itd pool

ZOFITIE, TR R IBEONCAERESI, PHRIND p —BERHNREHDL LR L
%9, CiscoNexus U U —2Z 9.3(3)F LI TiX, show ip accesslist dynamic =~ > K& L C
VAT LND ACL R TE £7,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2 dynamic

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3 dynamic

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4 dynamic
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IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5 dynamic

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6 dynamic

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7 dynamic

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8 dynamic

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— F ACL 26 ACE i < HIR4 5 HiE2 R L TWET,

switch (config)# feature itd

switch (config-acl)# ip access-list acll
switch(config-acl)# 1010 permit tcp any 10.220.0.0/16
switch(config-acl)# 1020 permit tcp any 20.1.1.0/24

( ) #

switch (config-acl 1030 permit tcp any 30.1.1.0/24
switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-acl)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
ol e
Pool Interface Status Track_id
test_itapool Beni/11 up >
ACL Name
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acll
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003
Bucket List
test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 17TOMP oK 4 10004
Bucket List
test_itd bucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.0.1.1 Active 1Towe oK 5 10005
Bucket List
test_itd bucket.s
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. £1.1.1 Active 17TOMP oK 6 10006
Bucket List
test_itd bucket_d
switch(config)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test ast-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
Qo e
Pool Interface Status Track_id
test_itd pool Beni/1 e >
ACL Name
aci
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003

Bucket List
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test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1Towe oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3011 Aetive 1rtowe ok 5 10005
Bucket List
test_itdbuckets
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. 4111 Active 1Towe oK 6 10006

Bucket List

test_itd bucket 4

switch (config)# sh run rpm

W OHIL, ITD over VXLAN 24T 5 HiEZ R L CTWET,

switch (config)# sh itd brief

Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

serl src-ip ACTIVE 256 VLAN100,Ethl/1

loopback9

VREF-Name

——————————————————————————————— Orgl:vrfl

Device Group Probe Port

sf

Virtual IP Netmask/Prefix Protocol Port

6.6.6.1 / 255.255.255.0 Ip 0

Node IP Cfg-s WGT Probe Port Probe-IP STS
1 10.200.1.2 Active 1 OK
2 10.200.6.2 Active 1 OK

ROBNT, N7y MEAMZEH L TITD / — R LoUL RZ U, AT 2 5 EZ R LT
iTo

itd device-group dg
probe icmp
node ip 10.10.10.2
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standby ip 13.13.13.2
node ip 11.11.11.2
standby ip 12.12.12.2
node ip 12.12.12.2
standby ip 11.11.11.2
node ip 13.13.13.2
standby ip 10.10.10.2
itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable

ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

B DV 7—LRREAETE—F
LT ORI ORO kK a2 %0 LET,
13: 77— LEBE—FK

sre-ip loadbalance ‘

Y
___4-"___""\__\_ \'\
" ™ \,
(" Clients o ;
\_l JI : — }—.—.—P
S~ S g
./
/
Po-5
=1
= I!
=
192.168.1.10 192.168.1.20 192.168.1.30

AT TNRA R T N—TEREHZLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

381961
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switch(config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG
switch (config-itd)# no shutdown

il vPCTOD U7 —LERAE—F

LI OMBIZIROM O MR v Va2 LET,
M:VPCTOT U7 —LEBE—F

381362

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

S AY .S

AF L TR AT N—TEERLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG

switch (config-itd) # no shutdown
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B #sm 5o rqormmE—r

FINA R2

AT T TN AT N—FEHRLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2F w72 ITD ¥y —E A& E#HLET,

switch (config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG

switch (config-itd)# no shutdown

B : Ry FRAE—F
PUTFTORERIZROKD v P a2dH L £,
®15: 4> R4y FRAE—F

Outside 210.10.10.11 Inside

srcHp /
loadbalance Pao-5

-\ /

Y

o :
\'.
\ = =
e o Nak-1 210.10.10.12

e 2\ @3

S

f Clients

\h_\H__i
11 L] W
. 3;
240.10.10.14 4
Applianca pool - two N3k(g)
TINA R 1

AT T TN R T N—FEHRLET,
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switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2772 ITD YV —E A& EHELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG

switch (config-itd) # load-balance method src ip
switch(config-itd)# no shutdown

TINA R2

2T TR R I N—TEHEZELET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

AT w7 2: ITD YV —ERAZEHELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# load-balance method dst ip
switch(config-itd)# no shutdown

A —nN—O— NSO UTREE—F

LUF OHERUIIR OO h AR e P2 A LET,
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16: VIP Z{E /A L 1= ITD AR 98X

Clients

()
/o) Po'5
Bl | service | r
. .\h-_-/ / o
Po-1 —l/ _Po6
/ Po-2 E e
Po-3 . -
EE— “Po7
: Loadbalancing L
VIP:
172.16.1.1 Po-8

ITD R |

192.168.2.11

==
&

182.168.2.12

==

— g ol
o

=
£

192.168.2.13

A==
B

2AF LN TR A ITN—THERLET,

switch(config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT w72 ITD P —E R ZE

switch (config)# itd HTTP

node ip 192.168.2.11
node ip 192.168.2.12
node ip 192.168.2.13
node ip 192.168.2.14
probe icmp

BLET,

192.168.2.14

switch (config-itd) #
switch (config-itd) #

switch (config-itd) #
Switch (config-itd) #

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

virtual ip 172.16.1.1 255.255.255.255

(
(
(
switch (config-itd) #
(
(
(

switch (config-itd) #

no shutdown

#ERBI - WCCP & L TITD ZHBEET S (Web TOXF L RRAE—F)

Tax ==L MOV — =D V—RERDD T TA T v NINDDERDHI &
LTHELET, Web 7 v h—_—F FRlZu—/L Xy hU—T LA F—F v M
Off s UCTHEE L £97, @7, Web 70— R_—TlX, Fv hT—7 T34 ZANA
VHE—Fy NMIMND Web b T 7 4 v 7 ERAZICV XA VLY T AHMERSD F9 (HEET
n—) , 7272l ®%kEO/T y MREETIX, Ry NT—7 T AN N & B RE

TOHRETTHAET,
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A WOCP & LT ITD 2BEET 5 Web 7o+ EHE—F) [

ITD ZfEH L7z Web 7’ X VBB TIL, AA v FIEA 2 —Fy MIADN9 Web N7 7 1 v
JEBAEL, ax i —"—lni CAWMESBRLET, X — "~ ZEHEE—F
(WCCP WOMNELTCT VT 4 7-7 277 47) TEMEL, X h—"=2U XA L7 |
ENBD T 747 ERBELES, ITIDEZNLTCHEITENE/— R ~VA Ta—T7F, /) —
RORREZ B L, FTAMEICESWCHEYNC / — REZHIBREZIEMT 25 0 BHE R L
F9, AZ NS ==L, WEMOEDIZINV—T L VEIT ) — K UL TR

HZEHTEET,

ITDY ¥ A V7 >aid, @k, 7747 MIVLANDIES W TOHMLETT, D%, 7
#/b1HD)E4V7yayitimﬁﬁbfw—?4yﬁik@%%éhiﬁo:@;5
72 Web 7' o % BB Z 32 ITD 12X, NES AR 47z 1 DO ITD — B A D AN
DAY G I el BN 33*1;77:1/4’?4T%F WCHASWT I 74 w7 Z2®RLT, UN—R T
T4 VEA VLT v a BRETT, LB/NRNTZA—ZZWMIT LT, 7 —ORHES MR
DULBENHY FT,

Web 7' 12 % LRI ITD Tid, ITD 72 —7 2l L T Web 7' 1t % & — " — D A il &
FrxyZ LET, ZHUT, BEEPRELLTBXP—N—ITEESNL T 74 v 7D RD
NDOTIOEETT,

LUF ORI OO h AR e P2 L ET,

17:Web 7O XL EBEE— K
SVIVian 10
ITD Upstream =
10.1.10.1-2
] 10.1.10.50

-
"’ Elu

|, L2 SW

9
4 kﬁi

% Internet J =
. ll

~——___—" Web

Server

' 1[] 1.10.250 SVI Vlan 50 (Destination)
- Web Proxy VLAN
Cliont.s 10.1.50.1-2
101501 101502
= = 5
&

Web Proxy Servers

ZOBEITIX, A v EZ %y F~DSEIEAR— - 80/443 (AJTVLAN10) 75 Web 7 &2 & 34— 3 —
10.1.50.1 BEL V101502 [Tl snE T, 7I7A4X—Fxy hU—72 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD T 7 4 v 71, 7aXx I |IEESnER

E\,

o

AT S0 T 7 A A N O
ip access-1list ACL1

10 permit ip any any tcp 80
20 permit ip any any tcp 443
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AT v 1:IIDT AR TN—TD Web 7 F T —R_R—%ZFREL, Y—"X—DIPT NI
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

AT T2 TITANRX=KIPT RLASETDTXTD T 7 v 7 Z2&54T2 X525 ACL
FRER L FET,

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT v 73 B ACL A L1,

Itd Web_proxy SERVICE
device-group Web_ Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown

RABNOEHATY X~ T 747DV EA LT NHMLEREAE, ROBINORE R TIE
Z)‘S‘/IZ‘%:VC‘“ﬂ—o

)

GE) LAY A4FEHETFEZEHLER—F 7002 U VOBNFRETT, £7-. RS ACL IEFF
Ay Y OB EYHR—=FLET,

AT 4B — 180 & 443 RS TRTERRIANTDH L H 1, U X — BRI ACL 24k L %
7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

AT S5 VB = I T 497DV E—ITD Y —E XK L, B4 ACL ZHHA L E
7,

Itd Web_ proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown
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weepl v rq o7 =—rarerEs 1

> > ~ Y —
Bl 9> FA4 vy F E— FRITFE7EE

ITDET =t R LDV FA v F TTIATUVANDY IR E T THE, —E XX
)—=R~DU IR FT LTINS R TimMmaEETICEELET, KIZ, BT —E R
V70 8, NI T 4w IREDO) s EwBB LRV LET,
TR LT, IDY—ERADT I T A APP#L IR SN TWB Y 7 BRD
Re P TH 7L, ITD B —E A BIZEHINZWEGEE, —E 2 BII5I & APP#1 (2 b
T4 EBREL. FTIT74vIiE Ry ENET,
DTS TIZ, 2o MR FERLET,
H18: 9> FA4vyF E—FOE7RH

APP #1

ITD Service B

500035

TIN R 1
AT TN TNRARATN—T5TEFLET,

switch(config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

ATy 72 ETRMEANCLTIID Y —ERZERLET,

switch(config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd) # ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd) # no shutdown

switch (config-itd) # show itd
Name Probe LB Scheme Status Buckets

Service-A ICMP src-ip ACTIVE 2
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Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-h_itd pool Ben/as up s
Node 1IP Config-State Weight Status Track id Sla id
1 1001000 Active 1 Peer Down 1 10001

IP Access List

Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—TREHLET,

switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 ETRMEAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
Service-s ICMP src-ip  ACTIVE 2
Device Group VRF-Name
bev-B
Route Map Interface Status Track_id
service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id
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#wEs: 271 vo077147—91—1 ||

1 14.14.14.9 Active 1 Probe Failed 3 10003

IP Access List

Service-B_itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004

IP Access List

Service-B _itd bucket 1

BRI : RT 49 I9DT7AT7—04—IL

ITD —EX

ASA VLAN

ITD —E 2L, N T 74 v 7 70—OREDOFIICHT S ITD b7 7 4 v 7 538 EE
FLET, 7r—0WFMEY XA VT T HRERNHHGEIL. 2 OO ITD —E A &% E
TOMERDDET, 120 FHmE N7 74y 7 7un—H, b2 123V %= vFT7 497
7 —HTY, ASAIZITRRDINEA v Z—T oA ALHNEA L Z—T =24 ZADIPT KL A
WHDHIZD, 2DODRIRDTNAR TN—T"4 $HETLHNHBLOINTIP 7 LU A% fFT
IR T D HERH Y £7,

ITD#EEB LY #— 0 $—E A%, Nexus AA v FONE R L OBSEL VLAN SVIICHEE S
T, AT AN EDEX VT4 T V= a3 F T _RCD N T T 4 v T ERE
TOMENRNHDLZO, P—EATKII T4 v I T4 NZ ) TIIRERENET AL, TOREE,
SVIWZERET D NI 7 4 v 7133 _XTC, ST DHASAA L F—T A AV XA LT FER
3

ASA A B —T A ANAAL v F @O VLAN &AL VLAN THER I TWDIEA, 7747

T A=V AL TR VT 7 4 v 71k, AA v T DRI VLAN (Z ITD H— B 203 1F
ET DO, ASAIZUV XA LT haivET, LEeER-T, 7747 U4 —/b& Nexus A4 v
FEDNT 7 4 v 7 —T%B5IET BIT1E, HBD VLAN OXT N MNETT,
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. 70—

7 0—DOx

19:1TD ASA D &

VLAN 10 VLAN 100 i, ‘JLAN 200 g VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inslde VRF Outslde VRF Outslde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMILZ, VLANIO B L U20 %, X v hT—27 EOFEETE L UL ~DONE B L O
AL A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY FMOwEFO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NINURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
DO OBAERIC 7 0 — DO FEEZHERFF T2 MER SV T, 7 7R ENTZT7 7 AT U4 —
NOWGAETH, 774y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT =082 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

7 a—DOREL. BEA O P kFetk s ITD 743U X AOWRERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fRK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, VE—=r 7—=Z1 201D 4 —ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETH L, 7 a2 —D% ik
DHEFRICHERF S ET,
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Link Failures ]

20:ITD ASA RERIZ & 115 7 0— D5t fRfk

ITD Return-Service ITD load-balance “Destination IP”

€ Return |

SRCIP  3RC Port
209.165.201.10 &0

Destination

Forward Flo W |

SRCIP SRCPort D '~I
192.168.1.10 49152  209.165.2

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BHM 7 e —0OEEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWVWET, ZFITD Y —ER(ZHY) /R /3T7 A—X Z8INT 25 L, ITDIP DK
FeElc L B 7 a— O FRE N RIES VE T,

500563

Link Failures

ASA ODWNENE TN A v X —T = A RTEERRET D E, VT 70 v 7 OMNA v Z—
Tz AARL T LTINS, Z0 ASA DKKNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIREFRIBIEREIZ. ASA © U E— MilZ ITD 7 6 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLTEET,
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% 7E B

21:ASABE LT )X

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 AA vF /— RIRRERIIEREILX, T 27V A1 v FDIEVPC (/21T 70 &
A vF) MERYTORYR—NENET, ASAZ T AF Y 71k, 2O X5 REESFAE L
TG A ICASANERITIELT D Z EE2RGET A0, ZORMBELRLET, 7747 V4 —
VA AT 4y 7 OFEE (7N ) s I VvPC) TR, ZOREICRLTE £ A,
Tt ASADONERA X —T oA AEHNA X —T = A ANFE U (F7203648) 1>
Z—T 2 A ABLTWNSTDTT,

AT 4 v I BEOT7 7 AT U4 —/LTiE, @5, vPCA— b F ¥ (FFEHE—FR—K) b
T EHEHLUTASAZ AL v FICHR LET, ZORETIE, WA 4 —7 =4 X L4}
WA A —T oA AT dotlq VT A X —T =4 A (VLAN 100 B L ¥200) THY., AA v
FIZEABB LN T HF A MIENZEIL2 DO VLAN £720ESVIRH Y . 215 DfH
TYBAR— SR SEESILTOER A,
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wzn [

R22:X74v9 (WPCEFER) BEAD I 74704 —IL

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL
A\

GE) ZoflE. AA vTF Swl OO —#HZ R L CWET, BRRIE, BRI T XTO ASA IZAF
THEUNILET D2 MNERNH D 9, MoOEEIL. T CITHREN TV D LBESNET,

interface vlan 10
description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100
description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100
ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.

#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

ZO MR UBNIE, ROEPYTUIEY £,

]

?dllll
fil

* VLAN 10, 20, 100, 33X U200 & £ 6D SVIIE, U2 VREIZY Yy B 7 ENET,

« ZOHITIE, ITDE— KNRNF UV TRERERA L T a—0xFhE 225 L CW\WET,

e vVPC > F U A TiE, VPCDO 1 DDA LU NRN—03@ L TCWAIRY . ITD ICEEIZH Y FH
Ao VPC Ly FITEENRELEAAL v FOITD VXA L7 g if, WFO vPC K&

DGFE LRI, 7 V7% LCET A, vTF @i LET,
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. BEG - vWCEFERLETaATL RS Y F YU RA Y F E—FDI 74T o4—)L

D MRBYTIE, WEA v F—T = A ZALHEA v F—T = A AD ASA O UF A
VH—T 2 AETNIMRABA Vo H—T 2 A A (dotlq T A v F—T = A A) ITREOFT T
LENTWATD, WFLY 7 OREERFICNT 7 40 v 7 Rkbid Z E13H 0 8 A,

*vPC LDON—T 4 7 Fa fai xA =% P R— FF 5L, layer3 peer-router =¥ >
RN%& vPC FAA AN THRRT D LENH Y £,

L AXIA B =T 2 A AT T AT U —VOPRAIEIMUDTE ST DA v F—T = A AT

BT 270 IND720, VRF RLETY, VREFIZ, ¥EDBHEIZNT 7 4 v 7
W77 AT T —/L&EFREILT (VLANE) L—T 4 7 EN20%ET-OICEHBE SN
i‘a_o

T T4 IR = R_N=RA =T MM L TASA IZIMT b D, —h
TREH D A,

BBl vPCEFERALETATILRAYFH O RAYFE—KD I 7
A7 24—l

VPCEZEER L7 RU 4 v F = FOGE, WEB XU ASA &2 —7 =4 XTER
ZENPNDOR— |k F¥ 1 N RUZEID S TonET, vPCOFERLE LT, B~V U
ENNT T 4w Ju—%F 52 8137, ITDIFSIE/HELT AL v FDY 7% L
T ASA 2Rt L E T,
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ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default
__'EE
Sw1 VPG Peer Link 2
ITD g

AT v 1 :2O0DAA v FERERK L ET,

switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT 72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active

no nameif
no security-level

O RRaPHNZE, ROENYTIEEY £,
« ZOHITIE, ITDE—RKNRNG UV ITREXFEAL T o —OxFME2EH L C\WET,
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e vVPC T F U A TIE, vVPCO 1 DDA NR—NEE L TWARY ., ITD IZEFIZH Y 8
Ao VPC Ly FITEENRELTZAAL v FDITD U XA L7 a3 ik, @HEO vPC BLE
DOBEERBEIC, BT Vo720 LCET AL vy Fa@mmlLEd,

¢« ZDFREITIE. ASA DFE— K Fr FAD 1> (F7213FEvPC FRE POEH—OWH
Vo) \ZEENEAETLE, N T 740 v Z7HRDBETDHAREERH D 77,

«VPC EDNV—F 4 7 Fa han xA =P R— hFHITIE, layer3 peer-router =¥ >
R%& vPC RAA VN THERRT 2 ERH Y 7,

e T T 4w IIFRY =R —=Z2A NV—TFT 4 T EHEHLTASAIZHITHNE=D, L— |k
IMEH Y FH A,

BRI LANYIISREY U ITDIF7AT 24—

ASA 7 ZAZIE, 1 DO =y & L THEET 2D ASA O SV E T, #HED ASA
FHEGRET NS RE LTI N—TT B2 LT, BT 31 20T X TORMEM: (L,
T T =7 ~OfEE) ZRMEEL, FRRICEET A AL DBV AL—T v b ELREMEEZE
HTExET,

ITD X, fxDE—RDOLAVIASA YV FAHX|Za— RKRZ v 7 TEET, ITDIEY 7 A
2V TEMFETHHDOTHY, ITDIFET7 7 AT VA — M Lo TEDOT7r =R 0I5
NEFRHTE5L51CLET, OSPFECMP BL R — K Fv¥ xR vy va 7T XA
KFETHROVIC, ITD ATy FEFERAL TGO 7 r—2RETEET,

LAY3IZTAZTIL, ANy MDY TSN T 7 e — DA E 2 HRNCiETX £ 1,
ITDBLRLA Y3 T TR TR WGE, ITEREOKRAOERITER., TR TEEE
lo ITD Tlk, FTAHE ZFHAIICRETE £,

ASA 7 G AR Y 7 Tld, Nl T o7 7u0—0OfAEBEHLET, 77 AZNOEED
T7AT U+ — L EERTHTRTOT7a— 2O, BT 7 AT I+—RBNEDTa—D
KL, 7u—%iBT 25 ASA #RGFLET, EBOT 7T 4 77 a—OfBEENKKL
7=%% . ITD failaction DFEID Y TIZ LV | KRELTEFTEEDASANL DT XTHOT7r— (N
o R) N TRAATN—TIZY A RNESNTWDARDT VT 47 /J—RICBELES, =
DRT T4 I EZETDIHLNT 7 AT U4 —NiN, ZIETDH70 -0y 7T v TOFH
FHTRWGE, Ny T v 7OFEENL 7 e —REEREZZE L. N T 74 v 7 & — AL
AT B LN H Y T,

ITD TASA 7 ZAZ YV 7 &2MEMT 256 DEIENRREIL. Ny 727 v 7 7a—BL0%
DD 7 F7 AL T =T NEAER, T TR T 7 AT 74—V TITHESNBRNAEY &
CPUYV Y —AZMHETHZ LT, LIEBnoT, IV TARZ—ALT 7 AT U+ —NEHHTD
L. TTFAT UF—IVDNNT —< VAN ETAHREERH D F9,

WDFEIL, ASA T AL ADAT—H ANE N LTZL &2, ECMP & ITD T¥44 57 7 2%
MY > 27 (CCL) ~DEEOMEL K LI-t DT,
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ITD
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1 DD ASA TFEENFAE
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b FEEA,
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

A swi | VPC Pier Link | sw2 |

—
SVI VLAN 100

VRF Outside
SVIVLAN 1100
VRF Qutslde
SVIVLAN 11I]1I
VRF Default
SVIVLAN 101 (& Cluster Control Link
VRF Default A
— .
& . - i’ ﬂ
ITD m VPC Peer Link m D E

AT v 1 :2O0DAA v FERERK L ET,
A\

GE) 772XV 7HEBALTYH, ITDHRIIEFEINFEFA, ITD DREIL. FAReY0ZA T
ko TR E4, ZofITIX, BEIZVPC MR AR LT 27V AL vF K
A vFLELTT,

switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7

channel-group 11 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/8

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 0/9

channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/0

channel-group 31 mode on
no nameif

no security-level

no ip address

interface TenGigabitEthernet 1/1

channel-group 31 mode on
no nameif

no security-level

no ip address

m L+ v2oimm [

ZORFITIE, A=K Fr XV INBLUQI BN A v F—T 2 AEHNEA X —T = A R
FRENTCWET, R—bF Fr XN 3NIEITTAZY T A F—T oA ATT, fEBA
B—T 2 R FBHFEDON—T v RA L EZ—T A ZATHY ., FNENDRHEHOIP T FL 2%
IP7 RLVA =B HELET, AV 7 TAXIPT RLVAX, DT T AXDOT=DDHE
ET RLATHY, HIZBIEOTIA4~Y 2=y MIBLET, FEKIZ, MACT KL R 7—
JVBHERL S AL, ST HNERE IS AR — N Fry RmADO FTHEHASNET,

ITD L 1 7 2 DRI

WOBNL, ITD-L2 2T 5 HiEEzr L TWVET,

ITD VA ¥ 282 HIZ LET,

(
(
(
(
(
(
(
(

config-itd)

config) feature itd

config) itd Port-group 100
config-port-group) int eth 1/11
config-port-group) int eth 1/12
config) itd SER3

config-itd) port-group 100
source vlan 2010-2015
config-itd) no shutdown

ITD-L2 % 2 e L £ 97,
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s!Command: show running-config services
'Running configuration last done at: Thu Dec 5 00:04:35 2019
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015

no shut
A > My
ESpER=R ]
BEEIEE TZ=aTFILEA I
IP SLA ['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guide]
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abort 60-61
access-list  57-58
C

commit 60-61

itd device-group 43

itd vif O3/~ 63

itdeyvary TR ITNL—TDER 60-61,64
itdeyvar TLA AT L—7 60

itd DT X TOFEF 2R~ 64

itd DF~ 63

itd 46-417, 57

tdtevyar 62

itd D EE KR 63

L

load-balance {method|buckets} 57-58

no shutdown 46, 50, 57, 59

running-config " —E A DK~ 64
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vrf 46,49

&

FERE itd 42

L

HE 43-44

T

device-group 46-47, 57-58

1z

AN A o H—T =1 A 46-41,51-58

)

/J—VFip 43

[6)

T m—Av—E A 46,49

/S\

7 —=7 dns 43,45
7'vm—7icmp 43,45
Zua—7 tepA— b 43,45
Fu—7 udp K— k43,45
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