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« JEBETE 7~ ePBR #K Cld, nofeatureepbr =~ R AT HENIKRY —%HIBRT 5 2
EVHELRES TV ET,

eI —7 877 4 v ERIOCOPP V7 T AIGFET H I ENHRINTWET, o LA

We, Ta—7 v I 7 4w IETFT 74 FDCoPP Y T AR Y ., Ry X Eh D ARk
NHO, 7a—T7 877 4 v 7 DIPSLANY U ANRFAELET, CoPP HEKIZ OV TEE
L< %, TIPSLA 3% > F® CoPP D] ML T &V,

*ePBR %, EX. FX, BIWFX2 7 A1 > 51— N %1 2 7= Cisco Nexus 9500 33 &2 T} Cisco Nexus
9300 7’7 v h 74 —b AL v TFTHR—FINTNET,

* VXLAN FE® ePBRVA B LA X K7 1 ePBR I, CiscoNexus 9500 > UV —X A A v F
THR—FSNTWET,

* VXLAN t® ePBRv6 I, CiscoNexus9500 >V — R A A v FTHR—FINTHEEA,
« Cisco NX-OS U U —Z 9.3(5) LAFE, Catena FEREITFE L 4L E LTz,

o VAT ADBHIRSNIZA— My RVITHERR SH72 ePBR P —E A2 KA > k& Hl
BRI B5A. WOFNEEZFETLTIEIN,

1. BEfFD ePBR ARV o —ZHIBBR L £,
2. BEfED ePBR — b A ZHIR L £9°,
3. ePBRYV—E R T RRA LV FEXLERR— N F ¥ RVICERHRLET,

« Tepbr | LWOARITIE D, BRYICIERL S 472 ePBR @ access-list = b U (T2 L 72
WTLZEW, TR 5D access-lists 1 ePBR PN A B I FRIHE A~ T,

N

GE) hboTVv7 4y 7 ALFHNEETT5H L ePBR B IE L < HEEE

B9, ISSU IS % H 2 2 a[REMENH U £ 47,

KOEEFRER L OHIFIEEZ VXLAN FTo ePBR #EEICEMA L £,

s VXLAN 7 7 7V » 7 Tli&, RICLVLANHNDOT A 22 LT —ERAF = — 0 BFETT
TFEFA, TRTOT A T, @5 VLAN ICIEET DN H Y £,
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ePBRL3 DAL |
B crsruonm

¢« F =V NDTRTOY—EANE L VRF IZH H5A. ePBR X VXLAN < /LFH 1 k
T 7V I DR~V A FNTOHYFR—FENET,

« Fx—YHNOTRTOY—EZAE L VRFIZH BHEE -

T IT 4 TIAZ N, Fz—20F, HIBORN2 2OY—E R ) — RTHR— KX
nNEJ,

¢« Fx— N3O LDV —VE R ) —RKNHBET VT 4 T/AR N, F =— 2Tl
LY —ER Y —TDOERICHDIZA TDOELRD 250D ) — RIIVEHY FH A,

cVXLAN 777U w7 TlZ, V—T7HD1 OO —EZRNLD NG T 4 v T ERT
FLT, BTRILU—ZIZE-TL B LT TEEHA,

\}

GE) Fz—rHNOTRTOY—EANBRLRAVRFA L TFAMIHDH
BE., 2o oflRIZEE S EEA,

ROEFFES L OHRFHE — B ACL #REICHEM L £ 7,

e permit A v R%&FFDACE DANACL THAR— hZEd, o h{E (deny F 721 remark
72&E) O ACE ZEHR S ET,

+ 1 250 ACL TH K 256 DFF R ACE Y R— I FEd,

ePBR L3 D &Rk

[F L& BHHTIZ

ePBR #RE & #ERL T DA, IP SLA 38 XUV PBR ERENER SN TVND Z L 2R L T 72X
Wy,

ePBRY—EX, R O—DERBELUVA U 2—T 24 A~NDOEES
[+

DX 7 a Tt ePBRY—EZX, ePBRARY O —DOHK, BLOA VX —T =2 A ZA~DR
U — OB EAHTIZOWTEHA L E9,

FIEDOHE

configureterminal

epbr service service-name

vrf vrf-name

service-endpoint {ip ipv4 address|ipv6 ipv6 address} [inter faceinterface-nameinterface-number]
probetrack track ID

appwbd
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ePBRH—E R, KU L—DHEBH LU 28— x4 2~0BEMHT [J]

6. reverseip ip address inter face interface-name interface-number
7 exit
8. epbr policy policy-name
9. match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] } [redirect | drop | exclude]
10. [no] load-balance [ method { src-ip | dst-ip}] [ buckets sequence-number]
11.  sequence-number set service service-name [ fail-action { bypass| drop | forward}]
12. interfaceinterface-name interface-number
13. epbr {ip|ipv6} policy policy-name [reverse]
14. exit
F gD F%H
AV RFERETI3 Y EL:Y
RFw 71 |configureterminal a7 4FXal—varyE—FRIADFET,
1 -
switch# configure terminal
switch (config) #
AT w2 |epbr service service-name B LU ePBR —E 2 E/ERK LT T,
i -
switch(config)# epbr service firewall
25w 73 |vrfvrf-name ePBR #—E 2D VRF ZHEE L 7,
1
switch(config)# vrf tenant A
RT w74 |service-endpoint {ip ipv4 address|ipv6 ipv6 address} |ePBR —E A DY —E AT RiRA > k&K L
[inter face interface-name interface-number] E
B FlE2 ~5 %4V LT, BIO ePBR ¥ — & X4 4
switch(config-vrf)# service-endpoint ip ﬁijfg;jijA
172.16.1.200 interface VLAN10O ¢
RAFw 75 |probetrack track ID o w7 2@l EFzZ L. ePBROZSF—E R
i - RARA 2 MCBEFD R 7 » 7 ID &%) 5 THY,
switch(config-vrf)# probe track 30 BT RRALV M7y 7 IDEEIDYTAHZ L
MTEET,
RATFw 6 |reverseipipaddressinterfaceinterface-name Ko7 4w BY L —NEHEIND reverse IP & A

interface-number

51

switch (config-vrf)# reverse ip 172.16.30.200
interface VLAN201

VHE—T A AEEHELET,
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B PRy —Ex. KU —DHREELUA VB8 —T T4 AOBLEN

ePBRL3 DAL |

ARV FFEREETIVa Yy

S

23y TFT | exit VRF 2> 7 4FXal—gy B—REKLETLT,
B - Jua—sLar7 4 Xal—vay E— Reth
switch (config-vrf)# exit L/jfifo
AT w78 |epbrpolicy policy-name ePBR 7N U v — & ARk L £ 9,
1 :
switch (config) # epbr policy Tenant A-Redirect
R7w 79 |maich {[ipaddressipv4 acl-name] | [ipv6 addressipv6 | IPv4 £ 723 IPv6 7 N L 2 % IP, F72(% IPv6 ACL
acl-name] } [redirect | drop | exclude] LRALET, VALY MR, K NT T4 v
B - DF7xNETI7varTy, Fuy7iE #E
switch (config)# match ip address WEB AVE—T A ATIT T4 v I % Kay 7 FHH4
R LGEIERSNET, BRAAT >3 3,
FEA LV E—T oA ADP—ERF = — U INDIFE
DETZT7 47 AT DIDITERSNET,
ZOFNEEEY KL T, BRI EESWTHEED ACL
B EEBRENTEET,
Z7w 710 |[no]load-balance[ method { src-ip |dst-ip}] [ buckets| ePBR —E A Tl SN0 —RKNRXT U2 A Y v
sequence-number] Renyy MEEHELET,
i -
switch (config)# load-balance method src-ip
mask-position 3
X T w711 |sequence-number set service service-name [ fail-action | fail-action A # = X A% 3HE L F9,
{ bypass| drop | forward}]
1 -
switch(config)# set service firewall fail-action
drop
Z 5w 712 |interfaceinterface-name interface-number AE—=T 2 A AEREL, AV F—T (A =
B - V74X a2l —v gy E— REBBLET,
switch(config)# interface vlan 2010
Z 5w 713 |epbr {ip|ipv6} policy policy-name [rever se] AU B =T oA AE, WOTHKRD 1L, EIZBEH#

1

switch (config-if)# epbr ip policy
Tenant A-Redirect

sz enTcEET,
< IEF WD IPV4 R Y v—
« WS [A1 D IPv4 R U > —
 IES7 810D TPv6 AR U 2 —
s WFHO IPv6 R Y —
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ePBREy s avaEALEY—E20ZE ]

ARV FFEREETIVa Yy

E:)

ATy 714

exit
1 -

switch(config-if)# end

A E=TxAfRAarT4Falb—arE—F
ERTL, Za—bar 7 4 Fal—va s E—
RIZRY %79,

ePBRty a3 EFRALI-Y—EXDER

WOFIETIE, ePBREy v a v EHALTCH—ERAEZEFTHIHEEZHRALTCOET,

FlaD#E
1. epbr session
2. epbr service service-name
3. [no] service-endpoint {ip ipv4 address | ipv6 ipv6 address} [interface interface-name
interface-number]
4. service-endpoint {ip ipv4 address|ipv6 ipv6 address} [interfaceinterface-nameinterface-number]
5. reverseip ip addressinterface interface-name interface-number
6. commit
7. abort
FIBD
ARV KRFERRETI a3 B#J
R7 v 71| epbr session ePBR v gy = FIZAY 7,
fl
switch (config)# epbr session
AT 72 |epbr service service-name ePBR v g E— N THMT % ePBR ¥ — £ X
(=
15“ : %??Ei JE L i ‘a—o
switch (config-epbr-sess)# epbr service
TCP_OPTIMIZER
X 7w 7 3 |[no] service-endpoint {ip ipv4 address| ipv6 ipv6 ePBR H— E R AT ICHERR ST — B 2Ty KR
address} [interface interface-name interface-number] Sy NEECLUET,
i :
switch (config-epbr-sess-svc)# no service-end-point
ip 172.16.20.200 interface VLAN200
R Fw 74 |service-endpoint {ip ipv4 address| ipv6 ipv6 address} |4 —tr 2T RERA 2 FEZEH L. ePBR —E R
[interface interface-name interface-number] DIP ZESHXET,
f
switch (config-epbr-sess-svc) #service-end-point ip
172.16.25.200 interface VLAN200
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ePBRL3 DAL |

ARV RFERETIVa Y

B8

2w 75 |reverseip ip address inter face interface-name 774y 7 RY =M S D reverse IP & A
interface-number VE—T oA A EELET,
1 -
switch (config-epbr-sess-svc-ep) # reverse ip
172.16.30.200 interface VLAN201

AT 7 6| commit ePBRE v a3 &l L7zePBRY—EADEH %
15“ : %T Li—a_o
switch (config-epbr-sess)# commit GE) TDAT v TDFETHIZePBRE Y > 3

CEHBEELET,

RTw 77 |abort YovarizfiblL, By iarOREOHKE Y

i - U7E3V ey bLES, 2y b= I—F

switch (config-epbr-sess) # abort

7213 AR— F IR TR WD TR A S -5 S
W2, BEDOE® Y Vg U EIEET D ITIE. 2 o=
~ U REMEHLET,

GE) Dk, EIE LR EFEHA L TH LW
ePBREY I a2 HELES,

ePBRty I a EFRALE-R)O—DER

WOFEETIL, ePBREYa U ZHALTCHRY —2EBEST 5 HECONTHBALET,

FIEOHE

F IR D

1. epbr session
2. epbr policy policy-name

3. [no]match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] [12 addressipv6 acl-name]}
vlan {vlan | vlan range| all} [redirect | drop | exclude] }

4. match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] [12 address ipv6 acl-name]}
vlan {vlan | vlan range| all} [redirect | drop | exclude] }

commit
end

® N o o

sequence-number set service service-name [ fail-action { bypass| drop | forward}]
[no] load-balance [ method { src-ip | dst-ip}] [ buckets sequence-number]

ARV RFERFTIaY

=)

ATy T

epbr session

1

switch (config)# epbr session

ePBRE YT 3 E— RIZAD FT,
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ePBR R 1) L —IZ & A SN B Access-list DEFH .

ARV RFEREET7TOVa Y Be
A7y 72 |epbr policy policy-name ePBR v = E— R CHMT % ePBRAY v —
15“ : %?Eﬁgbjﬁj‘o
switch (config-epbr-sess) # epbr policy
Tenant A-Redirect
AT 7 3|[no] match { [ip addressipv4 acl-name] | [ipv6 address| [P & 7= % IPv6 ACL (Zxt9" 2% IP 7 K L A DA % i
ipv6 acl-name] [I2 addressipv6 acl-name]} vian {vlan | | - L4,
vlan range| all} [redirect | drop | exclude] }
il -
switch (config-epbr-sess-pol) # no match ip address
WEB
A7 7 4 | match {[ip addressipv4 acl-name] | [ipv6 addressipv6 | [P & 7-1% IPv6 ACL (249" % IP 7 K L A DR & 48
acl-name] [12 addressipv6 acl-name]} vlan {vlan |vlan | & | %4~
range| all} [redirect | drop | exclude] }
fi
switch (config-epbr-sess-pol) # match ip address HRE|
R F v 75 | sequence-number set serviceservice-name| fail-action { | —F4 2 o — 4 o 2 &8N, ¥, 3R T 5
bypass | drop | forward}] . BEFEO Y —4 A fail-action 77 ¥ a V&K
i BELET,
switch (config-epbr-sess-pol-match)# set service
firewall fail-action drop
A7 76 |[no] load-balance[ method { src-ip | dst-ip}] [ buckets| ePBR #—E A TSN 52— KT A XYy
seduence-number] sy MEERBLET,
Bl - D B0 OV —ERAFz— B LT
switch (config-epbr-sess-pol-match)# load-balance HEXIZ, ByvaryaryTxFART
method src-ip mask-position 3 :@*%Ejz;i’fé\ﬂ]%#%) k\ #ﬁz@m% RS
T RN T 7 AV MY 'y FEh
\i—g—O
ATy 71 |commit ePBRE v 3 VA L7 ePBRYV—E ADEH %
15“ : %ET Liﬁ—o
switch (config-epbr-sess) #fcommit
ATFw 78 |end ePBR v oy T—REKTLET,
fil

switch (config-epbr-sess) #end

ePBRR!) o —IZ &k B {EH N 5 Access-list D EH

ROFNETIE,
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ePBRL3 DAL |
B ersrshow o<k

FIEDHE
1. epbr session access-list acl-namerefresh
2. end
F gD F¥H
ARV FFEREET7TIVa Y BHY
ATy 71 |epbr session access-list acl-namerefresh RY =2k > TERENTZ ACL Z T £/ Y
i - Ty valET,
switch(config)# epbr session access-list WEB
refresh
ATvF2|end Jua—sULar 74 Xal—ay B—FEKT
15“ : sz\jﬁo

switch (config)# end

ePBR Show O <> K
WD Y A RZ, ePBRIZEHT D show 2~ RERLET,

FIEDHE
1. show epbr policy policy-name [rever se]
2. show epbr statistics policy-name [rever se]
3. show tech-support epbr
4. show running-config epbr
5. show startup-config epbr
FIED %
OV RERETIVa Y B
AT 71 |show epbr policy policy-name [rever se] JE5 1F) & 7213 5 AN A S 415 ePBR AR U 2 —IZ
Bl - T e RR LET
switch# show epbr policy Tenant A-Redirect
27 72 | show epbr statistics policy-name [rever se] ePBR K U v —#iat A £ 7 LET,
i) :
switch# show ePBR statistics policy pol2
R v 7 3| show tech-support epbr ePBR D7 7 =J1)L Y iR— ME#REFRRLET,
1 -

switch# show tech-support epbr
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ePBRL3 DR ]

ARV RFERETIVa Yy

B8

A7 7 4 | show running-config epbr ePBR DFATHERL &2 F R L £ 7,
f5
switch# show running-config epbr
AT 75 | show startup-config epbr ePBR DA X — N7 v Il #m LET,

1

switch# show startup-config epbr

ePBR L3 D Rl

{5 : ePBR NX-OS ¥ R%

W’D FARa DT, ePBRNX-0OS kA2~ L TWET,

1:ePBR NX-0S D&KL

(O Forward Flow

Firewall Firewall Web TCP
O Reverse Flow 1 2 optimizer

10.1.12 20112 (201122

20113 201.1.23

1112 20114 20.1.1.24

[Vian 10| [Vian 11|/ vian 12| | Vian 13||Vian 16| [Vlan17| |Wian 20/ [ Vian 20|
Y v 4 ) )

. Web-traffic =
|| Backup-traffic Eth1/8 MNexus 9000 EthiHg <=—>» a
> E

Bl: A—RH7—R  EABDHFDWeb bZ T4 v IDH—ERFz—2%ERT S
WORERFNE, NEFBOIHED Web bT 7 4 v 7 DY —EAF =— U BERT D HEE R LT

WET,

IP access list web traffic
10 permit tcp any any eq www

ePBR service FW1

service-end-point ip 10.1.1.2 interface Vl1anlO

reverse interface Vlanll

ePBR service FW2

service-end-point ip 12.1.1.2 interface Vlanl2

reverse interface Vlanl3

ePBR service Web cache

service-end-point ip 16.1.1.2 interface Vlanlé

reverse interface Vlanl7

ePBR policy tenant 1
match ip address web-traffic

Cisco Nexus 9000 > ') —

Z NX-08 ePBR#R A A K. JU—2101 ) [



ePBRL3 DAL |
ePBR L3 (O A1

10 set service FWl
20 set service FW2
30 set service Web_cache

interface Ethl/8
ePBR ip policy tenant 1

WOHNE. NEFEDO Web 857 4 v 7 O —ERF = — L NVER O & RT3 HiEE 7~ L
TWEJ,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service FW1l, sequence 10, fail-action No fail-action
IpP 10.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 12.1.1.2
service Web cache, sequence 30, fail-action No fail-action
IP 16.1.1.2
Policy Interfaces:
Ethl/8

Bl : A—RH5—R : EARNODHTePBR Z2FHALTTCP bS5 74 v O ZERTHET S

WOREBENL. NEHFM DI TePBRZFEHALTTICP hT 7 4 v 7 ZAMSET 5 HEZRLT
WET,

IP access list tcp_traffic
10 permit tcp any any

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
service-end-point ip 20.1.1.3
service-end-point ip 20.1.1.4

ePBR policy tenant 1
match ip address tcp_traffic
10 set service TCP Optimizer

interface Ethl/8
ePBR ip policy tenant 1

WORFNE, NESFH T EPBR Z i H L CTAMETCP b7 7 1 v 7 Ok & il 3 5 Hik%EmR
LTCWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp traffic
Service chain:
service TCP Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
Policy Interfaces:
Ethl/8

Bl: A—RH5—R : WABDWeb bS5 T4vIDY—ERFz—2%ERT S
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epBR L3 ERH |

ROMERBNL, NES W LW RO TWeb 77 4 v 7 DY —ERAF == &ERT 2T

EaRLTWET,

IP access list web_traffic
10 permit tcp any any eq www

ePBR service FW1
service-end-point ip 10.1.1.2 interface VlanlO
reverse ip 11.1.1.2 interface Vlanll

ePBR service FW2
service-end-point ip 12.1.1.2 interface Vlanl2
reverse ip 13.1.1.2 interface Vl1anl3

ePBR service Web cache
service-end-point ip 16.1.1.2 interface Vlanlé

reverse ip 17.1.1.2 interface Vlanl?7

ePBR policy tenant 1

match ip
10 set
20 set
30 set

address
service
service

web-traffic
FWl
FW2

service Web cache

interface Ethl/8
ePBR ip policy tenant 1

interface Ethl/18
ePBR ip policy tenant 1 reverse

ROBNL, NEF R E W RO D Web b T 7 4 > 7 DY —EAF = — AR ORER % iR

TLHEERLTVET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:

service FWl, sequence 10, fail-action No fail-action

IP 10
service
Ip 12
service
IP 16

.1.1.2
FW2, sequence 20, fail-action No fail-action
.1.1.2

Web cache, sequence 30, fail-action No fail-action

.1.1.2

Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:

service
Ip 17
service
Ip 13
service
IP 11
Policy In
Ethl1/18

Web cache, sequence 30, fail-action No fail-action

.1.1.2

FW2, sequence 20, fail-action No fail-action
.1.1.2

FWl, sequence 10, fail-action No fail-action
.1.1.2
terfaces:
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ePBR L3 (O A1

Bl : 2a—R~7—R :ePBRZFEHALTHARBTTICP b3 74 v HERTHET S

WRORERAHIIL, ePBR ZEH L CIEG M & Wi FmOM S TTCP 7 7 4 v 7 AW T 55
HEERLTWET,

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
reverse ip 20.1.1.22
service-end-point ip 20.1.1.3
reverse ip 20.1.1.23
service-end-point ip 20.1.1.4
reverse ip 20.1.1.24

ePBR policy tenant 1
match ip address tcp_traffic
10 set service TCP Optimizer

interface Ethl/8
ePBR ip policy tenant 1

interface Ethl/18
ePBR ip policy tenant 1 reverse

WOHIL, ePBR ZfEH LTI M DOARSECTCP N7 7 4 v 7 O E MR T 5 HEERL
TWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp_traffic
Service chain:
service TCP_Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp_traffic
Service chain:
service TCP_Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.22
IP 20.1.1.23
IP 20.1.1.24
Policy Interfaces:
Ethl/18

Bl : VXLAN 27 Y w o ZERA L= ePBRAKRY —DER
wOF S AT X, VXLAN 77 7V w7 FETePBR 2T 2 HEEZ TR L THVET,
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erBRL3 DiERH ]

B 2:VXLAN 77 7)o LD ePBR DR

Nexus Fabric
=
O Forward vReverse Traffic Flow/statistics ) )
Spine switch
(O VNI interface forward and Reverse traffic flows
/,»’fﬂ"'i‘\'\
z/'// ' \\\ \\\‘\\
W S
,f \ N
// | ‘\‘. \“\\
i , -,
t”f ra ‘.\-\ \\\\
Service \\ Service .
Boarder -~ Service VPC . VPC ‘\\ Service Serwces
w 30 Leaf » Leaf1 ¥ v Leaf2 4 Leaf2 ~a Leafd VI 40
an EEE'L=EL =1 =0 =0 an
Vian 130 Vian 140
Vian 410 |Vian 450 H"‘*.,
Vian 10  Vian 50 | Vian 310 . ' Vlan 350 | Vlan 120
S
L1 1] .
31 52 S3 34 &
Firewall Firewall Web cache  TCP optimizer g

ip access-list acll

10 permit ip 30.1.1.0/25 40.1.1.0/25

20 permit ip 30.1.1.128/25 40.1.1.128/25
ip access-list acl2

10 permit ip 130.1.1.0/25 140.1.1.0/25

20 permit ip 130.1.1.128/25 140.1.1.128/25

epbr service sl
vrf vrfl
service-end-point ip 10.1.1.2 interface Vl1anlO
probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2 source-interface
loopback9
reverse ip 50.1.1.2 interface Vlan50

probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2
source-interface loopbackl0

epbr service s2
vrf vrfl
service-end-point ip 41.1.1.2 interface Vl1an4lo0
probe icmp source-interface loopback9
reverse ip 45.1.1.2 interface V1an450

probe icmp source-interface loopbackl0

epbr service s3
vrf vrfl
service-end-point ip 31.1.1.2 interface Vlan310
probe http get index.html source-interface loopback9
reverse ip 35.1.1.2 interface Vlan350

probe http get index.html source-interface loopbacklO
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epbr service s4
service-interface V1anl20
vrf vrfl
probe udp 6900 control enable source-interface loopback9
service-end-point ip 120.1.1.2

reverse ip 120.1.1.2

epbr policy pl
statistics
match ip address acll
load-balance buckets 16 method src-ip
10 set service sl fail-action drop
20 set service s2 fail-action drop
30 set service s4 fail-action bypass
match ip address acl2
load-balance buckets 8 method dst-ip
10 set service sl fail-action drop
20 set service s3 fail-action forward
30 set service s4 fail-action bypass
interface V1anl00 - Vxlan L3vni interface to which the policy is applied on all service
leafs
epbr ip policy pl
epbr ip policy pl reverse

Apply forward policy on ingress interface in border leaf where traffic coming in needs
to be service-chained:

interface V1an30 - Traffic matching acll
epbr ip policy pl
int vlan 130 - Traffic matching acl2

epbr ip policy pl

Apply the reverse policy On leaf connected to server if reverse traffic flow needs to

be enabled:

int vlan 130 - Traffic matching reverse flow for acll
epbr ip policy pl rev

int vlan 140 - Traffic matching reverse flow for acll

epbr ip policy pl rev
fl : ePBR H—E X DHEK
ROBIL, ePBR —EAZMMT 5 HEE R LET,

epbr service FIREWALL
probe icmp
vrf TENANT A
service-endpoint ip 172.16.1.200 interface VLAN100
reverse ip 172.16.2.200 interface VLAN1O1
service-endpoint ip 172.16.1.201 interface VLAN100
reverse ip 172.16.2.201 interface VLAN1O1

epbr service TCP_Optimizer
probe icmp
vrf TENANT A
service-endpoint ip 172.16.20.200 interface VLAN200
reverse ip 172.16.30.200 interface VLAN201

5l - ePBR R O —DHER
WOHIIE, ePBR RNV v —%ERT 5 HEERLET,
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epbr service FIREWALL
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/1l
reverse ip 1.1.1.2 interface Ethernetl/2
epbr service TCP_Optimizer
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/3
reverse ip 1.1.1.4 interface Ethernetl/4
epbr policy Tenant A-Redirect
match ip address WEB
load-balance method src-ip
10 set service FIREWALL fail-action drop
20 set service TCP_Optimizer fail-action bypass
match ip address APP
10 set service FIREWALL fail-action drop
match ip address exclude acl exclude
match ip address drop_acl drop

ePBRL3 DR ]

WOFNL, fail-action drop ¥ % & ¢ show ePBR Policy 2~ > RO &R L TWET,

switch (config-if)# show epbr policy Tenant A-Redirect

Policy-map : Tenant A-Redirect
Match clause:
ip address (access-lists): WEB
action:Redirect
service FIREWALL, sequence 10, fail-action Drop
IP 1.1.1.1 track 1 [INACTIVE]
service TCP_Optimizer, sequence 20, fail-action Bypass
IP 1.1.1.1 track 2 [INACTIVE]
Match clause:
ip address (access-lists): APP
action:Redirect
service FIREWALL, sequence 10, fail-action Drop
IP 1.1.1.1 track 1 [INACTIVE]
Match clause:
ip address (access-lists): exclude acl
action:Deny
Match clause:
ip address (access-lists): drop_acl
action:Drop
Policy Interfaces:
Ethl/4

Bl: 4283 —T x4 RE PBRARY —DBEENTIF
WOFIL, ePBR RNV —% MR T 5 HEERLET,

interface vlan 2010
epbr ip policy Tenant A-Redirect

interface vlan 2011
epbr ip policy Tenant A-Redirect reverse

Bl IEARICERASNS ePBR AR o —
WoOFNL, EFmCEAESNDEZRY) —3 712/ L TOET,

show epbr policy Tenant A-Redirect
policy-map Tenant A-Redirect
Match clause:
ip address (access-lists): WEB
Service chain:

Cisco Nexus 9000 < ') — X NX-0S ePBR A A K. 1 1J—ZX 101 (x) .



ePBRL3 DAL |
ePBR L3 (O A1

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]
service TCP_Optimizer, sequence 20 , fail-action bypass
ip 172.16.20.200 track 12 [ UP] ]

Match clause:
ip address (access-lists): APP
Service chain:
service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]

Policy Interfaces:
Vlan 2010

Bl : reverse ARICERA SN S ePBR AR & —
OB, reverse HANZ#EHA I NARY o—DH TN HIJERLTHVET,

show epbr policy Tenant A-Redirect reverse
policy-map Tenant A-Redirect
Match clause:

ip address (access-lists): WEB

Service chain:
service TCP_Optimizer, sequence 20 , fail-action bypass
ip 172.16.30.200 track 15 [ UP] ]

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]
ip 172.16.2.201 track 14 [ DOWN ]

Match clause:
ip address (access-lists): APP

Service chain:

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]
ip 172.16.2.201 track 14 [ DOWN ]

Policy Interfaces:
Vlan 2011

Bl A—HERLS VY
ROPNT, F= FRA L MIET w7 IDEEIV U THHEZRLTHET,

epbr service FIREWALL

probe icmp

service-end-point ip 1.1.1.2 interface Ethernetl/21
probe track 30
reverse ip 1.1.1.3 interface Ethernetl/22

probe track 40

service-end-point ip 1.1.1.4 interface Ethernetl/23

reverse ip 1.1.1.5 interface Ethernetl/24

5l :ePBREY > 3V %&FERALI-ePBRY—ERDER

wOFNL, ePBR YV —ERAD P 2#EEHZ . OV —E R = K RA LV 2B 5 HES
AL TVWET,

switch (config) #epbr session
switch (config-epbr-sess) #epbr service TCP OPTIMIZER
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switch (config-epbr-sess-svc)# no service-end-point ip 172.16.20.200 interface VLAN200

switch (config-epbr-sess-svc) #service-end-point ip 172.16.25.200 interface VLAN200
switch(config-epbr-sess-svc-ep)# reverse ip 172.16.30.200 interface VLAN201
switch (config-epbr-sess) #commit

Bl :EPBRtEv a3 v&ERAL-ePBRARY O —DEE

WOFNE, ePBRA Y —DIPEEEHZ, BEINTZRI O~ T 74 v 7 DY —ERATF = —
VEBINT S FEE R L THET,

switch (config) #epbr session

switch (config-epbr-sess) #epbr policy Tenant A-Redirect

switch (config-epbr-sess-pol)# no match ip address WEB

switch (config-epbr-sess-pol) #match ip address WEB

switch (config-epbr-sess-pol-match)# 10 set service Web-FW fail-action drop load-balance
method src-ip

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer fail-action bypass
switch (config-epbr-sess-pol) #match ip address HR

switch (config-epbr-sess-pol-match)# 10 set service Web-FW

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer

switch (config-epbr-sess) #commit

5l : ePBR #f5tR 1) L —DxRR
WOBNE, ePBR FFHHR U o —%FKRT D HEEZRLTNET,
switch# show epbr statistics policy pol2
Policy-map pol2, match testvé6acl
Bucket count: 2

traffic match : epbr pol2 1 fwd bucket 1

two : O
traffic match : epbr pol2 1 fwd bucket 2
two : O

ZTDMDSEERH

ePBR DR DFEMICOWNWTIL, IRD($E 7 v a 2B LTI ZEN,

BAEIRH IX=aT7ILEA LI

IP SLA /X7 > k@ CoPP DAL Cisco Nexus 9000 3 V) — X NX-OSIP SLA % 7
9.3(x)

ePBR 7 A &> A ['Cisco NX-OS Licensing Guide]

ePBR A7 — LA ['Cisco Nexus 9000 Series NX-OS \erified Scalabilit
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