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FBE. TN ETILOMENKDILET,

Ty a®T ML, Ry NI =IO T —H BRI A Y —I 7L, 7'74’7/ i
HMLET, T7VANI T T vva ETAEAR—T ML, E=X ) 7 T=2IZXEVT
NWEALTT IV EATEDLEIICLET,
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FLARMY) aOvR—x2bETOER
FLAR I, KD 450 EEAEECHERINET,

cT—ARIRE T LA N FT=FIL, @B4 (DN) RREEHLTHEESNIAT V=7

NETFTANDT T UFIZHDHT =L EHRT Y (DME) T—# X—AMLINESET,
T IXEMPNCEE SN D (BES—R) | FRELIEASROF TV 27 NTEEN
HoTHGRIZOHRBFTEET (S X h _X—2R) , NX-APIZMH LT, HES—ZD
TR ENETEET,

cTF—AR I A—TFA4VY T LAN) Zmra—ARN, WESNE-TF—# % o<
EETXA LML LET,

NX-0S i, 7V A MU 5—4# % Google Protocol Buffers (GPB) 3 X NJSON BTz
a—RFLET,

e T—R FSURAR—F :NX-0SIZ., JSONZ= > o2 — RIZHTTPZFEHLTT LA R F—
X wiiik L, GPB = 22— KiZ Google U E— h 7B — % 22—/)L (gRPC) 7' & k)L
EFEMALET, gRPCL ¥ —1—X, 4MBZBAX DA vE—Y A XEHPR—MLET,
GERAENERINTWAIEEIE, HTTPS 2 L7z7 L A MY =X R — S
£7, )

Cisco NX-OS U U—2 9.2(1) LAFE, 7 L A b U X IPv6 #5003 L OV IPv4 $5#5 e ~D A b
V=7 %Y AR—brTBL51270FE LT,

Cisco NX-0S U U — = 7.0(3)I7(1) LAF&, UDP 3 XUt % =7 UDP (DTLS) AT L A KV
R AR—h 7a bajgd LTHR— IR TWET, UDP #3257 DR E B
TXF4, UDPBLIOEXF a7 UDP Oy a2—F ¢ > 7%, GPB £7-1XJSON 2T % =
LINTEETS,

WDa<wy REERA LT, JSON £/21XGPB DT —Z 75 L Viry ML TTF—4%
AN =IO FTHLEIICUDP h T AR— AR LET,

destination-group num
ip address xxx.xxx.xxx.xxx port xxxx protocol UDP encoding {JSON | GPB }

IPv4 $555E 5 D Hil:

destination-group 100
ip address 171.70.55.69 port 50001 protocol UDP encoding GPB

IPv6 $5e 5 Dl

destination-group 100
ipvé address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A MV IZIZRD~y X —NH Y £9°,

typedef enum tm encode {
TM_ENCODE_DUMMY,
TM_ENCODE_GPB,
TM_ENCODE_JSON,
TM_ENCODE_XML,
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TM_ENCODE_MAX,
} tm_encode_ type t;

typedef struct tm pak hdr_ {
uint8 t version; /* 1 */
uint8_t encoding;
uintlé_t msg_size;
uint8_ t secure;
uint8_ t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;

WKDONT IO FET, XA a— ROEFID 63 2L T, UDPZMEHAL TCT L X
MY S—Z 2B LET,

s ZENDEEL DT RRA 2V FINBERBRDIA T DT —HEZE3TDHI LI oTWY
LEIE. ~y A —DIEREHFEA T, T—FOTFa— NfEH+T 557 a—%— (JSON
F721X GPB) #RELET,

el DOFT a—H— (JSON £721X GPB) BNMLET, $ 9 1 ODFT a—F —|TMHITE/R
LEE, ~y X —%HIBRLET,

A\

G¥)  UDP”'m ha vz LG A. ZEMDOOSREy NU—7 D&
Z L > TiE RNy y b ey IPRBAETIHIHERH D F7,

cTLARY) LY== T LA Ly —N—F TVAN) T—X5RGFTDH)E—
NMEHFLS 2T AT,

GPB -y a—#—, IWHAF—LEOEATT—22BMLET, /2. 7—¥ % GPBEX
WCEWT 5120%, 2 %A LV ENT- proto 7 7 ANMERD A ZF— 23 GPB = o 22— Z T
BT,

T=HZ AN —=LEZELLZELTTa—FFT510F, ZEMT=ra—RE M7 AR—
P—ERELIR L7 .proto Tr7ANVBYMETT, =a— KNI, X FU AU —L%EF—
EOXLFHNDORTIZTa—FLET,

GPB x> za—F 17 & gRPC b T AKR— M ZFEW T 5 telemetry .proto 7 7 A /LiE, Cisco
® GitLab TAFTE £7, https:/github.com/CiscoDevNet/nx-telemetry-proto

TFLAMY TOXROEEAM
TULARNY o ROEAMEEX, ROBETYHERE—FINTWET,

[VAFLDOYAO—FK (SystemReload) ] — AT AD U a— Rz, 7L A kUKL
AR =T P—ERABEILINET,

[FRERXDOBERE (Process Restart) |: e ALNOEETT LA M) TakvAR7 ) —
REITHED LI2GE, BRI, MRBLOA N —I 7 =R EHE L LE
ﬁqo

=FLEHETFLA Y )
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TLAMIDSA LV REH
£ AU REH

CiscoNX-OS |7 L X MVICIETA B RAEIMEDHY FHA, T4 BV AR r—JIlEF
TR WEREIT Cisco NX-0S A A —I2y RLENRTERY , EETit
SNET, NX-0S 74 & AHFROFEMIZOWTIL,  [CiscoNX-OSLicensing
Guide] Z#Z&M L T Z&W,

Telemetry DA VA b—I)LET Y THL—FK

TIVr—2avDA4 R =)L

TVUVAN) TV — 3 VIERPM & LTy I —U b TEY, NX-08S VU U—RI|Z
BENTVET, RPMIX, A A—Y 7= T v 7D—ELTT 74NV T, A F—LE
ET, featuretelemetry 2~ K& LT, 77UV r—va aiEELES, RPM 7 7 A
VX /ropms T4 L7 MUIZHY, RO XD RARIDMHT HILTUWET,

telemetry-version-build_ID.libn32_n9000.rpm

telemetry-version-build_ID.libn32_n3000.rpm

ROBID L 51T
telemetry-2.0.0-7.0.3.I5.1.1ib32 n9000.rpm

telemetry-2.0.0-7.0.3.I5.1.1ib32 n3000.rpm

BMAOBHEBEDS VR =)L
RPM 2T A ADT— K7 T v a|labt—L, bash 7027 EhbikOa~y REfiHL
ESc R

feature bash
run bash sudo su

FLTC, AN AT =R 7TV alZRPMO 2 —%2 LET, vash 72 F I bROa~
VREMEALET

dnf upgrade telemetry new version.rpm

TV = ary N7y ST =R, TV = a VEREET A EEERERINE
-éAO

LRIDN—2avIT8 o0 L—FLET

FTLARNY) T r— g ZLRIONRN—=2g3 XX T 7 — R 5120, bash 72
rsbtkDa<wy REERLET,

dnf downgrade telemetry
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TOT4THN—=2a3 VDS

WHRGNN—= g VEERTAHIZE, A v F D exec 7T FMBRD O~ REFELT
i‘j‘o

show install active

)

GE) (BHRDOA A h—L%F R LET (show install active) ] I~ RiE, T v 77 L — RNFEITE
N=%IZ, A VA P—= NV ENTWBEARZ RPM OA %2 F R LET, NX-0OSIZ/N RLEN
TW5T 74/ O RPM TFERSNEH A,

EFILFETLA R QTSEHEIF S SIREIE

T LA MU MR OEE SEEB KO FEIE, RO LB D TT,

T —HEHT Y (DME) A7 47 T NEYR— KT 5 CiscoNX-08S UV — A%
TUARNYZYR—FLET,

LTV R— b REHmMENTOET,
* DME 7 — % I[N
e NX-API 5 — % J— A

*Google VE— k Ym ¥ —Y¥% a—/L (gRPC) k7 AR — k%I L7 Google 7' 12
Fanv Ny 77 (GPB) = a—7 47

cHTTP ZHI D JSON = a—F ¢
e R—FENTWEERNOEERR (FAF ) 13, BENODEAEDO 5 BHTT, 0 &
D KREVEREMOR/NT AT VAEHIZ, AR =07 E3NDET—HDOY A Xk -oTHE

N ET, BMERBOEDF AT U ATHLERMERT S &, BE LRV AT LAEERN
AT HAREMENDH Y £9,

c T LA RNUIE RS OOEREHZER B VA —bLET, 5oL Lok
ZEBEEWET DL VAT ANEE L 2VENEZ TS W REMENH Y £,

e 7L A M UL, CPU HIMHEMDEK 20% #IHE T HAREMELNH D £,

¢ SSLEEFAENR—ZADOFFEE A N — 3 v 75— X OB BAL 2/ T 51213, certificateSSL
cert path hostname"'CN" =1~ > R CH .84 SSLiEEZ L L 7,

*YANG RRIZT VA ) FATUVAERETDHIZODOHA RT3 KDERY T .

*YANG A MU =307 al7ya i1 DDA Ly RBRKETT, 7L X MUIZ
D YANG RANFLET HEEE. TNEFNRRRDFEHMTHEITLC, FRFASF
2= U T ERER L L TCA LD BEASHERDH D F97,
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* YANG /SADT LV A N AT U AZMRT DENC,. &5t A MU — 7R &2k
EL, BEFA R = U 7D b REVEICA A T o 22/ LET, [YANG
IRADHEEORERR] 2L T 7EE0,

HWYY—RIZHFHYU S L—RLE#DOERa<TU KR

HTWI Y =X 7L — R L%, WD U —A TR — IR TWRWA RN H 5
7, —Mo o~y REiZa~y RAETF Y a U SSEER ISR A REENRH Y £, i
W =R ZF T T L—RT BT, BTLOA A—UNEE LZRIZT LA MU EEEE
RAEBR L TR LET, ZOv—Fr Rk, FR—hShTnwinavy REkida~w
YR AT g ORI AERETE £,

ROFIE, ZOFIHEEZFRRL TWET,
T LA NIWKRE 7 7 AN a—LET,

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

HT T L= REEERITLET, A A—URERSI, A v TFORERTEZL, T
VAU A AL v FIZat—LTRLET,

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config)# telemetry’

"switch(config-telemetry)# destination-group 100°
“switch(conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest)# sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

"switch (conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...
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Copy complete.
switch#

gRPC TS5 —DENE
gRPC ZEHE N 20 DT —%K(E LTcHE, AA vTF 7747 MX gRPC ZAGH ~DHEE
ML ET, gRPCZEHEZHNITDITIE., BRI V—TDTFOHEEIP T KL AD
R A fRER L CHERT 2 0ERAH Y 7, —HO=7—DNEIL, kOLEY TT,
«gRPC 7 AT M3 EF o7 45X L CiR o TRl E 2 X5 T 5,
¢+ gRPC L I —/NTDI T4 T b A=V BIIEERR N TEC, ¥4 LT 7 b
NREAET L, IOA =AYy REFHLTA -V 20T 5 LT, A1
LT M&EREELTWD,

gRPC F S VY RAKR— DT LA ) [EHE

gRPC b7 VAR — FTlEL, 7LV A NYEREOF AR — F2FIHTEZ E£9, use-compression gzip
a<y REFALTC, EfeAcTs2enTcEEd,  (nouse-compressiongzip 2~ K
CTHEAM A LET, )

ROBITIX, EMEEAEINILET,

switch (config) # telemetry
switch (config-telemetry)# destination-profile
switch (config-tm-dest-profile)# use-compression gzip

WOHNL, FERERENNCR>TWVWAI AR RLTWET,

switch (conf-tm-dest)# show telemetry transport 0 stats

Session Id: 0

Connection Stats
Connection Count 0
Last Connected: Never
Disconnect Count 0
Last Disconnected: Never

Transmission Stats
Compression: gzip
Source Interface: loopbackl (1.1.3.4)
Transmit Count: 0
Last TX time: None
Min Tx Time: 0 ms
Max Tx Time: 0 ms
Avg Tx Time: 0 ms
Cur Tx Time: 0 ms

switch2 (config-if)# show telemetry transport 0 stats

Session Id: O

Connection Stats
Connection Count 0

Last Connected: Never
Disconnect Count 0

Last Disconnected: Never
Transmission Stats
Compression: disabled
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Source Interface: loopbackl(l1.1.3.4)
Transmit Count: O

Last TX time: None

Min Tx Time: 0 ms
Max Tx Time: 0 ms
Avg Tx Time: 0 ms
Cur Tx Time: 0 ms
switch2 (config-if) #

BUFIE, POST A — R & LT use-compression D] T7,

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"
}l
"children": [
{
"telemetryDestOptCompression": {
"attributes": {
"name": "gzip"

gRPC F v > ¥ 25 DY H— k

UYU—292(1) LK, gRPC F v > 7 OV R— b BNBIENE L, AN —I U 7 HIEFIC
179121, gRPCH 1I2MB 2 X 5T — ¥ BEZEHICEETIVLERNL LGS, Ty 7%
HNZTHMERDH Y 7,

gRPC =—H—|%, gRPCTF v 7 ZATHIMENH Y £7, gRPC 7 T4 7 > MAZWr b %17
VW, gRPC H—MANTY 7T AEITVET, TUA RVIESIEHEAETYICNNAS Y RNER
TEY, AFY PAZXNRT LA MVIZHFASNTWEHIETHS 1I2MB 2B 25 &, T—4
DHIBRES A AREMER SV 9, T 752V AR—bT2E, [T A MY arR—x2 b
BLO7rtvA] TRASNATWS X 1T, gRPC F ¥ > 7 AICHEH 7=, Cisco ® GibLab
TAFRRERT VA RY proto 77 A /NVEHFALET,

F ¥ 7 YA XL 64 ~ 4096 /XA kT,
RIZ. NX-APICLI IZ & ARkl 2+ LET,

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
destination-group 2
ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB
use-chunking size 64
sensor—-group 1
path sys/intf depth unbounded
sensor-group 2
path sys/intf depth unbounded
subscription 1
dst-grp 1
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snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2

snsr-grp 2 sample-interval 15000

WIZ. NX-APIREST |2 L A Hspkp 2 2F= L ¥,

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

CiscoMDS ' U —X AA »F 72 gRPC F ¥ 7 Y HR— K LTHWRVI AT ATIE, KO
TT— Ay —UNFRENET,

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API £ >4 — /R X DHIR

NX-APIL (%, show =~ RZFEH LT, DMEICELFEELRWA A v FIERZINVE L TR K
V—I 7 TExET, tf:b DME 65 —% %A U —32 7450 012 NX-API & f#
AT 56L&, WIRT X2, BEAEOIERIRERSH Y 7,

« A wF Ny xR, show 2~ K72 8D NX-API FFOVH L 2 BB L 9,
* NX-API (X, CPU DK 20% Z{HE T HARELEDOH DN DD T v A2 ER LT,
¢ NX-API & —# %, CLI 25 XML, JSON [ZEH I F 3,
LU, H8EE D NX-API 7 > Y— /X R BE I 2 2 )[R 3 5 D& sr ot — Y — 7o —
<7,

1. show <2 R NX-API ZHVHR—hr L TWENEIMEHRLET, A7 4T g
ZHEHAL T, NX-APIR VSH 6D a~ 2 REVR—F L TWAENE I D EHERTEE

9 ¢ <command> | json ¥ 7= 1d<command> | json pretty,

A\

GE)  AA v FHISON )& KT £ TIZ 30 UL ELND 2~ RIFRET T 7ES 0,

2. TANBFERITIA T a2 EDDLLOICshow a2~ REFHEL £,

cAfH 2 DHINKIL TR L3~y REFIZEETH 2 EI3BEHT T E S, 72 & 203 show
vlan id 100, showvlanid 101 72 & T4, RV iZ, X7 —~v A&EmESE 57
W, AREREAITEIC CLIFHA 7Y a V2 A L T &, 72 & 213 show vlan
id 100-110,204 T,
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P~ =73 h U X OBNLERGAIL, show a~> NE®EKE X 7T 5 2
CITRET, T A INETHELRHEIEE T —% A L= IR LAV ST LE
ﬁ—o

3. NX-API 25— X ELE L THEHRTI 2 — 20 —FTF LA N ZHERLET,
show =< RaEtEoH— 2 ¢ LCENT S

4. CPIOFERAZHIET 7202, FHEFND show 22~ > ROMER O 5 E0 BT L
A NY ERERR L ET,

5, ARV = 7SN NX-API NI ZBEFODME 2L 7 va o O—#E LT LT
ﬂbiﬁ‘o

T LA RY®DVRFHHR—

TV A MY VREOYHR—FZEY, "I AR—=HFVRFEHFETEET, Zhit. T2+
YU F—Z A Y —an7mr b SV R— 2L THIER, SSH % 721% NGINX il
Yo a VEOBEEOMRELE AR T A Z EAEWRLET,

use-vrfvrf-name =< > RZHHAL T, F 7 AFR— K VRF 2 EETZET,
WOFITIEX, T AKR—F VRF ZEL TWET,

switch (config) # telemetry
switch (config-telemetry)# destination-profile
switch (config-tm-dest-profile)# use-vrf test vrf

PLFIE, POST XA m— R & L TD use-vrf DFITH,

"telemetryDestProfile": {
"attributes": {
"adminSt": "enabled"

}7

"children": [
{
"telemetryDestOptVrf": ({
"attributes": {
"name": "default"

SEBAE RS R MRSV R HR—F

NX-0S U U—=%10.1 (1) VK, BEFED 7 o —3L LyL a< 2 RiZtrustpoint 3 — 7 — R73
BIMSE Lz,

RICHDHDIF, a~v Ko ¥y 7 ATY,

switch (config-telemetry)# certificate ?
trustpoint specify trustpoint label
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WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint
WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

BSERR k&Y H— b

NX-0S U U—210.1 (1) LK. destination-group =2~ > N{Z host ¥—TU— KBS E L
7=

WIZ ., HEGHEAR A N DY R— Ol ZRLET,

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipvé Set destination IPv6 address

switch (conf-tm-dest)# host 2
A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

/ — FEAFDYR—F

NX-OS U U —=x10.1 (1) LA, use-nodeid =~ REHEHLTT LA NUZEZEDOH A X A
J— R+ CFH R ETCEET, T 74/ MTIIEA MBMERA SN E T,/ — Fikpl
FOVHR—MIED, TV A NIZEZET —H D node_id str OB T EHEETZITEF TX
F9,

usenode-id =~ > RZFEHA LT, 7L XA MU0 7 7 A V& LT/ — RilkBll+2%0
WVCHIENTEET, ZOavy REA7va T,
OB, /— RikBlF Ok 2 £ L CDET,

switch-1(config) # telemetry

switch-1(config-telemetry)# destination-profile
switch-1(conf-tm-dest-profile)# use-nodeid test-srvr-10
switch-1 (conf-tm-dest-profile) #

ROBNE, /— R F PR SN R OZEMTOT LA MV @Mz R L TWET,
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Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection_id: 3896

msg_timestamp: 1559669946501

host =~ > RO F? use-nodeid %7 a2~ &R L E T, B L~ Duse-nodeid 7%
WX, 77— LULORERRE D bR S NE T,

KOFNFa~vr Ry Ey 7 AxFRrLET,

switch(config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json
switch (conf-tm-dest-host)# use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

TUA N ZEHEOHNOWEFRLET

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node_id str : session 1:18112
collection_id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection_start time : 1598485314721
collection _end time : 1598485314721
data :

YANG ETILDRA FJ—S 5 DY HR—

U U —292(1) LA, 7L A M UIX YANG ( [Yet Another Next Generation] ) 7 —4 €7 U >
SEAEVYAR—FLET, T A MU, T34 A YANG & OpenConfig YANG D 5 DT —
2 AN =T hPR—FLET,

oY GIL—TOE—FTLARJIRE

Cisco NX-OS 10.5(2)F LA, ==—4 —|% telemetry CLI TH LW CLI A7 3 >~
merge-subscriptions ZfEfl L C, oV — N —TNEEOV T A7) T a Nl EENTE
0. BRI N—T TR T 7 A VR SN TTOWARWEARIL, B — =T OB —DT
LARNY a2y 2 ERCEET,

c ZDORTEIIAXRV N TRAI Y P g ifMERATEEE A,

BRI TN —T e —UY TRV S g DT 4R T 7 A NVEREIL, FEIC ERMEN
HFER A, Mﬂmfﬁ7ﬂ/7éﬂiﬁh ZOYA, WEITTXToeH—7 L —
R L CTEBN AT E T, ZAUILRIO U U —RX LR LTY,

s U TAMRERRENY T A7 ) T v a v OF —ZEEOY TR
min_sample_interval*floor(cur_sample_interval /min_sample_interval) D& H L THRIE S 41
£7

* min_sample_interval |X, T X CTOHFT A7) Foa Db — T —T D/
VR T,

B =7\ EsRTFLARY
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o cur_sample fif@IL, TR — T N—TDREDOY T A VT a7V
T,

c ZIDA T aATURION ) — AT TE T A, BT = v 7 TOIRME AR
D10, X7 Lb—RTDRNCZOREEHIFRL T ZE0,

CLIZERAL=T LA ) DFER

NX-OSCLI ZfERA LT L A ) DIERK

WOFIETIE, ARV =T FTLAMIZAIZL, T—% A MU —ADEETT L BRI
R LET, ZNOHOFEICIL, SSL/TLS FEAE L GPB = a—F 4 V72 H T L THE
KT DA T arrOFIBELEENLTHET,

3R H BHIIC
AA T, CiscoNX-0S U U —R 7305 LED Y V—RAZFATL TN DHLERH Y £7,

FIEOHE

©®NOARWN A

1.
12.
13.
14.

15.

16.

17.

18.
19.
20.

(f£&) openssl argument

configure terminal

feature telemetry

feature nxapi

nxapi use-vrf management

telemetry

[no] merge-subscriptions

(f£5) certificate certificate_path host URL

(fEE) M7 AR— KN VRFZIEET S0, gRPC b7 VAR — DT LA NV JEME%
A LET,

sensor-group sgrp_id

({£&) data-source data-source-type

path sensor_path depth 0 [filter-condition filter] [alias path_alias]
destination-group dgrp_id

(f£%) ipaddress ip address port port protocol procedural-protocol encoding
encoding-protocol

(L&) ipv6 address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol

ip_version address ip_address port portnum

(&) use-chunking size chunking size

subscription sub_id

snsr-grp sgrp_id sample-interval interval

dst-grp dgrp_id

=FLEHETFLA Y )
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F gD FEH
FlE
AV RFERETI3Y =[]
ATvT1 (f£#&) openssl argument T —H k5 DY —s— 2 SSL 721 TLS FiF
- BHEALERLET, ZZC, private.key 77 A
o ) JVIREF—TH Y, public.crt [ TAHF—T
RO LD IRRFEDG I HE A LT, SSLTLS REH] | 4
EEAERLET,
« RSA B F — & AEpk 3 51213 openssl genrsa
-cipher -out filenamekey cipher-bit-length
i
switch# openssl genrsa -des3 -out server.key|
2048
« RSA ¥ —%{ERk9 521X : openssl rsa -in
filename.key -out filename.key
i
switch# openssl rsa -in server.key -out
server.key
« ABF—F L IIWE X — A2 BT E A ERK
T HIIE, ROFNEZEZFEITLET, opensslreq
-encoding-standard filename key filename.csr -new
-new  -out  -subj '/CN=localhost’
il
switch# openssl req -sha256 -new -key
server.key -out server.csr
-subj '/CN=localhost'
« ABAF—ZER 9 51213 : openssl X509 -req
-encoding-standard -days timeframe -in
filename.csr -signkey filenamekey -out
filename.csr
i
switch# openssl x509 -req -sha256 -days 365
-in server.csr -signkey server.key
-out server.crt
R w72 |configure terminal ra— RS — REBE L E 4,
i -
switch# configure terminal
switch (config) #

B =7\ EsRTFLARY
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AFw 73 |feature telemetry ARN)—=v7 T A NUSREEZAEICLET,

AFw 74 |feature nxapi NX-API ZHEZ L £,

AT w75 | nxapiuse-vrf management NX-APL#E(E 95 VREEEZ G LT,

RTwv 76 |telemetry AR =27 T LA RN OHERKE— RIZAY &
&1 kR
switch(config) # telemetry
switch (config-telemetry) #

ATFwT17 [no] merge-subscriptions HEOY T A7) a & ENDTRTOEY
i - P TN—TIZH LTI DODa Ly g B
switch# merge-subscriptions L/ﬂiifo

ATvT8 (f£&) certificate certificate_path host URL BEfF D SSL/TLS GEIEA A L £,

1 :
switch (config-telemetry)# certificate
/bootflash/server.key localhost
ATv79 (&) M7 AKR—BNVRFEFEET S0, gRPC| -« destination-profile =~ > FZ A LT, 77+

R AR—F DT LA N EREEICLET,
B -

switch (config-telemetry)# destination-profile
switch (conf-tm-dest-profile) # use-vrf default
switch (conf-tm-dest-profile) # use-compression
gzip

switch (conf-tm-dest-profile) #
switch (conf-tm-dest-profile) #
loopbackl

use-retry size 10
source-interface

VDR T 0 7 s A NV ERRELE T,
s kDA< RELETANLET,
« use-vrf vrf CHEfiSE VRF #48E L 7,

« use-compression gzip Z M L C. ke
DIEAEHIEERE L E T,

» use-retry size size ZfFEH LT, X5
ITORMEEELET, BT vy 77
B X1E 10~1500 A H/3A R T,

« source-interface interface-name . #k =
NlieA v 2 =T 2 A ANMBEETIP T R
VA ERFOPIC T — A N — I
7 LET,

GE)

use-vrf 2~ Ra2fEpk L7=1% . 3 LV VRF NIZHT
LUWERESE TP 7 R L A AR 2 BN B ) F

T, TR L, B A HERURER U CEERL T S 2
LICky, RUEEIP T RLAZHHHTE %
T ZOT 7 vaZky, TUANY F=HT
B LU VRF THI[RE LGP T FLAICA R U —
JvTEnNET,
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ATv 710

sensor-group sgrp_id
1 -

switch (config-telemetry) # sensor-group 100
switch (conf-tm-sensor) #

IDsrgp_id ZFfot o — 7 —TE2ER L, B
P— TN —TREE— RE BB L £,

BIEIX, 7O IDMEOILYR—FEnTWET,
oY= N—7TE, TLARY LE—FDOE
=RV TRR ) — FEERLET,

ATv 71N | ((£E) data-source data-source-type T8 V—2AEERNLET, 7—F V—RLLT
YANG. DME #7213 NX-API D\ U & 3R L
i -
iﬁ‘o
switch (config-telemetry) # data-source NX-API
GE)
DME (X7 7 #/V FDT —% V) —ATY,
25w 712 |path sensor_path depth 0 [filter-condition filter]| & #— /L —F oo — SAZBMLET,
[alias path_alias]
s Cisco NX-0S 9.3(5) V U —ALIBETIX, F—
I U — RPREASINTHET, alias

e D~ Rid, NX-API TiZ72< . DME %
721X YANG IZER &N ET

switch (conf-tm-sensor)# path
sys/bd/bd-[vlan-100] depth 0
filter-condition eq(12BD.operSt,

UITFOMXEEM L, REX—2ADT7 1 L4
V> 7 %M LT, operSt 2% up 7> 5 down
WAL ZICOR MY A—F DX HICL
F9, MOBZELLTHBALERA,
switch (conf-tm-sensor)# path
sys/bd/bd-[v1an-100] depth 0
filter-condition

and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )
UTR D/ 2 2 KRI$ H121E, IROAES 2 Al
HALET,

switch (conf-tm-sensor) # path
sys/ch/ftslot-1/ft alias ft 1

"down")

WD a< Kk, DME Tid7Z2 <. NX-API £
721X YANG IZER &N E T

switch (conf-tm-sensor)# path "show interface"
depth 0

DA~ RiX, 7734 A YANG (25 S 4
\i—g—O

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items|

B =7\ EsRTFLARY

s depthFETiX, Br ¥ — ADOEHE L%
FBE L ET, 0-32. unbounded DIESFHEMN
PR—FENTWET,

GE)
depth0 5 7 # /L F DIRE T,

NX-API X—Z D& P — /&AL, depth0 D
HEEHTEET,

AR MUEDIRANY T 27 54 TENT
WAHBE, ST 0 R R LB EY
R—FLET, ZOMDIEIZO & LTHbDH
*9,

o F 7 =3 O filter-condition /85 A — & ZI5E
LT, AR IR—2DHT 27 ) F g M
DEFED T 4 NVH HERRTE 97,

RER—2D 7 4 WHIBDGE . 7 4 /L HF AL
Z, RENE{L LI XL, FBEINIREE
TARY IBRELTLLEEZOMGERLET,
S>F Y. eq(l2Bd.operSt, ""down’’) @ DN
syslbd/bd-[vlan] ® 7 ¢ /L % 50413, operSt 2328
Fani & &, B WoperSt A3 down TH % i
IZDNDO T m /T RNEF Iz & & (VLAN
HENVE_L down T % [EIZ no shutdown =~ >
RRRITSINT=HERE) I T—shvE
R
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« RO~ RiL, OpenConfig YANG (Tt ] &
nEJ,

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-OS-device:System/bgp-items/inst-items
alias bgp_alias

cRMDa<w NiE, NX-APLIZEHEINET

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« RO~ RiL, OpenConfig (Zi#H v E 7,

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp_alias

GE)
query-condition /X7 A —4% — DME D545,
DN ([ZESWT, RO T MOTL 5 LU
K7 — % % 7 = v F 3 % 7292 query-condition
WRIA—BERETEET, 7V EMHF

[rsp-foreign-subtree=ephemeral | .

YANG =T VDOEEAE, B — 2B
module name : YANG path T3, module name
I3 YANG €7V 7 7 A LV DARFTTT, WIH]
ERLET,

« 731 A2 YANG D4 -
Cisco-NX-OS-device:System/bgp-items/inst-items
* OpenConfig YANG D54 :
openconfig-bgp:bgp

GE)

vV BRUORZ A —Z1%, BUEYANG Tl
R—=FINTWVERA,
depthfilter-conditionquery-condition

openconfig YANG E7 /L OLEIL, ITBE)IL
T, BB Y —ADWG e 7 VX ICHE) L E
9, https://github.com/YangModels/yang/tree/
master/vendor/cisco/nx

FEDETNEA A M—=LTHRDVIC, T
~"C D OpenConfig &7 /L % & ¢ openconfig-all
RPM %A A h—/)LT&EFET, /X FRPMD
A VA = VOFEICONWTIE, [Ny v an
by FRPM ZBINT 5] 2L TLEE
AN

WIZHI R L ET,

install add
mitx-openconfig-bgp-1.0.0.00-7.03.IHD8.1.lib32_n9000.rpm
activate

ATy 713

destination-group dgrp_id
1 -

switch (conf-tm-sensor) # destination-group 100
switch (conf-tm-dest) #

Be e 7 — T E RS LT e S L — TR
T— REHBELET,

BIZE, dgrp idix. FEDOIDEDHREZYR—F LT
WET,

=FLEHETFLA Y )
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ARV FFEREETIVa Yy E]:g]
ATy 714 | (f£&) ipaddress ip_address port port protocol| =  =— KEN7=T L A M) F—H 2553 2 IPv4
procedural-protocol encoding  encoding-protocol IP7 RLAREFR—FERELET,
1 G¥)
switch (conf-tm-sensor)# ip address 171.70.55.69| gRPC T 7V DO N TUAR— Fa haju
port 50001 protocol gRPC encoding GPB T?ﬁ‘
switch (conf-tm-sensor)# ip address 171.70.55.69 °
port 50007 protocol HTTP encoding JSON GPB b§§5;7jﬂ/v]\0)3:;/:1__§f4»>/5f7§7ro
switch (conf-tm-sensor)# ip address 171.70.55.69
port 50009 protocol UDP encoding JSON
ATw 715 | ({EE) ipv6address ipv6 address port port Tra— RSN T VAN F—=2%%ET 5 1Pv6
protocol procedural-protocol encoding IP7 RLAER—FEZEELET,
encoding-protocol .
G¥)
i - gRPCIZF 74V D T AKR—F Fr b o
switch (conf-tm-sensor)# ipv6é address 10:10::1 7?7f0
port 8000 protocol gRPC encoding GPB
switch (conf-tm-sensor)# ipvé address 10:10::1 GPBWRTFT 74V DOy a—F 47 TT,
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipvé address 10:10::1
port 8002 protocol UDP encoding JSON
Z 5w 516 |ip_version address ip_address port portnum RIET—H D570 7 7 A VEVER L ET,
i - ip version I%, ip (IPv4 OIFE) F7=iXipve (IPv6
' DHE) TT
« IPv4 DA - a
gt S gy N = NPTTEN
switch (conf-tm-dest)# ip address 1.2.3.4 port] «]’;;ﬁ}ﬁ'ﬁﬁﬂ/ Zbﬂj"j}(ﬁf\‘) Tvavic ) {7 éﬂ
50003 TWH%a, TVA MY =413, 207w 7y
ANVTHRESNTNDIP T KL A ER— MNIXE
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
ATw 711 | ({EE) use-chunkingsize chunking size gRPC F¥ ' 7 /LT, Fr> 7 A4 X%
B - 64~4096 /XA MIFRELE T, FEMIZOWTIL,
,;M medeet) s _— e [@RPCTF ¥ > 7 DY R—h] B7 v a v 2BRL
wl nr-tm- se-cC. nkin size N
S (e} co es u u g '/C < 71:‘: éb\o
A 7w 718 |subscription sub_id ID%FOH TR Fvary J—RuefEl L, ¥

51

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub) #

TR TV a UERE— REBBLET,

B/E, sub idiE., BFO IDEOHEFR—FLT
WEJ,

GE)

DNIZHT A7 T A4 7T H3551F, A MR
WA M) =7 &N5 X512, £DODNBREST
ZEA L TCDME THAR— RSN TWHENE I
ERER L E9,

B =7\ EsRTFLARY



| EFLEHRFLA Y

vane iz osEE0EE |

ARV FFEREETIVa Yy

E:)

ATv 719

snsr-grp sgrp_id sample-interval interval

51

switch (conf-tm-sub) # snsr-grp 100 sample-interval|
15000

IDsgrp_id D& v Y — ZIN—FEZHEDY T 27 )
Tra Aty LT, 720V TR
(T VRHAD) #FELET,

MROMEN 0 DEGE, A X b X—=2ADYT R
U7ya U MERRE L, T ARNY T—2IL, 5
EENTZMO TOEFIZOREFEENET, 0&
D REWEIRIEOS G, 7LV A M) T—2 R EE
SN[ CEBIBIC SIS SN DB =Y
A7 VT a yPMEREIET, f2E 2R, HMiRiE
2315000 DA, T LA MY T—XIXISHIT LI
EEINET,

ATy T2

dst-grp dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 100

IDdgrp id Z £ SNV — T 2 Z DY T2 Y
TaicV s LET,

YANG /XX DHEE DR TE

YANG S ADBEL, GFFA MY = R bRTDOLERH Y £9, G5FtA U —

FIRDEE

U EBEENE LAER ENTOH R WS,

TLARN) F—HOPNEIZA RN —I

FRED LR D2DZIERHVET, ZORIWTIE, RO ENDLNY ET,

e T UL AN FT—=HNZEM~DA N
nN5HF¥ 22—,

—I V7RV BESERHSIND D, RAITHTZS

* ﬁff@?ﬁﬁﬁ%f%%f‘lif;mgu\; L ARY ,7‘__&0

BRIA MU= ZHFR LD & REVMEIZHE 2Rk L £7,

sensor group number
subscription number

apwbD-=

show system resources

show telemetry control database sensor-groups

snsr-grp number sample-interval milliseconds

=FLEHETFLA Y )
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FIED
FIE
AU RFEREET7TIVa Y ]3]
Z T 71 |show telemetry control database sensor-groups ARPA N —I UV EHAE L E T,

i
switch-1# show telemetry control database

sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID
Sampling interval (ms)

Sensor Group type
Linked subscriptions SubID|

1 2 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max) :
2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max):
2515/2356/28403
Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop count =0
2 1 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection_id dropped =0
last _collection id dropped = 0
drop_count =0
switch-1#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded

subscription 1

B =7\ EsRTFLARY

A AN = U TENIE, SRV P— I —T D
il # DHAED A NV — 3 v I OAFH T, fHx
DA NY—I 7RI, S UPREMNOARY —3
VR (Cur) ICERESNET, ZOHITE, A
HA R =3I 7T 2.664 7 (2515 3 U b +149
RUH) T

R shi=#HEz Y — I N—TDOEFHA MY —
SR L R L E T,

BEIY AR CERENET, ZOFITH,
BEFA N Y= T (2,664 7)) D37 A T A
(T 74/ 5D 5000 F) Ko b=, HEET
ELLHEEENTWET,



| EFLEHRFLA Y

cusgmLETLA ~yone |

AU RFERETIVa Y

B8

dst-grp 1

snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

Z 5 72 | sensor group number BRFA R — I U TR T OBELL EOGE | [
i - Rz E LIz =7 =72 A LET,
switch-1(config-telemetry)# sensor groupl

AT 7 3 |subscription number oY= TN —T DYV TR ) S g s hRELE
1 - kR
switch-1 (conf-tm-sensor)# subscription 100

R T w 7 4 |snhsr-grp number sample-interval milliseconds W o — S — I oONT, IR E
1 - EFHARN)—I 7ML Y L REVEICHKEL
switch-1(conf-tm-sub)# snsr-grp number R
sample-interval 5000 ZOFTIE, YT VREIRRIE 5.000 FHCERE ST

WET, ZhUE, 2664 POEFA MY —I U
& bENZD, AT,
AT 7 5 | show system resources CPUDERPRILZHER L T I2& W),

1 -

switch-1# show system

resources

Load average: 1 minute: 0.38 5 minutes: 0.43

15 minutes: 0.43

Processes: 555 total, 3 running
CPU states : 24.17% user, 4.32% kernel,

71.50% idle
CPUO states:
97.87% idle
CPUl states:
kernel, 3.00% idle
CPU2 states:
88.88% idle
CPU3 states:
98.97% idle
Memory usage: 164000
10538432K free
Current memory status:

0.00% user, 2.12% kernel,

86.00% user, 11.00%

8.08% user, 3.03% kernel,

0.00% user, 1.02% kernel,

84K total, 5861652K used,

OK

ZOFNTRT X 912, CPU = — ¥ —REEA v Vil
FamLTODLHE, HEL AN — IV JENRTE
LM ENTWEY A, ZOFIEZHEY KL T,
BEZIELSRELETS

CUZFERALI=TLA M) QOEBH

WOFIETIE, GPBZra—F 4 7 AL TI0MDOY XAATHE DT L A U DME A
h U — B EAER T B IFIEIC OV TR L £,

switch# configure terminal

switch (conf
switch (conf

ig) # feature telemetry
ig) # telemetry

(

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
(

switch (conf

ig-tm-dest) # exit

=FLEHETFLA Y )
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switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

ZOHITIX, sys/bgp /b— F MO DT — % &% 1P 1.2.3.4 78— bk 50003 (2 S YT LA b
V=X 79T A7) 7y arz2ERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000
switch (conf-tm-sub) # dst-grp 100

WIZ, sys/intf DT —HX & 5T L1, 56 IP1.2.3.4 K —F 50003 ICA MU —I 7L,
test.pem ZEH L THRIESN7ZGPB = a—T 4 V72 FEHALTA N —2%2EE{LT 5
VTR YT a ORI E R LET,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

switch (conf-tm-sub)# dst-grp 100

ZOWITIX, sys/cdp DT — X ZHEGIEIP 1.2.3.4 R— bk 50004 ([Z 15 LI A R —3 >
TIAHY T2 ) P g BERLET,

switch (config) # telemetry

switch (config-telemetry) # sensor-group 100

switch (conf-tm-sensor) # path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 15000
switch (conf-tm-sub) # dst-grp 100

ZOMFITIE., 150 T iZshow o~ RTF—HDHF AT U ANR—ZADaLr g s EERL
F7,

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest) # sensor-group 1

switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor)# path "show system resources" depth 0

switch (conf-tm-sensor)# path "show version" depth 0

switch (conf-tm-sensor) # path "show environment power" depth 0

B =7\ EsRTFLARY
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switch (conf-tm-sensor) # path "show environment fan" depth 0

switch (conf-tm-sensor)# path "show environment temperature" depth 0

switch (conf-tm-sensor)# path "show process cpu" depth 0

switch (conf-tm-sensor)# path "show nve peers" depth 0

switch (conf-tm-sensor)# path "show nve vni" depth 0

switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0

switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0

switch (conf-tm-sensor) # path "show policy-map vlan" depth 0

switch (conf-tm-sensor)# path "show ip access-list test" depth 0

switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0
switch (conf-tm-sensor) # subscription 1
switch (conf-tm-sub) # dst-grp 1
switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOBEITIE, sys/fm DA R b R=ZADY T A7 Y T g 2ERLET, sys/fm MO (248
R DLGAEIZDOR, T— 2 XTI A N —I v 7 EnET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

@iz, YU PARBIRAELERETHZ LT, B — S — TR AR— A5 A Xk
R EFLTZD, AR N R=ANG BFERAR—RZER L) TEET, ZOFITIE,
oY — TN —TEROFANOCEER—RZELELET, KOavr KO%, 7VARY T
TV =2 a AT T LT sys/fm T— X DT A~DA N — U EBB LT,

switch (config) # telemetry
switch (config-telemetry) # subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

BEOv L f— I N—TF LR 1OV T2 ) S g ) vy TEET, ZofloH
T2V gt A=Yy hABR—F1/1DOF—F % 4 5ORDHEEFLIC10H T LI
AR =T LFET,

switch(config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch(conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub) # dst-grp 200

=FLEHETFLA Y )
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WIZ, B — T N—TIEEDO AR EED, Etile /7 V— 1@ %R T e 7 v AV E
B, P T AT VT g v EERO— T N—TF LR T N— T T TE Bl ERR
L/i‘é—o

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epld-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry) # sensor-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest)# subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 200 sample-interval 20000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900

switch (conf-tm-sub) # snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

ZOFENZRY XL 912, show running-config telemetry =~ > R&HA LT L A b Uk &
RTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100
ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB

B =7\ EsRTFLARY



| EFLEHRFLA Y

Telemetry Merge 4 7 X9 ') 72 3 v OEFH .

ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

ZOBENZRT L D IZ, use-vrf 2~ R & use-compression gzip =~ > K& il LT, gRPC ®
RNV AR—=RVRF &ET LA RN F—HEMERETEET,

switch(config)# telemetry

switch (config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-vrf default

switch (conf-tm-dest-profile)# use-compression gzip
switch (conf-tm-dest-profile)# sensor-group 1

switch (conf-tm-sensor)# path sys/bgp depth unbounded
switch (conf-tm-sensor)# destination-group 1
switch(conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 1

switch (conf-tm-sub)# dst-grp 1

switch (conf-tm-sub)# snsr-grp 1 sample-interval 10000

Telemetry Merge Y 7 X9 1) T 3 > DR

KIZ, merge-subscription Z KT A H1 %R LET,

Telemetry
merge-subscriptions
destination-group 1
ip address 192.186.1.2 port 1 protocol HTTP encoding JSON
Destination-group 2
ip address 192.168.1.3 port 2 protocol gRPC encoding GPB
sensor-group 1
path sys/fm
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
subscription 2
dst-grp 2
snsr-grp 1 sample-interval 25000

T —= =T 1OTF =T 0BT EINESHET, ESET =213, 108 T8I
YT A7) T a1 OEGERICEE S, 20002810 TR U Ty a 2 OBEREICEE
SIET,

BT AT S a2 O snsr-grp 1| OFITIEL, min_sample [EIREIEX 10 2, cur_sample_interval | %
5B TT, LMo T, 207 —Z X200 T LI ESNET,

Sample interval = 10*floor (25/10)

= 10*2
= 20s

BROMEDR
WDa~r REFEHAL T, IOA R EMRLET,

show telemetry control database sensor-groups

Sensor Group Database size = 1
Row ID Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
SubID
1 1 Timer /DME 10000/Running 2
1

Collection Time in ms (Cur/Min/Max): 1/1/2
Encoding Time in ms (Cur/Min/Max): 0/0/0

=FLEHETFLA Y )



B .1 rvommemstEs

Transport Time in ms
Streaming Time in ms

Col
col

last_collection id dropped

DRR

(
(
lection Statistics:
lection_id dropped

drop_count
Configuration method: CONFIG_ DME-ADMIN

EFLEHETLA Y |

Cur/Min/Max): 10003/10003/10003
Cur/Min/Max): 10004/10004/10006
=0
=0
=0

2 1 Timer /DME 20000*/Running 2
2

Collection Time in ms (Cur/Min/Max): 1/1/1

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 4004/4004/4004

Streaming Time in ms (Cur/Min/Max): 4005/4005/4005

Collection Statistics:

collection_id dropped =0

last_collection_id dropped = 0

drop_count =0

Configuration method: CONFIG_ DME-ADMIN
*Calculated sample interval for merge-subscriptions

T LA M) DB EMETFBROKRT

D NX-OS CLIshow =~ REFEHA LT, T L A U O, HEHEHR., —

7=, BLOD

Ty va U ERERRLET,

show telemetry yang direct-path cisco-nxos-device

Toawy R, oA LY b8 p—< L ANE ET B L S ICEET Y a— FEH 7 YANG
INAZEFRRLET,

switch# show telemetry yang direct-path cisco-nxos-device

)

PP PP P OOJo b wiN
B WN R O— — — — — — — —

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipv6-items

show telemetry control database

WIZ, TV AN OERE KL CWAIHNEHT —F X—ADa~v REFRRLET,

switch# show telemetry control database ?

<
>
>
d
d
s
s
s

CR>

>
estination-groups
estinations
ensor-groups
ensor-paths
ubscriptions

B =7\ EsRTFLARY

Redirect it to a file

Redirect it to a file in append mode
Show destination-groups

Show destinations

Show sensor-groups

Show sensor-paths

Show subscriptions



| EFLEHRFLA Y

FLA by o emtERox® [

| Pipe command output to filter

switch# show telemetry control database

Subscription Database size = 1

Subscription ID Data Collector Type

100 DME NX-API

Sensor Group Database size = 1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
ZOawY NI, FLANIREDES Y —RADFEMAEFR R LET, ZhiTiE, =ra—
T4 T, WE, R UAR—b, BEIOA NI =7 Ohv v 2REERET,

switch-1(conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp(l) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA
NA

=FLEHETFLA Y )



EFLEHETLA Y |
B .7 rvonmesstERoRT

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107
Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch-1 (conf-tm-sub) #

show telemetry control stats

Zoa<wr R, TUA N OERICOWTONET —Z _X— 2Dt E2FR R LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures
Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures
Sensor path Database creation failures

Sensor Group Database creation failures
Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

O O O O O OO OO OO0 O0OO0O0O0O0O0O0O0ooooooo

B =7\ EsRTFLARY



| EFLEHRFLA Y

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

FLA by o emtERox® [

O O O OO OO OO0 0O0O0O00O0O0O0O0O0O0O0O0OOOLLOLOO OO

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy ML, T NEICET MR ARREERE R L E T,

switch# show telemetry data collector brief

show telemetry data collector details

Zoaxy FE, INTOrr = 205 Eate, 7 — 2 WEICET 2R maHFma

FRLET,

switch# show telemetry data collector details

show telemetry event collector errors

Toavwy NI, ARV LIl T AT —

FHiF e 2R LE T

=FLEHETFLA Y )
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switch# show telemetry event collector errors

APIC-Cookie Generation Failures -
Authentication Failures -
Authentication Refresh Failures -
Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O OO O OO0 OOOO0OWOoOoOoOoO oo

show telemetry event collector stats

Zoavwy RiE, TRTOBU— RZAONREGTeA N b 2Ly g ST LHEE
wMERRLET,

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

show telemetry control pipeline stats

Zoa<wrRE TULA R LTI UORFHEREF R LET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0
Event Collector:
Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0
Memory:

Allowed Memory Limit
Occupied Memory

1181116006 bytes
93265920 bytes

Queue Statistics:

B =7\ EsRTFLARY
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Request Queue:
High Priority Queue:

FLA by o emtERox® [

Info:
Actual Size = 50 Current Size
Max Size = 0 Full Count
Errors:
Enqueue Error = 0 Dequeue Error
Low Priority Queue:
Info:
Actual Size = 50 Current Size
Max Size = 0 Full Count
Errors:
Enqueue Error = 0 Dequeue Error
Data Queue:
High Priority Queue:
Info:
Actual Size = 50 Current Size
Max Size = 0 Full Count
Errors:
Enqueue Error = 0 Dequeue Error
Low Priority Queue:
Info:
Actual Size = 50 Current Size
Max Size = 0 Full Count
Errors:
Enqueue Error = 0 Dequeue Error

show telemetry transport

WIZ, RSN TWABTRCOEREY Yy a VOl ZERLET,

switch# show telemetry transport

Session Id

192.168.20.123 50001 GPB gRPC

IP Address Port

Encoding Transport Status

show telemetry transport <session-id>

ROaA~ 2 RTIE, FEDHEREE Yy v a v OFEMRtE Yy va UERPERINET,

switch# show telemetry transport 0

Session Id:

IP Address:Port

Encoding:
Transport:
Status:

Last Connected:
Last Disconnected:
Tx Error Count:

Last Tx Error:

0

192.168.20.123:50001

GPB

gRPC

Disconnected

Fri Sep 02 11:45:57.505 UTC
Never

224

Fri Sep 02 12:23:49.555 UTC
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switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235
Transport: HTTP

Status: Disconnected

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

wIZ, IPv6 = b Y O AHI 2R L £,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]1:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0

Dropped Retry Messages: O

show telemetry transport <session-id> stats

W, BEDEESEY v g VOO a~y RErLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> stats

WIZ, FFEDYEE vy v a VOO~ RERLET,

Session Id: 0
Transmission Stats
Compression: disabled
Source Interface: not set ()
Transmit Count: 319297
Last TX time: Fri Aug 02 03:51:15.287 UTC
Min Tx Time: 1 ms
Max Tx Time: 3117 ms
Avg Tx Time: 3 ms
Cur Tx Time: 1 ms
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FLA by o emtERox® [

show telemetry transport <session-id> errors

WD a<y RTIE, BEDEYY vy a v O T — O ERNFTRINTT,

switch# show telemetry transport 0 errors

Session Id: 0

Connection Errors

Connection Error Count: 0

Transmission Errors

Tx Error Count: 30

Last Tx Error: Thu Aug 01 04:39:47.083 UTC
Last Tx Return Code: No error

show telemetry control databases sensor-paths

ZNHDRDOIERRTIAIZ LV . D show telemetry control databases sensor-paths =~ > K
NI FELNET,

feature telemetry

telemetry
destination-group 1
ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB
sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

o< KT,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query : Filter

1 No 1 0 Full sys/cdp(l) : NA
: NA

GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

Transport Time in ms (Cur/Min/Max): 1027/55/1045

Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full sys/intf (1) : N
A : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 66/64/114

Encoding Time in ms (Cur/Min/Max): 91/90/92

Transport Time in ms (Cur/Min/Max): 4065/4014/5334

Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0 Self sys/mac (1) : NA
NA
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GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 1/1/47

Encoding Time in ms (Cur/Min/Max): 1/1/1

Transport Time in ms (Cur/Min/Max): 4/1/6

Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

wKDa<wy N, TR_XTOR T AR— vy arzL—71L, |20a<vy RTIEHRAZH
HLET,

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

WwIZ, TLVARY FIvAR—F By g roflarlEd,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLARYIDIASILARY b

TT 2 ATV AR N R— 57012, FiLinver— "2 72U FERBEIMISNE
Lize THUT 427 0 T ONRAR N AN = U T EFEZTHITE, RO
SRR LET,

sensor—-group 1
path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 AT AR Y R—= T LEOMOE Y — NRFTRDOEBY TT,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

FLAR) O EFL—RBFHRORT

ok hl—REREFRTRTHIIE, RONX-OSCLI 2~ REEHRALET,

B =7\ EsRTFLARY
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FLAtyave rL—z2EgoRT [

FHOZAILBR—FFLARM)ERE

ZDONX-OSCLIZi= > R, 57=HL P R—baln5T5TL AN o ZJONEZINELE
T, ZOHITIX, a~ FHEIIN T =759 3277 A NI AA LT FENET,

switch# show tech-support telemetry > bootflash:tmst.log

tmtrace.bin

CZOBASH Y =/l a<  RiE, VA MY PL—REIRELTHALET,

switch# configure terminal
switch(config)# feature bash
switch (config)# run bash

bash-4.2$ tmtrace.bin -d tm-errors
bash-4.2$ tmtrace.bin -d tm-logs
bash-4.2$ tmtrace.bin -d tm-events

Bl

bash-4.2$ tmtrace.bin -d tm-logs

[01/25/17 22:52:24.563 UTC 1 29130] [3944724224] [tm ec dme auth.c:59] TM EC: Authentication
refresh url http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.565 UTC 2 29130] [3944724224] [tm _ec dme rest util.c:382] TM EC:
Performed POST request on http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.566 UTC 3 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:
Starting leaf timer for leaf:0xllel7ea4 time in ms:540000

[01/25/17 22:52:45.317 UTC 4 29130] [3944724224] [tm_ec dme event subsc.c:790] TM EC:

Event subscription database size 0

[01/25/17 22:52:45.317 UTC 5 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:
Starting leaf timer for leaf:0xllel7e3c time in ms:50000

bash-4.2#

\}

GE)  tm-logs 47> a VFTNETH D7D, T 74/ B TIEEDI 2> T ERHA,

tmtrace.bin -LD tm-logs ¥ KT tm-logs EHNZLET,

tmtrace.bin -LW tm-logs I~ }‘é"’fjﬁiﬂq LT tm-logs ii’,ﬁg;j”: 1/35—’9%0

show system internal telemetry trace

show system internal telemetry trace [tm-events | tm-errors [tm-logs |all] =~ > RiZ, ¥ A7 AD
WEST LA MY P L—RFRzEFRLET,

switch# show system internal telemetry trace all

Telemetry All Traces:

Telemetry Error Traces:

[07/26/17 15:22:29.156 UTC 1 28577] [3960399872] [tm cfg api.c:367] Not able to destroy

dest profile list for config node rc:-1610612714 reason:Invalid argument

[07/26/17 15:22:44.972 UTC 2 28577] [3960399872] [tm stream.c:248] No subscriptions for

destination group 1

[07/26/17 15:22:49.463 UTC 3 28577] [3960399872] [tm stream.c:576] TM STREAM: Subscriptoin
1 does not have any sensor groups
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3 entries printed

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm_debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created
successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n%k.c:97] Platform intf:
grpc_traces:compression, channel

switch#

switch# show system internal telemetry trace tm-logs

Telemetry Log Traces:

0 entries printed

switch#

switch# show system internal telemetry trace tm-events

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created
successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n%k.c:97] Platform intf:

grpc_traces:compression,channel

[07/26/17 15:19:40.610 UTC 4 28577] [3960399872] [tm init n%k.c:207] Adding telemetry to
cgroup

[07/26/17 15:19:40.670 UTC 5 28577] [3960399872] [tm init n9%k.c:215] Added telemetry to
cgroup successfully!

switch# show system internal telemetry trace tm-errors
Telemetry Error Traces:

0 entries printed
switch#

NX-API ZfEAL=T L A ;') DFERK

NX-APl Z{ERL=TL A M) DR

A »FDMEDAT Y27 M EFTATIE, IDMEDOTL AR TV OVF 3Tt
BHENTWE L9, TLA NIBROEER AT V27 hOBBREE CERZINTVET,
BT 2FE A7 27 MIRDOLEEBY T,

« fmEntity — NX-API B X7 L A h UBREDIRREN S F TV E T,
« fmNxapi — NX-API DAREEN G EF N TV ET,

« fmTelemetry — 7 L A s UBSREODIREENS B EN TV E T,

« telemetryEntity — 7 L X N U BSREDOMER A & FLTWET,

« telemetrySensorGroup — 7 L A b U O 7= IZEHR EN D 1 DL kot H— 2 F
72X/ —ROEEPEENTVNET, 7L A M) =T 47 2121, 128 koY
Y= TN—TEEDL LN TEET,

» telemetryRtSensorGroupRel — &z > % — 7L —F% T L A N TR 7 ) T g
NZEEA T £

B =7\ EsRTFLARY
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s telemetrySensorPath — =% U ' 7 SN 5/ A, ¥ — 7 —72F, 2D
BATDOF TVl NeBEEDLIENTEET,

s telemetryDestGroup — 7 L A N U T —X % %Z(5T 5 1 QLU LOERIEOERNDE E
NTHWET, TVA RN T 4T 4213, 12U LRI N—T 25052 &
MTEET,

« telemetryRtDestGroupRel — #ki 7 /v —7%F L A N 727 ) Fig 0C
BEAHT £,

- telemetryDest — #&fiSE 7 N L AL 7 NV —T12E, ZOXATOF TV =y
NGO LN TEET,

« telemetrySubscription— 1 DL Lot o — v —T e DT VA RN F—F % 1D
VL ED#ER 7 N—TIZEET L HELE A IV T REELET,
» telemetryRsDestGroupRel— 7 L' A N U %7 27 U 7 g a7 V— T
BEAHT £,
« telemetryRsSensorGroupRel — 7 L' A WU 727 U 7o g vkt h— Z—
T £,

« telemetryCertificate — 7 L' A bV %7227 U 7o g L AFHE L R X M4BT
JET,

NX-API ZfHA L TT L A FUBREZ R ET HIZIE, T LAY 7 V=7 MEED JSON #
Blafgi L, HTTP £72/3 HTTPS POST #/ECDME IZ 7 v v 2T AMENRH Y £,

)

GE) NX-API O B4 2 3672 FIEIX. [Cisco Nexus 3000 and 9000 Series NX-APl REST SDK
User Guide and API Reference (Cisco Nexus 3000 33 1789000 3 J — X NX-API REST SDK = —
P HA REAPIU 77 L2 R) | 2BBLTL X0,

1R BHEIIZ

AA wFIE, CiscoNX-0S U U —273 (0) I5 (1) UKDV IV —REZFETLTWABLENDHD
F7,

CLI? 5 NX-API # EATT A LA v F 2R TALERH Y 7,

switch (config)# feature nxapi

NX-API (%, BFLVRFZ/ L CTL AN =X EEELET,

switch (config)# nxapi use-vrf management

nxapi use-vrf vrf name
nxapi http port port number
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FIEDHE
1. TLVAMNIEREZAZICLET,
2. TUABNUKRERRT 72012, JSON XA B— FO— F LUV EER L £,
3. ERshltr¥— " 22E0Ler Y= —TEERLET,
4. (fEE) SSL/TLS GEE L AR M ZBILE T,
5. T LANIOEGEIN—TEERLET,
6. TLAMNIOERET T s ANEERLET,
7 TULAN) T—=HOHEERLERDIPT FLRER— MESTHRIND, 12U EDOT
VAN Ok ERLET,
8 gRPCF XU ZEAMILT, Fx o ¥ A X% 64~ 409 A MTHELET,
9. TLARNYBTRIZYT g B2ERLT, TV A N OEMEELMHER L T,
10. Jb— FEFEO T D telemetrySubscription BRI 747 V=7 b L TRV — T —T
7Tl NEBMLUET (telemetryEntity) .
N 727V FvarfrA7To=7 e LTEBEAT Y7 FEEKRLT, 72270
TrarET VAN Brh— ZA—ZBEEMNT, T2 T TEERTRE
LET,
12. TV AN EZE=HXV 7 T51OUEDB Y — 2R FF ) —FEERLET,
13. oY — R REFA TV L TRV —ITN—T ATV b
(telemetrySensorGroup) (2B L £,
14. Btz 147 V27 bELTEREZNV—T7 7Y =27 k (telemetryDestGroup) 2
BALET,
15. BRIV —T F TVl et AT V=27 P LT — MERIZEMLUET
(telemetryEntity) .
16. oY — TN —T%2YT 27U Ty a AEEMNT LIS, TLARN) BuY—
N—TDFFTx7 he LTERA TV =7 MEERR L £,
17. T LA RNIVEERIEIN—T DA T2 e LTERAT V=7 FEEMRL T, 55
T N—T %Y T A7 )Ty a ABEMT £,
18. V7RI VT avOfA TV hELTERA 7 V=2 MEEKRLT, #7221
Tra kT VAN N — I BEAT £
19. T LA MUAEROTDIZ, KT JSON #i % HTTP/HTTPS POST ~XA o — K& LT
NX-API = R7RA > MZHERFELET,
FED 4
Flg
ARV EFERET7TIV3 Y By
ATvT1 | TUANIKSREEZARICLET, Jb— FEFRIT fmTelemetry TH Y . ZOFEFRDR—
Bl A RALT sys/fm T, adminSt @M 2 R
LET,
{
"fmEntity" : {

B =7\ EsRTFLARY
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ARV FFEREETIVa Yy

E:)

"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"

AT T2 |TVUA MUK ERRT D702, JISON~SA 1 — | b— FEZE T telemetryEntity TH Y . ZDOHEED
For—k L-ULZ2ERR L E9, N— R /NA X sys/tm <9, dn Bi%E% sys/tm & L
Bl - THERL L E7
{

"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}I
}
}

ATFY T3 | BN — 222G —T—F | FLA R 2o — TA—TL, 7T A
ZERR L £, telemetrySensorGroup D47 ¥ =7 h TEFZES
B - 79, UTFOF7 V=7 MEthaik L £7,

cid— P — Z =T OAF, BRI, &
"telemetrySensorGroup": { ?@ ID ,ﬂﬁ@ﬁhﬁ_ﬂ—@_ ]\ éhfl/\i'j—o
"attributes": {
mid": 10", N : JERER %
W Meenmoro10m ern—tLrY—IN—TFT V=7 hOMR4
"dataSrc": "NX-API" (B sensor-id)
}, "children": [{
H « dataSrc : DEFAULT. DME. YANG. T721%
} NX-API 57— & 50 28I L £,
oY —IN—TF T FOTITIE, B —
NAE 1D EORBEA 7Y =7 b
(telemetryRtSensorGroupRel) 723& £i1, & ¥—
TN—T%T VAN TR YT a Il
T ET,

ATvT4 (%) SSL/TLSREFAE L AR A RZEBIMLE9, |telemetryCertificate /X, 7 L A Y 727 U7
5l - T3 VMG T SSLITLS GEE DS & E% L £
{ ' j—O

"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
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ARV FFEREETIVa Yy
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ATV TS | TULARN)OBFLEIN—TEERZLET, T LA N UGS 7V — 77 telemetryEntity TiE
i - EINTWET, id @B LET,
{
"telemetryDestGroup": {
"attributes": {
"idn: "20"
}
}
}
ATYT6 | TLANIOERET e 77 ANV EERLET, | TLA N OERLET 0T 7 A0,
1 telemetryDestProfile TE&R STV E T,
e adminSt B ZHEMIHETE L E T,
{
"telemetryDestProfile": { « telemetryDestOptSourcelnterface @ FC, ##ik
"attributes": { N . N
M AdminSt": "enabled" sl et AMEY—=AIPT PV
), AEFOBRIC TS 2 A L) =TT B
"Childre“” : 72D A v H—T A AL EHH L Tname j§
"telemetryDestOptSourcelInterface": ’Etéfﬁ5521/357r0
{
"attributes": {
"name": "loQO"
}
}
}
]
}
}
ATV T |TVARY FT=HOKEERERDIPT RLRALE | T LAY OEEREIL, 7 7 A telemetryDest O 4

A— hEF TR IS, 12U EDT LA NI O
i ERLET,

1
{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

B =7\ EsRTFLARY

TVl NTERINET, UTFTOAT7 V=7 Mg
AR LET,

s addr — B DO IP 7 R LA,
* port — B DR — FEF,

* rn — path-[path] FE X8z A T =7 b
FEXT44

cenc— EEINDT VAN FT—HXDT L a—
F4v T BT, NX-OSIFZLLFAa Y FR— L
*9,

« gRPC @ Google Protocol Buffer (GBP) .
* C @ JSON,

«UDPEB LV E*x =7 UDP (DTLS) O¥H
X GPB % 7213 JSON,
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NX-API &R LT LA U ois ]

ARV FFEREETIVa Yy

E:)

sproto —EEFEINDHT LA RN T—=HD KT
VAR— K Fa han Z A7, NX-OSITLLF
ZHAR—KFLET,

« gRPC
« HTTP
* VUDP &% =7 UDP (DTLS)
sHAR—hSnTWpHmra— K XA T TR
B0 T,
« HTTP/JSON {Z\»

« HTTP/Form-data {&\ > Bin Logging C ™ Z
A—hENET,

» GRPC/GPB-Compact (X A 7 4 7T —
B —=AD I,

* GRPC/GPB (E\»
« UDP/GPB {&\»

+ UDP/JSON [\

ATYT8 |gRPCTF ¥ 7 EZHHILT, Fx 7 A4 X% |FEMIZOVWTIE, [gRPCF ¥ F 7 DO H—h
64 ~ 4096 /N A MIRREL ET, @ ~—=) ] ZBRLTIZE,
11
{
"telemetryDestGrpOptChunking™: {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}
}
RTYTY | TULARN) BT 2RIV TV a v EZERKLT, TV [ TLAN) BTRI7 YT vavid, 774

AN OEEZRRL £,

i
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}, "children": [{

telemetrySubscription D47 Y = 7 F TEFRINFE
T, LFOF 7V =7 Ntz L E7,

cid— %7227 U 7Y a OB, BUEL,
HFO IDEOHZYR—hERTVET,

srn—subs-id E WO TERDHF T A7 U S g
VAV S/ NV EF P
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ARV FFEREETIVa Yy
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VTRV T g ATV FOFITIE, B
P— 7 —7 (telemetryRsSensorGroupRel) 35X
OB 7 v—=7" (telemetryRsDestGroupRel) @
BRA 7Y =7 bR EENET,

ATY 710 | — FEFEOD F O telemetrySubscription 23521
AT N LTV — I N—T F TS
N&BMLUET (telemetryEntity) .

i -
{
"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
ATYIN | BT 2R7VTFvaror47Yes b LCHEFR |BRAT7T V27 MIZ T A

ATV MEFERLT, BT ATV TV a vk
TUA LY R P— ST B, Ty
YT IR RE LET

"telemetryRsSensorGroupRel": {
"attributes": {
"rType™: "mo",

LRI
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType™: "mo"

B =7\ EsRTFLARY

telemetryRsSensorGroupRel T&H ¥ |
telemetrySubscription ®7-4 7Y = 7 hT9, BfR
FTV ) NOLUTOAT Y =7 MNathatk L %
j—O

* rn — rssensorGroupRel-[sys/tm/sensor-group-id]
FEROBRA 7 V=2 ORI,

« sampleIntvl— X U IO T — & 7Y

WM, FEIRROMEN 0 DA, A X b _—
ZADYT 27 VT g UIMER S, TLA B
U F—Xi%, FBE SN MO TOEERHID
HEEENET, 0L KEVEREOSHE,
T LA N F—ZPEES - METEYN
ICEEESNLHEICEN -T2 ) S
MERR S ET, 728 2, RHIFREAS 15000 O
BE., TVARNY =I5 T EICEES
nNE9,

+ tCl—telemetrySensorGroup TH 25 ¥ —%7 > k
(B —IN—"7) 7=V bDIT A,
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ARV FFEREETIVa Yy

E:)

+ tDn— sys/tm/sensor-group-id T& % % —/47 » k
(B V=T N—7) ATV s hO#EH4,

o rType — B S A7 = 7 b fAimo DRAGR #
47,

« tType — EHAR A7V =27 N mo D&% —
Ty N EAT,

ATvT12

TULAMNIBE=Z ) TTH 12U OB —
IRAFEIL ) — REEZELET,

{1
H—t P — "2

"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFiltexr": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0",
"alias": "cdp_alias",

&1
NX-API DH—F% P — /R

"telemetrySensorPath": {
"attributes": {

"path": "show interface",
"path": "show bgp",
"rn": "path-[sys/cdp]",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

1 -
B O P—

T Y— XL, 7 T A telemetrySensorPath ¢ 74
TVl NCERINET, UTFTOA 7V 7 Mg
PEZAERL L £,

epath— E=X U 7 ENDH/RA,

« rn— path-[path] E XD/ 82 47V =7 F DO
PIEZES

depth— & o — SADEF L)L, 0DHES
FEIE, L— h MO 78T 4 OBE AL
7%

filterCondition— (47> =2 >) A _V hX—
ADYT A VT a HORED 7 4 V2 %
TERL L £9, DME L7 4 & — AR L E
o TANZ Y T OFMICONTIE, 7Y
DYERIZBIT % Cisco APIC REST API O i i
HEFEHAZRLTIZIN,
https://www.cisco.com/c/en/us/td/docs/switches/
datacenter/aci/apic/sw/2-x/rest_cfg/2 1 x/b_Cisco
APIC REST API Configuration Guide/b Cisco
APIC REST API Configuration Guide chapter
01.html#d25e1534a1635

calias: 2O ADTA YT AZFEELET,
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"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

"telemetrySensorPath": ({
"attributes": {

"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

1 -
BGP A N F O —E P — X2 T 4 LY
PRV

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

ATYT1B | ko= R REFFT V= bELTREY—
N—T 4T =7  (telemetrySensorGroup) (Z
BIMLET,

ATy T | EEE ATV e LTRSS N—T

7Y =7  (telemetryDestGroup) (ZiBANL £,

B =7\ EsRTFLARY
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E:)

ATvT15

Bl IN—T T Vet T2 R
L Ch— MERITBMLET (telemetryEntity) .

ATv 716

Yot — PN —TH%H T 27 Y S g BT
FAEDIZ, TUARNY) B — T A—TOF A
T2 FELTEWRA 7TV =7 FEERKLET,

51

"telemetryRtSensorGroupRel": {
"attributes": {

"rn":
"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

BfeA 7Y =7 Mt 7 A

telemetryRtSensorGroupRel T&H V) |

telemetrySensorGroup @47 =7 ~ T3, B4

fA T2 NOLUTOA TV =7 NatEzfEk L

£

* rn —rtsensorGroupRel-[sys/tm/subscription-id]
DOIEROBRA 7V =7 N OfE*I4,

tCl— VTR VT ar ATV b
telemetrySubscription ® % —/4" > k 7 7 A,

« tDn — sys/tm/subscription-id T& %, 7 A7
VFoar A7V bOZ—0y M.

ATv 11

T A NIBEGRE TNV —TDFF T bEL
TRRA 7Y =7 FEERL T, #Eiktrv—7
EYT A7 S g CEEEMITE T,

1 -

"telemetryRtDestGroupRel": {
"attributes": {
"rnt .

"telemetrySubscription",
"sys/tm/subs-30"

"eClm:
"£Dn":

"rtdestGroupRel-[sys/tm/subs-30]"

R A 7Y = 7 M&Z T A telemetryRtDestGroupRel
TH Y. telemetryDestGroup D47 =2 KT
T, BRA TV =7 NOUTOA7 Y =7 MNE%s

HERL L E 9

* rn —rtdestGroupRel-[sys/tm/subscription-id] ®
KAXOBUEA T2 =7 N OFEX4,

ACl — VTR VS a s ATV b
telemetrySubscription ® % —/% > k 7 J &,

« tDn — sys/tm/subscription-id T&H 2%, 7 A7
VFvard 7oy NoZ—5y Nghl4.

ATv 718

VTR arOFA T bELTEFR
7V FEEKRLT, VTRV T Em
A SNDR = o/ ey el BT i = e

1 -

"telemetryRsDestGroupRel": {

"attributes": {
"rType": "mo",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo"

B4 7Y =27 ME 2 7 A telemetryRsDestGroupRel
T®H Y. telemetrySubscription D47 Y =7 + T
T, BRA TV =7 NOUTOAT7 Y =7 MNatks
Mk L £,
orn —
rsdestGroupRel-[sys/tm/destination-group-id] @
X OEFRA 7 V=7 b OHx4,

ACl— 4 =7 h(FERIN—NN T T =
~ D27 7 X telemetryDestGroup,

«tDN — L7 N—71ID THDH X —7 v b
(Bt /n—7) A7V =7 b
sys/tm/destination-group-id D% 5114 .
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o rType — &S A7 Y =7 b fAimo OREAR% #
A7,

« tType — EHHE A7V =27 Ml mo D4 —
Ty EAT,

FL A NUKROT-DIT, FEFEO JSON #ik %
HTTP/HTTPS POST ~2A 2 — K& LT NX-APl — >
RARA v MZEELET,

ATy 719

TLARN) ZT 4T 4 DRN—RA /XAL sys/tm
T, NX-API = RiRA v MIKRD EBY TT,

{{URL}}/api/node/mo/sys/tm.json

1

PRI, 120 POST <A 1— RIZNESINTZ, ZORIOTXTDOAT v 7 OFITY
(—EDRENR - LRWEERH D Z LITEB LTS EEY) |

{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": {
"attributes": {
"excludeFilter":
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50051",
"enc": "GPB",
"proto": "gRPC"

B =7\ EsRTFLARY
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"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

NX-API ZERA L =T L A ~') DB

BEADA Y= 2F /XX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— 1 50000 125 LI A b
V=079 T 2707y a v EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
oo Ao
"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
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’

"excludeFilter":
"filterCondition":
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

wn
’

}
oo A

"telemetrySensorPath": ({
"attributes": {

"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition":
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

H
}

e A
"telemetryDestGroup": {

"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {

"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

H
}
oo A

"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo"

"

"
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"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",
"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

BGP BAID 7 1 JL B &4

RO A 71— FOB T, telemetrySensorPath MO D filterCondition JEMEIZ Nt - T BFP #45E
DN TCND EXIZ N Y =S NbEMEANCLET, T—#1L10.30.217.80 K—F

50055 [CA R = 7 E&NFET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": {
"attributes": {
"excludeFilter":
"filterCondition": "eq(fmBgp.operSt,\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"
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}
}I
{

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
}
}
}
]

FLARYEREDE=HD Postmana LY > 3 > DFEA

Postman = L' 7 > a > OfliL, 7L A b UMBEDOHEK Z Bis3 2 HFiETHY, 1 DD
ABR—=RTTRTOT LA MY CLIKHET Db DEFETTEET, GFHDTHFA D =T 4
Z—ZHLTARDY 7 DT 7 ANEEFE L, XA n— Rz =—XIH5DETERL T,
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

K1) ETIL

TLARNY TV r—a 0%, ROWEEEFS>DME TET UL ENE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| -——property
| @name:adminSt
| Q@type:AdminState

| ----mo [name:SensorGroup]

I | @name: SensorGroup

I | @label:Sensor Group
| | --property

| | @name:id [key]

| | @type:string:Basic
| | @name:dataSrc

B =7\ EsRTFLARY
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| -—--mo

@type:DataSource

[name:SensorPath]

@name:SensorPath
@label:Sensor Path

| --property

@name:path [key]
@type:string:Basic
@name:filterCondition
@type:string:Basic

@name:excludeFilter
@type:string:Basic

@name:depth
@type:RetrieveDepth

----mo [name:DestGroup]
| @name:DestGroup

@label:Destination Group

| --property
| @name:id

| -—--mo

@type:string:Basic

[name:Dest]

@name:Dest
@label:Destination

| --property

@name:addr [key]
@type:address:Ip
@name:port [key]
@type:scalar:Uintlé
@name:proto
@type:Protocol
@name:enc
@type:Encoding

----mo [name:Subscription]
| @name:Subscription

@label:Subscription

| --property
| @name:id

Qtype:scalar:Uint64

| -——-reldef

@name:SensorGroupRel

@to:SensorGroup
@cardinality:ntom
@label:Link to sensorGroup entry

| --property

@name:sampleIntvl
Q@type:scalar:Uint64

--—-reldef
@name:DestGroupRel

@to:DestGroup
@cardinality:ntom
@label:Link to destGroup entry

omenrL A by EFL |
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IRANHEDT —=ZPINESET, RIZ, BEEIXE®RZ 1 SOfta Shizgi (R I
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* Cisco DME &7 /W2 B9 218 < AFEM 72 ik 2 Ff > T E 9,

EEND AR NOBEBEEDONRT AEFRY 2N, B0 ) ZEK L, 7 &
VT g ANEBO A EBIMLET,

« AA v FMNET LA MVBEROEROF v ZNEL, AHEAHEHELLET,
IRA FYVE, BT AVNORIUAT V2 N XA TOEEDA AR A b2y, Tvv

ZELITANPZRELTRLEY, A TUUE ROT VA MY Z—=T %Y AR— b
L%,

e Ty RE, BN ALV A—R—=RAY TA U H—RREDOr—UERE
T=4 Y ITHERE,

T RTCDAVH—T oA A DI LR~ AT —HADEELT=H ) TFTHA K —
TxA A,

2D T ULiE, query-condition 2 v REEH L TRSIND T —F 2KV AT T2 D DIEFR
BHOX—T— K 74 VEEZYR—bFLET,

e J YV —Z, CPUMHARSCATVHERARLREDIV AT L VY —RE2FT=HX ) 7 LET,

* VXLAN: VXLAN E'7 . VXLAN# 7> % VLANA 74— BIOBGPET F—X %
&8 VXLANEVPN &8 =4 U > 7' L %7,

—_ JL 5 N 7 =
T—ADEBEFXE-ITFARY FOFRE
ot — N —TOV U NVERICE ST, TLUARY TN RRA TAYLIZEEEIND T
BEXAAIVTRREDET, UL, TV A N T—X 2 EWICREST S0, A
N MBEAELEZEEIWZT VAN =2 F2INET DL OITHERTEET,
e T LA NYDOY U IARIBENEaUSNOMEICRESNTWEEES, TLA NS

IVIEIRHICEREE, A v ¥ — T =4 A {HEHREN, BELORVXLAN 7L D7 — % % E 1)
WCEELET,
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B UTNURIRAERICEREINTWDGAE, B, A7 —7 o4 A [§WEIN. VXLAN
FoYLTEWEIRIEOEH, 8L OMO OIERK EHIRNEAET L ET LA MU EA > Ml
MEEELET,

F B ORI TR A S NI EICHHBI T, SR S D LRI E A S b
BT LA R Y 2R T E £

INR SR)VFERIEEHNEIE
T LA RY RR TAUUEREIZIT, IROEEFHEHKFELIH D 77,
o ZOREHREIL, CiscoDME 7 —% XfF DA EHHR— M LET,

A LEY— TN —TNOBEFEDODME/RA L 2—F Y T ¢ NABRESE T HIE
HZEIITEERA, T2& 212, sys/intf E fvH—TxAA (interface) ] &R LTV
Y= TN —TITHERT D Z LT TEEEA, Fo. sys/intf L linterface (S v H#—T7 = A
2) 1 CRILE Y — V=T %R T 52 LIXTEEFA, ZORWDBIEE LIZGA .
NX-OS |3k & e L £ 9

. oper—speed’?‘)counters=[detailed] REDa—Y— 7 ANHE—F—U—RiX, (v ¥%—7=
A A (interface) ] /NAIZKI L TCOIRYR—FEINET,

o ZOKEBEIX. [ (depth) 1R°[7 4 V¥ —%Aff (filter-condition) 178 EDMLDE P — /X
AFTvarER—FLTWHERA,

T—R3FRIFAREER—Y 2 TFTH-HDA 2 F3—T 4 R/R
DR

AH =T 2 A RANRRFTYUL, TRTDAS L H—T 2 A A DT HERAT—HADOER %
F=X VT LET, ROA v HE—T 2 A XA T YR —FLET,

WP
W TA B =T AR
« HH
o JL—T IRy
* VLAN
e A—k Fy L
AH =T 2 A ZANRA TV ERR LT, EMINCT =22 R—V 7T 50, A0

FETHZENTEET, [F—FOFEEE-ITA 0 FOZE (523—2) | 28BRBLT
<TZEV,
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GE) TOETNL, VP TA L E—T A, N—TF RNy

LTWRWEdH, AR —AT U bINEREA,

configure terminal
telemetry

sensor-group sgrp_id

path interface
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©CENSORWN A

dst-group dgrp_id

FIE

snsr-group sgrp_id sample-interval interval

ATV RFEEIEFT7TII Y

B8

R 5w 71| configure terminal a7 4 F¥al—raryE—ReANLET,
fi
switch-1# configure terminal
switch-1 (config) #
AT 72 |telemetry T LA N UBBEDRARE— NIZAD £7,
1 -
switch-1(config)# telemetry
switch-1(config-telemetry) #
R T 73 |sensor-group sgrp_id TLA N F=EDe Y — =T a2 L%
fl EE
switch-1(config-telemetry)# sensor-group 6
switch-1 (conf-tm-sensor) #
R T 7 4| pathinterface A B =Tz AN TULEMRR L T, HED

1

switch-1 (conf-tm-sensor)# path interface
switch-1 (conf-tm-sensor) #

B =7\ EsRTFLARY

a2 =T AZKH LTI ODT LA R
T I ERETELHLOICLET, TL
F. BEROA =T A ZAD I =) E 1 OIS
LET, RIZ, TVAMVIET—FZ2NEL, T
WVIZIRLET,
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A=V THRORETEISLT, A F—T =
A AT =2 ITEHMIC, TR E—T A AD
RHENEA T D - NTEEESNE T,

AT 75 | destination-group grp_id TUA N V=TT E— RICAY | Bkt
Bl I N—T B LET,
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port YTR7 YT arDF VAN F—2 AR L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch-1(conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch-1 (conf-tm-dest) #

R 71 |subscription sub_id FLARNIYTRZY T g FTE—RIAD,
i - TUVARNY T2 YT va v allkLET,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

R 7 8 | snsr-group sgrp_id sample-interval interval oY — I N—TEBEOY T A Y T a2
Bl LU, FAOH T Y IR (3B
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval] {l)# %ﬁﬁbi?O Y7y ‘/{Fﬁ?ﬁl’%&i‘ AL T

5000 DT LA N F—=FE2EMCEEGT D0, A
switch-1 (conf-tm-sub) # B—T e AR SPIELTLE XITEET D0
ERELET,
A7y 79 |dst-group dgrp_id PRI N—T OV T AV T a ) vy

1

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, fBET Dk L —71%,
destination-group =~ > K Ca&iE L 7= #&#i i 7 /v —

T BT LHBENRDHY £,

LA HIEADA B —T AR INADER

BrlSNDEEFEHOT 0 o 2 DHhZRTEMERSINICF -V — R 74 V2 2R LT, A~
H—=T 2 Af A IRA FYLEFERTEE T, 7 4V Z1X counters=[detailed] TT,

ZOTANBEEEHTHZIEICED, A0 —T oA A RRIMHFRERT R TOA o H—
Tz AANTE—EWEL, WRLILT =2 %27 (VAL Thb, W EZE NS
LET, 74N 2EFATvarThy, LRSS, ErfEl v 2 —28507 XTON
BN B —T oA A NRACFREINET,

N

GE)

7 4V Z OERIE, BESRIZIE show interface mgmtO counters detailed & L L TV E 9,
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FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. path interface query-condition counters=[detailed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id

FIED %

FIE
ARV RFEREET7TIVa Y E]:3)
27 7 1 |configure terminal 2L 4 Fal—ay T— KEANLET,

1

switch-1# configure terminal
switch-1 (config) #

ATvT2

telemetry

1 -

switch-1(config)# telemetry
switch-1 (config-telemetry) #

T LA N UBREORE T — FICAD £,

ATvT3

sensor-group sgrp_id

1

switch-1(config-telemetry)# sensor-group 6

switch-1 (conf-tm-sensor) #

FLARN) F—2pv o Y— IA—TE2ER L E
K

ATV

path interface query-condition counters=[detailed]

1 -

switch-1(conf-tm-sensor)# path interface
query-condition counters=[detailed]

switch-1 (conf-tm-sensor) #

AVHE—=T 2 ANRA TV EFERHR L, TTO
A B —T A ANOEalSNDh T ZDIr%
WELET,

ATy Th

destination-group grp_id
fi

switch-1 (conf-tm-sensor)# destination-group 33

switch-1 (conf-tm-dest) #

T LA NV N—T T E— NIZAY | e
T T N—T L ET,

B =7\ EsRTFLARY
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AT REEE7IVa Y BHY
A 76 |ipaddress ip_addr port port YT A7) TS arDFLARN) F—HEHERL
{5 T, HBEENTIPT FLARAER—RMIARI—3
7LET,

switch-1 (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch-1 (conf-tm-dest) #

AT 717 |subscription sub_id FLARNY S TRZ YT g H7E—RIZAD,
i - TVAL) Y TRV T g MR LET,

switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

R T 7 8 |snsr-group sgrp_id sample-interval interval L= I N—=TERBIEOY T A ) T a0l
- YILT, FAOY T Y ORI (3B
switch-1 (conf-tm-sub) # snsr-grp 6 sample-interval ﬁ%{‘éfﬁéﬁél/if:ig Y7 >/%Tﬁﬁpﬁljk AL T
5000 DT L X ]\U ’f—&%ﬁ%ﬁﬁ’ﬂil 9é1§¢%)z3\ /]):/
switch-1(conf-tm-sub) B—T oA AAXY EPRELILE ZITHEET D)

ERELET,

AT 79 |dst-group dgrp_id Bl CN—T R Z DY T A7 Y Fg ) v

i - LET, BET 28k 7 —71,

destination-group =1~ > K CeE L=k 7 n—
TE—HTOINERHY T,

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

FEEEDA A —T T4 R INADIER

BEINTEZEEEREDA VX —T 2 A ADH T U X BRTERBFALADF—U— K 7 )V H &l
HLT, £ v X —T A AR FYLEFERKLTE i‘é”o 7/(/1/5fioper—speed:[] '(“jﬁo RD
FEHE NV R — F I TV E T auto,. 10M, 100M, 1G. 10G, 40G. 200G. I X T400G,

TOTANEEFHATAHLICEY, A F—T 2 —ARR IR EINTHEEDA L H—T = —
ADT VAN T—HENEL, FOBEEZEMEELET, 74 AMXIEIA T a T
T, HHLRWES, BIEEEICERRL, T3 CDOAS v H—T =2 ZADH T U ENFREN
ij_o

TANZL, BEROEELZa L <~RKYDVDY AR E L TRITANDZENTEET, &2
ﬁ\@aﬂmwﬁmﬁmnﬁ\1%iUHKhmT@¢¢54V&~7:4R@ﬁ?y&%@%
LET, RUIDLFE LTZEAZMBEHLRZNTSEE0,

)

GE) AV HE—ToARIATHTA L H—T x4 A A—F v T BIOVLAN |ZIZEERE
T RT 4NN, TANZITINEDA R —T 2 A A XA TP R—FLEHA,
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configure terminal
telemetry

destination-group grp_id
ip address ip_addr port port
subscription sub_id

©ENDGOHAWN

dst-group dgrp_id

FIE

EFLEHETLA Y |

snsr-group sgrp_id sample-interval interval
path interface query-condition oper-speed=[speed)]

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

E:)

Z 5w 7 1| configure terminal AT 4 Falb—varE—RFeANLET,
i
switch-1# configure terminal
switch-1 (config) #

ATy 72 |telemetry T U A N UBEREOREE — FIZAD 97,

i -
switch-1(config)# telemetry
switch-1 (config-telemetry) #

Z 5w 7 3 |snsr-group sgrp_id sample-interval interval o= I N—TEBHEOY T A Y S a
i - VI LT, TEOY T 7R (R U BH
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval] {i)% %—fﬁﬁ‘ﬂi L%‘a—o 4)_17 U Vﬁf’ﬁ?ﬁy‘%@i\ X/]) ‘)7‘

5000 MT VAN F—=2 2 EHIINIEET D0, A~
switch-1 (conf-tm-sub) # B—=T 2 AAR IREE LT L ZITHEHET H)
ARELET,
R T w 7 4 | path interface query-condition oper-speed=[speed] AV EBE—T 2 ANRRASULEFHREL, BEIN
i - T2 (Z OB TIE 1 Gbps & 40 Gbps D &) & RAT L
N . N N . AN
switch-1(conf-tm-sensor)# path interface Tb\é/f < 7 I/]) A %0)7“7 ]7 < %%K L
query-condition oper-speed=[1G,40G] gi?ro
switch-1 (conf-tm-sensor) #
AT 75 | destination-group grp_id T LA NVEEREI VT TE— NIZAY | B

1

switch-1 (conf-tm-sensor)# destination-group 33
switch-1(conf-tm-dest) #

T N—T L ET,
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A7 76 |ipaddressip_addr port port PT2R7YFarDFLARNY) F—X AR L
i - T, IBESNEIPT FLALR—=FIA Y —3
switch-1(conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch-1 (conf-tm-dest) #

Ry 77 |subscription sub_id TLANY Y TR ) FrarHTE—RIZAY,
i - TVARNY $TR7 YT g ek LET,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval o= I N—TERBIEOY T A7 Y S a Y
- YILT, FAOY T Y ORI (3B
switch-1 (conf-tm-sub) # snsr-grp 6 sample-interval {i)ﬁ %E&Hﬂzb%‘:ﬂ“o #17 Y \/?‘Fﬁ?[gl%{i‘ AL T

5000 MWTVARNY FT—4& %EE@E"JGC%Eﬁ‘é . A
switch-1(conf-tm-sub) ¢ B—T xR AR R LT X ICEET B
ERELET,
ATy 79 |dst-group dgrp_id B SN —T 2 Z DY T A7 )T gty v

1 -

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LEd, fET 28R v — 713,
destination-group =1~ > R TR L= #fide 7 —

T =BT LMENRHY T,

BEODIIT)IZEDAUE—T 4R INADER

ABE—=T 2 A ANATUVDORILT =) FFICH L TEBRO 7 4 VX BERTExET, £
DY, HERT AL DT V21T AND THS S ET,

7TV FMOKT 4 ZE, ar~EHEHALTXEY £9, query-condition (21X, EE DD
TANAERECTEETN, BMTIE7 4 VEZNEWNEE, EROEIHPKRONET,

FIEDOHE

configure terminal
telemetry
sensor-group sgrp_id

destination-group grp_id
ip address ip_addr port port
subscription sub_id

NGO RAEWN=

dst-group dgrp_id

path interface query-condition counters=[detailed],oper-speed=[1G,40G]

snsr-group sgrp_id sample-interval interval

=FLEHETFLA Y )
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Z 5w 71 | configure terminal Ay 74X al—yaryE—FEANLET,
1 -
switch-1# configure terminal
switch-1 (config) #

R T v 72| telemetry T LA Y BREOHRE— FICAY 7,
fi
switch-1(config)# telemetry
switch-1(config-telemetry) #

ATy 73 |sensor-group sgrp_id TLANY F—=FDerP— T A—TEEk L%
f EE
switch-1(config-telemetry)# sensor-group 6
switch-1 (conf-tm-sensor) #

R 7 7 4 | path interface query-condition L7 ) CEEOFMEEZHRLET, ZoflT
counters=[detailed],oper-speed=[1G,40G] X, 7Y IIROT S 2 ETFLET,

i * 1Gbps TEITSNTWVWDA LV H—T = ATE

switch-1 (conf-tm-sensor)# path interface = u%@ﬁ NS “‘é’”ﬂ% LT L/Si—g—o

query-condition

counters=[detailed] ,oper-speed=[1G, 40G] e 40 Gbps Tgﬂ%ﬁi é j’b'(b VA /]» \/& — 7 x /]» 2T

switch-1 (conf-tm-sensor) # R N .
EalAon o o2 —2 I EEL TRLET,

A F 75 |destination-group grp_id TLANIEEREI V-7 T E— RIZAD, Bk
Bl S N—T EHR LET,
switch-1 (conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PT2R7YFarDF VAN F—2 AR L
i - T, BESNZIPT RLAER—=FMIA MY —3
switch-1(conf-tm-dest)# ip address 1.2.3.4 port 7 L/Si?ro
50004
switch-1 (conf-tm-dest) #

A7y 77 |subscription sub_id TLARNIYTRIY T g P TE—RIAY,
i - TVARNY) T2 YT g ek LEd,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

R 5y 7 8 | snsr-group sgrp_id sample-interval interval B — IN—TEBEOF T ALY Y T g Y

1

B =7\ EsRTFLARY
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switch-1 (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch-1 (conf-tm-sub) #

i) ZELET, o7V TR, x%;?
BTV AN F—% % TEHINEET 20,
B—Tax A AN IRBELLEX _9?1DT%>75>
ERELET,

ATvT9

dst-group dgrp_id
fi

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

Pt o N—T % OV T A VT a ) vy
LET, fEET D86k 7 V— 713,
destination-group =~ > K Ca&iE L 7= #&#i s 7/ /v —
Te—HTHMERDY T,

—\\

FIEDHE

F IR D 8

—FFFAAN

BRENA L, 770,

A OFREE =13 A X bDZAF

v hER=)TTEH-HDRIE

MRS, IR,
ry—IERAET=HV T LET, TLA RN T=HETEHRNCKR=Y T B,
FRRAEL-EXIT— 2 E2RET5 59
(52 =) LTI,

EWR 7R — o TEFRIFANY MTESW TV RATF A U Y — R EREPIRT I HI2) V—

E/IN A DR

AR L=, AP T KR ED
S
BB S A AR TR £, B OWTIE, T

A

NRAEBRECTEFET, ZORRITANEZY) T EYR—FLTOERA,

configure terminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

NGO RAEWN=

dst-group dgrp_id

FIE

snsr-group sgrp_id sample-interval interval

AR NFERERTIVa Y

=)

ATy T

configure terminal

1

switch-1# configure terminal
switch-1 (config) #

a7 4F¥al—raryET—RKEANLET,

=FLEHETFLA Y )



EFLEHETLA Y |
B 7 szt xvre5f—U T s 0B ROBH

avYRFERET7IOI Y BRI
R Ty 72 |telemetry T LA N UBBEDORERE— RIZAD £,
1 -

switch-1(config)# telemetry
switch-1(config-telemetry) #

A v 7 3 |sensor-group sgrp_id FLARN) F—=2DE o — I A—T52ER L
1 - R

switch-1(config-telemetry)# sensor-group 6
switch-1 (conf-tm-sensor) #

AT 7 4 |path environment BEOME A OBREAS T2 FOT LA N T—X
i - BT AYLICRIETE D LT 28BE X 5L %
switch-1 (conf-tm-sensor)# path environment ﬁﬁﬁil/fiﬁro j7fijbfi\ %§§&0>7rh_57)\jj%31»/)0)
switch-1 (conf-tm-sensor) # Hjjjéiﬁﬁé§1,§i?ro

P TAHRIIS LT, RET — 23R — Y 7T
RICEDONWTA MY =7 Sndi, AU ER
FAELZLZITHEHESNET,

Z 5 v 7§ | destination-group grp_id FUA N UBSEE S — T T E— FITAY, b
Bl S T AR LE T

switch-1 (conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

R w 76 |ipaddressip_addr port port BFRAI YT a v DF LAY P2 AR L
fi T, BESNEIPT FLALER—KMZA NI —3I v
7‘]\/&—?—0

switch-1 (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch-1 (conf-tm-dest) #

AT 717 |subscription sub_id FLARNY ST 27 Y TS arH7E— RIZAD,
Bl - TVAN) BTRI YT a e LET,

switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

Z v 7 8 | snsr-group sgrp_id sample-interval interval oY= I N—=THBIEOY T A7) T Y
- Y7 LT, F=20% 7Y o rHME (2 RE
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval h[‘)__ %?ﬁﬁiﬂbi'@‘o ‘U‘i7 U :/7&'?&%&:]:‘ 7\/1; \\/%

5000 DT LA RN F—=22EHNCEET D0, BREA
switch-1(conf-tm-sub) # R MPRBELLE EICEETHI0ERELET,

AT 79| dst-group dgrp_id B e SN—T e DY TR Y S a ) v
i - L9, RET D8k 7 v — 71,

itch-1(conf-tm-sub)# dst-grp 33 destination-group =t~ > R CRE L7 e e 7 /b —
switch-1 (conf-tm-su - N - N .
switch-1 (conf-tm-sub) # Tk *ﬁ(ﬁ—é%\gb\% U \iﬁ—o

B =7\ EsRTFLARY
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AR M EERTF—2ER—Y 25T 500y v—2 izotE [

ARV EREFT—2ER= 27T 56DV —R INADIERK

UV —Z AL, CPUFHAERCAETIVFEARREOTVAT LAY =R =Y T LET,
ZONRAERFEHR LT, TV AN T—XEEHICIET 20, A0 PRRAE LT E &1L
ETEET, T—HOFEEFLITANRNL FOZIE (52 3—=) 2L TLEE N,

TDONRRFTANEZ Y T R—FLTWERA,

FIRDEE

F IR D FH

configure terminal
telemetry

sensor-group sgrp_id

path resources
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©ONDAA®WN=

dst-group dgrp_id

FIE

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

=)

Z 5w J 1| configure terminal Sy T4 Xal—say T— FEASLET,
1 -
switch-1# configure terminal
switch-1 (config) #
ATy F 2 |telemetry T LA b USRROREE— RIZAD £7,
1 -
switch-1(config)# telemetry
switch-1 (config-telemetry) #
R T 73 |sensor-group sgrp_id TLA N F=EOe Y — =T L%
{5 kK
switch-1(config-telemetry)# sensor-group 6
switch-1 (conf-tm-sensor) #
AT 7 4 | path resources BEOEER DV AT LY I—ZADT LA R FT—

1 -

switch-1 (conf-tm-sensor)# path resources
switch-1 (conf-tm-sensor) #

AT YUIZEETEDL LT AU V—R A
TV ERER LET, ToUUE, BT —2 AN
1 OO DITHAE L £,

P TARBBIG T, VY —AT =X IR —1
THRICHE SN TR N = v 7 &Nd0, VAT

=FLEHETFLA Y )



B~ rEREF—sER—) DT B0 VXLAN SR O

ETLEHETLA LY |

ARV RFERETIVa Y

B8

L AEYN INotOK] ICEHIN- L ZITHEESH
£7,

R T 75 | destination-group grp_id TUA RNV I N—T T E— RICAD | B
Bl - T N—T L £T,
switch-1 (conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PTAINTFarDF LA N F—2 R L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch-1(conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch-1 (conf-tm-dest) #

R 71 |subscription sub_id FLARNIYTRZY T g0 HTE—RIAD,
i - TUVARNY T2 YT a v alkLET,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

Z 5 7 8 | snsr-group sgrp_id sample-interval interval oY — T N—FFBEOY T2 Y a0
Bl LILT, FaOF T Y /R (U
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval] ﬁ%EA%E%%ﬁgL/jier Y7y >/f7ﬁ?w%hi‘ ;K4)3/§P
5000 DT VAN F—=2ZEHINCEET D, VY —
switch-1(conf-tm-sub) # A AR MR LT & FICEET B R E L E

—g—O
AT 79 |dst-group dgrp_id Bl SN —T DY TR Y T a ) vy

1

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, fHET DL LV —7 1%,
destination-group =~ > K Ca%E L 7= 8 dc 7/ /v —
TE—HTOIMNERDHY T,

ARV NEEEFET—2%FKR—1) 2093 5160 VXLAN /XX DIERL

VXLAN /S 2 5%, VXLAN E7, VXLAN # 7> %, VLAN 17> % BGP E7 F—4

FIRDEE

. AA v FOEFEYEE LAN EVPN (2
T, THMIZ, FRFARCIERARALZLEEICT VA MUIEREZIETE F9,

BWEFE 71T A X bDOZIE (52 X—Y)

BT 2 HERIELE T, Z0RR TUVEMERK L
[F—2 0
| ZBIRLTLIEEN,

TONRRFTANEZ Y T Y R—FLTWEREA,

1. configure terminal
2. telemetry
3. sensor-group sgrp_id

B =7\ EsRTFLARY
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ARy M EEET—8 ER— 25T 500 AN <ot [

4. vxlan environment
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FEDEEHE
FE
AT RFEEETIVa Y Br

R w 71 | configure terminal a7 4F2lb—varyE—RKEANLET,
1 -
switch-1# configure terminal
switch-1(config) #

ATy 72 |telemetry T LA N UBBEDOHERE— RICAD £9°,
1
switch-1(config)# telemetry
switch-1(config-telemetry) #

AT 7 3 |sensor-group sgrp_id FLAN) F=EDv Y — T —FEER L E
1 - KR
switch-1(config-telemetry)# sensor-group 6
switch-1 (conf-tm-sensor) #

AT 7 4 | vxlan environment BEOME %2 D VXLAN A7V =27 hOT LA RY
i - TS ETIYUTIERTE D L D12 D VXLAN /X
switch-1(conf-tm-sensor)# vxlan environment ;<j7f&}V%Eﬁ$EEIJEETfO 7SV %%§&0>?ib—§?]}
switch-1 (conf-tm-sensor) # NE1ODOHINTHELET, o7 RIBIE T

T, VXLAN 7—Z 3R —U 7RI HSNTA
M= 7 ENB0, AV IPRFEELZE X
EEINET,

R T 75 | destination-group grp_id F LA MU N—T T — RICAY | B
5l - S N—T R L E T,
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

R T 76 |ipaddressip_addr port port YT AZYTFarDF LAY F—H R L
i - T, EBEESNFEIPT RLRAER—FIAR)—I
switch-1(conf-tm-dest)# ip address 1.2.3.4 port 7 LETS
50004
switch-1 (conf-tm-dest) #

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV RFERETIVa Y

B8

R T w 71| subscription sub_id FLARNI Y TRZ YT g TE—RICAD,
i - TLARNY FTR7 YT gzt LET,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= N—TEBHEOY T A7) T g i)Y
- Y7 LT, F=20% 7Y U (2R
switch-1 (conf-tm-sub) # snsr-grp 6 sample-interval {il %g&hib%ﬁao 7Y \/7 IiEﬁBF?‘ﬂi\ AA v F

5000 DT LA N F—2ZEMIICEET 575, VXLAN
switch-1(conf-tm-sub) # AR IRBE L EXICEEFETINERELE
‘é‘o
R T 79| dst-group dgrp_id B SN —T e DY TR ) Fa ) s

1 -

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, faEd Dkek 7V —713%,
destination-group =~ > K Cg&iE L 7= #E#idc 7/ /v —

T =BT HMENRHY T,

INA SNV B ZHERR

WOTE, RRATAULRRERE STV A D

DIE AR TE £7,
FIEDHE
1. show running-config-telemetry
F gD FEH
FlE

Lafgd L, FATHOT LA MU AEFRRLTE

ARV KRFERERETYVa Y

=)

ATy T

show running-config-telemetry

i
switch-1(conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile

B =7\ EsRTFLARY

TUA N OBIEDOFITRER AR R LET,
ZOFITIEH, BrY— I A—T7 4%, 1 BLT10
Gbps TEITSNTNDA U H—T = AMB Bl
DTy 2 —FINET D LIRS TV E
T, B — N —761%, 1 & 40 Gbps TEITE
NTWEHAL LB =T A AMBTXTOH T H—
ZIET D L OIS L TWET,



| EFLEHRFLA Y
K2 sAuEgoRT |

ARV RFEREET7TOVa Y B#Y
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR SRIVFHRDRT

IR FRNJLFRRATVK

show telemetry usability =~ > RZflifl+ 5L, 72U ZHIT LI L TR TR ED

%2 DINAZFKRTEET,

AN KRN

show telemetry usability {all | environment | FTRTO/NZAFGYLDT_TDOTF LA Y R

interface | resources | vxlan} A EIHEE SN SNA TAULDOTRTO
TLANY NR, FT2, HAITIE, BSAR
EWIR AR — U V7 E I FA R MZESN
TF VAN TS ZRET DL ) hISm
ShET,
A =T 2 A ANZTYVZIE, &RIE LT
F—U— K 74 NVHFET7 ) EUHEE
NEJ,

show running-config telemetry FLA LY LR S A OB THERL,

av 2 FDfl

\}

(GE)  showtelemetry usabilityall =~ KX, ZDO& 7 v a RSN TWAHEA Da~vy RE3X
TEAE L= L DT,

show telemetry usability environment =~ > KOH Z RIZR L £,

switch-1# show telemetry usability environment

1) label name : environment
path name : sys/ch
query type : poll

query condition :

rsp-subtres=ful léquery-tarcet=suotresttarget-suotree—class=egptPsuSlot, eqotEFtSlot, eqotSuaCSlot, egotPsu, eqptht, eqotSensor, egotICSlot

=FLEHETFLA Y )
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2) label name

path_name
query_type

query condition

EFLEHETLA LY |

environment

sw1tch 1#

show telemetry usability interface =~ > ROH I EKRIR L 7,

switch-1# show telemetry usability interface

1) label name

path_name
query type

query condition

qery-tarp=dldentaery-taost- ﬁltﬂ%qﬂlﬂgslfam&, P

2) label name

path_name
query type

query condition

interface

sys/intf
poll

interface

sys/mgmt-[mgmt0]
poll

qeyﬂﬂgsshxaqu&agtﬁﬂeﬁﬂ@mﬂ@ﬂfahﬁh1p9&qﬁdhgﬁmﬂ&qﬁuh@3d&sﬂmﬂma&agHmﬂﬂnmUﬁDLHmﬂﬂmnnmﬁﬂﬁi

3) label name

path_name
query type
query condition

interface

sys/intf
event

ethpmEncRtdIf.operSt, "down") ), and (updated (ethpmEncRtdIf.operSt), eq(ethpmEncRtdIf.operSt, "up"))))

4) label name

path_name
query type
query condition

interface

sys/mgmt-[mgmt0]
event

qm@mmﬂyw&mu@amo ,qestE() oG prbted (it TE. e eyt T qrars, "thil ) ool pebted (gt T . qeerSy) e (b TE. g, 1))

switch-1+#

show telemetry usability resources =2~ > K DH & KIZR L E9,

switch-1# show telemetry usability resources

1) label name

path name
query type
query condition

2) label name
path name

query type
query condition

3) label name

path name

B =7\ EsRTFLARY

resources

sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

resources

sys/procsys/sysmem
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A T4
*M T4 T

query-target-filter=and (updated (procSysMem.memstatus)

query_type
query condition

switch-1#

21747 7—5Ex 2 ||

: event

,ne (procSysMem.memstatus, "OK") )

show telemetry usability vxlan =2~ > ROB &2 KRITR L E9,

switch-1# show telemetry usability vxlan

1) label name : vxlan

path name : sys/bd

query_ type : poll

query condition : query-target=subtree&target-subtree-class=12VlanStats
2) label name : vxlan

path name : sys/eps

query_ type : poll

query condition : rsp-subtree=full&rsp-foreign-subtree=ephemeral
3) label name : vxlan

path name : sys/eps

query_ type : event

query condition : query-target=subtree&target-subtree-class=nvoDyPeer
4) label name : vxlan

path name : sys/bgp

query_ type : event

query condition : query-target=subtree&query-target-filter=or (deleted(),created())
5) label name : vxlan

path name : sys/bgp

query_ type : event

query condition

q1Iytmgi%ﬂirz&&m;tfdtme%ifs{gibnb}Rzrkgieaﬂfb}Dm@fkqiézﬂﬁhxyb}@zﬂ%drﬂBkgipzﬂi?b}QzﬂtﬁhﬂybqipzAKhi

switch-1#

..o

— 33

9L1|=|7|:/\Z‘~ 2L\ T

NX-OS7T L A NUIE, FFEDA > T T AT I F v EI2dT —F_X—RIZRE S NN =2 —
FINTF—=EEETLTHIAAT AT T—F V=AY R—FLET, RDOVIZ, R T+«
T F= RETREHEATSE, ar A=k b ERIET V= a 27 v 7 LT, B
BHMERET VAN AN —AICHATEET, AT 47 T—F EEFETLONRR T 7
TANTZ I FXITBI WD, ZOMRRITERHMEZ L, X470 7 77V r—va ik
NX-OS 7L A kU J:xa“aﬁ'cé“iﬂ”o

11:175/\Z

=FLEHETFLA Y )
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B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

RAT 4T T=HEEIXANREERNT DL, FFEOE P — NRTREL T, BV FLE

TLARN) T—2EZETEET, ZOBAEIZNX-SDK L HEEL T, RONRXZANLDT L A
) S—4%DAN)—I TP R—FLET,

s IPL—FDT LA RN FT—HEFEEFET D RIB/VA,
cHMBLIUEHBMAC = FUDT LA MY F—2Z2%[ET5H MAC /LA,

«IPv4 L IPV6 BEEDT L A R U F— & 2459 D BEERR S A,

BT 2T TFarBERTH L.

BIR LN ZDOTRTOT LA N F—EZREHEE LT
ZEFICA NI —I 7 ENET, EEEOH, A X MBEHMOAPZEEICA N —I 7
INET,

FAT AT FT—=HEETLRNADA N = NE, kO a—F 4 7 ZA TP R— |
LET:

* Google Protobuf (GPB)
« JavaScript Object Notation (JSON)
« 22737 | Google Protobuf (= 2737 | GPB)
2T 4T T—FEERNARIZA M) =0T ENETLARY
— 9

> —

WDFRIL, K —ARAZONWT, T T A7 U TV a URNEINCERENTZLE (R—2 T4
V) AR NBHANEE LI EEXICA NI I T ERAERE TR L TWET,

B =7\ EsRTFLARY
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FAT4T FoARERARAIR kY —3v55neT LAY 7—4 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE

=FLEHETFLA Y )



B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

ETLEHETLA LY |

Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w

B =7\ EsRTFLARY



| EFLEHRFLA Y
AT 4T FaAERARAIR =20 snsF LAY F—5 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P
A Ry NEEITIE, § =
R =X AF Iy =R

U—=DOW RNy R—hrshT
WET,

=FLEHETFLA Y )
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B <7755 v—z2ox8sELHREE

Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (T7¥rvtr—) /<2
OTFVARMNIEZHBLTZT A
A—hZNET:

«IP7 KL A
*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

o BREEEMR (T Vv BV
=) DANR N EAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

2ATA4T T—3 VY—RINADFEEE L HIREIE
HA T AT P s BIETE SARREIC L, KOTERFE & MRS 0 £ T

«RIB, MAC., BLXUBEERR (Tvy By —) OFRAT 4T T —EZEET/IANLD A
M) = T O%E, Brh— 2 a7 ¢ OFEHIL, depth, query-conditiond 5\
X, filter-condition’s E D H A % L EHERZ VR — F LEH A,

* CiscoNX-0S U U —Z 10.4(3)F A& TIZ. RIB XA T 4 7 NADY L T )L N—2DH 7
IV T a rERITEHROREYR— M5, LW U FENREAINTHET,

W—T A VTBERORAT 4T T—R2EIET/NNRADIER
URIBIZEEND TR TON— MIBETHERELETIV—T 4V THEROFXAT 4T T —

HOFEITL AR TEET, BT D&, EBEEIT N ToOL— MEREZFELET, ~N—
AFGA D%, AA v FBYR— T H—F 47 7Fr hanroi— kEHEHIRERECS

B =7\ EsRTFLARY
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| EFLEHRFLA Y

WTIRADNIE(E SAUET, RIBIEA TE(E

N—T 4 VIR A T 4 T F—atER 2o ]

EINBT—HIZOWTIE, RA T4 7 T —HiEET

NAIZA M) = 7357 VAN =% (70 _—) #ZRLTIIEIN,

48 HHEIIZ

T LA NUBEEZ B L T2 WEAIT,

ZZTHMIC L £ (feature telemetry) .

FIEDHEZE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4, data-source native
5. path rib query-condition [data=ephemeral | updates_only]
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED ¥
FlE
ARV EFEREEFT7OV3 Y B#Y
X w71 |configure terminal a7 4 Fal—YaryrE—FREANLET,
i -
switch-1# configure terminal
switch-1 (config) #
ATy 2 |telemetry T LA N UBREORKE — FIZAD 7,
11
switch-1(config) # telemetry
switch-1(config-telemetry) #
RTwF3 |sensor-group sgrp_id oY — TN —TEERLET,
i -
switch-1 (conf-tm-sub)# sensor-grp 6
switch-1 (conf-tm-sub) #
27w 74 |data-source native BEEDE T INROT — 4 _R— A G B LIS, A
B - TAT TTVr—varPARN) — AT —H il
switch-1(conf-tm-sensor)# data-source native JHTEH & ole, T Jf{?jl:gf?\/]) TA7 LCE&EE
switch-1 (conf-tm-sensor) # L/QETfo

=FLEHETFLA Y )



B 7 g0 r7 7 F—a_ERAROBH

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

Z w75 |path rib query-condition [data=ephemeral | N—hrEN— TS —MEREA M) —3
updates_only] 74 % RIB /XA &R L £9,
i - guery condition data=ephemeral (7> a>) : ¥
nxosv2 (conf-tm-sensor)# path rib ‘/7"/1/&"1 BI’?‘?O i f: 120 L)W* %%&“ET% i‘@—o = @-ﬁ-

2 f-tm- # . _ s crin

nxosv2 (conf-tm-sensor) RIS L 5. %&ﬁﬁ @:/V“‘]‘ﬁgi&ﬁ3ﬂiﬂﬁﬁg
- CHESNABEESRE Y £ ERShiY
nxosv2 (conf-tm-sensor) # path rib query condition| JLHET)
data=ephemeral
nxosv2 (conf-tm-sensor) # guery condition updates-only (47> =3 >) ¥
5l - FARIRO COBYF— F SNEF, 0= 4
nxosv2 (conf-tm-sensor) # path rib query condition| ﬁT(li‘ %%}]@X‘j‘ f Tva /J_}\?Aw//&{bijié{géﬂ
updates_only T — MERO IO BRI EE SN E
nxosv2 (conf-tm-sensor) # 7f

AT w76 |destination-group grp_id TLARNYEE I N—T BT E— RIZAY, B
Bl - Wise 7 — T B LT
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227V FL g dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRAER—FMIA N —I 743
- Lok L, 7% A b =207 m hail
switch-1(conf-tm-dest)# ip address 192.0.2.11 jLL/:Ib—]s%EEQiEI’Etij
port 50001 protocol http encoding json
switch-1 (conf-tm-dest) #
11
switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb
switch-1 (conf-tm-dest) #
11
switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb-compact
switch-1 (conf-tm-dest) #

A58 |subscription sub_id TFTLARNY YT R7 Y FvarPTE—RIIAD,
B - TLARNY) T2V Fva el LET,
switch-1 (conf-tm-dest) # subscription 33
switch-1 (conf-tm-sub) #

Z T w9 |snsr-group sgrp_id sample-interval interval vV — TN—=TEBEOY T AT ) T a L

1

switch-1 (conf-tm-sub)# snsr-grp 6 sample-intervall
5000
switch-1 (conf-tm-sub) #

B =7\ EsRTFLARY

Yo7 LT, F—Z0% 7Y o7 () E
fr) ZHRELET, Vo7V U TRIEEL. AA v F
WT LA N T =& & EHNEET D0, rib A
R RBRRAELZEXICTHET I ERELET,

GE)



| EFLEHRFLA Y
MAC 5D+ 1 7« 7 F—2Em 20 [

AT REEEFETIVa Y E]:p]
Yo7 TRRISISE T, b B — R R T
A=V U IRBIZESWTA N —I 7 LET,

AT 710 |dst-group dgrp_id B SN—T % DY TR Y Fa ) v
i - LET, ET R V—T1,
destination-group =~ > KT E L=k e 7/ v —

switch-1(conf-tm-sub)# dst-grp 33

switch-1 (conf-tm-sub) # 7L #ﬁjﬁéﬂ‘gﬁ)&) ) jijﬁo

MAC {EERD A T4 T T—REET/NADIER

MAC 7—7 VDT XRTCOT N VICET L ERELET D MACTERORA T 47 7 —4 1%
B RAEHERTEET, BT oL, BEEITITXTOMACTEHEREXELET, EERED
#%. MACT RL 20BN, BH, X OHIBRBIEOBAMDEE SN ET, MACHEITERE S
NDT—HIZOWTIX, XA T 47 T—2EFEILANAHIZA N =7 SnbT AN
T—% (10 —) SR TSN,

\)

GE)  FHFEZITHIBRA NV FOBE. MAC BHIT. IP BEHERMRZFF> MAC 7 R L A% LT
FIEEEINET,

1R H BRI
T U A NUBSEEEZ AL T ARWEAIEL, 22 TAMC L EJ (feature telemetry) .

FIRDOHE

configure terminal

telemetry

sensor-group sgrp_id

data-source native

path mac

destination-group grp_id

ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }

subscription sub_id

9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id

NO oA ®WN A

©

=FLEHETFLA Y )



B vactmora7 17 F—sERROBR

EFLEHETLA Y |

FE D
FIR
AR RFERET7TIVaY B#)

RFw 71 |configure terminal a9y 74 ¥al—var E— REAHLET,
1
switch-1# configure terminal
switch-1 (config) #

ATy F2 |telemetry T LA N UBREROMRE— NIZAD £7,

11
switch-1(config) # telemetry
switch-1(config-telemetry) #

AT w73 |sensor-group sgrp_id o= IN—TEER L ET,
&1
switch-1 (conf-tm-sub)# sensor-grp 6
switch-1 (conf-tm-sub) #

ZF v 74 |data-source native BFEDEF LT — N 2 E B EEPIT, A
B - TA4 T TTVr—arPARN) =L T —F &l

= > ) =___ N — by — A=) =g
switch-1(conf-tm-sensor)# data-source native )EHT% CES o 7 57)331':']:%2\4)7‘4 7 L\—ﬂﬂi
switch-1 (conf-tm-sensor) # L/ji?fo

RTwv 75 |pathmac MAC > kU B L MAC @A+ 5 IE#HE A
Bl - U =492 MAC A &R L £7,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #

A7 76 |destination-group grp_id TULA RNV VT T E— RIZAY, B
Bl Wise s — T M LT
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

X w 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 U FL a0 DF L A N F—% % HEE
} encoding { JSON | GPB | GPB-compact ) SNETP 7 FLAER— MeA R —3 2795
11 Il L., T—F% AN —ADTa hank
switchol (conf-tm-dest)$ ip address 192.0.2.11 | =~ 2 FEBELET,
port 50001 protocol http encoding json
switch-1 (conf-tm-dest) #

1

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb
switch-1 (conf-tm-dest) #

i

B =7\ EsRTFLARY




| EFLEHRFLA Y
¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

AV RFERETI3 Y EL:Y
switch-1(conf-tm-dest)# ip address 192.0.2.11

port 50001 protocol grpc encoding gpb-compact
switch-1 (conf-tm-dest) #

AT w78 |subscription sub_id FLARNIHSTRZ Y S g B TE—RICAD,
Bl - TLANY B TRZ YT a B LET,

switch-1(conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

ZF w79 |snsr-group sgrp_id sample-interval interval oY= TN—=TEBIEOY T AT ) T g i
i - V7 LT, T80V 7 Y I (XY E
fr) #RELET, Vo7V o TRIE. A v T

switch-1 (conf-tm-sub)# snsr-grp 6 sample-intervall

5000 MWT VAN FT—=HEEHMNCEET D0, A
switch-1 (conf-tm-sub) # 2 —7 I/r Z /]),\:/ k 7}§§§$ L& :C\;( Kaﬂgﬁ—é
MEWRELET,
AT w710 |dst-group dgrp_id B N —T % OV T AT Y S a it v
R LEd, fRET DRV — 71,

destination-group =~ > K C%E L 7=t 7 v —
T T ANENRDHY ET,

switch-1(conf-tm-sub) # dst-grp 33
switch-1 (conf-tm-sub) #

FTRTDMACIEHRDRA T4 T T—FEET/AADIERL

LAY3IBLRLA T2, MACT—7 DT _RTCOT> R ICHTHIEREEETD
MAC DO FRA T 4 7 T =4 HETL NAEERTE T, BT 5. BEMITTITO
MACTE#ZXE LEd, LEEO%, MACT RLADIBM, TH. I X OHIBRERIED @A
EEEINFT, MACIEBHTEEEINDT —HIZOoWTE, XA T 47 T—XEE T AHIC
AR =T ENDZT VAR T—% (10 3—) #ZBLTIEIN,

\}

GE)  EHEITHIRA X FOSE . MAC @, IP BEERRAFF SO MAC 7 RL 2 IZx L ToH
IIEEINET,

I8 H B HIIC
T LA N UBBEER AN L COARWEAIE., 22 TAMC L £ (feature telemetry) .

FIRDEE

configure terminal
telemetry
sensor-group sgrp_id
data-source native
path mac-all

apwDbd-=

=FLEHETFLA Y )



B rccomactEmnr 15 7 F—oRERROBA

6. destination-group grp_id

EFLEHETLA Y |

7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |

GPB-compact }
8. subscription sub_id

9. snsr-group sgrp_id sample-interval interval

10.  dst-group dgrp_id

FE D
Fig
aAv U RFERET7TIVaY B#)

RFwF1 |configure terminal ar74¥al—varyE—RFEANLET,
1 -
switch-1# configure terminal
switch-1 (config) #

RTwF2 |telemetry T LA N UBREDORERE— RIZAY £7,
11
switch-1(config) # telemetry
switch-1(config-telemetry)#

A5 3 |sensor-group sgrp_id oY — I N—T%ERLET,

1
switch-1(conf-tm-sub)# sensor-grp 6
switch-1 (conf-tm-sub) #

R w74 |data-source native EEDETFTNART —H _R— A 5 VB L2 A
B - TA4 T TTVr—ayPNARN) =LA T —F &l
switch-1 (conf-tm-sensor)# data-source native )EHT% }:) £ ? (:\ 7‘“‘&)3515]3%7\/]) 7 A 7L:§£ﬁ§
switch-1 (conf-tm-sensor) # L/ji?fo

RTwv 75 |path mac-all FTRTHOMAC = b U B IO MAC EFIZEET 5
i - iz A ~Y =492 MAC S A &KL £T,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #

AT w76 |destination-group grp_id FLANYEERES V=T BT E— RICAY, #
Bl Bese 7N —7 R L E T,
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

Z 5w 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |7 27 ) FL a0 DF L A N F—F % 5%
} encoding { JSON | GPB | GPB-compact } ENFEIPT RLAER—FIARY— 745
%l - Lo L, 7—4 AV —LhDFu bank

Tra— RERELET,

B =7\ EsRTFLARY




| EFLEHRFLA Y

PiEoR1 747 7—4 2o [

ARV FFEREETIVa Yy

E:)

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json
switch-1 (conf-tm-dest) #

1 :

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb
switch-1 (conf-tm-dest) #

1 -

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb-compact
switch-1 (conf-tm-dest) #

AT w8 |subscription sub_id FLARNY BT ZI ) F g HTE—RITAD,
il - TUAN) FTRT )T v a s wlRLET,
switch-1(conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

2w 9 |snsr-group sgrp_id sample-interval interval oY — IN—TEBEOY T AT Y S a iz
i - Yo7 LT, F—=20% 7)o RE (S UBH
switch-1 (conf-tm-sub)# snsr-grp 6 sample-intervall {l)ﬁ %EQELE?—O Yo7y y&:\ﬁﬁﬂﬁﬁii‘ AA YT

5000 DT VAN F—=FE2EMICEEGT 0, A

switch-1(conf-tm-sub) # H =Tz A AR NPRREAE LT E ZITRETD
MEPRELET,

AT 710 |dst-group dgrp_id BRI N—T % OB T AT Y T a i) vy

&1

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, BET DHERE 7V — 71,
destination-group =~ > KT E L=k e 7 v —
TE—HTHMERDY T,

IPBREDRA T4 T T—32 INADIEK

FIRDEE

AA v FOFTXTO IPv4 & 1IPv6 BEFEICET 215 M A X552 IP RO XA T 47 T —
HEETCNNA LR TEET, BT 5 &, BEMEITT_XRTORBEERLZEE LT, EUERE

D%, BEEEREOBI, FH. B L OHIER

(ZBE Dl NEE S E T, BEEBISR A TR(E

EINBT—HIZOWTIE, FAT 47 T—HERBTXANAAICA NI —I 7 ENDT LA b

U 7—%4 (10_—) #ZBLTIEEZN,
15 H B HEIIC

T LA M UBREZ AL TORWEEEI,

1. configure terminal
2. telemetry
3. sensor-group sgrp_id

ZZTAMCLET (feature telemetry)

=FLEHETFLA Y )



B rezor 57755 208

4. data-source native
5. path adjacency
6. destination-group grp_id
7
GPB-compact }
8. subscription sub_id

EFLEHETLA Y |

ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |

9. snsr-group sgrp_id sample-interval interval

10.  dst-group dgrp_id

FlED
Fig
O RFERET7TIV3 Y B#)

Z 5w F1 |configure terminal Ay 74 F¥al—varyE—RKEANLET,
1 -
switch-1# configure terminal
switch-1 (config) #

RTwv T2 |telemetry T LA N UBREOMRE— FIZAD £7,
11
switch-1(config) # telemetry
switch-1(config-telemetry) #

AT w73 |sensor-group sgrp_id o= IN—TEER L ET,

1
switch-1 (conf-tm-sub)# sensor-grp 6
switch-1 (conf-tm-sub) #

25y 74 |data-source native IATF AT TTY r—s g VA Y — A Fe i

Bl - EHATES LD, FoFEELERATATIC
U

switch-1(conf-tm-sensor)# data-source native EZEEL/jiij

switch-1 (conf-tm-sensor) #

AT w75 |pathadjacency IPv4 & IPV6 BEREICRET 158 a2 2 U — L 5Bk
Bl B AR L E T,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #

A7 76 |destination-group grp_id TULA NV N—T T E— RICAY | $
Bl Bid s — T R LR T
switch-1(conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

B =7\ EsRTFLARY



| EFLEHRFLA Y

w1747 7—4 v—2 K2 fEm0ET |

ARV FFEREETIVa Yy

E:)

RFw 71 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 ) FL a DT L A N F—X % §55¢
} encoding { JSON | GPB | GPB-compact } ENEIPT RLAEE—FMIZA RN —3 02715
i - Lo L, 7—4 AV —LhDTFu bank
switch-1(conf-tm-dest)# ip address 192.0.2.11 j:>/:1h41:%EEQiEIJEE7fO
port 50001 protocol http encoding json
switch-1 (conf-tm-dest) #
£l
switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb
switch-1 (conf-tm-dest) #
£l -
switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb-compact
switch-1 (conf-tm-dest) #

A5 78 |subscription sub_id TVLVANIH TR Y I ar P 7E—RIAD,
i - TLARNY) HTR7 YT a el LET,
switch-1 (conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

25w 9 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7) S a L
i - V7 LT, T=20¥ 7Y 7T (X UBH

AN L N ° N ~ =3 -
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval| hL)w_ ERIE L%’?—O —]j—/j % /Z\Fﬁﬁﬁ[’ﬁlj:\ AL T
5000 MT LA RN F—=2 2 EHRNCEET D0, A~
switch-1 (conf-tm-sub) # B—T = A AR PR LT & X ICHEIET S
MERELET,
A7 w710 |dst-group dgrp_id B /N —T % YT Ay Y T a ity vy

51

switch-1(conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, HBET DHEERE 7 L — 71,
destination-group =~ > KT E L=k 7/ v —
Te—ETHAVENRLY T,

2 T4 T T—2 V—XANREROERT

NX-0S @ show telemetry event collector =~ > RZEH LT, XA T 47 T—4% YV —A )RR
DOFHEHRE DD ¥, FlFe T — 2R RTEET,

MEHERO KRR

show telemetry event collector stats =~ > K& 3817 L T,

HIHEME DT BRI TEET,
RIB /S 2 DHFEFHEFWDH]

BHAT AT Fe b V=R SR

switch-1# show telemetry event collector stats

=FLEHETFLA Y )



EFLEHETLA Y |
. A k1)—3 2% Syslog

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch-1#

MAC /XA DFFEEHEHR OB -
switch-1# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch-1#

Bt S 2 DFTEHE OB
switch-1# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch-1+#

IS3—hIVEDRE

show telemetry event collector stats =~ > RZfEH L T, T XTORAT 47 T —% J—A
ADTT—DHFHERRTEET,

switch-1# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch-1#

O O O O O o o o

A k1)—Z= > 7% Syslog

TLARJADR 1)—Z 2% Syslog [TDULNT

Cisco NX-OS U U —2 9.3(3) LAKE, ET ABEET L A MU X, YANG 27 —% Y —A & LT
EFHT DsyslogDA N =T h2YR—FLET, YT RAZ VT a2 ELTHE, T
TO syslog WIHE L L TZEFHFICA M) —I 7 ENFET, ZOMAEIX NX-SDK & #f L
T, WD syslog RANLDA M) —I 7 syslog7 —# &P AR—KLET,

B =7\ EsRTFLARY



| EFLEHRFLA Y

N—T 4 VIR A T 4 T F—atER 2o ]

* Cisco-NX-0S-Syslog-oper:syslog

* Cisco-NX-0S-Syslog-oper:syslog/messages

HAEEOBIL, syslog £ <2 NEHMORRZEHICA LY —I 0 7 SHET, syslog SAD %
)= 70, ROy a—F 47 XA TV R—FLET

+ Google Protobuf (GPB)

« JavaScript Object Notation (JSON)

W—T 4 VI BHRORA T4 T—FEET/NADER

URIBIZEHEND TR TONL— MIEATHIEHEREEET ONV—T 4 LV ITERORAT 4T T —
HZEETL NRAEHRTEET, BT DL, REHEITT I ToOL— MEREXELET, ~—
ARG D%, AA vTFRYR— T EL—F 47 71 ha/Ldi— ~NEHEHIBRERIECS
WTBHNEEINET, RIBEMTEEINDGT —XIZOWTIH, *A T 47 7T —XEEL
NAZA NI =7 INDT VAN T—% (10 X—) 2L TIIZEN,

188 BRI
T LA MUBBEEZ AL TN EIE, 22 AT LET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib query-condition [data=ephemeral | updates_only]
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
FIE
ARV KRFERETIVa Y B#)
Z35 w71 | configure terminal SLT 4 Fal—tay E— REANLET,

switch-1# configure terminal
switch-1 (config) #

=FLEHETFLA Y )



B 7 g0 r7 7 F—a_ERAROBH

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

ATy T2 |telemetry T LA MY BRROWKE— FICAY £7,
11 -
switch-1(config) # telemetry
switch-1(config-telemetry) #

R 5w 73 |sensor-group sgrp_id oY — P A—TEIER L ET,

i
switch-1(conf-tm-sub)# sensor-grp 6
switch-1 (conf-tm-sub) #
2574 |data-source native B TE DT L RT M S R R W LT, A
i - TATTIVr—arNARN) =L F—F&ff
switch-1(conf-tm-sensor)# data-source native HTEs & DIz, ?_&%157]:%%/]} A7 (ZRXTE
switch-1(conf-tm-sensor) # L/jz7ro
R w75 |pathrib query-condition [data=ephemeral | N—hren—F T o FF—  MNMEREA N —I
updates_only] 4% RIB 7S 2 &t LT,
i - guery condition data=ephemeral (7> = >) : %
nxosv2 (conf-tm-sensor)# path rib \/70/I/F'Eﬁ BI’%O 35 7’—: 130 u% %g&ﬁg—t% i‘% = @—H—
nxosv2 (conf-tm-sensor) # . 5 e ok - " .t
Y INVRIRRIZ Ko T BRIV — MEBDSEBIRY

I ICEME SN ABENRED £ RSz 7
nxosv2 (conf-tm-sensor) # path rib query condition| JL[H[ET) .

data=ephemeral

nxosv2 (conf-tm-sensor) # query condition updates-only (#~7'> =z >) %
- TR0 TORFR—hSnES, o7z V%
nxosv2 (conf-tm-sensor) # path rib query condition| ﬁ:fﬂi\ %%}JO)X‘}* f Tva /*]\-7*»—& Li_%{géﬂ

updates_only T b— MEROEF OB ERITEE S E
nxosv2 (conf-tm-sensor) # 7r

A5 76 |destination-group grp_id TULARNVERE S NV—T BT E— RIZAY, B
Bl - Bese 7 —7 h i L E T,
switch-1 (conf-tm-sensor)# destination-group 33
switch-1 (conf-tm-dest) #

ZFwF71 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 27 J FL a L DF L A N F—X % 5%

} encoding { JSON | GPB | GPB-compact }
&1

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json
switch-1 (conf-tm-dest) #

&1

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb
switch-1 (conf-tm-dest) #

51

B =7\ EsRTFLARY

INZIPT RLAER—=KNIZIARNI—=I 07T 5
Il L, =% ANV —ADTF 0 fant
Tra—REHRELET,



| EFLEHRFLA Y

Syslog SZ2DF LA Ly F—5 2 +by—3v5 [

ARV FFEREETIVa Yy

E:)

switch-1(conf-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb-compact
switch-1 (conf-tm-dest) #

AFw 78 |subscription sub_id FLANI ST 22 Y Foar b 7E—RICAD,
B - TLVARNY) T2 YT va el LET,
switch-1(conf-tm-dest)# subscription 33
switch-1 (conf-tm-sub) #

Z 5w F9 |snsr-group sgrp_id sample-interval interval vt — TN —TEBEOY T AT Y T g T
i - V7 LT, T80V 7 Y I (XY E
switch-1 (conf-tm-sub)# snsr-grp 6 sample-interval] h%{A%EEQiEIJEEij %%Eif7 Y L/%fﬁﬁF%&i‘ AT

5000 BT VA NYT—2ZFEICIEET 50, rib A
switch-1(conf-tm-sub)# R IPBELTZEZICHETINERELET,
(GE)
Yo7 RIS T, b B =R AT
A=V IR EASNTA Y —I 7 LET,
AT 710 |dst-group dgrp_id Pt le I N—T 2 Z DY T A7 ) Fa i) v

1 :

switch-1 (conf-tm-sub)# dst-grp 33
switch-1 (conf-tm-sub) #

LET, HEET DR L — 71,
destination-group =~ > KT E L=kt 7 v —
=BT HMLERH D FT,

Syslog /SAADT LAY T—2 A MY—22F

BEETAAAT R, ROT—T L, 727N T g UREMICEREND EED [R—=2
FAv] T, ZFLTAXNY FOBHNEATDH EEIT, EAREERBRA N —I 7350

R LTWET,

=FLEHETFLA Y )



EFLEHETLA Y |
B s ixorLaby F—52ry—325

ISR BIRHY T3y R—R5 |4 Ry R B
4y

CsoNeCBSslayqersslagtessgs| 2 A > FNHEEFOTRTO | AA v F THA LI syslog D
syslogZ# A MU —I 7 LE A MEAEZEELET,
EE * message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

« EAE

s text

syslog /X RFHRD TR

syslog N ADFFHERE I 7 2 FT1FT T —%FRT DHITIE, CiscoNX-0S D show telemetry
event collector =~ > R&HEH L 9,

HEHRRD R T
show telemetry event collector stats =~ > K& A 195 & syslog /8N A Z & OfEFHER E D v
BhERRTEET,

WIT, syslog /N A DFEFHERO B Z 7R L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(1l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS3—hIUEDRE

show telemetry event collector errors =~ > RZ&f 425 &, T TD syslog NADT T —DH
RFEFRTE £

switch (config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -0

B E7LBBRETLANY
88
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Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Table Create Failures -
Table Destroy Failures -
Table Insert Failures -
Table Remove Failures -

Subscription Hash
Subscription Hash
Subscription Hash
Subscription Hash

JSON H A D5

ason ho ]

O O O O o o o

Wiz, JISON AoV 7z Rk LE T,

172.19.216.13 - -

[03/Dec/2019 19:38:50]

"POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -

172.19.216.13 - -

[03/Dec/2019 19:38:50]

"POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -

>>> URL

>>> TM-HTTP-VER
>>> TM-HTTP-CNT
>>> Content-Type
>>> Content-Length

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages
1.0.0

1

application/json

578

Path => Cisco-NX-0S-Syslog-oper:syslog/messages

node id str

task-n9%k-1

collection id : 40

data_ source YANG
data
[
[
{
"message-id": 420
}!
{
"category": "ETHPORT",
"group": "ETHPORT",
"message-name": "IF UP",

"node-name":
"severity":
hext!:

"time-zone":

KVGPB Ot 71451

"task-n9k-1",

"Interface loopbacklO is up ",
"time-of-day":
"time-stamp":

"Dec 3 2019 11:38:51",

"1575401931000",

WIZ KVGPB O 1l &~ LE T,

KVGPB Output:

---Telemetry msg received @ 18:22:04 UTC
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Read frag:1 size:339 continue to block on read..

All the fragments:1l read successfully total size read:339
node id str: "task-n9k-1"

subscription_id str: "1"

collection_id: 374

data_gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
name: "content"
fields {
fields {
name: "node-name"
string value: "task-n9k-1"
}
fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 value: 1574293838000
fields {

name: "time-zone"

string value: "UTC"

B =7\ EsRTFLARY



ETIEEEETLALY

fields {
name: "process—-name"

string value: ""

fields {
name: "category"

string value: "VSHD"

fields {
name: "group"

string value: "VSHD"

fields {
name: "message-name"

string value: "VSHD SYSLOG CONFIG I"

fields {
name: "severity"

uint32 value: 5

fields {
name: "text"
string value: "Configured from vty by admin on

kverB ot 11 [

consoleO"
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I=-aTF7ILBZA LI

VXLAN EVPN O L A U BB O#ERLH,

[VXLANEVPN Y U 22— 5 > DF L A R U J&
B (Telemetry Deployment for VXLAN EVPN
Solution) ]
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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