ACL D £

IP ACL D&% 7E

ZDETIE, CiscoNX-OSTF AL ZDIPT VA arhe—)L XL (ACL) 2BETH)
EIZOWTHBLET,

BRIZFEED 72T UL, IP ACL I IPv4 B L OVIPv6 O ACL &L 7,

« ACL DHEZE, on page 1

« ACL ORiESEM (4 X—)

« ACL OWFEFIH L filfyFHHE (5 ~—)

« 7 7 4L k@D ACL 3% JE, on page 7

«IP ACL D& (8 X—)

e A5 A ACLIZDOWT (24 ~2—)

« ACL =X 7 DOt (29 ~—)

«ACLTCAM U —V 3 v A XORE (34 <—)
o ABIHARRBIFRD ACL OFRE (37 <—2)

T7r7tEvAarha—/ URAL (ACL) &iX, NF774 272074020 o 7IZERHT BIEF
ffEor—nty hOZ ETT, FA—ITE, Ty b= V=T D7D S 72
FER B2 0ROy FBHRESNTHWET, AL v Tk, HDH 7y MIHFLTHD
ACL Z@EHT 50 E ) 0aflrT oL &, 2037y & ACL NOTXTD/L—/VDFEMHEIT
KLTTABRLET, —BETDERUDPRINCADOD SRR T, N7y MEFFRT 20653
HBREDET, BT HEERRONERNWE . AL v FITEH AR T 7 4 /L hDL—
AEBERLUET, FATENT 37y MCOWTIHEREIT S, ESESh= 7y MI R
0y 7EnET,

ACLEZMHT DL, Xy NV = BIXORFEDKRA N, RER T 74 v 7RHELL 2
N7 4w biR#ECEET, L AE ACLEZMERA LT, BiEICEX2 ) T oSN
T hT—=InbA X —Fy MZHTTP b7 7 4 v 7 BRAT DO &L TE 4, Fiz,
BEDYA M~OHTTP N7 7 4 w7122 T5Z2 b TEET, 2OEAIE. A D
IP7 RLAMR, IPACLIZHESN TV ANE I DL > THELET,

IPACL DERFE .
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B racossTemm

IPACLD % 1 7 &EH

CiscoNexus T XA X, BX=2VT 4 N7 497 T40Z ) TDO=DI2 IPv4, IPve, B
JOMACACL Z#V A R—bLET, AL vFTiL, ROFITRTLOIC, "— b ACL, BX
O —ZACLE LT, IPT7 7R a2 bha—L URA B (ACL) #fEHTE £,

Table 1: =% 1.') 7« ACL D&

1 FH HYR—b+FB4283—T (4R HR—FFTBACLDEA T
AR—h ACLIZ, koOWFc@EH L84, A— 1~ |IPv4 ACL
ACL ACL & R ENnE9, IPv6 ACL
=YXy b A X =Tz AR MAC ACL
A=Y Ry P R—=—FF¥RNV A F—T =
A A
JL—% cWHEI AL HE—T A A IPv4 ACL
ACL
CLAXIAL—FEy b YT A s —T o g 2 [PVOACL
L AYIA—HFFy b R—F Fr R A
H—T AR
LAV IA—Y Ry N A=K FrriH7
AHE—T AR
IEPAA LK —T 2 A R
« Switched Virtual Interface (SVI)
VTY ACL |VTY IPv4 ACL
IPv6 ACL
1 B
TNA A, Xy NERABET AR, FONry NOERERAZRELET, T8 AN B
F7 4 v 7T D ACLIZ/ SR L > TIRE Y 9, T3 A%, ROJEFFTACL %3 H
Li—a—o
1. &~— K ACL
2. ASiL—% ACL
JL—IL

TIEAVARN A7 4 Falb—3 g E— RCA—/LEEHRT ST, permit £ 721X deny
av U R LES, A v FiE, FAL— A NOREMEL —FT L T 7 4 v 7 ZFF L,
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Jakral

BEEADIL—IL

pErenx

HELV—LVHNOER L T2 T 7 v 7 &7y LEST, L—I—FTH2DIC T
T4y IR SRIT IR R SR W ERET D004 TV a UREEHEINTWE
ﬂ—o

BN—ZF, V=N —BTANTFT 74 v 7 OREELLEELRRELET, IBETAEET
BIOBEITIE, FFEDEA N, ZA DRy NT—T F730N0—7, HDHWIMEEDHR A
MR TE £,

IPV4B L UOMACDACLTIE., Fo9 74 v 7 & 7a haL Tl cx£d, HBEDCEOFM%
BLTl=DlZ, —#o7 e ha/VILARITCTIRRETEET, =& i, IPv4ACL Tid, ICMP 24,
A CHRE T £,

AVF—=Fy b 7TubaVEGERTERTT 0 FaraEETE T,

IP ACL 3 K UYMAC ACL IZIZRFBRL— A3 0 £77, BFEL— L, FT7a 7 4 F 2 Lb—
Vg TR E SIVTWEEAN, ACL NOMD/L—L & —F LRWEEIZAA v Fn kT
74y ZIZHEAT H— T,

J T D IPv4 ACL IZIE, IROBEERDNL—L D380 D) 4,

deny ip any any
ZORERDONL—IZE - T, EOFRMEICHL B LARWIP FT 7 4 v 7 IHEG SN ET,
F_XTOD IPv6 ACL (21, IROBEERDONL—LndH 0 9,

deny ipvé6 any any

F_XTD MAC ACL (Z1E, IROBEERDIL—3d D £77,

deny any any protocol

OB —NIZE ST, TR RE, R TT7 407D ATY2Ay X—ITHEESNTNDL S
0 k3RS, AN T T 4 v 7 BHEFICHES LET,

FRMDT4NZ) T ATy

BMoA 7 arzZ2FEHL TN 7 4 v 7 iRl TEE£9, IPv4 ACL 121X, ROEBMZ 4V
ZN T AT a BB IILTUVWET,

LA ¥4 han
« TCP/UDP K— |
«IGMP % 1A 7

« fEST 5 A TCP H2ft
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CiscoNexus 7 /3 A FN— VD —F U AFKGEFR— ML TWET, ANTHTXITO/L—
I = VAT EPNED B TONET (22— LDHI0 Y TERITT A AKX D HENE
DYT) , =T UV AFFITL ST, KD ACL REEENES TR £7,
« EFON—VOMITHRONL— IV EBINT S =7V AREERETDHZ LICE - T,
ACLHNTOFHN—VOFHFAG T ZHELET, & xIX, —FEEZ100 & 110 DRI
LWL — LV EFATDURERDDGEIT. =7 AFEF 105 8 LV L—/LZEID Y
TE7,

=V EHIRT D = AESEMEH LR WEEAIE, V=L EZHIBRT A DIC, RO L
ININ—NVEBEREANTHILERH D 7,

switch(config-acl)# no permit tcp 10.0.0.0/8 any
ZDON—UUZI01 FED Y —r ARG DT IIE, IRa~ > RIET TL— L ZHIFRT
TET,

switch (config-acl)# no 101

cN—NEBENT D = U AFK S AT, F T ACL NOEZR DG V— L %
BEITHMLEND DAL, TON—LDat —& L —7 v AFK S TIE LUVLEICHA L
Thb, TOA—ILZHIRTEET, ZOFELLY, NI 74 v 7 edrgTior—iu
EREBTEET,

= VAR EHFAETICL—VE AT DB E. T, AFEDN—VE ACL DI%IZIEB
ML, FONL—VOEBIDONL—NLDL—r U AFZLDH 10 KEWEFEZEIV Y TES, 72
L2 ACLNDEZ DN —N DY —r o AFE SN 225 T, = VAR FEEEETITL—
NEBIMUZSE, T3 AIZOH LVI— W — v A% 5 235 #8024 TET,

Flo. TAA AT, ACLRNLV— VDY — U AFZEFEDV L CTHIENTEEST, v—
v AF A OFEID X TIX, ACL NIZ, 100, 101 O X 9k T 5> — 7 v AFFD/L—)L
DL GE, ENHDNL— VOB DL EDONV—VERAT HLENH D & ZIEHMTT,

WmEEEFEMEBERI -V b

TCPELOUDP 57 4 v 7 DIPACL V—/LClE, 3aBEE A2 HA L T, F— BRI
DERNT T4 T HTANEY) T TEET,

Cisco Nexus T3 A%, EF L AT FOMLELEZHEERE=2=> b (LOU) &W
HSLUAZNITKM L., IPACL TIHEESNT-TCPBLNUDP &A— F ETHE (L kX,
X/, L v, GE#@HE) 2170 ET,

ACL D= &

IP ACL DRFESM TR DO LB T,

cIPACLAZHETAHEOIIL. IPT7T RLy oo 7B a ha BT AN LET
—gqo
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acLozesEesnsE ]

cACLZBRETAA L HZ—T oA X XA FIZTONT OB LI T,

ACL DFEFIE L HIFFEIR

IP ACL DOFREIZRET 21 EFHHE L HIRFHEIIRD LBV T,

« HTTP A ¥ v RBRAOJERE L LT, tep-option-length 4 7' = > A% ACE A SCITBN & 4,
Nry FOTCP AT vary ~y X —DRIZHRETEET, ACE (ZiTHKK4->D
tep-option-length Z MR C&E £ 9, ZAUTIE, TCPA T L a v EHN0DHLDO L EENET,
tcp-option-length 47" a AR L722WIGE, BSIX0 & RSN ET, Thid, TCPA
Trary Ny =Dy NETNRIZDOACE &L —HT 52 LEEERLET, ZOH
RRICED ., IERDTCP A7 v a v ~y X —%FFoO/ )y hThH HITP A Y v RERE
TEDLHEDITARY | FERm ELET,

« ACL D% EIZIE Session Manager 55 Z L #HELE L 97, ZOMREIZ L > T, ACL
DOBREEHR L, REEZFITa 74 ¥ 2b—railay MTHRIC, TORENS
BET L)Y —ABRFIAARENE D) D EfGE CE 7, ZoiRIE. K1 000 Lo —
AN EFENTND ACLIZHK L THRIZA R T,

¢ TCAM AR—ZANEHAREZRBY | (EE DD ACL 2T £,

«HARACLIZ, VU —RT7x TEHR—FSNTHERA, L, R T —EE
RLTHASNDGAERH D £7°,

cEE . PNy MIXT A ACLARIZITOEY 2 —/L ETHEITENET, Zhidid, ACL
WERZE IEE T DN — Ry =T #FEH L ET, LA otofi A= /NN P E T 2 —

VTN FEITEINDHZE bV ET, ZOHE, FRIZHONL—ARHEREINTND

ACL ZALE B BT, AEEE N EL 70D 2 J:rmwiﬁ“o BHA L H—T A A K
T4 E WA= P ED 2 — LT ENET, ROBT Y OV
B TDIP Ty R LA YIA =T oA ADLHDIEE, ZNHD7y MEA—
IR NP D 2 — MIELN TSN E T,

o LA VIRNBERMAT = v ZITRR L, ZOEDICTITTAY MEEERLTWS
2y b

IPA T arBHBHIPVE Ny b GBIMENZIP Xy b~y X —D7 f—)L K
X, 85T RL R 7 40— KD%)

LR IPV6 ~v X — 7 4 — )L R’ D IPv6 737w b
« BFREFEIA A E AT A ACLZEMA T2 L. 735 AX, ZOACL=> hU THHEINLHIE

M OB E IR TRICACL = P Y ZEH L4, RFEHEMHIC L > TRt Eh
57/77%%i«x%:7¢%Fﬂ®774ﬁ)74fiﬁémi¢oﬁ%%ﬁmio

TT v 7T — ERELTZE T A ZAONBEARBIEFIZTE VRS, T/ R3IT7 v 7
F— hERREDEESES Z L0835 £, BN 7(ET><JJ“C\ TIT 4 TIREETH
LI EEMERLET,

IP ACL D& E
|
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ACL DEEHRIR L FIFIEIE

e TRTOEREBIUFIE T 7 4 v 712 match-local-traffic 773 3 v 2T 5121,
AN Y7 b =7 CTACL ZHNTTH0ENRNH Y 97,

« 171 RACL 2318 & 417~ Cisco N3K-C36180YC-R A A v F DL, 7x VU —Z15H9x U
U—RZ7 v 77 L— RT 5. WOFPIRIZHES> TRACLDBHERF S, 7y 77 L— KM
FIEARS BT LTWAZ LR L TLIETE,

1. hardwareaccesslist tcamregioneracl =~ > F&fH LT, H7/1RACL ® TCAM x>/
MU ZBEILET,

2. HERERELTYe—RLET,

3 9xVV—RZT7Tv ST L —RLET,

K DOFEIC SV TIZ, ACLTCAM UV —y 3y (253—2) BLWACL TCAM J —
Var YA RAOERE B4—) BB LTLLIEEN,

* CiscoNX-0S U U — 2 9.3(2) LAK., CiscoNexus36180YC-R 3 L (83636C-R TiL, =—H—
EFRD MAC 7 R L AHIfR%A 16 — 256 DA CRETE E7,

* Cisco NX-0OS U U —2% 9.3(3) 123\ T, Cisco Nexus 3636C-R 77 v h 7 —L AA v F
X, I IPV6 RACL IZOW TR ZYR—hLET :

sl A¥Y47 e han

«TCP 777

T T A

sACL B 7
* Cisco NX-OS U U —% 9.3(3) I8 T, Cisco Nexus 3636C-R 77 > h 7 4 —L AL v F
X, WEYR—FLEHFA

WHOT v Ty T T =1

« 85 TCAM D /)0 — % ACL

« UDF Z {9 i) /L—% ACL

W E AT O DN—B ACLV6 T Z

*14 ops (2 L D H B IO J1v— % ACL IPv6

e TA U H—T A ADHIIV—4 ACL

«IPVv6 ICMP # A 7B L= — N2 X5 1B LA T)L—# ACL

« tep-flag Zf# F L 7= IPv6 A Jj/b—4% ACL

cBINA T a A& O IPv4 L— % ACL

*» Cisco NX-OS U U —Z 9.3(3) IZF\ T, Cisco Nexus 3636C-R 7T v b 7 4 —2h AA v F
X, H/1IPv4 RACL IZ DWW TR AEYR—FLET :

. IPACL DE%E



| PACLOEHE
Frrnroaiz |

«TCP 75/
«ICMP DX A L a—FK

«ACL 17

« hardware profile acl-stats module xx 2~ > FZ i L TACLTCAM = h U DH T & %
HMZT % & show interface @ input discard 7  —/L KT ¥ 212720 £3, ZOilR
1%, N3K-C3636C-R 3 L INN3K-C36180YC-R 7 A > I — R Z454{ L 7= Cisco Nexus 3600 7
TR T7H—b AL v FIZOHBERENET,

* Cisco NX-OS U U —2Z 9.3(5) {28\ T, IPv6 1) ACL I%, Cisco Nexus 3636C-R 3 LT
36180YC-R AA v F TULFZHAR—FLET :

LAY 4T han
*TCP 777

s TT TR
«ACL 17

e IPVv6 ~ B —DT 4 — )L K

— E |
T74)L D ACL % 7E
WDFIL, IPACL/XT A—ZDF 74V REXV A MR LTWET,

Table 2 IPACLD T I A )L b INT A —4

INTGA=Z | TIHIL b

IP ACL F7 4+ D IP ACL IZFELEH A

ACLV— |+ _XTOACLICHEERO L — AN #EHINET,
V%

WDFIT, MACACL XT A —HDTFT 75 )L hiREHZ U A FERLTWET,

Table 3: MACACL DT 7 A JL k 1X5 A —4

NG A=Z | TITAIL b

MACACL |57 4L Tl MAC ACL IZEE L EH A

ACL V— | T _XTOACLIZKBRO L — RN #EHINET,
%

IP ACL D& E
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IP ACL D% E

IP ACL D{ERK

T NA AT IPv4 7213 1IPv6 ACL #1ERk L, ZHUZA— L ZBINTE £7,

Before you begin

ACL D% EIZ1% Session Manager Z {75 Z L ZH#ELE L £9, ZOMEEIZ L > T, ACL O
EEHRL, REZFTar 74 Fal—ravicaly bT5HIIC, TORENSLELTD
U Y —=ZARFNHFEENE D DA TEET, ZOMERIZ, £ 1,000 BL EDO/L— /L3 E £ T
W5 ACL T L CRICAEZN T,

SUMMARY STEPS
1. configureterminal
2. ROWTNLOa~vr REATTLET,
* ip access-list name
* ipv6 access-list name
3. [sequence-number] {permit | deny} protocol {source-ip-prefix | source-ip-mask} {destination-ip-prefix
| destination-ip-mask}
4. dtatisticsper-entry
5. hardware profile acl-stats module xx
6. reload
7 koOWFhrOa<wr REANLET,
« show ip access-lists name
* show ipv6 access-lists name
8. copy running-config startup-config
9. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R 71 | configureterminal 7 a— S NRERTE— REBE L E T,
Example:
switch# configure terminal
switch (confiqg) #

. IPACL DE%E
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Command or Action Purpose
ATy T2 | ROVTN DA<y FEASLET, IPACL /B LT, IPACL 2> 7 4 ¥al— g
« ipv6 access-list name fRELET,
Example:
switch(config)# ip access-list acl-01
switch (config-acl) #
A7 v 7 3 | [sequence-number] {permit |deny} protocol | IPACLINIC/A— L& IER L EF. SHOL— L %A
{source-ip-prefix | source-ip-mask;} {destination-ip-prefix | s - % ¥4, sequence-number B3I, 1 ~
| destination-ip-mask} 4294967295 DEKLAARE L E T,
Exémple: . o permit =2~ K& deny a2~ RiZid, 774 v
szv?t::zh(conflg—acl) # 10 permit ipv6 1::1 2::2 3::3 7 %%‘gﬂa%ljﬁ‘ék&)0)§< @jﬂk‘ﬁ!ﬂﬂ%‘éﬂ“(b\i
T, BRI OWTIE, HFE D Cisco Nexus 7 /31 A
Da<wr R U777 L RAEBRLTLIEEN,
AT v 74 | satistics per-entry ZD ACL D)V— L& —ET B/ hO T a—
Example: VAREE B T NA ADHERFT D KO ICRELE T,
switch (config-acl)# statistics per-entry
R T 75 | hardware profile acl-stats module xx WNES TCAM & #4E TCAM O J5 ¢ ACL TCAM = >
Example: MNIDOID 2B LET,
switch (config-acl)# hardware profile acl-stats Note
module 1 Zoavr RiE RBEIO-RX 71 H—KE
Cisco Nexus 3636C-R 3 LTV 36180YC-R A A1 v F %
fiFi 2. 7= Cisco Nexus 9500 77 v 7 4 — AL A A v T
WZOAHBEHEINET, BT 2E2HENT DL,
VLAN & SVI OfiaHE#RIZEDIVE T,
AT 76 |reload A v FHEIa—RLET,
Example: Note
switch (config)# reload reload =~ ]\ﬂi\ Cisco Nexus 3636C-R B L ¥
36180YC-R A A v F TIIMHATT,
ATy T ROWTNHOa~vr REASLET, IPACL DR ELXFRLET,
« show ip access-lists name
* show ipv6 access-lists name
Example:
switch (config-acl) # show ip access-lists acl-01
7 8 | copy running-config startup-config FTar7 4 FXal—ark, AF— Ty A
Example: Y7 4Fal—valat—LET,
switch (config-acl)# copy running-config
startup-config

IPACL DERFE .
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Command or Action Purpose

R Fw 79 | (Optional) switch# copy running-config startup-config | 2/7a . 7 4 a2l —3T a v %, AZ— T v

Y74 F¥al—varilar—LET,

Example

WIZ, IPv4 ACL Z1ERT 2612~ L 9,

switch# configure terminal
switch (config)# ip access-list acl-01
switch (config-acl)# permit ip 192.168.2.0/24 any

WIZ, IPv6 ACL Z{ERRT 261 %2R L £,

switch# configure terminal
switch (config)# ipvé access-list acl-01-ipvé
switch (config-ipvé6-acl)# permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64

IPVAACLOX T DEETFE

FIRDOEE

Ipv4 ACL ¥ 7 7 ab A ZRET DL, BT 7 BA VA RMEERLTHrL, RES
NFEACLEEHLTA L —T A A FEDIPVA NS T 4 7 DT 4 NE ) o T x—T )b
WL, EBICACLuX UV 7atv R T A—FE2HELET,

1. configureterminal

2. ip access-list name

3. {permit | deny} ip source-address destination-address log
4. exit

5. interface ethernet slot/port

6. ip access-group namein

7 exit

8. logging ip access-list cacheinterval interval

9. logging ip access-list cache entries number-of-flows
10. logging ip access-list cache threshold threshold

11. loggingip access-ist detailed

12. hardwareratelimiter accesslist-log /7 >

13. acllog match-log-level severity-level

14. ({E&) show logging ip access-list cache [detail]
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F gD FEH
FIR
AV RFERETI3Y B#Y

XF w71 |configureterminal Jua—r’URERE— FEBELET,
i -
switch# configure terminal
switch (config) #

RTwvF2 |ipaccesslist name IPv4 ACL Z#fEpfc L. IPACLZ 7 4 Fal—ig
Bl - v E— RERMGLET, name 55T 64 XA
switch(config)# ip access-list logging-test TF?EEELJEEer
switch (config-acl) #

AT w73 | {permit|deny} ip source-address destination-address | &fthiz %92 IPv4 T 7 4 v 7 A EFA £ - 13E
log G5, ACL DL— L EIER LET, AT LM
- =BT D57y M 2 fFHn 2
switch (config-acl)$ permit ip any 10.30.30.0/24| X Y E—VEAERTE L LT HITIE, logF—

log U —RE2EBD00ENHY £,
Source-address 5 J: U destination-address 51 5212 13,
IP7 RLARERYy NU—T ULV — R, IPT
RLAEAERY TRy b ~RA7 RAKNT N
A, FTAMEEDT RVAZRET 5 any 72 E0
&) @ i‘d‘o

ATy T4 |exit REEZEH L, IPACL2> 7 4 Fal—gy
11 E—FEKTLET,
switch (config-acl)# exit
switch (config) #

RTwF5 |interfaceethernet slot/port A VB —T 2 AREET— REMBLET,

1 -
switch (config)# interface ethernet 1/1
switch (config-if)#

AT 76 |ipaccessgroup namein BESNTEACLZHEHL A v H—T =4 X LD
5l - IPvd b T 74 v I DT 4 NEY T =T
switch(config-if)# ip access-group logging-test = Liﬁ—o %15 b7 74 v 7IZ ACL %ﬁﬁﬁfé&i

in ‘é—o

ATy 71 |exit REEZFFL, (VX —Tx2f AT FXal—
Bl vavE—FEKTLET
switch (config-if)# exit
switch (config) #
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ARV FFEREETIVa Yy

S

25w 78 |loggingip accessist cacheinterval interval ACL B¥ o7 Fut 2o 7 EHERE (FPHA)
B - ERELET, 774/ MET3008 T, HPHIT
switch(config)# logging ip access-1list cache 5 ~ 86400 %QTFTfO
interval 490
X w79 |loggingip access-list cache entries number-of-flows |ACL r¥> 2 Yot A TE=FTA5 72 —0DKEK
i - BEEELET, 774/ MEIZ8000 TY, HA—
switch(config)# logging ip access-1list cache h éﬂé{[ﬁ@%l}fﬁ 0 ~ 1048576 Tﬁ_o
entries 8001
2w 710 |loggingip access-list cachethreshold threshold 75— MRS AT, IBEINT Yy MK
Bl - T EER SNV BERE T, Syslog A v — U MNVERK
switch (config)# logging ip access-1list cache E§jl§£7fo
threshold 490
AFw 711 |logging ip access-list detailed show loggingip access-list cache ==~ > FDH /T,
B - ACL 4., ACE v —/7 v A&, 77 ar, ACL
switch(config)# logging ip access-list detailed @jﬂ_’ﬁ]‘ ACL74\/I/f FAT EI?SJ:U‘ACLJ@HEJ/I)
VE—=T A ANREREIND LT LET,
AT 712 |hardwareratelimiter access-list-log /X%~ ACL B X T DD A—R= A P TP 2 —)L
- IZabe—xinbd 37y O L — MR % pps T E
) , . L9, #iHIE 0 ~ 30000 T,
switch(config)# hardware rate-limiter
access-list-log 200 Gx)
Cisco Nexus NX-OS 7.0(3)F3(1) IX. hardware
rate-limiter access-list-log =~ K&H% AR —h LT
WEE A
X7 713 |acllog match-log-level severity-level ACL O—Hziifkd 2R/ 77 1 (ERE)
Bl - LALVEIRELET, 7740 bide () T
switch (config)# acllog match-log-level 5 To HHIZ0 (B ~7 (T 7)) T,
ATv 714 | (&) show loggingip access-list cache[detail] | 253 CIPE L UOSEEIPT FL A, S#ELAR— hB X
5l - OESeR— MEH, FMETTA =T = A AL

switch (config) # show logging ip access-1list cache

TIT 47 en 7 7a—\lET AR ERRLE
9", logging ip access-list detailed =2~ > K% AJ)§
% &L HAZiE, ACL 4RI, ACE O —/4 A
Fem, 77 ar, ACLDJIH, ACLDZ 4 /L4
2A 7, FLTACL DA ¥ —7 =4 AHFH
ENDHEHITR FET,
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raccozz [

BEFED IPv4 F 721 IPv6 ACL 25t L C/b— L DBINE - I3HIRZITH Z ¢ N T £, MED
N—FIEECTCEETA, V—VEEETHIZE, TOL—LEHIRLTLL, ZEEZNZT-

=V EEER L ET,

BEFON— 1V OIZHT LWL — VBT AT D HLERS LA T, BUED Y —F LV AFFDLEX
R TITTRTEHFATE RN E XL, resequence i~ > REH LT —47 0 2 F 54 fE|

(Optional) switch(config-acl)# no {sequence-number | {permit | deny} protocol source destination}

DY TLET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# {ip | ipv6}ip access-list name
3. switch(config)# ip access-list name
4. switch(config-acl)# [sequence-number] {permit | deny} protocol source destination
5.
6. (Optional) switch# show ip access-lists name
7. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

switch# configure terminal

Ja—\) a7 4 Xalb— gy E— NeBith
L\i‘jﬂo

ATvT2

switch(config)# {ip | ipv6}ip access-list name

LETTHELEZ ACLOIPACL 227 4 Falb—
vay E—REBLET,

ATvT3

switch(config)# ip access-list name

ABICHELZACLOIPACL 2> 7 4 X o L—
vary E®—REBBLET,

ATv74

switch(config-acl)# [sequence-number] {per mit | deny}
protocol source destination

IPACLNIZV—VEAER LET, ¥ — T v AE %
BETHE, ACLNOL—UFAEEIEECTEE
T, =T U AFGERELRNE, L—/LITACL
DOREBITEIMSLE T, sequence-number 51 5ITIZ,
1 ~ 4294967295 DFEFG & FRE L £9°,

permit 2~ & deny 2~ NiZid, 774 v
7 aNT 500 OFENHEINTVE
T, FEAMZ DUV TIL, Cisco Nexus 7 /34 A D
[Command Referencell & L T 72 &0,

ATy Th

(Optional) switch(config-acl)# no {sequence-number |
{permit | deny} protocol source destination}

FEE L —L% IPACL D> HHIBR L E,

IPACL DERFE .



B racowmn

IPACLDEE |

Command or Action

Purpose

permit 2~ N&deny 2~ RiZiL, 774 v7
T 720D OFEPHESNTWET,
FEAMIZ DU TIE, CiscoNexus 734 A D [Command
Reference] #ZM L TS 7230,

R w 7 6 | (Optional) switch# show ip access-lists name

IPACL O E&EFRLET,

R 7 7 | (Optional) switch# copy running-config startup-config

FTar 74 Xal—vark RE—FT v S 3
Y74 F¥al—varilav—LET,

Related Topics
IPACLIND Y —/ v AH/ S DER

IP ACL D HlIB%

ZA v F 5 IPACL ZHIGETE £9,

AA > F 5 P ACL Z IR+ 5 il
MR L TLIZ&EW, HiIgrTE5D

ZOACL B ENTWEA v Z—T = A ZDFHRIE]

LD ACL NZETHD &R LET,

(15 =2—2)

. ACLBA v A —T oA ATHEAENTNWENE 9%
X, BAEEAENTWDHACLEIT T, ACLEZHIRL T,

WL T EE e A T HIBR

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# no ip access-list name
3. switch(config)# no ip access-list name
4. (Optional) switch# show running-config
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5 1 | switch# configure terminal Ta—\)ar7 4 Xal— gy T— NG
LET,
AT 7 2 | switch(config)# no ip access-list name AHTCHE LIZIPACLEZE( T2y 7 4 X a2l —T 3
YIBHIBRLET,
R T 7 3 | switch(config)# no ip access-list name LAETCEE LIIPACLYFEfTa 7 4 X2 Lb—3 3
YBHEIERLET,

. IPACL DE%E
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PAacLAD Y —4 o 2B5E2nZE [

Command or Action

Purpose

ATvT4

(Optional) switch# show running-config

ACL OFBRTEEFRRLET, HIFREI 7= IP ACL II3R
RENRWTT T,

ATy Th

(Optional) switch# copy running-config startup-config

EiTar 74 Fal—rarrk, AX— T v S o
V74 Fal—Yagiiar’—LET,

IPACLIND S — 7V ABENER

IPACL NN —/WATT bR R TO =7 U AR G EEETEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# resequence ip access-list name starting-sequence-number increment
3. (Optional) switch# show ip access-lists name
4. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Ta—N)L ary 74X al—3ay T— NeBG
L/iﬁ‘o

ATv T2

switch(config)# resequenceip access-list name
starting-sequence-number increment

ACLHICEIRENTWAIL— Y —F o 2K Bk
P Ed, BE LY —7 v AB T BRI O
=T bE T, BReOF/L—/UIZIEL, BRI
D= F D RENVEEMTToNET, FED
RRIZ, FE LI aIc L > TIRED £7,
starting-sequence-number 514 & increment 5 1%cE,
1 ~ 4294967295 DFEFL CTHRE L £,

ATvT3

(Optional) switch# show ip access-lists name

IPACL OFEHEF R LET,

ATvT4

(Optional) switch# copy running-config startup-config

ErarraXal—vark A4—kTv7a
V74X al—valar—LEd,

mgmt0 ~® IP-ACL 0 FH

BHA X —T 2 A A (mgmt0) 2 A TE25D1%, IPv4 & IPv6 D ACL T,

IPACL DERFE .
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IPACLDEE |

188 B
WHT 5 ACL BFEEL, BN LI T 74 w7 T4 N Z ) VT RRESNLTNWDLZ LA
MR LET,
FlED#HE
1. configureterminal
2. ip access-group access-list {in | out}
3. (f£&) show running-configaclmgr
4. ({EE) copy running-config startup-config
FED FH 4
Fig
ARV REEEFET7IVa Y B

R 71 |configureterminal yu—sYL ar 7 4 ¥ab—iar E— FEHk
1 LET
switch# configure terminal
switch (config) #

R T 72 |ipaccess-group access-ist {in | out} IPv4 ACL £ 721X IPV6 ACL %, FRELHD NT 7 4 v
- ITDLAYIA LA —T A RZEHALET, £
switch (config-if) #ip access-group acl-120 out ﬁﬂ(lﬂ/“—‘g ACL # 1 Ol@ﬂq(é&ij—o

ATv 73| (f£E) show running-configacimgr ACL ORREZ RN LET,

1
switch (config-if)# show running-config aclmgr

ATw 74| ({£E) copy running-config startup-config Effar74Xal—ark, AA—hrT v S
Bl - Y74 FXal—vaiiat—LET,
switch(config-if)# copy running-config
startup-config

B H
« IP ACL DfFRK

R— bk ACL & LT IPACL D& A

IPv4 ACL I, WHiA —Y Ry N A FZ—T7 = A Z2F /-1 PortChannel I H TX £9°,

ho

DA VH =T oA A XA TIZEAEINZ ACL 1%, A"— bk ACL & RSN ET,

. IPACL DE%E
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r—sacLe Lo racoaEs

A\

Note DT NTA—21F, F—F FrXIVTHEAINTND & A= R— FOREITK

MEnEEA,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# interface {ethernet [chassis/]dot/port | port-channel channel-number}
3. switch(config-if)# ip port access-group access-list in
4. (Optional) switch# show running-config
5. (Optional) switch# copy running-config startup-config

DETAILED STEPS

Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal Jua—\) a7 4 ¥ lb—3g )y B— REEG

L\i‘a_o

R Fw 7 2 | switch(config)# interface {ethernet [chassis]dot/port | | @ L7-A > X —T = A AWK LTA v X —T = A
por t-channel channel-number } A ary 74 F¥al—vary T— FaBBLET,

R T w 7 3 | switch(config-if)# ip port access-group access-listin IPVAACL %, A2 FZ—T A AFTAR—F F¥
FVIC#EHA LET, A— KM ACL TiX, 411w
R7Z4NEZV o TEFRYR— SN THWET, 1
ODA VH—T = A A1 ODOKR— | ACL %
T&EET,

R T w 7 4 | (Optional) switch# show running-config ACL OFREEF R LET,

2w 7§ | (Optional) switch# copy running-config startup-config | 2472, 7 4 X2l —3 a2 %, AX— T v 7 2
Y7 4Xal—vailar—LET,

JL—% ACL & LT IPACL MsEF
IPv4 ACL £721E IPv6 ACL 1L, IRDZ A T DA 2 —T = A ATHHATEET .
BB IA L H =T 2 A ABIOH T A X —T = A A
L AXYIA—YEY F A=K FY¥ RV A H =T 2 ABIOI TS H—T = A A

EH AU H—T A A

IP ACL D& E
|
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B —sacticoracomm

Before you begin

AT ACL NFEL, BN L T 747 TANZ VU TRREINTNDE I L%

R LET,
SUMMARY STEPS
1. switch# configureterminal
2. RowFnroavwr e A LET,
« switch(config)# interface ethernet slot/port[ . number]
« switch(config)# interface port-channel channel-number[ . number]
* switch(config)# interface mgmt port
3. koOWFnhDa~vr FEANLET,
« switch(config-if)# ip access-group access-list {in}
» switch(config-if)# ipv6 traffic-filter access-list {in}
4. (Optional) switch(config-if)# show running-config aclmgr
5. (Optional) switch(config-if)# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal Ta—r)ar7 4 Xal— gy T— NEh
LET,
ATy T2 kONFhrDa~r REAHLET, RELIEA VA —T 2 A A LA T DAY T 4 Xa

« switch(config)# interface ethernet slot/port| . b—var - FabilalL £,
number]

« switch(config)# interface port-channel
channel-number[ . number]

« switch(config)# interface mgmt port

ATy T3 kO TNILDavwr FEANDLET, IPv4ACL £721XTPVv6ACL %, AFIHFMD ST 7 4 v

« switch(config-if)# ip access-group access-list {in} IDVAYIA I =T = A RTHH L ET

« switch(config-if)# ipv6 traffic-filter access-list

{in}
R T 7 4 | (Optional) switch(config-if)# show running-config ACL DB EER T LET,
aclmgr
R 75 | (Optional) switch(config-if)# copy running-config Firar74F¥ab—vark, A= 7y 7 a
startup-config Y7 4Xalb—valar—LEd,

. IPACL DE%E
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4va—7zq2mac7 KLoBELHE ]

AR —TTAAXAMAC7 FLADKRTE EHIE

SV, L4 ¥3f L H—TxAf A, A—FF¥XN, LAF¥3V TS F—Txf A, BLIO
MNoAARNVAVE =T 2 A RZAZT 4 v I MACT RLVAZERETEET, F— FBLOFR—
N TF ¥ RNVOFETALT 4 v 7 MACT RLAZRETHZ & TEET, 2EL, T
DR=FINRLAYIZHHILERDHY £3, A— FOFAND 1 DOFR— R AF¥212H5
BEThH, avr NIESRESh, =7 — XA ve—UnRFRINET,

FI7 4 TR, AL vFICHETEDMACT FLAORREKIT 16 T, 7=7-L. ZoiHfl
[RZ2258 LT, MACT RL AEOHIHZ 16 — 256 ICRETHZ LN TEET,

VPC XIS A A~ F TORERRHIRIZIT. v — AR SN2 —F—EHREOMACT LR L,
VPC BT BRIl &N —F—EFEDO MAC 7 RLADBFNEENE T,

FleDHE
1. configureterminal
2. interface ethernet dot/port
3. [no] mac-address static router MAC address
4. (fEE) show interfaceethernet slot/port
5. mac address-tablelimit 16-256 user-defined
6. (fEE) show macaddress-tablelimit user-defined
FlED
Fig
OV RFERETIVa Y B
R 71 |configureterminal Ja— N VEREE— RERBELET,
fi

switch# configure terminal
switch (config) #

R Fw 7 2 |interface ethernet slot/port A B —T 2 A ABEET— NEBBELET,
i) :

switch(config)# interface ethernet 2/1
switch(config-if) #

Z 5w 7 3 | [no] mac-address static router MAC address AUHE—=T 2 ATMACT RLAZHELET,
Bl - RIEZHIRT 212X, Zoa~y Ko no B &M

HALET, MACT FL AL, P FR— RSN TWAHR
DASDIERDONT NN TATITEET,

*EEE

switch(config-if)# mac-address 0019.D2D0.00AE

* EE-EE-EE-EE-EE-EE
* EE:EE:EE:EE:EE:EE

IP ACL D& E
|
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IPACLDEE |

ARV RFERETIVa Y

B8

* EEEE.EEEE.EEEE

G¥)
WO EMACT R LRI A LN T EEN,
« XJLMACT K1 2 : 0000.0000.0000

e 70— K¥ ¥ ANMACT FL A :

FFFF.FFFF.FFFF
e wILTF X ¥ A INMACT RL X :
0100.DAAA.ADDD
ATv 4| ({£&E) show interface ethernet sot/port AV B =T 2 ADTRTOFREFRLET,
i) :
switch (config-if)# show interface ethernet 2/1
switch (config) #
R w 75| mac addresstablelimit 16-256 user-defined AL FICRETEX A MACT RUADE R A3
15“ : Ebjﬁﬁ«o
switch (config)# mac address-table limit 200
user-defined
switch (config) #
ATy 76| ({EE) show mac addresstablelimit user-defined | AA v FIZERETE D MAC 7 R L AD R KEia #

1

switch(config)# show mac address-table limit
user-defined

RLET,

1

A HE =T 2 A ADMACT L AZRRT A0 a2~ LET,

switch# configure terminal

switch (config) # interface ethernet 3/3

switch(config-if)# mac-address aaaa.bbbb.dddd
switch (config-if)# show interface ethernet 3/3

switch(config-if)#

switch(config)# mac address-table limit 100 user-defined
Warning: Configure the same User-Defined Mac Limit on the peer.
Warning: New Fhrp max group limit is 390

switch# show
User Defined Mac Limit:
FHRP Mac Limit: 390

100

. IPACL DE%E

mac address-table limit user-defined
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unk ~—z o mac AcL pEE [

UDF ~X— X ) MAC ACL DEXTE

ZOMEEIZK Y, TS R F2—YEKR T +—/F (UDF) THREL, —HT5 7 v b %
MACACL ({ZEfH c& ¥,

CiscoNX-0S U U — 2 9.3(2) LAF& Tl&. Cisco Nexus 36180YC-R 35 L 183636C-R 7T v k7 4 —
LA YFDUDFX—ATMAC T Z7EZ JUZX I~ (ACL) ZAERTEX FT,

FIEDHE
1. configureterminal
2. udf udf-name offset-base offset length
3. har dwar e access-list tcam region ing-ifacl qualify {udf udf-name }
4. copy running-config startup-config
5. reload
6. mac access-list udf-acl
7 permit mac source destination udf udf-name value mask
8. interface port-channel channel-number
9. mac port access-group udf-access-list
10.  (f£&) copy running-config startup-config
F gD F%H
FIE
O RFEREETOIVaY B#Y
XFw 71 |configureterminal Ta—r L ar 7 4 Fal—ay ®w— N2
i - LET
switch# configure terminal
switch (config) #
R w72 |udf udf-name offset-base offset length DL H5IZUDF #EFX LET,
1 : « udf-name : UDF D4 RTZIEE L 3, 41T
switch(config)# udf pktoffl0 packet-start 10 2 TR 16 LFOEFEZ AN TExFET,

« offset-base : UDF 7 &~ b X"—R %
{packet-start} O L 9 IZHEELET,

e F Ty ATy N R=ANBNRA A
Tty FOFERELET,

XA T7EY N DO ARS NOBERELE
T, 1 E7201F2 4 FOBRYR—FERTH
F9, BIOAAL MZ—FIEA7-0120%, #
D UDF #EHRT HLENHY E£7,

IP ACL D& E
|



B vor ~—zo mAcAcL oEE

IPACLDEE |

ARV FFEREETIVa Yy

S

#HE D UDF # EFRTXETH, VA F0E R
UDF DAEFET D Z LA HELE L £97,

AT w73 |hardwareaccesslist tcam regioning-ifacl qualify {udf | Ipv4 & 7213 IPv6 78— b ACLIZi# 19~ % ing-ifacl
udf-name } TCAM V— 3 VIZUDF 27 % v LET,
Bl K 18 10> UDF 4K — b S ET,
switch(config)# hardware access-1list tcam region .
ing-ifacl qualify udf pktoffl0 G¥)
UDF Efii 2B Mashsd &, TCAM U —Y 3 i3
TR DAEIEICIER LET, 7R &
WRHHZ EEERLTLITEIN, &9 Thni
B Zoavy NIESSNET, RERGE.
RERADY — 3 )5 TCAM A—ZANE D F
FTOT, Zoavwr FEHALLET, FEMilco
WTiE, TACLTCAM U — =3 > H A XOFIE
(34 ~—=V) | ZBRLTIEIVY,
GE)
Zoa<wry FonofERix, UDF%ZTCAM Y — =
PBYIVEEL, V—YarE YU ZUEICRL
£
ATw 74 |WZH: copy running-config startup-config U7 —FBLOY AZ— FFIF T 7 ¥ a2
5l - L=y g VB AS— Ty T ar7 4 Xalb—s
N , , , SNTAaB—L T, BRI RT L E T,
switch (config)# copy running-config
startup-config
ATv 75 | WZH: reload TNA AR m— RENET,
11 G¥)
switch (config)# reload UDF % &% copy running-config startup-config +
redoad = AJJ L7=BOHREINZ2 0D £9,
AFw 6 |macaccesslist udf-acl MACT7 Z+tA 2> bra—n Uz~ (ACL) %{E
Bl - LT, MACACL 227 fFalb— gy E—
switch (config)# mac access-list udfacl R Bk L.
switch (config-acl) #
R w77 | permit mac sourcedestination udf udf-namevaluemask | MAC ACL % RE L T, A/ 7 > h 74—/ K

1 :

switch (config-acl) # permit mac any any udf
pktoffl0 0x1234 Oxffff

. IPACL DE%E

ICOWTHEDT 7 A a2y he—L = Y

(ACE) Lt CUDF T—HI®H25LHICHEL
9 B2) . EHE~ A7 OFIEOFMHIL 0x0~

0xFFFF T,

)V ACL i%, UDFH HEE &R WSO
JiEb, ACER2HFTH5ZENTEET, FACEIZ



| PACLOEE
IPvé iz~ v 5 — AcL D ]

AV RFERETI3 Y E]:g]
T84 25875 UDF 7 4 — LV KR H D, T
THACEZUDFDOR LY A MI—EIE5Z &0
TEET
25w 78 |interfaceport-channel channel-number LAXY2DR—F Fr VA2 =T A ADA
Bl - VR —=T AR AT 4 Falb—varyE— L
Ly
switch (config)# interface port-channel 5 Eﬁﬁul/§57fo
switch (config-if)#
AT w79 |macport access-group udf-accessist UDF _X—2Z MACACL %A v % —7 = A AT
1 - LET
switch (config-if)# mac port access-group
udf-acl-01
ATw 710 | ({EE) copy running-config startup-config Fifrar74Xal—rark, AFX—F T v/
Bl - ar 74 F¥al—vaviiar—LET,
switch (config)# copy running-config
startup-config

N = f—
IPv6 Y5k~ v 34— ACL DERFE
ZOFIEIX., ROTFTNA AZOBLBEHENET,
« Cisco Nexus 9504 33 L 109508 =T o v —3 (NIK-X9636C-R, NIK-X9636Q-R.
NIK-X9636C-RX, I X TN NIK-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2 ZA v F (N3K-C36180YC-R 35 JL TN N3K-C3636C-R)

CiscoNX-08 U U —2Z 93(7) LAETIE, Z 212U A FENTWAHT A 2T IPv6 ACL 2% E
T 5856, LR~y X —2 5T IPv6 /X7 > NOBIZET 28 LW L— L 25O 5 LER H
D F9, IPv6 JEEE~ v X —OFEANZ DWW CiE, CiscoNexus3600 3 J — A NX-OS =% ¥ X k
N—T 4 TR A RONX-0S U U —293x) LD [f§FEL L2 IPV6 /3 ko~ & —)
EZBLTLL I,

\)

B ZOFETEIRLEZF L=V E35EL— L, X7y hOMO 7 4 —)L RIZ—ET 51t
D ACL /V— VIZBR72 <, D7 &b 1 DOHEE~ Y X —%F D IPv6 /37 v M S E
j—o

FIEOHE

1. configureterminal
2. ipv6 accesslist name
3. extension-header {permit-all | deny-all}

IP ACL D& E
|



B o x7zacizo0c

F IR D

FIE

IPACLDEE |

ARV RFERFTIaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Jua—r Ui — K2R L E7,

ATvT2

ipv6 access-list name

1

switch (config)# ipv6 access-1list acl-01
switch (config-acl) #

MACACL Z/ER{ LT, ACLZ > 7 4 ¥ a2l — 3
v E— RERBLET,

ATvT3

extension-header {permit-all | deny-all}

1 -

switch (config-acl)# extension-header permit-all
switch (config-acl) #

—B LTy MORERT 7 v a U EBIRL
ﬂ—o

e permit-all : D72 < & H 1 ODOPLEEEAN v X — % £
DIPV6 /N7y RFFRI S IE T,

edeny-all : D72< & 1 ODILEA~ Y X —ZFio
IPv6 /Ny R Re v FEINET,

VATLACLIZDWLT

36180YC-R B LN C3636C-RAA v F TV AT AACL ZHERRTAHZ R TEET, VAT A
ACLZFEHTHE, AA v TFHNDORILT 7 EBRAY A MEFOTXTOR— MILA ¥Y2HR—h
ACL (PACL) Z#RETE&F T, VAT ALACLEZRETDHE, TCAMDIFEHARIMET L, RV
DA FELIIEFERICRER E AT OFEARNE T LET,

VAT I ACL OFETEICHOWTIEL, ROFEEFIHELFHIBFEEZSZH L TS,

¢« AT APACLIL, LA V24 F—T 2 A ATOILYHR—FENET,

¢ ACE #EHEHIZ. AT A ACL TIEEFYR—FENTWERA,

¢ IPv6 X, VAT A ACL CTlXEEYAR—FEINTWEFA,

¢ VAT AACLIE, 7V—277 7 h R—FTEHR—brENEHA,

* CiscoNexus 3600 77 > 7 g —25 AA v FTOH—ERAIE,

ACL, F£72IXTCAM 41—

v I RERRIZ OV T, Cisco Nexus 3600 NX-OS — B 2 WER A RA BB L T2

éb\o

. IPACL DE%E
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| PACLOEE
accteam y—>a> i

ACLTCAM ') —> 3 ¥

s~x— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 > O A A& H
TEET,

IPv4 TCAM 1L v Z Vg T,

IPv6, &"— h ACL, BLUOL—% ACLZ{ERTE, QS DIPV6 7 KL AL~y F L/ TEE
9, Cisco NX-OS I%, 3 29 XTD TCAM Z[FAKRHZ AR —FLET, ZHHDH LI IPv6
TCAM Z HZNZT 511X, BEFO TCAM ZHIBRT 570>, A X&/hS LT H0ERH D £,

TCAM U —> 3 > YA XL, WOFEBEFREFNERLH Y £7,

« 7 74/ h® ACL TCAM H A XIZREJ 121X, nohardwareaccesslist tcamregion =~ > K
EHEMALET, 7740 FOV A XRTLEIE, EV2— &) n— T34 ERH Y

e
e Ty b7 F—AIZE o TIE, FTCAM U — 3 v O/ KIER YA ZHIEN R 2
ENRH Y ET,

s TCAMD#%1% 16 T,

s KETCAMIZ 12 HY . ZREHIZ160 By b F— A XD R VA 2048 BV F
EE

/N TCAM X 4 2B, TNZENIZ160 By b F—H A XD FY R 256 H 1 F
R
*« TCAM U —3" 2 > RACL v6, QoS, CoPP, BI U</ FFv A & 0IZHET DI 1T
TXEHA,
* Redirect v6, RACL v4 |Z TCAM % i DFERE & e T& 8 A,
« TCAM OYJ ) 5313 %ZICIE, A4y TF 2V —RRT 2508 NS £,

*«RACL v6, CoPP, BIU~/LFH¥ A MIUIT 74V D TCAM %A Xn3H Y £9°, LA
TP Cisco3600 7 A > A —RTiE, Va—RHZT 4 h— REENRFEELRWVE I,
LD TCAM A X&Ea AN THHERH Y 7,

* N3K-C3636C-R
* N3K-C36180YC-R

* IPV6 RACL L IPv6 IFCAL CEREIZE A & £9°, Z2uid. CiscoNexus N3K-C36180YC-R
B I UIN3K-C3636C-R 71 > h— Rz shEd,

F4:ACL)—2aVIT&kB TCAMY A X

TCAMACL ) —> 3> FIAILE AR
PACL_IPv4 [ifacl] 1024
PACL_IPV6 [ipv6-ifacl] 1024

IP ACL D& E
|



IPACLDEE |
B cmy—varons

TCAMACL')—2 3> TI+ILEHYAX
PACL _MAC [mac-ifacl] 2048
IPv4 78— b QOS [qos] 640
IPV6 7~ — b QoS [ipv6-qos] 256
IPv4 RACL [racl] 1024
IPv6 RACL [ipv6-racl] 1024
IPv4 L3 QoS [13qos] 640
IPv6 L3 QoS [ipv6-13gos] 256
SPAN [span] 96
71 CoPP [copp] 128
UHZA VLT b v4 1024
VALY b6 2048

TCAM ') —2 3 > D5 &l

AT A ACL ZRETHANT, FTTCAM UV —2 3 o2 0E L ET, 1k KD ACL 2 3% 7E
THEEIE. TCAM Y —V 3 VA SETAZMLERRN I SICEBR L TLEE, Mo\
IZ. TACLTCAM V—> a3y %4 ZOFRE B4-X—2) | ZBRLTLEE N,

\}

(G¥)  PACLIPv4, RACLIPv4, B L ONRACLIPV6 2’12k ##E 2 CTW T BB C&E £ 9,

R L ACL DERTE
IPv4 ACL #1ERE L7205, AT LA ACLZREL £,
1R BHIIC
FNA AT IPv4 ACL B1ERE LE T, ZEAIICHOWTIE,  TIP ACL OfERE (8 2—3) | &
LT IEEN,

FIRDEE

1. configt
2. system acl
3. ip port access-group <pacl name>in

. IPACL DE%E
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L 27 LACLDEES L Ushow 32> kbl ]

FIRDFEH
FIE
AR RERRTIVa Y Sl

A7y 71| configt ary 74 Fal—varE—RERBLET,

R T v 72 |system acl VAT DACLERE L E T,

R 73 |ip port access-group <pacl name> in A BZ—=Tx2A ATV A Y 2PACL ZEMH L £,
R—KACL TIE, A >R R T4V FZ )72
TR R—= SN THET, 120 F =T = A
A1 OOR— b ACL Z#H & £,

ATLACLDERTEH LU show a <> DA

AT I ACL Dshow =~ > RIZOWTIL, ROBREWZSR L T EE N,
IK R7—ILD AT L PACL MERE (T74J/L k TCAM Z{EMA)

IK 27— )LD 25 A PACL DEEIZHOWTIE, ROFIZSBBLTLEFEEW (F 741k
TCAM %) .

25 v 7 1: PACL #{FRk L ¥,

config t
ip access-list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eqg 500
26 deny tcp any eq 490 any

1000 deny any any

2T v 72 :PACLE VAT A L-ULIZHEMALET,

configuration terminal
system acl
ip port access-group PACL-DNA in

Ay FITEE SN TND T AT L ACLEREET 5121, shrunaclmgr | secsystem ==~ & R
EHALET,

switch# sh run aclmgr | sec system
system acl

ip port access-group test in
switch#

IP ACL D& E
|
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B o x7iacomeEssvshow a7 Kol

AA » FITERE SHL TV D PACL ZFRGEET 5121, ship access-lists <name> [summary] =~ >
NEEHLET,

switch# sh ip access-lists test

IP access list test
10 deny udp any any eq 27

20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32

switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279
Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

PACL IPv4 (ifacl) TCAMY — 3 o A X&MFET 5121, show hardware access-list tcam
region =2~ RZERALET,

switch# show hardware access-list tcam region

*********************************WARNING********************************
*****************The Output ShOWS NFE tcam region info******************
***pPlease refer to 'show hardware access-list tcam template' for NFE2***

R R R R R e

IPV4 PACL [ifacl] size = 12280

IPV6 PACL [ipv6-ifacl] size = 0

MAC PACL [mac-ifacl] size = 0

IPV4 Port QoS [gos] size = 640

IPV6 Port QoS [ipv6-gos] size = 256

MAC Port QoS [mac-gos] size = 0

FEX IPV4 PACL [fex-ifacl] size = 0

FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 0

IPV6 VACL [ipvé6-vacl] size = 0

MAC VACL [mac-vacl] size = 0

IPV4 VLAN QoS [vgos] size = 0

IPV6 VLAN QoS [ipv6-vgos] size = 0

MAC VLAN QoS [mac-vgos] size = 0

IPV4 RACL [racl] size = 0

IPV6 RACL [ipvé6-racl] size = 128

IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0

Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
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Egress IPV4 VACL [vacl] size = 0

Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 0
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [1l3gos] size = 640

IPV6 L3 QoS [ipv6-13gos] size = 256

MAC L3 QoS [mac-13gos] size = 0

Ingress System size = 0

Egress System size = 0

SPAN [span] size = 96

Ingress COPP [copp] size = 128

Ingress Flow Counters [flow] size
switch#

ACL B# DT 7 =7 v YR — ME#HREZ KT HI2IE, show tech-support acimgr 35 & O show
tech-support aclqos =~ > RZ{Ef L £,

show tech-support aclmgr
show tech-support aclgos

ACLAX > DERR

ACLOX >4

CiscoNexus 734 ATACLu X 72V R —F L TWAED, BEDOT 7 AX ar bua—
UZX K (ACL) IZb v bT 570 —%2F=F—T&F%, ACLZ U DMEREE AT BIT
X, A7 ardlog ¥ —U— R L CTHRED ACE ZHak L 7,

ACLOX > vy a1DERTE

FIRDOHE

switch# configure terminal

switch(config)# logging ip access-list cache entries num_entries

switch(config)# logging ip access-list cache interval seconds

switch(config)# logging ip access-list cache threshold num_packets
(f£&) switch(config)# copy running-config startup-config

g hwN=

IP ACL D& E
|
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F IR D

FIE

IPACLDEE |

ARV RFERFTIaY

=)

ATy T

switch# configureterminal

Ta—N)ary7 4 X¥al—ay E— Nk
Li‘j—‘o

ATy T2

switch(config)# logging ip access-list cache entries
num_ entries

V7R =2THICxFYy vy atdgRkas o )
BAaA®E LET, #@FHIX 0~ 1000000 = h Y T
T, T 7 A4V MEIX 8000 = kU T,

ATvT3

switch(config)# logging ip access-list cache interval
seconds

a7 OEFOMBERETHRELET, = MU
COMMET I T4 T THLEA. T FMUIT
FyvvrahbilfrEnEzd, HETE28MAITS
~ 86400 T, T 7 4 /L MEIX 300 T,

ATv74

switch(config)# logging ip access-list cachethreshold
num_packets

TR Ba SIS NS ETIC—&T 5
MEAERGE L ET, #FEIX 0 ~ 1000000 /X7 > KT
T, T AN MEZO Ny hTE, DFED, X
o bO—HBEIZL-oTaexX o IR NI H—3h3b
ZEIEHY EREA,

ATy Th

(f£3#&) switch(config)# copy running-config
startup-config

V7= BEQN) AX— MNFIZEfTa 7 4 X =
L—varvaBAF—R Ty a7 4FX¥alb—g
NZaE— LT, BHEERGEICRITFLE T,

1

Wi, v = b OEREZE 5000, RFEEZ 120 7,

Bz R L ET,

switch# configure terminal
switch (config) #
switch (config) #
switch (config) #
switch (config) #

L &M% 500000 (23R ET D

logging ip access-list cache entries 5000
logging ip access-list cache interval 120
logging ip access-list cache threshold 500000
copy running-config startup-config

AR —T A ARAADACLOX S NDER

A=V Ry b A EZ =T 2 ABLOR—F F¥FMZACL X 7 Z2HHATEET,

1R BHHEIIZ
« ACL Z{ERk L £,

cuX U HICEESNT-D R L 1 o077 82 a2y hua—L = Y (ACE) TIP

T AVANEERLET,
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CACLEX V7 ¥ v abRE

ACLO T D—HLANILOER .

Li—a—o

CACLE 7 D—EH L~V EHRELET,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface ethernet slot/port
3. switch(config-if)# ip access-group namein
4. ({LE) switch(config-if)# copy running-config startup-config
F IR D 48
FIE
ARV FFEEETIVa Y B#J
R T w 71 | switch# configureterminal ra—) ary 7 4 Xal—ary B— NElG

l./:jz—a—()

ATvT2

switch(config)# inter face ethernet slot/port

=k b A B —T oA A REELET,

ATvT3

switch(config-if)# ip access-group namein

HBESNIEA v Z—T 24 AIZACLE R T BT X v
FLET, ACLEX 7L, ACL X NN—Fu=xT
oA =T oA RZHHIND EBITD F
7,

ATvT4

(f&) switch(config-if)# copy running-config
startup-config

V77— FBEPY RF— FRHIFE T 7 X =
L—Ya VB AX— Ty ary7 4F¥alb—3
SNZae— LT, BEEMRGEAICHRE L ET,

il

WIZ, TRCOANBNT 7 4 v 712k LCacll THRESNT-aX 72—V % v b
AUH—=T oA AT 562 R LET,

switch# configure terminal

switch (config) # interface ethernet 1/2

switch(config-if)# ip access-group acll in
switch(config-if)# copy running-config startup-config

ACLOUDO—8LANJLDER

FIRDHE

1. switch# configureterminal

2. switch(config)# acllog match-log-level number

IPACL DERFE .
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3. (f£E&) switch(config)# copy running-config startup-config

FlED F#HH
FIg
ARV RFERRETI a3 Y B

2w 71 | switch# configure terminal Jsa—sv ary7 4 Xa b—ay E'— Nadh
LET,

R T v 7 2 | switch(config)# acllog match-log-level number ACL 17 (acllog) Citdksfnd=r bV &—87
Hrolca s L-ULa$EE L E 9, number 1L 0 ~
7ETOMTY, 774/ MEX6 TT,

GE)
ng Avke—UiE, ACLuV 773 U7 4
(acllog) dur L)L s 7y A4 0aX T

HREN, ACLRZD—Hnu 7 LNLRELD S
REWDFEICHE, v ZIZATShET,

ATw 73| ({EE) switch(config)# copy running-config V7 —FBLOY A — FRFIZFETa 7 4 ¥

startup-config L—ya v AZ— Ty 7 ar7 s Falb—s

A — LT, EEEZMRGERICRE L ET,

151
WIZ, ACL e itk snszr hoa /7 —H L~ v zmAd 202~ LE9,

switch# configure terminal
switch (config)# acllog match-log-level 3
switch (config)# copy running-config startup-config

g 274D )7

07 77 ANVBIORNVRAM DA vE—I3FR L0 EELEY TEXET,

FIEDEE

1. switch# clear logging ip access-list cache
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acL ox>spowR |

FIED
FIE
ARV RFERET IV a Y B8
A7y 71 |switch# clear logging ip access-list cache T RARIEY A~ (ACL) ¥¥ v ak7 V7L

ij—o

ACL O #/7\1%1350)5&.:".\

ACL 1 X FHESAE 2 FoRT D121, ROWTNOEEEZEITLET

avy kR

B

switch# show har dwar e access-list tcam region

TNA ZATRO Y 1 — R S35 TCAM
YA X eRrLET,

switch# show ip access-lists

IPv4 ACL DR EEF R LET,

switch# show ipv6 access-lists

IPv6 ACL DFREx T LET,

switch# show logging ip access-list cache [detail]

EETIPE L O%EEIPT R LA, EETHR— b
BELOBEdER— MR, #ELA ¥ —T7 =
ARRE, T T 47 hhuar7a—2H+5
HlEeRTLET,

switch# show logging ip access-list status

G 7 v —ORKRE, BEOH 2 n 7R
EBUEDAZ R LEWEEFIRLET,

switch# show star tup-config acllog

AR — T o TR OT 72 ZHE Y 2 R
(ACL) u 2/ 77 A VEFRLET,

switch# show startup-config acimgr [all]

AR — KT v THERDT 72 AHEH Y A
(ACL) v 77 ANVEFRLET,

(6=3)

ZDavwy RiEF, A= T vy arrg
Fal—arOa—PHEACL ZFRL
FT, Al varEFEHTLE, AX—F
7/7%%®?7j”%(%ﬁ%ﬁ)ki~
P— WX DACLOWHFRE RS IET,

switch# show running-config acllog

FATHERO T 7 L XY 2 b (ACL) w2
Ty ANEERLET,

IPACL DERFE .
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ACLTCAM ') —2 3 > H A4 XD

IPACLDEE |

avy kR

S

switch# show running-config aclmgr [all]

FATHEROT 7 2 AH|#H U 2 b (ACL) v
T ANEFRRLET, IPACL DERRE L
IPACLONHEHAESNDA v 2 —T = A ABEGH
ij‘o

GE)

Zoavwr NI, FHrarr 4 FX¥alb—Ta
VD—YFHEACL ZF R LET, all 47
variEEHTLE A — T v TRERROD
774/ & (CoPP k) & a—H—iEFEIT
X5 ACL Ol HFRERRINET,

=JL =

X AE

/N— R =7 @ ACL Ternary Content Addressable Memory (TCAM) U — a3 > DA X&KL R

TEET,
S
GE)  /IBIEE TCAM (TCAM 12 ~ 15) OV A RIFEETX EH A,
FIEDHE
1. switch# configureterminal
2. hardwareaccess-list tcam region { ifacl | {ipv6-qos| qos} | {ipv6-racl | racl} tcam size
3. copy running-config startup-config
4. switch(config)# show har dware access-list tcam region
5. switch(config)# reload
FIED %
FIE

ARV RFEEETIa Y

E]:)

Z T 1 | switch# configure terminal JFa— v aryr 4 Xab—ay E®— Neh
LT,
AT 72| hardwareaccess-list tcam region { ifacl | {ipv6-qos| |ACLTCAM U —v =z v $hA XEEHLET,

qos} | {ipv6-racl | racl} tcam size

. IPACL DE%E

eifacl : /> % —7 =14 A ACL (ifacl) TCAM
V—=Va A XERELET, = N Ok
]EE 1500 T,



| PACLOEHE

acLTeAam y—o 3> 44 XogE [

AU RFERETIVa Y

B8

* gos : Quality of Service (QoS) TCAM U —< =
VHARERELET,

eracl : L—% ® ACL (RACL) TCAM U —< 35
VYA XERELET,

s tcam size : TCAM H A X, $EETE Z&iHIT 0
~ 256, 512, (256 OfFH) =~ U TY,

ATvT3

copy running-config startup-config

1

switch (config) # copy running-config startup-config

V77— BEQNY AX— MNFIZEfTa 7 4 X =
L—a v B AL — R Ty ar7Fal—s
NZar— LT, BEEMEICHETFELET,

ATv74

switch(config)# show har dwar e access-list tcam region

1

switch(config)# show hardware access-list tcam
region

AZA  FOREO Y v— FEHIJEH] S 405 TCAM %
A XeRRLET,

ATvT5

switch(config)# reload
i

switch (config)# reload

Firar74Xal—Yark, A¥—KTvra
V74 Fal—vailar—LET,

GE)

copy running-configto startup-config & {17 L 721

WED U v — RRRZH LW X ERENR D F
o

1

WIZ. RACLTCAM J —2a v O A XE2EHTHHE R LET,

switch (config)# hardware access-list tcam region racl 256

[SUCCESS]

You need to 'copy run start' and

New tcam size will be applicable only at boot time.
'reload’

switch (config)# copy running-config startup-config

switch(config)# reload

WARNING: This command will reboot the system

(y/n)

WIZ, R ZHERT D720

Do you want to continue? [n] y

. TCAM U =2 a v O% A ZaFnmT DB 2R LET,

switch(config)# show hardware accesslist tcam region | exclude "O"

IPV4 PACL [ifacl] size = 1024

IPV6 PACL [ipvé6-ifacl] size = 1024
MAC PACL [mac-ifacl] size = 2048
IPV4 Port QoS [gos] size = 640

IPACL DERFE .
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IPV6 Port QoS [ipv6-gos] size = 256
IPV4 RACL [racl] size = 2048
IPV6 RACL [ipvé-racl] size = 1024
IPV4 L3 QoS [1l3gos] size = 640
IPV6 L3 QoS [ipv6-13gos] size = 256
SPAN [span] size = 96
Ingress COPP [copp] size = 128
Redirect v4 size = 1024
Redirect v6 size = 2048
— ~ O N e —
TI7AIEDOTCAM )—2 3 Y A4 XITET
FIEDHE
1. switch# configureterminal
2. switch(config)# no har dware profiletcam region {arpacl | e-racl} | ifacl | | nat | qos} |qosibl |
racl} | vacl } tcam size
3. (fEE) switch(config)# copy running-config startup-config
4. switch(config)# reload
Flgn 4
FIE
ARV RFERRETI Y B
R T w 71 | switch# configureterminal Ja—)L a7 4 Falb—g )y E— KEHE
]\/\i‘g_o
Z 7w 7 2 | switch(config)# no har dwareprofiletcam region {arpacl | &~ + L s ACL TCAM %A RIZHEX R LE T,
| eracl} | ifacl | | nat | qos} [gosibl | racl} | vacl }
tcam size
ATw 73| (IE&E) switch(config)# copy running-config V7 — b BLOY RAH — MRRZFEITHERR A A % — b
startup-config Ty TRERRIZ = LT, BEAMEGRAICRTE L E
R
R w 7 4 | switch(config)# reload 2 v FEYr—RFLET,
!l

Wiz, T 7V D RACLTCAM VYV — 3 v OH A RIZETHIZ R LET,

switch (config)# no hardware profile tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.

You need to 'copy run start' and

'reload’

switch (config)# copy running-config startup-config

switch (config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y
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1& ! La\

FIRDOHE

F IR D

i R [Bl#RD ACL DERTE

wasxEso acLozz |

RABIRAR (VTY) [EfRE 7782 U2 7 KL ARBO IPvd DEEHH L RIEHG A2 HIR1
HE, A v a7 4 Fal— g F— RRTaccessclassa~ > REfEHLET, 77&

A R % bR 51
VTY [E# T ACL 2R ET 5%

« TRT DO VTY [AlfE
DB H Y F£9,

I, Zoa~<wr FonBEREFHHLET,
I, ROHTA BT A - TLTZE N,
(2 — =0 CTX D728, TXTO VTY [BIFRIZ[F Uil %

BT

e = b EALOFEERIZ., VTY B8RO ACL Tl AR —hSnuEzH A,

4R8O SRS

ﬁ%?éMleftf%@\lmﬁﬁ
WESNTWAZ EEMER LTI TEEN,

switch# configure terminal
switch(config)# line vty

(TE)
switch(config-line)# exit
(TE)
(EE)

I

FIE

W LT AT T4 %7402 ) TF5L891C

switch(config-line)# access-class access-list-number {in | out}
switch(config-line)# no access-class access-list-number {in | out}

switch# show running-config aclmgr
switch# copy running-config startup-config

ARV KRFERERETY VY

=)

R T w 71 | switch# configureterminal 7Ta—r )L a7 4 X2 lb—3ay B— FEELG
LET,
AT 7 2 | switch(config)# line vty Ay ar 7 4X¥al—var ET— RREGELE
1 - KR
switch (config)# line vty
switch (config-line) #
X v 7 3 | switch(config-line)# access-class access-list-number {in | Z(Z F - 13RIET 7 B REIREEELET,

| out}
1 -

IPACL DERFE .
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ARV RFERETIVa Y

B8

switch (config-line)# access-class 0zi2 in
switch (config-1line) #access-class o0zi3 out
switch (config) #

ATw 4| (f£&) switch(config-line)# no access-class EREIIBET 7 B AHIREZHIBRL £9,
access-list-number {in | out}
{5l
switch(config-line)# no access-class o0zi2 in
switch (config-line)# no access-class 0zi3 out
switch (config) #

R T w 75 | switch(config-line)# exit FA v a4 Xal—Tary T—REKRTLE
f EE
switch (config-line)# exit
switch#

AT 76| (L&) switch# show running-config aclmgr AL v FDOACLOFEITay 7 4 Fal—valk
- FrLET,
switch# show running-config aclmgr

ATw 71| ({E&E) switch# copy running-config startup-config | 72> 7 4 X2l —Yar %, AX— T v/ a
1 V74 Fal—valar—LET,

switch# copy running-config startup-config

1

Wiz, VTY [BIFRD in FF 01T access-class 0zi2 D a2~ > RZmHAT 542~ L E£7,

switch# configure terminal

Enter configuration commands, one per line.

switch (config)# line vty

End with CNTL/Z.

switch(config-line)# access-class o0zi2 in

switch (config-line)# exit
switch#

VTY [E]#R D ACL DR

VTY [EFRD ACL REZ T T DIT1E. ROWTHNDIEEEITOE T,

avy kR

EL:)

show running-config aclmgr

AL v FTREESNTZACLOFEfTa L 7 4 F 2 Lb—
arurRRLET,

show users

RS T a——2FRLET,

show access-lists access-list-name

T b U B OREHEHREZ R R LET,
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VTY [al#R D ACL D &% 7€ 15l

vivago acLozzs [

Wiz, Y —LEfE (ttyS0) BEONVTY [E#E (pts/0 38 K Wipts/1) DB~ —F — D %7

LET,

switch# show users

NAME LINE TIME IDLE PID COMMENT

admin ttySso Aug 27 20:45 . 14425 *

admin pts/0 Aug 27 20:06 00:46 14176 (172.18.217.82)
admin pts/1 Aug 27 20:52 . 14584 (10.55.144.118)

W, 1721821782 %R x . T _XTDIPvA R A b ~DVTY i 224 541 L . 10.55.144.118.
172.18.217.79, 172.18.217.82, 172.18.217.92 #frZ ., T XTD IPv4 ;R A h~D VTY i & E

LI 5P 2R L ET,

switch# show running-config aclmgr
!Time: Fri Aug 27 22:01:09 2010
version 5.0 (2)N1 (1)
ip access-list ozi
10 deny ip 172.18.217.82/32 any
20 permit ip any any
ip access-list o0zi2
10 permit ip 10.55.144.118/32 any
20 permit ip 172.18.217.79/32 any
30 permit ip 172.18.217.82/32 any
40 permit ip 172.18.217.92/32 any

line vty
access-class ozi in
access-class 0zi2 out

W, ACL D= U HEMNOEHEREZA X —7 ML T, IPT 7 A YA NEHRET DA

ZRLET,

switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# ip access-list ozi2

switch (config-acl) # statistics per-entry

switch (config-acl)# deny tcp 172.18.217.83/32 any
switch(config-acl)# exit

switch (config)# ip access-list ozi

switch (config-acl)# statistics per-entry

switch (config-acl) # permit ip 172.18.217.20/24 any
switch (config-acl) # exit

switch#

KIZ, in BELWout HMTVTY ® ACL Z@EHT A2 R LET,

session=ssh

switch (config)# line
switch (config-line) #
switch (config-line)#
switch (config-line) #
switch#

vty

ip access-class ozi in
access-class 0zi2 out
exit

WIZ, VTIY BE#RCT 7 & 2GR ZHIBRT 2612~ LET,

switch# configure terminal

IPACL DERFE .
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Enter configuration commands, one per line. End
with CNTL/Z.

switch (config)# line vty

switch(config-line)# no access-class o0zi2 in
switch(config-line)# no ip access-class o0zi2 in
switch (config-line)# exit

switch#
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