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TANTI T4 IS ESERT A AT N—T D~FA7///7T%&¢
4+ ACL

BRIVACL 5% E LT, ITDNITD B — RARZ UGN T L5 T 7 4 v 7 BRETE 7,
A ACL 2NBIRT A T 7 4 v ZIZRIBA—TF 4 > 7 &, ITD 234 N2 LE T, B4+

ACLIZ, F¥EIL7 4 — /v REEERE T 4 — NV ROWHFIZESNT T B2 ) 7 TEEd, B
S ACL X, AR IP 7 KL ADHNZH Y £9,

REIPF7 KLAD I IILEZY) G

AP 7 RVAZERA LT, ITDD ST 74w I BT ANE YT TEET, VT 7497
TANBZ Y THORBIP T RVA LY T Ry b w27 OflAAEDLEIX, 58067 4 —/V T
DI R—FINFET,

— rBEER—RQDT4NLE2) T

A= FEFMTEFEHLTC ITDO NI 74 v 72T 4 NVE Y T TEET, LA Y4EKR—F
(7L z21E, R—180) IZEAWT I T T4 v T BT 4 NZ )T T HDIT, IROFIERY
AR—hrEHTWET,

« —HET H5ER— B

SEHEAR— RS 80 DALE DOEEF I E/ ISP 7 R AR —FK LES, (KA IPT
F L 213 0.0.0.00.0.0.0tcp 80 & L THERL STV, )

« —HTLEETLAR— b

80 LIS DA — MIITD /3 /XA L, A— 180 IXV XA L7 h&anEd, Wl : kst
ACL (%, permittcp anyneq 80 any & L CiRESNFET, )

DR — " EE D
ITD TliX, A"—FrZ &2 12T D, EEOBEIP 7 RLA{TEHETEET,
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ITD R |
B & rxsung

Ry FXANA

Ry BAZ UNABERRIZ. AA v T B LT, BERRERAR Yy NAZ LN J— KRB
L. SHNAERAREZ2 AR >y hAZ N ) — RERINLC, ENEELL / — RE@E X
F9, ITDIE, FEERBELL ) — FE2445Ee LTWE NI T 4w 7 BT A Fa, Ry
NAZ UL J—=RIZVEZA VLI FTDEICAAL v TFEHHRELET, ZOF—ERIL,

Ry NAZ R, J—KRET T 47 J—REDEE~ v TEBELETA,

BEENRAE LT, — RRBOEERRRICRD L, 72747 /— ReELTEILENET, BE
DRy NAZUNNAL J—FRoD N7 74 v 730D/ —RIZU XA L7 &R, Ay FA
HUNA ) —RIFAZ L INA ) — ROT—VZEY 3,

HED ) — RCTEENRBAELEZSGES, TNLT_RTO /) —REHELEETHN T 7 0 v 71E, &
PINAFERFRERRAR Y PAX N, J— RV XA VLT RENET,

Ry NAZ AL ) —FRiE, J—F LV TORMERTEET, /— F br T, BT
BNTZT 7T 47 = FBRBLTEGEICORR Yy NAZ AN, )= NI NTF T4 v 7 &%
FELET,

ITDIZIN+MTEMHEZYR—FLTBY, M/ —FKIEINT 2T 47 J—KDEy hAZ N
A J—RK&LTHRETE£9,

BEDOADAE3—T (4 R

HEDOANIA v HZ—T 2 A LT T 747 VEAL L7 DR —%2@#HATBHLIIC
ITDH—ERAZERTEET, ZOKETIE, BH—DITD—ERAEZMHL T, SEIEhA
VE—T 2 A AHNETDH N T T4y D) — NI EA L7 FTEET,

CiscoNX-0S U U—2R 7.03)7(3) LAkg, RICAJIA v Z—T =2 A A% 2DODITD —ERIZH
HBEZENTE, 1 DDOIPVAITD —E &R & 1 DD IPV6ITD — E AN A[HEIZ 2 0 £,

IPv4 & IPv6 DE T DITD —ERIZF CANA v F—T A A G5 & IPvd & IPv6 D]
FDORNT T 4 VPRRICANA U H—T 2 AZEIEFETHZENTEET, IPVARNT 7 47
BEUVXA VY N T D0 IPVAITD R Y =2 H S, IPv6 hT7 7 4 v 7 &2V XA L7 K
THDIZIPVOITD A Y v —EA S hvE T,

)

CE) RUANA v E—T oA ADEED IPv4 ITD —E R £ 72138EE D IPv6 ITD —E R THHR
ENTVARNWZ EEZERLTLEEN, VAT AIZNZE HBIICEAE, VR—F&hT
WER A

GE)  ITDIPv4 —E A, IPVAPBR AR U v —0 4T TIZEAIN TWAANAL v F—T = A A TiX
HINZTEER A, ITDIPv6 —E R, IPV6PBR R U > —R T TICEH SN TWABATIA
VH—T 2 ATIIAMNZTE EH A,
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| o DR
FCINNPEEVHCN |

DARATFLANILREZRYDY
T, BEEZREL, BEST VA 20U L ET,
ICMP, TCP. UDP, DNS. BLXOHTTP 72— NV R — N TWET,

J/—FRIZEHRESINEAVE—T A ADEEHE

Cisco NX-0S U U — 2 7.03)I3(1) LA, ITDITD X IP #—E AL~ 77U —A > | (P
SLA) #REAFIALC, &/ — RZEMWICT e —7 LEF, LEio V) Y —2 Tk, ITD %
Internet Control Message Protocol (ICMP) #fiH LT, 4/ — F&EMMIc T e —7 L %7, 7
=737 74 F TIOROBETEESHL, IBETRETEET, TnbiFF~To/ —
RIZFERHCEESNE T, T ZA—THRO—E L TF e —7 2 TcE 7,

Ta—71E, TN N CIEFERIT LERICEERBELIZEESINET, ZOREET,
J— ROIRMEIT THEREAR4) . A7 —X AlX TPROBE FAILED| (2720 97,

/ — FEZEDNE
J—RBRA T REEE LT~ — 27 &ND L, ITDIZ T 7 4 v 7 O & B/ NBIZEZ T, b
TT7 4w EEYOERRE ) — NICHEEAT 272D BEBIRNCRO X 27 270V ET,
c[EEMNFELE ) — FEFEMS I IICAZ N, J— FPERENTWDENE S 0w H)
BILET,
« AZ UL ) — RWNEHARERBE. b T 74 v 7 B D ) — RO & LTED
J— R&E#ELET,
cTEFRBER A VN, )= REMATEDZHGE, NI 74 v 0BT BT 7T 407 J—
FELTEDREZ A J—FREBEXRLET,
PEENFEEL ) — RO T 7T 4 TNCENTAZ A, J— RN T T4 v T %
HEV Y TTLHEIICHBNIC e T A LET,

Failaction BEI| Y 4T

ITD @ FailactioniZ LV, BEERBAELTZ /)  —R~D NI 7 4 v 7 BNV LT 7T 47 ) —
RIZHE DY TTEET, BMENRRELLZ ) —RFBRFOT 77 4 72725 L, B OWENF
BlEShEdT, 7T/ —KRF¥ T LESE, N7y NIBBIICLV—T 4 V7 SNET,
§_C D Failaction A 7 = A L%, IPv4 P —E R L IPv6 —E ADM S THR— hShE1,

)

CGCE)  Failaction #FEZ A R — T LT BHNZ, ITD T34 A F)—FI0 70— T R ET HLER

&})Dijﬂo
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ITD R |
B riaction / — roEBEIYuT

Failaction / — FOBEZE|Y 4T

=R T HE FO— RZEEMTONTZ N T 7 0 v 7 Ny MR ST
LD ) — R CRINCBEENTET 7747 7 — NICHEEV Y CTENET, HLIEHED Y
TSN/ — RTHLREENRET DL E. T 74 v ZIXRICHERARERT 77 4 7 7 — RICH
EIVENSY 3

J—RBEE L, T EDOREEA X R RWEEE, BEENELET DHANS / — PRI
HOBETONTWE T 747 Ny bRZED ) — RIZHFIV LY TINET,

Failaction / — FD & /M4 v & (Failaction Node Least-Bucket)

=R rdHL, 20— RIBEEMTONTZ T T 4 v 7 N7y NI BUER/NED
FNFT74v 7 Ny bbb T T4 w7 BZELTWDST 7747 /= RICHRID LTSN
FT, BO /- FEEZLIZ, NI T4y 7 ATy RBRRLDBRNWT 7T 4T ) — R
RHR S, BEENEELL ) — 2T b/ _XTORTy RRZDO/ —RIZUZ A L7 b
SNDHD, BRIV Y TSNy Vel OT 7747 /= RICOoBTEET,

J— RFREE L, 2N EDOREEA X RRRWEAIE, BEENEAT DRI — RITRIIC
EOYTOHNTWERNT T 4907 Ny MRED ) — RIZHEED Y TINET,

Failaction /\%7 v +4% &2 (Failaction Bucket Distribute)

P —EANEN LA, ITDIENEH T VI ALEFHL T, 774~ /J—ROSESFE xR
=l VAR TIA=Y )= RTEICR R DBENEM EFEORE NNy 7T v SRR E LT
HANZRIRLET, /— KR XTTDHE 2O/ —F~D T 7 4 w713, BRERRLE
WERHIDT 77 4 7 Ny 2T w7 J—KRIZVZA L7 hEj, ZOBROEEIZONTH[AEE
WCUEA VLT &R, TRUCE > Tar "= = ZAOBIEN /MR Z b E T,
J—FREETLE BROICTIA <V ELTID ) —RIZEVYTHENTW T T 4 w7
Ny MIRED ) —RIZEEHV Y CEnNET, 774~ /— KR EFEEERETHY, HiL
KEHE L — R BERIENOENT 7T 4 T Ry 777 LTEET D T 7 0 v 7
Nry ", EORNT T 47 Ny MIFEDYTINET,

DTTA<=Y J—R, FEETANAATNVN—TDORRK2OTTA~<] /—K (W Thdis
W) S, 2 — R LB e B ESENEA CHEATICER S v E T,

\}

GE) Zo7nNa ) XAE, W ER NI 7 0 v 7 0BEERE LTOWETR, J— REENRG
LTS EOWERGBERIET 2O TIEIH Y THA,

Failaction Node-Per-Bucket

RED /) — FIZEENRET D& NTy FOBNELDRN ) — RS, N7y b
I ATy ROBRE L DR — FInbER LT, T 7T 47/ — NichEnEd,
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Failaction B21Y 5T £AL LSS [

ITD L, BER LDV ry v ) —REBD LB L, XTDOAry hORFEEY Y TX
NDHFET, ZO/—KIZ1 OOy "EEID YU TES, LER-T, TXTONTr v M,
BRODTRTOT 7T 47 ) — R THHEIIHBENET,

\}

(F)  CiscoNexusNX-OS U U —293(5) LI, ITDITD L, / — ROEAIZIESNT, 7 =—/LF—
N—TF2% /) —RE#HMLET, /— RIZELADPHESNTWRWES, 774/ hOERLN
RS ET,

Failaction BE|Y B TEFEA LGNS
Failaction 12 L5/ — FOFEI Y Y TEHRELRWVIESIZ. RO2OODF IV ANREZ HNE
7,

JO0—J %4 L T Failaction BE|Y ZTZ% LA

ITD7 v —7 T, /— ROEESY —E ABEAEEOMEEHRE T T, /— NIIEE
MRAELTZHE., fallacion PR ESILTCWRW=, v T 74 w73V —T 47 8., FE
DU TENFERA, S —FKBREETAE, FOERELE— KN N7 4 v 7 OB BAE L
F9,

70— JD# 7% L T Failaction BE|Y X TZ LAW

TFa—7 PR ENTWARWE  ITDIE . — ROBELZMETEEHA, /—KBF T LT
H, ITDIET 2T 47 J—F~D T 7 4 v 7 OHFEOYBTERITVZAA LT FEITVER
Ao

A REHR

Cisco NX-08 7 A & 2R ROHER DM E | T A & AOKFE L O H O IEIZ 20T
IZ. [CiscoNX-0ST A & 2 A K] BLO [CiscoNX-OST A v A A7 a v A K]
EERLTLIZEN,

o —
Y R—rENETSY b TF+—L4
Cisco NX-08 U U —2R 7.03)I7(1) LAFETiX, Nexus AA vF 7T v v 7 4 —Ah PR —hk <k

U 7 AN HDNT, EIN L2 RE A & £ X E 72 Cisco Nexus 9000 35 L T8 3000 A A F T H
T 57202, ED CiscoNX-0S U U —ABMENEFHERL TS 0,

Cisco Nexus 3600 X - v F NX-0S Intelligent Traffic Director #rH 1 K. U ') —X 10.6(X) .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/licensing-options/cisco-nexus-licensing-options-guide.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

ITD DR |
B mosrssacnnss

ITD DFEFIE L HIFFEIR

ITD (ZBF 2 EFH LN FHRIIRDO LBV TT,

ITD H7/R— bk <) —

ITD Y AR—F LLDY R RMZOWTIE, WOERESBB LT FEV,

R1:ATDHR—k LR

HegE ITDv4 ITDv6 £ EA

FRA R T N—TF L « TCP * TCP CiscoNX-OS UV U — &
« UDP

J—RZEn7rur—710 O CiscoNX-OS U U — =&

LUl 10.1(1) TE A I

Hot-Standby O O CiscoNX-0S U U — =

10.1(1) CTEAH H

B O O CiscoNX-0OS U J — =
10.1(1) CE AL
D% LVER
ACLY 7L v a O O CiscoNX-OS V U — =&
10.1(1) TE AL I~
7794 <V J—F O O CiscoNX-0S U J — =
10.1(1) TE AR A
BEHAOHHLT 74~ |0 O CiscoNX-OS U U — =R
J—F 10.1(1) THE A A
By b AZ A FEXHIE FEXHIE CiscoNX-0S U U —=
g 10.1(1) THEAF A
H—ER LR
A > 7 )L— K ACL O O CiscoNX-OS V U — =&

10.1(1) THE A A
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| o DR
ITD DT 7+ )L bERTE .

HaE ITDv4 ITDv6 BTk

Failaction A ¥ v K * reassign * reassign CiscoNX-0S U U — =
« least-bucket « least-bucket 10.1(1) THAFZ
* node-per-bucket * node-per-bucket

* bucket distribute * bucket distribute

FRok-ACL O O Cisco NX-0S U U — =%
10.1(1) THE AR A

A ACE 1V 7R— b

SNTWER A,
H7H— | &1 %7 F v | Cisco Nexus Cisco Nexus Cisco NX-08 U U — %
k7 g —2 C36180YC-R B LT |C36180YC-RBLTY  |10.1(1) THEAF A

C3636C-R A1 v F  |C3636C-R A A1 v

ITD DT 74 FEETE

WDOFRIZ, ITD RXRTA—=EZ DT 73V hiREZEZRLET,

R2:TIHILELDITDIRT A—4

INTA—4 TIAILE
a—7 OEE 10 ¥
Tu—TOFBTLT L TR 3

T =T O/BITT T T 3
Tu—7 ZA LT U b 5B

ITD DR
ITD DA ~— T )Lt

ITD ==~ RIZT7 7B AT AHRENC, ITD BEREEZENCT ALERH Y £9°,

1R BHHEIIZ
Xy NU—0 P —ERXATABUVABAL VA=V ENTWNDEI LEZMER LT IEEN,
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ITD R |

RY v —_—=Z b—F 17 (PBR) WHI>TNDHI L EMERLET,

FlEDHE
1. configureterminal
2. [no]featureitd
3. ({EE) copy running-config startup-config
FED
Fg
ARV KRFERIETI a3 B#
R 71 |configureterminal 7a—rOVEEE— RERA L £,
1 -
switch# configure terminal
switch (config) #
R T F2|[no]featureitd ITD #fe% A X —7 WV LET, T 740 kTl
i - ITD (ZHNIT 72> TVET,
switch (config)# feature itd
ATwv 73| ({LE) copy running-config startup-config Fifrar74Xal—vark, AX—rTv7
1 Y74 Fal—vailar—LEd,
switch (config)# copy running-config startup-config

—

FIEDHE

TINA R TIL—T DR

ITD T3, 2 T N—TE2ERK LTS, ZJV—T70 ) — K& 7Tu—T7%2EETExE1,

48 HHEIIZ

ITD #EENA X —T NV ThHHZ L ZfER L ET,

configureterminal
[no] itd device-group name

[no] weight weight
[no] mode hot-standby
exit

N A WN S

[no] node{ip | ipv6} {ipv4-address | ipv6-address}

J—=RZEIZFIEI ~5 2R ET,
[no] probe {icmp | http | tcp port port-number | udp port port-number | dns [frequency seconds)

[[retry-down-count | retry-up-count] number] [timeout seconds]
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712 sn—7ouR |

9. ({£&) copy running-config startup-config

FIED F%HH
FIE
ARV RFEREET7TIVa Y BHY
R w 71 | configureterminal ra—x) a7 4 ¥l — gy F— Na Bt
fi LET,
switch# configure terminal
switch (config) #
A 7 2|[no] itd device-group name ITD 7/ A2 T N—TFHAER L, T, X T N—TF
51 VT4 FXal—varE— RERBLET, &K
P Y= N <
switch (config)# itd device-group dgl 32 i%@%éﬁ%%)\ﬁ‘(%iﬁ*o
switch (config-device-group) #
A7 73 |[no] node{ip | ipv6} {ipv4-address | ipv6-address} ITD D/ — REHEELET,
fi
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) #
i) :
switch (config-device-group) # node ipv6
2001::198:1:1:11
switch (config-dg-node) #
AT 7 4 |[no] weight weight ITD D/ — FOELZIEELET, ARIREMAIT
ﬁu: ~ 256 TF?fO
switch (config-dg-node) # weight 6
Z 5 7 5 | [no] mode hot-standby )= REFAL R I N—TF DRy kRS A ) —
15“ : F‘ & LT*‘%E‘Z Li‘a—o
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode hot-standby]
AT 76 |exit TNRARATN—T ) —=Ravr47b—var
i - E—-FERTLES,
switch (config-dg-node) # exit
switch (config-device-group) #
ATYTT|/—FIEICFIE3 ~5 2/ IRLET,
A7y 7 8| [no] probe {icmp | http|tcp port port-number [udpport| 7 5 2 % 7' L—7 D —E R Fa—7 &M L E
port-number | dns[frequency seconds] +.
[[retry-down-count | retry-up-count] number] [timeout
seconds]
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ITD R |

ARV RFERETIVa Y

B8

1

switch (config-device-group) # probe icmp frequency]|
100

CiscoNX-0S VU —=27.0 (3) 13 (1) LI, ITD
P—be 2O Fa—7L LTROTa ha)LEEET
%7,

« ICMP

« TCP

« UDP

F7vaFko LB T,

- frequency : 7’'r— 7 OBE AT HAL THRE L £
T, EOFEPHIL 1 ~ 604800 T,

s retry-down-count : /— K\ Z 7 Lz X|Z
T =TI H o TEITSNDHAI T N0 %
FBELET, HETEHHAIZ1 ~5TY,

s retry-up-count : / — R ERLIZE X2 v —
TNRFEATTEHEIU S NOFERELET, 8
ETEDHEPAIT 1~ 5T,

stimeout : ¥4 A7 U MM AR EA CHEE L E
4, EOHFIZ 1 ~ 604800 T,

ATvT9

(f£&) copy running-config startup-config

1

switch (config-device-group) # copy running-config

startup-config

FITar74FXal—vark, A¥—F T v 2
Y74 F¥al—varilav—LET,

ITD ¥—

FIRDHE

EXDER

1R BRI

ITD B$EENR A X —T NV ThHD Z L ZMERL £,
ITD U —ERICEMENDIT AL A TNA—TPNHERENZZ & 2R L £,

configureterminal
[no] itd service-name

[no] ingressinterface interface

apwDbd-=

[no] device-group device-group-name

[no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-l4port [tcp |

udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}
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ITD #—E R DA .

6. [no] virtual [ip |ipv6] { ipv4-addressipv4-network-mask | ipv6-address ipv6-network-mask }[
{ proto {port_num | port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 ROVWTHLOAT FEANLT, /J—FEHERICIN I 70y 721508 TTL)

EeRELET,

* [no] failaction node reassign

+ [no] failaction node least-bucket
« [no] failaction bucket distribute

+ [no] failaction node per-bucket

8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. noshutdown

1. (f£&) show itd [itd-name]
12. (f£E)  copy running-config startup-config
FED
FE
AU RFEREETIVaY BH#Y
AT w 71 |configureterminal rTa— ) a7 4 X2 lb—3ay EB— NEELG
i - LET
switch# configure terminal
switch (config) #
AT w72 |[no]itd service-name ITDV—E A &#E L, ITDHERET— R&BhL %
Bl - T K2 XTFORETEANTEET,
switch (config)# itd servicel
switch (config-itd) #
25w 73 |[no] device-group device-group-name ITD %—E RZBEED T NA A T —TZBML
B - %7, device-group-name (X, T/NA A ZL—TD
switch (config-itd)# device-group dgl %ﬁﬁ%ﬁ#ﬁﬁiﬂbi?‘*o %j( 32 X?@ﬁ%{i%]\j}f
TET
GE)
BEDT NA A T )N—"T"% ITD ¥ — B RITEIT
TET,
Z 5w 74 |[no]ingressinterfaceinterface ITD Y —E R 1D DA o F—T = A ZZiB/N
15'] : L/\i—g—o
switch(config-itd)# ingress interface ethernet | DA X —T A AT, ho~%& (I,]) %
4 B LCREID 9, A v 4 —7 = A ORI,
ATy (1)) ZERALTHELET,
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ITD R |

ARV FFEREETIVa Yy

S

A H—T 2 A AP — R ZEHEAMT D EIS, P
HRVREBIOA v F—T oA A E— REZHRTEL
i—é—o

ATy Th

[no] load-balance {method {src {ip | ip-l4port [tcp |
udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

151

switch (config-itd) # load-balance method src ip
buckets 16

ITD YV —FROE— RS a0
WELET,

7 a IO EREY T,

e method : EEHLEEITEGELEDOIP T RL2
NR—2ZADAMELILI N T 7 4 v 75 EREL
F9,

* buckets : {E T 537 v FoFEEELE

T, 12U DOy R 150 ) —RiZvwy
TEINTWET, N7y ME2ORERE TR
ETOMNENHY 3, FPHIL2~256 T,

GE)

WIET D3y MO ) — RO Xk v Z»
La. N7y MITR_RTO /=R R
o X CHEAINET,

mask-position : B — RRZ A D~ AT &

ZfRELET,

least-bit : f/NE Y hOT— RKNRT A RF—
LAEARRICZLET, ZOAXF—AZLD, A
7y NERR A B = R BSifgid 5080 7 T A
T RIP LT 47 ZARFE LA v MR
T&ELHE2ICLET,

include-acl Z i 3 2+ —EADHE, /)
Ey b (FAZMEOREZ» D L) Al
MALT, RCAY Y MZoiT ke d 5 IP
RARNERWS LET,

GE)

~ AINLEBR Ny MR E AR EE— RIgES
WCERATRREZRRE Y "Bl D E. Ny hog
B NERIC T 7 /L T OIT7 D £97,

ATvT6

[no] virtual [ip|ipv6] { ipv4-address

ipv4-networ k-mask | ipv6-address i pv6-networ k-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

ITD — B ZADRIEIPv4 £721XIPv6 7 KL A %%
ELET,

proto A7+ = > (TCP £721X UDP) X, {K4E 1P
T RUABNRESNZT 0 halrhbD 7o —%25%
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

switch (config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

1 :

switch(config-itd)# virtual ipvée 100::100 128
udp 443

FTANDZ EEfEELET, RN— MpHIZ 0 ~
65535 T1°,

[advertise {enable| disable}] 47> = » 1%, AR IP
N— N BT SA RZT RANE A XT3 E 90
ERELET, VIPT RREA X AT v a Vg
2o TOWDEE, 12U DT T4~ /) —F
FEHE Yy NAZ A ) — FBMIAERTIP E/21%
P—ERZADFDOT 7 H )V hDT A AT N—T B
WA BT A, AT N—TTT 7T 4 T eo
TWBHEE, ITD (Fv— &P 7 KL AIZT
RARZ A XLET GEMTH%AB) o VIPT RAX
ARXF Ty a U ERBCTHIE, TITHT
A< ) —R&AFRy s REUNAL ) —RE&E, 5N
AR ITN—TFT /) — R L~ Tcrla—7%4
LCEBITEALERDY £7,

G¥)

advertise {enable| disable} [active] 47> 3 i
Warning (&) % %17 L T [advertise {enable|
disable}] 47+ a v ZMH L £,

GE)
K@ advertiseenable ¥ X U8 advertiseenableactive
FTa R R— IR TWET,

AR TP DEE DA A2 A, RTUIPT KL
A OV —EADO FTHERTEETN, *v b
YA (FETV T4y ARK) . TR A,
FloEAR— IR RRYET, 2P —F. +T

T4 vy 7u—nNEXLEEBYICANSIRTE
HEHT, AEIP, ~RX7 Fr hai, BLY
R—=bFO—HER—ETHD I L EMRTDHLEN
HYEI,

ATy T17

KOWTIrOa~wy Re AL T, /— NpEsE
BICAN T 74 v 7 2B S TETLHELIREL
£7.

« [no] failaction node reassign

* [no] failaction node least-bucket

* [no] failaction bucket distribute

* [no] failaction node per-bucket

1 -

switch(config-itd)# failaction node reassign

P — B2 M 95 fail-action A 7 = X L ZAERL L
\ij-‘o

GE)
ZOTNTY XA, WS N T T v
SEEEE LTOETR, SRS ERIET
2Hb0TEHY EHA,

GE)
failaction bucket distribute =~ > NiZ, IPv4 &
IPv6 O 57 THR— F ZHTWET,
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ITD R |

ARV FFEREETIVa Yy

S

1 :

switch(config-itd) # failaction node least-bucket]

51

switch (config-itd)# failaction bucket distribute

1 -

switch (config-itd)# failaction node per-bucket

AFw 78 |[no]vrfvrf-name ITD +—tE 2D VRF #f5E L £,
1 -
switch (config-itd) # vrf RED

A5 w79 |[no] exclude access-list acl-name ITDBITD B— RTINS D T 7 4
15'] : & %*Eﬁ; LiTo
switch(config-itd)# exclude access-list acll

AT 710 |noshutdown ITD $—ER%ZA X —T M LET,
51
switch (config-itd)# no shutdown

ATY 7N | ({EE) showitd [itd-name] BEEDITD A v ARV AD AT —H 25 L URERR
Bl - FFRRLET,
switch (config-itd)# show itd

ATFwF12 | ({EE) copy running-config startup-config Fi7ar 74 Xal—vark A= TS
B - a7 4FX¥al—valat—LET,

switch(config-itd)# copy running-config
startup-config

ACLZITD H—EXIZEIYEHTS

A IN—RT kA arra—)L U A+ (ACL) #REZFH LT, ITD %—E AIZACL %

BN YTHZENTEET, ZOBEEIX.
yha—nr xR

ACLN®D permit AV v REMHEHT LT 7R 2

(ACE) Lo, RER NI 74w 7274 NF )T L, IPT7 &R

VAR — b=y 7Z2AERLT, FAENTZ T T4 v DOa— RT3 T EITVE
T, B— RKNXZ U7, BETERIISELEIP 7 FLAOWTNEZ#A L THR—F &

nE7,

4RO SRS

ITD BEENA X —T NV THDHZ L HfER L ET,
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acLzmH—ezicgy 5z [

ITD VP —ERICEMENDZT AL A TA—T PR ENTZZ & 2R L £,
ITD V' —ERIZHEY B THNAD ACL SN2 & 2R L £,

[no] load-balance {method {src {ip | ip-l4port [tcp | udp] rangexy} | dst {ip | ip-l4port [tcp |

FIEDHE
1. configureterminal
2. [no]itd itd-name
3. [no] device-group device-group-name
4. [no]ingressinterfaceinterface
5.
udp] range x y}} | buckets bucket-number }
6. [no] failaction node-per-bucket
7. accesslist acl-name
« IPv4 D4 accesslist acl4-name
« IPv6 D55 : accesslist | Pv6 acl6-name
8. [no] shutdown
9. ({EE) copy running-config startup-config
FIED %
FIE

ARV RFERETOVa Y

B8

Z 5w 71 | configureterminal Jua—N) a7 4 Falb—a Ly ET— NG
1 LET
switch# configure terminal
switch (config) #

ATy 7 2|[no]itd itd-name ITD —t A %% E L, ITD KT — F&2BB L %
15“ : ﬁ‘o E‘i‘j( 32 iimﬁéii%Ajjf% iﬁ‘o
switch(config)# itd servicel
switch (config-itd) #

Z 5 3 | [no] device-group device-group-name ITD % — B R IZHEEDTSA A T —T 5B £
i - 7, device-group-namelx, 7 /34 R ZL—T D4R
switch (config-itd)# device-group dgl ;TZ—?EE Li‘a—o %j( 32 i$@ﬁ§&$%7\ﬁf% i

Z 5w 7 4 | [no] ingressinterface interface ITD $—ERIZ 1 DUEDA F =T = A A ZIB/N

1

switch(config-itd)# ingress interface ethernet
4/1-10

LET,

BEOA L H =T A AT, T~E (1)) &
HALTRUD £4, £ Z—7 =4 Z2OFMAIE,
A7y (TI-]) 2ERALTHEELET,
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ITD R |

ARV RFERETIVa Y

B8

ATy TH

[no] load-balance {method {src {ip | ip-l4port [tcp |
udp] rangexy} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number }

1 -

switch (config-itd) # load-balance method src ip
buckets 16

ITDY—ERADa— RT3 T 37 a ik

ELET,

F7 v aFko LB T,
» method : EERFITERILOIP T R L AR—
ADOBMEIIN T 740 v 25 EEELE
KR

buckets : {EfT 237 v NOFAERELET,
1 2L EDOANTFy R3O0/ —RiZvw vy 7E
NTHWET, N7y M2 ORI FEHCHRET
LN H Y E9, #iPHIL 2 ~ 256 TT,

GE)

RIET DT NOEN ) — ROHE D 2\
By ATy MEITARTO//—RiZg vy Ree
VHERTHEAINET,

R 7 76 |[no] failaction node-per-bucket J—REEREETLE, 2O/ —RIZEDHETSH
B - Ny M, BT 77 47 ) — RICoiE
switch (config-itd)# failaction node-per-bucket nEy. mHN - F&:%IJ\ ) ATHNTOHE,

AL — FOBEARIESHTNET,
R T v 71| accesslist acl-name ITD % —E A2 ACL %0 ¥ CTE T,
« IPv4 D54 accesslist acl4-name GE)
« IPv6 D4« accesslist | Pv6 acl6-name CiscoNX-08 U U —29.3(3) LARE, =—H—L1>
Bl DITD —EATHRKEODT 7 A U A Nk
' ETE, TNENEMADOT SA A TA—T (=
[Pv4 LT ACL) ICBEEfHT AT v a v a I CTEE
switch(config-itd)# access-list itd d 7, BrEDT N 2 T )—T N1 oO2—H— ACL
i - (CBHEAT DN TWDGEE, TOT AR T —
16 TWMEREN, T AN RDT AL R T —T R
¥ EEXSNET, COMRRICED, ITDIRSEXE
switch (config-itd)# access-list ipvée itdl d 73? ACL W_*ﬁ?}*é A4 $ V= é * éi 7I—£*7‘1‘/§
15 - AR ITN—=TIa— R RNF 7 TEET,
~/LF ACL :
switch(config-itd) # access-1list testl
device-group-dgl
switch (config-itd) # access-1list test2
device-group-dg2
R 7w 7 8 |[no] shutdown ITD h—E A% A =7 WM LET,

1

switch (config-itd) # no shutdown
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mEitcn/—roemsraan [

ARV RFERFTIVaY =)

ATvT9

({f£&) copy running-config startup-config FITar74Fal—vark AF4— T vTa
5l Y74 Fal—varilar—LET,

switch (config-itd)# copy running-config
startup-config

BELTO/— FOEMNFIXHIE

ITD V—ER&L vy NEDUVETIIT NS R TA—THND ) — R BMEITHIRTE 5
ITDE vy a vzl TEEd, THIL-T, ITDV—EADV Yy v N T URHZ N T 7 4 v
7 OFWi A R/NRBIZT A Z ENTEET,

IR&H HEIIZ

ITD BHENA X —T N THDHZ L HfER L ET,
FRAATN—FLITD P —ERABER SN2 L 2R LET,

FIEDOHE
1. configureterminal
2. itd session device-group device-group-name
3. [no] {nodeip | nodeipv6} {ipv4-address|ipv6-address}
4. {commit|abort}
5. (ffE) showitd session device-group [name]
6. ({£&) copy running-config startup-config
F IR D
F g
ARV RFERETI Va3 Y BHY
R w71 |configureterminal Jua—\)ary 7 4¥al—gy T— REEG
fl LET

switch# configure terminal
switch (config) #

ATvT2

itd session device-group device-group-name BEENET AL AITA—TDIID vy 3 U &{E
fil PRLET,

switch (config)# itd session device-group dgl
switch (config-session-device-group) #
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ITD R |

ARV RFERETIVa Y

B8

Z 5w 7 3| [no] {nodeip | nodepve} {ipva-address | ipv6-address} | i X 117= / — 1% ITD 7731 A 2 L — 7 (25801 L
il - F9, Zoa~vr RO no kL, BESNZ/ —
switch (config-session-device-group)# node ip F& ITD 734 A 7 /=" ﬁ‘%ﬁuﬁﬁﬁbi?o
Ze2e2d SEME IR 5 ) — R T 812, ZOFIEE#RY
fl ELUET,
switch (config-session-device-group)# node ipv6 N
10:1::1:2 CE) .

J—=Rd7=0 Oy b ORKHIE32 TH, ITD
tyarpiz, J— KB @BEDOa~vy NEIX
Hlropna<r Rick->70) HIREh, o7
IT 4T J—=RD ) —Rbiz) DTy MR 32
Bz LE, ROTT— Ay —UNERINE

R

ERROR: Cannot delete node, exceeding maximum 32
buckets per Node. Shut service to make changes

ATy 74 | {commit | abort} commit =~ > Kix, HrL\/ — K&y hEEE
Bl - BIn/e/—REy hTITD T NS R T NV—T %

. o . BHL., Ny FEFEIVYTLT, ITDEY e

switch (config-session-device-group)# commit 4 O

switch (config) # V%ﬁﬁ?%& U — T 7 LiTo
abort =~ NIZITD & v & a VRELEGL L, 1TD
TNARATN—TZH L EE A,
GE)
U7 — M 5N, FWOZR\WE v 2 3 >0 commit
o< K& AJILET, copy running-config
startup-config=~ > RZ AL TAAL v F %) 7—
K25 & ITD T35 A 7 )V —T ORERDMREAT S
NETA, commit ITAZIT2Y FHA,

AT 75| ({EE) show itd session device-group [name] KR SN2 _THOID vy v a v e ESH
Bl - 2FNA AT N—FDITD kv ariwdon L%
switch (config)# show itd session device-group dgl iro

ATv 76| (fEE) copy running-config startup-config FTar74FX¥al—rvarvkE, A¥—K7 v a

1

switch (config)# copy running-config startup-config

Y74 F¥al—varilav—LET,
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1 29— FET 1285 AL To ACE pmE -4 ]

A4 29 )L— KFE1=1Z#45 ACL T ACE D EE IE DB E 1= (LA

ITDY—ERZT vy NET L ETIZ, A 70— FREFIZRIACLOT 7 X 3 hua—

xRy

(ACE) #BMEIZHIGRTE£T, ZHUTLk > T, ITDY—ERADT v v AT

VERIZ N T T 4y 7 O EE/NRICTAZ ENTEET,

1R BHHIIZ

ITD ¥$RENA X —T NV TH D Z L MR L £,
FRAR T N—TF L ITD —E AR SN L 2R L E T,
ACLWITD —ERIZEID Y THENTWDH I EEMRLET,

FlaD#EE
1. configureterminal
2. itd session access-list acl-name refresh
3.  (fEE) copy running-config startup-config
FIED
FIE

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal Jua—N)L ar7 4 Xal—3iay T— REBLG
15“ : ]\/\iﬁ—o
switch# configure terminal
switch (config) #

R w 72 |itd session access-list acl-namerefresh A 7 — K ACL ZNEBIICEFHELELY . TCAM %
i - 7ur7 7 LLET, ITDE, #H\ ACLACE &L
switch(config)# itd session access-list testl “ ACL ACEE&%I v 7 L, ITDIZ & Oféﬁkéﬂ
refresh 71:': ACL %E*ﬁ Liﬁ—o

G¥)
Zoa<wy RiE, A7 — K ACLIZOANET
T BRAMACLIZBEIMIIC T B T L8357,
ZOavry REInELHY FEA,

ATw 73| ({£E) copy running-config startup-config Firar74Xal—varik, AX—F T v7 2

1

switch (config)# copy running-config startup-config

Y74 F¥al—varilar—LET,
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ITD LA V3R DIER

ITD LA ¥ 3k aFRTRTHIC

ITD R |

T ROZAT DI HLONTNNEIATLET,

avy kR

S

show itd [itd-name] [brief | vrf [vrf-name]]

HBEDIITD A VAR ADAT—HF AR LN
W EFRRLET,

MFEDITD A VAKX LV ADAT —H AL
F O 2 £Rk 9 B 12i, itd-name 5%k
HEHLET,

o« AT —H A L OER O EHIE W] & £oR
T AL, brief F—U— K& L %
—a—o

evif ¥F—U—REFHLT, fiEShz
ITD £ v A% AD VRF #FrxLET,

show itd session device-group [name]

SN+t _XTOITD vy a F-i3iE
EINTETFANAL R T A—FDIIDE v a v
FRRLET,

show running-config services

R ENTZIID T34 2 S )—TF & H—E %
BRI LUET,

show ip/ipv6 policy vrf <context>

NAT $E e REN A R — T NI o TR
ITD LA ¥ 34— 2 HIZVERL & 1172 IPv4/IPv6
—h <~y 7R —2FRLET,

show route-map dynamic <route-map name>

show route-map dynamic

NAT Bt SeRREDS AN 72 > TV W ITD b
A Y3V —EAHICERINTZ, BFED/NT v
NTI7EBAVANDN T 74T UEAL VLD
varHIGERESNTE R AN Ry T ERR
LET,

show nat itd

NAT Hfo e RE DS A 2N 72 > TV A ITD L A
Y3V —ERXFIER SN, FFEDAT v
N7 I7BAVARANDNTZ 747 UEA LY
varHIGERESINTE R AN Ry T ERR
LET,

show ip access-list <access-list name> dynamic

Ny NTIVEAVAND NI T 4w 7 —F
EWERTLET,
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avy kR B#)

show ip da configuration dynamic T — T WA o TR, T
show ip sla configuration (Entry-number) AT N—=TND /) — RIZxFLTITDIZ L - T
dynamic ERENTZIPSLA REEF R LET,

show track dynamic I — T RNEHREES. T, A TIL—TN

D) — RIZOWTITD IZ X » TS b

show track dynamic brief
T eFRRLET,

\)

GE)  102()F U U —ALIPE, ITD TR SAVIMERIEL. #1473 v 27 show CLIZ#J L CERINE
@—0

LIFIZ, ITD k2 iERB 9™ 2 Pl & m L 97

switch# show itd

Name Probe LB Scheme Status Buckets
WEB ICMP src-ip ACTIVE 2
Device Group VRF-Name

Pool Interface Status Track id
WEB_itd pool Po-1 v -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 10101001 Active 1 ok -

Bucket List

WEB _itd vip 1 bucket 1

Node 1IP Config-State Weight Status Track id
2 10.10.10.12 Active 1 OK -
Bucket List

WEB _itd vip 1 bucket 2

ZOHIE, ITD NAT et &R L CTWET,

switch# sh itd test statistics

Service Device Group VIP/mask
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#Packets

test dg 20.20.20.20 / 255.255.255.255 158147
(100.00%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test_itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 22820
(14.43%)

test_itd vip_ 2 bucket 5 10.10.10.2 Redirect 10.10.10.2 22894
(14.48%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test_itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2

24992 (15.80%)

test_itd vip 2 bucket 6 11.11.11.2 Redirect 11.11.11.2

25916 (16.39%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test_itd vip_ 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 17537
(11.09%)

test_itd vip_ 2 bucket 7 12.12.12.2 Redirect 12.12.12.2 18048
(11.41%)

Traffic Bucket Assigned to Mode Original Node

#Packets

test_itd vip_ 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 20727
(13.11%)

test_itd vip_ 2 bucket 8 13.13.13.2 Redirect 13.13.13.2 5213

(3.30%)

Return Traffic from Node #Packets

10.10.10.2 58639 (28.86%)

11.11.11.2 65695 (32.33%)

12.12.12.2 45710 (22.49%)

13.13.13.2 33175 (16.32%)

Total packets: 203219 (100.00%)
switch#

ITD 05 Rk A5l

ZOFNE, ITD B L OFE DM OFTHRSMHOEREEZRE L, ITD T /3 A I —T %R/ 577
HEERLTWET,

switch-1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# feature itd
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switch-1(config)# feature sla sender
switch-1(config)# feature pbr
switch-1 (config) #
switch-1(config)# itd device-group DGl
switch-1 (config-device-group) # probe icmp frequency 2 retry-down-count 2 retry-up-count
1 timeout 1
switch-1 (config-device-group) # node ip 10.200.1.2

switch-1 (config-dg-node) # node ip 10.200.2.2
switch-1 (config-dg-node) #

switch-1 (config-dg-node) #

switch-1(config-dg-node)# itd device-group DG2
switch-1 (config-device-group) # probe icmp
switch-1 (config-device-group) # node ipv6 2007::2
switch-1 (config-dg-node) # node ipv6 2008::2
switch-1 (config-dg-node) #

switch-1 (config-dg-node) # end

switch-1#

WOHNE, Ny hZED /) — K& LT failaction ZEH L, §N7ry v B MEMHL
THENR—ADE— RART U AFLEMHHA L TITD P —E 2R E{ERK L, TA R TA—T%
P— AR D HEE R L TONET,

switch-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# itd SER1

switch-1 (config-itd)# device-group DG1

switch-1 (config-itd)# ingress interface Ethernetl/17
switch-1(config-itd) # failaction node per-bucket

switch-1 (config-itd)# load-balance method dst ip buckets 4

switch-1 (config-itd)# no sh
Note: Configure buckets equal to or more than the total number of nodes.

The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to 0.

switch-1(config-itd) #
switch-1(config-itd)# itd SER2

(
(
switch-1 (config-itd)# device-group DG2
switch-1 (config-itd)# ingress interface Ethernetl/18
switch-1(config-itd) # failaction node per-bucket
switch-1 (config-itd)# load-balance method dst ip buckets 4

switch-1 (config-itd)# no sh
Note: Configure buckets equal to or more than the total number of nodes.

The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to 0.

switch-1(config-itd) # end

switch-1#

switch-1# sh run services

!Command: show running-config services

!No configuration change since last restart
!Time: Tue Jan 5 21:05:40 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DGl
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.1.2
node ip 10.200.2.2

itd device-group DG2
probe icmp
node ipve 2007::2
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node ipv6 2008::2

itd SERL
device-group DGl
ingress interface Ethl/17
failaction node per-bucket
load-balance method dst ip buckets 4
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node per-bucket
load-balance method dst ip buckets 4
no shut

switch-1#

switch-1# show itd brief

Legend:
C-S(Config-State): A-Active,S-Standby,F-Failed

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

SER1 dst-ip ACTIVE 4 Ethl/17

Device Group Probe

Node IP Cluster-id C-S WGT Probe Port

1 1020012 A i
2 10.200.2.2 A 1 ICMP

Legend:

C-S(Config-State): A-Active,S-Standby,F-Failed

Port

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

SER2 dst-ip ACTIVE 4 Ethl1/18

Probe-IP

Device Group Probe Port

DG2 ICMP

Node IP Cluster-id C-S WGT Probe Port
STS

1 2007::2 A 1 ICMP
OK

2 2008::2 A 1 ICMP
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OK
switch-1#
switch-1# sh itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

SER1 dst-ip ACTIVE 4

Device Group Probe Port
DG1 ICMP
Pool Interface Status Track_id
SER1_itd pool Ethl/17 Up 1

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 10.200.1.2 Active 1 ICMP OK 2
10002

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

2 10.200.2.2 Active 1 ICMP OK 3
10003

SER1_itd bucket 2, 4
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

SER2 dst-ip ACTIVE 4

Device Group Probe Port
DG2 ICMP
Pool Interface Status Track_id
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SER2_itd pool Ethl/18 UP 4
Node 1IP Cluster-id Cfg-S WGT
1 2007::2 Active 1
Probe Port Probe-IP STS Trk# Sla id
ICMP OK 5 10004

Node 1IP Cluster-id Cfg-S WGT
> 2008::2 Active 1
Probe Port Probe-IP STS Trk# Sla id
rowe oK 6 10005

SER2_itd bucket 2, 4
switch-1#
switch-1# sh run rpm

!Command: show running-config rpm
!No configuration change since last restart
!Time: Tue Jan 5 21:08:12 2021

version 10.1(1) Bios:version 01.14
feature pbr

route-map SER1 _itd pool permit 10

match ip address SER1_itd bucket 1

set ip next-hop verify-availability 10.200.1.2 track 2 force-order
route-map SER1 itd pool permit 11

match ip address SER1_itd bucket 2

set ip next-hop verify-availability 10.200.2.2 track 3 force-order
route-map SER1 _itd pool permit 12

match ip address SER1_itd bucket 3

set ip next-hop verify-availability 10.200.1.2 track 2 force-order
route-map SER1 itd pool permit 13

match ip address SER1_itd bucket 4

set ip next-hop verify-availability 10.200.2.2 track 3 force-order
route-map SER2_itd pool permit 10

match ipvé address SER2_itd bucket 1

set ipv6 next-hop verify-availability 2007::2 track 5 force-order
route-map SER2_itd pool permit 11

match ipvé address SER2_itd bucket 2

set ipv6 next-hop verify-availability 2008::2 track 6 force-order
route-map SER2_itd pool permit 12

match ipvé address SER2_itd bucket 3

set ipv6 next-hop verify-availability 2007::2 track 5 force-order
route-map SER2_itd pool permit 13

match ipvé address SER2_itd bucket 4

set ipv6 next-hop verify-availability 2008::2 track 6 force-order
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interface Ethernetl/17
ip policy route-map SER1_itd pool

interface Ethernetl/18
ipv6é policy route-map SER2_itd pool

switch-1#
switch-1# show ip access-lists dynamic

IP access list SER1_itd bucket 1

10 permit ip any 1.1.1.0 255.255.255.63
IP access list SER1_itd bucket 2

10 permit ip any 1.1.1.64 255.255.255.63
IP access list SER1_itd bucket 3

10 permit ip any 1.1.1.128 255.255.255.63
IP access list SER1_itd bucket 4

10 permit ip any 1.1.1.192 255.255.255.63
switch-1#
switch-1# show run track

!Command: show running-config track
!No configuration change since last restart
!Time: Tue Jan 5 21:09:25 2021

version 10.1(1) Bios:version 01.14

track 1 interface Ethernetl/17 line-protocol
track 2 ip sla 10002 reachability

delay up 2 down 4

track 3 ip sla 10003 reachability
delay up 2 down 4

track 4 interface Ethernetl/18 line-protocol
track 5 ip sla 10004 reachability
delay up 30 down 30

track 6 ip sla 10005 reachability
delay up 30 down 30

switch-1+#
switch-1# sh track
Track 1
Interface Ethernetl/17 Line Protocol
Line Protocol is UP
1 changes, last change 00:05:54
Tracked by:
ISCM Configuration

Track 2

IP SLA 10002 Reachability
Reachability is UP
2 changes, last change 00:05:50
Latest operation return code: OK
Latest RTT (millisecs): 1
Tracked by:

ISCM Configuration

Route Map Configuration
Delay up 2 secs, down 4 secs

Track 3
IP SLA 10003 Reachability
Reachability is UP
2 changes, last change 00:05:50
Latest operation return code: OK

o o ]
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Latest RTT (millisecs):

Tracked by:
ISCM Configuration

1

Route Map Configuration
Delay up 2 secs, down 4 secs

Track 4

Interface Ethernetl/18 Line Protocol

Line Protocol is UP

1 changes, last change 00:05:32

Tracked by:
ISCM Configuration

Track 5

IP SLA 10004 Reachability

Reachability is UP

2 changes, last change 00:04:51
Latest operation return code: OK

Latest RTT (millisecs):

Tracked by:
ISCM Configuration

1

Route Map Configuration
Delay up 30 secs, down 30 secs

Track 6

IP SLA 10005 Reachability

Reachability is UP

2 changes, last change 00:04:51
Latest operation return code: OK

Latest RTT (millisecs):

Tracked by:
ISCM Configuration

1

Route Map Configuration
Delay up 30 secs, down 30 secs

switch-1+#

switch-1# show ip sla stat

IPSLAs Latest Operation Statistics

IPSLA operation id: 10002

Latest RTT: 1 milliseconds
Latest operation start time: 21:11:12.861 UTC Tue Jan 05 2021
Latest operation return code: OK

Number of successes: 210

Number of failures: 1
Operation time to live:

IPSLA operation id: 10003

forever

Latest RTT: 1 milliseconds
Latest operation start time: 21:11:12.901 UTC Tue Jan 05 2021
Latest operation return code: OK

Number of successes: 210

Number of failures: 1
Operation time to live:

IPSLA operation id: 10004

forever

Latest RTT: 2 milliseconds
Latest operation start time: 21:11:04.995 UTC Tue Jan 05 2021
Latest operation return code: OK

Number of successes: 39
Number of failures: 1
Operation time to live:

IPSLA operation id: 10005

forever

Latest RTT: 1 milliseconds
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Latest operation start time: 21:11:05.034 UTC Tue Jan 05 2021
Latest operation return code: OK

Number of successes: 39

Number of failures: 1

Operation time to live: forever

switch-1#

ZOBNX, FETIPRXR—20a— R RRF o P HEREFER LT, J— ROFE VL TEL
TORWT 7 avd ) — RO/ Nry b E L TO failaction ] L T ITD — b A & 4%
KT D HEEZRLTVET,

switch-1(config)# feature itd

switch-1 (config) #

switch-1 (config) #

switch-1(config)# itd device-group DGl

switch-1 (config-device-group) # probe icmp frequency 2 timeout 1 retry-down-count 2
retry-up-count 1

switch-1 (config-device-group) # node ip 10.200.1.2

switch-1 (config-dg-node) # node ip 10.200.2.2

switch-1 (config-dg-node) #

switch-1 (config-dg-node) #

switch-1 (config-dg-node)# itd device-group DG2

switch-1 (config-device-group) # probe icmp

switch-1 (config-device-group) # node ipve 2007::2

switch-1 (config-dg-node) # node ipve 2008::2

switch-1 (config-dg-node) #

switch-1 (config-dg-node) #

switch-1 (config-dg-node)# itd SERI1

switch-1 (config-itd)# device-group DG1

switch-1(config-itd) # ingress interface Ethl/17

switch-1(config-itd) # failaction node reassign

switch-1(config-itd) # load-balance method src ip buckets 4

switch-1 (config-itd)# no shut

Note: Configure buckets equal to or more than the total number of nodes.
The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to 0.

switch-1 (config-itd) #

switch-1(config-itd)# itd SER2

switch-1 (config-itd)# device-group DG2
switch-1(config-itd) # ingress interface Ethl/18
switch-1(config-itd) # failaction node least-bucket
switch-1(config-itd) # load-balance method src ip
switch-1 (config-itd)# no shut
switch-1(config-itd) # end

switch-1#

switch-1# sh run services

!Command: show running-config services
!No configuration change since last restart
!Time: Tue Jan 5 21:21:41 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DGl
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.1.2
node ip 10.200.2.2

itd device-group DG2
probe icmp
node ipve 2007::2
node ipve 2008::2
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itd SERL
device-group DG1
ingress interface Ethl/17
failaction node reassign
load-balance method src ip buckets 4
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node least-bucket
load-balance method src ip
no shut

switch-1+#

ZOfE, ITDEy > a2 FHLTIID / — REENMBIOHIEL, y—2B83 727547
R EIWCITD WAL ETE L LT D HEEZRLTWET,

switch-1(config)# itd session device-group DGl

(
switch-1(config-session-device-group) # no node ip 10.200.1.2
switch-1 (config-session-device-group) # node ip 10.200.3.2
switch-1(config-session-dg-node) # node ip 10.200.4.2
switch-1(config-session-dg-node) # commit
switch-1 (config) # itd session device-group DG2
switch-1 (config-session-device-group) # no node ipvé6 2007::2
switch-1 (config-session-device-group) # node ipvé6 2009::2
switch-1 (config-session-dg-node) # commit
switch-1(config)# end
switch-1#

switch-1# sh run services

!Command: show running-config services
!No configuration change since last restart
!Time: Tue Jan 5 22:49:07 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DG1
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.3.2
node ip 10.200.2.2
node ip 10.200.4.2

itd device-group DG2
probe icmp
node ipv6 2009::2
node ipv6 2008::2

itd SERL
device-group DG1
ingress interface Ethl/17
failaction node reassign
load-balance method src ip buckets 4
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node least-bucket
load-balance method src ip
no shut
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switch-1#
switch-1# sh itd brief

Legend:
C-S(Config-State): A-Active,S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

SER1 src-ip ACTIVE 4 Ethl/17

Source Interface

Device Group Probe Port

DG1 ICMP

Node 1IP Cluster-id C-S WGT Probe Port Probe-IP STS
1 10.200.3.2 A 1 ICMP OK
2 10.200.2.2 A 1 ICMP OK
3 10.200.4.2 A 1 ICMP OK
Legend:

C-S(Config-State): A-Active,S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

SER2 src-ip ACTIVE 2 Ethl/18

Device Group Probe Port

DG2 ICMP

Node IP Cluster-id C-S WGT Probe Port Probe-IP
STS

1 2009::2 A 1 ICMP
OK

2 2008::2 A 1 ICMP
OK

switch-1#

oL, 22—V —EFXDOT I/ EA VA IEEALTITDY—EADNT T 4 v T %7 1)V
VT T B EEERLTONET,

switch-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# ip access-list acld

switch-1 (config-acl) # 10 permit ip 7.7.1.0/24 6.6.1.0/24
switch-1(config-acl) # 20 permit ip 7.7.2.0/26 6.6.2.0/26
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switch-1(config-acl) # ipvé access-list aclé6
switch-1(config-ipv6-acl) # 10 permit ipvé 2004::5/120 2005::5/120
switch-1(config-ipv6-acl) # 20 permit ipv6 2004::100/122 2005::100/122
switch-1(config-ipvé6-acl) #
switch-1(config-ipvé6-acl) #
( ) #
(
(

switch-1(config-ipvé6-acl itd SER1
switch-1(config-itd) # shut
switch-1(config-itd) # access-list acl4
switch-1(config-itd) # no shut

Note: Configure buckets equal to or more than the total number of nodes.
The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to O.

switch-1(config-itd) # itd SER2
switch-1(config-itd) # shut
switch-1(config-itd) # access-list ipv6 aclé6
switch-1(config-itd) # no shut
switch-1(config-itd)# end

switch-1+#
switch-1# sh run services

!Command: show running-config services
!No configuration change since last restart
!Time: Tue Jan 5 22:57:25 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DG1
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.3.2
node ip 10.200.2.2
node ip 10.200.4.2

itd device-group DG2
probe icmp
node ipv6 2009::2
node ipv6 2008::2

itd SERL
device-group DGl
ingress interface Ethl/17
failaction node reassign
load-balance method src ip buckets 4
access-list aclé
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node least-bucket
load-balance method src ip
access-list ipv6 aclé6
no shut

switch-1+#

oL, 22—V —EFXDOT 7 EA VA IEEALTITD Y —E AL N7 7 4 v 7 BRI
TBHhHEEZRLTHWET,

switch-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# itd SERL

switch-1(config-itd)# shut
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switch-1(config-itd)# no access-list acléd
switch-1(config-itd) # exclude access-list acl4
switch-1(config-itd)# no sh
Note: Configure buckets equal to or more than the total number of nodes.
The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to O.

itd SER2

sh

no access-list ipv6 aclé
exclude access-list aclé6
no sh

end

switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1#

switch-1# sh run services

) #
) #
) #
) #
) #
) #

!Command: show running-config services
!No configuration change since last restart
!Time: Tue Jan 5 23:01:38 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DG1
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.3.2
node ip 10.200.2.2
node ip 10.200.4.2

itd device-group DG2
probe icmp
node ipv6 2009::2
node ipv6 2008::2

itd SERL
device-group DGl
ingress interface Ethl/17
failaction node reassign
load-balance method src ip buckets 4
exclude access-list aclé
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node least-bucket
load-balance method src ip
exclude access-list aclé6
no shut

switch-1#
ZoOHNE, 22— —FEDOT VA VR FNDOL—LEFH L., FO LD 72— — ACLS %
FEHLCITD V—bERAOELEZHGNCT L5 HEEZRLTWVET,

switch-1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# ip access-list acl5

switch-1 (config-acl) # 10 permit ip 7.7.1.0/24 6.6.1.0/24
switch-1(config-acl) # itd SER1

switch-1 (config-itd) # shut

switch-1 (config-itd)# access-list aclb
switch-1(config-itd) # no shut

Note: Configure buckets equal to or more than the total number of nodes.
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The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to O.

switch-1(config-itd)# 1ip access-list acl5

( )
switch-1(config-acl) # 20 permit ip 7.7.2.0/26 6.6.2.0/26
switch-1(config-acl) # itd session access-list acl5 refresh
switch-1(config)# end
switch-1+#

switch-1# sh run services

!Command: show running-config services
!No configuration change since last restart
!Time: Tue Jan 5 23:07:42 2021

version 10.1(1) Bios:version 01.14
feature itd

itd device-group DG1
probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1
node ip 10.200.3.2
node ip 10.200.2.2
node ip 10.200.4.2

itd device-group DG2
probe icmp
node ipv6 2009::2
node ipv6 2008::2

itd SERL
device-group DGl
ingress interface Ethl/17
failaction node reassign
load-balance method src ip buckets 4
access-list acl5
exclude access-list aclé
no shut

itd SER2
device-group DG2
ingress interface Ethl/18
failaction node least-bucket
load-balance method src ip
exclude access-list aclé6
no shut

switch-1#
ZOFNE, EEINZITDREIP 7 RLASETD FT 7 4 v ZIZHHZ ITD —E 2 & ffi {4
5HEE TR L TCVWET,

switch-1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch-1(config)# itd SERL

switch-1(config-itd) # shut

switch-1 (config-itd)# no access-list aclb
switch-1(config-itd)# load-balance method src ip buckets 64
switch-1(config-itd)# virtual ip 6.6.1.1 255.255.255.192
switch-1 (config-itd)# virtual ip 6.6.1.64 255.255.255.192
switch-1(config-itd)# failaction node per-bucket
switch-1(config-itd) # no shut

Note: Configure buckets equal to or more than the total number of nodes.
The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to O.
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switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1(config-itd
switch-1 (config-itd) #
switch-1 (config-itd) #

) #
) #
) #
) #
) #
)

o o ]

itd SER2
shut
load-balance method src ip buckets 64
virtual ipvé 2005::100 121
virtual ipvée 2005:: 121
failaction bucket distribute
no shut

Note: Configure buckets equal to or more than the total number of nodes.
The mask position that exceeds the available bits based on the number of buckets and
load-balance mode will internally default to O.

switch-1(config-itd)# end

switch-1+#
switch-1# sh run services

!Command: show running-config services

!No configuration change since last restart

!Time: Tue Jan 5 23:17:20

version 10.1(1) Bios:version 01.14

feature itd

itd device-group DG1

2021

probe icmp frequency 2 timeout 1 retry-down-count 2 retry-up-count 1

node ip 10.200.3.2
node ip 10.200.2.2
node ip 10.200.4.2

itd device-group DG2
probe icmp
node ipv6 2009::2
node ipv6 2008::2

itd SERL
device-group DGl

virtual ip 6.6.1.1 255.255.255.192
virtual ip 6.6.1.64 255.255.255.192

ingress interface Ethl/1

7

failaction node per-bucket
load-balance method src ip buckets 64

exclude access-list acl4
no shut

itd SER2
device-group DG2
virtual ipvé 2005::100 1
virtual ipvée 2005:: 121
ingress interface Ethl/1
failaction bucket distri

21

8
bute

load-balance method src ip buckets 64

exclude access-list aclé6
no shut

switch-1+#
switch-1# sh itd brief

Legend:

C-S(Config-State): A-Active,S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme

SER1 src-ip

Status

ACTIVE

Buckets

Interface

Ethl/17
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Source Interface

acl4

Device Group Probe Port

DG1 ICMP
Virtual IP Netmask/Prefix Protocol Port
6.6.1.1 / 255.255.255.192 IP 0
Node 1IP Cluster-id C-S WGT Probe Port Probe-IP STS
1 10.200.3.2 A 1 ICMP OK
2 10.200.2.2 A 1 ICMP OK
3 10.200.4.2 A 1 ICMP OK
Virtual IP Netmask/Prefix Protocol Port
6.6.1.64 / 255.255.255.192 IP 0
Node 1IP Cluster-id C-S WGT Probe Port Probe-IP STS
1 10.200.3.2 A 1 ICMP OK
2 10.200.2.2 A 1 ICMP OK
3 10.200.4.2 A 1 ICMP OK
Legend:

C-S(Config-State): A-Active,S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

SER2 src-ip ACTIVE 64 Ethl/18

Source Interface

acle

Device Group Probe Port

DG2 ICMP

Virtual IP Netmask/Prefix Protocol Port

2005::100 / 121 Ip 0

Node IP Cluster-id C-S WGT Probe Port Probe-IP
STS

1 2009::2 A 1 ICMP
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OK
2 2008::2 A 1 ICMP
OK
Virtual IP Netmask/Prefix Protocol Port
2005:: / 121 Ip 0
Node IP Cluster-id C-S WGT Probe Port Probe-IP
STS
1 2009::2 A 1 ICMP
OK
2 2008::2 A 1 ICMP
OK
switch-1#

wE : D7 —LERE—F

ST ORI OEO kAR a2 2 W LET,
4:7 7 —LEBE—R

sre-ip loadbalance ‘

Y
___4-"___""\__\_ \'\
" ™ \,
(" Clients o ;
\_l JI : — }—.—.—P
s o TR
./
/
Po-5
=1
=] I!
E 5
 — ﬂ
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AT L1 TNRARAITN—TEEHZLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
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switch (config-device-group)# probe icmp
ATy 72 1DV —ERAZERLET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

BRH : H—/N—O—FKNS OV TEBRAETE—FR
UUFOERITROKO vARa PaEHLET,
5:VIPE{ER L= ITD AT 98X

192.168.2.11

4
&

2z 192.168.2.12
/o o E§5l

|l 1 -
oty 5 \ service | . 1l
F, N eH 7
. Y — — i

e — =1
Po-3 - e
st ) “Po?
— > e d--1
Cente | Loadbalancing “‘m..,__\__E
VIP: | 5 7
172.16.1.1 Po-8 1%

. 192.168.2.13

~ B
EJ

192.168.2.14
2F T TR AT N—ThERLET,

switch
switch
switch
switch
switch

config)# itd device-group DG

config-device-group) # node ip 192.168.2.11
config-device-group) # node ip 192.168.2.12
config-device-group) # node ip 192.168.2.13
config-device-group) # node ip 192.168.2.14

switch (config-device-group)# probe icmp

27 w72 ITD YV —EREZEHZLET,

switch(config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# ingress interface port-channel 2
switch (config-itd)# ingress interface port-channel 3
switch (config-itd)# device-group DG
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Switch (config-itd)# wvirtual ip 172.16.1.1 255.255.255.255
switch(config-itd)# no shutdown

#ERBI : WCCP & L TITD ZHBEET S (Web TOF L RRAE—F)

Tax Y —R_—=E MOV —R—=NED YV —=RERDDH T TA T RIS DERDM L&
LTHEEL £7, Web 7m X v —_—% Flce—AL xy hT—2 A2 —Fy MNH
DN E U CHREL £97, 8H. Web 7 X ¥ —N_—TlL, *v hT—7 T34 ARA
VH—Fy MIAENI Web N T 7 4 v 7 EBRICUV XA LY NTALERHY T (f5%E7
n—) , 727 L, BEEO/NT Y MEETIE, *y NT—27 T ARy R & ERICERE
THETCTHAEET,

ITD i L72 Web 7' m X VB TIL, AA v FiFA o F—Fy MZANI Web K77 1
7EBAEL, TaXx i — A=l CARE DB LET, TrX Y —"—FHHEE—F
(WCCPINOLMSL L CT 77 4 7-T 7T «47) TEEL, X h—_"—2 X117k
ENH T 74 v 7 EQUFLLET, ITD N L TEITEND /— KR~V A Ta—T 1%, /—
RORREZ BB L, Al AMEICESWGEYNIC / — REHIBREITBMT 2 & W) BREZRZ L
Ft, ZAZ NS, == T, TEMEDOTEDIZTN—T LV EIT ) — N LUV TR
Lzl TEET,

ITDY XA V7 va ik, li%, 7747 MIVLANDIES [H TOHMETT, Dk, /X
7y MEIITD Y XA V7 va v Edf AR L C—T o 7 E3sESnET, 20k
72 Web 7' % U RRBAZMEH 5 ITD 1%, A mAICHER Sz 1 DD ITD —E XA D HH)3
VBT, 72770, BMETLAYAR—MIESWT I I 74w 72 EIRL T, UNR—R T
T4y VEA VLI aBRETT, LB/NT A—X LT, 7a—0ORFESHERF
HMERDH Y FT,

Web 7' ¥ VRO ITD TiL, ITD Ve —7%fH L T Web 7' ¥ v — —D [ %%
Fxv 7 LET, 2L BEESBE LT P —R_"—ICEEEINTE N T 740 v 7B kDb
NHTOEETT,

LUF OREEIIR DD AR P& L ET,
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B s weer & LT D £BEET S (Web FOF L EBIE— 1)

6:Web 7OX L ERE—F

SVIVian 10
ITD Upstream ==p
10.1.10.1-2

”_10_1 1050
L= RN
Client 1 Internet

L2 SW
! 101.10.250 SVI Vian 50 (Dessgrrra%iron}
10.1 50 1 10.1.50.2

=

Web Proxy Servers

500107

ZOHITIZ, A2 —F v b~DSEHER— b 80/443 (AFIVLAN10) 73 Web 7' 12 & 24— —
10.1.50.1 B LV 10.1.502 ICEfiSNES, T4 X—bxy FT—72 (10.0.0.0/8,
192.168.0.0/16, 172.16.0.0/12) 56 CHOVLANIO DO T 7 4 v 7%, TuaF & EZEnts
Moo

ATy 7 0: T 7 'RV A SO

ip access-1list ACL1
10 permit ip any any tcp 80
20 permit ip any any tcp 443

2T 1 :ITDTRA AT N—TDWeb 72X —NR—%FREL, ——DIPT KL
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

2T w2 TIAR=FPT RLASETDOTRTD NT 7 4 v 7 @5 X912 ACL
AR L ET,

ip access-list itd_exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT 73 B ACL A L E1,

Itd Web proxy SERVICE
device-group Web Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown
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RABNDOERTY X —2 b T 7 47DV ZA L7 MEMLERGER, ROBIMOREKTIE
75‘;%‘%/6@—0

\}

GE)  VAYA4EAEA T2EH LA =N 7002V T ORMPARETT, £, BRH ACLIELFF
Al Y OB EYR—FLET,

AT v T4 R— 80 & 443 BRI RTERIT DL I, VE— BRI ACL 24 L
ﬁ—o

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

ATy 5: V8= " T T7 47D EZ—2 DYV —ERA2RER L., BAFACL 2T L E
ﬁ—o

Itd Web proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd_exclude_return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

BB RT49IODIT7A4TFT—24—I)L

ITD 4 —EX

ITD —E AL, T 747 7a—DFFEDHFANIKTHITD b T 7 4 v 7 5#EE
#LET, 7r—0OlFME VXA VY NTHLERSLGAIE. 22O ITD —E X &3 E
THVLERGDVET, 1 DFHENT 7 v 7 7a—H, 5123V F—2 T 7497

7u—HTT, ASAIZITERDINGA v X —T A AENIA X —T =24 ADIPT KL A
DD, 2ODRRDTNA A TN—T8, fHET HNEBEBLOIMTIP 7 N A& 53
LT T D VLERH Y £9,

ASA VLAN

ITD#EXB L OV #— o H—E A%, Nexus AA v FOWNE I L OBSMS VLAN SVI IZ K S
FT, VAT UG NREDEX VT T V= a FZTRTCD NI T 4 v I BRE
THOMENDDT-D, Y—EARATITI T4 v I 74 NZ ) 73RS ER A, TOREE,
SVIWCERET D N7 7 4 v 73T _TC, fHeTDHASAA U F—T oA AV XA LY FER
£7

ASA A v H—T = A APAA vF D VLAN LA L VLAN THER SN TWEEE, 7747
T —IVIND AL v FIZEND T T 4 w7 iE. AA v FDHID VLAN (2 ITD H— B A NTF
ET5720, ASAICU XAV FENET, LEB->T, 7747 U4 —/L & Nexus A1 v
FWDO ST 7 47 V—T%BGIET 2120E, @510 VLAN OLT BZUETY,

Cisco Nexus 3600 X - v F NX-0S Intelligent Traffic Director #rH 1 K. U ') —X 10.6(X) .



ITD DR |

. 70—

7 0—DOx

7:1TD ASA DR

VLAN 10 VLAN 100 i, ‘JLAN 200 g VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inslde VRF Outslde VRF Outslde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMILZ, VLANIO B L U20 %, X v hT—27 EOFEETE L UL ~DONE B L O
AL A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY FMOwEFO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NINURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
DO OBAERIC 7 0 — DO FEEZHERFF T2 MER SV T, 7 7R ENTZT7 7 AT U4 —
NOWGAETH, 774y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT =082 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

7 a—DOREL. BEA O P kFetk s ITD 743U X AOWRERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fRK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, VE—=r 7—=Z1 201D 4 —ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETH L, 7 a2 —D% ik
DHEFRICHERF S ET,
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Link Failures ]

8:ITDASA BRRIZE 15 70— D5t FrE

ITD Return-Service ITD load-balance “Destination IP”

€ Return |

SRCIP  3RC Port
209.165.201.10 &0

Destination

Forward Flo W |

SRCIP SRCPort D '~I
192.168.1.10 49152  209.165.2

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BHM 7 e —0OEEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWVWET, ZFITD Y —ER(ZHY) /R /3T7 A—X Z8INT 25 L, ITDIP DK
FeElc L B 7 a— O FRE N RIES VE T,

500563

Link Failures

ASA ODWNENE TN A v X —T = A RTEERRET D E, VT 70 v 7 OMNA v Z—
Tz AARL T LTINS, Z0 ASA DKKNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIREFRIBIEREIZ. ASA © U E— MilZ ITD 7 6 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLTEET,
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9:ASABES T A

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 AA vF /— RIRRERIIEREILX, T 27V A1 v FDIEVPC (/21T 70 &
A vF) MERYTORYR—NENET, ASAZ T AF Y 71k, 2O X5 REESFAE L
TG A ICASANERITIELT D Z EE2RGET A0, ZORMBELRLET, 7747 V4 —
VA AT 4y 7 OFEE (7N ) s I VvPC) TR, ZOREICRLTE £ A,
Tt ASADONERA X —T oA AEHNA X —T = A ANFE U (F7203648) 1>
Z—T 2 A ABLTWNSTDTT,

AT 4 v I BEOT7 7 AT U4 —/LTiE, @5, vPCA— b F ¥ (FFEHE—FR—K) b
T EHEHLUTASAZ AL v FICHR LET, ZORETIE, WA 4 —7 =4 X L4}
WA A —T oA AT dotlq VT A X —T =4 A (VLAN 100 B L ¥200) THY., AA v
FIZEABB LN T HF A MIENZEIL2 DO VLAN £720ESVIRH Y . 215 DfH
TYBAR— SR SEESILTOER A,
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wzn [

R10:X74v9 (WPCEFER) BEAD I 74704 —IL

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL

\}

GE) ZoflE. AA vTF Swl OO —#HZ R L CWET, BRRIE, BRI T XTO ASA IZAF
THEUNILET D2 MNERNH D 9, MoOEEIL. T CITHREN TV D LBESNET,

interface vlan 10
description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100
description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100
ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.

#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

ZO MR UBNIE, ROEPYTUIEY £,

]

?dllll
fil

* VLAN 10, 20, 100, 33X U200 & £ 6D SVIIE, U2 VREIZY Yy B 7 ENET,

« ZOHITIE, ITDE— KNRNF UV TRERERA L T a—0xFhE 225 L CW\WET,

e vVPC > F U A TiE, VPCDO 1 DDA LU NRN—03@ L TCWAIRY . ITD ICEEIZH Y FH
Ao VPC Ly FITEENRELEAAL v FOITD VXA L7 g if, WFO vPC K&

DGFE LRI, 7 V7% LCET A, vTF @i LET,
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. BEG - vWCEFERLETaATL RS Y F YU RA Y F E—FDI 74T o4—)L

D MRBYTIE, WEA v F—T = A ZALHEA v F—T = A AD ASA O UF A
VH—T 2 AETNIMRABA Vo H—T 2 A A (dotlq T A v F—T = A A) ITREOFT T
LENTWATD, WFLY 7 OREERFICNT 7 40 v 7 Rkbid Z E13H 0 8 A,

*vPC LDON—T 4 7 Fa fai xA =% P R— FF 5L, layer3 peer-router =¥ >
RN%& vPC FAA AN THRRT D LENH Y £,

L AXIA B =T 2 A AT T AT U —VOPRAIEIMUDTE ST DA v F—T = A AT

BT 270 IND720, VRF RLETY, VREFIZ, ¥EDBHEIZNT 7 4 v 7
W77 AT T —/L&EFREILT (VLANE) L—T 4 7 EN20%ET-OICEHBE SN
i‘a_o

T T4 IR = R_N=RA =T MM L TASA IZIMT b D, —h
TREH D A,

BBl vPCEFERALETATILRAYFH O RAYFE—KD I 7
A7 24—l

VPCEZEER L7 RU 4 v F = FOGE, WEB XU ASA &2 —7 =4 XTER
ZENPNDOR— |k F¥ 1 N RUZEID S TonET, vPCOFERLE LT, B~V U
ENNT T 4w Ju—%F 52 8137, ITDIFSIE/HELT AL v FDY 7% L
T ASA 2Rt L E T,
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BEB  wWPCEFERLETATIL ALY F YU RAYF E—RDIF7ATI4—)L .

M:vPCEFERLE=T27ILRAYFH RS vF E—F

ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default
__'EE
Sw1 VPG Peer Link 2
ITD g

AT v 1 :2O0DAA v FERERK L ET,

switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT 72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active

no nameif
no security-level

O RRaPHNZE, ROENYTIEEY £,
« ZOHITIE, ITDE—RKNRNG UV ITREXFEAL T o —OxFME2EH L C\WET,
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e vVPC T F U A TIE, vVPCO 1 DDA NR—NEE L TWARY ., ITD IZEFIZH Y 8
Ao VPC Ly FITEENRELTZAAL v FDITD U XA L7 a3 ik, @HEO vPC BLE
DOBEERBEIC, BT Vo720 LCET AL vy Fa@mmlLEd,

¢« ZDFREITIE. ASA DFE— K Fr FAD 1> (F7213FEvPC FRE POEH—OWH
Vo) \ZEENEAETLE, N T 740 v Z7HRDBETDHAREERH D 77,

«VPC EDNV—F 4 7 Fa han xA =P R— hFHITIE, layer3 peer-router =¥ >
R%& vPC RAA VN THERRT 2 ERH Y 7,

e T T 4w IIFRY =R —=Z2A NV—TFT 4 T EHEHLTASAIZHITHNE=D, L— |k
IMEH Y FH A,

BRI LANYIISREY U ITDIF7AT 24—

ASA 7 ZAZIE, 1 DO =y & L THEET 2D ASA O SV E T, #HED ASA
FHEGRET NS RE LTI N—TT B2 LT, BT 31 20T X TORMEM: (L,
T T =7 ~OfEE) ZRMEEL, FRRICEET A AL DBV AL—T v b ELREMEEZE
HTExET,

ITD X, fxDE—RDOLAVIASA YV FAHX|Za— RKRZ v 7 TEET, ITDIEY 7 A
2V TEMFETHHDOTHY, ITDIFET7 7 AT VA — M Lo TEDOT7r =R 0I5
NEFRHTE5L51CLET, OSPFECMP BL R — K Fv¥ xR vy va 7T XA
KFETHROVIC, ITD ATy FEFERAL TGO 7 r—2RETEET,

LAY3IZTAZTIL, ANy MDY TSN T 7 e — DA E 2 HRNCiETX £ 1,
ITDBLRLA Y3 T TR TR WGE, ITEREOKRAOERITER., TR TEEE
lo ITD Tlk, FTAHE ZFHAIICRETE £,

ASA 7 G AR Y 7 Tld, Nl T o7 7u0—0OfAEBEHLET, 77 AZNOEED
T7AT U+ — L EERTHTRTOT7a— 2O, BT 7 AT I+—RBNEDTa—D
KL, 7u—%iBT 25 ASA #RGFLET, EBOT 7T 4 77 a—OfBEENKKL
7=%% . ITD failaction DFEID Y TIZ LV | KRELTEFTEEDASANL DT XTHOT7r— (N
o R) N TRAATN—TIZY A RNESNTWDARDT VT 47 /J—RICBELES, =
DRT T4 I EZETDIHLNT 7 AT U4 —NiN, ZIETDH70 -0y 7T v TOFH
FHTRWGE, Ny T v 7OFEENL 7 e —REEREZZE L. N T 74 v 7 & — AL
AT B LN H Y T,

ITD TASA 7 ZAZ YV 7 &2MEMT 256 DEIENRREIL. Ny 727 v 7 7a—BL0%
DD 7 F7 AL T =T NEAER, T TR T 7 AT 74—V TITHESNBRNAEY &
CPUYV Y —AZMHETHZ LT, LIEBnoT, IV TARZ—ALT 7 AT U+ —NEHHTD
L. TTFAT UF—IVDNNT —< VAN ETAHREERH D F9,

WDFEIL, ASA T AL ADAT—H ANE N LTZL &2, ECMP & ITD T¥44 57 7 2%
MY > 27 (CCL) ~DEEOMEL K LI-t DT,
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12:vPCEFERLIETaA7IVRAYF YU RA v TFEHEAT-ASAV SR 4E

ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724
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switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active
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cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address
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abort 27-28 load-balance {method|buckets} 25-26
access-list 25-26

no shutdown 21, 24-26
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