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* adm
* bin
* daemon
. fip
* ftpuser
* games
* gdm
* gopher
» halt
. lp
* mail
* mailnull
* man
* mtsuser
* News
* nobody
* san-admin
* shutdown
* sync
* Sys
* uucp

* xfs
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NEH AL

A—HF—T7HO 2V FOEEFELS L UVHIREE

A—HP—=T AU FPBIXUORBAC ZRET DHE, 2=V —TH v MIUTROEEFEL
FOHIRFEELH O £,

o 21— T — VIZERE SN AT /EBE AL — VIR, —#oa~2 R, &
570 L EFE Z 4172 network-admin 2 —/L TOAFEITTE F9,

« K256 EDON— N E2—H— m— /L TBEMTEET,

BRI —P— B E =Y TH YL MCEY Y TEIE N TEET,
1l ODZ—HF— B L EEEOL—Y— T HT U MZEHVSETHENTEET,
» network-admin 35 & Y network-operator 72 & O FEFIERR S iz v — /WIRE AR TT,

N

Note —o—H—F7Hoo NI, DRl o0 —F— a— 2R ITIERD A,

_ Ay ~ =JL ==
A—Y 7hO 2 FPDERTE
A\
Note ——F—7 vy hORBMEICNZONEEFIL, TOa—F—p3ul/ 4 LTHLOEY V3
VEVERT D ETHRNCAR Y FH A,

B P BORAOLFE LT, EEORKTE G (T y—2a7) ZERTE £,
B XFI MO F 2T 5 2 LIETE FhA, 2—F—HICHFT S TR
CENEENTOEHA, HE Lo P dn 7 L TE WA,

SUMMARY STEPS

switch# configure terminal

(Optional) switch(config)# show role

switch(config) # username user-id [ passwor d password] [ expire date] [ role role-name]
switch(config) # exit

(Optional) switch# show user-account

(Optional) switch# copy running-config startup-config

okl wn-=
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DETAILED STEPS

Procedure

A4 TF7hYY rBELURBACDEE |

Command or Action

Purpose

R T w 71 |switch# configure terminal Ja—\RERTE— REBE L F9,

R T v 7 2| (Optional) switch(config)# show role AR R — Y o — L2 FRR LET, LBEILT
T, D2—F B ERETEET,

X 7 3 | switch(config) # usernameuser-id [ password password] | = —#— 7 7> AR/ ELE T,

[ expire date] [ rolerole-name] . 5

user-id 1%, K 28 SLFDOFEHFDOLFH|T, KX
FENFERE S IET,
77 4 )V b @ password [T ER SN TV EHA,
Note
WNAT— RERE L 2o l2h, 22— —I13X
Ay FIu 7 A4 o TERVGENRH D 7,
Note
YU—270 (3) F3 (1) PRETIE, ~"AT— Nl
EaTF =y 73072008 LONEBEENFEES L
expiredate 7> a DT +—~< v NI
YYYY-MM-DD T9, 774/ FTl, K&hHIEH
D EHA,

R T 7 4 |switch(config) # exit ya—) ary7 4 ¥al—vay ET— REKT
LET,

R v 75 | (Optional) switch# show user-account o0 —/LRELEFRRLET,

R Fw 7 6 | (Optional) switch# copy running-config startup-config | 2f7a> 7 4 ol — g%, AX— 7 v/

V74X al—valat—LET,

Example

WRIZ, 2= TAT L FaRET D0 EZRLET,

switch# configure terminal

switch (config)# username NewUser password 4Tyl8Rnt

switch (config)# exit
switch# show user-account

wOFEE. UV —270 3) F3 (1) VIO /SRA T — REREEF « v 7 AL 9 5

ZRLTWET,

switch (config)# username xyz password nbv12345

password is weak
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Password should contain characters from at least three of the following classes: lower
case letters, upper case letters, digits and special characters.

switch (config)# username xyz password Nbv12345

password is weak

it is too simplistic/systematic

switch (config) #

RBAC D& E

A—5 O0—ILEXVIL—ILDOYER

BELIELV—NVEBET, VAN SINDIEEZRELET, V—VIRIETEH I E
T, 22X 100 — R3O0 — L EFFo TWAEA, L—/L 33— 2 10D HH]
WA S, A=A 23— 1 X0 bENGEA S NE T,

SUMMARY STEPS
1. switch# configure terminal
2. switch(config) # role name role-name
3. switch(config-role) # rule number {deny | permit} command command-string
4. switch(config-role)# rule number {deny | permit} {read | read-write}
5. switch(config-role)# rule number {deny | permit} {read | read-write} feature feature-name
6. switch(config-role)# rulenumber {deny | permit} {read | read-write} feature-group group-name
7 (Optional) switch(config-role)# description text
8. switch(config-role)# end
9. (Optional) switch# show role
10.  (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
AT wF1 |switch# configureterminal Jua—r)Lary 7 4 ¥al— gy EB— REElG
L/jz—g—o
R Fw 72 |switch(config) # role name role-name a—HP—p—LEEEL, ue—L a7 Fal—
var E—RFEBLET,
role-name 514013, H&K 16 LFOEHTF D LFH)
T, RXFLNLFREBI S ET,
AT w73 |switch(config-role) # rule number {deny | permit} A< R A— L EHELET,
command command-string ) \
command-string (213, A — 2 L OEHEB 25
OB EMTEET, =& xiE.  linterface ethernet
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Command or Action

Purpose

¥k, TRTOAS—HV Ry AU H—T A AN
GEENET,

MERBRRAOKIZ T Zoa~vy Re@iRLET,

AT 74 |switch(config-role)# rulenumber {deny | permit} {read | 4~ COEMEDFELEL Y B L — L F 7 1355 0
| read-write; D IBEEABNL— LV ERELET,
AT S5 | switch(config-role)# rulenumber {deny|permit} {read | FaEIZxt L C, el v SAMAID AR Y & EX
| read-write} feature feature-name ABDOHR A BRELE T,
FERE Y A b & FoRT 51, showrolefeature =<
Y REMHLET,
WBERBRIOBIE T Zoa~y RE& D IRLET,
ATvT6 SWitCh(COpﬁg-mle)# rulenumber {deny | permit} {read | gt 7 /L — 716k LT, FeA R0 BRI G A H
| read-write} feature-group group-name D L EXALOHAINARE L ET,
HREZ N—7 DY A M &£ HIZIE, showrole
feature-group =~ > RZMHHA L £,
VBRI IZ T o Da~y RE#DIRLET,
ZFw F71 |(Optional) switch(config-role)# description text I OFAEZRELET, HPIEAN—2LE
HHZENTEET,
R w78 |switch(config-role)# end n—)L a7 4 FXalb—raryE— R TLE
R
ZFw 79 |(Optional) switch# show role A=Y m—VOREEFRFLET,
ZX 7w 710 |(Optional) switch# copy running-config startup-config| J 7' — r 33 LN 2 ¥ — FMFIZFEfTa L 7 4 X =

L—ya B AE— T vy T ary74Xal—a
NZavr— LT, BEEMGEICHRTFELET,

Example

wIZ, 2—=HF m— L EER L CL— V& fRET 20 E2 R L ET,

switch# configure terminal
switch(config)# role name UserA

switch (config-role)# rule deny command clear users

(

switch (config-role) #

switch (config-role)#
( end
( role

switch (config-role) #
switch(config)# show

B =¥ 759> FE&URBACDHE

rule deny read-write
description This role does not allow users to use clear commands
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SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # role feature-group group-name
3. switch(config) # exit
4. (Optional) switch# show role feature-group
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 | switch# configure terminal Jau—N)L a7 4 Xal—ay T— REBG
LET,
R T w 7 2 | switch(config) # role feature-group group-name a—YP—a— eSS — T EREL T, u—/Li%
BBZNV—F a7 4 Xal—v gy T— el
LET,
group-name (%, K 32 SLF D HE T O LTFH|T,
KRILFE/NCFRENENET,
R v 7 3 | switch(config) # exit ra—)Lar7 4 Xal—gy FT— REKT
LET,
R T w 7 4 | (Optional) switch# show role feature-group 0 — )UiERE LV — T RRIEEZ R R LET,
R Fw 75 | (Optional) switch# copy running-config startup-config | ) 7' — r B L OV 2R & — FFICEfTa Ly 7 4 X
L= a AL — "7y 7 ar7 4 ¥alb—s
NZae— LT, BEEMREARICRIELET,

Example

WIZ, BEREZ NV —T BB DBl 2R LT,

switch# configure terminal

switch(config) # role feature-group groupl
switch (config) # exit

switch# show role feature-group

switch# copy running-config startup-config
switch#
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B -vo-nrs—szqzxkys—oz=

A—HA—JILA A —T A ARAR)O—DERE

AP B A H =T 2 A AR =2 EHSHILT, 2= =BT 7 EATE A
VE—T 2 A AEHIBPTEET, B— AN T IV EBATELA L EZ—T 24 ADY X MEIEEL
F, TNEMLERA L EZ—T o AOWFEITIRETEE T,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # role name role-name
3. switch(config-role) # interface policy deny
4. switch(config-role-interface) # permit inter face interface-list
5. switch(config-role-interface) # exit
6. (Optional) switch(config-role) # show role
7. (Optional) switch(config-role) # copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 |switch# configure terminal ra—nN)ary7 4 Xal—ary T— NG
LET,
R T w 7 2 | switch(config) # rolename role-name a—H—a—LEFEEL, r— a7 ¥l —
varE'E—REBLET,
R T w 7 3 | switch(config-role) # interface policy deny g—N AL E—TxfAR)—aL T ol —
varE—RERBLET,
R 7 4 | switch(config-role-interface) # per mit interface O—LNT I ERATCEXAAf L F—T oA ADY A K
interface-list AHEELET,
MBI A B —T 2 A ADEIZTF Z D a~v R
NiRLET,
oAV RTE, A=Y Ry A F—T = A A
ZIRETCEET,
R T w 7 5§ | switch(config-role-interface) # exit O— AL E =Tz AR —ar T 4 F a2l —
YarE—REKTLET,
R w 7 6 | (Optional) switch(config-role) # show role O—LERTEEZERLET,
R 7 7 | (Optional) switch(config-role) # copy running-config FTary74F¥al—rark, A=K7 vz
startup-config VT4 F¥al—varicar—LET,
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Example

WIZ, =P =BT 7 A TEDA v F—T oA AEHIRT DT, 2—F—z—
NAH =T 2 AR — 5 ERT HHERLET,

switch# configure terminal

switch(config)# role name UserB

switch (config-role) # interface policy deny

switch (config-role-interface)# permit interface ethernet 2/1
switch (config-role-interface)# permit interface fc 3/1
switch (config-role-interface)# permit interface vfc 30/1

A—H4 O—)LVLANRY S—DLER

2—H— 11— )L VLAN R V—%2EF$THZ LT, 22— =077k ATE5 VLAN %R

TEET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # role name role-name
3. switch(config-role )# vlan policy deny
4. switch(config-role-vlan # permit vlian vian-list
5. switch(config-role-vlan) # exit
6. (Optional) switch# show role
7. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal Ja—s)L a7 4 F¥alb—g )y T— KEHE
]\/\i‘a_o
R v 7 2 | switch(config) # role name role-name a—HPF—o—LEZEEL, B—L a7 fFal—
varyE—RERKLET,
R TFw 7 3 | switch(config-role )# vlan policy deny 2—/LVLANRY — a7 4 X2l —3 g2 F—
RZBRE L £,
R T v 7 4 | switch(config-role-vlan # permit vlan vian-list T—/LNT 7 ATX% VLAN O#iFHEEELE
R
V72 VLAN OBZ T Zoa~y RE@ DR L E
—g—O
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Command or Action

Purpose

R w 7§ | switch(config-role-vlan) # exit O—/)LVLANRY > —ar 7 4 Fal— g F—
RZE#&T LET,

R w 76 | (Optional) switch# show role o—LEREZFERLET,

R 7 7 | (Optional) switch# copy running-config startup-config | ) 7 — B L OV 2 & — MFICE[Ta L 7 4 X =

L—varvaBAF— Ty ary74FX¥al—g
Zabe—1L 7T, BEAEMGEANATLET,

aA—H—F7Hho > k& RBAC DERTE DFER

WROWTNhOa~vy REFHL T, REEHRLET,

avy kR

=)

show role [role-name]

a—P—m— LOREELFRLET,

show rolefeature

EREY A P EFRL T,

show role feature-group

WREZ N —T OREEZ R R LET,

show startup-config security

2R — NT v Far7 s Xal—arDa—FT7Thy
MNEEERRLET,

show running-config security [all]

EfFar7 4 X¥al—varoa—¥Thv s MREELE
RLET, aAlF—U—=F&fEETHL, 2=V 7Tk
DT 7 4V MEPRFRENET,

show user-account

A=Y Th v MEREFRLET,

A—HF—T7HIO U FEEXVRBACDT T+ IL FERE

WKDOFRIZ, 2—F—TF I "BILORBAC NTFA—XDTF 74V NREEZRLET,

Table 1: T 7+ )L bDA—HF—TH O FE KU RBAC/INZ A —4

NS A—4H TIAIE
a—HF T HT Lk RNRT—F | REHK,
a—YP—=TH o SOFGHR| 72 L,

AE =Tz AR —

TRCDA L HE—T = A AT 7 & ATAEE,

VLAN R Y >—

T _TO VLAN |27 7 & ATfE,
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