URFLAVvE—SOX LY ORE

ZDOETIE, CiscoNX-0S TNRA A ETYVAT A A yb®— aX oV ERET D HEICON
THEHALET,

ZOET, WONETHRLSINLTWET,
c VAT L AvE—T BX VO, on page 1
¢ VAT A AvE—Y X OFEEFRELOHKIER G —)
c VAT A AvE—U aX DT T 4V NERIE, on page 4
c VAT AA =YX TORE 42—)
c VAT A Avt—Y XSO EMER, on page 21
VAT A A=Y X TORTEH (22 =)
« ZOMDOBEEE (23 X—)

~ — o~ b ~ » E\

DATLAYytE—D OX T DM

VAT LAy aX o e EH L, VAT AT e ARERT DA v E—
VOBRKEEZTA4NEZ VT TEET, Iiktyary, 7 7y A0, BEXOUVE—K ¥
AT LD Syslog h—/S~DOu XU T ERFETEET,

VAT LA YE—VDT 4=y FBIOT A ABRAERT DA vE—TOFEMICOWTIL,

[Cisco NX-OS System Messages Referencel] &2 L T 72 &0,

FTITFINVETIE, TXA AT Z—IF LBy vailAvke—VaHAL, v 77402
VAT A Ayve—VEu gL ET,

WORIZ, VAT LA vE—VTHHEINTWIERELRLET, BEREZRET D55

VAT HFZEDLNVUTORA v =V E N LET,

Table 1: VR T L A v 2—CDERE

LRI Bl

0: B2 VAT BDMEAE]

1:77—F VRS AL B 203 2 B

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |
. Syslogt—/\

LR & EA

2: 7 UT 4T VT 4 IIVIREE

3: 27— = 7 —IKHEE

4 = /NS

5 : g BN R 2B 5008
6 : T W2 HEHA v E—Y

1Ty T | TRy ST D BFT

TNNAAIERKEO, 1, FHIE2DAvE—=VDI 6, HHD 100 A vtE—% NVRAM
N LFET, NVRAM ~Oua X Z IR ETXEEA,

Ao —UERAERLET7 7o) T 4 EERKEICESWTRRTHIVAT AR vy E—VERET
=FET,

Syslogtr—/\
syslog #— 3%, syslog 7’0 F A/VZHEASNWT U AT A Ay =V AT HVE— K VAT
A ETEVMEL £9, IPv4 £/ IPv6 @ Syslog — %K 8 DRETXET,

777V ITNOTRTDAA »TF Tsyslog b — DR UREE Y AR— T 5H72DIZ, Cisco
Fabric Services (CFS) Z{# ] L C syslog ¥ —/\i% & & Fifi T& 9,

N

Note  f5A10>7 /S f ZAFIHEIEIC, A v — VD syslog h— KB SN D DIE, F v hT—7 D)
Witk T,

t & 2 7 73 Syslog H—/\

CiscoNX-0S U U —2 92(1) LIETIE, VE—bh aX o7 =X 2T R TLS N T
AR— M A AR — M2 K 9 ICSyslogV—"ZRETEET, S HIT, MHARIEORIEIC
LFoTNXOS AL v F (VFAT >N OTATT 4T 4 &b EnTEET,
NX-0S ZA v F DA, ZOREHEIEX TLSvI.1 BLONTLSvI2 %R —k LET,

¥ 2 7 77 Syslog h— SORETIE, T /31 AFREHES L OWE (L 2429 % 7212 TCP/TLS
FIUAR—IBIOEXF2 VT 0 Fu harzEHLET, 2o+ sLe,. (75
AT hE LTH#EEL T D) CiscoNX-0OS 734 AN, aX o 7t ¥ a7 ez R —
F42% (=L L THEREL TV D) UE— b Syslogh— NIk L CEF 27 R ES{b &N
TR RERAMNL T DL 0220 9, siFERESfbic kv, ZoMETIE, &
X2V T A RESN TRV R Y N —7 ETh X a7 RBELZEATE E7,

s A0k



I VATFLAYvE—OOF T DE

DARATLAY

93
YRFL A ve— axvrnxEsEssUHnsE ]

t—oO0X VI MEEFIES L UHIREIE

VATFA A yE— aX U NI OBE FOFEFELHREELIH Y £,

VAT A A=K, TNV NTaryYy—rBIOn S Ty A GRS NLET,

syslog 4 — NIZEET HRNCH I SND VAT L A vbE—Y (A== NRA Y T 7T 4
T Ayb—URF L TA Y A= E) 13X, syslog P— NICEETEEHA,

Cisco TlE, T _XCOTrERADB Y LX)V ET 740 hOFEEMFFTHZ &2 HESEL T
WET, LR BIFTEVEICERET D &, BRI Tldleisyslog A v E— UMK
IRSNDAEEMERH D F9, ZNOHDORA vE—UiL, BoTnT 7 — L& ET 2 ATEerEN
HO . WEFILTACIC L 2B NI TNy a—T 4 7ORKTHER SN E4, Cisco
T, 774NV FEDH EOL~LD syslog A vE—VEFAR—FLTOERA,

Syslog DH#lIFRIZ XV | securePOAP pem 7 7 A /L4 D LT lX 230 LFICHIBR STV E
T2, X =27 POAP [ pem 7 7 A /L4 & LT 256 XLFDOESEZYR—FLTHET,

CiscoNX-0S U U —2 92(1) LIETIX, VE—bh BX v/ =D F 277 TLS k
FUAR— MNEfR AV AR — T 5 L) IZSyslog — &R ETETET, ZOMEEIX. TLS
v.1 BEXO'TLSv12 ¥R —F LET,

Cisco NX-OS U U — 2 10.4(3)F LAF, TLSv1.2 & TLS v1.3 721} %% Cisco Nexus 9000 3/ U —
ATT7y hT7 =LAy FTHR—=FINTWVET, syslog® TLSv1.1 B LTTLSv1.0
DY R— MIFELEIHE LT,

Jzﬂmmesyslogﬁwvsw VRUR (GEEE) AL H—Ta A ZAENLTEETE S L

\ZF D121, CoPP 71 7 7 A MIHEBLBERIGAENH Y £7, Ko, BEouex
7 P = SPEEINTNDGHE, BELOERFTEZHOD syslog BAEK SN D56 (77—
N7 IRRET SV r—varinl)

EE . syslog lZiZme—AV XA L —URERENET, 7272 L, NGINX 72 EO—H D
IUR—=RMTIE, BB UTC XA LY — THRRINET,

CiscoNX-0OS U U — A 10.3(4a)M LARETliZ, syslog 7'& k =2/ RFC 5424 2423 25 AT
®loggingrfc-strict5424 2~ > R (A7 a ) B, ROXIIZHLWF—T—F (full)
ZBINT 52 & TIRSNTWET,

logging rfc-strict 5424 full

ZDOF—TU— RN&EBIT 5L, Syslog 71 k=)L RFC 5424 FEYE|Z52 2T HERL L £ 97,

7272 L. [APP-NAME] [PROCID] [MSG-ID] [STRUCTRED-DATA] 7 A —/L RIZMENMEH T 7220
WA, nilfHiXF vy =2 (<) TRENET,

Cisco NX-0S U U —210.5 (3) LAKETIL, syslog 7’1 k=)L RFC 5424 % H5hic4 5 BEAF
D loggingrfe-strict5424 2~ K (A7 a ) B, RO LHIIZH LWF—TU— K (ute)
ZBINT 5 Z & THRSNTWET,

logging rfc-strict 5424 utc

DRTLAYE—SOFX VT DHRE .



SRTLAvE—oOX I 0HE |
B o x7sxve—voxvsororirge

ZOF—U—FRZBMNT 5L, UTC KT +—~ > MIED Syslog 712 |k =1/L0 RFC
5424 IEHEZ N LET,

WDa<r RaEMA LT, Syslog 71 b =1L RFC 5424 FE%E|Z UTC FEE A Cogaic i
32z &b TEET : logging rfc-strict 5424 utc full,

VATLAYytE—OF DT IAILREEE
WDRIZ, VAT A A= aX o I RIA—ZDT 73V VREEZRLET,

Table2: T 7AW EDVATL A yE—D AX VT NS A4

ING A—4 FI4I bk

ayvy—jaX s BERE2 T Rx—7

F=Z u¥X T HRKES TAR—T L

Oy JryANaX ol | BERESOAyE—yaX oINS x—71

Ea— X HKES T, R—T )

Ty VT4 aX s | A x—T N

S A DAL T HAL ﬂ‘

Syslog r— "B X7 | F4E—T L

Syslog $—/\FE DRcAT | b

VATLAYyE—DOF T DERTE
~

GE) Z OEEED Cisco NX-0S =< > R, CiscolOS Da~<y REIZBR R AEENHHDOTHEE L
TLEEW,

=JL ==

B—ZIFIL Y I UADVARTLAYyE—0O0FXF D TDERTE
BEREIZHESNT, avrY—b, Telnet, BLOSSHE Y a A v b=V 589
ST AERETE ET,
FIFNERTIE, F—3IF by arcaX oA x—71TF,

. VRTLAYE—OOFXF VT DHRE



| Y2RFLAvEe—CnFLIDH

\)

B—3FLtyLavADYRTLA A ve—Y oxvsniE [

Note = v —LDR— L —F296007R— (F7H/ L) OA. BUAED Critical (F7#/L k) 1
XU VAR ESNE T, arY—reX o S L EETLL) ETEHE, P T—
AvE—URERINET, ¥V Lk BiF S (Critical KV b RI2) 1ZiE, 2V —
VDR — L— h % 38400 R—IZEHTHLERH D £7,
SUMMARY STEPS
1. terminal monitor
2. configureterminal
3. [no] logging console [severity-level]
4. (Optional) show logging console
5. [no] logging monitor [severity-level]
6. (Optional) show logging monitor
7. [no] logging message interface type ethernet description
8. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71| terminal monitor TNAARAL Y =W A v E—VRTETE D L
Example: I LETS
switch# terminal monitor
R w 72 | configureterminal Jua—)ar7 4 Xal—3iay T— REBLG
Example: LET
switch# configure terminal
switch (config) #
A7 73 |[no] logging console [severity-level] BESNIERELZNRLY HLOBEKRED A v

Example:

switch (config)# logging console 3

t—UEkary— kv ia IFERT A L DI,
TNRAREHRELET, PNIVEIZ, LVEVEK
EAaRRLET, EREIXO0~ 7 0TI,

o0 BRA
e1:77—F

2:7UF 4V
3. T —

<4 EE

o5 BN

DRTLAYE—SOFX VT DHRE .



B s—srrtevvavrovzsorve—vaxirons

SRTLAvE—oOX I 0HE |

Command or Action Purpose
<6 1
T TN

BERENEESN TR WES, T 740 D20
fERENET, notr 7y aid, Avk—YEar
V= a ST AT, ZADMEER T 4 B — T LIT
LT,

A w 7 4 | (Optional) show logging console avy—)L X R ERFERLET,
Example:
switch (config)# show logging console
R T 75 |[no] logging monitor [severity-level] TNHRAAPEESNTZERNELZNLY EioEK
Example: EOAYyE—VEE=FICEHRTEDLLIICLE
switch(config)# logging monitor 3 T hSWVEEL K @%V‘Ejﬁfg%ﬂ?bij—o EPN
FEIX 0 ~ 7 O#PH T,
<0 : BE
e1:77—%F
2: 7 U7 471)L
«3: T —
<4 EE
o5 BN
<6 : [H#
T TNy
REIL Telnet BELONSSHE vy a @A INE
ﬁ—o
BERENMBEINTORWES, T 74/ D 2R
fERENET, nodF 7 a it Avke—T%
Telnet BLNSSHE v g a4 5554 ZAD
HREZ T 4 E—T LI LET,
R T 7 6 | (Optional) show logging monitor FoX XU TREERRLET,
Example:
switch (config)# show logging monitor
R 7w 717 |[no]logging messageinter facetypeethernet description | o 25 A 2 v & —2 0 /T, WA —P % v

Example:

. VRATLAvE—OFXFUTDH

AU E =T 2 A ABI O T A F =T = A R
LUTHAZBMTE S XS LET., 2o



| Y2762y E—nX IORE

Syslog * v £—C DREETT ID DERTE .

Command or Action

Purpose

switch (config)# logging message interface type
ethernet description

I, AV —T A ATHRESNTEZHHAELEFELTL LD
<7,

not>vau i, WA —YHry b A F—T =
AADVAT A A= a0l NOA X —T <
A4 AFBAOHIREZ T 4 E—T7 Iz LET,

ATvT8

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FTar 74 Xal—vark, RAE4—FT v S
Y74 F¥al—varilav—LET,

Syslog A v tE—2MEETID DERTE

UE— b syslogh—NTEE SNV D syslog A v E—VIZARA ML, IPT RV A E23T7F A
R LTINS % K 512 Cisco NX-0S Za%ET& £,

FIEDHE
1. configureterminal
2. loggingorigin-id {hostname | ip ip-address| string text-string}
3. ({EE) showloggingorigin-id
4. (f&) copy running-config startup-config
FIED
FIE
ARV KRFERRETI VY B#Y
Z 5 71 | configure terminal Juau—)ary7 4 xXal—g )y ET— NELG

1

switch# configure terminal
switch (config) #

LET

AT 72| %%E: loggingorigin-id {hostname|ip ip-address| string | V <& — b syslog ¥ — /NI 415 &5 syslog A v —
text-string} VBT BHEA R, IPT FLVA, 37 %X
151 - N CFHEEELET,
switch(config)# logging origin-id string
n9k-switch-abc

ATv7F3| ({EE) show logging origin-id U & — b syslog #— N E(E S 4D syslog A v E—
i - VIAmEns, REFHDHRA ML IPT Rl

switch (config)# show logging origin-id
Logging origin id : enabled (string:
n9k-switch-abc)

A, FREFTHRANLFINEERRLET,

DRTLAYE—SOFX VT DHRE .



B oo zxsusve—conn

SRTLAvE—oOX I 0HE |

ARV RFERETIVa Y

B8

ATvT4

(&)
1 -

switch (config)# copy running-config startup-config

copy running-config startup-config

Firarr74X¥al—vark, A¥—h T v7 a2
V74X alb—valar—LET,

T77AINANDUARATL A yvE—UDERER

VAT LA =T ET 7 AMIRERT DL OICT A, R ERETEET, T 74/ FTIER
VAT A A v —1 /logflash/log/logfilename (ZFEER SV E T,

FIRDHE
1. configureterminal
2. [no]logging logfile logfile-name severity-level [ | size bytes ]
3. logging event {link-status| trunk-status} {enable| default}
4. ({E&) show logginginfo
5. (f£&) copy running-config startup-config

F g ¥4

FlE

ARV KRFERERETY VY

=)

A w 71 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— RERG
1 - LET
switch# configure terminal
switch (config) #

A7 F2|[no]logging logfile logfile-name severity-level [ | size | JEokiiftim 77 7 A W8T A — 2 &GRELET,

bytes ]
1 -

switch (config)# logging logfile my log 6

II VRTLAYE—OOFXF VT DHRE

logfilename : ¥ A7 A A v —YORIFIHEHT 5
vy 7y ANDAHTERELET, T 74/ D
7 7 A W4 IL Tmessage] T,

severity-level : 1 7\ Z5EkT D /D ERE L~ %
RELET, /DSVEIZ, IVEVWERELZRLE
T 774 MES5S T, #HEIZ0—7TT,

<0 A
*1:77—Fh
«2: 7 UT 4V
*3:xTT7—



| Y2762y E—nX IORE

ES1-ABEUTTLUT 1 Avte—vonxvsniE [

ARV REEET7IVa Y B
<4 s
o5 : AN
<6 [
T TRy T
sizebytes: A7 a LT, K77 AN P A X
ZFRE L £ 9, #PHIZ4096 — 4194304 /314 T,
R w 7 3 |logging event {link-status|trunk-status} {enable| AV EBE—T 2 A AR " eaX L T LET,
default} )
» link-status : 9-XTCT® UP/DOWN % vt&—%
il - L TRCHANGE A v —Y% n 7@k LET,
switch(config)# logging event link-status default
strunk-status : $XTHD T T AT —H A A v
t—TEkuX I LET,
eenable: R—F L LDaLr 7 4 X2l —g
vEEEXL X T EARX—TNICT DX
S, FBELET,
e default : = > D BRINICERE S TRVA
VH—T 2 A AT, TN ORI EE
RS89, BELET,
ATvT4| ({EE) showlogginginfo nX U REERRNLET,
1 -
switch (config)# show logging info
ATw 75| ({£&) copy running-config startup-config FFar 74 F¥al—arvk, AFZ—rT v 7 a
Bl Y74 F¥al—varilav—LET,
switch (config)# copy running-config startup-config
N —_— N N — . 3 o > (M S =/
EVA—IMNBEIVT7IUTa AytE—oDOAFXF U TDHETE
EV2—ABLOT7 7V T AICESWTRRT DA v E—VOERELBI NI A LRAZ T
DHLEZRETEET,
SUMMARY STEPS

configureterminal

[no] logging module [severity-level]
(Optional) show logging module

[no] logging level facility severity-level

Ll A

DRTLAYE—SOFX VT DHRE .



SRTLAvE—oOX I 0HE |
B =02 1650570050 2vb—SonxrrsonE

5. (Optional) show logging level [facility]
6. (Optional) [no] logging level ethpm
7. [no] logging timestamp {microseconds |milliseconds |seconds}
8. (Optional) show logging timestamp
9. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 |configureterminal Jua—N)L a7 4 Xalb— gy E— NeBth
Example: LET

switch# configure terminal
switch (config) #

R 7w 72 |[no] logging module [severity-level] RESNEZEREEZIZIZTNU EOERETH DT
Example: Va—nual Ave—I% 4 Fx—T W LET,
switch (config)# logging module 3 ijﬁﬁ{i 0~7 O)%ﬁf‘?"o

o0 : BXA
el1:77—F

<6 : TEH
RN AAS /4
BEREMEESNTWHWRWES, 74/ D50

EHENET, nodF 7L arz2EHTHE, £
Ca—nuald Ay —URNT =T NI

j‘o
R 7w 7 3| (Optional) show logging module FVa— L aX U SREERRLET,
Example:
switch (config)# show logging module
AT 7 4|[no] logging level facility severity-level BESNTEEREE TN EOERETHHIE
Example: EDTZ7 7 VT 4inb0uX T Xy —VkA
switch (config)# logging level aaa 2 P\T\—‘jll/(: Liﬁ—o Eﬁg&i 0~7 OD%EVC‘@_O
=

. VRTLAYE—OOFXF VT DHRE



| Y2RFLAvEe—CnFLIDH

ES1-ABEUTTLUT 1 Avte—vonxvsniE [

Command or Action

Purpose

77— b

7 VT 4 v

TRy T

FLERKELZTXTO7 7T o IZ#AT DI
Al 7y U T BEHLET, 77 40 MBS
DWW T, show logging level =< > K& &M L CT<
J=1AN

no4 7y a &Rt 5L. BESNZ772Y

T4 DOOX L TERENT 7 4/ O LU

vty haENET, 77V VT A BIUOERELZEE
Lo 728E8. T TOT77 T 4 BRFENFR
DT 74NV FERKECVEY hERET,

ATvTh

(Optional) show logging level [facility]

Example:

switch (config)# show logging level aaa

T T4 T8I, X LULREB LY
AT DT T IV N LY EBERLET, 77U
TARBELRPSTEHEZ, TXToT7 72

TADLNUBRERINET,

Note

FATHERL T D authpriv D 1 ¥ 7 L~ULIE, 104(3)F
LVRETOY Y —ATi{Xauthpri & L CTERSIL, Y

U —Z 10.4(3)F 7> 5% authpriv & L THE/RSNLE

7

ATvT6

(Optional) [no] logging level ethpm

Example:

switch (config) # logging level ethpm ?
<0-7>
Oarerg; 1-alert; 2-crit; 3-err; 4-vwerm; S-notif; 6=inform; 7-d8og

link-down Configure logging level for
link down syslog messages

link-up Configure logging level for
link up syslog messages

LXL3DA =Ry hAR—hv3x—Tx U7
TSIV T BT syslog Ay E—vORX TR
Bz LE9,

noA7varaEi+se, A—Yxy b F—F
Vv F =V ¥ Dsyslog A vE—VIZT 74/ bDOBEF
VT LAOLMER S ET,

switch(config)#logging level ethpm link-down ?

DRTLAYE—SOFX VT DHRE II



SRTLAvE—oOX I 0HE |
. RFC 5424 [Z#EHL L f=O X > 4 syslog DIERK

Command or Action Purpose

error ERRORS

notif NOTICE
(config) # logging level ethpm link-down error ?

<CR>
(config)# logging level ethpm link-down notif ?
<CR>
switch (config) #logging level ethpm link-up ?
error ERRORS

notif NOTICE
(config)# logging level ethpm link-up error ?

<CR>
(config)# logging level ethpm link-up notif ?
<CR>

Z 5w 77| [no] logging timestamp {microseconds |milliseconds | m gy 7 % 4 WA X L TR AR ELET, 57 +
[seconds; R TIE, BT,

Example: Note

switch(config)# logging timestamp milliseconds Zoa<wy N, AA v TFNTHREFINL WA S
WCHEHSNET, ol AMBorF T H—RIC

FEA S EE A
R 7 8 | (Optional) show logging timestamp RESNTZRF T HA LA TR FR L E
Example: D
switch (config)# show logging timestamp
Z 7 7 9 | (Optional) copy running-config startup-config FiTar74FXal—rvark, AF¥—L T vSa
Example: V74 FXal—Tailat—LFET,

switch (config)# copy running-config startup-config

RFC 5424 [ZH##L L F-O X > 4 syslog DR
O~ N, ROFETERETEET
* [no] logging rfc-strict 5424
« show logging rfc-strict 5424

FIRDEE

1. switch(config) #[NO] logging rfc-strict 5424
2. switch(config)# logging rfc-strict 5424
3. switch(config) #show logging rfc-strict 5424

II DRTLAYE—DOXF VT DERE



| Y2762y E—nX IORE
syslog F—/\DE&TE .

FIED M
Flig
ARV REEEFET7IV3 Y B
AT w 71 |switch(config) #[N0O] logging rfc-strict 5424 (FF>ay) avr REENCT I, T35
DT 74N MIRELET
R 72 |switch(config) # logging rfc-strict 5424 Avl—yaX o7 7y 0T 4 5EH L, Ay
= UNYET D MLEDH D RFC Zi%E LET,
R 73 |switch(config) #show logging rfc-strict 5424 RFC 5424 |ZHEHLT 5 syslog XA L ET

syslog H—/\D&E
~

Note oz =if, FEEAL—T 4 v VB L OERE (VRF) A U AZ U AEMEHT L9 — L LT,
syslog = "ZERET HZ L A HELEL £7°, VRF OFEMERIC OV TIL,  [Cisco Nexus 9000
YU—=ANX-OS 2=F ¥ X b =T 4 VITRETA R 2ZR LTI ZE0,

VAT A Ave—UERET S, VE— R VAT LAESRT S syslog T —N—FRKKT8H

RETEET,
SUMMARY STEPS
1. configureterminal
2. [no] logging server host [severity-level [use-vrf vrf-name]]
3. logging source-interface loopback virtual-interface
4. (Optional) show logging server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
X w 71 | configureterminal Jau—)Lar7 4 Xal—ay T— &G
Example: LET

switch# configure terminal
switch (config) #

R T 72 |[no]logging server host [severity-level [use-vrf vrf-namel] | #57& L7z A b4, IPvd £721XIPv6 7 R LA T
Syslog h—"—%Z 4 L £9, usevrf ¥ —7— K%

Example:
HHTDE. Avt—Y B¥ 7% VRF OFED

DRTLAYE—SOFX VT DHRE .



. syslog H—/\DE&KE

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

Example:

red

. VRATLAvE—OFXFUTDH

switch (config)# logging server 192.0.2.253

switch(config)# logging server 2001::3 5 use-vrf

Syslog r——(Z[RETE £, usevrfvrf-name
¥ —U— KX, VRFADT 7 4 /L b F -3 EHE%
RLET, T 74V K VRFIX, 77 4/L ~ CEH
VRF C9, 7272 L. show-running 2~> K7 7 %
JVRDVRF %Y AR LERHA, BEREZTO~T DO
i e

o0 : BRA
e1:77—1F

2: 70T 4V
3T T—

<4 g
o5 : J@EN
<6 T

T TR T

FIFIVNDIIET 72U T 41X local? T,

no A7 arii, BELEEFRA DX 7 —
NEHIBRLET,

ZOERFMOFETIX, 77U T 4 local 7 DT XTD
Ay —VEREELET, 2FHOFTIL, HRE
MNSLUTFDOAv¥—T%, VRFred DIRE S L7z
IPv6 7 KL Rzt LET,

Note
Zoawy REERT D E. ROWTANOT—
N AT —HANFIREINET,

« [#REH (Configured) | : EFICHR S E
L7,

c[TT—IFRONMYFEEFATLT: (Noerrors
found) ] : syslog 23V &— b syslog %—/3—|Z
EERICHE SINTIGE, ZORT—F ANRFKR
SNET,

o [—BFBIICEIZETEE (Temporarily unreachable) |
CREICMER S L2 5GE. TOAT—F ANRE
REINFET, 2EL, T, AT AdE
FEoMEEzFEEL CQET, LIES LTHE
DERT DL AT —H A X [T —BE-OM
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+ & 1 714 Syslog H— /DR TE .

Command or Action

Purpose

D EHATL (Noerrorsfound) JIZEDY F
R

Z 5w 7 3 | Required: logging source-interface loopback UE— bk Syslogh—"OFEETXA L F—T =2 A A%
virtual-interface A 3 —F M LET, virtual-interface 51 5o 1%
Example: 0~ 1023 T,
switch (config) # logging source-interface loopback|
5
R T 7 4 |(Optional) show logging server Syslog % — \BREAZFK T LET,
Example:
switch(config)# show logging server
AT w 75 | (Optional) copy running-config startup-config EiTary 74 Xal—arvks, A¥— K7 v a

Example:

switch (config)# copy running-config startup-config

V74X al—valar—LEd,

+ % 1 77 Syslog —/\DHTE

FIEDHE
1. configureterminal
2. [no] logging server host [severity-level [port port-number][secure[trustpoint client-identity
trustpoint-name]][use-vr f vrf-name]]
3. ({£E) logging source-interface interface name
4. ({EE) show logging server
5. ({£&) copy running-config startup-config
FIE D
FIE
OV RFERET7TIV3 Y B
AT w 71 | configureterminal Jua—N)ar7 4 Xal—3iay T— &G

1 -

switch# configure terminal
switch (config) #

LET

ATy T2

[no] logging server host [severity-level [port
port-numberJ[secureftrustpoint client-identity
trustpoint-name]][use-vr f vrf-name]]

FBESINZEARA N, HDHVILIPvE £ IPv6 T
R AT Syslog 4 —"&aELET, LEIIST
T, CAIZE-TEBLAEINDIIFIAT N TAT YV

DRTLAYE—SOFX VT DHRE .



SRTLAvE—oOX I 0HE |

B cravmzoz:
ARV REEEFET7IVa Y B
1l - T 4T AFEAEE A A h—/L L. trustpoint
switch (config) # logging server 192.0.2.253 secure| client-identity T a AT A L TH AR
- PHMATEET,
switch (config)# logging server 2001::3 5 secure | ¥ 2 7R TLSHEHEDT 7 /L MR — ML 6514
trustpoint client-identity myCA use-vrf red 7?7?
ATw 73| (IEE) logging source-interface interface name U E— b Syslogh—"DOEFE LA LV F—T = A A%
r— 7 LT R
151 - A X =T M LET
switch (config)# logging source-interface 100
ATv 74| ({£&E) show logging server Syslog ' — X EZFRLET, secure T/ =
51 ERET LG, HAO= VIR T AR =
on (contia)§ snow Toges WHAEEND X IRV ET, 741 FTIE
SwW1tTC conri SNOow (] in server
? gne secure 7L a UBRREINTW WSS, TV
AR— MZE UDP T,
AT 75| (fEE) copy running-config startup-config Firar74Xal—rark, AX—F T vra
51 V74 Fal—valar—LET,

switch (config) # copy running-config startup-config

CA

FIRDEE

F IR D

H3:CEIDE! 3

% 27 72 Syslog BERED AR — MZ
LT D LE N H Y F4,

[

configure terminal

FIARRA Y FOREICL ST E—F =%

[no] crypto catrustpoint trustpoint-name

(f£&) show crypto ca certificate

(EE)

1
2
3. crypto ca authenticate trustpoint-name
4
5

FIE

copy running-config startup-config

ARV RFFEERTI VI Y

=)

ATy T

configureterminal

1

. DATFLAYE—OF T DHRE

Juau—)L a7 4 Xal—gy FT— NELE
LET



| Y2762y E—nX IORE

castmzazi ]

AU RFERETIVa Y

B8

switch# configure terminal
switch (config) #

Z 5w 2 | [no] crypto ca trustpoint trustpoint-name FZARKRA Y FERELET,
{5 GE)
switch (config)# crypto ca trustpoint winca I A RKRA L FNOEREDRINC ip domain-name wER
switch (config-trustpoint) # ET%)‘JZ‘%Z)‘% D iﬁ—o
AT 73| %ZE: crypto caauthenticate trustpoint-name N7 A RKRA Y b CAGEAEZZEL 9,
5l
switch (config-trustpoint)# crypto ca authenticate
winca
ATw 74| ({£E) show crypto cacertificate HESNTWAIEHE/F = — b, BEMIT BT
. VB RS R A P EFRRLET
switch (config)# show crypto ca certificates
ATw 75| ({£EE) copy running-config startup-config TNAADY B— RZIZ N T A RRA > FD RS
i - NHE2C, ETary s Fal—va k2 AX—

switch (config)# copy running-config startup-config

NPTy arg o Xal—valzar—LET,

CA

FIRDEE

AEBAE D & 8k

NX-OS AA vF (7 F7AT ) B+ F— b —NIZX o TERINAHAAR
FETIE., ETRGENRMNETH D720, ZHUTGEAEZ 2 A4 v FICBET D720 OBIMNERE T

R

1. configureterminal

2. cryptokey generatersalabel key name exportable modules 2048
3. [no] crypto catrustpoint trustpoint-name

4. rsakeypair key-name

5. crypto catrustpoint trustpoint-name

6. [no] crypto caenroall trustpoint-name

7. cryptocaimport trustpoint-name certificate

8. (f£&) show crypto cacertificates

9. copy running-config startup-config

DRTLAYE—SOFX VT DHRE .



B cramzozs

SRTLAvE—oOX I 0HE |

Flgn e
Fig
AU RFERET7TIV3 Y B#
R 7w 71 |configureterminal su—s L Ay 7 4 ¥ ab—3i gy E— NE Bk

1

switch# configure terminal
switch (config) #

LET

ATvT2

W78 cryptokey generatersalabel key nameexportable
modules 2048
i :

switch (config-trustpoint) # crypto key generate
rsa label myKey exportable modulus 2048

RSAF— X7 EZHRELET, T 74/ hTlE, Cisco
NX-08S V7 F 7 = 7131024 £~ K@ RSA ¥ —%1F
Eil/ij‘o

ATvT3

[no] crypto ca trustpoint trustpoint-name

1 -

switch(config)# crypto ca trustpoint myCA
switch (config-trustpoint) #

NTZAMKRA LV NERELET,

Gx)

kT A FARA >k OFREDHTIC ip domain-name % 5%
ETLHMERH Y ET,

ATv74

W78 rsakeypair key-name
fi

switch (config-trustpoint) # rsakeypair myKey

KT A MRA LV F CAITERENTZ T —27 % B
£,

ATy Th

crypto catrustpoint trustpoint-name

1 -

switch (config)# crypto ca authenticate myCA

FZARRAL D CAFFHELZZRELET,

ATvT6

[no] crypto ca enroll trustpoint-name

1

switch (config)# crypto ca enroll myCA

CAIZBGFT DAL v T DT AT T 4T 4 fEHE
BERLET,

ATy T1

crypto caimport trustpoint-name certificate

1

switch (config-trustpoint)# crypto ca import myCA
certificate

CAICE > TCBAINETAT T 4T 4 GFHESR
2A o FITA R — R LET,

ATvT8

=)
1

switch# show crypto ca certificates

show crypto ca certificates

RESNTWAIEAEE - IZF =— &, BEfHT
BN TWARTIARNKA LV FERRLET,

ATvT9

WZE: copy running-config startup-config
f

switch# copy running-config startup-config

II VRATLAvE—OFXFUTDH

ErarraXal—vark, A4—kTv7a
v 4Fal—Yaiiar'—LET,



| YZFLAvE—URF¥UIDOHRE
UNIX 3 7= 1% Linux & 2 7 L T0 syslog #—s0zz [

ARV RFERFTIVaY =)

- ~ — < N E |
UNIX E7=(Z Linux > X T L TO syslog H—/\DE&TE
Jete/syslog.conf 7 7 A JWZIR DT Z B0 L T, UNIX F 7213 Linux > A7 A _EIZ syslog % —/3%
RETEET,
facility.level <five tab characters> action
WDFIT, HEFHREZ: syslog 7 4 —/V RERLET,

3 3:syslog.conf @) syslog 7 1 —)L F

J4—ILE B

Facility A vv—OERKFE, auth, authpriv, cron,
daemon, kern, lpr. mail, mark, news.
syslog, user, local0 ~ local7? T4, 7 AX Y
27 (%) AT LT XTEEELET,
N7 7T 4HEEICLY ., EETIC
EONWTAyE—V05kEa il T £7,
GE)

=N 77T 4 AT DRNCBE &
Fxv7 L/ij—o

Level Ay —UhkFLET D E/NERE, debug,
info, notice, warning, err, crit, alert, emerg
TY, 7AZ YR (*) ZEHTLET~T
ZHEELET, none il +5L 772V T ¢
ET AT NVITEET,

Action A= D5E5%, 77 A4, BN @it
EMRTZARA NG, 22— &2 B ~TRY)->
7ZUA N FEFIRTouns Ay 2—Y%
KTTAZIV Ry (%) #EHTEET,

FIRDEE

1. Jete/syslog.conf 7 7 A JVIZIRDITZBM L T, 7 7 A /L /var/log/myfile.log (T local7 7 7 ¥
VT4 DTNy T Ayt —VhkiskLET,

2. Y= TurT I TCROAT REANLT, B2 77 A VEFRLET,

3. XKOa<vwrREANLT, VAT A AyE—v X7 F—F N myfilelogzT = v 7
LT BLWERZEST 2 K5I LET,

DRTLAYE—SOFX VT DHRE .



SRFLAvE—SOXUTOBRE |
B ovornorsssvrur

F IR D
FIE

AT v T 1 Jetc/syslog.conf 7 7 A IR DITAEBINL T, 7 7 A/ /var/log/myfile.log (Z local? 7 7 > V7 4 DT /8w 7
Avb—UEFERLET,

1 -

debug.local7 var/log/myfile.log

AFyT2 v Fuar X R TROavy RE A LT, v 77 A )V EERR L £,
1 -

$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

ATFY T3 ROa~< FEANLT, VAT L Avk—Y X7/ F—2rPmyfilelogzF = v 7 LT, HLOWE
BAERSGT LI LET,

1

$ kill -HUP ~cat /etc/syslog.pid~

Oy 274ILORTEIUVCI )T

07 77 ANLBIORNVRAM DA vt —U2F R LEEVEELEZY TEXFET,

SUMMARY STEPS

show logging last number-lines

show logging logfile duration hh:mm:ss

show logging logfile last-index

show logging logfile [start-time yyyy mmm dd hh:mm:ss] [end-time yyyy mmm dd hh: mm:ss]
show logging logfile [start-segn number ] [end-seqn number]

show logging nvram [ last number-lines]

clear logging logfile [ persistent ]

clear logging nvram

®NDOHWN A

II VRTLAYE—OOFXF VT DHRE
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VRATLAYE—T AX VT OHREHR .

DETAILED STEPS
Procedure

Command or Action Purpose

Z 5w 7 1| Required: show logging last nurmber-lines HEL ST A NDREITEE A TR LET, S
Example: TT%E‘ j: 1 ~ 9999 %—fﬂ{ ET% jzjﬂo
switch# show logging last 40

2 5+ 2 | show logging logfile dur ation hh:mm:ss ANNENTZERNOH A D AR T ofon s 7y
Example: /]’/l/@)( ‘yt‘—y%%ﬂ—_“ Lij_o
switch# show logging logfile duration 15:10:0

A7 73 | show logging logfile last-index 0777 ANDREDA v =Dy —r v AE R
Example: ERRLET,
switch# show logging logfile last-index

X7 7 4 | showlogging logfile[start-timeyyyy mmmdd hh:mmiss] | A 5 &= AU NICEZ A L AZ L TRbhbal
[end-time yyyy mmm dd hh:mim:ss] TP ANDRA v —VEFRLET, K TIHHEA
Example: N7 e BEORMAER SN E T, H ORERH
switch# show logging logfile start-time 2013 oct 74—V RIZIE3 i%% E'E& H @H#Fﬁ7’f —JV K

115:10:0 WIXEEE AT L ET,

A7y 75 show logging lodfile [start-seqn number ] [end-seqn | o — 4 L A FEOHPFANTH D, AL A v —
number] VEERLET, BT —r v ARSEEE LR
Example: MoTGEE, v 77 AND, BGES» b RE
switch# show logging logfile start-segn 100 DA /‘[Z*—‘:/i’(‘@)( YR —UNFREINET,
end-segn 400

R T 76 |show logging nvram [ last number-lines] wmAM®%/ﬁ ?%%ﬁbi? %féhéﬁ
switch# show logging nvram last 10 i'ﬁ‘o Hiﬁ‘k{Tgéﬁ j: 1~ 100 %:J: Ef%iﬁ—o

A5 77 |clear logging logfile [ persistent ] Ry 77 ANONEE7 VT LET,
Example: persistent : K72 D, 777 7 A VORNE
switch# clear logging logfile U7 ngwg‘*o

A7y 78 |clear logging nvram NVRAM Dk SNz A v —V %7 VT LET,

Example:

switch# clear logging nvram

DARATLAYyt—

o~

v H

mEY

ZAOF

% T HESE

VAT A A=Y aX S ORE[BRERRTHINE, WOEEOWTNNEITWVET,

DRTLAYE—SOFX VT DHRE .



B o x54xve—vox romes

SRTLAvE—oOX I 0HE |

avy kR

B

show logging console

Ay =L ueXrSREERRLET,

show logging info

mXTREEFTLET,

show logging last number-lines

n7 77 ANVORRBNOIRETREFRRLET,

show logging leve [facility]

Ty VT4 e X TERKEREZR T LET,

show logging logfiledur ation hh: mm:ss

ADENTHEMANDOZ A b AZ T hEon s 774
VDAY= A LET,

show logging logfile last-index

Ol 77 ANDEREDA =D — AR EE
FRLET,

show logging lodfile [ start-time yyyy
mmm dd hh:mm:ss] [ end-time yyyy
mmm dd hh: mm;ss]

BHE AR K T HIRICE S W T 77 A VDX v EB—
VEFRRLET,

show logging logfile[star t-segn number
] [end-segn number]

V= AR GOREMENTH D, BELILA -V

EFRRLET, BT V=T U AF S ERE LR

B, v 77 AND, FRE TP ORED A vE—
VETDOA Yy E—VURFRINET,

show logging module

TV 2=V XU SREEF T LET,

show logging monitor

T2 uX U TRECFILET,

show logging nvram [ last number-lines]

NVRAM 2 7D A v —T %R LET,

show logging origin-id

U E— | syslog #—/MIEE SN D syslog A v E—
ZEPmEND, BEFHDFA M, IPT FLA, &
7X 7 XA NI ERRLET,

show logging server

Syslog —\EELX R RLET,

show logging timestamp

QX7 A A LAY U THNREZF T LET,

VATLAytE— XTI DEEH

VAT A A=Y X r0ar 4 Xal—a L HlERLET,

configure terminal

logging console 3

logging monitor 3

logging logfile my log 6
logging module 3

logging level aaa 2

logging timestamp milliseconds
logging server 172.28.254.253

. VRTLAYE—OOFXF VT DHRE
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zomwnszay |

logging server 172.28.254.254 5 facility local3

copy running-config startup-config

TOMDSEEH
Epekee

BEER

I=-aF7ILEA L

VAT A A=

['Cisco NX-OS System Messages Reference]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



