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monitor sesson 2~ RE&FEAL Ty v a VB EXZEVYTAHZ LIk T, SPANE v~ 3
VEERTEET, By a URTTIHFET L5, Oy v a VZE LICREE RN

BMSET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# monitor session session-number
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 |switch# configureterminal Ja— T — &R L ET,
R T 7 2 | switch(config)# monitor session session-number FoHF—ar T 4 X al—T gy ET— REHEIEBL
7, BEfEFOEy v a UREICH LWE vy a UK
ENBIMENET,

Example
WIZ, SPAN E=H— v a v ERETLHE2RLET,
switch# configure terminal

switch(config) # monitor session 2
switch (config) #

14—y FELER— FDETE
SPAN 48 c R — h & LTA =YXy b A U F—T 2 A AZRETETET,

)

Note SPAN 4i/EA— MiE, AA v F EOHPEIR— MIOARFETE T,

SUMMARY STEPS

switch# configure terminal

switch(config)# interface ethernet slot/port
switch(config-if)# switchport monitor
switch(config-if)# exit

Wb
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5. switch(config)# monitor session session-number
6. switch(config-monitor)# destination interface ethernet slot/port

DETAILED STEPS

Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Jua—r Ui e — REBR L F7,

ATy T2

switch(config)# interface ether net slot/port

BESN-Av Yy hER—FTA—P Ry b A
B—Tx2AADA L FZ—T A AT £ F2lb—
varE—RFERBLET,

Note

A8 A —H % v b R— b LT switchport monitor =
<~ REAZTT DX, interfacevethernet sot/port
avy REHATEET,

ATvT3

switch(config-if)# switchport monitor

BESNIA =YXy b AV X —T =2 ADFE=
HZ—F— K& LET, AN— R SPAN%ESEE L
TRESNTWEEE, 7744V T ¢ 7a—Hil{#
X7 4 ®—7 1T,

ATvT4

switch(config-if)# exit

Ja—N)L a7 4 Fal—ay ET—RIRED
F7,

ATvT5

switch(config)# monitor session session-number

FBELFESPANE Y a v DEF=HF— a7 X2
L—y gy B—REHEBELET,

ATvT6

switch(config-monitor)# destination interface ether net
slot/port

A —H% R b SPANSLSEAR— P aRELET,
Note

FoH— AT 4 X2l — g THEA U —
Tz A AL LTRBA =1y b R— F 2RI
3 %121%. destination interfacevethernet slot/port =
~ U REEHTEET,

Example

Wiz, £ —H%F> b SPANsideAR— ~ (HIF) #RET 50 %2R RLET,

switch# configure terminal

switch (config)# interface ethernetl100/1/24

switch (config-if)# switchport monitor

switch (config-if)# exit

switch (config-monitor) # destination interface ethernetl00/1/24

(
(
switch (config)# monitor session 1
(
(

switch (config-monitor) #
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T, R4 —H %> b (VETH) SPANSECR— N &2 ETAHZRLET,

switch# configure terminal

switch(config)# interface vethernetlO

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 2

switch (config-monitor)# destination interface vethernetlO
switch (config-monitor) #

EIETTR— FDETE

EETLTAR— M, A=V Ry P A= bFORIIRETEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # sour ce inter face type slot/port [rx | tx | both]
DETAILED STEPS
Procedure
Command or Action Purpose
R v 71 | switch# configureterminal 7 a— S\ NKERTE— REBE L9,
R T w 7 2 | switch(config) # monitor session session-number WBEL-ET=XV T By arDE=Hg— v

T4 X2l —ar®—FERBLET,

ZFw 7 3 | switch(config-monitor) # source interface type slot/port | { —4 %+ K SPAN OEETLHR— F&EMmL., ~
[rx | tx | both] Ty RS NT T 4 /7ﬁﬁ%¥bﬁébiﬁ“
A =P b, TrARNF ¥R, FIFEEAT
ANTF ¥ FVOR— M E A TEET, fﬁﬁ%ﬁ“
HENT7T7 4w hmE, N1 Rx) . ) (Tx)
FiEmm (both) & LTHRETE XY, 774
JV RiE both T,

Example

WIZ, 4 —H 3y b SPAN EfF LA — NERET L6 2 RLET,

switch# configure terminal

switch(config)# monitor session 2

switch (config-monitor)# source interface ethernet 1/16
switch (config-monitor) #

WIZ, 774N F ¥ X)L SPAN =50 — M E2RET Dz~ LET,
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switch# configure terminal

switch(config)# monitor session 2

switch (config-monitor)# source interface fc 2/1
switch (config-monitor) #

—_ L=
SPAN FrS5 74w O DL— FHIRNDEETE
T=H—Fvva IR TSPAN b T 7 4 v 7 DL — blBR%E 1Gbps ICRETHZ LT, £
=R —SINTEEBB T T v I ~ORBEERERTE £,
c1Gbps 2D FT 7 4 w7 % 1Gb D SPAN SG5EA > Z— 7 = A RIS E LA
SPANEEIL N7 7 4 w7 E Rry 7InLEH A,

«6Gbps ZHB 25 (7272 L 10 Gbps Kiiii) D T 7 4 v 27 % 10 Gb D SPAN 564¢ A > & —
T a2 A RIS E D5, SPAN R T T ¢ v 7%, sk 21T A =7 7 T 10 Gbps 25 A[
BEZRSATH. 1 Gbps IZHIFR SN E T,

* SPAN (£ 8 "—F (1 ASIC) T &1Z5Gbps (2L — hhlRENE T,

¢ RX-SPAN [Z, R—FDRX hT7 7 1 v 7 H 5Gbps B2 DAL, A—FZ &£120.71
Gbps (2L — MRSV E T,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface ethernet slot/port
3. switch(config-if)# switchport monitor rate-limit 1G
4. switch(config-if)# exit
FIE D
FIE
AR RERERTIVa Y BeY
R Fw 71 | switch# configureterminal 7 a— AT — AR L E T,
R v 7 2 | switch(config)# interface ethernet slot/port 28y MEB I OER— MEIC LA RINCIEE I N

A=V Fy hA LV H—T 2 A AT, A FZ—TxA

A aryZ4F¥al—raryE—RERBLET,
GE)

Z )y QSFP+ GEM D54, slot/port 301X

slot/QSFP-module/port (272 1 F 97,

R T 7 3 | switch(config-if)# switchport monitor rate-limit 1G L— MMEIBRZS 1 Gbps T D Z L &R E L £,
GE)
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gEEg—t Frrrzravianoiz [

ARV RFERFTIVaY =)

Zda< KX, Cisco Nexus N3K-C36180YC-R 7
Ty M7 —b AL v TFTEHAR—FINTNE
A,

R T v 7 4 | switch(config-if)# exit ra—N)ary7 4 Xal—ary B— NIRED

jijao

E & TTR—

1

WIZ, A=V Ry b A F—T A X 1/2 DEIHIEZ 1 Gbps I[ZHIRT 56147 L %
—§_ﬂ0

switch (config) # interface ethernet 1/2
switch(config-if)# switchport monitor rate-limit 1G
switch (config-if)#

k F ¥ RJ)LET=IZVLAN DEFE

SPANTZ v v a VZERETF Y ANV ERETEET, ZNHDOR— ML, A—FFr 1, B
JOVLANICRETE T, =XV 7 HmIAS, W, FHR3F0OmMFICERETE,
TN—TNOTRTCOYERN— MIEHAINET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # source {interface {port-channel} channel-number [rx | tx | both]| vlan
vlan-range}
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 |switch# configure terminal Ja— U — RE BB L E9,
R T w 7 2 | switch(config) # monitor session session-number BEELESPANE Yy a v DF=F— a7 4 X
L—varyE—RefbLET,
Z 5+ 7 3 | switch(config-monitor) # sour ce {interface R b F o R A E I VLAN G R AR E LET,
{port-channel} channel-number [rx [ tx [both] |vlan |y ANEETEDEL . F=2 U o VT RERE©
vlan-range} +

SPAN DE%E II
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Example

wIT, R— b F¥ /L SPAN EETERETHHE R LET,

switch# configure terminal

switch (config)# monitor session 2

switch (config-monitor) # source interface port-channel 1 rx
switch (config-monitor)# source interface port-channel 3 tx
switch (config-monitor)# source interface port-channel 5 both
switch (config-monitor) #

RIZ. VLAN SPAN #£[E 2R ET HH 2~ LET,

switch# configure terminal
switch(config)# monitor session 2
switch (config-monitor)# source vlan 1
switch (config-monitor) #

SPAN v < 3 > DRBADETE

ZRLRLTVWE ST, SPAN Y g U ZhbN D RoTWARTEHT A Z E N TX £,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # description description
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal Jua— A RERE— REBB L ET,
R T 7 2 | switch(config) # monitor session session-number JEEL-SPANE Yy v a v DE=H— a7 4 ¥
L—a v E— RERBELET,
R T v 7 3| switch(config-monitor) # description description SPANt v ¥ 3 Db R0FTWARTEER L £ 7,

Example
WIZ, SPAN B> v a v OFMZRET L6 2R~ LET,

switch# configure terminal

switch (config) # monitor session 2

switch (config-monitor) # description monitoring ports eth2/2-eth2/4
switch (config-monitor) #

. SPAN D&%
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SPAN v > 3>D79 T4 714k

FI74RTlE, B gy AT —MIshut OF FI220 4, FETrbse~ 7y b
ot —FAHty gAML I ENTEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # no monitor session {all | session-number} shut
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 | switch# configureterminal Ta— AR — K& LET,
R T 7 2 | switch(config) # nomonitor session {all | sesson-number} | F5E X172 SPAN £ v & g V7213 _TOE v
shut va vz LET,
Example

W, SPANT® Yy a 2775 4 71T 502~ LET,

switch# configure terminal
switch(config) # no monitor session 3 shut

SPAN v < 3 UND—EBEL

T 74N FTIE, kv e LRI shut T,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session {all | session-number} shut
DETAILED STEPS
Procedure
Command or Action Purpose
R 71 | switch# configure terminal 7 a— KRR — RE RS L9,

SPAN D& E
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Command or Action Purpose
R T 7 2 | switch(config) # monitor session {all | session-number} |5 X372 SPAN v v a v -3 T_ThE v
shut varie—RElLET,
Example

WIZ, SPANt® v a2 —REIT56%2RLET,

switch# configure terminal
switch(config) # monitor session 3 shut
switch (config) #

SPAN [E¥r D3R~

SUMMARY STEPS
1. switch# show monitor [session {all | session-number | range session-range} [brief]]
DETAILED STEPS
Procedure
Command or Action Purpose

R T w 71 | switch# show monitor [session {all | session-number | SPAN &R ExF R LET,
range session-range} [brief]]

Example

WIZ, SPANt v a v OFEREERT HHZRLET,

switch# show monitor

SESSION STATE REASON DESCRIPTION
2 up The session is up

3 down Session suspended

4 down No hardware resource

WIZ, SPAN & v a v Oitia R T 502 R LET,

switch# show monitor session 2
session 2

type : local

state : up

source intf

source VLANs H
rx : 100
tx :

. SPAN D&%
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both :
destination ports : Eth3/1

SPANDI VT 4 Fal— 3 Ul

SPANtvS a>DarIqaxal—S 34

SPAN v v a 2R ETHFIAIZ, kO LY TT,

FIRDEE

1. 77%8RAE—RTHIER—FEHRTEL., SPANE=H I T2 A F—T I LET,
2. SPANtv a2 HELET,

F IR D
FI&

ATFYT1 TI7BA FT—FTHER—FEREL, SPANET=HX U L T %A X —TNMICLET,
B -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch(config-if)# switchport

switch (config-if)# switchport monitor
switch (config-if)# no shut
switch (config-if)# exit
switch (config) #

AT9FT2 SPANtEya Vv ERELET,
B -

switch(config)# no monitor session 3

switch (config)# monitor session 3

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx

switch (config-monitor) # source interface port-channel 2

switch (config-monitor)# source interface sup-eth 0 both

switch(config-monitor)# source vlan 3, 6-8 rx
( )
( )
( )
(
(
(

switch (config-monitor destination interface ethernet 2/5
switch (config-monitor no shut

switch (config-monitor) # exit

switch (config)# show monitor session 3

switch (config) # copy running-config startup-config

#
#
switch (config-monitor) # source interface ethernet 101/1/1-3
i
#

SPAN D% 7E
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BE—AMmSPAN v 3 ‘/O)aﬁiﬁﬂ

FIRDHE

FED M

FIE

ATYT1 T/ A = RToAR—b2REL, SPANE=H T %A F—

1

B—5m SPAN &> > 3 v

SPAN D% %E

RETDITIE, ROFIEEETLET,

1. 778 RAF—RTHEER—FEZHREL. SPANE=H Y T2 A =TI LET,
2. SPANtEv I a v #RELET,

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor

(
( )
switch(config-if)# no shut
switch (config-if)#

(

exit

switch (config) #

ATFw T2 SPANEYYa 2R ELFET,

i

switch (config) # no monitor session 3
switch (config) # monitor session 3 rx

switch (config-monitor) #

switch (config-monitor)# filter wvlan 3-5, 7

switch (config-monitor)# no shut
switch (config-monitor) # exit
switch(config)# show monitor session 3

(
(
(
(
switch (config-monitor) # destination interface ethernet 2/5
(
(
(
(

switch (config)# copy running-config startup-config

SPAN ACL D%

. SPAN D%

& E
KIZ, SPANACL &% ET HHlz R~ LET,

switch# configure terminal
switch(config)# ip access-list match 11 pkts

T LET,

source interface ethernet 2/1-3, ethernet 3/1 rx

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any

switch (config-acl) # exit

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any

(
(
switch(config)# ip access-list match 12 pkts
(
(

switch (config-acl) # exit

=
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switch (config)# vlan access-map span_filter 5

switch (config-access-map) # match ip address match_ll pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch (config)# vlan access-map span_filter 10

switch (config-access-map) # match ip address match_l2 pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch(config)# monitor session 1

switch (config-erspan-src)# filter access-group span_filter

UDF ~X— X SPAN O z% 7 5l

WIZ, UTO—E8IEEEFEH LT, 7 E2AL I IP-in-IP X7 » NOWESTCP 7 7 7 TR
A4 % UDF _X— X SPAN Z R ET 2R~ L£7,

 ANEREETLIP 7 RLZ 2 10.0.0.2
cWNESTCP 77 7 : BATCP 77 V%R IE

« 31 b : EthHdr (14) + M0 0IP (20) + INFEBIP (20) +NERTCP (20, 72721, 13&EB D
XA RO TCP 77 7))

e Xy NOSEEENLD A Ty M 1 14+20+20+ 13 =67
« UDF OBEAMHE : 0x20
« UDF ¥ %7 : 0xFF

udf udf tcpflags packet-start 67 1
hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config
reload
ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf

RIS, DT O-BHREEZEAL T, LA ¥4~y X —DRFNDE 6754 FAD/T v FEA
(DEADBEEF) L& D 1P /37 v & WG3 %5 UDF ~X— A SPAN # X ET 2B &~ L ET,
« SMERE(Z L IP 7 R LA £ 10.0.0.2
cHHENTCP 77 7« A TCP 7 7 V&R E
« 31 |k : EthHdr (14) +IP (20) +TCP (20) +-%A 1— I : 112233445566DEADBEEF7788
LAY AN X —DREANOLDOA Ty 1 20+6=26
« UDF O AfE : OXDEADBEEF (2 /XA FDF ¥ 7 B KLU 2 5D UDF (Z47%)
« UDF ¥ A7 : OXFFFFFFFF

udf udf pktsig msb header outer 14 26 2
udf udf pktsig lsb header outer 14 28 2
hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig 1lsb
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copy running-config startup-config
reload
ip access-list acl-udf-pktsig
permit udf udf pktsig msb OxDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1
source interface Ethernet 1/1
filter access-group acl-udf-pktsig
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