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FHEA,

*ACL ZfEH L CEETICAR— N AN N T 7 4 v %7 40 H L, ACL I —ET 51
HRONT Y FOARNIT—V T EINALIICTHIENTEET,

YILFERSPAN v o 3 >

WK I8{EDERSPAN v ¥ a U ZERTE E T2, [AKRFIZIEE)TE % D3 K 41D ERSPAN
FIESPAN B v o g VOB T, ZEV—ALREY—RADOWENRFALE Y v a VICRES
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ERSPANE v gDy hE T AZHOWNWTIL, ERSPANE Y a D vy hE T F -
X777 474 (18 X—3) #FBMLTLFEE W,

= A] AE
SPANMEFEIZAT — ML AB L OAT— 7V D AX— e R—FLET, V7 —bEIT
A R S WAL FF— R, EfTar T s Xal—rardmALET,

ERSPAN (D HjIZ S

ERSPAN DRHESMIT, kD LB T,

K5 D ERSPAN# i & ViR — b4 51001%, £ TET A A LETR—FDA =V Ry b A Z—
T 2 A AEMERTDHVENDH Y £, FICOVWTIE, BEWVWOT Ty v T —L DA L H —
ToA A AT 4 FXal—ary HA RERBLTLIEIN,

ERSPAN D FEFIEH L UHIFIEIE
Y

GE) A — LDOFERIZHOWTIZ, U U —2EED [Cisco Nexus 3600 NX-OS felk YLEET A R
LT TEE0,

ERSPAN 7% E R OO 18 57 & il R HEIXR D & B0 T,
cFURETIE, Oy a L O—EBICTH I ENTEET,
« HED ACL 7 4 M HIE, W UHEILTHAR—bFShET,
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s bR LTy b
« IPinlP k1L

o IPv4 F v (HIEH V)

* ERSPANEE it v a v 47 Oy ME, WHLV—FT 1 > 7 7t (GRE)
Fo ey e LTHTBUEEN, PRy NU—7 TEESNET, 7277 L.
oo 2 aF oA R L3R ERSPAN~y Z—337 » MBS E A, ) &

«ERSPAN X7 v M, W7 BMbENTZIT— Xy "R LAY 2MIUDF = v 7125k
WML7=BA, Feyranxd,

AT EATITN23, FOFKIERHY £9, ZORIREBZ D37y MI ey &
NEF, 2oV FIVHE, b eI T INRETIERICRETIZENHY
F9,

«ERSPAN T v g U 3oua—hLty T aryTHEINET, ZR18EY 3N
BRETEET, 2770, FFFHCEETCE 20K K4y a L DHTYT, ZIEY—R L
BEEY—ADOWMGNREICE Yy a V TRESNTWAEA. 2y a v OBRPEETE
S

ERSPAN # L T ERSPAN ACL X, A— S— A PRAER LI v F Tl RE—F&h
FHEA,

ERSPAN 33 L TVERSPAN (ACL 7 4 VX U 7B 1) X, A—r3— A FRER LT
sy BTy HE— b SREE A,

ACL 7 4 V% U 7%, RXERSPAN 2% L CHOBZYHR—  ZNE9, Tx ERSPAN IE, &
A VAT 2 A ATHNENDTRTO N T T4 v I H2ITF7— 7 LET,

ACL 7 4 v Z U 7%, TCAMEDOHIRED 3 5 7=, IPv6 8 L TN MAC ACL TlXH AR —
FERNEREA,

[A] U245 003848 ERSPAN & v o 3 U CTHER S LTV T, Kt v a UIZACL 7 4 v
AR SN TWAEE ., BMETXA v F—T oA A, BYIDT 75 7 ERSPAN & v
TasIKLTORT R TAINET, EOMDE Yy a SZET D ACEIZIE, 20
EEITLA =T A AIT T T AENEE A,

[l LB &5 X 9ICERSPAN v & 3 BRI 'r—H/LSPANE v v 3 > (filter
access-group 35 L O allow-sharing = 7' > a V&2 H) 2R ET 25 81L, RELXZRFEL T
A v FEYVrn—RKT5HEL, m—HNSPANEy v a R LET,

« E=X—t v a O filter access-group X T D VLAN 7 7 £ A~ » FHETIL, K
ay 7T va TR FSRTWERA, E=4— vy a s TCRry Y 773
Y D&HHVLANT 7 & A~ v 7 filteraccess-group DX E SNV TV HEE, T=4— &>
vaFm T —REBICR D £

FFA ACE L& ACE 1Z, Fb O bERRICAFEIENE T, ACE & —&T 537y M.
ACLOFFR[= > MY FIHERT L P EZGATHDINE I MR, 29—V 7
INET,
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B crsean oixEFES S UHIKEE

« ERSPAN [%, HHAR— b TIEHAR—FSNEHA,
« SEJEAR— M, —EIZ 1 DO ERSPAN v v a VP TRETE T,
e R— FEREETR— P EEER—FOWFE LTHEETHZLITTEERA,
«1 DM ERSPAN & v ¥ 5 /2, ROEEILEMAEDETHEHNTEET,
e A=Y Xy b A= FELEFR—F FrxN (V7T A0 F—=T x4 Z2%R<)

e R—FF¥ XNV TA L H =T RAZEVYTHZ LEDTE S VLAN 7203 HR—
F F xR,

e hua—L 7L —2 CPU~DKR— K F¥ 3/,

N

(GE)  ERSPAN [ZiEE LIz ffR/e <, A== NAHFZ Lo THEK I
LTy hEE=H—LEHA,

BESER— MIAR=Z U TV Y — A VAFZ L AFETRIILA Y370 Fa izl ER A,

« ERSPANE v > g 2, EEHMELITEZEHF M TE=F — SN TVDLEEFEITLR— IR
GENTVWAEA., 7y FREBRIZIZFORE TR — FTEEENRLLTH, ZhbD
R— N&ZTH 537 > h Y ERSPAN OG54 — MIEB E N D ATREMEN H Y £9, 1%
fE A— h ETOZ0EEDHIZ, RIRLET,

T TIT AT RAETDHNT T 4w
e T EH— XX A MBI ALTFIXY AN T T 47

c AN EHIOmITNHRESIN TS VLANERSPAN v o g > Clid, 47y MFEIC
VLAN ECAA v F U 7 EINBHEEIT, 5BheFR— 0522503 b (AN S 1
o, HAOEIS 12) BEREINET,

« VLANERSPAN X E=&ZFAD|I. VLANDL A ¥ 2R—F 2 HAVTBEINST T4 w07
S

« Cisco Nexus 3600 75 v F 7 +—2 AA v FH ERSPAN %G5 DA . GRE ~v & —|%.
HIARA VNI D 7 — 7y MR EESINDRNCIFHIBR S EE A, 737 > X, GRE
Ny R TCHDGRE~y H—, BXUWGREXA B — RTHDLHITDO/ Vv b & EHITEE
SNET,

* ERSPAN £tk v v a v o)A > % —7 = A AL, show monitor session
<session-number>CLI =~ > RO IR RTEINDH LRV ELE, WA 4—T7 =
A AL, B — k£ 723 port-channel Z+5E T& £, ECMP D35, ECMP A v /3—
WND1ODA L H—T = A ANHDICERENET, ZOREDA X —T = AN KT
T4y OHINEHSNET,

« TCAM 1 —E 7%, Cisco Nexus 3600 77 > ~ 7 4 —2L AA » F ¢ SPAN/ERSPAN (213
VEDH Y £H A,
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« SPAN/ERSPAN ACL #t#H1%#iZ. show monitor filter-list =~ &2 L TFERTE £
T, ZoOawr RO ITIE, SPAN TCAM OFFHER L & bzt _XTo= v b U BNER
SNET, ACLAIFFRINT, = M ORMNICERINET, HitlEHRIT, clear
monitor filter-list statistics =~ > K& L T2 UV 7 T& £4, HiL, showipaccessist
o< RO L FEIEETY, CiscoNexus 3600 77 v b7 4 —Ah A A »FL, ACL L~
T OfEHMERAE Y AR — P L TWET A, ZOMREM(kIL, = — /L SPAN I L U'ERSPAN
DT THR—FERTHET,

CPU LRV LV ENDBNT T4 v T IFARS T EINET, ZOMDOA X —T =4 A
SPAN (ZITWES, Zofredfkix, v —H /L SPAN TOALYR— N TWET,
ACL EETTIEEY R — M ENTWER A, CiscoNexus 3600 7T > h 74— AA v F
L. CPU MB35 &5 (RCPU.dest port 1=0) ~v X —fF&Z Dy MIANR= T L
FH A,

SPAN#RiE Ry 7 N7 74 v 7 DGHE, 74V —TFT 407 T —IlBITFHEEIE
RIFRTRE vy 7S5 37 y hOFHSPAN SvEd, Z OREsR{bIL. ERSPAN 5570
Yy arTORYR—FENTWET, SPANACL, #%/E7C VLAN, BXOEETA v
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DACL=Y FUDBA VA=V ENET, Rry = NIEREEZFEL T, £0
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IHMEVMEBREICT AN TEET, T 74T, Fry 7 b OBEED TN
L7 ET,
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e X FOEAID 12834 DNy h sy X —F 23X v —F (—EDE IH#I[R
bh) #RETXET,

cHREDTZDIZ, FEDA Ty RS ZHELTUDF ZERTE £,
A AS FERIF2A, FPOREESOHRBETEET,

* ik K 8 D UDF M H AR — bk ZivET,

« i8N UDF —EAEHEDY ACL ITIBIN S AV E T,

« UDF —EE#E L, SPANACLICH L CORARTETE £, Z OHRERILIZ. Z D
@ ACL #4E (RACL., PACL, BXWVACL) TII¥R—FENTWERA,

« ACE Z &L \ZHeK 8 D UDF — Bk A fRE T& £,

«UDF B8 X OVHTTP U & A L7 Mipkia, WU ACL ICHAFSEL Z LI TE A,
« UDF 4%, SPAN TCAM {Zi#H A L CWAMERH Y 77,

« UDF /X, SPAN TCAM IZ X5 TRE SN TWOHAEDHEHTT,

« UDF T DX EF L OV SPAN TCAM T? UDF 4 OFRE T, copyrsa~ Rzl
HLT, Ve—FT20ER”HY £7,

« UDF A%, m— /L SPAN & ERSPAN IXE0 v a O THR— K Eh
TWET,
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« UDF 4 O 13K 16 SLFETY,

cUDFOA 7y MMI0 (Br) MobEVET, A7y MRFETHEEINLTWD

BE. Y7 hUx=T7®1 S5O UDF EEICX LT, »"— Ko =7 T2->0 UDF M
ENFET, N~ R =7 HEHALTWS UDF OEN 8 22 5 L. FOHJRTEITES
EhET,

« UDF ®BA TlL., SPANTCAM U — 3 U IMEIBIZ R B LERH Y £, D=,
ZDMDTCAM Y —¥ 5 DOH A &P H LT, SPAN OEEZ R T 2 MLERH D
*7,

*SPANUDF |, ¥ v 7 77V —vary E—RTRYFA—FENTWERA,
« erspan-src ¥ v ¥ 3 AT sup-eth E[ET0A VX — 7 = A ANRHEINTWDHE4A. acl-span
ZXEILE LTEDOE Yy Y a TBINT A EIETEEEAL (ZOHH[EER) .
« ERSPAN # 7K — K TD IPv6 = —HF—EF&K 7 1+ —/L' K (UDF)

« ERSPAN #/E 03 L OVERSPAN 562 v v a » Clid, EHOL—F Ny 7 f v 2 —T =
ARAEBERTAVLENDY £, TOLOIRN—T RNy I A =T AZiE, FOX
Ffparyru—)L FL—r o halbFERLET A

ERSPAN O 5T 7 #+ )L FERTE

WDFIZ, ERSPAN XT XA =2 DF 7 3 )L hREEZRLET,

R1:TIT4IL O ERSPAN /X5 A —4

INSHA—4H T4k

ERSPAN £ v 3 v ¥ v b AT — FTTHERRENE T,

ERSPAN D& E

e ol YR A e
ERSPAN EXETt v a v DETE
ERSPANt v v a VABRETXADIIa—H LT NA A EFIFTT, 574/ F Tk, ERSPAN
Tyvaridvey b AT FTIERSNET,

EETICE, A=Yy FAR—b, F—F Fyr L, BEORVLAN €T 9, B0
ERSPAN & v g U |Zid, A —V % v b A— FE£721X VLAN 2G5 bE =S E 2T
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| ERSPAN mE%E
ERSPAN £ {ETt v > 3 VDT .

\)

GE)  ERSPAN ITXETICBIRR , A== RS PFICL o TERENDE Ny y heE=F LEY

/‘/0

FIEDE
1 configureterminal
2. monitor erspan origin ip-addressip-address global
3. no monitor session {session-number | all}
4. monitor session {session-number | all} type erspan-source
5. description description
6. filter access-group acl-name
7 source {interfacetype [rx | tx | both] | vlan {number | range} [rx]}
8. (EE) A7 v 76 %#iK LT, 7XTDERSPAN EE i E L7,
9. (f£&) filter access-group acl-filter
10. destination ip ip-address
1. (f£&) ip ttl ttl-number
12. (fEE) ip dscp dscp-number
13. noshut
14. (&) show monitor session {all | session-number | range session-range}
15.  ({£#&) show running-config monitor
16. ({EE) show startup-config monitor
17. (f£&) copy running-config startup-config

FlgD 4

FIE
ARV KRFERETIVaY B#)
R w 71 |configureterminal Ja—N)Lar7 4 Xal—3iay T— NEBLG
1&'] : L/\i—g—o

switch# config t
switch (config) #

R w72 |monitor erspan origin ip-addressip-address global ERSPAN D 7 0 — 2\ )L7p3EETCIP 7 R L A B ERTE
11 - LET.

switch (config)# monitor erspan origin
ip-address 10.0.0.1 global

ATFvT3 Nno monitor session {session-number | all} FEE LERSPANtE v a v OB EEHELET,
R HlLiwkyvaryrary7o¥al—vg0f, B
FEokvyvaryary7 4 Xalb— g 0BNME

switch(config)# no monitor session 3

NET,

ERSPAN D& E .
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ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

25w 74 |monitor session {session-number | all} type ERSPAN %5 70% v o o v #8E L E 7,
er span-source
1
switch(config)# monitor session 3 type
erspan-source
switch (config-erspan-src) #

A7 w75 |description description Ty a rORHERELET, 774/ T
Bl - AT ER SN EE A, IR 32 DR
switch (config-erspan-src)# description %ffﬁﬁ T% i—aao
erspan_src_session 3

A7 w76 |filter access-group acl-name ACL U A MZESNT, MEILAR—FCTAN T
- TAwTHTANEY T LET, T7EA YR

, , , MZ—=ET 57y NDBPRAR= T ENET,
switch (config-erspan-src)# filter access-group o
acll acl-name!ZiZ, IP7 272 U R MEIEETEET
D, TI7EASyTIIEECTEEEA,

ZFwF71 |source {interfacetype[rx|tx | both] | vlan {number |

range} [rx]}

1

switch (config-erspan-src)# source interface

ethernet 2/1-3, ethernet 3/1 rx

11

switch (config-erspan-src)# source interface

port-channel 2

1

switch (config-erspan-src)# source interface

sup-eth 0 both

£

switch (config-monitor)# source interface ethernet]
101/1/1-3

ATvT8 (EE) ATy 7 6%V L T, XTDH —
ERSPAN #E It i € L £ 7,

ATv79 ({E®,) filter access-group acl-filter ACL %# ERSPAN kv v a7 VY vy=— L E
£ EE

switch (config-erspan-src)# filter access-group
ACL1

GE)

EHED ACL K% 7 1t 2 %4l LT ACL Z{ER&
TEFET, FCOVWTIE, 77y R 74 —2D
CiscoNexus NX-OS &% = U 7 4 #T A K&
LTLEEW,
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ERSPAN £ {ETt v > 3 VDT .

ARV FFEREETIVa Yy

E:)

A7y 710 |destination ip ip-address ERSPAN £ v ¥ 3 VD5 IP 7 KL AZ#E L&
i - 9. ERSPAN iEfRyit v ¥ a v T L2 1 DDk
switch (config-erspan-src)# destination ip P 7 R ADHBRYAR— b éhiﬁ*o
10.1.1.1

ATV | ({EE) ipttl ttl-number ERSPAN k5 7 v 7 @ IP 17 AT HER;[E (TTL)
- EAsELET, #HIL 1 ~255 TT,
switch (config-erspan-src)# ip ttl 25

ATw 712 | ({EE) ip dscp dscp-number ERSPAN k7 7 ¢ v 27 O3/ v b ® DiffServ &1 —
5l - RARA > b (DSCP) fE&fxiE L E3, #PHIZO~

' 63 TT,
switch (config-erspan-src)# ip dscp 42

AT w713 |noshut ERSPAN (Gt v v a v & A Rr—T /I LET,
Bl - TI7HNETIE, By vaidvyy b AT —h
switch (config-erspan-src)# no shut “Cﬁzﬁk‘éﬂi'd‘o

GE)
[FREIZ 94T T % ERSPAN #f5mk v v a vid 2
DT TY,

ATv 714 | ({£&) show monitor session {all | session-number | |ERSPAN & v v = VR EZE R LT,

range on-range}

i -

switch (config-erspan-src)# show monitor session
3

ATv 715 | (f£&) show running-config monitor ERSPAN DEATa 7 Falb—a VAR RL
switch (config-erspan-src)# show running-config
monitor

ATw 716 | ({EE) show startup-config monitor ERSPAN DA KX — K T v/ a7 4 X¥al— 3
B - yaFRRFLET,
switch (config-erspan-src)# show startup-config
monitor

ATv 711 | ({EE) copy running-config startup-config Effar 74 ¥al—vark, A= T v

&1

switch (config-erspan-src)# copy running-config
startup-config

a7 4 Xal—aicar—LET,

ERSPAN D& E .
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B erseanitiEnit v a O SPANER KOV T F5T 4 v o DRE

ERSPAN E{Ettz v 3 VD SPANEE KA YT F3 74 v I DERE

FIEDHE
1. configureterminal
2. monitor session {session-number | all} type er span-source
3. vrfvrf-name
4. destination ip ip-address
5. sourceforward-dropsrx [priority-low]
6. noshut
7. ({EE) show monitor session {all | session-number | range session-range}
FIED %
FIE
ARV RFERIETY Va3 Y B#Y
Z 5w 71 | configureterminal Jua—N) a7 4 Falb—ay ET— NG
1 - LETS

switch# config t
switch (config) #

ATvT2

monitor session {session-number | all} type ERSPAN %fZ kv a v EaRELET,
er span-source

1

switch (config)# monitor session 1 type
erspan-source
switch (config-erspan-src) #

ATvT3

ATvT4

vrf vrf-name ERSPANEETLE v a VN T 7 4 v 7 DEEEIC
Bl - 9% VRF 25 & LET,

switch (config-erspan-src)# vrf default

destination ip ip-address ERSPAN t v a v D5EHEIP 7 RLAZRELE
Bl - ¥, ERSPAN IAE7Ct v & a v Z&IT 1 DD5E5 IP

T RLVADOBENRYFHR—FENET,

switch (config-erspan-src) # destination ip 10.1.1.1

ATvTh

source forward-dropsrx [priority-low] ERSPAN 4{E7t v ¥ a D SPAN#ZIE K v 7 b
i - 774 v ERELET, BROEREICRESNT
switch(config-erspan-src)# source forward-drops WO, 2O SPANACE D—H R R v 7RI,
rx [priority-low] ACL SPAN £ 721X VLANACLSPAN A % —7 = A
AL > TRREINTWDZ DD SPANACE LV
HEELENMEL 72D £9°, priority-low ¥—7— K%
BELRWEE, Znbd e v 7 ACE 1%, 5%
A B —T = A AL VLANSPAN ACL L ¥ &%

. ERSPAN D&% 7E
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ersPANACL D I

AU RFERETIVa Y

B8

NEL Y £, BRETX. Xy bo—FH ey
7 ACE 3 XU v % —7 = A A/VLAN SPAN ACL
PEREINTWBIHAEOAMEIZRY £7,

AT 76 |noshut ERSPAN #fEtt vy a v a4 Xx—7 M LET,
Bl - F7HNVRTIE, Byvaidyyy AT =T
switch (config-erspan-src)# no shut ﬁzﬁkéﬁi—a—o

GE)
[RIFFIC 4T CT& % ERSPAN i5E otk v g »vid2
DT,

ATw 71| ({£E) show monitor session {all | session-number | |ERSPAN t v ¥ 3 VR EE £ R L £ T,

range session-range}

1 -

switch (config-erspan-src)# show monitor session
3

1

switch# config t

switch (config) # monitor session 1 type erspan-source

switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch(config-erspan-src)# no shut
(

switch (config-erspan-src) #

switch# config t

vrf default
destination ip 40.1.1.1
source forward-drops rx

show monitor session 1

switch (config) # monitor session 1 type erspan-source

switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) # no shut
(

switch (config-erspan-src) #

ERSPAN ACL D% E

7 /3A A|Z IPv4 ERSPAN ACL Z1E L T, NW— vz BTEE7,

FIRDEE

1R BHHIIZ

vrf default
destination ip 40.1.1.1
source forward-drops rx priority-low

show monitor session 1

DSCPEE /721X GRE 71 haVEZEFETHI21E, HTLVSEE=F vy a 28 YBT3
PVERHDFT, mRK4OD50EET=F vy a NP R—FEET,

1. configureterminal

ERSPAN D& E .
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ERSPAN D&%

[sequence-number] {permit | deny} protocol source destination [ set-er span-dscp dscp-value] [

show monitor session {all | session-number | range session-range} [brief]

2. ip accesslist acl-name
3.
set-er span-gre-proto protocol-value]
4. ({£E) show ip access-lists name
5. (EX)
6. ({EE) copy running-config startup-config
FIED ¥
FIE

ARV RFERETOVa Y

=)

R w 71 |configureterminal Jua—\)ary 74 ¥al—gy T— REEG
fl LETS
switch# configure terminal
switch (config) #

R T 72 |ip accesslist acl-name ERSPANACL #{Ep L C, IPACLZ2> 7 4 ¥ =2 L —
i - va v E— REMBLET, acd-name 5153 64 XC

JESEN N AP

switch (config)# ip access-1list erspan-acl quLquf?EﬁEl/EEﬁfo
switch (config-acl) #

A7y 73 |[sequence-number] {permit | deny} protocol source ERSPAN ACL WIZ/V—VEAERL L £37, £ DL —

destination [ set-er span-dscp dscp-value] [
set-er span-gre-proto protocol-value]
1 -

switch(config-acl)# permit ip 192.168.2.0/24 any
set-erspan-dscp 40 set-erspan-gre-proto 5555

. ERSPAN D&% 7E

NEVERCT& 97, sequence-number 5 4%(213,
4294967295 DEFAIEE L 7,

1~

permit 2~ K& deny 2~ > RiZix, 774 v
7 EFINT DO DLL OFEPRHEINTHNE
ﬁ—o

set-erspan-dscp 47’ = > 1%, ERSPAN MR IP ~ v
4 —|Z DSCP i % &% & L £3, DSCP fEDHIPFHIL 0
~ 63 T7, ERSPAN ACL |Z5%/E &#17- DSCP fE T
FoH—ty T a VICRESNTWAEN EEX X
N ET, ERSPANACLIZCZ DA F L a &2 &Ebian
BAE. 0E-IFE=F— Ly a L THRESNLTW
% DSCP AR E SN ET,

set—erspan gre-proto 4~ a > i%. ERSPAN GRE
N~y A=l 7n haVEERELET, e han
EOHPHIL 0 ~ 65535 T, ERSPAN ACL {2 Z DA
Ta v EEDRWEA. ERSPAN I 7 Ak
7> RO GRE~y X —D7n ha)Lt LTT 74+
Jb ME®D 0x88be WX E SN ET,

set-er span-gre-proto ¥ 7213 set-erspan-dscp 7 7 ¥ =

UBREEINTWAET 7R o br—)L =



| ERSPAN mE%E

A—4—FHT—L K U ~—znAcL4H—roBE [

AU RFERETIVa Y

B8

KU (ACE) %, 1 DD%ELEEF=F— By a L’
A LE4, ERSPANACL &2, ZhbDT 7
aryOWNTIDBREINTWNDHERK3I DD ACE
DY R—bENFET, 7&20E ROWVTNNER
ETEET,

* set-erspan-gre-proto ¥ 7213 set-erspan-dscp 7 7
Ta URERIE SRR 3 DD ACE D & H ACL
MREENTVWS 120 ERSPAN £ v g v

* set-erspan-gre-proto % 7213 set-erspan-dscp 7 7
varvk 1 DOBMOr—71VE 2% ERSPAN
v va VRRREINTZ2 oD ACENRH % ACL
NHREEENTWS 12D ERSPAN £ v v g v

set-er span-gre-proto ¥ 7213 set-erspan-dscp 7 7
TarRREENTZ1 DD ACE 3% 5 ACL 8
HESNTWAHE K2 ODERSPANt v g v

ATv74

(f£&) show ip access-lists name

1

switch (config-acl)# show ip access-lists
erpsan-acl

ERSPAN ACL DETEEFRLET,

ATvTH

(f£7) show monitor session {all | session-number |
range session-range} [brief]

1

switch (config-acl) # show monitor session 1

ERSPAN v g VR TEEXR R LET,

ATvT6

(f£3) copy running-config startup-config

1 -

switch (config-acl)# copy running-config
startup-config

FFar 74 X¥al—vark, AE—FT v
Y74 X al—valar—LET,

A—H—F&HFT14—J)LK (UDF) R—X D ACL HR— FDKRTE

CiscoNexus 3600 77 v b 7 4 — b AA v FIZ2—HW—EFKZ 4+ —/L K (UDF) ~—2D ACL
DY R— bR TEET, ROFIEEZSMR LT, UDFI2H-3< ERSPAN #iRE L4, #f

FIEDHE

HHZ ST,

1. switch# configureterminal

[ERSPAN O EFHB L OHKNFEH] 22 L T 7E 30,

2. switch(config)# udf < udf -name> <packet start> <offset> <length>
3. switch(config)# udf < udf -name> header <Layer3/Layer4> <offset> <length>

ERSPAN D& E .



B =557 r WP ~—x0ACLYHK— FORE

F IR D

4. switch(config)# hardware profiletcam region span qualify udf <namel>......
<regular ACE match criteria> udf <namel> < val > <mask>

5. switch(config)# permit
..... <name8> < val > <mask>

ERSPAN 0% |

6. switch(config)# show monitor session <session-number>

FIE

ARV KRFERERETY VY

=)

R T 71 | switch# configure terminal 7 a— N NRERTE— A RS LT,
X v 7 2 | switch(config)# udf < udf -name> <packet start> <offset> | UDF # E#% L ¥ 7,
<length>
GE)
B %D UDF % E# CT& £ 973, LB/ UDF OBk
(config)# udf udfl packet-start 10 2 ETHI & %*’E“’j@bij—o UDF /%, TCAM 71—Vt
(config)# udf udf2 packet-start 50 2 }/ffﬁ% (:f__ Ff?tyjf&%) LCI)*—i)EIJ/O)mgﬁfﬁl
oy MIBIMEShD72o, ZOREIX, UDF %
TCAM U =V a N7 # v F LT, Ay 7 ALl
LB TOLENIR £7,
R T w 7 3 | switch(config)# udf < udf -name> header UDF # &€& LE T,
<Layer3/Layer4> <offset> <length>
fi
(config)# udf udf3 header outer 14 0 1
(config)# udf udf3 header outer 14 10 2
(config) # udf udf3 header outer 14 50 1
ZFw 7 4 | switch(config)# hardware profiletcam region span SPANTCAM IZUDF#RELZKE L E£3, TCAM & —

qualify udf <namel>...... <name8>

f

(config) # hardware profile tcam region span
qualify udf udfl udf2 udf3 udf4 udf>5
[SUCCESS] Changes to UDF qualifier set
will be applicable only after reboot.
You need to 'copy run start' and
'reload’

config) #

. ERSPAN D&% 7E

v (77— 7w 7E) 12 UDF % TCAM VU —
VaroEfitty MBIMLET, ZORET
IZ. SPAN U —T g VT X v F TEDHRKAEOD
UDF Z#r & £9, UDF L9 T, V—va
DHE—a~<v  RTURANINET, V—a O
LWEREIZLY, BEFOBRENE DY £33,
REXANNCTHICITHESHTLILERNH Y 7,

UDF f&£ifi 23 SPAN TCAM |28 &5 &, TCAM
V=3 g Udy r ZVEN S REEICIER LT, b5
KRIHEHTE o+ e &y (128 L Loy 7
JMBTRY) BHDHZEEMERLET, +o7eHE
WA WGE, avr RiER S E T, KA

U — 3 O TCAM FEE % M L C Rk & e fr L 72
b, avr FZH A LET, nohardwareprofile
tcam region span qualify udf <namel> ..<name8> =
~ > R%{EMH LT UDF # SPAN/TCAM Y — 3 >
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ERSPAN T IPv6 1—F—%% 7« —L K (UDF) 0EE [

AU RFERETIVa Y

B8

MWHETHyFEINbHE, SPANTCAM V— 3 0%
U MIED L M) ThHDBERRENET,

ATy TH

switch(config)# permit <regular ACE match
criteria> udf <namel> < val > <mask>
val > <mask>

1

(config)# ip access-list test

10 permit ip any any udf udfl 0x1234 Oxffff udf3
0x56 Oxff

30 permit ip any any dscp afll udf udf5 0x22 0x22
config) #

UDF & —%E9 5 ACL 3% E L £7,

ATvT6

switch(config)# show monitor session <session-number>

1

(config) # show monitor session 1
session 1

type : erspan-source
state : up

vrf-name : default
destination-ip : 40.1.1.1
ip-ttl : 255

ip-dscp : 0

acl-name : test

origin-ip
source intf

: 100.1.1.10 (global)

: Ethl1/20

rx
tx : Ethl/20
both : Ethl/20
source VLANs
rx
source fwd drops
egress-intf : Ethl/23
switch#
config) #

show monitor session <session-number> =2~ > K% fif
MLT, ACLZZ#/rL%£¥, BCMSHELL =~ > |
ZEHL T, SPANTCAM U —Y g Vi3 —e v
ENTWNDEINE I D EHERTEET,

ERSPAN T®D IPv6 1 —H—F&ZE 7 1+ —JL F (UDF) DE&RE

Cisco Nexus 3600 77 v b 7 #—2 AA v F TIF ERSPAN T IPv6 1 — W —TE7 4 —/L K
(UDF) ##ECcx %4, OFIEEZSH L T, IPv6 UDF (Z5:-3< ERSPAN Z#&E L £,

FIEDOHE

FEABIZ DWW T,

switch# configure terminal

o prwDdR

TERSPAN O EHFHB L OHNFEH] 22 LT 7E30,

switch(config)# udf < udf -name> <packet start> <offset> <length>

switch(config)# udf < udf -name> header <Layer3/Layer4> <offset> <length>
switch(config)# hardware profile tcam region ipv6-span-12 512

switch(config)# hardware profile tcam region ipv6-span 512

switch(config)# hardwareprofiletcam region span spanvé qualify udf <namel>......

ERSPAN D& E II
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ERSPAN D% 5%F

7 switch(config)# hardware profiletcam region span spanv6-12 qualify udf <namel>......

<name8>
8. switch (config-erspan-src)# filter ......

ipv6 access-group....<aclhame>....<allow-sharing>

9. switch(config)# permit ...... <regular ACE match criteria> udf <namel> < val > <mask>

..... <name8> < val > <mask>

10. switch(config)# show monitor session <session-number>

F IR D FH

FIE

ARV RFERRETO Y

E:)

XF w1 |switch# configureterminal

Jua—rUERE— REBtE L £,

AT w72 |switch(config)# udf < udf -name> <packet start>
<offset> <length>

51

(config) # udf udfl packet-start 10 2
(config) # udf udf2 packet-start 50 2

UDF #EHLE T,

G¥)

%D UDF Z# E#&H T 34, #E/2 UDF O
RETDHZ EEHELEL 9, UDFiX., TCAM 71—
v (= Ty ) 1) —Y a v ofER
Tty MIBMENB7=H, 0% EIX. UDF %
TCAM UV —V a7 Xy F LT, Ay A%H
BB L2 % TORANTRD £7,

R w73 |switch(config# udf < udf -name> header
<Layer3/Layer4> <offset> <length>

1

(config)# udf udf3 header outer 14 0 1
(config) # udf udf3 header outer 14 10 2
(config) # udf udf3 header outer 14 50 1

UDF # E&E L FT,

R w74 |switch(config)# hardware profiletcam region
ipv6-span-12 512

51

(config) # hardware profile tcam region

ipvé6é-span-12 512

Warning: Please save config and reload
the system for the configuration to

take effect.

config) #

LA ¥2KR—FDUDF CIPv6 X EL £+, U—
VarOFHLOEREICL VB FORENE SO Y
TN, REEZADNCT DITIFAL v TF 2 HEE
LHRBENDHY F7,

R w75 |switch(config)# hardware profiletcam region
ipv6-span 512

i

(config) # hardware profile tcam region ipv6-span
512

Warning: Please save config and reload
the system for the configuration to

. ERSPAN D&% 7E

LA ¥3KR—hrDUDF CIPv6 ZRELET, U—
ValrOHLOHREICL B FORENE SO
FTN, REEZANNCT DIZITAA v TF =i+
LHRENHY FT,
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ERSPAN T IPv6 1—F—%% 7« —L K (UDF) 0EE [

ARV FFEREETIVa Yy

E:)

take effect.

config) #
ZFw 76 |switch(config)# hardware profiletcam region span | L f % 3 78— ™ SPAN |~ UDF T4 % FE L%
spanv6 qualify udf <namel>...... <name8> F., ZAUTLE Y., ipv6-span TCAM U — 5 >0
#l - UDF &AM £, TCAM I — v 7l
(config) # hardware profile tcam region spanvé (7H ~T y7°H§) \Z UDF % TC/%M Jy=varo
qualify udf udfl Effi vty MBIMLET, ZOKETIE, SPAN
[SUCCESS] Changes to UDF qualifier set| ) - g 27 ¥ v FTx B K2 DD IPv6 UDF
will be applicable only after reboot.;%§$ﬂu6%:ij« UDF 134 _C, J—T 5 0B
You need to 'copy run start' and ae LV RTY R REREF. U—Ua L OF L
'reload’ - N ° .
config) # BREICLY, BEFEORENEESHD Y 928, &E
AT DIITHEET 2L ERH Y £,
RARTFvITT switch(conﬁg)#_ hardwareprofiletcamregionspan | L/ ¥ 2 78— +® SPAN |Z UDF REHZ T L ¥
spanv6-12 qualify udf <namel>...... <names8> +. ZHICE Y. ipv6-span-12TCAM U — = > @
i - UDF ENHMT/2 D £, TCAM U — > 7l
(config) # hardware profile tcam region spanv6-12 (7% rT V7OH%_:) (ZUDF % TCéM J—=varo
qualify udf udfl Effiv& > MOBMLET, ZORETIE, SPAN
[SUCCESS] Changes to UDF qualifier set| ) — g (z7 ¥ vFTX B K2 DD IPv6 UDF
will be applicable only after reboot. %A CXF4, UDF 14T, J—Ug 00
You need to 'copy run start' and Cmw LV RTUR FSREF U—T 0B L
'reload’ - < S S
config) # REIZLY, BEFORENE DY 03, &E
AT HIITHEE T2 LERH Y 97,
ATy 78 |switch (config-erspan-src)# filter ... ipv6 SPAN 5 J OV ERSPAN “E— KT IPv6 ACL Z 7% L
access-group....<aclname>....<allow-sharing> T, 1 ODE=H—t vz 00iE Tfilter ip
4 - access-group| F721% [filter ipv6 access-group] D>
(config-erspan-src) # ipv6é filter access-group 'ﬁ‘ﬂiﬂ 1 Of:”%%kﬁf% i‘a‘o [7l Lé{gi/r -
test B —7 A AN 1Pv4 & IPv6 ERSPANACL £ =4 —
(config) # tyaro—ETHLILEE, E=F—tv e
> DOFRET lallow-sharing| & [filter [ipv6]
access-group] AR ETDMENH Y £,
AT w79 |switch(config)# permit ...... <regular ACE match UDF & —¥3AACLAZELE T,
criteria> udf <namel> < val > <mask> .....<name8>
< val > <mask>
1 -
(config-erspan-src) # ipv6é access-list test
(config-ipvé-acl) # permit ipv6é any any udf
udfl 0x1 0xO0
AT 710 |switch(config)# show monitor session show monitor session <session-number> =< > K%

< session-number >

&1

LT, ACLZHERLET,

ERSPAN D& E .
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B oerseantos o vy by ERRT YT T

ARV RFERETI3Y EL:Y
(config) # show monitor session 1
session 1
type : erspan-source
state :oup
vrf-name : default
destination-ip : 40.1.1.1
ip-ttl : 255
ip-dscp : 0
acl-name : test
origin-ip : 100.1.1.10 (global)
source intf
rx : Ethl1l/20
tx : Ethl/20
both : Ethl/20
source VLANs
filter VLANs : filter not specified
rx :
source fwd drops
egress-intf : Ethl/23
switch#
config) #

ERSPAN v > 3> DY vy bEOUERIETY T4 71

FIEDHE

. ERSPAN

ERSPANt v v a v & v vy MY DT H L BEILNDIE~D/NT y hOa e —%2GIKiT
EFd, FAIFICFEITTEDS ERSPAN By v a VIR ES N TWAEED, HoHEya vz
VXY R LTAN— Ry =T VY —RERETHZEIZE T, oty a UAMERT
X5X9I2RVET, T74/FTIE, ERSPAN By g i3d v v b 27— M TEREH
3

ERSPANt v v a V& A R—=TMZT D L, EEILLBIE~DNTry hOavt—%27T 77 4
TIETEET, TTICA RX—T N> TNT, BERIWA L 7 D ERSPAN v v a v &
AF—=T T DHIIE, Ty varEzWnolzAy vy RET LT, TS 12—
VT ANENHY £, ERSPANtE Y a v AT — 2 Yy vy hEUUVBLORA X—T L
295120, Ze—"LEFFE=F a7 Fab—TaryE—Rownwihhroaw R
A CTEET,

configuration terminal
monitor session {session-range| all} shut
no monitor session {session-range| all} shut
monitor session session-number type er span-sour ce
monitor session session-number type er span-destination
shut
no shut
(f£:5%) show monitor session all
(f£&) show running-config monitor
10. (&) show startup-config monitor

©ENOOHWN

OB
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ERSPAN £ v 3D vy ka9 v 727171t

1. (f£&) copy running-config startup-config

FIED M
FE
AU RFEEETIa Y E]:g]
25w 1 |configuration terminal ra—n)ar7 4 Xal—ary ET— N2
B - LET.
switch# configuration terminal
switch (config) #
R w 72 |monitor session {session-range| all} shut FEEDERSPAN v avai vy hET L LE
B - T, By va ORI 1~18 T, 7741
. . . . T, By va iy vy b A7 — FTEKE
switch(config)# monitor session 3 shut -
NET, BHmO4oDOF v g, 03NN
D2oD Yy a ERIFFCIT VT 4712752
NTEFET,
GE)
* Cisco Nexus 5000 38 LTV 5500 77 v 7 —
LATIE, 29200k vy g o BRIFFICETTE
*7,
* Cisco Nexus 5600 33 XV 6000 77 v ~ 7 —
LATIE, 16 DE v g o HRBHCEITTX E
R
R w73 |nomonitor session {session-range| all} shut FEEDERSPANt v a VA (£ 32—7i2)
Bl - LET, Byva o, 1~18Td, v
switch (config)# no monitor session 3 shut v V@%ﬁ&jﬁ\ I~18 icﬁ—o ?‘77“jﬂ/ RS ES
tyvaridvyy b AT7— MCERSNET,
BHBO4>DE v gy, ERIEBGFHRO2OD
By a v ERIFIZT VT 4 TICTHIENTEE
7,
GE)
FToH— v a BN X —T L TEIEIRI S
T DEE. By vavEA X —TMITT BTN,
A2 monitor session shut =~ > R&HEE L TH
5. nomonitor session shut =~ > K& it 5 B
NHYET,
R Fw 74 |monitor session session-number type erspan-source | ERSPAN iE[EE X A T DE=X a7 4 F o L —
i - varv E—RERBLET, Hilnkyrar a

ERSPAN D& E .
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B ersean mzomez
ARV FFEREETIVa Yy E]:g]
switch (config) # monitor session 3 type V74X 2L —a i, E%T?O)'{Z wgy ay
erspan-source . R NN
switch (config-erspan-src) # 74 Xalb—va '/&“—JEjJD S j/Liﬁ_o

A5 w75 | monitor session session-number typeer span-destination | ERSPAN 46%: % f 7DF =X — 227 4 X =2 L—
il - vary - FRERMBLET,
switch (config-erspan-src)# monitor session 3 type
erspan-destination

ATy 76 |shut ERSPAN v v a v &y vy MU LET, 7
Bl - THNRTIE, By aridvyy B A7 —RT
switch (config-erspan-src)# shut {/EEJZ é hiﬁ‘o

AFwF1 |noshut ERSPANt v ¥ g A R—T7 /I LET, T 7
B - VETIE, By varidvy v b AT — TRk
switch (config-erspan-src)# no shut éﬂi—j—"

ATvT8 (ff:%) show monitor session all ERSPAN T v o a vV DAT—H A& F R LET,
i -
switch (config-erspan-src)# show monitor session
all

ATv79 ({L&) show running-config monitor ERSPAN ODFEfTa L 7 4 X2l — g VRl
il - =7
switch (config-erspan-src)# show running-config
monitor

ATv 710 | ({EE) show startup-config monitor ERSPAN DAX — K T v/ arv7 4 Xal— g
B vEFRRLET,
switch (config-erspan-src)# show startup-config
monitor

ATv 7N | ((E&E) copy running-config startup-config FiTar 74 Xal—vark AEA— TS
- Ay 74 Xal—vailar—LF7,
switch (config-erspan-src)# copy running-config
startup-config

ERSPAN

X TE DFERR

ERSPAN O ERB WA R T A0, kO a<wy REFRLET,

avU kR

E[:b)

session-range}

show monitor session {all | session-number | range

ERSPAN B v > g URTELXFR R LET,

. ERSPAN D&% 7E
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ERSPAN @D

ERSPAN 11

il

erspAN ozl I}

avy kR

S

show running-config monitor

ERSPAN DFEfFa 7 4 Fa b —a U aR
RLUET,

show startup-config monitor

ERSPAN DAZ — KT w7 a7 4 Fal—
varEFRLILET,

vy adn
Ty varERETAHERLET,

&% 7€ 151

s TE

barl

&I, ERSPAN 2%/

switch# config t

switch (config)# interface e14/30
switch(config-if)# no shut
switch (config-if)# exit

switch (config)# monitor erspan origin ip-address 3.3.3.3 global
switch (config)# monitor session 1 type erspan-source

(
(
(
(
switch (config-erspan-src) #
switch (config-erspan-src) #
switch(config-erspan-src)# ip ttl 16
( ip dscp 5
( vrf default
( destination ip 9.
( no shut
switch (config-erspan-src) # exit
switch(config)# show monitor session 1

switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #

ERSPAN ACL 0 % E {51

wIZ, ERSPAN ACL # R ET DB &R L F T,

switch# configure terminal

switch(config)# ip access-list match_ll pkts
switch (config-acl)# permit ip 11.0.0.0 0.255
switch (config-acl) # exit

switch(config)# ip access-list match 12 pkts
switch (config-acl)# permit ip 12.0.0.0 0.255
switch (config-acl) # exit

switch (config)# vlan access-map erspan_filte

filter access-group acll
source interface el4/30

1.1.2

.255.255 any

.255.255 any

r 5

switch (config-access-map)# match ip address match 11 pkts

switch (config-access-map) # exit
switch (config)# vlan access-map erspan_filte

r 10

switch (config-access-map) # match ip address match_l2 pkts

switch (config-access-map)# action forward
switch (config-access-map) # exit

switch (config) # monitor session 1 type erspan-source

(
(
(
(
(
(
(
switch (config-access-map) # action forward
(
(
(
(
(
(
(

switch

config-erspan-src)# filter access_group erspan_filter

ERSPAN D& E II



ERSPAN 0% |
B vor <—x ErspaN DI

UDF ~— X ERSPAN )&% 7E 31

WIZ, UTO—HIEEEFEHL T, 7B LI IP-in-IP /X7 v FDOWESTCP 7 7 7 THR
49 % UDF ~X— 2 ERSPAN #ZET 542~ LET,

HEFEETIP 7 RLZ £ 10.0.0.2
cHHESTCP 77 7 : BATCP 77 7 %% E

« /XA bk : EthHdr (14) +4MGIP (20) +INERIP (20) + NHEBTCP (20, 7=72L. 13&HBH D
XA "D TCP 75 )

e X7y FOEENLDAT7E Y b 14+20+20+ 13 =67
« UDF ORAE : 0x20
« UDF ¥ A 7 : OxFF

udf udf tcpflags packet-start 67 1
hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config
reload
ip access-list acl-udf
permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff
monitor session 1 type erspan-source
source interface Ethernet 1/1
filter access-group acl-udf

WIZ, UTO—BHEHEEZFEHA LT, LA P4~y X—0OLENS 6 314 FHDO N7 v NE4
(DEADBEEF) L@ o IP /3 > h & &9 % UDF ~— R ERSPAN Z & ET Bz~ L E
KR

« SMFE(EICIP 7 K LA £ 10.0.0.2

«WNHEITCP 77 7+ B TCP 7 7 V&R IE

« /34 I : EthHdr (14) +IP (20) +TCP (20) +-3A m— R : 112233445566DEADBEEF7788
LAY ANy X—DRENODETT7EY b 1 20+6=26

« UDF O HAE : OXDEADBEEF (2 /XA FDF ¥ &7 38 X2 5D UDF (Z47%)

« UDF <~ A7 : OxFFFFFFFF

udf udf pktsig msb header outer 13 26 2
udf udf pktsig lsb header outer 13 28 2
hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig 1lsb
copy running-config startup-config
reload
ip access-list acl-udf-pktsig
permit udf udf pktsig msb O0xDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1 type erspan-source
source interface Ethernet 1/1
filter access-group acl-udf-pktsig

. ERSPAN D&% 7E
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ESPERE]S
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ERSPAN =i~ > N : o< NIECOFEM, =
< RE—F, a<wr NERE, 74+ b,
A EOREEFHE, L0

TRy k74— 2.0 [CiscoNexusNX-OS
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