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switch# configure terminal
switch (config) #
A7y 72 |feature macsec 7734 AT MACsec 38 LU MKA # HIC LET,
fil
switch (config)# feature macsec
ATw 73| ({E&E) copy running-config startup-config FEfrary 74 Xal—rvark, A= T w7 a
5l - Y74 FXal—variiar—LET,
switch (config) # copy running-config startup-config
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FI&E
ATV RFERETIVa Y B#Y
X w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay ®— REBG
{5 LET
switch# configure terminal
switch (config) #
R T w 7 2| macsec shutdown T3 20 MACsec i E & N LET, no A4
i - 3 V%, MACsec BRAEZEIL L £7,
switch (config)# macsec shutdown
ATv 73| (f£E) copy running-config startup-config FIfTar74Xalb—Tarvk, AF¥—hLT v
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FIR
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R 71 |configureterminal ra—rVEREE— NeRbLET,

1 -
switch# configure terminal
switch (config) #

ATw 72| ({E&) [no] key-chain macsec-psk no-show show running-config & X O' show startup-config =<
- Y RO T, Befbaiic®—427 7 v F3CF5

en(contia)§ Key-chai . BUAN NI~ FXFICEE B THERRCLE
SWI1TC conri ey—-chaln macsec-ps no-snow N N .
I F F. F7 a0 T, PSK % — I B LA T RR
S, BHICESTEES, Zoa~vr R,
MACsec F—F = — NI DOHLEH SN ET,
Gx)
FI Ty NLFINL, REET 7 A MRIFET D &
TICHIFFRICTRD £,

R T w 7 3| key chain namemacsec MACSec F—F = — > Z{FR L T MACSec ¥ —®
%l - Ty FERFEFL, MACSec ¥—F = — VR EE— R
switch (config)# key chain 1 macsec abila LET
switch (config-macseckeychain) #

AT v 7 4 | key key-id MAC secF— % {El L. MACsec ¥ —i%EE— K%
i - BRAA L E£97, ®PHIX 1324277 v M T, RKIA
switch (config-macseckeychain) # key 1000 A% 64 TFTrO
switch (config-macseckeychain-macseckey) # (3¥)

F—OLFEIIMEE TRITNITR 0 EFH A,
R T 75 | key-octet-string octet-string cryptographic-algorithm | Zm 3 —o octet 2 b U > 7' %5%E L £3, octet-string

{AES 128 CMAC | AES 256 CMAC}
1

switch (config-macseckeychain-macseckey) #
key-octet-string

abodef0123456789%abadef012345678%bodef0123456789%abadef0123456789
cryptographic-algorithm AES 256 CMAC

SR, K 64 LFD 16 T EEH DL L
MNTEET, octetF— (I T a—NEhbiz
., 7 V7 7F A ~®F—|L show running-config
macsec =~ RO AIZE RSN EH A,

F—A27 7y FXFHINIE, RO LONREENE
R

0 ME R X A7 -5 b7 L (T 740 1)

s 6ME AL A 7 AR (X1 7 6/551k) o
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(6=3))

AES 128 CMAC 55t 7 V3 Y X A% T 572
WITIX, MACsec B 7 1Z[A L CiscoNX-OS U U — A&
BETTLHMNENHY £, AT J—R &
CiscoNX-0S U U — 2 7.03)17(2) L&DV U — A
THAEEHATEL L2129 51TE, ¥—%

AES 256 CMAC K5 = b7 /v 3 XA THRT 52

ERHY ET,
R v 7 6 | send-lifetime start-time duration duration F—DOEETA TEALEZHRELET, T 74/ b
B - TIE. T3 Z3BHAARHH 2 UTC & L TRV E T,
switch (config-macseckeychain-macseckey) # start-time 3183, —0DT 7T 4 725 BT

send-lifetime 00:00:00 Oct 04 2016 duration 100000

4, duration5 #1354 7 A4 LRSS () TT,
BB 2147483646 70 (K9 68 &2) T,

ATw 71| (IEE) showkey chain name X—Frx—rDORELFRALET,
il -
switch (config-macseckeychain-macseckey) # show key]|
chain 1
ATv 78| (f£E) copy running-config startup-config FTar74Xal—Tarvk, AF¥—hrTvra
1 Y74 Xal—vailar—LEd,

switch (config-macseckeychain-macseckey) # copy
running-config startup-config

MACsec 7 4+ —JL/A\v Y F—DEEE
CiscoNX-0OS U U—2Z 10.1(1) LIFETIL, T4~V By a v BNAAL v F LETHOF—/

F—4 (CKN) DI Ay TFELIIF—DOEIHFAROERE L TRR LGSy I T v
o a v EBETALY TRALRADT 4 — NNy T F—EHRETCXET,

4RO HREIIC

MACsec AN > TEBY, 7794~V BLIOT7+— Ry 7 F—Fx—2 L F—ID Bi%
ESNTWAZ 2R LET, MACsec ¥F—F =z — L X —0DHRTE (6—) | &
HRLTLZ&EN,

FIE
ARV KRFERRETI a3 Y B

AT w 71 | configureterminal Ja—N)URERRTE— RZBE L £ 9,
fi
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MACsec 7R —DE&E .

AU RFERETIVa Y Be
switch# configure terminal
switch (config) #

R T 72 |interface name RETHA L F—T oA ABHEELET, A ¥ —
B - Tz AASATED ZRETETET, A=V Fy
o N
switch (config)# interface ethernet 1/29 ]\ 20 I\ OD%D Gi\ rethemet SlOt/pOI’tJ %ffﬂq L
switch (config-if)# e

R 7y 7 3 | macsec keychain keychain-name policy policy-name | & —/%—ID » I A~ v F E /2 EF —OHRGIFIC

fallback-keychain keychain-name I % MACsec v a v OEBISITERT 2 7 4+—

Bl - NNy F—=F 2=V ZEELET, 74—y

switch(config-if)# macsec keychain kc2 policy abc 7 F—ID I, 703/( V) F—FT=—rDOF—IDL
fallback-keychain fb_kc2 —HE LTI £HA,

TH—NANRy ) F—F 2 — A ELEE LR La~
¥ REMIITTH I LT, MACsec X iE Z HIBRHE T
oo BA LV E—T A ADT +—)VNy 7 F—

F o=V RERRIET DA 2 ¥ —7 = ATEHT
xET,

GE)

a<2 Rif, 74— NN F—F = — 45K
X AU HF—T A ADEFOAL T 4 X2 L —
vary avwl  FNEFESTELKFEILLIICATIT AL
ERH E9,

[MACsec ¥—F = —>2 & X —DFE (63—
V) | EEBELTIEZND,

ATwv 74| ({£&E) copy running-config startup-config FIFar 74 X¥al—ark, AF—FT v a
1 Y74 F¥al—valar—LET,

switch(config-if)# copy running-config
startup-config

MACsec 7R ') > —®DEXE

HBIpBNRG A =2 R L THEED MACSee RY > —Z{ER T4, LML, 1 2DA
R—=T 2 A ATTIT 4 TITTEXLERY —T 1 DDHTT,

1R BHEIIZ
MACsec AN THD Z EEMER L ET,
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FIR
ATV RFEREETIVaY B#Y

A5 w71 |configureterminal 7 a— T — RAEBE L E T,
i -
switch# configure terminal
switch (config) #

A7y F2 |macsec policy name MACsec 7R U > —Z{ERL L £ 7,

11
switch (config) # macsec policy abc
switch (config-macsec-policy) #

AT 73 |cipher-suite name RDONTIINDOWE 5 TR AR L E7,
i GCM-AES-128, GCM-AES-256,
switch (config-macsec-policy)# cipher-suite GCM-AES-XPN-128. F 721X GCM-AES-XPN-256,
GCM-AES-256

AT w74 |key-server-priority number F— AL T OB RERS D K DT,

i - F—H—ROTITA AV T 4 ZHELET, HH
switch (config-macsec-policy) # key-server-priority| 30 (%'%) — 255 (%1&) T T 7AN ]\ﬂﬁbi 16
0 <7,

AT w5 | security-policy name KONTNIDOEX2 VT 4 B —2FELT,
Bl - F— 2 B L ORI N ORI EERLET,
switch (config-macsec-policy)# security-policy e must-secure : MACsec ~ # — & 7= 72 wX
shouldrsecure 7y MERR Y 7 ESRET,

« should-secure : MACsec ™~ % —ZFFlz 720w
ry bbI#FRSET, T 740 MET
R

AT 76 |window-size number AV H—T = AN, BESNET 4> BT A
i - RRMD 7 B ARV D 1T, PR
switch (config-macsec-policy) # window-size 512 j—/r <R ]7 %?ﬁi Liﬁ—o %Ebi 0~ 596000000

RATwv 1 |sak-expiry-timetime SAK 3 — ARl 2 BRI 5 2 IRFRH] A FP LA TRRE L
B - £, Zoavwr FEEHLT Eyvar F—

. . . . . Z PRIATRE 7 R EIEIMRIC AR CE £, T 74 b
switch (config-macsec-policy) # sak-expiry-time
100 X0 TY,
AFw 78 |conf-offset name WLz BT D LA Y 2 7 L— LA OBEIEA 7

1 :
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pskoo—57—>a> [

ARV RFERETI Y S

switch (config-macsec-policy) # conf-offset CONF-OFFSET-30. ¥ 721XCONF-OFFSET-50 ® >
- -0 N —L

CONE-OFFSET PhrERELET,

Zoa=wy NE, WAL Y FRTry b~y F—

{dmac, smac, etype} & MPLS % 7 ® X 5 (2

DIZDITHETT,

ATv79 (f£&) show macsec policy MACSec RV v —g%EEFRLET,
{1
switch (config-macsec-policy) # show macsec policy]|
ATv 710 | ({EE) copy running-config startup-config F{Tar74¥al—vark, AX—F TS

bl - Oy 74 F¥al—varilar—LFx7,

switch (config-macsec-policy) # copy running-config
startup-config

PSKOO—F— 3y

FIE

ATy I

ATy T2
ATvT3
ATy T4

ATy T5
ATv 76

SAK OEZHABEN MACsec 7R U 3 — T 60 FHIZEETE SN TWAELEIEL, RO FIRIZHE- T PSK
POV ZET,

no sak-expiry-time =~ > F&fEf LT, MACsec R U > —M 5 SAK #ifREIN & A ~—ZHIFR L £,
BWENDRY —D7Z1F ., SAK DEDHIRY 4 ~—ZHIBRTHIVERH D FI, A X —T A AT L
WCHIBRT AT H D A, R =% 1D TERL TTRTOA V¥ —T = A ATHEH LG E TR,
ZDORY —NH DI SAK ODFENAR Y A ~—%HIBRT 2 LE R H Y £,

2 M L £

keykey-id 2~ RZMEH LT, F—F=z—r D FICHLWWF—E2 T 17T A LET,
HlLnd—LtDbyvardtexarbEnizsb, nokey key-id 2~ REFEH L THEOSF—2HIBRL E
7

2 I L £

sak-expiry-timer 60 =~ > RZ{EH LT, SAK F—FAR ¥ £ ~—% MACsec R Y > —IZBML £7,

MACsec % F DHEER

MACsec i EMHH Z AT 21213, ROWTNNOIEREZFEITLET,
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1

SEDHESR

MACsec D& E |

avy kR

S

show key chain name

F—F -V ORELZFRLET,

show macsec mka session [interfacetype slot/port]

[detail]

FEDA v H—T oA AETNTTRTDA
H—T A ADMACsecMKAt v a I
T HEHREF I LET,

show macsec mka session details

MAC 7 RV RIZEAT B 1EHREFZ R LET,

show macsec mka summary

MACsec MKA X E&x R LET,

show macsec policy [policy-name]

¥FED MACsec ARV > —F 721X 9XTD
MACsec 7R U > — Dk Ex2 R LET,

show running-config

macsec

MACsec DFEITaL 7 4 ¥ =2 b—3 3 UEH
R LET,

WIZ, TR_RTDOA 2 HF—T A ZAD MACsec MKA & v 3 V2T A E#RERTT A61% 7

L/\li‘é—(]

switch (config)# show macsec mka session

Interface Local-TxSCI # Peers Status
Key-Server Auth Mode

Ethernetl/29 6c8b.d3db.e968/0001 1 Secured
No PRIMARY-PSK

Ethernetl/30 6c8b.d3db.e9%6¢c/0001 1 Secured
No PRIMARY-PSK

Ethernetl/31 6c8b.d3db.e970/0001 1 Secured
Yes PRIMARY-PSK

Ethernetl/32 6c8b.d3db.e974/0001 1 Secured
Yes PRIMARY-PSK

Ethernetl/33 6c8b.d3db.e978/0001 1 Secured
Yes PRIMARY-PSK

Ethernetl/34 6c8b.d3db.e97¢/0001 1 Secured
Yes PRIMARY-PSK

Ethernetl/35 6c8b.d3db.e980/0001 1 Secured
Yes PRIMARY-PSK

Ethernetl/36 6c8b.d3db.e984/0001 1 Secured
No PRIMARY-PSK

Total Number of Ses
Secured Ses
Pending Ses

switch (config) #

sions : 8
sions : 8
sions : O

WIT, BEDA B —T A4 AD MACsec MKA £ v > = BT AE#RERTTHHE TR L
T4, BB T LT —7 0 BEE N2 T, BED MACsec ¥ v gy XA
ThREFRTAHARIME— R R LET,

switch (config) # show macsec mka session interface el/35

Interface

Local-TxSCI
Auth Mode

# Peers Status

Key-Server

. MACsec D% E



| MACsec DX E

Ethernetl/35 6c8b.d3db.e980/0001
Yes PRIMARY-PSK
switch (config) #

WIZ, BEDA—V Ry h A F—T =1 AD MACsec MKA &~ 3 3 BT A 2505 %

KT o0l R LET,

MACsec 5% DHERR .

1 Secured

switch (config) # show macsec mka session interface el/35 details

Detailed Status for MKA Session
Interface Name
Session Status
Local Tx-SCI
Local Tx-SSCI
MKA Port Identifier
CAK Name (CKN)
CA Authentication Mode
Member Identifier (MI)
Message Number (MN)
MKA Policy Name
Key Server Priority
Key Server
Include ICV
SAK Cipher Suite
SAK Cipher Suite (Operational)
Replay Window Size
Confidentiality Offset

Confidentiality Offset (Operational):

Latest SAK Status
Latest SAK AN
Latest SAK KI
Latest SAK KN
Last SAK key time
CA Peer Count
Eapol dest mac
Ether-type
Peer Status:
Peer MI
RxSCI
Peer CAK
Latest Rx MKPDU
Fallback Data:
Fallback CKN
Fallback MI
Fallback MN
Fallback Peer:
Peer MI
RxSCI
Peer CAK
Latest Rx MKPDU
switch (config) #

Ethernetl/35

SECURED - Secured MKA Session with MACsec
6c8b.d3db.e980/0001

2

2

2006

PRIMARY-PSK
50BE8367F1C6D0AB1C442229
1048

mpsrl

1

Yes

Yes

GCM-AES-128

GCM-AES-128

148809600

CONF-OFFSET-30
CONF-OFFSET-30

Rx & TX

0
50BE8367F1C6D0AB1C44222900000021
33

11:23:53 pst Tue Dec 15 2020
1

0180.c200.0003

0x888e

37AFE73EC8617FD32F70E21A
6c8b.d3db.e984/0001

Match

11:24:52 pst Tue Dec 15 2020

FB2004
849D72D5F6A900F5B0718C78
0x3d6

8DCE8CBE67B474D2C2955F58
6c8b.d3db.e984/0001

Match

11:24:52 pst Tue Dec 15 2020

RIZ, MACsec MKA B ExFRT HHERLET,

switch# show macsec mka summary

Interface MACSEC-policy
Ethernet2/13 1
Ethernet2/14 1

switch#

Keychain

1/10000000000000000
1/10000000000000000

WIZ, T_XTD MACsec R > —DRELXZFRTR-T HH 2R~ L F T,

switch# show macsec policy

MACSec Policy Cipher Pri Window Offset Security SAK Rekey time ICV Indicator

MACsec D% E .
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system-default-macsec-policy GCM-AES-XPN-256 16 148809600 0 should-secure

pn-rollover FALSE

testsl GCM-AES-XPN-256 16 148809600 0 should-secure

pn-rollover FALSE

tests2 GCM-AES-XPN-256 16 148809600 0 should-secure

pn-rollover FALSE

tests3 GCM-AES-256 16 148809600 0 should-secure

pn-rollover FALSE

WOHITIE, key-chain macsec-psk no-show =< > RAMERL & TV R WA T show
running-config 3 X OF show startup-config =~ > RO IO F— 427 7 v FUFHEFR L E

S

key chain KC256-1 macsec
key 2000
key-octet-string 7

075e701lelc5a4a5143475e5a527d7¢7¢706a6c724306170103555a5¢575100051e47080
a05000101005e0e50510£f005c4b5£5d0b5b070e234e4d0ald0112175b5e cryptographic-algorithm

AES 256 CMAC

WOHITIE, key-chain macsec-psk no-show =2~ > R2MERK X 41TV 5 554112 show running-config
B L O show startup-config =~ > RO IIOF— F 7 7 v NUFHNEFRRLET

key chain KC256-1 macsec
key 2000

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

MACsec it D T~

wDa<r FEHEH LT, MACsee fieHE#HRE2F R TE £,

avU kR

E[:b)

show macsec mka statistics [interface type
slot/port]

MACsec MKA #aHEHRE R LET,

show macsec secy statistics [interface type
slot/port]

MACsec ¥ = U7 s fitiERE2F R L E T,

WRIZ, BFEDA —H Ry b L F—T7 A AD MACsec MKA $3HEHR oW %27 L ET,

switch# show macsec mka statistics interface ethernet 1/29

MKA Statistics for Session on interface

(Ethernetl/29)

CA Statistics
Pairwise CAK Rekeys..... 0

SA Statistics

SAKs Generated.......... 0
SAKs Rekeyed............ 0
SAKs Received........... 0
SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Transmitted...... 41
"Distributed SAK".. O
MKPDUs Validated & Rx... 41
"Distributed SAK".. O

. MACsec 0
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MKA IDB Statistics

MKPDUs
MKPDUs
MKPDUS
MKPDUS
MKPDUS
MKPDUs
MKPDUs
MKPDUs

Tx
Tx
Tx
No
No
Rx
Rx
Rx

SuCcesSS.. ... 82
Fail............. 0
Pkt build fail... O
Tx on intf down.. O
Rx on intf down.. O
CA Not found..... 0
Error............ 0
SucCcesS. ..., 82

MKPDU Failures

MKPDU Rx Validation ...........coicvuen..
MKPDU Rx Bad Peer MN.......ouiiiiiieennnens
MKPDU Rx Non-recent Peerlist MN..........
MKPDU Rx Drop SAKUSE, KN mismatch........
MKPDU Rx Drop SAKUSE, Rx Not Set.........
MKPDU Rx Drop SAKUSE, Key MI mismatch....
MKPDU Rx Drop SAKUSE, AN Not in Use......
MKPDU Rx Drop SAKUSE, KS Rx/Tx Not Set...
MKPDU Rx Drop Packet, Ethertype Mismatch.
MKPDU Rx Drop Packet, DestMAC Mismatch...
SAK Failures
SAK Generation............cooovn.. 0
Hash Key Generation.............. 0
SAK Encryption/Wrap.............. 0
SAK Decryption/Unwrap............ 0
CA Failures
ICK Derivation..........coovnonn 0
KEK Derivation..........c..ovuee... 0
Invalid Peer MACsec Capability... O
MACsec Failures
Rx SA Installation............... 0
Tx SA Installation............... 0

switch (config) #

WIZ, BEDA—Y Ry N A Z—T A AD MACsec TX = U T 1 eHERE FRT B4
R LET,

\}

MACsec #5t D &R .

GE)  Rx BROTx MEHEROIEHIE 7 b AT > M2, ROBORH D 7,

« Rx Rl
o FElE=HE b3 L OFERE Bk
- il = FEmE Sk

o TX HEEHEH -
o FEHI4E = JERE 1L

« il = K5 51k

it = i 5k ds L OISk
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switch (config) # show macsec secy statistics interface el/29
Interface Ethernetl/29 MACSEC SecY Statistics:

Interface Rx Statistics:
Unicast Uncontrolled Pkts: 8067779
Multicast Uncontrolled Pkts: 14
Broadcast Uncontrolled Pkts: 0
Uncontrolled Pkts - Rx Drop: O
Uncontrolled Pkts - Rx Error: O

Unicast Controlled Pkts: N/A (N3K-C3636C-R not supported)

Multicast Controlled Pkts:
Broadcast Controlled Pkts:

N/A (N3K-C3636C-R not supported)
N/A (N3K-C3636C-R not supported)

Controlled Pkts: 8056748

Controlled Pkts - Rx Drop: N/A

(N3K-C3636C-R not supported)

Controlled Pkts - Rx Error: N/A (N3K-C3636C-R not supported)

In-Octets Uncontrolled:
In-Octets Controlled:

37641828280 bytes
37324295914 bytes

for Uncontrolled Pkts: N/A (N3K-C3636C-R not supported)
for Uncontrolled Pkts: N/A (N3K-C3636C-R not supported)

Input rate
Input rate
Input rate for Controlled Pkts: N/A
Input rate for Controlled Pkts: N/A

(N3K-C3636C-R not supported)
(N3K-C3636C-R not supported)

Interface Tx Statistics:

Unicast Uncontrolled Pkts:

N/A (N3K-C3636C-R not supported)

Multicast Uncontrolled Pkts: N/A (N3K-C3636C-R not supported
Broadcast Uncontrolled Pkts: N/A (N3K-C3636C-R not supported

)
)
Uncontrolled Pkts - Rx Drop: N/A (N3K-C3636C-R not supported)
Uncontrolled Pkts - Rx Error: N/A (N3K-C3636C-R not supported

)

Unicast Controlled Pkts: N/A (N3K-C3636C-R not supported)

Multicast Controlled Pkts:

N/A (N3K-C3636C-R not supported)

Broadcast Controlled Pkts: N/A (N3K-C3636C-R not supported)

Contro
Contro
Contro

lled
lled
lled

Out-Octets
Out-Octets
Out-Octets

Pkts: 8049279

Pkts - Rx Drop: N/A (N3K-C3636C-R not supported)
Pkts - Rx Error: N/A (N3K-C3636C-R not supported)
Uncontrolled: N/A (N3K-C3636C-R not supported)
Controlled: 37262189352 bytes

Common: 37699748491 bytes

for Uncontrolled Pkts: N/A (N3K-C3636C-R not supported)
for Uncontrolled Pkts: N/A (N3K-C3636C-R not supported)

Output rate
Output rate
Output rate for Controlled Pkts: N/A
Output rate for Controlled Pkts: N/A

SECY Rx Statistics:
Transform Error Pkts: N/A (N3K-C3636C-R not supported)
Control Pkts: O
Untagged Pkts: N/A (N3K-C3636C-R not
No Tag Pkts: O
Bad Tag Pkts: O
No SCI Pkts: O

(N3K-C3636C-R not supported)
(N3K-C3636C-R not supported)

supported)

Unknown SCI Pkts: O

Tagged Control Pkts: N/A

SECY Tx Statistics:
Transform Error Pkts:
Control Pkts: O

Untagged Pkts: N/A (N3K-C3636C-R not supported)

SAK Rx Statistics for AN
Unchecked Pkts: 0

N/A (N3K-C3636C-R not supported)

[0]:

(N3K-C3636C-R not supported)

Delayed Pkts:
Late Pkts: O

0

OK Pkts: 8056748

Invalid Pkts:
Not Valid Pkts

. MACsec D% E
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A AE

!l

Not-Using-SA Pkts: 0

Unused-SA Pkts: 0

Decrypted In-Octets: 36952542946 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:
Encrypted Protected Pkts: 8049279
Too Long Pkts: N/A (N3K-C3636C-R not supported)
SA-not-in-use Pkts: N/A (N3K-C3636C-R not supported)
Encrypted Protected Out-Octets: 36909704659 bytes

switch (config) #

MACsec 0%l .

WIZ, 2—PEFDOMACsec R Y V—%FREL, TORI v—% A H—T x4 AZH#EHT D

Bz R L ET,

switch (config) # macsec policy mpsrl

switch (config-macsec-policy)# cipher-suite GCM-AES-128
switch (config-macsec-policy)# key-server-priority 1
switch (config-macsec-policy)# window-size 1000

switch (config-macsec-policy)# conf-offset CONF-OFFSET-30
switch (config-macsec-policy)# security-policy must-secure
switch (config-macsec-policy)# sak-expiry-time 60
switch (config-macsec-policy)# include-icv-indicator

switch (config-macsec-policy)# interface el/35-36
switch (config-if-range)# macsec keychain ksr policy mpsrl
switch (config-if-range)# show macsec mka session

Interface Local-TxSCI # Peers
Key-Server Auth Mode

Ethernetl/35 6c8b.d3db.e980/0001 1
Yes PRIMARY-PSK

Ethernetl/36 6c8b.d3db.e984/0001 1
No PRIMARY-PSK

switch (config-if-range)# show macsec mka summary

Interface Status Cipher (Operational) Key-Server

Keychain Fallback-keychain
Ethernetl/35 Secured GCM-AES-128 Yes

ksr no keychain
Ethernetl/36 Secured GCM-AES-128 No

ksr no keychain

switch (config-if-range)# show running-config macsec

!Command: show running-config macsec

'Running configuration last done at: Tue Dec 15 11:41:53 2020
!Time: Tue Dec 15 11:45:06 2020

version 10.1(1) Bios:version 01.14
feature macsec

macsec policy mpsrl
cipher-suite GCM-AES-128
key-server-priority 1

Status

Secured

Secured

mpsrl

mpsrl

MACsec D% E .
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window-size 1000
conf-offset CONF-OFFSET-30
sak-expiry-time 60
include-icv-indicator

interface Ethernetl/35
macsec keychain ksr policy mpsrl

interface Ethernetl/36
macsec keychain ksr policy mpsrl

MACsec D& E |

wIZ, MACsec ¥F—F = — LV ZREL, f v F—T = A AIT AT LT 7 4/ h D MACsecih

U o—&iBMT 562" L ET,

switch (config) # key chain ksr macsec
switch (config-macseckeychain) # key 2006
switch (config-macseckeychain-macseckey) # key-octet-string

1234567890abcdef1234567890abcdef1234567890abcdef1234567890abedef cryptographic-algorithm

AES 256 _CMAC
switch (config-macseckeychain-macseckey)# interface el/35-36
switch (config-if-range)# macsec keychain ksr

switch (config-if-range)# show running-config macsec

!Command: show running-config macsec

'Running configuration last done at: Tue Dec 15 11:53:10 2020
!Time: Tue Dec 15 11:54:40 2020

version 10.1(1) Bios:version 01.14
feature macsec

interface Ethernetl/35
macsec keychain ksr policy system-default-macsec-policy

interface Ethernetl/36
macsec keychain ksr policy system-default-macsec-policy

switch (config-if-range)# show macsec mka summary

Interface Status Cipher (Operational) Key-Server
Keychain Fallback-keychain

Ethernetl1/35 Secured GCM-AES-XPN-256 Yes

system-default-macsec-policy ksr

Ethernetl/36 Secured GCM-AES-XPN-256 No

system-default-macsec-policy ksr

switch (config-if-range)# show macsec mka session

Interface Local-TxSCI # Peers
Key-Server Auth Mode
Ethernetl/35 6c8b.d3db.e980/0001 1
Yes PRIMARY-PSK
Ethernetl/36 6c8b.d3db.e984/0001 1
No PRIMARY-PSK
Total Number of Sessions : 2
Secured Sessions : 2
Pending Sessions : 0

. MACsec D% E
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switch (config-if-range)#

XML o451

MACsec X, [xml ZfEHA L7227 U7 FHIZIRO show 2~ > KO XML ) &2 93—~ L&
7

« show key chain name | xml

» show macsec mka session interface interface dot/port details [xml
« show macsec mka statistics inter face interface slot/port [xml

+ show macsec mka summary |xml

+ show macsec policy name [xml

+ show macsec secy statistics inter face interface slot/port [xml

+ show running-config macsec [xml

wIZ, FEOF show =2~ > RO Z R L ET,

Bl F—Fz—CDEHEERTLET

switch(config)# show key chain "ksr" | xml
<?xml version="1.0" encoding="IS0-8859-1"?2>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:rpm"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<key>
<chain>
< XML OPT Cmd rpm show keychain cmd keychain>
<keychain>ksr</keychain>
< XML OPT Cmd rpm show keychain cmd  readonly >
<_ readonly >
<TABLE_ keychain>
<ROW_keychain>
<chain name>ksr</chain name>
<TABLE key>
<ROW_key>
<key 1d>2006</key id>

<crypto algo>AES 256 CMAC</crypto algo>
<send valid>true</send valid>
</ROW_key>
</TABLE key>
</ROW_keychain>
</TABLE_keychain>
</__readonly >
</__XML__OPT_Cmd_rpm_show_keychain cmd_ _ readonly >
</__XML__OPT_Cmd_rpm show_keychain cmd_keychain>
</chain>
</key>
</show>
</nf:data>
</nf:rpc-reply>

MACsec D% E .
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11>11>
switch (confiqg) #

B2 HEDA2E—T T4 ADMACsec MKA v S 3 VBT 3EHRER T LET

switch (config) # show macsec mka session interface el/35 details | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:cts"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<macsec>
<mka>
<session>
<__XML_OPT_Cmd_show macsec_mka_session_interface>
<interface>
<__XML__INTF_ifname>
< XML PARAM value>
< XML INTF output>Ethernetl/35</ XML INTF output>
</ XML PARAM value>
</ XML __INTF ifname>
</interface>
<__XML_OPT_Cmd_show macsec_mka_ session_details>
<details/>
< XML OPT Cmd show macsec mka session  readonly >
<__readonly_ >
<TABLE_mka_session_details>
<ROW _mka session details>
<ifname>Ethernetl/35</ifname>
<status>SECURED - Secured MKA Session with MACsec</status>
<sci>6c8b.d3db.e980/0001</sci>
<ssci>2</ssci>
<port id>2</port id>
<ckn>2006</ckn>
<ca_auth mode>PRIMARY-PSK</ca auth mode>
<mi>5AABEOABICC867ABOFF40F7D</mi>
<mn>3550</mn>
<policy>system-default-macsec-policy</policy>
<ks_prio>16</ks_prio>
<keyserver>Yes</keyserver>
<include_icv_indicator>No</include icv_indicator>
<cipher>GCM-AES-XPN-256</cipher>
<cipher operational>GCM-AES-XPN-256</cipher operational>
<window>148809600</window>
<conf_ offset>CONF-OFFSET-0</conf offset>
<conf_ offset operational>CONF-OFFSET-0</conf offset operational>
<sak status>Rx & TX</sak status>
<sak an>0</sak_an>
<sak ki>5AABEOAB9CC867ABOFF40F7D00000001</sak ki>
<sak_kn>1</sak kn>
<last_sak rekey time>11:53:25 pst Tue Dec 15 2020</last_sak_rekey time>
<peer count>1</peer count>
<mac_addr>0180.c200.0003</mac_addr>
<ether type>0x888e</ether type>
<TABLE_mka_peer_ status>
<ROW_mka_peer_status>
<peer mi>27FC36C2BFAFBDBC65419A40</peer mi>
<rxsci>6c8b.d3db.e984/0001</rxsci>
<icv_status>Match</icv_status>
<last_rx time>13:51:39 pst Tue Dec 15 2020</last rx time>
</ROW _mka peer status>
</TABLE mka_peer status>
</ROW_mka_ session_details>
</TABLE mka_session details>

. MACsec D% E



| MACsec DX E

R |

</__readonly >
</ XML OPT Cmd show macsec mka session _ readonly >
</ XML OPT Cmd show macsec mka session details>
</ XML OPT Cmd show macsec mka session_ interface>
</session>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

{513 : MACsec MKA #istx &R R LEd

switch (config) # show macsec mka statistics interface el/29 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:cts"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">

<nf:data>
<show>
<macsec>
<mka>
<statistics>
<__XML_OPT_Cmd_some macsec mka_statistics_interface>
<interface>

<__XML__INTF_ifname>
< XML PARAM value>
<__XML__INTF output>Ethernetl/29</ XML INTF output>
</ XML PARAM value>
</ XML __INTF ifname>
</interface>
< XML OPT Cmd some macsec mka statistics  readonly >
<__readonly_ >
<TABLE_mka_intf stats>
<ROW_mka_intf stats>
<ifname2>Ethernetl/29</ifname2>
<TABLE ca_ stats>
<ROW_ca_stats>
<ca_stat ckn>2002</ca_stat_ckn>
<ca_ stat pairwise cak rekey>0</ca stat pairwise cak rekey>
<sa_ stat sak generated>0</sa stat sak generated>
<sa_stat sak rekey>0</sa_stat sak rekey>
<sa_ stat sak received>2</sa stat sak received>
<sa_stat sak response rx>0</sa stat sak response rx>
<mkpdu_ stat mkpdu tx>4335</mkpdu_stat mkpdu tx>
<mkpdu_ stat mkpdu tx distsak>0</mkpdu stat mkpdu tx distsak>
<mkpdu_ stat mkpdu rx>4335</mkpdu_stat mkpdu rx>
<mkpdu_ stat mkpdu rx distsak>2</mkpdu_ stat mkpdu rx distsak>
</ROW _ca_ stats>
</TABLE_ca_stats>
<TABLE_idb_stats>
<ROW_idb_stats>
<ca_ stat pairwise cak rekey>0</ca stat pairwise cak rekey>
<sa_ stat sak generated>0</sa stat sak generated>
<sa_stat sak rekey>0</sa_stat sak rekey>
<sa_ stat sak received>2</sa stat sak received>
<sa_stat sak response rx>0</sa stat sak response rx>
<mkpdu_ stat mkpdu tx>4335</mkpdu_stat mkpdu tx>
<mkpdu_ stat mkpdu tx distsak>0</mkpdu stat mkpdu tx distsak>
<mkpdu_ stat mkpdu rx>4335</mkpdu_stat mkpdu rx>
<mkpdu_ stat mkpdu rx distsak>2</mkpdu_ stat mkpdu rx distsak>
<idb_stat mkpdu tx success>8666</idb stat mkpdu_ tx success>
<idb stat mkpdu tx fail>0</idb stat mkpdu tx fail>
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<idb_ stat mkpdu tx pkt build fail>0</idb_ stat mkpdu tx pkt build fail>

<idb_ stat mkpdu no tx on intf down>0</idb_ stat mkpdu no tx on intf down>

<idb_stat mkpdu no rx on intf down>0</idb_ stat mkpdu no rx on intf down>

<idb_ stat mkpdu rx ca notfound>0</idb stat mkpdu rx ca notfound>

<idb_ stat mkpdu rx error>0</idb stat mkpdu rx error>

<idb_stat_mkpdu_ rx_success>8666</idb_stat mkpdu rx_ success>
<idb stat mkpdu failure rx integrity check error>0</idb stat mkpdu failure rx integrity check error>
<idb_stat mkpdu failure invalid peer mn error>0</idb stat mkpdu failure invalid peer mn error>
<idb stat mkpdu failure nonrecent peerlist mn error>0</idb stat mkpdu failure nonrecent peerlist mn error>
<idb stat mkpdu failure sakuse kn mismatch error>0</idb stat mkpdu failure sakuse kn mismatch error>
<ido stat mkpdu failure sakuse rx not set error>0</idb stat mkpdu failure sakuse rx not set error>
<idb stat mkpdu failure sakuse key mi mismatch error>0</ido stat mkpdu failure sakuse key mi mismatch error>
<ido stat mkpdu failure sakuse an not in use error>0</idb stat mkpdu failure sakuse an not in use error>
<idb stat mkpdu failure sakuse ks rx tx not set error>0</idb stat mkpdu failure sakuse ks rx tx not set error>
<ido stat mkpdu failure sakuse egpol ethertype misretch error>0</ido stat mkpdu failure sakuse espol ethertype mismatch error>

<ido stat mkpdu failure sakuse espol destmac mismatch error>0</idb stat mkpdu failure sakuse espol destmac mismatch error>

<idb stat sak failure sak generate error>0</idb stat sak failure sak generate error>
<idb stat sak failure hash generate error>0</idb stat sak failure hash generate error>

<idb stat sak failure sak encryption error>0</idb stat sak failure sak encryption error>
<idb stat sak failure sak decryption error>0</idb stat sak failure sak decryption error>
<idb stat sak failure ick derivation error>0</idb stat sak failure ick derivation error>
<idb stat sak failure kek derivation error>0</idb stat sak failure kek derivation error>
<idb stat sak failure invalid macsec capability error>0</idb stat sak failure invalid macsec capability error>
<idb_stat macsec failure rx sa create error>0</idb stat macsec failure rx sa create error>
<idb_stat macsec failure tx sa create error>0</idb stat macsec failure tx sa create error>
</ROW_idb_ stats>

</TABLE idb stats>
</ROW mka intf stats>
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</TABLE mka intf stats>
</__readonly >

R |

</ XML OPT Cmd some macsec mka statistics readonly >

</ XML OPT Cmd some macsec mka statistics_interface>
</statistics>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

514 : MACsec MKA =R TLET

switch (config)# show macsec mka summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:cts"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<macsec>
<mka>
< XML OPT Cmd some macsec summary>
< XML OPT Cmd some macsec  readonly >
<__readonly_ >
<TABLE_mka_summary>
<ROW_mka_summary>
<ifname>Ethernetl/29</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>No</keyserver>
<policy>mpdl</policy>
<keychain>kd</keychain>
<fallback keychain>fbkd</fallback_ keychain>
</ROW_mka_ summary>
<ROW_mka_summary>
<ifname>Ethernetl/30</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>No</keyserver>
<policy>mpd2</policy>
<keychain>kd</keychain>
<fallback keychain>fbkd</fallback_ keychain>
</ROW_mka_ summary>
<ROW_mka_summary>
<ifname>Ethernetl/31</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>Yes</keyserver>
<policy>mpsl</policy>
<keychain>ks</keychain>
<fallback keychain>fbks</fallback_ keychain>
</ROW_mka_ summary>
<ROW_mka_summary>
<ifname>Ethernetl/32</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>Yes</keyserver>
<policy>mps2</policy>
<keychain>ks</keychain>
<fallback keychain>fbks</fallback_ keychain>
</ROW_mka_ summary>
<ROW_mka_summary>

MACsec D% E .



B xvon

MACsec D%

<ifname>Ethernetl/33</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>Yes</keyserver>
<policy>mpsrl</policy>
<keychain>ksr</keychain>
<fallback keychain>fbksr</fallback keychain>
</ROW_mka summary>
<ROW_mka_summary>
<ifname>Ethernetl/34</ifname>
<status>Secured</status>
<cipher>GCM-AES-128</cipher>
<keyserver>Yes</keyserver>
<policy>mpsr2</policy>
<keychain>ksr</keychain>
<fallback keychain>fbksr</fallback keychain>
</ROW_mka summary>
<ROW_mka_summary>
<ifname>Ethernetl/35</ifname>
<status>Secured</status>
<cipher>GCM-AES-XPN-256</cipher>
<keyserver>Yes</keyserver>
<policy>system-default-macsec-policy</policy>
<keychain>ksr</keychain>
<fallback keychain>no keychain</fallback keychain>
</ROW_mka summary>
<ROW_mka_summary>
<ifname>Ethernetl/36</ifname>
<status>Secured</status>
<cipher>GCM-AES-XPN-256</cipher>
<keyserver>No</keyserver>
<policy>system-default-macsec-policy</policy>
<keychain>ksr</keychain>
<fallback keychain>no keychain</fallback keychain>
</ROW_mka summary>
</TABLE mka summary>
</__readonly >
</ XML OPT Cmd some macsec_ _ readonly >
</ XML OPT Cmd some macsec_summary>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

515 : 45FD MACsec R') O—DIERERTLET

switch (config)# show macsec policy mpsrl | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:cts"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<macsec>
<policy>
<__XML_OPT_Cmd_show macsec policy policy name>
<policy name>mpsrl</policy name>
<__XML_OPT_Cmd_show macsec_policy  readonly >
<__readonly_ >
<TABLE macsec policy>
<ROW_macsec_policy>
<name>mpsrl</name>
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<cipher suite>GCM-AES-128</cipher suite>
<keyserver priority>l</keyserver priority>
<window size>1000</window_size>
<conf offset>30</conf offset>
<security policy>should-secure</security policy>
<sak-expiry-time>60</sak-expiry-time>
<include icv_indicator>TRUE</include icv_indicator>
</ROW_macsec_policy>
</TABLE macsec_policy>
</__readonly >
</ XML OPT Cmd show macsec policy  readonly >
</ XML OPT Cmd show macsec policy policy name>
</policy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

516 : MACsec X 1) T #stE#RRLET

switch (config) # show macsec secy statistics interface el/29 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:cts"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">

<nf:data>
<show>
<macsec>
<secy>
<statistics>
<__XML__OPT_Cmd_some macsec_secy statistics_interface>
<interface>

<__XML__INTF_ifname>
< XML PARAM value>
<__XML__INTF output>Ethernetl/29</ XML INTF output>
</ XML PARAM value>
</ XML __INTF ifname>
</interface>
< XML OPT Cmd some macsec_secy statistics  readonly >
<__readonly_ >
<TABLE_statistics>
<ROW_statistics>
<ifname2>Ethernetl/29</ifname2>
<in pkts_unicast uncontrolled>6536205587</in_pkts unicast uncontrolled>
<in_pkts multicast uncontrolled>10775</in pkts multicast uncontrolled>
<in pkts broadcast uncontrolled>0</in pkts broadcast uncontrolled>
<in rx drop pkts uncontrolled>0</in rx drop pkts uncontrolled>
<in rx err pkts uncontrolled>0</in rx err pkts uncontrolled>
<in pkts_unicast controlled>N/A (N3K-C3636C-R not
supported) </in pkts unicast controlled>
<in pkts multicast controlled>N/A (N3K-C3636C-R not
supported)</in pkts multicast controlled>
<in pkts_broadcast_controlled>N/A (N3K-C3636C-R not
supported)</in pkts broadcast controlled>
<in pkts_controlled>5173107800</in_pkts_controlled>
<in_rx drop_pkts controlled>N/A (N3K-C3636C-R not
supported)</in rx drop pkts controlled>
<in rx err pkts controlled>N/A (N3K-C3636C-R not
supported)</in rx err pkts controlled>
<in_octets_uncontrolled>30491280431357</in octets_uncontrolled>
<in octets controlled>23935220809548</in_octets_controlled>
<input_rate_uncontrolled pps>N/A (N3K-C3636C-R not
supported) </input rate uncontrolled pps>
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<input rate uncontrolled bps>N/A (N3K-C3636C-R not

supported)</input rate uncontrolled bps>

<input rate controlled pps>N/A (N3K-C3636C-R not

supported) </input rate controlled pps>

<input rate controlled bps>N/A (N3K-C3636C-R not

supported) </input rate controlled bps>

<out pkts_unicast uncontrolled>N/A (N3K-C3636C-R not

supported) </out pkts unicast uncontrolled>

<out pkts multicast uncontrolled>N/A (N3K-C3636C-R not

supported) </out pkts multicast uncontrolled>

<out pkts_broadcast uncontrolled>N/A (N3K-C3636C-R not

supported) </out_pkts broadcast uncontrolled>

<out rx drop pkts_uncontrolled>N/A (N3K-C3636C-R not

supported) </out_rx drop pkts uncontrolled>

<out rx err pkts_uncontrolled>N/A (N3K-C3636C-R not

supported)</out _rx err pkts uncontrolled>

<out pkts_unicast controlled>N/A (N3K-C3636C-R not

supported) </out pkts unicast controlled>

<out pkts multicast controlled>N/A (N3K-C3636C-R not

supported) </out pkts multicast controlled>

<out pkts_broadcast controlled>N/A (N3K-C3636C-R not

supported) </out_pkts_broadcast_controlled>

<out pkts_controlled>5173113173</out_ pkts_ controlled>
<out rx drop pkts_controlled>N/A (N3K-C3636C-R not

supported)</out _rx drop pkts controlled>

<out rx err pkts_ controlled>N/A (N3K-C3636C-R not

supported)</out rx err pkts controlled>

<out_octets_uncontrolled>N/A (N3K-C3636C-R not

supported) </out_octets_uncontrolled>

<out octets controlled>23946219872208</out_octets controlled>
<out_octets common>30664229104600</out_octets common>
<output rate uncontrolled pps>N/A (N3K-C3636C-R not

supported) </output rate uncontrolled pps>

<output rate uncontrolled bps>N/A (N3K-C3636C-R not

supported) </output rate uncontrolled bps>

<output rate controlled pps>N/A (N3K-C3636C-R not

supported) </output rate controlled pps>

<output rate controlled bps>N/A (N3K-C3636C-R not

supported) </output rate controlled bps>

<in pkts_transform error>N/A (N3K-C3636C-R not

supported)</in_pkts transform error>

<in pkts_control>0</in pkts_ control>

<in pkts_untagged>N/A (N3K-C3636C-R not supported)</in pkts untagged>

<in pkts_no tag>0</in pkts no_ tag>

<in pkts_badtag>0</in pkts_ badtag>

<in pkts_no sci>0</in pkts no_ sci>

<in pkts_unknown sci>0</in pkts_unknown sci>

<in pkts_tagged ctrl>N/A (N3K-C3636C-R not supported)</in pkts tagged ctrl>
<out pkts_transform error>N/A (N3K-C3636C-R not

supported) </out pkts transform error>
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<out pkts_control>0</out pkts control>
<out_ pkts_untagged>N/A (N3K-C3636C-R not supported)</out pkts untagged>
<TABLE_rx_sa_an>
<ROW_rx_sa_an>
<rx_sa an>2</rx _sa_ an>
<in pkts_unchecked>0</in pkts_unchecked>
<in pkts delayed>0</in pkts delayed>
<in pkts late>0</in pkts late>
<in pkts_ 0k>1951781408</in_pkts_ ok>
<in pkts invalid>0</in pkts invalid>
<in pkts_not valid>0</in pkts not valid>
<in pkts_not using sa>0</in pkts not using sa>
<in pkts_unused sa>0</in pkts_ unused sa>
<in octets_ decrypted>8952613134278</in octets decrypted>
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<in octets validated>0</in octets validated>

</ROW_rx sa an>

</TABLE rx sa an>

<TABLE_tx_sa_an>

<ROW_tx_sa_an>
<tx sa an>2</tx sa an>
<out pkts_encrypted protected>1951773387</out_pkts_ encrypted protected>
<out_ pkts_too long>N/A (N3K-C3636C-R not supported)</out pkts too long>
<out pkts_sa not inuse>N/A (N3K-C3636C-R not

supported) </out pkts sa not inuse>
<out_octets_encrypted protected>8952606203313</out octets_ encrypted protected>

</ROW_tx sa an>
</TABLE tx sa an>
</ROW_statistics>
</TABLE statistics>
</__readonly >
</ XML OPT Cmd some macsec secy statistics__ readonly >
</ XML OPT Cmd some macsec secy statistics_interface>
</statistics>
</secy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

517 : MACsec DEITHERIFEHREZRTLET

switch (config)# show running-config macsec | xml

!Command: show running-config macsec
'Running configuration last done at: Tue Dec 15 11:53:10 2020
!Time: Tue Dec 15 13:58:58 2020

version 10.1(1) Bios:version 01.14
KAk khkhhkhkhkhkhkhkhhkhhkhhkhkhkkhkhhkhkhkhkhkhkhhkhhkhkhhkrkhkhrhkhhkhx

This may take time. Please be patient.
R Rk kb b b b kb kb b b b b b b b b b b b bk b b bk kb ik b b b b b
<?xml version="1.0"?2>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:10.1.1.:configure "
xmlns:m="http://www.cisco.com/nxos:10.1.1.: exec"
xmlns:ml="http://www.cisco.com/nxos:10.1.1.:configure macsec-policy"
xmlns:m2="http://www.cisco.com/nxos:10.1.1.:configure if-ethernet-all" message-id="1">
<nf:get-config>
<nf:source>
<nf:running/>
</nf:source>
<nf:filter>
<m:configure>
<m:terminal>
<feature>
<macsec/>
</feature>
<macsec>
<policy>
<__XML__PARAM policy name>
< XML value>mpdl</_ XML _value>
<ml:cipher-suite>
<ml: XML__PARAM suite>
<ml: XML value>GCM-AES-128</ml: XML value>
</ml: XML PARAM suite>
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</ml:cipher-suite>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-30</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
</ XML PARAM policy name>
</policy>
</macsec>
<macsec>
<policy>
<_ XML PARAM policy name>
_z__XML__value>mpd2</__XML__value>
<ml:cipher-suite>
<ml: XML PARAM suite>
<m1:__Xﬁf__value>GCM—AES—128</m1:__XML__value>
</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-30</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
<ml:security-policy>
<ml: XML PARAM policy>
<ml: XML value>must-secure</ml: XML value>
</ml: XML PARAM policy>
</ml:security-policy>
</ XML PARAM policy name>
</policy>
</macsec>
<macsec>
<policy>
<_ XML PARAM policy name>
_z__XML__value>mpsl</__XML__value>
<ml:cipher-suite>
<ml: XML PARAM suite>
<mI?__XM£__value>GCM—AES—128</m1:__XML__value>
</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>1</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-30</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
<ml:sak-expiry-time>
<ml: XML PARAM ts>
<ml: XML value>60</ml: XML value>
</ml: XML PARAM ts>
</ml:sak-expiry-time>
<ml:include-icv-indicator/>
</ XML PARAM policy name>
</policy>
</macsec>
<macsec>
<policy>
< XML PARAM policy name>
_z__XML__value>mp52</__XML__value>
<ml:cipher-suite>
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<ml: XML PARAM suite>
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<ml: XML value>GCM-AES-128</ml: XML value>

</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>1</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:window-size>
<ml: XML PARAM size>
<ml: XML value>1000</ml: XML value>
</ml: XML PARAM size>
</ml:window-size>
<ml:conf-offset>
<ml: XML PARAM offset>

<ml: XML value>CONF-OFFSET-30</ml: XML value>

</ml: XML PARAM offset>
</ml:conf-offset>
<ml:security-policy>

<ml: XML PARAM policy>

<ml: XML value>must-secure</ml: XML value>

</ml: XML PARAM policy>
</ml:security-policy>
<ml:sak-expiry-time>
<ml: XML PARAM ts>
<ml: XML value>60</ml: XML value>
</ml: XML PARAM ts>
</ml:sak-expiry-time>
<ml:include-icv-indicator/>
</ XML PARAM policy name>
</policy>
</macsec>
<macsec>
<policy>
< XML PARAM policy name>
< XML value>mpsrl</ XML value>
<ml:cipher-suite>
<ml: XML PARAM suite>

<ml: XML value>GCM-AES-128</ml: XML value>

</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>1</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:window-size>
<ml: XML PARAM size>
<ml: XML value>1000</ml: XML value>
</ml: XML PARAM size>
</ml:window-size>
<ml:conf-offset>
<ml: XML PARAM offset>

<ml: XML value>CONF-OFFSET-30</ml: XML value>

</ml: XML PARAM offset>
</ml:conf-offset>
<ml:sak-expiry-time>

<ml: XML PARAM ts>

<ml: XML value>60</ml: XML value>

</ml: XML PARAM ts>
</ml:sak-expiry-time>
<ml:include-icv-indicator/>

</ XML PARAM policy name>
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</policy>
</macsec>
<macsec>
<policy>
<_ XML PARAM policy name>
< XML value>mpsr2</ XML value>
<ml:cipher-suite>
<ml: XML PARAM suite>
<ml: XML value>GCM-AES-128</ml: XML value>
</ml: XML PARAM suite>
</ml:cipher-suite>
<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>1</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:window-size>
<ml: XML _ PARAM size>
<ml: XML value>1000</ml: XML value>
</ml: XML PARAM size>
</ml:window-size>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-30</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
<ml:security-policy>
<ml: XML PARAM policy>
<ml: XML value>must-secure</ml: XML value>
</ml: XML PARAM policy>
</ml:security-policy>
<ml:sak-expiry-time>
<ml: XML PARAM ts>
<ml: XML value>60</ml: XML value>
</ml:_ XML PARAM ts>
</ml:sak-expiry-time>
<ml:include-icv-indicator/>
</ XML PARAM policy name>
</policy>
</macsec>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/29</ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kd</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>mpdl</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_name>
<m2: XML value>fbkd</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
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< XML value>Ethernetl/30</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kd</m2: XML value>
<m2:policy>
<m2: XML _PARAM policy name>
<m2: XML value>mpd2</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_name>
<m2: XML value>fbkd</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/31</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>ks</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>mpsl</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_ name>
<m2: XML value>fbks</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/32</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>ks</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>mps2</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_name>
<m2: XML value>fbks</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
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<interface>
< XML PARAM interface>
< XML value>Ethernetl/33</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML __PARAM keychain name>
<m2: XML value>ksr</m2: XML value>
<m2:policy>
<m2: XML _PARAM policy name>
<m2: XML value>mpsrl</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_name>
<m2: XML value>fbksr</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/34</ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>ksr</m2: XML value>
<m2:policy>
<m2: XML _PARAM policy name>
<m2: XML value>mpsr2</m2: XML value>
<m2:fallback-keychain>
<m2: XML __PARAM fallback kc_name>
<m2: XML value>fbksr</m2: XML value>
</m2: XML PARAM fallback kc name>
</m2:fallback-keychain>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/35</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>ksr</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>system-default-macsec-policy</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
<interface>
< XML PARAM interface>
< XML value>Ethernetl/36</_ XML value>
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<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>ksr</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>system-default-macsec-policy</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>
</m:terminal>
</m:configure>
</nf:filter>
</nf:get-config>
</nf:rpc>
11>11>

switch (config) #
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