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« acl-mac-undesirable
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* acl-dhcp6
* acl-dhcp6-relay-response
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s Moderate : ZDHRY —iZ1L—k, 287 —TF, BEI T AD/N\—RA h %A X[ strict
AU —E D K&EL, lenient RU > — LD/ 0FE5,

eLenient : ZDORY > —X1b— b, 2HT7—TF, BEEY T AD/3—R ; P4 XX moderate
AR —I Y RKREL, dense RV o — LV /&L Y F9,

*Dense : ZDORY —Z1Lb—FhF, 24HF7—T7, KUY —0D CIR i, strict NV > —X
DB e £,

*Skip: = hr—L L —r R v—GF#EAInEEL, Ry bV —r0arba—
T =TT A2, Skip A7V a oIS N ERA) |

FTa v ERIRLRDSTEHASC, By T v 7 2—F 4 VT 4 #FT Lo Al
W, strict RY o REAINET, strict RY — BB L. HEIZS T T, CoPP AR Y
V—HEET AL EHERLE T,

\}

Note POAP i+ DA, T 7 4 /b b TILEHRK 2R Y o 73 S, CoPPARY 2—
ERETDHVLENDY F3,

copp-system-p-policy R U > —IZ1%, FEARWRT NA ABAEICER b LIZE2 R E STV E

T BT D DoS I T DIREESFITHE T DL O FEDZ TARLT 7R ar br—L
YA K (ACL) ZEMNMTLH2MLENRHYET, 774V FCoPPARY > —E, Y7 hy=T%

Ty 77 —=RFLTHERISNERE A,

A

Caution  okip 47> 3 U ARIR L, ZDHIC CoPP &7 E L TV 72054, Cisco NX-0S 7 /31 A
1T DoS KB L CTHagg 7RI 722 0 97,

CLI 7uy7 hpbsaup a~> REEITLTHEY Y N v 2—7 4 VT 4 BT S
M, F721X copp profile 2~ REFHEHA LT, CoPP DT 74/ b R U —%HFEY Y TTX
S

copp-system-class-critical 7 7 A DR EITRD LIV TH,

class-map type control-plane match-any copp-system-p-class-critical
match access—-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgpb
match access—-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access—-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis

copp-system-class-exception 77 7 A D EILIRD &1 T,
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class-map type control-plane match-any copp-system-p-class-exception
match exception ip option
match exception ip icmp unreachable
match exception ipvé option
match exception ipv6 icmp unreachable

copp-system-class-exception-diag 77 7 A D EIFRD &Y TT,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 7 7 A DFHEITRD LY T,

class-map type control-plane match-any copp-system-p-class-important
match access—-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrpé
match access—-group name copp-system-p-acl-mac-1lldp

copp-system-class-12-default 7 7 A DX EITIRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-default
match access—-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A DX EITRD LIV TH,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
match access-group name copp-system-p-acl-mac-stp
match access-group name copp-system-p-acl-mac-lacp
match access-group name copp-system-p-acl-mac-cfsoe
match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udld-vtp

copp-system-class-13me-data 77 7 ZA D& EIFIRO L Y TT,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DFREITIRD L Y T,

class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 77 7 A DFEIFIRD & Y T,

class-map type control-plane match-any copp-system-p-class-management

match access-group name copp-system-p-acl-ftp

match access-group name copp-system-p-acl-ntp

match access-group name copp-system-p-acl-ssh

match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
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match
match
match
match
match
match
match
match

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name
name
name
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copp-system-p-acl-snmp6
copp-system-p-acl-tftp6
copp-system-p-acl-radius
copp-system-p-acl-tacacs
copp-system-p-acl-telnet
copp-system-p-acl-radiusé
copp-system-p-acl-tacacsé6
copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EITIKD LB Y TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 27 7 A DFXEILIRD &Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIKD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router

match
match
match
match
match
match

access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name

copp-system-p-acl-pim
copp-system-p-acl-msdp
copp-system-p-acl-pim6
copp-system-p-acl-pim-reg
copp-system-p-acl-pim6-reg
copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DX EITIRD LY TH,

class—-map type control-plane match-any copp-system-p-class-nat-flow

match exception nat-flow

copp-system-class-ndp 7 7 A D

Ean
AX

EFRD &Y T,

class—-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 D& EIFIRD & Y TT,

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-mac-dotlx

match protocol arp

copp-system-class-normal-dhep 7 7 A DFREITIRD & 30 T,

class-map type control-plane match-any copp-system-p-class-normal-dhcp
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A DR EIZIRD L I TT,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response
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copp-system-class-normal-igmp 7 7 A D EIFRD &Y T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFEKEILIRD & T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 27 7 A DX EILIRD & 10 T,
class-map type control-plane match-any copp-system-p-class-undesirable

match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 7 7 A DFXEILIRD &V TT,

class—-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

\}

(GE)  copp-system-class-fcoe 7 7 A& Cisco Nexus 9200 > U — X AA v FTiEHHAR— I THEH
}Vo

BEZ LT 74 L CoPP R o —
Cisco Nexus 9200 'V — X A A v F D4, strict CoPP R U U — DR EIXRD LY TY,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp
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set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 >V — XI5 LN, 3164Q, 31128PQ. 3232C., HBLTUN3264Q A A v F
DA, strict CoPP R U 2 — DR EITRDO E BV TT,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

= B ooro— L IJL—rRYLUIDHE



| avro—nJL—rRyLoTnHEE

7!

£7FL—F 740k corP Ky o— [

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

ETL—FTI74IL L CPPRY —
CiscoNexus 9200 'V — X A A v F DA . moderate CoPP AR U o — DR EIZRD & B Y TY,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2
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police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XF LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA . moderate CoPP AR Y o — DR TEITRD B TI,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
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class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

Lenient T 7 4 JL k CoPP R!) o — :
Cisco Nexus 9200 >V — X 2 A v F D4 . lenient CoPP R U > —DEEITRDO LB Y T,
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policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class—-default

set cos 0
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police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 2 U — X LN, 3164Q, 31128PQ. 3232C, L UN3264Q AA v F
DA, lenient CoPP Y & — D EITRD LY T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
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class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

EEZEETIAIECPPKRY S—
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP R U v —DREIFKRD LY TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop

= B ooro— L IJL—rRYLUIDHE




arvrO—)L FL—rRYDUITDHRE

7!

waEr 7Lk copp iy o—

class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XE LT, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
D5, dense CoPP 7N U ¥ —DFEIFRD &Y TT,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring
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set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop

1RESBEYDNNTY FDI LTy MR

BEORY =0 1 BEHZ0 D7y b (PPS) DA (KU —0D4% 7 Z AH455 D PPS O
HEh O EBRIE, PPSOZ LYy MR (PCL) @ EFRIZZ2 0 £3°, FFEDZ 7 AD PPS H3HY
MUTPCLE®ET 5L, RENESGINET, AO PPS 27 121X, PCL 22 5 PPS
Doy EMD T T ANLDPIFLILERNHY ET,

EDa250SAVYKRTFAARZA—T AR

SUMMARY STEPS

CoPP %, EV =27 QoS A~ RIAf v A v ¥ —T =4 A (MQC) ZHEHALET, MQC i
CLI Dt x> TWET, MQC 2T 2L, NI 7 407 VTRADEHR. VT 7497
R — (R v—~=v7) Ok, BIOA X —T 2 ZA~DKITT 47 KY—0D
BHNAREICR Y ET, NI 74w 7 AU —ZiF, bTF7 74 v 7 7T AT % CoPP
BRExZ o ET,

1. cdassmap =~ FEEHLT, NI 747 77 RA%ZERLET, NTF 7497 VTR
3. M7y 7 OGFEICER L ET,

2. policy-map 2~ REMEHLT, F774 v 7 RV V—%2ERLET, FTF77 10y 7 R
Vo— (RVo—~v7)ZE, "I T74v 20 2T7R& "I T7 47 7T AZEAT
5 1 DEIIEIHD CoPP REZ B E T, bT7 7 47 R Y T —ND CoPP DIERET,
DEEINTE ST 7 4 v OWBEFIENRED £7°,

3. control-plane =< > F B X W sarvice-policy 2~ &AL T, bT77 4 v 7 KU —
(RYV—=vF) Zarbto—L FL— @M LET,
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DETAILED STEPS

Procedure

ATy I

ATy T2

ATvT3

classmap 2~ REHHL T, NT 747 VT AEERLET, N T 7497 VTR F, " T 74w
7 OFICEALET,

RIZ. copp-sample-class & FHEILDHT LW\~ v T Z2AERT 2012~ L E T,

class—-map type control-plane copp-sample-class

policymap =~ > FZHEHL T, h7 74 v 7 RV v—%EXLET, FT 74 v 7RV — (KR —
<o) WZE. NI T4 ITRE, NI T 4w T RIZHERAT D 1 OFZITEED CoPP HEREE &
OET, 77427 RYT—NOD CoPP DIEEET, NI NT NT 7 4 v 7 ORBLGENRRE D £,
control-plane =~ > R I LW service-policy =~ F&EHL T, 774 v 7 FVv— (R —~<v
) Earie—L FL— @A LET,

wIZ, avira—L FL— R v— <y T EEAT 502~ LET,

control-plane
service-policy input copp-system-policy

Note
copp-system-policy 1L IZFRE S 4L, BWHESNET, ZDa~vy FEPPRIICERNT 208135 0 A,

CoPP L EEA A —T AR

Cisco NX-OS 7 /31 A%, HFEA U F—T =2 A A (mgmt0) ZHR—FL7gRW\W, "—FRoy=zT
N—=Z2D CoPP 2T HYAR—FLET, 77 A7/ Fmgmt0 A > % —7 = A AL CPU IZ
BT D720, COPPREEINTWELAS N R T T 4y ~"— Ry o7 3L E
NEV.VR

mgmt) f > ¥#—7 A AT, ACLEZHEL T, MEFATDNT T 4T ~DT 7 ERAEF
AIEITHESR T 52 &M TEET,

CoPP MEESRIA L HIFIEIR

CoPP [ZBH4 D {EEHFH L FIFFHITRD LB TT,

e YU —R93(NIZT v 77 L— KT 5HNZ, scalefactor 1 module multiple-module-range =
<~ REFEH L TCAr— 3258 E 1ICRELET,

s AN strictT 7 AV N CoPPAR Y o —%FEHL, 2T, 7—FEo¥—BLOT 7 r—
Ta OBEMIZHESNT CoPP R Y V—%2BHESTHZ LML E9,
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¢« COPPD N A X~ A RiIH72 7 a2 TY, CoOPPERTET D & &1L, FEDERET
EASNA 7 m b a/oEEIC N2 T, P — "ERERICM B R — R — 3 PIREE A B BT
LHUENRHY ET, ZNHDOT 1 ha/LOKENER Sz, CoPP ZEH 4 548N
%Dij_o

s COPPZMENCE= X TH LA HRELET, Fuy 7B RELEEAIL, CoPPR T
T4 EERST ey X L0, £33 E0S | mébfbm/7bt®b%
HELTLZZEWD, WTFNoFEL, RIESOHT L, CoPP R v — % H 9 5T AFE
fliLE9,

MDITA < I THRELRNNT 7 4 v 73T T, ZKEOITA (T 74NV 7T
) WHEINET, 2O T ANO Ray FEE=X L, ZNHO Ra y 7RBRED
WERT 7 4w 7SN TWBED0, FREREINTORWZOIZIBINS LI HEEE D
RMRCHHINLEIDERELET,

TR fu—)L UA K (ACL) #BL CL—% Yty XA L7 N5
TOHDH/Nry b (28 21X, ARPB I ODHCP) ZHET 572012, §XTHTr— R
XX AN BMTI T4 TNCPPRY Yy 7 E2BLTEEINET, VEA L7 FTEHIHLED
RNTE—RXy A T 74 v ZFCoPP Yy 71K L THRESH, YEI LT 37
FEER LIy hOBGRAN—= R =27 NTH Y FENETHR, CPUILITEESL
FH A, am:%ﬁ?éﬂ£®&éjm—P%k2bh§74/7k CPU IZEFET 5
MEDWTa— KXY AN NTT7 4 v 7 &R R250 7 RHHETHAMLERS D 7,

sCoPPEREL-%., HWI TRy IRORFEHON—T 47 Fu hanril, FHS
NTWRWNE DT T RTHIBREL T 7ZE0,

sCoPPRY v —IZLoT, =T 47 7TabharpE0r VT4 AN NTT 47,
FRIT AL ANDA BT T A TIRT IRANT 4 VE Y T ENRNEHITHEEL
TLEEW, ZTONT T4 5T A NE Y TT 5L, CiscoNX-OS T/34 A~D Y

F— N T RANEL SN, 3 Y = VEBERPLEIC R ASEANH D 17,

* CiscoNX-OS V7 =7 %, HiJ1CoPP &H A L kN E— RZHAKR—MLEHA, CoPP
X, ANTORYR—FENFET (arbo—nL FL—r A Z—T A ATHLT
service-policy output copp =2~ > RiFfEHATEZ EHA) .

eN—RU=2TOT7 78X artu—)L M) (ACE) b b AU 2%, ACLGwHLZ

JTHEATEES, CPUD NI 74 v 7 ZdHi T 251213, Y7 FU=T7DACEE Y b
7 L & L show access-lists 3 J Uf show policy-map type control-plane =< > R Z2{# ffl L £
‘a‘a

« CiscoNX-OS TNA ZADN—RT7 =T7X, 7V —F 4 F = HBALT CoPP 31T
Liﬁ“ CoPP IR v —%H AR —FLTWERA, LER-T, L—FEERTD

BlE. BN T 7 4 v 7 TRA=R= RSPV 2 — VBB 2T 5 2 & D20
EKLT<EéwO

BEOT—=REL7 TRy BT ENDGE, O T 0 —OfEHERIIEH T
ES VR

« CoPP HREZ V7R — 4% CiscoNX-0S U U —2ZMm b, FrLnwr e ha)Lozomos <
A& ETe CoPPHERELZ VAR — 45 CiscoNX-0S V U — 22T v 77 L— R+ 5841
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CoPP OF LW T AEMEHAREICT D720y N T v 2—F7 4 VT (% setup 2~
v R CTEFTT 57 copp profile 2~ > REZFEITTHMENRH D £4,

aryre—nFL—r KU (CoPP) #REZ ¥R — K L TU5 CiscoNX-0S V U —
A5 CoPP HEREZ VAR — b L TWRWLLRTD CiscoNX-0S U ) —RA~DF 7 7 L— K
%34T B ENC. show incompatibility nxos bootflash:filename =~ > R &1 [l L C AL #att
ERER L TBLERDH Y £7, AR DEET 2581, Y7 hv=T 250
T U— RT DN, T T L— KA A= L BN REE T Tl L T2
0,

CoPP IZERNIC CE ¥ A, TNEEHICLLY ET5L. 7y MIS5037y M
(CiscoNX-OS U U—270 (3) 12 (1) LV@EiDOY YV—R) TlL— hilfREND0, =
T— A vb—UNFRENET (CiscoNX-0S U U —Z 7.03)12(1) LLKE)

Cisco Nexus 92002 Y — XA A » F (X, 10 kbpsDfEHTDHCoPPAR U H—1L— K &P K —
FLET, 10kbpsDfFH TRV L — FBARESNTWDLHE, TOL— MITVETHR
FI, e ZE, S5Kbps DL — hEHRELTH, AA »F 1L 50kbps 6 H L E T,
(show policy-map typecontrol-plane =~ > R CE/R SN D DIF2—HHED L — KT,
FEAIZOWTIE,  [CoPP OREDHER (31 ~—) | ZBZRLTIZIW) .

Cisco Nexus 9200 > U — R A A » FTiX, ipicmp redirect, ipv6 icmp redirect, ip icmp
unreachable, ipv6 icmp unreachable, 35 & UY mtu-failure |%[7] U TCAM = U Z{EH L |
INONTRXTHEIND Y T A~y T TIERY o —HITRMOEINDAFIEL £, CoPP
W70 7 7 A VT, 772%%7717/7_ VHENET, BlD CoPPRY »—T
X, OGN NREI2 D 7 T A~ v (72 21X, class-exception-diag) (2 DA, 7%V
DOBIFMIFR L7 T A~ FITnEINET,

« copp-system-class-fcoe 77 7 A& Cisco Nexus 9200 > U — X 2 A v FTIEHAR— I T
EFHEA,

« AXZT 47 TCoPPACL IZIX. IROTA RT A4 v EHIRFEENEH S NET,
¢ Cisco Nexus 9200 >V — X A A v FDBNAZT 4 v 2 CoPP ACL ZfEHA L E7,
« A% 5 4 v 7 CoPPACL IZ. BI®D CoPP 7 7 AZH~ vy B/ TxF1,

e AHBF 47 CoPPACLOT 7t A2 arvhue—,Lx U (ACE) 13ZEH 72134
frCxFEHEA,

'COPPACLQ’15?4 v ACLOYV T ARNY U ITNBHDLGHE, ZOXATDNTT 4w
JIZH LTy 7aNnNEd, & 23, ACLG\_aclmacstp"j‘77\]\)/775)E:
FNTWBEEAE, STP b7 7 4 v Z7IXZDACL DY T A <y A2 EENET,

« AZ 7 47 CoPPACL I, CoPP ARV v —HNTOME, FEISNDHIEF, BILU
show policy-map type control-plane =~ > RO /) TORRFICEFRR LS, XA F Iy
7 CoPP ACL &V S ET,

e COPPRY o —|ZAZF (7 CoPPACL RMLETY, ZhEiThbRnE ., CoPPRY
IR EINET,

avrao—LFL—rvRysoioEE |}
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B crrorornrae

* Cisco NX-0OS U U —Z 10.3(2)F LAK., CoPP DEETLIP N—R 7 4L &Z U 75, Cisco
Nexus 3600 77 v k74— AA v F (N3K-C36180YC-R 35 L N N3K-C3636C-R) T
AR—FINTWET,

A\

GE) IPv6e DEEAS., V—RAIPR—ADT 4 VEZ Y 7T, 24bMSB F
THR—FENFET,

A\

(GE)  CiscoIOS @ CLIIZIEN TW A S, Z OMBEICXHE T 5 Cisco NX-0OS =~ > Ridil w4
5 CiscolOS o~ RERLDZGERHDHOTHERE LTI I,

CoPP DT 7+ )L FERTE

WDFRIZ, CoOPPRTA—EZDT 7 )V FiREZRLET,

Table 1: CoOPP /X5 A —3 DT 7 #+ )L FE&TE

INSHA—4H FIHI b+

77 4 kAR Y 2— |strict

FI AN RY =9 RY =z R Y
Note
BT %27 72 v 7 THHE— b SNBHRY S —DRKEIE 128 T
ER

Alr— 7 7 7 2| 1.00

CoPP D% E
Z ZTlE, CoPP OFEEFIEIZOWTRI L £,
a2 kO—ILTL—V O S5RAIYTDERTE

arhra—LFL—rRY—Dartae— L FL—r V52 ERETAHAVLERHY
F9,

N7 4w 7 BT ST, BEFED ACLIZESWT Ay FEBRALET, ACL ¥—7U—
R permit 35 X OV deny 1%, FARHICITEGE S L E T,

- B - ro—LTL—r RS IORE
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avkA—LTL—2 IS5RATY TDRE .

IPX— 34 (IPvd) BEIOYIP X—=T 306 (IPve) Oy MIXHLTHRY —%RET

TET

Before you begin

JITAYyTNTACEL Yy N I 2 52EHTHLE6IL. IPACLBRERELTHD I & otk

RBLET,
SUMMARY STEPS
1. configureterminal
2. class-map type control-plane [match-all | match-any] class-map-name
3. (Optional) match access-group name access-list-name
4. (Optional) match exception {ip | ipv6} icmp redirect
5. (Optional) match exception {ip | ipv6} icmp unreachable
6. (Optional) match exception {ip | ipv6} option
7 match protocol arp
8. exit
9. (Optional) show class-map type control-plane [class-map-name]
10. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

5w 1 |configureterminal rTa—r ) ar74Xal—3 gy T— NEBG
Example: LET
switch# configure terminal
switch (config) #
X Fw 72 |classmap typecontrol-plane [match-all | match-any] | = he—nL FL—0 V52 <o FHEEL. ¥
class-map-name FAwy T aArT 4 Ral—va v E— Feih
Example: LET, 774/ DY T A% match-any T
switch (config)# class-map type control-plane 7ro 45§ﬁki§%j<64'j1§27?\ jijiﬁzéfd\jtﬁihiﬁiﬁu
ClassMapA é“ij—o
switch (config-cmap) #
Note
class-default, match-all, ¥ 721X match-any % 7 7
Yy THIHENTE £ A,
X w73 |(Optional) match access-group name access-list-name | [p ACL O~ v F L F 5 EE L E T,

Example:

switch (config-cmap) # match access-group name
MyAccessList

Note
ACL F—U — R permit 3 X (F deny iX, CoPP ¥ v
F U TR ER SN E T,

avrao—LFL—rvRysoioEE |}
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avka—L Fr—rvRysrrnEE |

Command or Action Purpose

AT 74 |(Optional) match exception {ip | ipv6} icmp redirect |[pv4 %7213 IPv6 ICMP U %A L' 7 ISk <7 » K
Example: D=y F T EBELET,
switch (config-cmap) # match exception ip icmp
redirect

RTwF5 |(Optional) match exception {ip | ipv6} icmp IPv4 & 721 IPV6 ICMP R RHEFISN X v R D~ >
unreachable FrUERELET,
Example:
switch (config-cmap) # match exception ip icmp
unreachable

A7 w76 |(Optional) match exception {ip | ipv6} option IPv4 £ 7213 IPv6 ICMP 473 3 VS48 » b D
Example: ~ T T ERELET,
switch (config-cmap) # match exception ip option

RFw 77 |match protocol arp IP7 RL A7 1 2L (ARP) BLONWT K
Example: L A figik7 1 k2,0 (RARP) /"7 v kD~ v TF o
switch (config-cmap) # match protocol arp ff%f#ﬁﬁfl/ﬂino

ATy S8 |exit IRy T aryr7 s ¥al—valy ET— Kaek
Example: TLET,
switch (config-cmap) # exit
switch (config) #

ZFw 79 |(Optional) show class-map type control-plane aryhu— LT —r IRy TORE LR
[class-map-name] LET,
Example:
switch (config)# show class-map type control-plane

2w 710 |(Optional) copy running-config startup-config EFary 74 Xal—Tark, AX— T v

Example:

switch (config)# copy running-config
startup-config

a7 4 Fal—railab—LFET,

(o] (o) ~ O = |
A bhkO—I)L =2 AR O—T Y TDERFE
CoPPORY v —< v THERETILENHLYET, R —<o S INIRY T RF A—
AEEOET, 7ITADR) b —2RE L1286, ROT 73V ERREEINET,

«50 37 MEY (pps) . 32734y b /3= | (Cisco Nexus 9300 35 L 109500 U — R
3164Q. 31128PQ. 3232C, B L U3264Q A A v FDIE)

<150 F 2ty MY (kbps) . 32,000 /XA R Ds3—2Z k (Cisco Nexus 9200 & U — R A A v

FDEHE)

= B ooro— L IJL—rRYLUIDHE
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Before you begin

avka—L IL—v Ky v—vvIoiE [

aryha— FL—r VITASTITNRELTHL L AR LET,

SUMMARY STEPS

configureterminal

PN =

* police [cir] {cir-rate [rate-type
« police[cir] {cir-rate [rate-type
* police [cir] {cir-rate [rate-type

[ALSRALA

}
}
]

(AL

(Optional) logging drop threshold
(Optional) set cos cos-value

exit

exit

—

©oN®»

policy-map type control-plane policy-map-name
class {class-map-name [insert-befor e class-map-name?] | class-default}
KONFNAD A~ REANLET,

[bc] burst-size [burst-size-type]
} conform transmit [violate drop]

drop-count [level syslog-level]]

(Optional) show policy-map type control-plane [expand] [name class-map-name]

10.  (Optional) copy running-config startup-config

DETAILED STEPS

Procedure

Command or Action

Purpose

RFw 71 |configureterminal Ja—)L a7 4 Xalb—gyE— NeBlG
Example: LETS
switch# configure terminal
switch (config) #

A5 w F2 |policy-map type control-plane policy-map-name aryrr—FL—rRI—vyTE2EEL,
Example: RIv—=yTarzq Falb—rart—Fx

0 NN - = =] s

switch (config)# policy-map type control-plane Bﬁﬁé\biﬁ‘o 2} U Y /7%fiﬁij( 64 I%T‘
ClassMapA KRILF-E/NLFIEEREET,
switch (config-pmap) #

ZFwF3 |class{classmap-name[insert-beforeclassmap-name2] | = fo—L FL—V VT A~ THRETITT T
| class-default} 2ZF T4 REEEL, oy har—L FL—2 s
Example: FAAYT 4 Xalb—arET— REBBLET,
switch (config-pmap)# class ClassMapA class-default 7 5 A < ‘y7bﬂj: r,lZ\"g"/‘JTO U —= y7°
switch (config-pmap-c) # — o ) o

DI TA=y T VA NDORRBIZMELET,
ATy T4 |(kOWTALrDa~vr REANLET, EF#HRLY— R (CIR) Z¥EELE7, b— M

* police[cir] {cir-rate [rate-type]}
* police [cir] {cir-rate [rate-type]} [bc] burst-size
[burst-size-type]

ZRIR LET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

« palice[cir] {cir-rate[rate-type]]} conform transmit
[violate drop]
Example:

switch (config-pmap-c)# police cir 52000 bc 1000
packets

Example:

switch (config-pmap-c)# police cir 3400 kbps bc
200 kbytes

+ 01 — 268435456 pps (Cisco Nexus 9300 35 KL
9500 U — X 3164Q. 31128PQ. 3232C., ¥
F1N3264Q A A v FDHE)

+ 0 — 80000000000 bps / gbps / kbps / mbps (Cisco
Nexus 9200 2 U — 2 A A v FOHE)

Note

CIR L'— FO#FIPHIZ 0 0 HE 0 £, LIFTOU
J—ATiL, CIR L'— hOHEFAIZ 1 HIRED F
T, ODETIEHE ATy R Ky LET,

committed burst (BC) #ifHI TR D X 912720 £,

«1—10737413/ > ; (Cisco Nexus 9300 33 &
9500 U —X, 3164Q. 31128PQ. 3232C,
B EU3264Q A A v FDEE)

+ 1 512000000 73 |k /kbytes / mbytes (Cisco
Nexus 9200 ¥ U —X 24 v FDHFE)
BEEET 7 arid, Xy MERELET,
Note

[@ U CIR IZ BC & —% (conform) 77 i 3 %4
ETEET,

AFw 75 |(Optional) logging drop threshold [drop-count [level | ke v 7 &SNz %7 v O LEVMEEZIEEL, K
syslog-level]] 2y TENERGE LT LEVEEZ B X 7255, Syslog
Example: ZAR L E9, drop-count 31 E D #iPHIT 1 ~
switch (config-pmap-c)# logging drop threshold |8000000000 /31 T9, syslog-level 5|4 HiPHIE
100 1~7THY, 774K LT 4TT,

AFw 76 |(Optional) set cos cos-value 802.1Q CoS fEZ45E L £¢, #lHIZ0~7 TY,
Example: 77 %V MEIX 0 TY,
switch (config-pmap-c)# set cos 1

AT ST |exit RV —wvF V5 Rar74F¥al—vay
Example: E—FEKTLET,
switch (config-pmap-c)# exit
switch (config-pmap) #

ATy 78 |exit RY)v—~=yFar7 i Xal—aryt—F %
Example: BTLET,

switch (config-pmap) # exit
switch (config) #

= B ooro— L IJL—rRYLUIDHE
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Command or Action Purpose
RFw 79 |(Optional) show policy-map type control-plane ay k=)L —r R =<y TOREETE
[expand] [name class-map-name] RLUET,
Example:
switch (config)# show policy-map type
control-plane
Z 5w 710 |(Optional) copy running-config startup-config FTar 74 Xalb—rvarreE, AFX—KT v
Example: a7 4FXal—valat—LET,
switch (config)# copy running-config
startup-config

arvkAO—ILTL—2H—ERRY O—DEHRTE

CoPP Y —bE R R —IZH LTI DFELITHEROR) > — <~y TERETEET,

)

Note CoPPRUL—Z2LEHLCoPPOHIAX LRI —%WHALELY ELEESE, "—FU=TH
TIRIET FIv 7 ELTHRESIN, ROA v E—UNRERINET,

This operation can cause disruption of control traffic. Proceed (y/n)? [no] y
2013 Nov 13 23:16:46 switch %ACLQOS—SLOT24—5—ACLQOSiNON7ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT21-5-ACLQOS NON ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT25-5-ACLQOS NON ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT26-5-ACLQOS NON ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT22-5-ACLQOS NON ATOMIC:

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:

update done for CoPP

Non atomic ACL/QoS
Non atomic ACL/QoS
Non atomic ACL/QoS
Non atomic ACL/QoS
Non atomic ACL/QoS
Non atomic ACL/QoS

Non atomic ACL/QoS

policy
policy
policy
policy
policy
policy

policy

Before you begin

aryhe—N L= R o—<vTPRELTHDLI L EHERLET,

SUMMARY STEPS

configureterminal

control-plane

[no] service-palicy input policy-map-name

exit

(Optional) show running-config copp [all]
(Optional) copy running-config startup-config

©oaprwDdR

N

avrao—LFL—rvRysoioEE |}
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DETAILED STEPS

Procedure
Command or Action Purpose

R w 71 |configureterminal JTa—nN) ary7 4 Xal—3iay T— NEELG
Example: LET

switch# configure terminal
switch (config) #

2w 72 |control-plane arvhe— L —rar7 4 Xal—3iarE—
Example: RZBRE L £,

switch (config)# control-plane
switch (config-cp) #

2 5w 73| [no] service-policy input policy-map-name ARNT T4 w7 DOR) v—~o T ERELET, K
Example: V== TPEROL5EIT. TORT v T Ak
DiRLET,

switch (config-cp)# service-policy input PolicyMap?|

CoPPIZT 4 E—T N TExEHA, ZDa~wr RiC
No7 4 —2&ANTHHEE. N7y MI1IBRHZY
50 37w Mz b— MlR S E 7.

AT v 74 |exit aryhr—nFlL—rar74¥al— a3 E—
Example: RZE#&T LET,

switch (config-cp)# exit
switch (config) #

R w 75 | (Optional) show running-config copp [all] CoPP B EEFERLET,
Example:

switch (config)# show running-config copp

X 76 | (Optional) copy running-config startup-config Effar 74 Xal—Tarhk, AFX—hT v
Example: Y74 X2l —vailar—LET,

switch (config)# copy running-config startup-config

SAH—KZTEDCPPDRYT—IL T 79 B DEKTE
FGALUA—RITEDCOPP DA —)V 77 7 X EBETEET,

A=)V T 7 7 X DORET, FFEDTA > — NIZ#H Sz CoPP DR Y ¥ —DR Y H—
L— DR =Y U ZIEHESNET, ZITAIUEIL0.10 ~2.00 T, FEDT A 1— K
WXL CBIED CoPP AR Y v — 2 AR, RV — Lb— R E8NE g cesd, &
FIx T <ICHEDE 25720, CoPP R v —%2HEATHILEIHY A,

= B ooro— L IJL—rRYLUIDHE
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SUMMARY STEPS
1. configureterminal
2. control-plane
3. scale-factor value module multiple-module-range
4. (Optional) show policy-map interface control-plane
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

ra—r\L ar 74X a l—3ay T— Nath
LT

ATvT2

control-plane

Example:

switch (config)# control-plane
switch (config-cp) #

ayvhp—LFlL—rary7 4 Xal— g EF—
RZBAR L F7,

ATvT3

scale-factor value module multiple-module-range

Example:

switch (config-cp)# scale-factor 1.10 module 1-2

TA L H—RZTEIZRI Y — L — FERELET,
TR SNTe A —v 7 7 7 ZAEI1£0.10 ~2.00 TJ,
A=)V T 7 7 BEPFKESNTWHEE, R v
VIMEICIEE Y 2 — VL DRNET DA — IV T 7 I A
ERFEEN, BEOE S a—Alc T e s3I0
SET,

T 7 HIN NDAT—)V 7 7 7 ZE 100 RTITIE,
no scale-factor value module multiple-module-range =
<> R&EfEHAT 257, scalefactor 1 module
multiple-module-range =~ > K& L THHRIIZ
T I AN MDA —)v T 7 7 X ThDHAE 1.00 1IZ5%
ELET,

ATvT4

(Optional) show policy-map interface control-plane

Example:

switch (config-cp)# show policy-map interface
control-plane

CoPP RV v —NEH SN LA I D A r—
WV T 7 I AEEFRRLET,

ATy Th

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EiTar 74 F¥al—rarrk, AX— T v o
V74X 2l —Y gl a—LET,

avrao—LFL—rvRysoioEE |}
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TI7AILEDCPPAR) —DEREF-IXIBER

BDT 74k CoPP AR —IZEF LY, [WILT 74/ b CoPPARY > —2FEH LY

THILNTEET,
SUMMARY STEPS
1. [1[]1]]nocopp profilestrictmoder atelenient dense
2. (Optional) show copp status
3. (Optional) show running-config copp
DETAILED STEPS
Procedure
Command or Action Purpose

25w 71|11 ]]]nocopp profilestrictmoder atelenient dense CoPPRA N T T 77 4 AR v—%#HLET,

Example: CoPPIIT 4 E—7 NMICTEEH A, ZDawr KD

switch (config)# copp profile moderate nlEXx2 Ah+sL. 7oy hdOL— RIEED 50
Ny MRS D £,

AT 72 |(Optional) show copp status KEOBREIHEB LI OZED AT —H X7 Y CoPP
Example: DAT—HZ AR R LET, ZOa~v REETT
switch (config)# show copp status 2 & N CoPP ~A ]\ 70? 75:4’ A 7j<° U Y=Ray ]\

0=V 7L =T HyFENTNWD Z L R
b TEET,

R w 7 3 | (Optional) show running-config copp EiTar 74X a2 b—3 3 U ND CoPP 3RE & F<

Example: LET

switch(config)# show running-config copp

COPPRR kIS0 T4 RAKR)—DaE—
CoPP A N7 Z 7T 4 AR —FHARYEHTT, TOREE2ETETHHAIT. Fhvze
aE—TAHLENLHY T,

SUMMARY STEPS

1. copp copy profile {strict | moderate | lenient | dense} {prefix | suffix} string
2. (Optional) show copp status
3. (Optional) show running-config copp

- B - ro—LTL—r RS IORE
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DETAILED STEPS

Procedure

corp 0EOHE |

Command or Action

Purpose

X 71 | copp copy profile {strict | moderate| lenient |dense} |CoPP XA ~ 'S5 7 F 4 A KU L —D a ¥’ — % 1E
{prefix | suffix} string LET,
Example: CoPP %, HELIZT LT 4 v/ RAETEH T 1 v
switch# copp copy profile strict prefix abc Ve X@'@—/\T@ﬁ ’72 - ‘)70%42(}‘7\1‘\0 R a— o
TOAFTEETELET,
AT 72| (Optional) show copp status RBEOBREMMEBLRNEDORAT —HX A2 L CoPP

Example:

switch# show copp status

DAT—HAZFRRLET, ZOa~vy NEFTT
HE, abv—EnR)—naryro—L 7 L—
VT HE v FENTWRNWZ L Z2MERT LT
xFET,

ATvT3

(Optional) show running-config copp

Example:

switch# show running-config copp

ar—3SNER) O —REEEL, EfTar 74
Xl — g NDCoPPREXF R LET,

CoPP MR TEDHEER

CoPP O EERET AT HITIE, ROWVTNNDOIEEZITVET,

avU kR

B8

policy-map-name]

show policy-map type control-plane [expand] [ hame

ayvbha—)L FL—r R
Vv EHET S TR
~v 7. BXOCIR & BC D
EERRLET,

avrao—LFL—rvRysoioEE |}
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avy kR

S

show policy-map interface control-plane

RY—OfEE BT %7 Z
A< BLORY —Z
LERR I TA T TED
Fa vy 7BRERINET, F
72, CoPPR Y —m@H &
TWAEEIE, A —n 77
JAEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
NEUR

Note

A=) 777 &%, CIR &
BC DA %EY 2 —/LTH
HENZER LETH, 74 A
TUAZRRINDDIE, &
E XN 7= CIR & BC OfED #
T, Yo — VT EREICE
HENDEX A7—n 77
7 B EE A BT T2ET

7

show class-map type control-plane [class-map-name]

DY TGA <y TIIAA VR
SNTWHACLEEGD, a3
fag—L 7L —r 7T RA<y
TOHREERRFLET,

= B ooro— L IJL—rRYLUIDHE
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av YR S]]

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1) o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH S TS 2 507
7 %V @D CoPP DA | 7
FIT 4 AR — (BEE
AEn T D E LR >—
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEA SN THWET 740 b
D CoPP XA N 7T 75 4 A
RY — DRI LieT
7 4/ D CoPP XA~ 7 Z
T 4 AR —DENE R
ALET BUEEH STy
LR IR ) o— & LLR#E
L7zfWAR Y =72 8)

show copp profile {strict | moderate | lenient | dense} IJIABLORY—fEE &
HiZ, CoPPXA N ST 7 4
2R —OFfl e F£R L E
R

show running-config acimgr [all] Eitar 7 4 F¥Fal—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ERRILET, Al 7= v
T L, Elrar T4
Xal—varOFr 74/ E
(CoPPEXIE) & —HERIC
&% ACL D7 i3EFER S vE
R

show running-config copp [all] FTaryv 4 X¥alr—rvar
WD CoPP X E & FR L £,

avrao—LFL—rvRysoioEE |}
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avy kR

S

show startup-config aclmgr [all]

AH—= T oS a7 ¥
L—yaryDa—PREICL
HT kA ary bha—)LJ R
F (ACL) &/~ LET, all
FFarEFERTHE, A
A=K T w7 ar74¥a

L—3vDF 7 )b b

(CoPPRRE) L —HEHKIC
£ 5 ACLOWM G NFERSNE
R
=1 - —
CoPP BZER T—R ADFKRMR
SUMMARY STEPS
1. switch# show copp status
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 1 | switch# show copp status CoPP MSEEDRE AT —F A% Fom LET,
Example
RIZ, CoOPP RIEAT —F A& RKm-T DM LET,

switch# show copp status
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SUMMARY STEPS

1. switch# show policy-map interface control-plane
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DETAILED STEPS
Procedure
Command or Action Purpose
R v 71 |switch# show policy-map interface control-plane WH X7 CoPP RY o —D—THATXTDY
FRZEALT, N7y R LULOREHERE R L
£7.

kg #®IL, OutPackets (2 hr—/L 7' L—Z
st LT &iz 37 > ) & DropPackets (L— |
HfRIZE > T Ry 7FEahic "7y M) IZBL T
ELET,

Example

RIZ, CoPP =X T D02 LET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :
transmitted 373977 packets;
dropped 0 packets;

CoPP #R&TIRERDV ) 7

SUMMARY STEPS
1. (Optional) switch# show policy-map interface control-plane
2. switch# clear copp statistics
DETAILED STEPS
Procedure
Command or Action Purpose
Z v 71 | (Optional) switch# show policy-map interface BEBHASNA TS CoPP EY o —BLrOr 527
control-plane L ofEHE R 2R LET
ATy 72 |switch# clear copp statistics CoPP #iFHEH % 7 UV 7 LE T,
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Example

WIZ, A v H—T oA ABREET, CoPP#aHEHRA2 27 )V 7+ 4562~ LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP % 7E I

Z Z T, CoPP OFEFZRLET,

CoPP % 7E 451
&IZ, IP ACL & MAC ACL M9 % CoPP 2 ET HHlE= R~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eq 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access-group name copp-system-p-acl-msdp

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class-default
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police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% AER L. ACL ZBHHEATHT 21213, kO X H I LET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP RV ¥ —|27 T A& EBMTHITiE, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

Yy b7 TA—TFT 4T 4I2&BTIHILFCPPKR) O—DEE

- IXBER

Yy b7 v F 2—F 4 VT 4 &HEHALTCoPP OF 7 4 /v b RV > —% {4 5 6% ki
RLUET,
switch# setup
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.
Would you like to enter the basic configuration dialog (yes/no): yes
Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>
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Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]l: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n

Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy
Would you like to edit the configuration? (yes/no) [n]: <CR>

Use this configuration and save it? (yes/no) [yl: y

switch#

CoPP 2B 9 & EMNFHR

Z ZTlX. CoPP ®EHEIZET HBIMERIZOWVWTIHIAL £,
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Z 4 & A | [Cisco NX-OSLicensing Guidel

ZHE 24 ML

RFC2698 | ['A Two Rate Three Color MarkerJ
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