URFLAVvE—SOX LY ORE

ZDOETIE, CiscoNX-0S TNRA A ETYVAT A A yb®— aX oV ERET D HEICON
THEHALET,

ZOET, WONETHRLSINLTWET,
c VAT L AvE—T BX VO, on page 1
¢ VAT A AvE—Y X OFEEFRELOHKIER G —)
C VAT A AvE—T aX DT 7 4V Fi%IE, on page 3
c VAT AA =YX TORE 42—)
c VAT A Avt—Y XSO EMER, on page 21
VAT A A=Y X TORTEH (22 =)
« ZOMDOBEEE (23 X—)

~ — o~ b ~ » E\

DATLAYytE—D OX T DM

VAT LAy aX o e EH L, VAT AT e ARERT DA v E—
VOBRKEEZTA4NEZ VT TEET, Iiktyary, 7 7y A0, BEXOUVE—K ¥
AT LD Syslog h—/S~DOu XU T ERFETEET,

VAT LA YE—VDT 4=y FBIOT A ABRAERT DA vE—TOFEMICOWTIL,

[Cisco NX-OS System Messages Referencel] &2 L T 72 &0,

FTITFINVETIE, TXA AT Z—IF LBy vailAvke—VaHAL, v 77402
VAT A Ayve—VEu gL ET,

WORIZ, VAT LA vE—VTHHEINTWIERELRLET, BEREZRET D55

VAT HFZEDLNVUTORA v =V E N LET,

Table 1: VR T L A v 2—CDERE

LRI Bl

0: B2 VAT BDMEAE]

1:77—F VRS AL B 203 2 B

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |
. Syslogt—/\

LR & EA

2: 7 UT 4T VT 4 IIVIREE

3: 27— = 7 —IKHEE

4 = /NS

5 : g BN R 2B 5008
6 : T W2 HEHA v E—Y

1Ty T | TRy ST D BFT

TNNAAIERKEO, 1, FHIE2DAvE—=VDI 6, HHD 100 A vtE—% NVRAM
N LFET, NVRAM ~Oua X Z IR ETXEEA,

Ao —UERAERLET7 7o) T 4 EERKEICESWTRRTHIVAT AR vy E—VERET
=FET,

Syslogtr—/\
syslog #— 3%, syslog 7’0 F A/VZHEASNWT U AT A Ay =V AT HVE— K VAT
A ETEVMEL £9, IPv4 £/ IPv6 @ Syslog — %K 8 DRETXET,

777V ITNOTRTDAA »TF Tsyslog b — DR UREE Y AR— T 5H72DIZ, Cisco
Fabric Services (CFS) Z{# ] L C syslog ¥ —/\i% & & Fifi T& 9,

N

Note  f5A10>7 /S f ZAFIHEIEIC, A v — VD syslog h— KB SN D DIE, F v hT—7 D)
Witk T,

t & 2 7 73 Syslog H—/\

CiscoNX-0S U U —2 92(1) LIETIE, VE—bh aX o7 =X 2T R TLS N T
AR— M A AR — M2 K 9 ICSyslogV—"ZRETEET, S HIT, MHARIEORIEIC
LFoTNXOS AL v F (VFAT >N OTATT 4T 4 &b EnTEET,
NX-0S ZA v F DA, ZOREHEIEX TLSvI.1 BLONTLSvI2 %R —k LET,

¥ 2 7 77 Syslog h— SORETIE, T /31 AFREHES L OWE (L 2429 % 7212 TCP/TLS
FIUAR—IBIOEXF2 VT 0 Fu harzEHLET, 2o+ sLe,. (75
AT hE LTH#EEL T D) CiscoNX-0OS 734 AN, aX o 7t ¥ a7 ez R —
F42% (=L L THEREL TV D) UE— b Syslogh— NIk L CEF 27 R ES{b &N
TR RERAMNL T DL 0220 9, siFERESfbic kv, ZoMETIE, &
X2V T A RESN TRV R Y N —7 ETh X a7 RBELZEATE E7,

s A0k
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DARATLAY

YRFL A ve— axvrnxEsEssUHnsE ]

t—o0OX DI DEEFES L UHINEE

VAT A A=Y aX o IROBRE LOEBFHRLHKFEIH Y £,

VAT A A=K, TNV NTaryYy—rBIOn S Ty A GRS NLET,

syslog 4 — NIZEET HRNCH I SND VAT L A vbE—Y (A== NRA Y T 7T 4
T Ayb—URF L TA Y A= E) 13X, syslog P— NICEETEEHA,

Cisco TlX, ¥ _XToOTrtRAOa s L)V E2T 74V NOFEEHERFT L L2 /R LT
WET, LR BIFTEVEICERET D &, BRI Tldleisyslog A v E— UMK
RINAHEEERHV FT, ZNHD XA vE—d, BRolT 7 — A EBERT A REEMEN
HY . EEILTACIC L AEHWR NI TNy a—F 4 7 OBEBIEHR S ET, Cisco
T, 774NV FEDH EOL~LD syslog A vE—VEFAR—FLTOERA,

Syslog DH#lIFRIZ XV | securePOAP pem 7 7 A /L4 D LT lX 230 LFICHIBR STV E
T2, X =27 POAP [ pem 7 7 A /L4 & LT 256 XLFDOESEZYR—FLTHET,

CiscoNX-0S U U —2 92(1) LIETIX, VE—bh BX v/ =D F 277 TLS k
FUAR— MNEfR AV AR — T 5 L) IZSyslog — &R ETETET, ZOMEEIX. TLS
v.1 BEXO'TLSv12 ¥R —F LET,

Cisco NX-OS U U — 2 10.4(3)F LAF, TLSv1.2 & TLS v1.3 721} %% Cisco Nexus 9000 3/ U —
ATT7y hT7 =LAy FTHR—=FINTWVET, syslog® TLSv1.1 B LTTLSv1.0
DY R— MIFELEIHE LT,

Yo T TesyslogV— N3 A RN R GEEHE) A X —T A AN L TCEETE D X
2T DITIE, CoPP 7’0 7 7 A VTN LERGANH Y 97, FFiC, Efkonx
T = RPRRESNTWDEEE, BLOERFRETEEO syslog WER SN D HA (77—
N7 o TRBET TV r—vavil)

EE . syslog lZiZme—AV XA L —URERENET, 7272 L, NGINX 72 EO—H D
IR —R Y FTE, B UTC XA LY — 2 TRRSNET,

CiscoNX-0OS U U — A 10.3(4a)M LARETliZ, syslog 7'& k =2/ RFC 5424 2423 25 AT

®loggingrfc-strict5424 2~ > R (A7 a ) B, ROXIIZHLWF—T—F (full)
ZABINT 52 & CIESNTWET,

logging rfc-strict 5424 full
DX —TU— RKEBMTDHE, Syslog 7B k2L RFC 5424 FEYEIZ 52 2T HERL L 37,

7272 L. [APP-NAME] [PROCID] [MSG-ID] [STRUCTRED-DATA] 7 A —/L RIZMENMEH T 7220
BE, nilfEEY vy 2 () TRENET,

DARATFLAYytE—AFXF DT IHILEE

WDOFRIZ, VAT A A= uaX o S RNGA—EDOTF 74V bREEZRLET,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Table22 T O+ I FDIRTL A ytE—S AFD G NS A—4

ING A—4

FI4I bk

ayvy—uaxrs

BRE2 TS Rx—T

=t g ==V

HRES T R—T v

ol ZyAaX g

BRESOA vE— XL TR, R—T L

EFVa—uaxrs

HRES T R—T v

Ty VT4 mX LT A XTI
FALAZTHAL |
Syslog =N u ¥ 7 |5 4E—T

Syslog ¥ —/ % & DOEAT

N

VATLAYyE—OF VT DEE

)

GE)

Z DOFEBED Cisco NX-0S =2+ FiZ. CiscolOS Da~<y REITE R ALEAENH LD THEEL
TLTEEW,

—ZIFILEY A UADVARTLAAYyE—2OFXF DV TDERTE
BREIZESNT, oY —b, Telnet, BLOSSHE Y a VA=V T 589
T NA AEBRETEET,

T 7+ T,

\}

H—IF Lty varcaXo i A 2—7 N0 TT,

Note

SUMMARY STEPS

PODN=

a2V —)LDR— L— kR 9600 R — (F 74/ L) OFA. BUED Critical (7 74/ k) B
X7 LRI SNE T, aryY— 1 aX o S LV EERLL) L5 L LTI —
Ave—UNERSNET, eX 7 LoUL% EF% (Critical L0 b B ik, =20y —
VDR — L— % 38400 R—|ZEFTHLERH Y £,

terminal monitor
configureterminal

[no] logging console [severity-level ]
(Optional) show logging console

. VRTLAYE—OOFXF VT DHRE



| v2FL4vEe—SnF¥Li0H
B—2F Lty avA0LRTL *vte— oxvonE |

[no] logging monitor [severity-level]

(Optional) show logging monitor

[no] logging message inter face type ethernet description
(Optional) copy running-config startup-config

® N o o

DETAILED STEPS

Procedure

Command or Action

Purpose

R w 71 |terminal monitor

Example:

switch# terminal monitor

FRA AN )= A v —VETEHETE D &
I LET,

R T 72 |configureterminal

Example:

switch# configure terminal
switch (config) #

ra—r\)Lar 74X al—ay T— NG
LT

R w 7 3 |[no] logging console [severity-level]

Example:

switch (config)# logging console 3

BESNTEERELEEZNLY ELOEKRED A

t—Vhary— vy ig LCEERT AL,
TNARAERELET, /DSWVHEIZ, KV EVEKX
EramrLET, EREIZO~7OFHMTT,

«0: BA

*1:77—F

2: 7 UT AN

*3:xTT—

4B

«5 @A

<6 IR

T TNy
HRENMEES N TORWEA, 774/ hD 2R3
fEHENET, nodF7va i, Avk—YEar

V—za ST AT, AR T 4 B — T T
LET,

2 T 7 4 | (Optional) show logging console

Example:

switch(config)# show logging console

ayvy—naX o rRERFFTLET,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Command or Action Purpose
AT 75| [no] logging monitor [severity-level] TNAAPEESNTZERELZNLY EIOEKX
Example: DAy E—VhE=HICEETEDEIICLE
switch (config)# logging monitor 3 ‘@40 /J\él/\ﬂﬁbi‘ S D %V\Ejﬁg;&’_ﬁbiﬁ‘o Ej(
FEIX 0 ~ 7 O#FiPH T,
«0: XA
c1: 77—k
2: 7 UF 41)b
*3:T-T7—
<4 BE
o5t AN
<6 : Tk
T TRy T
HEIL Telnet BEONSSH v > g SN E
R
BERENMEESNTWARWES, T 740 D20
EHENET, nodF 7y avid, Avk—%
Telnet BEUNSSHE v g ica /45554 AD
LT 4 E—7 T LET,
AT 7 6 | (Optional) show logging monitor EFE=X mFX U REERFLET,
Example:
switch(config)# show logging monitor
Z 7w 77 | [no] logging messageinter facetypeethernet description | 3 25 A X w2 —3 a JNT, WEK A —HF % v
Example: A E—T 2 A RABLOH T A 2 —T = AT
switch (config)# logging message interface type ﬂb(iﬁ%é)ﬁj}ﬂ(é{ D& 5 e [/35"9,—0 :@Eﬁﬁfﬁ
ethernet description X, A VA —T 2 ATREINEZDHHALELC LD
/C“ﬁqo
noA7rva i, WA —Yxy h A ¥ —Tx
AADVAT I A=Y adNOA X —T =
A AT OHIZ T 4 E—7 M LET,
Z T w 7 8 | (Optional) copy running-config startup-config FTary 74 FXal—rark, AX—hKT7T v/ =

Example:

switch (config)# copy running-config startup-config

V74X al—varilar—LEd,

e
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Syslog A v t— MEETT ID DERE

U E— b syslog — N2 E &N D syslog A v —VICHEA M4, IPT KL A, £037 % A
hSCFHN A A9 5 X 9 1T Cisco NX-0S 7% ET& £9°,

Syslog * v £—C DREETT ID DERTE .

FIEDHE
1. configureterminal
2. loggingorigin-id {hostname | ip ip-address| string text-string}
3. ({EE) showloggingorigin-id
4. ({EE) copy running-config startup-config
FIED %
F&E

ARV RFERFTIVaY

=)

Z 5 71 |configureterminal Ta— ) ar7 4 Xal— gy T— NS
f LET
switch# configure terminal
switch (config) #

AT 72| ¥ZE: loggingorigin-id {hostname|ip ip-address| string | Y <&— | syslog % —/NZ24(8 &% syslog A v & —
text-string} VIZEBMTBHHEA RN, IPT FLA, 37 F X
15“ : ki?ﬁ”%f?ﬂﬁﬁiﬂ Liﬁ‘o
switch(config)# logging origin-id string
n9%k-switch-abc

ATw 73| ({EE) show logging origin-id U — | syslog —/NZk1E S5 syslog A v —
51 VIAmEhs, REFHDHRA ML, IPT R

- . . S A, FLEEFTIFAMNLFANER R LET,

switch (config)# show logging origin-id
Logging origin id : enabled (string:
n9k-switch-abc)

ATv 74| ({E&E) copy running-config startup-config FiTary74Xal—vark, AF—FrT v 7
1 V74 F¥al—valar—LET,

switch (config)# copy running-config startup-config

T7ANANDURTL A yE—UDERER

VAT AA =TV ETFAMIGEERT DL T A AERETEEY, 774V P TI
VAT LA v — U Nlogflash/log/logfilename (ZFREk S AU E T,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

FIEDHE
1. configureterminal
2. [no]logging logfile logfile-name severity-level [ | size bytes ]
3. logging event {link-status| trunk-status} {enable| default}
4. (f£&) show logginginfo
5. ({E#&) copy running-config startup-config
FED FHHH
Fig
OV RFERETIVa Y B
AT w 71 | configureterminal Jua—)ary 7 4 ¥alb—3g )y ET— REElh
15“ : Liﬁ—
switch# configure terminal
switch (config) #
A7 F2|[no]logging logfile logfile-name severity-level [ | size | JEokiiftim 77 7 A W8T A— 2 ZgE LET,
bytes |
logfilename : ¥ A7 A A v —YORIFIHEHT D
B B 7y ANDEHERELET, T4 O
switch (config)# logging logfile my log 6 - 7/(/1/% 1% (messagej -(:»—é«o
severity-level : 7 7 \ZF0d% 9 D/ NOEKE L~ %
RELET, /DSVEIZ, IVEVWERELRLE
o T 7V MES TY, H#HPHIZ0—7 TT,
<0 A
o1:77—F
2: 7 VT4V
3. xTT7—
<4 EE
o5 JEAEN
<6 [HH
T TNy T
sizebytes: A7 a LT, K77 AN P AR
ZHELET, #PHIT4096 — 4194304 /31 R T,
X w 7 3 |logging event {link-status| trunk-status} {enable| AV EBE—T 2 A AR XL T LET,
default}
s link-status : 3°<XT® UP/DOWN % v&—%
I Y ONCHANGE A vb— % B 7 1citdk LE T,

. VRTLAYE—OOFXF VT DHRE
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ES1-ABEUTTLUT 1 Avte—vonxvsniE [

AU RFERETIVa Y

B8

switch(config)# logging event link-status default

strunk-status : X CHO R T T AT —H A A
—UHhRuX s LUET,

eenable: R—h L-ULDar 7 4 X2l —Tg
vEEEXL R LT REAR—TNICT S L
7. FEELET,

e default : =¥ > ZAPIRIICRE S TRV A
VHE—T 2 A AT, T H)NNOOX U THRE
AT AL, FRELET,

ATy 74| ({EE) show logginginfo nX U IREERRLET,
i -
switch (config)# show logging info
ATw 75| ({E&) copy running-config startup-config FITary74Xal—vark, AF—FrT v 7
1 V74 F¥al—valar—LET,
switch (config)# copy running-config startup-config
o~ N ~ — o~ N RY Eﬂ:l"‘l
EDaA—IILELVT 7T AyvtE—200F T DRTE
EFEV a2 ABIORT7 7 V) T A ICESWTCRERTHA v E—VDOEREB LR A LA
DHEMZRETEET,
SUMMARY STEPS
1. configureterminal
2. [no] logging module [severity-level]
3. (Optional) show logging module
4. [no] logging level facility severity-level
5. (Optional) show logging level [facility]
6. (Optional) [no] logging level ethpm
7. [no] logging timestamp {microseconds |milliseconds |seconds}
8. (Optional) show logging timestamp
9. (Optional) copy running-config startup-config

DRTLAYE—SOFX VT DHRE .
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DETAILED STEPS

Procedure

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

R w 71 |configureterminal ra—n)ary7 4 Xal—ary T— NG
Example: LET
switch# configure terminal
switch (config) #

R T 72 |[no] logging module [severity-level] RESNTEEREEZFIETRU LOBERETHLE
Example: Va—nual XAy —IVE A RX—T I LET,
switch (config)# logging module 3 Ekg{i 0~7 @%ﬁfﬁ‘o

0 B2
c1:7T—h
2: 7 VU7 471
*3:xT-T7—
<4 EE
o5 : JEEN
<6 : i
T TNy T
BEREMEESNTORWES, T 740 D 5H
fEHENET, nodA7varaEifH+sE, ®
Va—Nhul AyE—UNT 4 —T IR E
j‘o
AT 7 3 | (Optional) show logging module EFEVa— N BX U TREEFRLET,
Example:
switch (config)# show logging module
AT v 7 4|[no] logging level facility severity-level ESNTEEREEIZTNLU EOERETHHIE

Example:

switch(config)# logging level aaa 2

II VRTLAYE—OOFXF VT DHRE

EDOT7 73 VTFahb0uXr s Avkt—V% 4
F =T N LET, BREITO~T7 OHPFHTY,

0 A
s1: 77—k

2: 7 UTF 41

*3: =T —
o4 BE
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ES1-ABEUTTLUT 1 Avte—vonxvsniE [

Command or Action

Purpose

o5 : JEEN
<6 [HH

T TRy T

FULERELZTXTOT7 7 VT 4IZ#EHT 5
Al 77 U T4 2R LET, 7740 MAIS
DWW T, show logginglevel ==~ FEZM L TL
720,

not7varaFEHT3E HESNZ772 Y

TADORX L TERKENT 74/ DO LYY

ty hENET, 77UV T A BLXOEREEZETE
Lol 8. T XTO7 72 VT 4 BNENEFN
DT 74NV FEKEIZVEY ENET,

ATy Th

(Optional) show logging level [facility]

Example:

switch(config)# show logging level aaa

Ty VT4 TR, uX U LA ULERERB L O
AT EDT T AN N bV ERRLET, 772V
T4 BRE LRSI EE, T ToT7 7Y

TADLURERINET,

Note

FATHERL T authpriv D 71 27 LoULE, 10.4(3)F
LVFETOY VU —ATiZauthpri & LTERSIL, Y

U —Z 10.4(3)F 7> 513 authpriv & L CERINE

R

ATvT6

(Optional) [no] logging level ethpm

Example:

switch(config)# logging level ethpm ?
<0-7>
Oarery; 1-alert; 2—crit; 3-err; 4-warmy; S-notif; 6=informy; 7-dgag

link-down Configure logging level for
link down syslog messages

link-up Configure logging level for
link up syslog messages

switch(config) #logging level ethpm link-down ?
error ERRORS

notif NOTICE
(config)# logging level ethpm link-down error ?

<CR>
(config) # logging level ethpm link-down notif ?
<CR>

LL3 DA =Y Fy hiR—F ~%x—=Vx Vo7
Ty H Y syslog A v E—Y DX TR
A LET,
noA7varuEfi+ast, A —¥xy hAFA—F
~F =V ¥ Dsyslog A vE—VIZTF 74/ bDOBEF
YT LSLRMER S IVET,

switch (config) #logging level ethpm link-up ?

DRTLAYE—SOFX VT DHRE II
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. RFC 5424 [Z#EHL L f=O X > 4 syslog DIERK

Command or Action Purpose

error ERRORS

notif NOTICE
(config) # logging level ethpm link-up error ?

<CR>
(config) # logging level ethpm link-up notif ?
<CR>

25w 77 |[no] logging timestamp {microseconds|milliseconds | 2/ %4 LA X L THM AR ELET, 7 4
[seconds} N b, BALIE T,

Example: Note

switch(config)# logging timestamp milliseconds |Z (D a<y FiE. AA v FHNTHREBEENL TS T/
WCHEHSNET, o, AMorF T H—AIC

FEA S EE A
Z 5w 7 8 | (Optional) show logging timestamp RESNTRFX T A LAY TR R LUE
Example: R
switch (config)# show logging timestamp
X 79 | (Optional) copy running-config startup-config FITar74Xalb—Tarvk, AF¥—hrTvra
Example: Y74 X2l —vailar—LET,

switch (config) # copy running-config startup-config

RFC 5424 [Z##0 L F-O X > 4 syslog DR
av N, ROKFETEETCEET
* [no] logging rfc-strict 5424
« show logging rfc-strict 5424

FIEDHE
1. switch(config) #[N0] logging rfc-strict 5424
2. switch(config)# logging rfc-strict 5424
3. switch(config) #show logging rfc-strict 5424
=3[k 2t
F g
ARV RFEREET7TIVa Y B#Y
R T w71 |switch(config) #[NO] logging rfc-strict 5424 (FF>ay) avr REEGNCTH, T35
DT 7 F N MIRELET

II DRTLAYE—DOXF VT DERE
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syslog F—/\DE&TE .

AU RFERETIVa Y

B8

ZFw 2 |switch(config) # logging rfc-strict 5424 Aovk— X7 7y VT4 5EHL, Ay
TV NEILT 5D EH H RFC 2% E L £7,
ZFw 3 |switch(config) #show logging rfc-strict 5424 RFC 5424 |ZHEHLT 5 syslog XK /R L ET

> —

syslog H—/\DEFE

)

Note

A, FERAEL—T 0 B I ORE (VRF) A VAV AEFERT HH—E LT,
syslog F— N"ZFHETHZ L 2 H#ELE L 97, VRF OFEHIERIC OV T,

VU —=ANX-OS 2=F ¥ A b —T 4 VITRETA R 25 L T 7ZE0,

VATARAvE—UEREET S, UE—

b VAT LhEBHT D syslog —N—E KT8 H

BETEET.
SUMMARY STEPS
1. configureterminal
2. [no] logging server host [severity-level [use-vrf vrf-name]]
3. logging source-interface loopback virtual-interface
4. (Optional) show logging server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
A5 71 |configureterminal sua—s ) ar7 4 Xalb—ay ®— Falh
Example: LET
switch# configure terminal
switch (config) #
AT F 2 |[no]logging server host [severity-level [use-vrf vrf-namel] | #57E Sdv7=7R A R4, TPv4 £721X IPv6 7 KL AT

Example:
switch(config)# logging server 192.0.2.253

Example:

switch (config)# logging server 2001::3 5 use-vrf
red

Syslog ¥ —/ "—ZHE L E T, usevrf ¥ —U— K%
HHT25E. AvtE—Y BaX¥ o 2% VRF DFFED
Syslog #— "—|Z[RETX £7, usevrfvrf-name
¥—U— Ri&, VRFADT 7 4V N E I TEHES
RLUET, 74/ F VRFIL, 77 4/L F TEHE
VRF T9, 7272 L. show-running =~ > KiZx7 7+
JEDVRFA#Y A MLERHA, BEREXO~TDH
E S

DRTLAYE—SOFX VT DHRE .

[Cisco Nexus 9000
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. syslog H—/\DE&KE

Command or Action Purpose

o0 : BRA
e1:77—%F
2: 70T 4V

T TR T

FI7HIVNDIIET 72U T 41X local? T,

no A7 arii, BELEEFARA DX 7 —
NEHIBRLET,

ZOERMOHFETIX, 77U T 4 local 7 DT XTD
A=V EEXRLET, 2FBOHITIR, ERE
MNSLUTFDORAv¥—T%, VRFred DIRE S L7z
IPv6 7 KL Rzt LT,

Note
Zoawy REERT D E. ROWTANDOT—
N AT —HANFRIRSINET,

« [#REH (Configured) | : EF IR S E
L7,

[TZ—IFRONMYFEFHFATLT (Noerrors
found) ] : syslog 23 Y &— b syslog %—/3—|Z
EERICHE SINTIGE, ZORT—F ARFKR
SNET,

o [—BFBYICEIZETEE (Temporarily unreachable) |
DEEICHER S 5. TOARAT —FANEK
IRSNET, 727 L, WETIE, AT AlFE
FOMBEEFEE L CET, LI LCRE
DERT DL AT —H A X [T —RHE-OM
D EHATLE (Noerrorsfound) JIZZEDY F
R

. VRATLAvE—OFXFUTDH
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+ & 1 714 Syslog H— /DR TE .

Command or Action

Purpose

ATvT3

Required: logging sour ce-interface loopback
virtual-interface
Example:

switch(config)# logging source-interface loopback
5

UE— bk Syslogh—"DOFEETLA LV F—T =2 A A%
A X =T M LE T, virtual-interface 5138 DI
0~ 1023 T,

ATvT4

(Optional) show logging server

Example:

switch (config)# show logging server

Syslog ' —\REZF R LET,

ATvTh

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

Effar 74 ¥al—vark, AX—hT v =
V74X al—valar—LEd,

~ NS =JL ==
t & 1 773 Syslog H—/\DRTE
FIEDHE
1. configureterminal
2. [no] logging server host [severity-level [port port-number][secure[trustpoint client-identity
trustpoint-name]|[use-vr f vrf-name]]
3. ({EE) logging source-interface interface name
4. (fEE) show logging server
5. (f£E) copy running-config startup-config
FlgD
FIE
ARV KRFERRETI Va3 Y B
AT w 71 | configureterminal Ja—xN)L ar7 4 Xal—3igy T— REBLG

1 -

switch# configure terminal
switch (config) #

LET

ATy T2

[no] logging server host [severity-level [port
port-numberJ[secure[tr ustpoint client-identity
trustpoint-name]][use-vr f vrf-name]]

1

switch (config)# logging server 192.0.2.253 secure

1 -

FRESNTZARA M, HDWIXIPv4 £721X IPv6 7
R L AT Syslog b —_"ZELET, LEITHET
T, CAILESTEALAIND I FAT N TAT
T 4T A REAEEZ A A h—/L L., trustpoint
client-identity 47> a A+ %5 Z & TH ARG
ZHEATEET,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

ARV RFERETIVa Y

B8

switch(config)# logging server 2001::3 5 secure
trustpoint client-identity myCA use-vrf red

X2 TR TLS ¥ DT 7 /v Moo — X 6514
Tj—o

ATvT3

E=E)
1

switch(config)# logging source-interface 100

logging sour ce-inter face interface name

U E— | Syslog ¥ — SOEETEA v X —T = A A%
A X =Tz LET,

ATvT4

CE=D)
1

switch (config)# show logging server

show logging server

Syslog — G EAEK R LET, secure 7' =
ERETLHHE, B0z MU R T AR— K
HHRPEEND LRV ET, T 744 N T,
secure 7Y a UAREINTW WSS, T
A7R— MI UDP TY,

ATvTh

=)
1

switch (config)# copy running-config startup-config

copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilav—LET,

CA

REBAE D

SJL ==

axX A&
% 2 7 72 Syslog BERED AR — NI,
PRET D EN B Y FT,

FTARRA L FOREIZL>TYE—F =%

FIEDHE
1. configureterminal
2. [no] crypto catrustpoint trustpoint-name
3. crypto ca authenticate trustpoint-name
4. ({£&) show crypto ca certificate
5. (f£&) copy running-config startup-config
FlgD 4
FIE

aAvY RFERIEFIFT7II Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—r )L arz 4 Xalb—3 gy T— REBith
LET

ATy T2

[no] crypto ca trustpoint trustpoint-name

1

. VRTLAYE—OOFXF VT DHRE
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GE)
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castmzazi ]

AU RFERETIVa Y

B8

switch(config)# crypto ca trustpoint winca
switch (config-trustpoint) #

A RARA N OFREDHIIZ ip domain-name % 7%
ETDHULENRDHY £,

AT 73| %ZE: crypto caauthenticate trustpoint-name N7 A RKRA Y bO CAGEAEZEZZHEL 7,
1 -
switch (config-trustpoint)# crypto ca authenticate
winca

ATy 4| (f£E) show crypto cacertificate RESNTWDIAFAE/F = — &, BEfMT 5N T
51 WA RNTZARNKRA U MR LET,
switch (config)# show crypto ca certificates

ATv 75| ({£E) copy running-config startup-config FTNRAAZADY) m— REIZ ST R MRA SR EHE S
51 NHEIIC, F7ar 74 Xal—val B AH—

switch (config)# copy running-config startup-config

Ny arg o Xal—valzar—LET,

CA

FIRDEE

F IR D FH

AEBAE D & 8k

NX-OS AA vF (7 F7AT ) B+ 5L2)F— b —NIZX o TERINAHAAR
FETIHE., ETRGENRMNEATH D720, ZHUTGEAEZ 2 A4 v FICBEET D720 OBIMNFRE T

B

configure terminal

rsakeypair key-name
crypto catrustpoint trustpoint-name
[no] crypto ca enroall trustpoint-name

(f£&) show crypto ca certificates
copy running-config startup-config

©®o NSO WODN=

FIE

crypto key generatersa label key name exportable modules 2048
[no] crypto catrustpoint trustpoint-name

crypto caimport trustpoint-name cer tificate

ARV RFERETOVa Y

=)

ATy T

configureterminal

1

sua—N)L ary 74X alb— gy B— REBk
LET

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

WZH: cryptokey generatersalabel key nameexportable
modules 2048
1 -

switch (config-trustpoint) # crypto key generate
rsa label myKey exportable modulus 2048

RSAF— T HHRELET, T 74/ h Tl Cisco
NX-OS Y7 ho =71%1024 £~ K@ RSA ¥ — %1
L ET,

ATvT3

[no] crypto ca trustpoint trustpoint-name

1

switch (config)# crypto ca trustpoint myCA
switch (config-trustpoint) #

A RNKRA LV FEHRTELET,

GE)

k7 A RARA > b DOFRE DRI ip domain-name % 7%
ETDHULENHD £77,

ATv74

W78 rsakeypair key-name
fl

switch (config-trustpoint) # rsakeypair myKey

KT A FMRA b CAITERENTZF—T7 % B
fHrE9,

ATvTh

crypto ca trustpoint trustpoint-name

1

switch (config)# crypto ca authenticate myCA

KT A RRA L PO CAFFHAZELZHREL T,

ATvT6

[no] crypto ca enroll trustpoint-name

1 -

switch (config)# crypto ca enroll myCA

CAEBGET DAL v FDT AT T 4T 4 iEHE
PAERLET,

ATy T17

crypto caimport trustpoint-name certificate

1

switch (config-trustpoint)# crypto ca import myCA
certificate

CAILE - CEBAINEZTAT VT 4T 4 EHES
AL v FIZA AR —RMLET,

ATvT8

CE=D)
1

switch# show crypto ca certificates

show crypto ca certificates

RESNTWAIFHEE - IZF = — & BEfAhT
S5NTWAE T ARKRA LV "R RFLET,

ATvT9

WZE: copy running-config startup-config

1

switch# copy running-config startup-config

FTar 74 Xal—vark RAE—FT v S
Y74 F¥al—varilav—LET,

UNIX E /=% Linux X T L TD syslog H—/\DEFE

fetc/syslog.conf 7 7 A JWIZIRDFT21BHI L T, UNIX F 721 Linux > A7 A _EIZ syslog #—/3%

RETEET,

. VRTLAYE—OOFXF VT DHRE
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FIRDEE

F IR D

FIE

facility.level <five tab characters> action

UNIX 3 7= 1% Linux & 2 7 L T0 syslog #—s0zz [

WDFIT, HEFHREZ: syslog 7 4 —/)V RERLET,

3 3:syslog.conf @) syslog 7 1 —)L K

J4—ILFK

B8

Facility

A v —UOVENA, auth, authpriv, cron,
daemon, kern, lpr, mail, mark, news,
syslog. user, local0 ~ local7 T3, 7 A%
27 (*) ZERATLETXTERELET,
IheD7 7 )T AHEICEY . BIETI
EASNWTRA v e—VosElkaflHlcE 3,
GEx)
n—=AN 77T 4 2T HRNIERE %
Fxv 7 Li'@’ﬂo

Level

Ay —UkREkT D R/NERE, debug,
info, notice, warning, err, crit, alert, emerg
T, 7AZ YR (*) 2T LHEFT~T
ZRELET, noneZfH+T 577 VT 4
ET A4 E—TNVMITEET,

Action

Ay —VD5k, 77 A NVA, I @R
EMATHRA N, 2—HEH o~ TRY)-
7ZUA N, FEIRTouns Ay 2—Y%
KITRAZY AT (%) ZEHTEET,

1.

2.
3.

Jete/syslog.conf 7 7 A VIR DT B LT, 7 7 A /L /var/log/myfile.log |Z local7 7 7 >

VF A DTNy S A= VR RELET,

Ve Ty N CROaT REANLT, s T A VEERLET,
WKDa<wr ReEANLT, VAT A Aye—YaXr 7 5 —FrPmyfilelogh T =7
LT, ILWEEZRIGTH LT LET,

AT Y F1 Jete/syslog.conf 7 7 A MZIROITEIBI LT, 7 7 A /v /var/log/myfile.log (Z local? 7 7 > U T 4 DT /N 7

Ay —VERELET,

DRTLAYE—SOFX VT DHRE .
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B ovornorsssvrur

debug.local7 var/log/myfile.log

ATFvT2 v FurF RNTCROaw L REANILT, el 77 AV EFEHRLET,
5 -

$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

ATFY T3 ROa~  FEANLT, VAT AL Avk—Y X/ F—trPmyfilelogzF = v 7 LT, HLOE
HEEST LI LET,

&1

$ kill -HUP ~cat /etc/syslog.pid~

O J74ILDREELVIIT

07 77 ANVBIORNVRAM DA vE—U2FRLTEVIEELEZY TEXET,

SUMMARY STEPS
1. show logging last number-lines
2. show logging logfile duration hh:mm:ss
3. show logging logfile last-index
4. show logging logfile [start-time yyyy mmm dd hh: mm: ss] [end-time yyyy mmm dd hh: mm:ss]
5. show logging logfile [start-seqn number ] [end-seqn number]
6. show logging nvram [ last number-lines]
7. clear logging lodfile[ persistent ]
8. clear logging nvram
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 |Required: show logging last number-lines BX T T ANOREITESEFRLET, Rk
Example: ??%?%L:Li 1 ~ 9999 %?EEVC% iﬁ—o

switch# show logging last 40

R T w 72 | show logging logfile duration hh:mm:ss AP ENTFERINO X A D AR T REou s 75

Example: ANDA =V ERRLET,

switch# show logging logfile duration 15:10:0

. VRTLAYE—OOFXF VT DHRE
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VRATLAYE—T AX VT OHREHR .

Command or Action

Purpose

A7y 73 | show logging logfile last-index 07T 7 ANDRBEDA =DV —r v A
Example: %43—%% L/iﬁ‘o
switch# show logging logfile last-index

2w 7 4 | show logging lodfile [start-timeyyyy mmmdd hh:mmiss] | A ) K7z A NICH A b AX L Tiibba
[end-time yyyy mmm dd hh: mm: ss] TrAANDRA v —UhFRUET, KTHRZA
Example: HLipne | BHEDORMBMER S ES, H DR
switch# show logging logfile start-time 2013 oct 74—V RIZE3FE, FE HORFMZ 4 —/L R
1 15:10:0 S 2 A L E T

A7 75 [show logging logfile [start-seqn number ] [end-seqn | o —4 U A FBZOFHNTH D, BELTZA vE—
number | Uk R Liﬂ” BT —l o 2B S HRIRE LR
Example: Mo EIE, v 77 AND, BBE SO RE
switch# show logging logfile start-seqn 100 DAY E—=VETDOAYE—UNRRINET,
end-segn 400

A7 76 | show logging nvram [ last number-lines] NVRAM DA v &=V & FRLET, FRINDHIT
Exan“ﬂe: iﬁ%ﬁ%UNETTVé L. §§7F7f25Hifk?f%§7fﬁf7\j77f3?
switch# show logging nvram last 10 ij— ‘f\kﬁ——%ﬁ (31 ~100 %* ﬁiﬁf%i‘g—@

AT 71 |clear logging logfile [ persistent ] vy 7y ANVONEEI VT LET,
Example: persistent : KcHIR GG, v 7T 7 A NV DONE
switch# clear logging logfile 7 U7 Lij‘o

A7y 78 |clear logging nvram NVRAM DOtk &Nz A v —V% 27 VT LET,

Example:

switch# clear logging nvram

VARATL AYyt—
VAT A AvE— aX L SOREBFREYFRT DI

E]:b)

~~‘ D#\:

M0

=JL == =
XETJEE.%?\
X, ROEEONTNNEITWVET,

avyU kR

show logging console

oY= aX U SREEFRRLET,

show logging info

nX TR EERRLET,

show logging last number-lines

0y 7y ANLORBNSIE

EATHEFRRLET,

show logging leve [facility]

T T a XU T ERKEREEFRTILET,

show logging logfiledur ation hh: mm:ss

ANENTHERNO Y AL b AR T hREoua s 7574
DAY=V E R LET,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

avy kR

B

DARATL AYyt—

. VRTLAvE—SOXUTD

show logging logfile last-index

BT T 7 ANDREDA v =V DY —r v AR S
FRLET,

show logging lodfile [ start-time yyyy
mmm dd hh:mm:ss] [ end-time yyyy
mmm dd hh: mm:ss]

Bt R S T HIFICE S TCe /77 A VDA v —
VEFRLET,

show logging logfile [start-seqn number
] [end-seqn number]

V=l U ABZBEO#BBNTH D, BELEZAyE—Y
ERRALET, BT VT U ABREERE L2 oT2
BEld. v 7 77 ANVD, BGE SN OREDA vE—
VETOA v E—UNREREINET,

show logging module

EFEV2a— NV BF U TREER I LET,

show logging monitor

F=F uX O TRECFILET,

show logging nvram [ last number-lines)

NVRAM 2 7 DA vt —V%F R LET,

show logging origin-id

U E— | syslog #—/MZFE 45D syslog A v E—

fHmEns, REFHDOEA R, IPT KLA, &
TET F A PPN ERRLET,

show logging server Syslog —\G&xEZXFR R LET,

show logging timestamp DX T A DAR L TENREER R LET,

o~

v

Ox >0 DEREH

VATA A=y aX s oar7 X al—y g U HERLET,

configure terminal

logging console 3

logging monitor 3

logging logfile my log 6

logging module 3

logging level aaa 2

logging timestamp milliseconds
logging server 172.28.254.253
logging server 172.28.254.254 5 fa
copy running-config startup-config

Ei—]

ax ;&

cility local3
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