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Ty hU—7 ZA L TFu ha (NTP) 1L, AL TCWDL—EDOX A L =N s T 4T
FET1 BOREZRMH S, #EOR Yy NT—27 TRAADLZET DLV AT L v 7ol
MBhED A X M ZMHAIEEM T OND LI LET, NTP TIE N7 AR — K 7m b=
LT, 2= F—%77 A 7n bz (UDP) A LET, TXTONTPHEFIXUTC
ERERALET,

NTP H— 3@, ZA LV —RNIEGEINE-IFoF 7y /R8T "I v r7uay s Eo
EHOBZENSRZAZ2ZE L, 2y P —27 %20 LCZORZAZEYE LET, NTPIZEbHD
THRIT, o137y NUTT2EO~Y Y 2AEICT S UBUNICELE T,

NTP TiZA b T # A (stratum) ZFEHA LT, *y NT—7 T34 R L ERORARE O iR %
FLET,

c A RNTHALIDH A LY —oNT, EHETE DEAIRICERSERES S ET (RO T
BEEEFF 7213 GPS el 7 &)
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NTP DEE |
B s o9—n—cLcone

¢ ARTHEL2DONIPH—NT, AT ELLDEZA NP —3035 NTP 2 H L THz %
ZELET,

FHIORNZ, NTPIZEEOR Y FT—2 —EARHE LRI Z L, 1 DORFZINRE L
SBADEEIL, FAStratum 1 THHTH, R L EH A, CiscoNX-0S 1L, MERRIREEHSJR
FREFHIEE CE T, AT LI =N LTEETHZ LIEXTERNZD, £ F—Fy
FETHRATELNRTY 7 NTP U —"EMHT 2 LA HRELEST, Xy NUY—27 081
Z—3y FBEIDEES LTV S A, CiscoNX-0S Tld, NTPIZ L - THRZIZEH ST
72<Th, NTP TRl SN TWVWHHD & LTHRAIZRETE £,

)

GE)  NTP E7BMRZAEM L T, 4 —"THEERBELIZLAIC. Xy NT—27 T3, 2 & [ &
BT, EfMREZ ZHERT 5 72O OIFZIRMLR 2 P 2fgE TE £,

FNRA A FOBANIEERERTHHI-D, NTPOEX o U T HREAHH LT, RIEAREZ
FRoT (FRITEBEZF-> Q) RETEXRVWE)ICHE#ET LIt am<HELET, T0F
HELELT, 7782 R M =2DOHIFFTRERESALRIESF XN H Y £,

AA L H—/N\—& L TODNTP

DTN AN H A LY —NE L THRETEET, TN AZIEHRDO NTP — ¢ LTH)
ET 2L I9FREL. A ORZR ERHIL T e E THEAZEE S D2 L T F
@—o

CFS zf&E/H L 7= NTP D EZ{E

Cisco Fabric Services (CFS) (. 2—HANIP 2 7 4 FXal—a a3y hU—7HNOT
RTOVAT THNA AZEFE L E T,

FNRAAETCFS ZA X —7NMCTDHENTP 27 X2 b—3 g UREEESNTZHAIC
IS, Xy =220y 7 NTP ICEASNET, NIPa2 7 4 Falb—ia %
BERLIEZHBT, INOOEREEZWHET I basy AL TEET,

WINDEATH, CFSOT v 7 XD EEIINTP 77 r—ya UinbfigisnEd,

&
AV IF—T¥
/a7 BSEEERLT R AMTHAETOLEOHD Y V=2 T,
NTP 7 E OB ORFZIFH 7 0 ka2 vpy, 27 ATEB L TODATRENRRH Y £7,

NTP D& E
2| |
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aamt |

[e— ,‘

= A] A TE
NTP iZAT— L A VU RAZ— &P R—FLET, VIF— b EERITA—RN=NS T A A v
FA ==z, Efrar 74 FXalb—rvarPEfisnEd,

NTP 7 2% ET D &, NTP — _EEOKARICTEMERI GO ET,

RAEIEDHHR—

NTP (& Virtual Routing and Forwarding (VRF) A VA X 2 &k L ¥ 9, NTP H— BL W
NTP 77125 L THRED VRF 3% E L T2 EA . NTP 3T 7 4/ b VRF 2 L %
D

NTP DHijieEHE

NTP ORFESGMIE, RO LBV TT,

o NTP 2 ETHI2IE. NTP OEHEL TWAB 1 DU EOV — N2 TE RTuinn £
A,

1

NTP D EEFIR L FIHISER

NTP (2 B89 % BERF O EFIHEL LUK HFHIT, ko LB TT,

» show ntp session statusCLI 2~ > RiZiX, DT 7 a b DX A DAZ T wEOT
rviary, REDT 7V a rOfER, BIXOREBEDOT 72 a CORBBIRHIIRRINEYE
/Vo

o NTP V— N—fERIZ R — F SN FE T,

DT NAAL AL DORICET TV — g v ERETEL01E, T 5270y 27 OEHE
PENFEERES (DF0, EEHTEANIPH—R"—D 7 547 FTHLIES) IZBEH
nET,

cHIMTHRELEET L, V= R"OKENZHWNETN, Xv 7 v 7 s L TRHEHATZLERN
HNET, V—DB2ELDILE. w<0¢®7ﬂ4xﬁ—ﬁ®%~ﬂ’%ﬁb %D@
TS AP OW — N ICHERET D L HICRETEET, TOHK, 2 B0 — I
TYvIT—varERETHE, BEEEORV NTP AT D £7,

PF—=R=N1EBETOEEIE., TRXTOT A AEZDY—N"=DI7 747 FELT#H
ETOMENRD Y FT,

CRETEXANIPZ T 4T 4 (B—=_"=BLOET) &, K64 TT,

NTP DEE
|



NTP DEE |
| A

eNTPIZX LT CES N F 4 BE—TNIZHRoTNBE, ZFONIPHaL 7 4 Fa2l—3
VIIBEENT, Ry hU— I HROMOT A 2B DOFME L ZIT ANER A,

* NTP IZ%f L CCFS g% 1 2 —7 /ML ThH, commit 2~ K& AST5FE T, NTP =
V74 Fal—yary avw RO R UIENTP 20 7 4 F2b— g VIS L TR Y
cNo—2 %y 7 LET, vy i, 2y hU—7HND (my 7 2BEFELTWHDET /3
AUUSND) FTRTOF AL AEINTP 27 4 X2 lb— g U 2EETXERA,

*CFSZMHHLTNTP 2T 4 =7 WMIT D56, XY RU—THNOTXTOT A AL,
NTPIZX L TCHEAT ALY ELZHD LR L VRE 28> TWARERH Y £,

* VRF CTNTP 2R ET AL AL, NTP Y — =B LT N, FE N/ VRF 2N L TH
HIZT 7 ®BAT&EHZ L a2ilER LET,

o X MU — 2T KD NTP $—/3—F L X Cisco NX-0S T /34 Z (2, NTP RiF%— & Fd#)
TEETLIXLENHY £,

o BEZ DK FE I X OMBHEME BN RS Tl WA, NTP 7 i — R% v A2 hE i~/ F
XXYANTYvZ—2arEHTLE Xy NU—I e —D k&, Ry RU—7
X20L LD T4 T v bR ET, HHIE, AT L AEY | EILCPUY Y — AN
RHNTWDL Ry NU—Z TIEINTP 7o — RF¥y A M EIEI~vLFFr AR T /T —
varOfEHEBEID LET,

el ODONIP TV BR T )L—IZEHRK4OD ACL ZHTETXET,

N

GE) FBHomnA—FEICBEINDTEH, NTP 7a— ¥y 2 N 7V —3 3 o ClE, Bl
DOREEN DT NIUET LET,

—

FI4I LEETE

WIZ, NTP RT A —H DT 7 )V bREZEZ R LET,

INT A—45 T4k

NTP TRTDA v H—T = A AT F—T )L

NTP passive (7 /v x=—a &M T 57 |4 x—7 /W
WIZNTP Z A =T /WZd D)

NTP i F4e—T
NTP 7 7 & & A F—T )
NTP access group match all F A4 =T
NTP 70— & ¢ A kP —r3— T4E—TN

B nPoEE |
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NTP D& E .

INTG A=A TIAILEbE
NTP v /L FF ¥ A K H—n TAE—T
NTP ~/VFFx A~ 7 T4 Tk T4 —=T
NTP 2 ¥ b

NTP D% E

AB—TTARTONIPDA —TILFE=ITT o E—TILiE

BEDA v Z—T 2 A ATNTP 24 X—7NVEIIT 4 B—7 M TE& £ T, NTP L., T
TOA LV HE—=T 2 A ATT 74V s TARF—=TNVIZREINTNET,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config-if)# [no] ntp disable {ip | ipv6}
4. ({£E) switch(config)# copy running-config startup-config
F gD ¥
FIE

ARV RFERFTIaY

B8

R 71 | switch# configure terminal 7 a—NNAEE— RE B L F 9,

Z 5w 2 | switch(config)# inter face type slot/port AVHE—T oA AFREET— REFHBELET,

AT v 7 3 | switch(config-if)# [no] ntp disable {ip | ipv6} REDA B —7 = A AT NTPIPv4 £ 7213 IPv6 %
Ta4e—T Mz LET,
AV H—T 2 A ALETNTPEHEA X—TWIZT D
ZixZoa~r Rono BEREmHA L £,

ATwF4| ({£E) switch(config)# copy running-config V7= BLOY AX — FFZEfTa 7 4 F =

startup-config

L=y a e AY—h T y7ar7 i X¥alb—a
iZa e =L T, BREEZMRRICHRTLE T,

NTP DE&E .



B =sonry—ieLtoF g romE

EFRDNIPH—/NELTOTINAIAD

FIEDBE
1. switch# configureterminal
2. [no] ntp master [stratum]
3. (f£&) show running-config ntp
4
FIEDEEH
FIE

il

NTP DEE |

I, A v B —T A ZATNIP A X—TNEIIT 4 =T NMCT B0 2R LE

j‘o

switch# configure terminal

switch (config) # interface ethernet 6/1
switch (config-if)# ntp disable ip

switch (config-if)# copy running-config startup-config

=L ==

axX A&

T AETERO NTP H— 3= b LTBIET D X ORE L, BAEO S A L % —~—C L
TVRNE X THMAERIES L Z LR TEET,

(f£#) switch(config)# copy running-config startup-config

ARV RFERERTI VA Y

E:)

&

switch# configure terminal

Ta— SRR — REBE LET,

ATvT2

[no] ntp master [stratum]

EHRDONTP PV —RE L TT A AZHRTELET,

NTP 7 54 7 v b6 O Z R34 25 0 &5l
DR L NNV ERETEET, FHETE HHMHILI
~ 15 T7,

ATvT3

({f£#&) show running-config ntp

NTP 2> 7 4 Xal—arrRrLET,

ATvT4

(f£&) switch(config)# copy running-config
startup-config

V77— BEQNY AX— MNFIZEfTa 7 4 X =
L—a B AL — Ny a7 Falb—s
NZar— LT, BEEMEICHEFELET,

1

WIZ, IEHONTP %— 3— & LT CiscoNX-0S 7 /31 ZZB|OEE L ~)LTRET D

BlamLE£7,

. NTP DE&E
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switch# configure terminal

Enter configuration commands, one per line.

switch(config)# ntp master 5

NTP H—N\ELUVETDERTE

NTP H—R_R—B IR TE2RETXET,

4RO HREIIC

np4—nssvErozz [

End with CNTL/Z.

NTP ==L ZDOETDIP T RLAEEIEDNS A RO TWNWAHZ L aERLET,

FIEDHE
1. switch# configureterminal
2. switch(config)# [no] ntp server {ip-address|ipv6-address| dns-name} [ key key-id] [ maxpoll
max-poll] [ minpoll min-poll] [prefer] [ use-vrf vrf-name]
3. switch(config)# [no] ntp peer {ip-address|ipv6-address|dns-name} [ key key-id] [ maxpoll max-poll]
[ minpoll min-poll] [prefer] [ use-vrf vrf-name]
4. ({E7) switch(config)# show ntp peers
5. ({£&E) switch(config)# copy running-config startup-config
FIED ¥
FIE

ARV RFERFTIVaY

=)

&

switch# configure terminal

Jua—r)UiERE— REB L £7,

ATvT2

switch(config)# [no] ntp server {ip-address|ipv6-address
| dns-name} [ key key-id] [ maxpoll max-poll] [ minpoll
min-poll] [prefer] [ use-vrf vrf-name]

12D =L 1 OO —RTVx— 3%
E‘Z]\/\iﬁ—o

NTP — N DOBFEETHATAIF—ZRET DHIC
1%, key ¥—U—RK&HHLET,

key-id 51 5xDFIFAIL 1 ~ 65535 T,

Y= a2 R—=V 75 HKE IO/ O HEZ %
95121, maxpoll XL minpoll $—7U— K
ZHEHALET, max-poll IO min-poll 515D
FiZ4—16 QOEFEL L TRESNET, OFV.,
FEHINT16—65536F)) T, 7 7 4V MEIXZENLE
L6 & 47TF (maxpoll 77 4 /L k = 645>, minpoll
F7 3V h=161) .

T3 AUTKE L TR D NTP Yr— " — A B e —
NR—1ZF BI2i%, prefer keyword 2 L %9,

NTP DE&E .



B vro—nsrverorE

NTP DEE |

ARV RFERETIVa Y

B8

FRE SN/ VRF 2/ L CHlIET D X D ITNTP H—
NEBRETAHITIE, usevrf F— T — FE2HH LF
—g—O

vrf-name 514t & LT, default, management, %7z
RILFE/NLTFHKP] LTz 32 CFF TOEE DI
BrOXFIN LR TEET,

GE)

NTPH— "¢ DEE TCHEAT L X — 2R TT D55
X, FOXF—0, TRA XA LOEHTEXLIF—L L
THEELTWDZ EZMERLTLLIEE N,

ATvT3

switch(config)# [no] ntp peer {ip-address| ipv6-address
| dns-name} [ key key-id] [ maxpoll max-poll] [ minpoll
min-poll] [prefer] [ use-vrf vrf-name]

1 ODOETE 10T 7YYo —a i B L
T, HHOET 7Y vI—va U ERETE X
j‘o

NTP V7T & DOFEE CHEMHT X —2FRET HITIL,
key ¥—U— R&2HHL £, key-id5 D &FHIL 1
~ 65535 T,

Y= RER—V 7T HEKRE L ORNOMIEZ %
ET5I2iE, maxpoll 3L minpoll F—7— K
ZEALET, max-poll L min-poll 54D
PHIZ4—16 QORFEL L TRESNET, DFD,
FENZ 16—131072 F) T, 7 7 4/v MEIxZh
Z6 Lt 47TT (maxpoll 7 7 + /L b =64F, minpoll
77 %)V h=168) .

FNA 2K U TR D NTP B 7 2B I2T 51
1, prefer ¥ —U—R&EEALET,

FREESN7Z VRF # 0 L ClET 5L HITNTP BT
ERRET HICIE, usevrf ¥ —U— REEH L £,

vrf-name 514%(21%, default, management, F7-1ZKk
ST ENSCFREBN SN B IR 32 LT O E DG

BESCTFHERETEET,

ATvT4

(ff:7) switch(config)# show ntp peers

RESNT-—RBLOETZFRLET,

GE)

RA A D RF-S 5 DI, DNS — "R EE
SNTWDAEATTTT,

ATy Th

(f£:7%&) switch(config)# copy running-config
startup-config

V7= BEQNY AX— MNFIZEfTa 7 4 X =
L—varvaBAX—R T vy a7 4FX¥alb—g
NZaBE— LT, BHEERGEICRITLET,

B nPoEE
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nte zitniE |

= .--.
NTP :2E D&%
a—h)v a7y %Hﬂ;ﬂ é“@:éﬁjﬂ‘: U{ﬁ%nunﬂzﬁ‘é & 5 ;7:/\/]’ X%ﬂﬂﬁf% i‘d—o NTP munﬁ%/])
X—=TNWIZT B L ntptrusted-key v RIZ Ko THRE SN W T OFEREF — & R R
DIRFFL TWDHEDH, THAA ZTEORAEE WL ET, 731 2L, BAEF = v 71
KBLIeFTXRTONRry he Ray 7L, ZEbDNTy hTa—nray I B5T v 77—
FERZ2WE DI LET, NTPFRAEIET 74V hTT 4 E—7 725 TNET,
18 HAEIIC
NTP #—/3— & NTP ©'7 OFBGEIX, key ¥—7U — K&K ntpserver 55X O ntppeer =2~ R T
ERTHZEICEY, 7Y vm—var TEICERESNET, ZOFIETHET 2 TEDHE
F—lZLoT, TRTONIPY—NRN—LET TV — 3 UREESNTND D & ZHER
LET, ntpserver £7-iXntppeer =~ R Tkey ¥—V— RZIEELRWEGA, iR LT
DEWED T HIVE T,
FlEDHE
1. switch# configureterminal
2. switch(config)# [no] ntp authentication-key number md5 md5-string
3. ({EE) switch(configy# show ntp authentication-keys
4. switch(config)# [no] ntp trusted-key number
5. ({£#&) switch(config)# show ntp trusted-keys
6. switch(config)# [no] ntp authenticate
7. ({EE) switch(config)# show ntp authentication-status
8. (f£&) switch(configy# copy running-config startup-config
FED
FIE
AU bEREETIVa Y B#Y
R T 71 | switch# configureterminal 7 a— KT — A RS L9,
X T 7 2 | switch(config)# [no] ntp authentication-key number md5 | ZzZEx— %2 B2 L E T, T N1 AREELR & F#$
mdS-string DO, AR 2 S ORAF— DV E i
. ntptrusted-key number =~ > RiZ k> TH—%F
FIRE SN TV LG ETEIT T,
ATw 73| ({EE) switch(config)# show ntp authentication-keys| 7% & # 7 NTP #8iE ¥ — & £ L £ 7,
AT 7 4 | switch(config)# [no] ntp trusted-key number 1OUEDF— (AT v F2TEESNTNSHD)

ZRRELET, TA A&EZE L FEH S E 51
X, RREDVE—F ANy, Ju—FK
Fr A b, BEO</LFF v 2 bOREZJRZ NTP /N

NTP DE&E .
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NTP DEE |

ARV RFERETIVa Y

B8

7y MIZATTT HHERH Y £7, trusted key D
H#PHIL 1 ~ 65535 T,

ZDa<wy RIZED, TAAL AR, FEHIN TV
WIFZNR &> TR, W) Z &nphiE &
i‘j‘o

Zoa<y Ridntpserver . B X O ntp peer #pk =
AV TR ST REZIRIC IR L 8 A,

ATw 75| ({E&E) switch(config)# show ntp trusted-keys BEEHDNTP DEFHEINTWNHXF—2R R LE
D

Z v 6 | switch(config)# [no] ntp authenticate NTP B RE R A X —T NV ETZITT 4 =T L
F9. NTPIRFEET 7 4V b TT 4 B—T Il o
TWET,

ATw 71| (=) switch(config)# show ntp authentication-status| NTP RIEDIRIL A Fom L £ T,

ATy 78| ({EE) switch(config# copy running-config U7 —=FBLOY AF— RHZF T 7 4 F 2

startup-config

L —Ya VB AA— Ty T ary7 4¥al—3
ANZabv— LT, BHEEMGEMIRIFELET,

1

I, NTP/XTy PN TRBGEF —42 2R L TV D REZIR & 720 FI92 & 5 7341

AERET PR LET,

switch# configure terminal

Enter configuration commands, one per line.
ntp authentication-key 42 md5 aNiceKey
ntp server 10.1.1.1 key 42

switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #

ntp trusted-key 42
ntp authenticate

switch (config) #

NTP 7 7 £ AHIBRDERTE

TIRATN—TEEH LT, NTP ¥ —

End with CNTL/Z.

copy running-config startup-config
Ridddddddddddddddiddddiddddddidididididididdiddaia

100%

EZ~DT 72 AZHIETE £9, BEMIZIE. 7

NAATHATEEROI AT BLOT A, ANGEEZZITRA S — "R ETEET,
T IR ITN—TEFHE LRNGEL, T XTOT /A RAINTPT 7 B AEN TG-S E T,

I SNDT 78 A T N—T%RE LIS

BT, V—AIPT RLART 7R Y X NOEUES

NALTEYE— R T340 R LTET, NTP 7 7 B AMERFH S VET,

B nPoEE
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NP 7 5 £ 2 5IR0EE

FIEDHE
1. switch# configureterminal
2. switch(config)# [no] ntp access-group match-all | {{peer | serve| serve-only | query-only
}access-list-name}
3. switch(config)# show ntp access-groups
4. (f£E) switch(configy# copy running-config startup-config
FIED FHH
FlE
OV bERETIV3 Y B#Y
R T w 71 | switch# configure terminal 7 a— N\ NWHERT— ARG L E T,
R F v 7 2 | switch(config)# [no] ntp access-group match-all | {{peer |NTP 7 7 ¥ A Z#IfHI L. HADOIP 772 U 2

| serve | serve-only | query-only }access-list-name}

NS 72007 78 A I —T A ERCE T2
HIER L £,

TIRATN—FTOFT T a 0%, RONEF THIR
DFENHLODLEI LN D~NEZ2Fy o ENET,
7272 L, ETICERE S ACL /L—/L|Z NTP
N—F LI=A, ACLIWIFEIEL, RDOT 7 & A
TN—T FF g~k LEH A,

s peer X — U — RiL, T3 APREEL|ZER & NTP
7 2 —%ZfFL, 77EAURXNCHE
SINTVWDLH—"—LEMT LI LET,

esarve X —U— KNI, 778 RA URMNMIFEES
LTV DT — 3= 5 OFREZFR & NTP Hil{H 7
TV —% T NAANZETELLHICLET
B, BESNEY— =L FRA L2V E DI
LET,

ssarveonly ¥—7U — RiL, T34 ANT 7&A
U A NTHREINTZ— = b ORFZZRTE
FEZETDHEIICLET,

- query-only ¥—1U— it /A ART 7 £ A
U A R CEE SN — 3= 5 O NTP Hl48 7
T —DHhEZETHEIICLET,

ematch-all F—UV— RF&ffH4+5L, 77 ER
TN—=TF T a it HlROKBFEV S D)
LR bBELLUVVH D, peer, serve, serve-only,
query-only DJEFTAF v SNH L HITTE
F9, HE 7y Mipeer T 7R T —T7 D

NTP DE&E .
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NTP DEE |

ARV RFERETIVa Y

B8

ACLIZ—EL72WGE, /7w M serve 77
A I N—=TIZHEEFESHh, LEEET,
ry R serve 7 7B A J—7 @ ACLIZ—E
L72WG4A | serve-only 7 7 & A 7 L—7 2k
HiL, TS IVE T,

R T w 7 3 | switch(config)# show ntp access-groups

IE) NTPT VBRI NA—TDar 7 ¥zl —
TarERILET,

ATw 4| (f£E&) switch(config)# copy running-config

startup-config

V77— FBIOY A — FEHIFE T 7 X =
L—va&AF— R T vl ary74¥=b—3
SZavr—L T, EREMEIICHRELET,

il

Wiz, TR TZN—7 Taccesslistl] MHBET ERIMTEDLIT NS ZAEZRET D

BlaRLET,

switch# configure terminal

switch (config) # ntp access-group peer accesslistl

switch (config) # show ntp access-groups

Access List Type

accesslistl Peer

switch (config)# copy running-config startup-config
Kiiiddidddddddddddddddddddddddddddiddidadmmuoll:

switch (config) #

NTPY—XIP7 KLADETE

NTP (Z. NTP X4» v "R EEEINTA Vv H—T 2 A ADT KL A IZHESNT, TCD NTP
INT sy MY —=AIPT RVRAEZRELET, FFEDOY —AIPT RLAZMEHT 5 L9 NTP &

RETEET
FleDHE
1. switch# configureterminal
2. [no] ntp sourceip-address
Flgn 4
FIE

aAvY RFERIEFT7IIY

=)

R T 7 1 | switch# configure terminal

Ja— N ERE— REBG L ET,

B nPoEE
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NTPY—2 2 8—7 14 20EE [

AR FERRTIVa Y B8
Z 7 72 |[no] ntp sourceip-address FTNTONTP N7y MY —AIP T FLAZREE
L¥9, ip-address(Zid IPv4 F 7213 IPv6 TE % {# H
TEEY,
1

WIZ, NTP Y —Z P 7 RL A2 192.022 #&ETHHEZ R LET,

switch# configure terminal
switch (config) # ntp source 192.0.2.2

NTPY—RX A8 —Tx4 ADHKTFE
BEDA A —TxA AEFHTHILI NP ZRETEET,

FIEDHE
1. switch# configureterminal
2. [no] ntp source-interface interface
F gD F%H
FIR
ARV FFERET7IVa Y B#
R T w 71 | switch# configure terminal 7 a— T — REBE L9,
R T w 72 |[no] ntp source-interface interface F_RTCONTP 7> MR LTV —ZAA v X —T =
AAEHELET, WOV A NI, interface & LT
BB ERLET,
* ethernet
* loopback
* mgmt

* port-channel

e vlan

451
WIZ, NTPiEEeA v X —T =2 A AR ET HH 2R LET,

NTP DEXE
|
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switch# configure terminal

NTP DEE |

switch (config)# ntp source-interface ethernet

NTP JO0O— FX+¥ X b H—/\DEKTE
A H =T 2 A ALETNIPIPV4 72— KXy A b —REFRETEET, T34 AL, D
AV F—T A AENLTCTE—REXY 2 M7y FEEHRICEELET, 79470 M

FIRDOHE

FIRD

JSEZRETDMETH Y A,

switch# configure terminal
switch(config)# interface type slot/port

switch(config-if)# exit
(EE)
(TE)

o gl wn=

FIE

switch(config-if)# [no] ntp broadcast [ destination ip-address] [ key key-id] [version number]

switch(config)# [no] ntp broadcastdelay delay
switch(config)# copy running-config startup-config

ARV RFEEETIVa Y

=)

R T w 71 |switch# configure terminal Ta— SR — REBE LE9,
R 7 2 | switch(config)# interface type slot/port A B —T A ABEE— REBBELET,
R T 7 3 | switch(config-if)# [no] ntp broadcast [ destination EEESNIZA v H—T =2 A ADIPV4NTP 71— K
ip-address] [ key key-id] [version number] ¥y AR YP—_EA F—T T LET,
« destinationip-address : 7' & — R ¥ & %t IP
T RUVAZRELET,
 keykey-id : 71— R¥ ¥ X hBREX — & B &%
ELET, Ah7RHEHIT 1 ~ 65535 TT,
s versionnumber : NTP/N— 3 VAR E L E T,
#PAIE 2 ~ 4 TT,
R T w 7 4 | switch(config-if)# exit AR —T oA A AT 4 F=2l—aryE—FK
ERETLET,
ATy F5| ({EE) switch(config)#[no] ntp broadcastdelay delay | HEED 70— R ¥ A F T R v FEEEZ <

A7 BN TRE LTI, ®HAIL 1 ~ 999999 T
ﬁ‘o

B nPoEE



| NTPOEE

NTP T ILFF v R b H—/N\DHRTE .

AU RFERETIVa Y

B8

ATvT6

(f£3&) switch(config)# copy running-config
startup-config

V77— FBELOY RF— FRHIFE Ty 7 X =
L—varvaBAX—R Ty a7 4FX¥al—3
AN — LT, BHEEMGEMIREFELET,

1

KIZ, NTP 77— RFx ¥ A b = _—2RET L6 2R LET,

switch# configure terminal

switch (config) # interface ethernet 6/1

switch(config-if)# ntp broadcast destination 192.0.2.10

switch (config-if)# exit

(
(

switch (config) # ntp broadcastdelay 100
(

switch (config)# copy running-config startup-config

NTP TIILFXv¥ Rk H—/\DHRTE

A B =T A K LU TNTPIPVA F721XIPv6 ¥ L F F ¥ A N —R"ERETEXET, T
A AT, FOAL L E—T oA AEZHLTILTFXTr 2 Xy NEERPICEELET,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
number]
4,
Flgn
FIE

3. switch(config-if)# [no] ntp multicast [ipv4-address | ipv6-address] [key key-id] [ttl value] [version

(f£#&) switch(config-if)# copy running-config startup-config

AU RFEREIT7IIY

=)

R T w 71 | switch# configureterminal Ta— SR — REBE LET,
R w 7 2 | switch(config)# interface type slot/port A B —T o ARET— FEBEBLET,
AT 7 3 | switch(config-if)# [no] ntp multicast [ipv4-address | FEE LA v ®—7 = A AD NTP IPv4 F7-1% IPv6

ipv6-address] [key key-id] [ttl value] [version number]

’7/1/3:‘%’\72 ]\ ‘]j‘v—/\‘“*z&‘/r*“‘j/l/&: Lij—o

s ipv4-address % 7213 ipv6-address : ¥ /L F F ¥ A
~IPv4 £7213 1IPv6 7 F LA,

« keykey-id : 71— R v X FRAEF —F 525X
ELET, BRHEHEIL 1 ~ 65535 TY,

NTP DE&E .
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NTP DEE |

ARV RFERETIVa Y

B8

o ttl value : ~/LFF v R b 7y b OIFEREATHE
IREMHIME, &EPHIZ 1 ~ 255 T

o version number : NTP N— 3 > &3 2 ~ 4
<7,

ATv74

(f£5) switch(config-if)# copy running-config
startup-config

V7= BEIQNY AZ— MNFIZEfTary7 4 ¥=
L=y a VB AR — T v a7 4Xalb—3
SNZae— LT, BREMGEIICHEELET,

NTPIILFXNYRANISATRD

1

WIZ, NTPY A FFRY AR ATy heREGT0E0 A=V Ry b A =T A A

ERET LB RLET,

switch# configure terminal

switch (config) # interface ethernet 2/2
switch (config-if)# ntp multicast FF02:

:1:FFOE:8C6C

switch (config-if)# copy running-config startup-config

=L

ax ;&

A B =T 2 ALETNIPYALFFXY AT TAT U "ERETEET, T34 AINTP <
NFHRYARA =% AL, A FXY A MRREINTWWRWAS VA —T 2 A A

75‘5)@} yt—y%%ﬁbij—o

FIEDHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config-if)# [no] ntp multicast client [ipv4-address | ipv6-address]
4. ({EE) switch(config-ifj# copy running-config startup-config
F D
FIE

AR RFERETOVa Y

B8

R T w 71 |switch# configure terminal 7 a— AT — RE B L F9,
R T w 7 2 | switch(config)# interface type slot/port A B —T A ABET— FEBEBLET,
R F v 7 3 | switch(config-if)# [no] ntp multicast client [ipv4-address| fg @ S/ v X — T = A ABNTP</LFF ¥ &

| ipv6-address]

Nry FeZETELEIITLET,

. NTP DE&E
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ne o s nEE

AU RFERETIVa Y

B8

ATvT4

(f£&) switch(config-if)# copy running-config
startup-config

U7 —FBLOY ZAZ— FRZIfTa 7 4 X
L=y a &AL — Ty T ar 74 ¥ab—va

AN — LT, BHEEMGEMIREFELET,

1

WIS, NTPRAF XY A ATy baZfETHL0CA =Ry b A F—T = R

ERET PR LET,

switch# configure terminal

switch(config) # interface ethernet 2/3

switch(config-if)# ntp multicast client FFO02::1:FFOE:8C6C
switch (config-if)# copy running-config startup-config

NTP OX > DETE

BHERNIPANRY N TCUAT LA 07 2ERKTHE) NTPRX U 2R ETEET, NTP
XU TNET 7+ N TT 4 B—T NI TWVET,

ELWVDC NIZWA Z & MR LET, VDC 2#EF 4 5121k, switchtovde =1~ > K&

(f£&) switch(config)# copy running-config startup-config

1RO BRI
LET,

FIRDOHE
1. switch# configureterminal
2. switch(config)# [no] ntp logging
3. (f£E) switch(config)# show ntp logging-status
4.

F D 48

FIE

ARV RFEEETIVa Y

B8

ATy T

switch# configure terminal

Ja— T — &R L ET,

ATvT2

switch(config)# [no] ntp logging

BERNIP AR N TCUAT L 0 24k T25 2
EEAX—TNERIIT 4 =7 M LET, NTP
QX NET 7NV N TT =T MR o TN E
KR

NTP DE&E .



B vrrocsEEO *—T L

NTP DEE |

ARV RFERETIVa Y

B8

AT T3 (IEE) switch(configy# show ntp logging-status

NTP R X 7 DAL T 4 Fab—a R AFRR
LET,

ATv 74| ({LE) switch(configy# copy running-config
startup-config

V77— hBLQ) AFX— R NFIZEfTar 7 4 XK=
L—a v BAA— Ny a7 Xalb—3
N — LT, BREMGIICHRELET,

1

WIT, BEAANIP ARy ML TV ATLA Bl 24T HLS, NTPrX 7%

AR—=T T HH 2R LET,

switch# configure terminal
switch (config) # ntp logging

switch(config)# copy running-config startup-config
(#4444 HHHHHHHHHHHHHHHHHHHHHHHFHHHHFEHEHES] 100%

switch (confiqg) #

NTP FA® CFS BL{ED A +— T JL1E

NTP 27 4 F o b— g &M CFS $HinT /3 AZEMET 272012, NTP Fld CFS g

A X—T W TEET,

1R HHIIZ

FIRAZAD CFSEMEZRA X —T NI L TWAZ L 2R LET,

FIEDHE
1. switch# configureterminal
2. switch(config)# [no] ntp distribute
3. (f£E) switch(config)# show ntp status
4. ({£&) switch(configy# copy running-config startup-config
FIED FHE
FIIg

aAvY RFEREFIT7II Y

B8

R T 71 | switch# configure terminal

Ja— S ERE— REBG L ET,

R T 7 2 | switch(config)# [no] ntp distribute

CFSZ N L THEMEENDONTP 2 7 4 F 2 b —Tg
VDT T T TN ANZETHZILE, A
F—=TNEEEFT 4 =T M LET,

. NTP DE&E



| NTPOEE
npEzENaz v ~ ]

AU RFERET7TIV3 Y B#)
AT T3 ({EE) switch(configy# show ntp status NTP CFS OEUEIRIZ R R L E T,
ATv 8| (&) switch(configy# copy running-config U7 —=FBLOY RAFZ— MRZF T T 4 F 2
startup-config L—Ya v aBAY— Ty ar7 4 ¥alb—rg
SNZAaBE— LT, BEEMGEIITRIELE T,

151
Wi, TAAANCFS ZN L CNTP REDEF2ZETEH LT HH&2 R L%
ﬁ‘o

switch# configure terminal
switch (config)# ntp distribute
switch(config)# copy running-config startup-config

NTPEEZEEDII Y b+

NP2 7 4 Xal—arvOBEFE2aIy b TAL, (BEF—FR—20Dar 7 4 Falb—
varERIZEoTHE T — A XN—AREEXIN, Xy NT—IHOTRXTOT /A AN
FlLar74F¥al— g %m0 £4,

FIEDHE
1. switch# configureterminal
2. switch(config)# ntp commit
F IR D 48
FIE
ARV FFEEETIVa Y BHY
X T 71 | switch# configure terminal Ta— SR — REBE LET,
AT 72 | switch(config)# ntp commit Fw b T =27 NOFT_TD Cisco NX-0S 773 A|Z

NTP 2> 7 4 Xalb— g VOEEAEME L. CFS
0y EEHRLET, Zoavr NiE, BT —4
NR—2ZH L THTONTZEFTIZL > T, BhieT —
HR—R% FEXLET,

NTP DE&E .



NTP DEE |
B vraezsonsz

A =0
NTP RELEDHREE
AT 4K 2L =T aEROKT, INLOEEEZaI v NP, BT DL L OB|IRT S
T TEET, BHEAMWIET S L, CiscoNX-OS IZ L » THRET —F _X—2ADEHEPHIER S
. CFS v 7 MRS %4,

FlaD#E
1. switch# configureterminal
2. switch(config)# ntp abort
=3 k2t
FIE
ARV RFERIETY Va3 B#Y
R 71 | switch# configure terminal T a— S RERTE— REBE L E 9,
R T 72 | switch(config)# ntp abort R F — A _X—ZTCNTP2 L 7 4 Fal—T g0

THEAZWIEL T, CFSu vy 7 2k LEd, Zh=
< R, NTPa v 7 4 Fal—araEihliz
TNAATHEHLET,

CFStvyia>avynEml
NP2 7 4 X2 lb—alaFfTLzn, BEZ2aly MEIIMELCe v 7 2L
NEEAIL, BT, FRMOERENRR Yy NI NOEEDOT A Anbua v 7 &K
TEET, T, ZOEETIE, RET—FX—ADOEERHIRINET,

FIEDHE
1. switch# configureterminal
2. switch(config)# clear ntp session
FIED F%H
FIE
ARV KRFERRETI a3 Y B#J
X 71 | switch# configure terminal Ja— N\ E— &G L ET,
R T 7 2 | switch(config)# clear ntp session RREFT—H_XR—ZATNIP 2> 7 4 a2l — gD
BEHAEZMGHEE L C, CFS 1 v 7 kL £,

. NTP DE&E
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NTP O

&% TE HEER

nte o [

avy kR

S

show ntp access-groups

NP7 78R T N—TDaLr7 Xl —
TarERRLET,

show ntp authentication-keys

FRIEFEH»D NTP BiEF—%2F L ET,

show ntp authentication-status

NTP F8FEDRIME R R L ET,

show ntp logging-status

NTP D u X 7R ERRLET,

show ntp peer-status

TRTONTP YV —NEBLOETDOARAT—H A
AR LET,

show ntp peer

TRTCONTP E T A ERLET,

show ntp pending

NTP D —Hf CFS 7 — 4 X— R &2 F R L E
7,

show ntp pending-diff

B CFS T — 2 R— X LBTONTP 2> 7 ¢
Xal—TarOERPFRLET,

show ntp rts-update

RTS 7 v 77— bR ELERLET,

show ntp session status

NTPCFSEEtE v a v OE#RERRLET,

show ntp source

HEHEHADONIP Y —ZIPT FL AR FRLE
R

show ntp source-interface

BWEFBERDONIP Y — A A H—T = A% HE
ALET,

show ntp statistics {io | local | memory | peer
{ipaddr {ipv4-addr} | name peer-name} }

NTP #EHE#HE R LET,

show ntp status

NTP CFS OEfERME TR L £,

show ntp trusted-keys

BREHEHDNTP DfFFHINTNDF— % FoR
LE7,

show running-config ntp

NTP [F#hEF R LET,

NTP DE&E .



NTP DEE |
B v oszEs

NTP 0% E 5l

NTP D& EHI

WIZ, NTP b —"—B LT EHREL. NTPRHEEZ A X —7 I LT, NTPeX>r 7% A
F—T ML T, TOAX— R T v 7OREERGF L, V7 — eV RAZ— M@ L TR
FEINdE52T50%R~LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# ntp server 192.0.2.105 key 42

switch (config)# ntp peer 192.0.2.105

switch (config)# show ntp peers

192.0.2.100 Peer (configured)

192.0.2.105 Server (configured)

switch(config) # ntp authentication-key 42 md5 aNiceKey
switch (config)# show ntp authentication-keys

42 aNicekey

switch (config) # ntp trusted-key 42
switch(config)# show ntp trusted-keys

Trusted Keys:

42

switch (config)# ntp authenticate
switch(config)# show ntp authentication-status
Authentication enabled.

switch (config) # ntp logging

switch (config)# show ntp logging

NTP logging enabled.

switch (config) # copy running-config startup-config
[H#E##HH#HH S FHHHFH AR 4] 100%
switch (config) #

W2, UTOHIFEEDOHH NTP 7 78R T —FOREDOH ZR-LET,
s peer OHIFIFEIEIL,  Tpeer-acl] E\WH T 7R URANOFRMEEGTZTIP T KL A5 H

SNET,

e serve DFIFIFIEIL, [serve-acl] EWH 7 71 A URNDOEMZTZTIP 7 KL A2
HInE7d,

« serve-only D ilFIFIEIX, [serve-only-acl] £WH T 7B A U R NDRMEEZTIPT R
VAIZEH SIVET,

« query-only DOl 51X, [lquery-only-acl] &5 727 &R U R MDOFEMZGEZTIPT R
VA EET,

switch# configure terminal
switch (config)# ntp peer 10.
switch (config)# ntp peer 10.

N R
N R
N R

B nPoEE
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switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #
switch (config) #

ntp
ntp
ntp
ntp
ntp
ntp
ntp
ntp
ntp
ntp

peer
peer
peer
peer
peer
peer

10.
10.
10.
10.
10.
.8

10

SJo 0w
S oW
0o Jdo U bW

.8.

access-group peer peer-acl
access-group serve serve-acl

access-group serve-only serve-only-acl
access-group query-only query-only-acl
ip access-list peer-acl
switch (config-acl)# 10 permit ip host 10
switch (config-acl)# 20 permit ip host 10
switch (config)# ip access-list serve-acl
switch (config-acl)# 10 permit ip host 10
switch (config-acl)# 20 permit ip host 10

.1.1.1
.8.8.8
.4.4.4
.5.5.5

switch (config)# ip access-list serve-only-acl

switch

config-acl)# 10 permit ip host 10.6.6.6

switch (config-acl)# 20 permit ip host 10.7.7.7
switch (config) # ip access-list query-only-acl
switch (config-acl)# 10 permit ip host 10.2.2.2
switch (config-acl)# 20 permit ip host 10.3.3.3

(
(
(
(
(
(
(
(
(
(
switch (config) #
(
(
(
(
(
(
(
(
(
(
(

any
any

any
any

any
any

any
any

nte oisesl I

NTP DE&E .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



