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event manager applet applet-name

event event-statement
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(ERE)

(&) description policy-description

({LE) tagtag {and|andnot | or} tag [and | andnot | or {tag}] { happens occursin seconds}
action number[.number 2] action-statement

(f£&) show event manager policy-state name [ module module-id]
copy running-config startup-config
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switch# configure terminal
switch (config) #
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event manager applet applet-name
f

switch(config)# event manager applet
monitorShutdown
switch (config-applet) #
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(f£&) description policy-description
fi

switch (config-applet)# description "Monitors
interface shutdown."
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string (ZI3 /K 80 L FDOFEF MM T £, X
U 7SI IR T A E T,

ATv74

event event-statement
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switch (config-applet) # event cli match "shutdown"

R —DAXR P XERELET,

ATy TH

(&) tagtag {and | andnot | or} tag [and | andnot
| or {tag}] { happens occursin seconds}
fi

switch (config-applet)# tag one or two happens 1
in 10000

RY T —NOEEDA N b Z A BT T E
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occurs B E DO &EIFHIZ 1 ~ 4294967295 T,
seconds 32X D#EPHIL 0 ~ 4294967295 70T,
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action number[.number 2] action-statement

1

switch (config-applet)# action 1.0 cli show
interface e 3/1

RV —DT7 7 arLERELET, 77 av
IRERHAEE., TOAT T EBRYIRLET,

ATy T17

(f£&) show event manager policy-state name|
module module-id]
fi

switch (config-applet) # show event manager
policy-state monitorShutdown

BRE LR —DREBICET HEHREFZ L E
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ATvT8

(fE&) copy running-config startup-config
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switch (config) # copy running-config startup-config
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1R BHHIIZ
a—HP—RY—ZERELET,

1xvixnxz

FIEDHE

1. event cli [ tag tag] match expression [ count repeats | time seconds

2. event counter [ tag tag] name counter entry-val entry entry-op {eq|ge|gt|le|lt |ne} { exit-val
exit exit-op {eq | ge|gt|le|lt|ne}

3. event fanabsent [ fan number] time seconds

4. event fanbad [ fan number] time seconds

5. event memory {critical | minor | severe}

6. event policy-default count repeats [ time seconds]

7 event snmp [ tag tag] oid oid get-type {exact | next} entry-op {eq|ge|gt|le|lt|ne} entry-val
entry [exit-comb {and | or } Jexit-op {eq | ge| gt |le|It | ne} exit-val exit exit-timetime
polling-interval interval

8. event sysmgr memory [ module module-num] major major-percent minor minor-percent clear
clear-percent

9. event temperature [ module dot] [ sensor number] threshold {any | down | up}

10. event track [ tag tag] object-number state {any | down | up

FIED
FIE
ARV KRFERETIVaY B#)
XFw 71 |eventcli[tagtag] match expression [ count repeats| | FHFHR L T2 a~r RBRANINHEAIZ.
time seconds ARy D ERESEET,
2K tagtag ¥ — U — F &5 HDO~<T 1%, BEDOA N
switch (config-applet) # event cli match ~ DR Ui —\Z = iﬂfb ‘é%’a\ - @fﬁ’ﬁf@/]) ~
shutdown Vg f\ %%@iﬂu Liﬁ—o
repeats O 1 ~ 65000 T,
time O#IFAIL 0 ~ 4294967295 T, 0 ITHEHIFR %
ALET,
35w F2 |event counter [ tagtag] name counter entry-val entry |7y &7 4 73, BEAAE G-I SV THItAO L &\ M
entry-op {eq|ge|gt|le[lt|ne} { exit-val exit exit-0p | 248 2 7~ A 1T A No FEFAESEEST, 42 b
tealgelgt|le|lt|ne} BEELICU Y hShET, EET, FTL AR
i
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switch (config-applet) # event counter name
mycounter entry-val 20 gt

BToLxWMEz@Bzxl-bL Ty bENE LD
2, AV PERETEET,

tagtag ¥ — 7 — R LG5 ORT X, #EEOA X
EARY —IZEEFNTVBEE., ZORHEDA X
v hEBILET,

counter name (XK LT E/NLFAEKFI L, &K 28

DI FEEHTEET,
entry 35 X OF exit DEDOHIPHIL 0 ~ 2147483647 T
j—O

23w 73 |event fanabsent [ fan number] time seconds PR CRESNFHEEL T, 77 o BF A %
i - POEBOASNTNDHEIL, A~y hERESE
switch (config-applet) # event fanabsent time 300 ji?ro

number OEIPHILE D = —/LITKAFE L 7,
seconds O i X 10 ~ 64000 T,

AT w74 |eventfanbad [ fan number] time seconds BECHREINTRHZEBA T, 77 U NiEIREE
Bl - DB, A PERESEET,
switch(config-applet) # event fanbad time 3000 |number OFIPHITE Y =2 — VITIKE L £,

seconds DHIFHIX 10 ~ 64000 TJ,

RTw 5 |event memory {critical | minor | severe} AEVDLEWVEEZBZIBEICA R M ERES
il - TET,
switch (config-applet) # event memory critical

RATFw 76 |event policy-default count repeats| time seconds] VAFARY—THREINTWNWDA R B fE
Bl - ALES, ZoF7varid, KA r—zh#EET
switch (config-applet) # event policy-default E)%%f?@lff;ﬁ L/jiﬁfo
count 3 repeats DL 1 ~ 65000 T,

seconds D#FHIT 0 ~ 4294967295 F» TF, 0 1L M
RArLET,
RTw 771 |eventsnmp [ tagtag] oid oid get-type {exact | next} | SNMPOID A%, BHAATHA T2 EESWCRtADO L& \»

entry-op {eq|ge|gt|le]|lt|ne} entry-val entry
[exit-comb {and | or } Jexit-op {eq |ge|gt]|le|It| ne}
exit-val exit exit-time time polling-interval interval

1 -

switch (config-applet) # event snmp oid
1.3.6.1.2.1.31.1.1.1.6 get-type next
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entry-op 1t 300 entry-val 0 exit-op eg 400
exit-time 30 polling-interval 300

tagtag ¥ — 7 — N &L GIHOT X, BEEDOA N
FARARY S —ICEENTVEEE . ZOREDA N
¥ hE@ILET,

entry 5 L O exit DAL OHFPHIZ 0 ~
18446744073709551615 T4,

time O#IPFH I 0 ~ 2147483647 T,
interval O#IFHIT 0 ~ 2147483647 ¥ T,

25w 8 |event sysmgr memory [ module module-num] major |f8E L7 AT A F—CFDAEY O L XU VE
major-percent minor minor-percent clear clear-percent BB HEAITARN P ERESTEET,
i - percent OHIFHIL 1 ~ 99 T,
switch (config-applet) # event sysmgr memory minor
80
RATw 79 |eventtemperature[ modulesiot] [ sensor number] | iR L —MNRE SN LEXVER B X5
threshold {any | down | up} 2, ANV MERESEET,
1 - sensor OFiFIL 1 ~ 18 T,
switch (config-applet) # event temperature module
2 threshold any
ZFw 710 |eventtrack [ tagtag] object-number state {any |down | k5« %o Z %47 P = 7 R NERE SHTRREIC

|up
51

switch (config-applet) # event track 1 state down

ROTH AT, ANV P ERAEIEET,

tagtag ¥ — 7V — N LG EDOT 1, HEDA N
ERRY —IZEENTWDEHE, ZOREDA X
Y hEERAIL £ T,

FEE T % object-number D#IPHIL 1 ~ 500 T,

RDERY
TIvaryXERELET,

TTILT 7y arLeERELESGE, FREHRELRANWI EE2RIRLEGEE. ROL TV 3

NEEOWT NN EFEITLET,

*VSHAZ V7 "EFEHL TR > —%E£RLET, TD%, VSHAZ IV Z M KU v—%

BEkL., 77747 LET,
cAEVDOLEIWVEEBRELET,

*EEM X7 U w3 ¥ & L Tsyslog #a%E LET,

EEM T E MR L E7,
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EEM ®2 7 4 ¥ a2 L—3 3 E&— R (config-applet) TIROWTNND I~ REMAHL

T, T vavaRETEET,

N
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GE) BAELIEAXVDPITT7ANVMDT 72 a BB TELEHICTHHEBIE. T 7408 DT
7 aEHATHEEM ARY V—ERETDHLENH Y £77,
72 z2E, —HEXTa~vr RERETHHE. EEMARY v —(Zevent-default 7 7 3 > L &8
MTDVENRHY I, ZOXNRRWNWE, EEM Tlia~wr REFEITTEEH A, terminal
event-manager bypass =~ F&fEHT 5L, —HTLHTXTOEEM A Y v —Ta~vr %

FATTEET,

48 HHIIZ
a—P— R —EERLET,

FIEDHE
1. action number[.number2] cli commandl[command2. ] [local]
2. action number[.number?2] counter name counter valueval op {dec|inc|nop | set}
3. action number[.number2] event-default
4. action number[.number?2] policy-default
5. action number[.number2] reload [ module dot [ - slot]]
6. action number[.number2] snmp-trap [ intdatal integer-datal] [ intdata2 integer-data2?] [ strdata
string-data]
7. action number[.number2] syslog [ priority prio-val] msg error-message
FIgD 4
FIE
ARV KRFERRETI 3 Y B#J
Z 5w 71 |action number[.number2] cli commandl{command2.] | EHFLa~wy REETFTLET, [EET. A2 k
[local] MEAELEED2a— N ETavy REHEFTEE
fl K
switch (config-applet) # action 1.0 cli "show T ay 7LD T 4 —~ v ;T numberl.number2
interface e 3/1"
Tj‘o
number (213 1 ~ 16T DEEDOF T HEETE £7,
number2 OFIPHIL 0 ~ 9 T,
R - =52 | action number[.number2] counter name counter value | E SN EB L OBETCH Y 25 EE L ET,
val op {dec|inc|nop | set}
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7ovavxonz [

AU RFERETIVa Y

B8

1

switch (config-applet) # action 2.0 counter name
mycounter value 20 op inc

TUay 7LD T F—< > bidnumberl . number2
Tj—o

number |21 1 ~ 16 HTDEBEOFFEHRETE £7,
number2 O#FiFHIZ 0 ~9 T,

counter I RKILFE/INLFEEXAIL, H&K 28 XF0D
BT EERATEET,

val 1213 0 ~ 2147483647 O FE 7= 1ZBEHL T A —
2 ERETEET,

R w 7 3 | action number[.number2] event-default BT N A R DT I NN T I a vk
15'] : %?? Li—a‘o
switch(config-applet) # action 1.0 event-default| 7 Z /g T-~YLD 7 F—=< v ;L numberl.number2
‘/C\“ﬂ—o
number 1IZ1% 1 ~ 16T DEEDFE S EZIBETEET,
number2 OFEPHIL 0 ~ 9 TI,
R 7 4 | action number[.number2] policy-default FEXLTCVWAERYI Y —DF I3 N T a vk
- ST LET
switch (config-applet) # action 1.0 policy-default| 7 7 I g T~LD 7 +—< K Enumberl.number2
<
number |21 1 ~ 16 T DR DOFE S EFETEET,
number2 OFFHIZ 0 ~9 TI,
A v 7 5 |action number[.number2] reload [ moduleslot[ - dlot]] |~ 25 ARKIZ 1 DPLEDEY 22— L&V — KL
15“ : iTo
switch (config-applet) # action 1.0 reload module| 7 7/ I g L T~YLD 7 F—< v ;T numberl.number2
35 <7,
number 1IZ1% 1 ~ 16 T DEEDFE S EBETEET,
number2 OFIFHIZ 0 ~9 T,
27 7 6 | action number[.number2] snmp-trap [ intdatal RE SN F — 2 &M LTSNMP kT v 7 & %(E

integer-datal] [ intdata2 integer-data?] [ strdata
string-data]
i) :

switch (config-applet) # action 1.0 snmp-trap
strdata "temperature problem"

LET, 773ay IO 7 43—~ v ME
numberl.number2 T,

number (213 1 ~ 16 HTDEEDF S fRETE £,
number2 DI IX 0 ~ 9 T,

data 2 2L 80 M1 TCOERE DR A ETE 77,
string (213K 80 L FOFH T EMHTE £,
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B vsixouirceakys—oEs
ARV RFEREET7TOVa Y ]3]
A7y 7 1 | action number[.number2] syslog [ priority prio-vall msgy | 3z SNz F T4 AV T 4 T, WAL ~A XLz

error-message

1

switch (config-applet) # action 1.0 syslog priority]
notifications msg "cpu high"

syslog A v E—VZHEELET,

T vay 7o9vD T F—~ v M numberl.number2
<7,

number 1213 1 ~ 16T DEEDEEZIRETE £,
number2 OFPFAIL 0 ~ 9 TI,

error-message |2 (3 K 80 LFDOFH T % 5| HF C
FACHHTEET,

VSH X

RDBERY
AN P XERELET,

FTTICA RN P XERE LSS, £

EEOWT NN EFATLET,

RHELRWZ L EBRIR LA, RO T g

eVSHAZ V7 2FERA LR —%ERLET, TOH%, VSHAZ IV 7 MR v—%

BEL, 7774712 LFET,
e AEUDLEVEERELET,

*EEM /N7 U » ¥ ¥ & LT syslog &%

* EEM X EZ MR L £ 7,

D) T HZKBR)—DESR

Hﬂiﬂbi—a—()

ZHIA T a A7 T, VSH A2 U7 &2 LT EEM R Y v —%Tik1 584

I ROFNEEZIATLET,

THavr R IUARERELET,

WDV AT T 4V NUIZT7 7 A& — L £7, bootflash://eem/user_script_policies

FlIEDHE
1. 7FAPNTT 4 HT, R V—%EFE
2. THXAN T ANICAHTIEDTTIRIFLET,
3.
FIEDEHMA
Flig

ATVl THRANZFT 4 X T, RYV—%2EHETDa~ F IR MERRELET,

ATvT2

TXRAN 77 A NMZLRTIEDT TIRELET,
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VSHR % 7 b Ky o—nsRss07571 71 [

ATV T3 ROVAT AT 4 L7 MUIZT7 7 A V&2 — L7, bootflash://eem/user_script_policies

RDEZRY

VSHAZ V7 s R —%BE LT 7T 471 LET,

VSHRXO ) TR RYS—DEHZEREEIUVT7I T4 71

ZHIF T arDFZ AT, VSH A2 U7 &2 LT EEM R Y > —%2 k1T 584

I, ROFINEEZFIATLET,

188 BRI
RV —%VSHAZ VT FEFEHLTERL, VAT AT AL N7 740 —L
ij‘o
FIEDHE
1. configureterminal
2. event manager policy policy-script
3. (f£E) event manager policy internal name
4. ({£E) copy running-config startup-config
FIEDFEH
Fig
AU RFERET7TIV3 Y B
Z 5w 71 |configureterminal Ta—\ ) ar7 4 Xal—3 gy T— NS
1 - LET.
switch# configure terminal
switch (config) #
AT 72 |event manager policy policy-script EEM A7 U7 RN R v—2BELTT 7T 471
1 - LET
switch(config) # event manager policy moduleScript| policy-script IR /NCFEAERAI L, R 29 X
FORPTFEMEHTEET,
ATv 73| ({£E) event manager policy internal name EEM A2 U7 N R =% LT 77 14 7IC
switch (config)# event manager policy internal policy—script @iki? L /J‘jC?f&" X5 L. E%j( 29 @
moduleScript T TEEATEET,
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ARV RFERETIVa Y

B8

ATvT4

(f&) copy running-config startup-config

1

switch (config) # copy running-config startup-config

V77— FBELOY AF— FRHIFE Ty 7 X =
L—varvaBAA—RT vy ary74FX¥al—3
ANZab— LT, BHEEMGEMIREFELET,

SRTLRY

RDEZRY

VAT LAEMHIS T, ROWTNNEFETLET,

cAEVDLEVHEEZRELET,

*EEM /N7 U % & LT syslog 5% & L ET,

* EEM XA MR L E 7,

—DEEES

FleDHE
1. configureterminal
2. (f£E) show event manager policy-state system-policy
3. event manager applet applet-name override system-policy
4. description policy-description
5. event event-statement
6. section number action-statement
7 (&) show event manager policy-state name
8. ({£&) copy running-config startup-config

FIE D

FIE

ARV RFERERTIVa Y

=)

AT w 71 | configureterminal Jua—)ar7 4 Xal—ay T— REBLG
15“ : Liﬁ—o
switch# configure terminal
switch (config) #

ATw 72| (IEE) showevent manager policy-statesystempolicy | F#E& 4T3 2T AR Y —DIF#RE LEVMEEZ S

1 -

switch (config-applet) # show event
manager policy-state _ ethpm link flap

Policy _ ethpm link flap

. Embedded Event Manager D 5%

TR LET, show event manager system-policy
a<wr REHEALT, VAT LARY U—O4H &
LT,
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EEM /3T 1) v v & LT syslog DEETE .

AU RFERETIVa Y

B8

Cfg count : 5

Cfg time interval :
(seconds)

Hash default, Count 0

10.000000

ATvT3

event manager applet applet-name override system-policy
1 -

switch (config-applet)# event manager applet
ethport override _ ethpm link flap
switch (config-applet) #

VAT LR = EEEXL Ty harrg
Fal—raryE—FREHBLET,

applet-name [ K305 & /NCFE KR L, ek 80 3C
FOEKTFEMEHTEET,

system-policy (., AT L R —D 1 DIZTDH M
R £7,

ATv74

description policy-description

1 -

switch (config-applet) # description
"Overrides link flap policy"

Y —DBAICIRDA M) T ERELET,

policy-description I K30 & /NCF A KB L, ek
80 LF DI F A A TE ET A, BIA/F T
ERH D FT,

ATvTh

event event-statement

1

switch (config-applet) # event
policy-default count 2 time 1000

R —DAR M XERELET,

ATvT6

section number action-statement

{5

switch (config-applet)# action 1.0 syslog
priority warnings msg "Link is
flapping."

RV —DT7 7 arXERELET, HHOT 7
TaryXTIE, ZOFRIEEEREYIELET,

ATy T17

(f£:7) show event manager policy-state name

1 -

switch (config-applet) # show event
manager policy-state ethport

HELIEARY —ICET 5 1EREERLET,

ATvT8

(f£3#&) copy running-config startup-config

1 -

switch (config)# copy running-config startup-config

V7= FBEIRY RAF— FEIZEf T 7 X =
L —Ya v AZ— Ny a7 4¥al—3g
ANZab— LT, BHEEMGEMNIRFELET,

A

EEM/NJ1)w ¥ & LTD syslog DEXE

EEM /X7 U v % & L Tsyslog X ET HE, AL v TFinbsyslog A vE—V&FE=H—T

TET,
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GE)  syslog A vE—V%E=X—F DB CFHNOFERHIEL 10 TT,
LY o RY: 1] b
« EEM 77 syslog IZ X 588k CRIHTE L Z L 2R L £ 7,
esyslog 7 —EUDREII, ETINTNDH I EEMHERALET,
FIEDHE
1. configureterminal
2. event manager applet applet-name
3. event sydog [ tag tag] { occursnumber | period seconds | pattern msg-text | priority priority}
4. (f&) copy running-config startup-config
F gD F¥H
FIR
=l VN -3 il = Ay = B#
X w 71 | configureterminal Jau—)L a7 4 Xal—ay T— &G
1 - LET
switch# configure terminal
switch (config) #
AT 72 | event manager applet applet-name EEM |27 7Ly b&EEEKL, 7Ly har7 g
i - Fal—varyE—REhLET,
switch (config)# event manager applet abc
switch (config-appliet)#
A7 73 |event syslog [ tag tag] { occursnumber | period seconds| EEM (27 7 Ly bEBEKL, 7Ly b ar T g
| pattern msg-text | priority priority} Xal—iay F— REEBLET,
1 -
switch (config-applet)# event syslog occurs 10
ATw 74| (f£&) copy running-config startup-config V7= BLOY AZ— FMRIZETa 7 4 K=
- L—ya B AR — R NT v 7Far7 4 ¥al—s
N , , , | icmE =L T, BEEZMEICRFLET,
switch (config)# copy running-config startup-config

RDERY
EEM X Ex MR L ET,
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=JL = =
=X EREERD

KOWTRLO <y REFERLT,

Embedded Event Manager 0% E #:52 .

RIEEMER L ET

avy kR

B

show event manager environment [variable-name
| all]

A XY b TRy OBRBEARUTEE T D
ZFRRLET,

show event manager event-types [event | all |
module slot]

LHifFMERRLET,

show event manager history events [detail ]
[maximum num-events] [severity {catastrophic |
minor | moder ate | severe}]

FTRTORY —ZHONT, A2 NEEE
FRLET,

show event manager policy-state policy-name

LEVMEZE D, AU —OREEIZE T 51
WAEFRLET,

show event manager script system [policy-name
| all]

27 Y7 KRR —IZEATLFERERRLE
B

show event manager system-policy [all]

EFRHE VAT 2R Y —ICEHT DR EF«
ALET,

show running-config eem

EEMDOETay 7 X2 b— a3 i1
HHRERRLET,

show startup-config eem

EEMOAZ— T w7 a7 4Xal—3g
VAT A wmER T LET,

AR FOTOBEBREENY I T YT

HEIWIZNE SN/ R b aZid, AL vy FOREVIZa—WVIRFEISRET, A2k
0y 7yAN A=, —EHM T 7 A NERGET DNy T 7 T, BRI RRE T
HE R TrOR—NAF—NR—ZLoTRD T 7 ANDIZDDAN—ANRFERINET,
1 —/L A — =T, EANEH L FRABEH S ET,

CiscoNX-0S U U —293(3) LAFE, EEMIZLL FONEER IOy 7 7 v 7 HEEER L £,

JLIEVT 7 T 7 A IV ORFF

c U H—R—2DA X2 kv s OEBIE

RO Y 274 IILDRE

Cisco NX-0S U U —% 9.3 (3) LAFE, 4T CiscoNexus 77 v b7 4 —2=b AAf v FIL, Dip
CLELE8CGBDYVATAAEY Zlii, AV huaXrF 77 A )VOPLERFEEZ S FR— N LE
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B <cov—cxonEns 77 LEEOS R—T Ll

T, BT Ty ANEAL vy FIZa—HIVIRFT 20, SMBa T F % LTU E— MIRATF
THE, B— LA —R—T LA v SOEELZHIHTE ET,

TRTDY—ERDILERAYT 7274 IVEEFEDA 2—T Lk

g 7 7 7 A VRFRT, AA v TF TEITINTWHETRTCOI—ERIHLTT 74/ 8T
BN IeoTWET, AL v T TaT T 7 A MREHRERED A X —T Wil > TWRWES (no
bloggerd log-dump 23iXE SN TV 55E) « ROFIEZEH L T 2 —7 M LET,

FIEDHE
1. configureterminal
2. bloggerd log-dump all
FIED
FIE
AR NFERERTIVa Y BeY
AT w 71 | configureterminal Ja—\) a7 4 X alb—vagy T— K&tk

switch# configure terminal
switch (config) #

A 72 |bloggerd log-dump all TRTCOYy—ERADT Y 757 A MMEEHKREE A % —
15“ : 7/V§: L/i—g—o

switch (config)# bloggerd log-dump all
switch (config) #

1

switch# configure terminal

switch (config)# bloggerd log-dump all
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config) #

TRTOY—ERDEEDY 77 4 ILIEEDOEMIL
Yok v 7 7 7 A MERRT, A v F EOTRTCOP—ERIZH L TT 7/ FTEYIZR - T
WET, A v TFOad 77 A NMREHEEN T X TOH—E R LTHENN > TV DHGE
X, ROFINEEFEITLET,

FIEDHE

1. configureterminal
2. nobloggerd log-dump all
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s—y—tczomEns 774 LEzoant [

F gD FEH
FlE
AU RFEREET7TIVa Y ]3]
X w 71 | configureterminal JTa—)L a7 4 X2 lb—3ay e— REELG
fi LET
switch# configure terminal
switch (config) #
A5y 72 |nobloggerd log-dump all AL v F EOTRTOF—EADB Y 7 7 A LR
Bl ke & NI LE T
switch (config)# no bloggerd log-dump all
switch (config) #

il

switch# configure terminal

switch (config)# no bloggerd log-dump all
Sending Disable Request to Bloggerd
Bloggerd Log Dump Successfully disabled
switch (config) #

BE—H—EXDIERDT 77 1 LRIFOARIE

ke 77 7 A WVRFFIE, AA v T TEITIN TV TR TOY—E AKX L TT 74/ T
BRI TWET, A4 »F T (nobloggerd log-dumpPikE I N TWT) vy 77 A LR
FRREREDR AN oo TR WA IROFIEZFEH L TH—O—E R L TAZNC L E
D

FIEDHE
1. show system internal sysmgr service name service-type
2. configureterminal
3. Dbloggerd log-dump sap number
4. show system internal bloggerd info log-dump-info
FIED %
FIE
ARV RFERETI a3y B#Y
R T 71 |show system internal sysmgr service name service-type | 4-— " & SA P& 5 % & ¢ ACL Manager (23§ % 1%

1

WEFIRLET,
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ARV RFERETIVa Y

switch# show system internal sysmgr service name
aclmgr

ATvT2

configureterminal

1

switch# configure terminal
switch (config) #

Ta—\)L ar 7 4 Xal—ay B— Neith
Li‘j—o

ATvT3

blogger d log-dump sap number
fi

switch (config)# bloggerd log-dump sap 351

ACLManager —E 2D 1 7 7 7 A MREHEEEZE A
F—=T M LET,

ATv74

show system internal bloggerd info log-dump-info
i

switch (config) # show system internal bloggerd info
log-dump-info

A2y F kon 7 77 A NREHEREICE T 2l E
TR LET,

1

switch# show system internal sysmgr se
Service "aclmgr" ("aclmgr", 80):
UUID = 0x182, PID = 653, SAP =
State: SRV_STATE HANDSHAKED
Restart count: 1
Time of last restart: Mon Nov
The service never crashed sinc
Tag = N/A
Plugin ID: O
switch (config)# configure terminal
switch (config)# bloggerd log-dump sap
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config)# show system internal b
Log Dump config is READY
Log Dump is DISABLED for ALL applicati

Exceptions to the above rule (if any)
Module | vDC | SAP
1 I 1 | 351 (MTS_SAP

Log Dump Throttle
Minimum buffer rollover count (before
Maximum allowed rollover count per min

switch (config) #

. Embedded Event Manager D 5%

(entered at time Mon Nov

rvice name aclmgr

351
4 11:10:41 2019).

4 11:10:39 2019.
e the last reboot.

351

loggerd info log-dump-info

on services in the switch
are as follows:

| Enabled?
~ ACLMGR ) | Enabled
ENABLED
throttling) : 5
ute : 1
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mEny 771 noxxw |

RO Y 77 A LDRTR
AL FILBHERGFEINTODA X~ ud 77 A NV EFRT DI, ROEEEZFEITLE

-gAO
FIEDHE
1. dir debug:log-dump/
FED A
Fig
AV RFEEETIVa Y Br
AT 71 |dir debug:log-dump/ AL v FIZBERTFEINTNWEAS X h Y 77
1 - ANERRLET,
switch# dir debug:log-dump/

1

switch# dir debug:log-dump/

3676160 Dec 05 02:43:01 2019 20191205023755 evtlog_archive.tar
3553280 Dec 05 06:05:06 2019 20191205060005_evtlog_archive.tar

Usage for debug://sup-local
913408 bytes used

4329472 bytes free

5242880 bytes total

BE—H—EXITHT BRI 7 7 1 LRFOENIL

TR 7 7 7 A WARFHT, AA v F EOTRTOP—ERZH L TT 74/ b THENI /> T
WET, AL v FTH—-FITTRTOY—E A (Cisco NX-OSV U —29.3(5) TILT 7 # /b
M) 2L TrZ 7 7 A MEEHEREDN A D72 > TV DAL, FFEO—E A& BT 5
WZIE, WOFNEZFEITLET,

FIRDEE

show system internal sysmgr service name service-type
configureterminal

no bloggerd log-dump sap number

show system internal bloggerd info log-dump-info

PN

Embedded Event Manager D% .



B 2 v—cronvamEnssr L EHOEML

Embedded Event Manager M % |

=3[k 2t
FIE
AU RFEREET7TIVa Y ]3]
AT 71 |show system internal sysmgr service name service-type| 4-— &' 2 SA P& 5 % & ¢ ACL Manager |ZB59 5 1%
Bl WERTLET,
switch# show system internal sysmgr service name
aclmgr
R 5w 7 2| configure terminal Ja—s\ v ar7Z 4 Falb—ary®— REth
15“ : L/ij‘o
switch# configure terminal
switch (config) #
A7 7 3 |no bloggerd log-dump sap number ACLManager ¥ —E 2D 1 27 7 7 A /AR FhE %
ﬁ“: §%01[/:£7fo
switch (config)# no bloggerd log-dump sap 351
27 7 4 | show system internal bloggerd info log-dump-info |zt v F Lo r 7 7 7 A AREHEREIC BT 5 1 4
15“ : %i—“ sz—g«o
switch (config)# show system internal bloggerd info
log-dump-info

1

Y/ o
L/i‘g—o

laclmgr] & WO 4ROV —EADYERR 7 7 7 A MRFF & BN T 5 6% =

switch# show system internal sysmgr service name aclmgr

Service "aclmgr" ("aclmgr", 80):
UUID = 0x182, PID = 653,
State: SRV_STATE HANDSHAKED
Restart count: 1

Time of last restart: Mon Nov

SAP =
(entered at time Mon Nov

351
4 11:10:41 2019).

4 11:10:39 2019.

The service never crashed since the last reboot.

Tag = N/A
Plugin ID: O
switch (config)# configure terminal

switch (config)# no bloggerd log-dump sap 351

Sending Disable Request to Bloggerd

Bloggerd Log Dump Successfully disabled
switch (config)# show system internal bloggerd info log-dump-info

Log Dump config is READY

Log Dump is DISABLED for ALL application services in the switch

Exceptions to the above rule (if any) are as follows:
Module | vDC | SAP | Enabled?
1 | 1 | 351 (MTS_SAP ACLMGR ) | Disabled
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FyH—~—z20q <k osoamiE [

Log Dump Throttle : ENABLED
Minimum buffer rollover count (before throttling) : 5
Maximum allowed rollover count per minute : 1

switch (config) #

FJA—R—ZRADAR2 ~ OTDEEFHRE
YT —_—2Dr 7 INEERKRE
o FIRERAERFICBE T — 2 & HEICIEE L £,
ey bha—)L L= ~DEER L
« AL~ A RHEARTE T -
c VAABRANNTDHT 7+ b

o INEESRIZIT, Ry P U — 7 EHE E 721 Cisco TACIZ L » T, BRI FEX SN E
ﬁ‘o

A A=TDT ST — FEFRIH LW N F—Z2 HEICEH LT,

BT H ALy FIZa—AVRIFT D7, SMBY—IC U = P TRIFLE T
cEHKEO0, 1. BLU2 D syslog #VAR—FLET :
T KKy AR DI AR I syslog (syslog & Hzfi T 5 HENMUE =~ F)

R)AF—R=—200%5 774 IILOEHREDEME

07 Z7ANDRNY T—_—=2DBEEREZ AT DHITIL, _ syslog_trigger_default > A7
ARY —=DF—N—=F 4 RRY L —%HAXLYAML 7 7 A VCHERL L, THHEIET S
REOR 7 ZER/RTLUENDY 7,

0z 7y ANOHBIREEHIT B AZ A YAML 7 7 A VOEROZEMICOWNTIE, |
FINE YAML 7 7 A VORTE 26 %—) ZZRLTLLEEN,

HENUNEYAML 7 7 1 /L

EEM F¥RE® action =~ > R THE SN2 BB YAML 7 7 A W, SESERV AT LE
TITREa v R—R bDT 7 v a v B ERLET, 2077 A MF AL vF T4 L7 b

U : /bootflash/scripts IZ& W £9°, 7 7 4/ N®D YAML 7 7 A VIZI AT, 2 KR—x 2 MEfF
DYAML 7 7 A WZEAERRK L, [AILT 4 L7 MUICEETEE9, 2R —3> MNEADOYAML
7 7 A VO£ AL component-nameyaml T9, 2 AR—3R NEFGDO T 7 A NANBFELCT «
L7 N UICHFET 2861, action 2~ RTIRESNZ 7 7 A VX0 BRI ES, =&
ZWE., 727 a7 74 /Vbootflash/scripts/platform.yaml /AT 7 4/ hDT 7 3
> 7 7 A )V /bootflash/scripts & & 3|2 bootflash/scripts/test.yamls 4 L 7 b
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B consvam o7 LozE

ViZh 586, platform.yaml 7 7 A /L CERINIZMBNT 74/ FOD test.yaml 7 7
ANVNIFET DT Ty h 7+ —b aR—3xr FOFIBELY HLELLET,

aR—F% 2 FOFIE LTIE, ARP, BGP., IS-IISZARERNH Y £4, T _XTharR—x M4
ICHEBL TOWARWESIT, Y Ra BAZ~— FR— MIEK LT, arvR—xr MNEFDOT
Jvay (BXOTF 74/ b testyaml 77 A L) O YAML 7 7 A L& EFL T EEW,

il

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml $ syslog msg

B EIEE YAML 7 7 A LV DERTE

YAML 7 7 A VONFIZE > T, M H—_"—2ADOHBUERFIZINE S ND T —F Nk ED £
T, AA VFITILYAML 7 7 A V3 1 DT HELETH, [EROEDAL v F TR —F
VhERAVE—VOHBMIUEA X T —H EEDDL I ENTEET,

AA T ORDOT 4 L7 F U TYAML 7 7 A V& RO ET,

/bootflash/scripts

WO ZEFEA LT, bYA= _R=ZWEDYAMLY 7 A L& LE, Zoflix, =2—V
D YAML 7 7 A VEBHA LT R Y B —_— 2% FATT D 72 DI AR R B 2R i %
RLTHET,

switch# show running-config eem

!Command: show running-config eem

'Running configuration last done at: Mon Sep 30 19:34:54 2019

!Time: Mon Sep 30 22:24:55 2019

version 9.3(3) Bios:version 07.59

event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg

FREOBITIEH, Trest 1] BT 7Ly FOARTT, [test.yam1] 23 /bootflash/scripts 7 1 L 7
FUIZd 22 —FRRED YAML 7 7 A VDA RTTT,

YAML 2 7 4 )LDl

wIZ, P H—_R—=2ADA X s v HBEEEREZ R — T 2R YAML 7 7 A /L
OBERLET, 77 ANVHNOF—/MEOEZRTROFITTLET,

\}

GE)  YMAL 7 7 A VIR A T bR HBZ L 2R LET, "R NI 75 4 AE LT,
AA v FTHERTIRNHEED (4T 14 YAML ik 2EfTLE£9,

bash-4.3$ cat /bootflash/scripts/test.yaml
version: 1
components:
securityd:
default:
tech-sup: port
commands: show module
platform:
default:
tech-sup: port
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commands :

mamkvaML 7 7 1 Loz ]

show module

*—:{B

Bl

NR—=T g1

LICRELET, MOBEEFHTIE, BENERZ Y 7 NIAH
PENRZ2 <720 £97,

aR—F b

UTNHNAAL v F arvR— b THDHILERETHF—U— K,

securityd : syslog 2 > IR—3 2 FDA4HT (securityd iX syslog D7 7 U T ¢
4)
TI7FNVE AUHR—R Y MIBT DT RTOA =V EHFHILET,

tech-sup : port

securityd syslog = VIR—=X L FDER— T 2= VDT T =)W
A= hENELET,

< K : show

module

securitydsyslog 2 > 7R — > K ® showmodule =~ > R /& INE L
S5

WA N SN

syslog = VR—F 2 hD4HT (platform T syslog®7 7 VT 4 2)

tech-sup : port

platformsyslog 2 AR —FRY hOR— K EV 2— DT 7 =)L
R—hEIELET,

2= K : show

module

platformsyslog = AR —2 2 K@ show module =~ > R/ ZINE L
£7.

FrEo v ZICOH HBE A 2 7 — 2 2 BEM 0 51213, ROBIZERLET, & i,
SECURITYD-2-FEATURE_ENABLE_DISABLE

securityd:
feature enable disable:
tech-sup: security
commands: show module
*—fE BLL]
securityd : syslog 2> 7R—F 2 D4R (securityd (X syslog D7 7 U T ¢

) o

feature enable disable :

syslog A vE—T DA v&—T 1D,

tech-sup : security

securityd syslog = VIR—RX L FDOEX 2T AV a—ILDT I =
JIv AR — hEIEELET,

< K : show

module

¥ =2 U7 o syslog 2 AR—3 > kD show module =~ > R/ % X
HL£LET,

FLDO YAML = | U @ syslog Hi 1041
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B - x> rarvoamrEnsonE

2019 Dec 4 12:41:01 n9k-c93108tc-fx $SECURITYD-2-FEATURE ENABLE DISABLE: User

has enabled the feature bash-shell

BEOEEEET D121E, ROBIZHEHL X3,

version: 1
components:
securityd:
default:
commands: show module;show version;show module
tech-sup: port;1lldp

A\

G¥)

D show a2~ RET 7 =N VR —F F—DEXZXY)ZI10E, EIaver2EHLET
(HiDFZ S M)

U U —210.1(1) AEETIE, test.yaml 13D YAML 7 7 A VINFIET D 7 4 L FIE & #
ZBHTEMTEET, Z7HNLEHNDOTTOD YAML 7 7 A /LiL. componentName.yaml A4 #i
ANZHE S MEED B D £,

7k®1§'JT§i\ test.yaml 7 test_ folder &:E%@Z %ﬂi‘g—o

test.yaml:
event manager
action 1.0

applet logging2 override  syslog trigger default
collect test.yaml rate-limt 30 $ syslog msg

test folder:
event manager
action 1.0

applet logging2 override  syslog trigger default
collect test folder rate-limt 30 $ syslog msg

OB, test folder D/NAL AU R—R 2 hERLTNET,

1ls /bootflash/scripts/test folder
bgp.yaml ppm.yaml
AVR—RY FHY OBBHREDEDHIR

HEWEDS A, 2V R—F b AR "HTZ0 O RAEOHIRIZT 7 4 /v h T3IIRE
SNTVWET, 1203 R—R FT3DLU DA R IR BETLHE, A XU MNIRrY
FEN, AT —HF A A ¥ —3 EVENTLOGLIMITREACHED N RS NNET, A X h g s/ ivm—
NA—R—=F 5L arvR—F b A NOBENENERSNET,

1l

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)
2020-Jun-27 07:20:03 1140276903 ACLMGR-0-TEST SYSLOG EVENTLOGLIMITREACHED
2020-Jun-27 07:15:14 1026359228 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:15:09 384952880 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:13:55 1679333688 ACLMGR-0-TEST_SYSLOG PROCESSED:2:9332278
2020-Jun-27 07:13:52 1679333688 ACLMGR-0-TEST_SYSLOG PROCESSING
2020-Jun-27 07:12:55 502545693 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:12:25 1718497217 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:08:25 1432687513 ACLMGR-0-TEST_SYSLOG PROCESSED:2:10453823
2020-Jun-27 07:08:22 1432687513 ACLMGR-0-TEST_SYSLOG PROCESSING
2020-Jun-27 07:06:16 90042807 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:03:26 1737578642 ACLMGR-0-TEST_SYSLOG RATELIMITED
2020-Jun-27 07:02:56 40101277 ACLMGR-0-TEST_SYSLOG PROCESSED:3:10542045
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BEREDT J74IL

BRE
aamEns 7710 [
2020-Jun-27 07:02:52 40101277 ACLMGR—O—TEST_SYSLOG PROCESSING

BEUREDOT J7A4ILIZDNT

YAML 7 7 A VOB EIZ L > T, BEER Y 77 A VONERREY ET, NEn S 77
ANTHEASIND AT ORIIFBRETETEHA, REFEZEO T 7 A VDBHESINDHEEIIHET
%i‘g—o

HEWSER Y 77 A ViF, ROT 4 V7 FVIRTGESNET,

switch# dir bootflash:eem snapshots
44205843 Sep 25 11:08:04 2019
1480625546 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz
Usage for bootflash://sup-local
6940545024 bytes used
44829761536 bytes free
51770306560 bytes total

O 274 IUL~ADTFI AR
a<v R %F—T— K ldepug] ZHFEHL T E2BALET,

switch# dir debug:///

26 Oct 22 10:46:31 2019 log-dump
24 Oct 22 10:46:31 2019 1log-snapshot-auto
26 Oct 22 10:46:31 2019 log-snapshot-user
ROFIZ, v 7 OEFTERFINLm 7 OEHZ R LE T,
5T BT
log-dump TOTHNKIIE, vl a— L — N—EH AR b e IR E SN E T,

log-snapshot-auto | = 7 4 )L Z1Z 1%, syslog/f X2 k0, 1. 20 HEWNEn ZRNEENE T,

log-snapshot-user | = 7 4 /L &' |Z1%, bloggerd log-snapshot D FEITRFIZINE Si- v 7 BMEAF
SNET,

07 v—)LA—NR_—THERINe T 77 A NVERRTDHIIE, ROFIESEBILTLLES
Uy,

switch# dir debug:log-dump/

debug:log-dump/20191022104656 evtlog archive.tar
debug:log-dump/20191022111241 evtlog archive.tar
debug:log-dump/20191022111841 evtlog archive.tar
debug:log-dump/20191022112431 evtlog archive.tar
debug:log-dump/20191022113042 evtlog archive.tar
debug:log-dump/20191022113603 evtlog archive.tar

0% tar 7 7 1 JLDEET
tar 7 7 A VIND T F BT B120E, RO EZSEIZ LT EEN,
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switch# show system internal event-logs parse

debug:log-dump/20191022104656 evtlog archive.tar

————————10GS: /tmp/BLOGGERDO . 991453012199/ tmp/1-191022104658-191022110741-device test-M27-V1-I1:0-P884.gz——————
2019 Oct 22 11:07:41.597864 E DEBUG Oct 22 11:07:41 2019 (diag_test start):Data Space

Limits (bytes): Soft: -1 Ha rd: -1

2019 Oct 22 11:07:41.597857 E_DEBUG Oct 22 11:07:41 2019(diag test start) :Stack Space

Limits (bytes): Soft: 500000 Hard: 500000

2019 Oct 22 11:07:41.597850 E_DEBUG Oct 22 11:07:41 2019(diag_test start):AS: 1005952076
-1

2019 Oct 22 11:07:41.597406 E_DEBUG Oct 22 11:07:41 2019 (device_ test process_events) :Sdwrap
msg unknown

2019 Oct 22 11:07:41.597398 E DEBUG Oct 22 11:07:41 2019(diag test start) :Going back to
select

2019 Oct 22 11:07:41.597395 E _DEBUG Oct 22 11:07:41 2019 (nvram_test) :TestNvram examine
27 blocks

2019 Oct 22 11:07:41.597371 E_DEBUG Oct 22 11:07:41 2019(diag_test_start):Parent: Thread
created test index:4 thread 1d:-707265728

2019 Oct 22 11:07:41.597333 E_DEBUG Oct 22 11:07:41 2019 (diag_test start) :Node inserted
2019 Oct 22 11:07:41.597328 E_DEBUG Oct 22 11:07:41 2019 (diag_test start) :The test index
in diag is 4

2019 Oct 22 11:07:41.597322 E _DEBUG Oct 22 11:07:41 2019 (diag_test start):result severity
level

2019 Oct 22 11:07:41.597316 E_DEBUG Oct 22 11:07:41 2019(diag_test_start):callhome alert
level

WDFEIZ, FFED tar 7 7 A VONTIEH T 2 BMOF—T— 2R LET,

e ET

component | 7ot 24 THBIS LD ALR—R MBS o 2T a—RNLET,

from-datetime| yy [mm [dd [HH [MM [SS]]]]] JEACHEE L7z, FED RO R 7 %27 a— L
iTo

instance Fa— K325 SDWRAP Ny 77 f LV AXLADY A (Br~Xgn) |

module SUPRLCAREDEY a—Anbonl27Fa—RKLEd (FY2—/ID %fE
A .

to-datetime | yy [mm [dd [HH [MM [SS][I FEXCHRE L7z, HEDOHRKETOR I %T 2—
FLET,

AMDIGHR~QTEaE—T 3
VE—h =R EDOROBATICR 72 at—3 5120, ROFIESEIZLTLTEEN,

switch# copy debug:log-dump/20191022104656 evtlog archive.tar

scp://<ip-adress>/nobackup/<user> vrf management use-kstack

Enter username: user@<ip-address>'s password:

20191022104656 evtlog archive.tar 100% 130KB
130.0KB/s 00:00

Copy complete, now saving to disk (please wait)...

Copy complete.

BEIURED T I 7 M IILDEE

EREND NI H— =20 HBENEE R 721X, EventHistory & EventBundle O 2 fi¥E2 % ¥
iﬁ—o
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aamEns 7710 [

EventHistory B MEEO S v Y

A X2 NEREOYEIE, /var/sysmer/stv_logs/xport 7 4 VX THENTHOILE T, 250MB D/3—
7 43 RAM 23, /var/sysmgr/stv_logs 7 4 L7 M UIZ~w D NERET,

/var/sysmgr/stv_logs D A€ VA, EIVD 2 THIL7Z 250 MB @D 65% KiiiD%H. 7 7 AV
FHESNET A, AEVHEHER65% OFIRL~/WMIZET D &, HrLuve 7 ORFEE kT
THDIZA 37 AT Y BMEHARRICRDET, b EW 7 7 A ANBHEEINET,

EventBundle B MEER v Y

AR b RAVORE IHE B Yy 7 13 /bootflash/eem_snapshots 77 /L & CTOARAEIZFES W
TEITENET, BBEINTZA Ty T v ay NERIFET 57292, EEM BEIER 7 U
THE, T 7T ya ARL—=YD5% 2HVETES, T—F 7T v aBEmD 5%
MMEHEIND &, rmZIXHESNET,

FLWHBIE D ZVDBFAAREIZR > TWDAHEDD, T —h 7T v v 2 |TRFTDHAL—AN
WA (TTIZS5% OREICELTWS) | VAT AIROZ L R LET,

1 12FFfLL ERGE L7ZBEFOBBIUE Y 7 A VR HDGE. VAT DI 7 7 AV EHIFRL,
mLnwn s Erar—LET,

2. BEFOBEEINE Y 7 A LD 12 R OGS, BrL<IE SN v ZI3HRGEINTITEE
FEINET,

F 7 H N hAR—=UIETH S 12 I, ko a~vr FEEH L TEARETxEd, a<v2 T
FRET 2 REfIE S AL T,

switch (config) # event manager applet test override  syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml purge-time 300 $ syslog msg

event manager command: test 1%, KU —HIDLEITT,  sydog trigger_default i, A4 —/3—
TA FTDUEOH DY AT LR —DLARITTY, ZO4FNE, —E7 4 —Za7 ()
TIWHEDLMLERNH Y 7,

action command: 1.0/, 77 ¥ 3 U OFETIEFE LR L TWHEI L 72> TWET, collect I3,

T—HNYAMU 7 7 A VEERH L TIES NS Z 2R LTWET, testyam (X, YAML 7 7
ANDLRTOFITT, $ sydog_msg X, T R—F%> hDOARTTT,

\)

6=

EORETYH, EITHDO U A —_R—=2DOBEIUEA X2 I 1O T, BENENTT
WCHREL TR EXITHOHFLVWae S A XUV RERFELEIETEE, HTLWVWa S £ b
RSN E T,

FI7 4 R TR, R T ==X FE 54 B00F) i1 o7 FINESHET,
ZOL— MHBRIZ, ROa~r FTHLERETEET, a~vr NTHRET LRERIIREA T,

switch (config)# event manager applet test override _ syslog trigger default
switch (config-applet)# action 1.0 collect test.yaml rate-limit 600 $_syslog msg

event manager command: test (78 U & — DL RO TH, _ sysog_trigger_default i%, A —/3—
TA RTHVATLRY —DAFIOFTT, ZOA4RNL, —EHT7 v ¥—2a7 () ThkhE
HILENRHY £,
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2

b

B rvi—~—zonsneom

action command: 1.01%, 77 ¥ a Y OFEATIEEE R L TWAHHE 7> TWET, collect 13,
T—HNYAMU 7 7 A VEER L CTIES NS Z 2R LTWET, testyam (X, YAML 7 7
ANDOL4RETOFITT, $ sydog_msg X, = HR—F> FOARITT,

UU—=2101(1) EETIE, M) H—DRREA T a 2L TREL— 252
EHLTEET, TR, 20O N 72T EHEOLDOTY, max-triggers OEICET 5
L osyslog BMEALTH, ZHLLEARY FVIINE SR ) £,

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml rate-limt 30 max-triggers 5 $ syslog msg

)

GE) ﬁéﬁﬂié%éhf:/\‘/ KL% debug:log-snapshot-auto/ ) ?Eﬁfﬁugﬁﬁ—hli\ RDOA X b
DFAE LT L &, max-triggers O EFUTIE SV TIEN B SN E T,

BEIREDOMEHER & BE
R U H—=_R—=ZDYEEFFHE RO B 2RISR L E T,

switch# show system internal event-logs auto-collect statistics
————————————————————— EEM Auto Collection Statistics--—---------------——-
Syslog Parse Successful :88 Syslog Parse Failure :0

Syslog Ratelimited :0 Rate Limit Check Failed :0

Syslog Dropped(Last Action In Prog) :53 Storage Limit Reached :0
User Yaml Action File Unavailable :0 User Yaml Parse Successful :35
User Yaml Parse Error :0 Sys Yaml Action File Unavailable :11

Sys Yaml Parse Successful :3 Sys Yaml Parse Error :0

Yaml Action Not Defined :0 Syslog Processing Initiated :24

Log Collection Failed :0 Tar Creation Error :0

Signal Interrupt :0 Script Exception :0

Syslog Processed Successfully :24 Logfiles Purged :0

WOFNE, CLI 2~ RZMEH LTRSS MY T—_—ZDINERKE (WLH <7z syslog
e, R, INESNT=T =X DOV A X) 2R L TWET,

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)

2019-Dec-04 05:30:32 1310232084 VPC-0-TEST SYSLOG PROCESSED:9:22312929
2019-Dec-04 05:30:22 1310232084 VPC-0-TEST SYSLOG PROCESSING

2019-Dec-04 04:30:13 1618762270 ACLMGR-0-TEST SYSLOG PROCESSED:173:33194665
2019-Dec-04 04:28:47 897805674 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:28:47 947981421 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:27:19 1618762270 ACLMGR-0-TEST SYSLOG PROCESSING

2019-Dec-04 02:17:16 1957148102 CARDCLIENT-2-FPGA BOOT GOLDEN NOYAMLFILEFOUND

P A—R—ZXDOBTIREDHER

W OFID L 5 12 show event manager system-policy |itrigger =~ KZ AN LT, FU H—~_—
A TIWEKEDN AN >TNDZ L 2R LET,

switch# show event manager system-policy | 1 trigger n 2
Name :  syslog trigger default
Description : Default policy for trigger based logging
Overridable : Yes
Event type : 0x2101
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FyHi—~—z20ny 774 LEaRoER |

F)H—R—Z20DOY 774 ILEBDHER

FUH—=_R=2OBENEEREBIZ L > TA X b ol 77 A UPERINTZNE D D E iR
TEET, ROBIONThAIDa~ R A LET,

switch# dir bootflash:eem snapshots
9162547 Nov 12 22:33:15 2019
1006309316 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz

Usage for bootflash://sup-local
8911929344 bytes used
3555950592 bytes free
12467879936 bytes total

switch# dir debug:log-snapshot-auto/

63435992 Dec 03 06:28:52 2019

20191203062841 1394408030 PLATFORM 2 MOD PWRDN eem snapshot.tar.gz
Usage for debug://sup-local

544768 bytes used

4698112 bytes free
5242880 bytes total

O—ALBay IJ74ILORML—D
g—HhLual 7rANDA R L—IURkRE

s =N T—H AN L= URHH ORI, BAOBEE XA TICL o TRAEVET, TV a
TALyF LRV 2T AL v TFOWIT, A K L— VKI5 50 SRR O T — &
T, RMBICOI B 7 2L 5121, ROFIEZEITLET,

o MWEEIRRETE DY — B AMEREICKT L TDOHA Ry b n VT ORFE2Aa0c LES, [H
—P—ERADIER 7T 7 A UMEFEOFME 21 =) | EBBLTIEEND,

c AL 9 TFPHNEA R b nZkE s ZR—NLET, T 77 A LDR K
L—y (36X—) | ZBRLTIEIN,

JEfE S e I RAM ITIRESNE T,

c2SOMBDAEY (L, v/ 7744V AL —VHICTFRHEINTWET,

cul 7y AMiTtar B TIRE(LEINET 0T EI21 77 A4 0FEIE 10 MB OWF 7
MEWE)

e At vay MUEEFFATLET,

BEOAY J7rA4)LOA—Ah)L aE—DER
Yok v 7 7 7 A MEFRT, AA v F TCEITEIN TV AEAITRTOY—ERIZHKH L TT 74 8T
BN TWET, =DV ARNL—=VDE. vl 774 0E, 7T v a AT VIR
FENET, WOFIEEZMFEHALT, HIOARX s 1l 77400 BIRKI0EDA N2 b
nJ 7y ANEERLET,
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. REOOY J740L0OO—H)L I E—DER

FIEDHE
1. bloggerd log-snapshot [ file-name ] [ bootflash: file-path | logflash: file-path| usbl: ][ sizefile-size
][ timeminutes ]
FIED %
FIE
ARV RFERETY a3 B#J

25w 71 |bloggerd log-snapshot [ file-name] [ bootflash: file-path | % ¢ « F I T{RAF STV BT 10 HOA -~ b
|logflash: file-path | usbl: ] [ sizefile-size] [timeminutes| o o 25w 7L 5 v kN2 KL 757 A L5 VERK

] LEd., ZOBEDT 741 hOR b L—UE
1 logflash ¢,
switch# bloggerd log-snapshot snapshotl file-name : Eﬁ}iéﬂf:}(ﬂ‘yj’\‘/a A= Va T A
NN RAVDT7 7 A V4, filename 12135 K 64 3C
FERHEHLET,
GE)

ZOERITAT v a rTE, BREISHLTVRNG
By VAT LFEA LA E

[ snapshot bundle.tar] %7 7 A L4 & L CiHH L
£, i

20200605161704_snapshot_bundle.tar

bootflash: filepath : A F v 7> a v buas 77 AL
NRURANRT = 7Ty v allEFmEnTns 77y
AN IRA, OGP R ADNTNNE RN L £5,

* bootflash:///
* bootflash://module-1/
* bootflash://sup-1/
* bootflash://sup-active/
* bootflash://sup-local/
logflash: file-path : A F v vav has 77 AL

Nl 77 vy a2l EENE 77140
IXAy OPHEH R ZADNT I E BN L £,

* logflash:///
* logflash://module-1/
* logflash://sup-1/

* logflash://sup-active/
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®EOOY 74 NOB—H) I E—DER .

ARV RFEREET7TOVa Y B#Y
* logflash://sup-local/

ushl: :USBT /A A EDARF v Fay buas
TrA NN RABRIFESILTND 7 7 A V8 A,

sizefilesize: A 314 b (MB) HALOY A RITH
S AFyTFavhad TrAL N R, &
JHIZ SMB—250MB T,

timeminutes : &% O x I (4y) ITESL A F o7
avbhal TrA R0 Kb, #HIZ T ~30%
-(“—g—o

1

switch# bloggerd log-snapshot snapshotl

Snapshot generated at logflash:evt log snapshot/snapshotl snapshot bundle.tar Please
cleanup once done.

switch#

switch# dir logflash:evt log snapshot

159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar

159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for logflash://sup-local
759865344 bytes used
5697142784 bytes free
6457008128 bytes total

WOl a<wy REFALT, AIU77AVE2FRRLET,

switch# dir debug:log-snapshot-user/
159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar
159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for debug://sup-local
929792 bytes used

4313088 bytes free

5242880 bytes total

\)

GE) T A NEGIT. BIORBITRENNTWET, fHroa s 757 A4 0iE. ER S B
k- THialsinE T,

U U —2101(1) LAFE, LC 27 7 7 A /VIZIX 1og-snapshot /N2 R E £ TVVE
IR log-snapshot N RV T AT, tac_snapshot bundle.tar.gz T9, KIZH
R LET,

bash-4.2$ tar -tvf 1610003655 0x102 aclgos log.17194.tar.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 pss/

-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime info lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime cfg lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos debug.gz
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. NEROY T7AILDR L—2

-rw-rw-rw- root/root 129583 2021-01-07 12:44 pss/clgosdb verl 0 user.gz
-rw-rw-rw- root/root 20291 2021-01-07 12:44 pss/clgosdb verl 0 node.gz
-rw-rw-rw- root/root 444 2021-01-07 12:44 pss/clgosdb verl 0 ctrl.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 proc/

-rw-rw-rw- root/root 15159 2021-01-07 12:44 0x102 aclgos compress.17194.10g.25162
-rw-rw-rw- root/root 9172392 2021-01-07 12:43 0x102_aclgos_core.17194.gz
-rw-rw-rw- root/root 43878 2021-01-07 12:44 0x102 aclgos df dmesg.17194.log.gz
-rw-rw-rw- root/root 93 2021-01-07 12:44 0x102_aclgos_log.17194

-rw-rw-rw- root/root 158 2021-01-07 12:44 0x102 aclgos mcore.l17194.log.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 usdl7194/

-rw-rw-rw- root/root 11374171 2021-01-07 12:44 tac_snapshot_bundle.tar.gz

NERT T7AILDRL—

N —X V) a—aid, B 7B BRIPHETET 7 AL v FIRGET DRI L £
K

N

GE) AR N L —UHEBEZERL T D 7=, Cisco Technical Assistance Center (TAC) Zi#E#& LT, 4+
Y=V a—va rOREREYFR— FERDTIZIN,

Wiz, SMBa s 7 7 A VOMRIFHERER R L £ T,
AT RTHD
« HTTPS X — A Difin ik
« AP L— VB
cHEV2T XA vF 300 MB
cEVa2T ALy F 1 12GB (1 HH2V ., AL v FH1Y)

JHE . AN —NNITIT 10 BDAAL v F O SRNREESRET, 727 L, AR — R TH
R—FENDAAL v T OEIZEERFIRITZH Y A,

Switches enabled for

Standalone
External Server

HTTPS based
secure transport

Network
Switches

307682
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GNER— N VU a— 3 DR, ROFERH D £,
ey br—7 L AGRE
ctX =T oA EDFEE B
e PR— FENTNWD 3 DO FH
cINLIZ AL v F 0B 01 7 ORI 72 INEE
*TAC DY R— M LD, Y Aa h—r"~DOu7OREMET v T r—R,
« [RER A 7L I AL

)

CE) Y —xTor s 7y A INVDOHRE L INEIZ OV TIL, Cisco TAC IZBRIWA DR L X1,

Embedded Event Manager 0

5% TE HEEE

ROWFhPDa~<y R LT, REZMBLET,

avU kR

S

show event manager environment [variable-name
| all]

A X2 b R T ORI 5
EFRLET,

show event manager event-types[event | all |
module dot]

AR DT R=T X DA R Z AT
DiEMEERLET,

show event manager history events [detail ]
[maximum num-events] [severity {catastrophic |
minor | moderate | severe} ]

FTRTORY —IZHONWT, A MNEE%
FRLET,

show event manager policy-state policy-name

LEWEzED, R —0REBIZET 51K
WEFRLET,

show event manager script system [policy-name
| all]

27 V7N R =TT LIEREFRRLE
R

show event manager system-policy [all]

EBFEHRL AT LR =T HIEmE R
%Liﬁ‘o

show running-config eem

EEMOFETaL 7 X2l —3i g BT 5
BWERRTLET,

show star tup-config eem

EEMOAZ— T w7 a7 4¥alb—3
VT AEREFR I LET,

Embedded Event Manager D% .



Embedded Event Manager M % |
. Embedded Event Manager 0 £% 7€ {51

Embedded Event Manager @ % 7€ {5

WIZ, BV 22— 3DOHFWORNT v 7 7L — ROBEEO LXWMELT2EETL2 LiIck-
T, _ lem_module failure > A7 LR > —% EFEEXTLOHZRLET, £72, syslog A vE—
CHEELET, FOMOTRTOES, VAT A KV —  lem module failure D 7% EFE A
EHINWET,

event manager applet example2 override  lcm module failure

event module-failure type hitless-upgrade-failure module 3 count 2
action 1 syslog priority errors msg module 3 "upgrade is not a hitless upgrade!"
action 2 policy-default

RIZ, __ethpm_link flap > A7 LR —% EFEXL, A X —T A A& ¥y NF T
HHERLUET,
event manager applet ethport override  ethpm link flap

event policy-default count 2 time 1000

action 1 cli conf t

action 2 cli int etl/1
action 3 cli no shut

RIC, 2—F—PRF AL ATar T4 Fab—var = FEMET 5L, 2~y FEFAT
& 57, SNMP A% b U A—792 EEM A Y > —2AElR$ 2612~ LE T,

event manager applet TEST
event cli match "conf t"
action 1.0 snmp-trap strdata "Configuration change"
action 2.0 event-default

N

G¥) EEMARVU v—|Zevent-default 77 ¥ g  LE2BINTHHLERH D £9, 2O\ E . EEM
TliEa~r REFETTEEHA,

KIZ. EEM RN 2 — DA N b aBEMT A0 b )T —OAEDEITHESNT
RY—%2FATT 5612 R LET, ZOHITIE, EEM AR Y —ik, HE S 47 syslog /3% —
YOWT DN 120 BLINICHEAE LI L I MY T—SnE T,

event manager applet eem-correlate
event syslog tag one pattern "copy bootflash:.* running-config.*"
event syslog tag two pattern "copy run start"
event syslog tag three pattern "hello"
tag one or two or three happens 1 in 120
action 1.0 reload module 1

ZTDMDSEERH

REEIEH I=ZaT7ILEA L
EEM 2= R [ Cisco Nexus 3600 NX-OS Command Reference]
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ZOMRETIE, FROEENYR—FESNDZ b, —HMERINIEEN Y R—FEhn 2
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