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TAR— bk (A v FTHEATEEIHRREOR—1) SEEOH DY —X VLAN %R — L
ij‘o

EETR— FORMEIT, kO EBY TT,

e A=Yy b, A—F Fxx/, FLIXVLANAK— K XA FICTEET,

« VLAN @ SPAN 2E{Z701%. 6 VLANS 22 2 Z LIXTE EH A,

¢ ACL 7 4 WVHE DR E SN TWARWEE, HIAE 721 SPAN S5O W B i7e > T
X, BEEOE Yy v a VR LCTRICEE CERET HZ ENTEET, 72721, % SPAN
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NHY F9,

« SESEAR— MIIIRETE FH A,
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SPAN %E5E

SPAN%E4C &1, BETAR— b= XV T EA L F—T A A%FKLET, CiscoNexus
360077 v b7 —2b AA v FiL, SPANSBIHE L TCA—V Ry hA U F—T = A A%V R—
FLET,

SESER— b DFFE

FZua—H/VSPAN Yy v a s ilit, FETCR—FEFLIIVLANNS N T 74w 7 Dat—%
ZETDHmEAR—F (F=2 Y T HR—FELMEIND) BDMLETT, s — ORI
WRDOEEYH TT,

s TRTOWYER— FNBAHETT, HEILA — Ry FEBILOFCoE A— ME, %EkA— K
IZTEEHA,

« EETLAR— NI EFEA,
e AR— K FX RAITILTEER A,
eSPAN Ty a BT 7T 47t Eid, A= 7Y ) —Z&MLEREA,

ATLED SPAN v a L OPEEITL VLAN ICET RS, HETY X M b S, &
=XV TERER A,

T RTCDE=Z Y VT HBIEETR—FDEZE N T 74 v 7 Dab—%%E LET,

SPAN OFESFIEL K VHIMEIR
A\

Note x4/ — LDIEFHICHOWTIL, UV U —24ED [Cisco Nexus 3600 NX-OS R 3 A LiE A A K]
EHERBL T &N,

SPAN |Z1%, ROTEEFELFIRFEENLH Y £7°,

c[WUEET (M —VFy hELEFFR—FFrx0) X, oty raro—H s
EMNTEET, DR 2O0DF =X —F v aERETDHILIITETEIN, FH
CiEETL VLAN IR — SN T EH A,

«ED ACL 7 4 V1%, AL ETTHR—bhSnET,

* CiscoNexus 3600 7*J v h 7 4 —L A v F A X —T 24 ADT VA KR—FDHT)
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CTHEHENTWAERAT., T XTOry v a VB RD T A NFERET D, &y
VAT ANEZERELRNTL IS,

e ACL 7 4 VZ U v 27 1%, RxSPAN IZX L CORHRYHR— b ENET, Tx SPAN (L. HEET
B =T 2 A ATHITENAZIT X TONT T4 w7 EBIT7—) T LET,

« TCAM A — ' 71d, Cisco Nexus 3600 77 > k7 4 —2L AA 5 SPAN/ERSPAN (213
VB £ A,

* ACL 7 4 V4 U > 71X, TCAM (Ternary Content Addressable Memory) M&D#lRIZ LV |
IPv6 B X TUNMAC ACL T HA— FENTWERA,

« SPAN TCAM H 1 X%, ASICIZJEUTI128 £7/213256 T4, 12D M UBFT 7 4L K
TA A F—)LEH., 4 21T ERSPAN HIZFRENET,

R UBEITHEHDSPAN LYy v a VU TRHREIILTWNWT, £ty a U ITACL 74 V%
DEEISNTVWAEES., EETCA LV EZ—T oA R, BRYIOT 75 4 7SPANE v 5
WL TCORT e 7T LEINET, TOMDEY T a D ACEIZT B 7 AINTND
=Ry =T UL, ZORETA L H—T = AT EENTEE A,

TR LIEEOE S OT /A ary hu— 2 Y (ACE) X, FREICAER S E T,

ACE & —H 45347 v MM, ACLOHF A= M) FEHIFESEZ L NI AEGATNDENE
IR, STV T EnET,

A\

Note JEACEICLY ., N7y MR RuyXEN5Z21EH0 £HA,
SPANE v a VIZHREEISNTWAACLICE>TO&IR, /v b
EIT=U U TTEMNEIPRRFED FT,

e RXT =< AMB LD, SPANIZIZRX XA TDORET N T 7 4 v 7 OREFEHTH
ZEEBEIODLET, RX N T 74 v By PAL—THLHDIZH L, TXIZA T 7
YR T7FU—=FRTHDHEDTT, LEan-oT, mihm RXBLOTX) 2E=4—75
Ba., N7 4= U AEIRX DB EE=H—FT DL XFERAICRY /A, BHAO R
TI74 I EE= A —THMERD LT, LVEOYEAR— N CRX ZE=4—7F
b, I T4y OMMEXY T TF T HIENTEET,

¢ CiscoNX-0S U U—2102 (3) FLUIF. ACL 7 A N ITIRD T T N T —1h AL v F
THR—FEZNTWET,

* N3K-C36180YC-R
* N3K-C3636C-R
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SPAN v < 3 U DERFE = (LI

monitor sesson 2~ RE&FEAL Ty v a VB EXZEVYTAHZ LIk T, SPANE v~ 3
VEERTEET, By a URTTIHFET L5, Oy v a VZE LICREE RN

BMSET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# monitor session session-number
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 |switch# configureterminal Ja— T — &R L ET,
R T 7 2 | switch(config)# monitor session session-number FoHF—ar T 4 X al—T gy ET— REHEIEBL
7, BEfEFOEy v a UREICH LWE vy a UK
ENBIMENET,

Example
WIZ, SPAN E=H— v a v ERETLHE2RLET,
switch# configure terminal

switch(config) # monitor session 2
switch (config) #

14—y FELER— FDETE
SPAN 48 c R — h & LTA =YXy b A U F—T 2 A AZRETETET,

)

Note SPAN 4i/EA— MiE, AA v F EOHPEIR— MIOARFETE T,

SUMMARY STEPS

switch# configure terminal

switch(config)# interface ethernet slot/port
switch(config-if)# switchport monitor
switch(config-if)# exit

Wb

SPAN D% 7E
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5. switch(config)# monitor session session-number
6. switch(config-monitor)# destination interface ethernet slot/port

DETAILED STEPS

Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Jua—r Ui e — REBR L F7,

ATy T2

switch(config)# interface ether net slot/port

BESN-Av Yy hER—FTA—P Ry b A
B—Tx2AADA L FZ—T A AT £ F2lb—
varE—RFERBLET,

Note

A8 A —H % v b R— b LT switchport monitor =
<~ REAZTT DX, interfacevethernet sot/port
avy REHATEET,

ATvT3

switch(config-if)# switchport monitor

BESNIA =YXy b AV X —T =2 ADFE=
HZ—F— K& LET, AN— R SPAN%ESEE L
TRESNTWEEE, 7744V T ¢ 7a—Hil{#
X7 4 ®—7 1T,

ATvT4

switch(config-if)# exit

Ja—N)L a7 4 Fal—ay ET—RIRED
F7,

ATvT5

switch(config)# monitor session session-number

FBELFESPANE Y a v DEF=HF— a7 X2
L—y gy B—REHEBELET,

ATvT6

switch(config-monitor)# destination interface ether net
slot/port

A —H% R b SPANSLSEAR— P aRELET,
Note

FoH— AT 4 X2l — g THEA U —
Tz A AL LTRBA =1y b R— F 2RI
3 %121%. destination interfacevethernet slot/port =
~ U REEHTEET,

Example

Wiz, £ —H%F> b SPANsideAR— ~ (HIF) #RET 50 %2R RLET,

switch# configure terminal

switch (config)# interface ethernetl100/1/24

switch (config-if)# switchport monitor

switch (config-if)# exit

switch (config-monitor) # destination interface ethernetl00/1/24

(
(
switch (config)# monitor session 1
(
(

switch (config-monitor) #

. SPAN D&%
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T, R4 —H %> b (VETH) SPANSECR— N &2 ETAHZRLET,

switch# configure terminal

switch(config)# interface vethernetlO

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 2

switch (config-monitor)# destination interface vethernetlO
switch (config-monitor) #

sy p=— o =N e
EE TR DX T
PR TA— M. A —H %y b Fe R ORI T £

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # sour ce inter face type slot/port [rx | tx | both]
DETAILED STEPS
Procedure
Command or Action Purpose
R v 71 | switch# configureterminal 7 a— S\ NKERTE— REBE L9,
R T w 7 2 | switch(config) # monitor session session-number WBEL-ET=XV T By arDE=Hg— v

T4 X2l —ar®—FERBLET,

Z T 7 3 | switch(config-monitor) # source interface type slot/port | { —+ %+ k SPAN OPE R — F&5BMmL, /<
[rx|tx | both] Ty hEERTLNT T 4 y?ﬁlﬁ%#ﬁﬁébiﬁ“
A =P b, TrARNF ¥R, FIFEEAT
ANTF ¥ FVOR— M E A TEET, fﬁﬁ%ﬁ“
58774y mE, A Rx) . 71 (Tx) |
F7iEmSm (both) & LTHRETEET, 774
JV MZ both T,

Example

WRIZ, A —% %> b SPAN HETLAR— FERETHH 2R LET,

switch# configure terminal

switch(config)# monitor session 2

switch (config-monitor)# filter access-group acll
switch (config-monitor) # source interface ethernet 1/16
switch (config-monitor) #

SPAN D% 7E
|
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SPAN 521499 DL— +HIRDERTE

EF=H— v a VBIKTSPAN N7 7 4 v 7 DL — MilBR% 1Gbps IZERET H Z & T, £
S —SNTEEB@ ST T 4y I DB RRTE £,

c1Gbps 2D FT 7 4 v 7% 1Gb D SPAN SG5EA > Z— 7 = A RIS E LA
SPANIEGIE N T 74 w7l kv 7IhvEH A,

«6Gbps 25 (7272L 10 Gbps Kiiii) D T 7 4 v 2 % 10 Gb D SPAN 565¢ A > & —
7:c4x I S D8A. SPAN F 77 w71k, S EITA=7 7 T 10 Gbps 23 7]
BEZR B A ThH, 1 Gbps ICHIR S ET,

* SPAN (£ 8 "—F (1 ASIC) Z &1 5Gbps (IZL— hhlRENE T,
RX&%NH R—=FDRX FT7 7 4 v 72 5Gbps B2 H%EIE, A— KT &120.71

Gbps (2 MR S E T,
FIEDHE
1. switch# configureterminal
2. switch(config)# interface ethernet slot/port
3. switch(config-if)# switchport monitor rate-limit 1G
4. switch(config-if)# exit
FIIE D
FIE
AU RFERET7TIVa Y B
R T w 71 | switch# configureterminal Ja— R E— REBEG L FET,
R v 7 2 | switch(config)# interface ethernet slot/port 28y MEB I OER— MEIC LA RINCIEE I N

A=Yy NV EF—T 2 A AT, A X —TxA

Aary7Z4Xal—varyT—NEBBLET,
G¥)

Z VA QSFP+ GEM D54, dot/port 4% 3L 1%

slot/QSFP-module/port (272 1 F 97,

R T 7 3 | switch(config-if)# switchport monitor rate-limit 1G L— MEIBRZS 1 Gbps T D Z L ZIEE L £,
GE)

Z Dz~ RiX, Cisco Nexus N3K-C36180YC-R 7°

Ty R —b AL v FTIEYHR—-— ST E

A,

. SPAN D&%
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gEEg—t Frrrzravianoiz [

AU RFERETIVa Y

B8

ATvT4

switch(config-if)# exit

Ja—r\)L a7 4 FXalb—aryE—FRIRY
N

JC

il

Wiz, A=V Fy b A F—TxA X 12 OHIRIEZ 1 Gbps (ZHIPRT 26142 R L £

jﬂo

switch (config) # interface ethernet 1/2

switch(config-if)# switchport monitor rate-limit 1G

switch (config-if)#

A—

b FRIJLETZIXVLAN D

=JL =2

axX AE

SPANT v v a VERETF Y ANV ERETEET, ZNHDOKR—MI, A—FFr 1, B
FOVLANICRETEET, =XV 7 HmIAT, B, FHRFF0OmFICERETE,
TN—THNOTXTOYER— MI@EHIET,

switch(config-monitor) # sour ce {interface {port-channel} channel-number [rx | tx | both] | vlian

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # filter access-group access-map
4,

vlan-range}
DETAILED STEPS
Procedure

Command or Action

Purpose

R T 71 | switch# configure terminal Ja— R E— REBEG L ET,

R 72 | switch(config) # monitor session session-number JEEL-SPANE Y a v DE=F—aL 7 4K
L—y gy E— REFBELET,

R F v 7 3 | switch(config-monitor) # filter access-group access-map | ACL Y &2 MZIHESWT, EETLR—FTAN T

TA T BT ANEY T LEST, TV Aw YT
RSN T 78RV AN E—ET 57 v D
BASAR= L T SET,

SPAN DE%E II
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Command or Action

Purpose

R T 7 4 | switch(config-monitor) # sour ce {interface
{port-channel} channel-number [rx | tx | both] | vian
vlan-range}

AR—FF ¥ RV EFIIVLANEE T AR ELE T,
VLAN ZETOHE . =X U > F IR T
T,

Example

wIZ, R— b F¥ %)L SPAN EETLEARETHHE R LET,

switch# configure terminal
switch (config)# monitor session 2

switch (config-monitor)# filter access-group acll
switch (config-monitor)# source interface port-channel 1 rx

switch (config-monitor)# source interface port-channel 5 both

(
(
switch (config-monitor) # source interface port-channel 3 tx
(
(

switch (config-monitor) #

KIZ, VLAN SPAN £ 2R ET HHl &2~ LET,

switch# configure terminal
switch (config)# monitor session 2

switch (config-monitor)# filter access-group acll
switch (config-monitor)# source vlan 1
switch (config-monitor) #

SPAN = < 3 > DRBADETE

ZHRLLTWVWESIC, SPAN T v 3 UChN)ROT WART R A2 ENTEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # description description
DETAILED STEPS
Procedure

Command or Action

Purpose

R T 71| switch# configure terminal

7 — e — R Blin L7,

R T 7 2 | switch(config) # monitor session session-number

BELESPANE Y Y a v ODF=F— a7 4 Xa
L—Y gy ®— RERBLET,

R T 7 3 | switch(config-monitor) # description description

SPANE v a Db LT WARTZ/ER L ET,

. SPAN D&%
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Example

WIZ, SPANt® v a v ORAERET HH 2R LET,

switch# configure terminal

switch(config) # monitor session 2

switch (config-monitor) # description monitoring ports eth2/2-eth2/4
switch (config-monitor) #

SPAN v a7 T4 71

FI74LRTIE, BV gy AF—MIshut OF Fi220 £4, EETHOEE~ry M
av—35ty gL ENTEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # no monitor session {all | session-number} shut
DETAILED STEPS
Procedure
Command or Action Purpose
R T 71 |switch# configure terminal 7 a— AT — RE B L F9,
R T 7 2 | switch(config) # nomonitor session {all | sesson-number} | {5 X 4L7- SPAN v v a v F 7713 T X ThHk v
shut varERIELET,
Example

WIZ, SPAN® Y a v &7 75 4 72T 502 R LET,

switch# configure terminal
switch(config) # no monitor session 3 shut

SPAN zv i 3 >nD—F=ELE
F 740 N T, By g R shut T,

SUMMARY STEPS

1. switch# configureterminal
2. switch(config) # monitor session {all | session-number} shut

SPAN D% 7E
|
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DETAILED STEPS
Procedure
Command or Action Purpose
R 71 | switch# configure terminal Ja— " UERE— REBR L ET,
R F v 7 2 | switch(config) # monitor session {all | session-number} |f5@E X41L7- SPAN v v a v F7-13TXThOE v
shut vark—RERLET,
Example

wIZ, SPANt® v a v &2—REIET 502 RLET,

switch# configure terminal
switch(config) # monitor session 3 shut
switch (config) #

SPAN [E¥r D3R~

SUMMARY STEPS
1. switch# show monitor [session {all | session-number | range session-range} [brief]]
DETAILED STEPS
Procedure
Command or Action Purpose

X T 71 | switch# show monitor [session {all | session-number | |SPAN % E4E R LFT,
range session-range} [brief]]

Example

WIZ, SPANt v a v OFEREERT HHZ2RLET,

switch# show monitor

SESSION STATE REASON DESCRIPTION
2 up The session is up

3 down Session suspended

4 down No hardware resource

WIZ, SPAN® v v a v Oitiac £ rRT 502 R LET,

switch# show monitor session 2
session 2

. SPAN D&%
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type
state
source

source
rx
tx

intf

VLANs

both

destination ports

sPANDa v 7 s x¥aL—vavhl

: local
T up

: Eth3/1

SPANDI VT 4 Fal— 3 Ul

SPAN vy 3a>DarIqaxal— 36

SPAN v v a 2R ETHFIAILZ. kO LY TT,

FIRDEE

F IR D

FIE

1. 7U7ERE— RTCHER—

2. SPANEvy Va2 ELET,

FEREL, SPANE=XY VT 5 A RX—TNIZLET,

ATFYTN TI7BA FT—FTHER—FEREL, SPANET=HX U LT %A X —TNMICLET,

&1

switch# configure terminal
switch(config) # interface ethernet 2/5
switchport

switch (config-if)#

switch (config-if

) #
config-if)
)

switch(config-if
switch (config) #

(
(
switch (
(
(

switchport monitor
no shut

exit

AT9 T2 SPANtEy a Vv ERELET,

51

switch(config)# no monitor session 3

switch (config)# monitor

switch (config-monitor) #
switch (config-monitor

config-monitor

switch (config-monitor

switch (config-monitor
switch (config-monitor
switch (config-monitor

(
(
(
(
switch (
(
(
(
(
(

) #
)
)
switch (config-monitor)
)
)
)

#
#
#
#
#
#

session
source
source
source

3

interface ethernet 2/1-3, ethernet 3/1 rx
interface port-channel 2

interface sup-eth 0 both

source vlan 3, 6-8 rx

source
destina
no shut
exit

interface ethernet 101/1/1-3
tion interface ethernet 2/5

SPAN DE%E II
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switch (config) # show monitor session 3
switch (config)# copy running-config startup-config

B —Am SPAN v < 3 > DEHTEH

Fi—Ji[f] SPAN & v & 1 VA RRET B ICIE, RO FIEE FAT L ET,

FIRDHE

1. 78R EF—RTHER—FEZHREL, SPANE=HF Y T2 A X—T 2 LET,
2. SPANEY g 2R ELET,

F IR D
FIE

ATFYT1 TI7BA T—FTHER—FEREL, SPANET=HZ U T %A X —TNMIZLET,
1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch(config-if)# no shut
switch(config-if)# exit

switch (config) #

ATYv T2 SPANE vy a v EZHELET,
5 -

switch(config)# no monitor session 3

switch(config)# monitor session 3 rx

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx
switch(config-monitor)# filter wvlan 3-5, 7

switch (config-monitor)# destination interface ethernet 2/5
switch(config-monitor)# no shut

switch (config-monitor) # exit

switch (config) # show monitor session 3

switch (config)# copy running-config startup-config

SPAN ACL 0% 7€ 5l

RIZ, SPANACL #RETHH &R LET,

. SPAN D&%
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switch# configure terminal

switch (config)# ip access-list match_ll pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# ip access-list match_12 pkts

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# vlan access-map span_filter 5

switch (config-access-map) # match ip address match_ll pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch (config)# vlan access-map span_filter 10

switch (config-access-map)# match ip address match_l12 pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch(config)# monitor session 1

switch (config-erspan-src)# filter access-group span_filter

UDF ~X— X SPAN O :% 7 5l

WIZ, UTO—HIEEELFHL T, 72 LI IP-inIP /X7 v FDOWESTCP 7 7 7 CTHR
A% % UDF ~X— 2 SPAN Z R ET A2 R LET,

HMEEETIP 7 RL2 £ 10.0.0.2
cHWESTCP 7 7 7 : BATCP 77 7 &% E

« /XA | : EthHdr (14) +4M5B1P (20) +NHBIP (20) + N TCP (20, 7272L., 13FH D
XA "D TCP 75 7))

e X7y FORENLDAT7E Y b 1 14+20+20+ 13 =67
« UDF O AHE : 0x20
« UDF ¥ % 7 : OxFF

udf udf tcpflags packet-start 67 1
hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config
reload
ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf
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(DEADBEEF) L@ D IP /37 > & MG 3 % UDF X— A SPAN # X ET HHl &2~ LET,
« SFE(E I IP 7 R LA £ 10.0.0.2
«WHITCP 77 7 : B8 TCP 7 7 V&R IE
« /34 b : EthHdr (14) +IP (20) +TCP (20) +-3A m— R : 112233445566DEADBEEF7788
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« UDF OBA1E : 0XDEADBEEF (2 /34 hDF v > 7 B L2 -5 UDF (2457E)
« UDF ¥ A7 : 0xFFFFFFFF

udf udf pktsig msb header outer 14 26 2
udf udf pktsig lsb header outer 14 28 2
hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig lsb
copy running-config startup-config
reload
ip access-list acl-udf-pktsig
permit udf udf pktsig msb OxDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1
source interface Ethernet 1/1
filter access-group acl-udf-pktsig
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