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v3 authNoPriv HMAC-MDS5, Fekths Hash-Based
HMAC-SHA. Message

713 SHA-256 Authentication
Code (HMAC)

Ayt— FA
AR5

(MD5) 7=V
AANEF
HMAC Secure
Hash Algorithm

(SHA) 7=V
NI - S ANE]
AELET,

v3 authPriv HMAC-MDS5, DES HMAC-MD5 7 /v
HMAC-SHA, Y A AFIE
721X SHA-256 HMAC-SHA 7 /L
Y R ATFESN
TRIELET,
T — K W LR

(DES) @ 56
vy Mgk, B
KOWsE7m v
4l (CBC) DES

(DES-56) f=
DWW TRREL
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U—RE128 By MO AES F—F S LN T D7D D/RAT — RIZ72 0 £9, AES priv /3 A
U—FRiE, 8XFULOESICTEES, X2 T7L—X%2 27 V7 TX A NTHRETLHE. &
K64 LTFHEBECTEET, B—HTA AR T—%2EHT LA, %ktmi%%?ﬁfﬁ
£,

)

Note  4L{oD AAA H— N—Z ] L T SNMPv3 Zff 5 B4, M AAA —_R—Da—HF —FHET
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&35 MIB OFEIZOWTIEL, D URL &R L TLEEW,
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cLIHTDO Y U —R X 77 L— RT5HNT, B 5{LAES-256 % 3 2 BEfF D 2 —
W —% AES-128 |[ZF##ER T 50>, B B1bik AES-256 29 5 = —H —ZHIR L £
TO

« ZOMEEIZ. TXTONIK 7T v b7 4 —LTHHR—FINTWET,

SNMP 7 7 # )L FEXTE

Table 2: 72 4 )L 0 SNMP /X5 A —%

INTHA—4H FTIAIE

S A &A@ A =TI

linkUp/Down i@ %14 A 7 ietf-extended

SNMP D&% 7€

SNMP 1.—H DL E
A

Note (Cisco NX-OS T SNMP = —H— 244 % 7= DI 4% 22~ > Fi&, Cisco I0S Ta—H—
ERERTHIZOIMHERAEIND O L3RR 9,

SUMMARY STEPS
1. configureterminal
2. snmp-server user name[auth {md5|sha|sha-256} passphrase [auto] [priv [aes-256] passphrase]
[enginel D id] [localizedkey] [localizedV 2key]]
3. (Optional) switch# show snmp user
4. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
AT w 71 | configureterminal Ja—N)L ary7 4 Xal—iay T— REBLG
Example: LET

SNMP D& E
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B swea—vomE
Command or Action Purpose
switch# configure terminal
switch (config) #
AT F 2| snmp-server user name [auth {md5 | sha| sha-256} | FRIERS KOV T A /N— RT X=X D% SNMP
passphrage[auto] [priv [aesr256] passphrase] [enginelD | o — 422 | E4, 27 L— XTI K 64 X
id] [localizedkey] [localizedV2key]] FOWIFEMATE ET, KT LA TFAIK]
Example: EhEd, localizedkey ¥—VU— REMEHT D54
switch (config)# snmp-server user Admin auth sha | I3, /fiij?L/h—;iéijtjtﬁié:d\jtﬁféiﬁi%ﬂL/f:ﬁiii
abcdl234 priv abcdefgh $;£, 130 I?i ({iﬂq(% iﬁ“
localizedV2key ¥ —Z i1+ 2546, "2 7L —X
IERSCF- &/ T XA L, BRI 0x/0X Z A3
IR 130 LFOFHFLFINCT HZ ENTEE
T, ZIUIRE B LEN=T—HTHhY, 774
THERTE W= o,  [showrunn) 75
localizedV2key ZNEET 25 Z & WHICHERE S U E T,
enginelD DOERIT, 12Dz m » TRYI- 72 10
BT,
Note
« JU—2x10.1 (1) LK%, AES-128 (% SNMPv3
DF T FIV DT T AR —TFa ka7,
* CiscoNX-OS U U—=2105 (2) LIRg, —H—
IX. AES-256 % SNMPv3 O 7' J A Ny — J'1
havk L THERTEET,
R v 7 3 | (Optional) switch# show snmp user 1 NEF 13D SNMP = — W — 2B A FH 4 3+
Example: RLET,
switch (config)# show snmp user
R T w 7 4 | (Optional) copy running-config startup-config U7 = BIRY A — MNFICEfTa 74X

Example:

switch (config)# copy running-config startup-config

L=y a e AY—h Ty 7 ar7 i X¥alb—a
ZaE— LT, BREEZMRRICHRTFLE T

Example

KIZ, SNMP 22— W — %R 502~ LET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh
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SNMP »* v+ —CRES{LDEMA

EIEERICEFEE T2 IERE SE M L 725 X 9 SNMP 2% EC& £4, T 7 4/L F Tik. SNMP
T—Vxr MIGRRERB L O S E2ITHOR W TH SNMPV3 A v — 2% 003, 774
Ny —%5E AT 5% A, Cisco NX-0S (X, noAuthNoPriv % 721% authNoPriv oW o+

X2 VT 4 LU RT A —H BT 59 _TO SNMPV3 PDU ZsRIZx L C, FrfoT—T
IEELET,

SNMP £ vt — Y DS E 4 E D2 — VP —I1T88H4 511X, Ze— L ar7 4 Falb—
vary E—RTHROa~vy REFEHLET,

av vk B#Y
switch(config)# snmp-server user name Z O —HF—|Z% LT SNMP 2 v t&— AL
enforcePriv PEALET,

SNMP * v & — Y DB b AT R CO2—F — |28+ 5121k, ZJo— a7 4 Xab—
vayE—RTROavy REFEHRALET,

avw Uk =)=y
switch(config)# snmp-server FTRTOZ—HF—(ZxF L TSNMP A v &— U
globalEnforcePriv = A

SNMPv3 1 —H (233 5EHDOO—ILDE|Y BT
SNMP 2—H—Z{ERR L72#% T, FOa2—V—Z8EOu—La2ED B THZENRTEET,

N

Note (hioDo—HF—Cm—/L&EYYTHZLNTEDDIL, network-admin 7 — /L& T 5 2 —H —
i Td,

avw R B8

switch(config)# snmp-server user name ZOSNMP 2 —H — L EINTF2—F— m—/L
group T Vv—hMLET,

SNMP O = 2 =7 1 D1ERK

SNMPv1 £7-1% SNMPv2¢c O SNMP =1 X =2 =5 4 Z#/EfiTX £,

avUR Br

switch(config)# snmp-server community namegroup [SNMP =2 X = =5 4 A NU V752 1ERk L &
{ro| rw;} +,
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SNMP ZXKD 74 )LRY) T

Tr7vAxarytrm—) AL (ACL) 23 2=F 1128V S TT. #H[E SNMP Bz~ ¢
NAEEATEET, BV YT ACLICE Y BREER ANy MRFTENDHE. SNMP %

=N

ZOERAZMH L £9, ACLIZE W ERBIEGESND5E. SNMPIZLDOERZFEFEL T, &
AT h A=V EEFLET,
ACL IR D/RT A =2 THERR L £,

c EFIXIPT FLA

«SEJEIP T R LA

« EETLA— B

« SiSEAR— b

« 71 k2L (UDP £7-1% TCP)

ACL /. UDP BLXTCP /9% IPvd B L OV IPv6 O FICEHA SN ET, ACL Z1ERk L7
5. ACL% SNMP 22X = =5 4 |ZE|Y ¥ TEF,

Je

Bk ACL OFEROZEHNZDWTIL, 8 L T3 CiscoNexus ¥ —X V7 b7 =7 D NX-08
XalTF s ar7Z7 s Xal—ary A4 FRESBLTLIEE N,

IPv4 £7213 IPv6 % SNMPV3 2 X = =7 4 (ZEI VD 4T T SNMP ERD 7 4 )V X ULEAZLT H 1T
X, e — T — R TRk a~r REFITLET,

avy kR B

switch(config)# snmp-server community name IPv4 ACL %721 IPv6 ACL % SNMPv3 =
_[useqpv4ac| ipvdacl-name] [use-ipv6acl I 2=F 2 E Y YT T SNMPERD 7 ¢
Ipvbacl-name] IV E IR AT E T,

switch(config)# snmp-server community public
use-ipvédacl myacl

SNMP E41L > —/\DEHRTFE
BHORA N L —_"— 25 LT SNMP @2 4T 5 L 9 Cisco NX-OSERETX £,

Jua—\)L a7 4 Xal—23 L F—RTSNMPvl F 7 o7 DHRA R LY —NERETE
i‘a‘o

SNMP D&% 3E
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avw vk =El:g]

switch(config)# snmp-server host SNMPvl F T v 7DHRA R L —R_"EZRELET,
ip-address traps version 1 community | address| IPvd %72 1$ IPv6 7 K L R &l T & £,
[ udp_port number] DX n =T g, B 255 CEOECIRE TR £
9, UDP A"— hEEOHFHIL 0 ~ 65535 T,

Ja—nR_)ary7 4 F¥al—3F—RKTSNMPV2ec T v 7 EIEA 0 T3 —LDHEA b
L= REBRETETET,

avUR Bra

switch(config)# snmp-server host SNMPv2c h T v 7 E7FA V7 4 —LDHEA K Li—
ip-address {traps|informsj version2c| ,xzz7 L £, ip-address i3 IPv4 £7213 IPv6 7 KL

community [ udp_port number] AEBATEET, 33227 41k, BK25S XFOH
HFETHETEET, UDP A— FEEOHMITZ0 ~
65535 T,

Ja— )L a7 4F¥al—a3r B—RKTSNMPV3 T v 7 E7013A4 0 74— DHRA B
VY= RNEBRETEXET,

avw kR B&Y

switch(config)# snmp-server host SNMPv2c b T v FE1FIA VT —LDHRA S Li—

ip-address {traps|informs} version3 | ,xz-zp7 L4, ip-addressid IPv4 £721ZIPv6 7 K L

{auth | noauth | priv} username [ RAEEATXET, 2—HF—&1E. KK 255 TFOH

udp_port number] HFTHRETE 5, UDP die b BB ORI 0 ~
65535 T7,

\)

Note SNMP v %— (%, SNMPV3 A vt — A3 L 53 5 7-9 . Cisco Nexus 7 /34 A
@ SNMP enginelD (23 < —%— 7 L5 ¥ /L (authKey/PrivKey) %k L CW 72T hH
X720 8 A,

KIZ. SNMPvl N T v 7OFRA N LI —REBETHHEZ R LET,

switch (config)# snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ > 7+ —LDKRA N LI —RERETHHZRLET,

switch(config)# snmp-server host 192.0.2.1 informs version 2c public

WIZ, SNMPV3 A 7 4 —LDHEA S LI —RNERETLHHZ R LET,

switch (config)# snmp-server host 192.0.2.1 informs version 3 auth NMS

SNMP D& E
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VRF #{#H9 5 SNMP@41L > —/\DHRTE

RE E47Z VRF AR A N L r—\ZHE T 2 K 5 12 Cisco NX-O8 # 3% E T& £7, SNMP &
AL —D VRF BiZA[BEl KON T v Z Vo 7 A7 a v ERETHE, SNMP IZL -5
T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (2> b U 2B & E T,

)

CE)  VRFBSERREME I T ANVE Y T A7 a3 VERETHHIC, AR NERET HHLEN

HYET,

FIEDHE

1. switch# configureterminal

2. switch# snmp-server host ip-address use-vrf vif_name [ udp_port number]

3. (f£#&) switch(config)# copy running-config startup-config
FIEDFEHH

FIE
ARV KRFERRETI a3 Y B#J

R T w 71 | switch# configureterminal ra—N) ary 7 4 Xal—ay B— NElG

l./\gz—a—O

25w 2 | switch# snmp-server host ip-addressuse-vrf vif_name[ | 45 VRE 2 L THRZ b Lo — L @ET 5
udp_port number] X 9IZSNMP 2% E L ET, IP7 FL AL, IPv4
FIATIPV6e 7 L AZMTE £9, VRFAIZIE
RR 255 DFHTFEMHATEES, UDPKR— MES
DOFIPAIL 0~ 65535 TF, ZDa~vr RZL-T,
CISCO-SNMP-TARGET-EXT-MB @

ExtSnmpTargetVrfTable (2= kU 28BS 4L E T,

AT 73| ({£E) switch(config)# copy running-config V7= BLOY AZ— FRFIZETa 7 4 K=
startup-config L—arv B AZ— NPy ary7 4 Xal—g
SN =L T, BRE AN RIT L E T

51
Wiz, IP 7 KL A 192.0.2.1 @ SNMP #— 3— KA b % [Blue] &9 £HRiD VRF %
AT I ICRET DHERLET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

SNMP D&% 3E
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| snvpossE
VRF[ZE D SNMPEXID T 1 LB Y 2 .

VRF [ZED < SNMP @HID T 4 LR ) VT

BENNZEAE L2 VRE IZEESW T, CiscoNX-OS BHE 7 A NEZ Y o 7T 5L ) CRETEE

-gAO
FIEDHE
1. switch# configureterminal
2. switch(config)# snmp-server host ip-addressfilter-vrf vrf_name[ udp_port number]
3. (f£E) switch(config)# copy running-config startup-config
FlgD 4
Fig
ARV KRFERRETI 3 Y B#J
R T w 71 | switch# configureterminal Ja—)L a7 4 F¥alb—g )y E— KEHE

L/\i‘g—(]

Z v 7 2 | switch(config)# snmp-server host ip-addressfilter-vrf | 258 X4 7= VRF IZEHASWT, @BEIAA b LI —AN
vrf_name [ udp_port number] D@ E T 4 NE Y T LET, IPT KL AL,
IPv4 £7-131Pv6 7 RL A& TX £9, VRF4
(IR 255 D AR TcEx £9, UDPA—h
F 5 OHEPHIL 0 ~ 65535 TT,

ZDaw NiZk-oTC,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= ks U MBI &L E T,

AT T3 ({EE) switch(config# copy running-config V7= FBLNY A — FMRIZF(Ta 7 4 ¥
startup-config L—yarvaAA— Ty ary7 44Xzl —3g
SNZae— LT, BEEMRGEAICHRTE L ET,

151
WIZ, VRFEIZESWT SNMP EED T fVH ) v TR ETHHEZRLET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config)# copy running-config startup-config

AN R THOEADT=-8HD SNMP D% E

KDOHEDEFHAL T, A" R 727 EAMHIZSNMP #RETX £,

SNMP D& E
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SNMP OE |

AT HXFARDRNSNMP V2 O : a0 TF A MIvy BT INcaia=T 4 &
AT LT, ZOHE, SNMPZ 74 72 MEIT U TF A MOV TR#ET L EITH

D EEA,

AT HRARDHDLSNMP V2 Offif] : SNMP 7 A4 7> MEIala=7 ¢, =&z,
<community>@<context> Z 5 E L C, T T XA NfRETHLERH Y 7,

«SNMPV3 D : 2T HF R MEEETE X,

FIEDHE
1. switch# configuration terminal
2. switch(config)# snmp-server context context-name vrf vrf-name
3. switch(config)# snmp-server community community-name group group-name
4. switch(config)# snmp-server mib community-map community-name context context-name
FIED FH
FIE
ARV RFERRETI a3 Y B#J
2w 71 |switch# configuration terminal Jua—r )L ary7 4 F¥a b—gy EB— NG
LET,
R 2 | switch(config)# snmp-server context context-namevrf |48 VRF £7-1%5 7 #/L b VRF|{Z SNMP =2 > 7 %

vrf-name

AME~vy B LES, WAZ LAVRFIZHAR—
SINEFA, BRNIITRK32 OFHTFEHEHTE
£,

(6=3))
7 7 4/ hTlX, SNMP [ # VRF ZfE/H LTk
Ty 7lEEEFELET, B VRF 2 L2WGEE
X, Zoa~wr RE#EH L THESRO VRF 2 f8ET
HMEENRH D T,

AT 7 3| switch(config)# snmp-server community SNMPv2c 23X 2= 4 L SNMP 2> F ¥ R I~ v
community-name group group-name V7L, aia=T A BNET LI N—T AL

F9, ARNCITRK 32 OFHTEHEHTE LT,
AT 7 4 | switch(config)# snmp-server mib community-map SNMPv2c 23 =2 =F5 f ZSNMP 2 T % 2 M~ v

community-name context context-name

V7 LET, LARNZIIRK32 OFERTEMHAT
=F7,

. SNMP D&% E
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KD SNMPv2 O, =227 F & M snmpdefault & WO ARTOI I 2 =T 4 &2~ v
E T 5 0EE R L TVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # snmp-server context def vrf default

switch (config)# snmp-server community snmpdefault group network-admin
switch (config) # snmp-server mib community-map snmpdefault context def
switch (config) #

RO SNMPV2 OfliL, ~v B 7E3NTWRWaI2=7 f comm Z&REL, £
VRTIREARATLHEFEERLTOVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server context def vrf default

switch (config)# snmp-server community comm group network-admin
switch (config) #

K@D SNMPv3 O, v3 2 —HF—& L AT — REFHT 2 HEE2 R L TWET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server context def vrf default

switch (config) #

SNMP BEID A = — T )L1E

WHEA X —TNFETT =TI TEFET, ML LT L2V &, Cisco NX-OSiLi#
MET_XCTAX—T M LET,

\}

Note snmp-server enabletrapsCLI =t~ > R&fif4 25 &, BEBEAMAA b Lr— 2L - T,

T TeA T F— DM A RX—T VI TEET,

N

WDFIZ, Cisco NX-OS MIB Ol % A F—T7 /WZT D CLI 2~ RERLET,

Table 3: SNMP &M DA #— T )Lk

MiB EEav oK
T _COFBEN snmp-server enabletraps
BRIDGE-MIB snmp-server enabletraps bridge newroot

snmp-server enabletraps bridge topologychange

CISCO-AAA-SERVER-MIB snmp-server enabletrapsaaa

SNMP D&% E .
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EEav> R

ENITY-MIB,

CISCO-ENTITY-FRU-CONTROL-MIB,
CISCO-ENTITY-SENSOR-MIB

snmp-server enabletraps entity

snmp-server enabletrapsentity fru

CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

IF-MIB

snmp-server enabletrapslink

CISCO-PSM-MIB

snmp-server enabletraps port-security

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enabletraps snmp authentication

CISCO-FCC-MIB

snmp-server enabletrapsfcc

CISCO-DM-MIB

snmp-server enabletrapsfcdomain

CISCO-NS-MIB

snmp-server enabletrapsfcns

CISCO-FCS-MIB

snmp-server enable traps fcs discovery-complete

snmp-server enabletrapsfcsrequest-reect

CISCO-FDMI-MIB

snmp-server enabletrapsfdmi

CISCO-FSPF-MIB

snmp-server enabletraps fspf

CISCO-PSM-MIB

snmp-server enabletraps port-security

CISCO-RSCN-MIB

snmp-server enabletrapsrscn
snmp-server enabletrapsrscn els

snmp-server enabletrapsrscnils

CISCO-ZS-MIB

snmp-server enabletraps zone

snmp-server enabletraps zone
default-zone-behavior-change

snmp-server enabletrapszone enhanced-zone-db-change
snmp-server enabletraps zone merge-failure
snmp-server enable traps zone mer ge-success
snmp-server enabletraps zone request-r e ect

snmp-server enable traps zone unsupp-mem

CISCO-CONFIG-MAN-MIB

Note

ccmCLIRunningConfigChanged it %1 %
Bk MIBAZ =2 k& H— |
LTWEHA,

snmp-server enable traps config

. SNMP @
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yoongnonz: [

A\

Note 5 ¢ 24N, &7 4/ FTlEA X — 7L TT,

Ja—r)LarZ 4 Xal—vgy T— RTHREDBBME A X—TMZT DL, ROIEE

EITVET,
avw Uk B8
switch(config)# snmp-server enabletraps T SNMP @ %2 A 2 —7 M LET,

switch(config)# snmp-server enabletrapsaaa | AAA SNMP i@Z1% A 2 — 7 I LET,
[server-state-change]

switch(config)# snmp-server enabletrapsentity | ENTITY-MIB SNMP @20 % A4 2 — 7 /W2 LE
[fru] +.

switch(config)# snmp-server enabletrapslicense| 5 1 = 2 SNMP @41 % A 2 —T Wz LET,

switch(config)# snmp-server enabletraps ‘— hEX=UF ¢ SNMP#EHE A R—T L
port-security \z Li@‘o

switch(config)# snmp-server enabletrapssnmp [SNMP —=— < = > h@&i& A X — 7L LE
[authentication] +,

)20 DRMDEKE
TNA AR LT, A F—7 U2 T % linkUp/linkDown A1 &2 R ETE E7, IROXA T D
linkUp/linkDown %1% A X — 7 /LIZTE X7,
e cieLinkDown : ¥ 2 2Lk ) 7 AT — K XU il E A F—T ML ET,
ecieLinkUp : Y ALk 7 A7 — K~ 7 v FHEHE A R—T M LET,

s cisco-xcvr-mon-status-chg : A2 f VX —T 2 Af A FTF U= N FoH— AT —H AR
MMz A r—7 /M LET,

« delayed-link-state-change : YE4EY > 7 AT — NEHZ A F—T M LET,

« extended-linkUp : IETF JE3R Y > 7 AT — bk 7 v Fi@iz A x—7 W LE T,

» extended-linkDown : IETF 53RV > 7 A7 — bk XU i@z A r—7 W LET,
« linkDown : IETF V > 7 A7 — b XU @iz A F—7 /W LET,

linkUp : IETF U > 7 AT — K 7 v T#@HE A 3x—7 M LET,

FIRDOEE

1. configureterminal

SNMP D& E
|
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2. snmp-server enabletrapslink [cieLinkDown | cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp | extended-linkDown | linkDown | linkUp]

FIED ¥
FIE
ARV RFERIETY V3 B#Y
X w 71 | configureterminal Jau—N)L a7 4 Xal—ay T— REBHLG
fi LET
switch# configure terminal
switch (config) #
Z 5w 7 2 | simp-server enable traps link [cieLinkDown | YL s SNMP A A F—T e LET,

cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp |
extended-linkDown | linkDown | linkUp]

1

switch (config)# snmp-server enable traps link
cieLinkDown

AVBA—T A RATHD) VOBHMDT«E—T It
fERIDA > 2 —7 = A AT linkUp 33 X O linkDown i@H %2 T 4 £—7 /I T&E 7, Zhizk
D, 7798 T A H—=TxAA (T T eHFU U HOBITERVIRLTWDAS F—T =
AR) T EMERIRCE £,

FlaD#E
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config -if)# no snmp trap link-status
F IR D 48
FIE
ARV FFEREET7TIVa Y B#J
R T w 71 | switch# configureterminal Jra—N) ary7 4 Xal—iay T— RERLG
L/i—a—o
Z 5w 7 2 | switch(config)# inter face type slot/port BHESTHA L X —T A AERELET,

. SNMP D&% E



| snvpossE
TCP T SNMP (2349 27 >4 4 LRFED 1 +—T it [

ARV RFERFTIVaY =)

R 7 3 | switch(config -if)# nosnmp trap link-status A B =T 2 ADSNMP V7 AT —hK FT v
THTA4E=TMILET, ZOMREIX. T 74
FCA X =T NI ENTVET,

TCP T® SNMP [Zx{9 5T 3 A LFBEED A +— T IL{E

TCP v a v ETCSNMPIZXHT BT ¥ A LEEEY A F— T TEE T,

avw ok B#J

switch(config)# snmp-ser ver TCP & v 3 ECSNMP KT 2V v & A NiRaE % A

tcp-session [auth] F—T M LET, TOMREIZT 7 4L h TEMICRE
INTVET,

SNMP X 1 v FDEMZFKE X VISFTDIFEHRDEIY ST

ALy FOBAEEER (AX—ZAE2EFDT, K32 LTFET) BLOARAS v TFOLFTEEID

BVTHZENTEET,
SUMMARY STEPS
1. switch# configuration terminal
2. switch(config)# snmp-server contact name
3. switch(config)# snmp-server location name
4. (Optional) switch# show snmp
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 | switch# configuration terminal Jau—)L a7 4 Xal—ay T— &G
LET,
AT 7 2 | switch(config)# snmp-server contact name sysContact (SNMP Y45 4) Zi%E L £ 7,
R 7 3 | switch(config)# snmp-server location name sysLocation (SNMP =%/ —3 a3 y) Z&HELET,
R T v 7 4| (Optional) switch# show snmp 1 DFEZBFERDO5 T v 7 7 A VT D15 A
KRLET,
Z v 75 | (Optional) switch# copy running-config startup-config DB ELEFEEGFLET,

SNMP D& E
|



B oorsxrexvrm—s s sMORvELTRE

SNMP OE |

OAVTFFRMERY N I)I— D T OTFT4TARBDRVYEVIHRTE

7a haj A4 AKX A, VRF 72 ¥ D

FANDOT LU T RBRETEET,

By NU—2 =T 4T 4IZ%3 % SNMP =27

2. switch(config)# snmp-server context context-name [ instance instance-name] [ vrf vrf-name] [

switch(config)# snmp-server mib community-map community-name context context-name

4. (Optional) switch(config)# no snmp-server context context-name [ instance instance-name] [ vrf

SUMMARY STEPS
1. switch# configuration terminal
topology topology-name]
3.
vrf-name] [ topology topology-name]
DETAILED STEPS
Procedure

Command or Action

Purpose

Z 5w 71| switch# configuration terminal Ja—s ) ar7 4 X¥alb—v gy ®— REHA
L/\ij_‘o
X Fw 7 2 | switch(config)# snmp-server context context-name [ SNMP =257 A a2 7a ha)L AV AX A,
instance instance-name] [ vrf vrf-name] [ topology VRF, ¥ 12 ARz vy B 7 LET, 4FIC
topology-name] IR 32 OERBFAEHTEET,
R T w 7 3 | switch(config)# snmp-server mib community-map SNMPv2¢c 23 =2=FT 4 ZSNMP 2> 7% X NI~ v
community-name context context-name Vo7 LET, LENTITERK 32 OFEFA2HH T
=FET,
R 7 4 | (Optional) switch(config)# no snmp-server context SNMP 22> T %A R Fabhajly 4L AR A,

context-name [ instance instance-name] [ vrf vrf-name] [
topology topology-name]

VRF, F7iX bR o~y B 7 &HIFRLET,
ZANZIERK 32 O FEFEATEET,

Note
ATHFAN Ry BT EHIBRT D2 HIT, A&
AL A VRF, £72X MRV E A L7200 T
723, ingtance, vrf, F7ziXtopology ¥—7 — K
AT 2L, arTRANLERRA MY U
D~V BT REEISNET,

. SNMP D&% E
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snvp o7 1 —F it [

SNMP 7 1« £—7JJL{t

FIEDHE
1. configureterminal
2. switch(config) # no snmp-server protocol enable
FIED F%H
FIE
ARV RFERRETI a3 Y B#J
R w 71 | configureterminal ra—x)L a7 4 Xl — gy F— Na Bt
i) : LETS

switch# configure terminal
switch (config) #

R v 72 | switch(config) # no snmp-server protocol enable SNMP # 5 4 —7 iz LET,
Bl SNMP (X, 774 /L hTT 4 B—7 WMl T E
no snmp-server protocol enable 7fo

SNMP 2% 7E D FEEE

SNMP B EF#AF R T DI21E, IROEEEZITVET,

avwvk B

show snmp SNMP A7 —H# A& F R LET,

show snmp community |SNMP =X =2 =5 1 X M) v 27 &2 F R LET,

show snmp enginel D SNMP enginelD %/~ L E 7,

show snmp group SNMP v — /L& F£RLET,

show snmp sessions SNMP v v araFnrLET,

show snmp trap AFZ—TNEFIEFT 4 E—7 L THDSNMPEAAFFER LET,

show snmp user SNMPv3 = —H &2 F R LET,

SNMP D& E
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ZTDMDSEER

SNMP D E |

MB®D') >y

SNMP (ZB#92% MIB

PR—FENTWVWD MIB EZBREBLIOF Y a—|
WO URLIZT 7 AL TL &,

https://cisco.github.io/cisco-mibs/supportlists/nexus3548,
Nexus3548MIBSupportList.html

. SNMP D&% E
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