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SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# mac access-list name
3. switch(config-mac-acl)# {permit | deny} source destination protocol
4. (Optional) switch(config-mac-acl)# statistics per-entry
5. (Optional) switch(config-mac-acl)# show mac access-lists name
6. (Optional) switch(config-mac-acl)# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Juau—)ary7 4 Xal—gy FT— NEG
Liﬁ—o

ATy T2

switch(config)# mac access-list name

MACACL #/EftLC, ACLZ > 7 4 F¥al— 3
v E—RERBLET,

ATvT3

switch(config-mac-acl)# {permit | deny} source
destination protocol

MAC ACL Wiz v— Va2 ERR L5,

permit =2~ K& deny 2~ RiZid, 774 v
T EWBINT Bl OFEPHE SN TVE
‘é‘o

ATvT4

(Optional) switch(config-mac-acl)# statistics per-entry

FD ACL D)L— L —53 3,7 v DO F a—
IViRETH & TS ADHERFT 2 KO ICREL £

ATvT5

(Optional) switch(config-mac-acl)# show mac access-lists
name

MAC ACL DB ExFr LET,

ATvT6

(Optional) switch(config-mac-acl)# copy running-config
startup-config

FATar 74 Xal—vark AF¥—hLT v 2
V74X alb—valat—LET,

Example

&IZ, MAC ACL Z1ERd B2~ LET,

switch# configure terminal

switch(config)# mac access-list acl-mac-01

switch (config-mac-acl) # permit 00c0.4£00.0000 0000.00ff.£ffff any
switch(config-mac-acl)# statistics per-entry

switch (config-mac-acl)# show mac access-lists acl-mac-01

MAC ACL acl-mac-01
statistics per-entry

10 permit 00c0.4£00.0000 0000.00ff.ffff any

switch (config-mac-acl) # copy running-config startup-config

MAC ACL DE&FE .
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MAC ACL ZF A A G HEIBRTE £9,

Before you begin

MACACLDEE |

MAC ACL WEEZSNTNWDHA » H—T =4 AT, summary ¥—7— REZFEEL T
show mac access-lists =~ > K& L £,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# mac access-list name
3. (Optional) switch(config-mac-acl)# [sequence-number] {permit | deny} source destination protocol
4. (Optional) switch(config-mac-acl)# no {sequence-number | {permit | deny} source destination

protocol }

5. (Optional) switch(config-mac-acl)# [no] statistics per-entry
6. (Optional) switch(config-mac-acl)# show mac access-lists name
7. (Optional) switch(config-mac-acl)# copy running-config startup-config

DETAILED STEPS

Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Ta—N )L ary 74X al—ay T— Neh
Li‘j_o

ATy T2

switch(config)# mac access-list name

AETTCHEELIEACLOACL 2 7 4 F¥al—
v E— REBBLET,

ATvT3

(Optional) switch(config-mac-acl)# [sequence-number ]
{permit | deny} source destination protocol

MAC ACL WIZ/v— NV EER L ES, —F v A3
FERIEET S L. ACLND/L— /Ui A& 248 E T
FET, VT UARBERELRVE, L—LT
ACL OERREIZEBMEINET,

permit 2~ & deny a2~ NiZid, 7710w
7 BT H0DEL OFENHESN TV E

R

ATvT4

(Optional) switch(config-mac-acl)# no {sequence-number
| {permit | deny} source destination protocol }

F5E L= /L—/L% MAC ACL 2> 5 HIBR L £,
permit =< K& deny 2~ RiZid, 774 v
7 EFBATDODEL DFENHBEINTWVE
j‘o
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Command or Action

Purpose

ATvT5

(Optional) switch(config-mac-acl)# [no] statistics
per-entry

FOACL DNL— )L —F3 B0y D7 a—N
AR TN ADRKERFT 2 L9 ICRELE T,

not7varvaEATSHE,. T8 XTFD ACL
DT v —S)VEE OMeR A E IR L E T,

ATvT6

(Optional) switch(config-mac-acl)# show mac access-lists
name

MAC ACL O EEFr~LET,

ATy 71

(Optional) switch(config-mac-acl)# copy running-config
startup-config

FTar 74 Xal—vark, A4—LT v/ =
V74X al—vailat—LEd,

Example

WIZ, MACACL #EH 4 A4~ LET,

switch# configure terminal

switch (config) # mac access-list acl-mac-01

switch (config-mac-acl) #
switch (config-mac-acl) #
switch (config-mac-acl)# no 80
switch (config-mac-acl) #
switch (config-mac-acl) #
MAC ACL acl-mac-01

statistics per-entry

100 permit 00c0.4£00.00 0000.00ff.ffff any
80 permit 00c0.4£00.00 0000.00ff.ffff any

statistics per-entry
show mac access-lists acl-mac-01

10 permit 00c0.4£00.0000 0000.00ff.ffff any
100 permit 00c0.4£00.0000 0000.00ff.ffff any

switch (config-mac-acl)# copy running-config startup-config

MACACLIAD > —4 U RBEDEHE

MACACLND/L— VAT b TR T —r V ARBEZER X ET, ACLIC/L—L %
AT DVENHDLBAET, V=TV ABFBRARELTWND L &3, HEY LTI D LEHT

SUMMARY STEPS

R

1. switch# configureterminal

2. switch(config)# resequence mac access-list name starting-sequence-number increment
3. (Optional) switch(config)# show mac access-lists name

4. (Optional) switch(config)# copy running-config startup-config

MAC ACL DE&FE .
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DETAILED STEPS

Procedure

MAC ACL ®
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Command or Action Purpose

R T 71 | switch# configure terminal

LE7,

sa—\Lary 7 X al—3ay ®— Ntk

R T w 7 2 | switch(config)# resequence mac access-list name
starting-sequence-number increment

ACLHIZEDR EN TWABL— U — o AR E%
fF17 £7, starting-sequence number | ZF57E L7232 —

7o ARG RO — /AT B E T, RO
FI—VZIE, ERIOAL—L XD & REWNFEE LM
o ET, FEORIRIZ, fEELIEHSIZL-T
RED ET,

X T 7 3 | (Optional) switch(config)# show mac access-lists name

MAC ACL @ R LET,

R v 7 4 | (Optional) switch(config)# copy running-config
startup-config

EFar 74 ¥al—vark, A4—hTv7 =2
V74X al—v g lar—LET,

Example

&IZ. MACACL D> —4 v A EEFET A %2R LET,

switch# configure terminal

switch (config) # resequence mac access-list acl-mac-01 100 15

switch (config)# show mac access-lists acl-mac-01

MAC ACL acl-mac-01
statistics per-entry

100 permit 00c0.4£00.0000 0000.00ff.ffff any
115 permit 00c0.4£00.0000 0000.00ff.ffff any

switch (config) # copy running-config startup-config

MAC ACL D &IIfR

SUMMARY STEPS

MAC ACL 25 /3 AL HIBRTE £97,

switch# configure terminal
switch(config)# no mac access-list name

Wb

. MAC ACL DE&FE

(Optional) switch(config)# show mac access-lists name summary
(Optional) switch(config)# copy running-config star tup-config
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DETAILED STEPS

Procedure

mac acL o&i% |

Command or Action

Purpose

Z 5w 71| switch# configure terminal Jua—srar7 4 X¥alb—3 gy T— Reilh
L‘ij‘o

R T 7 2 | switch(config)# no mac access-list name AETTHEELEZMACACL2FE T2 7 41Xl —
varinbHIBRLET,

2w 7 3 | (Optional) switch(config)# show mac access-lists name | MAC ACL O E4#£ R LE T, ACL 231 > ¥ —

summary 7z A AIFIEMEWHA SN TV D HEIT, A~

H—T =2 ABRFIRENET,

Z v 7 4 | (Optional) switch(config)# copy running-config FTar74FXal—rvarvkE, A¥—Kr7 v a

startup-config

Y7 4Xal—varilar—LEd,

Example

WIZ, MAC ACL #HIBRT 5812~ LET,

switch# configure terminal
switch (config)# show mac access-lists

MAC ACL acl-mac-01

statistics per-entry

100 permit 00c0.4£00.0000 0000.00ff.ffff any

115 permit 00c0.4£00.0000 0000.00ff.ffff any
MAC ACL acl-mac-02

statistics per-entry

10 permit 00a0.3£00.0000 0000.00dd.ffff any
MAC ACL acl-mac-03

statistics per-entry

10 permit 00b0.5£00.0000 0000.00aa.fbbf any

switch(config)# no mac access-list acl-mac-02
switch (config)# show mac access-lists acl-mac-02 summary

switch (config)# show mac access-lists

MAC ACL acl-mac-01
statistics
100 permit
115 permit
acl-mac-03
statistics

per-entry

MAC ACL
per-entry

00c0.4£00.0000 0000.00ff.f£fff any
00c0.4£00.0000 0000.00ff.f£fff any

10 permit 00b0.5£00.0000 0000.00aa.fbbf any

switch (config) # copy running-config startup-config

MAC ACL DE&FE .
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MACACL R —F ACL & LT, IROWTNNDA o Z—T oA X Z A FIZHPATEET,
LAV 2FERLFLAVIDA—Y Ry b A X =T A A
L AX2FELIFLAYIDAR—RFN Ty A F—T AR

Before you begin

WHTDACL BNFEIEL, BERFETRN I T4 v 72T 4N F ) T T5LITHEINT

WHZ LR LET,
SUMMARY STEPS
1. switch# configureterminal
2. ROWFRhOa~vr RE AN LET,
« switch(config)# interface ethernet slot/port
« switch(config)# interface port-channel channel-number
3. switch(config-if)# mac port access-group access-list
4. (Optional) switch(config-if)# show running-config acimgr
5. (Optional) switch(config-if)# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
2w 71 | switch# configure terminal Jsa— v ary’ 4 Xab—ay E®— Neh
LET,
ATYT2|ROVTIrDOa~vy FEALET, LAY 2FELELAVIDA L H—T oA R 2
« switch(config)# inter face ethernet slot/port YA Falb—vary B FEMRLET,
* switch(config)# interface port-channel L AX2EFIELATYIDOFE—F FrRL A

channel-number VHE—T 2 ADA L H—T xf AT 4

Xal—arE—RRE2RBLET,

R T 7 3 | switch(config-if)# mac port access-group access-ist MACACL A v % —7 = A AZHEH LET,

X T 7 4 | (Optional) switch(config-if)# show running-configaclmgr | ACL O ExF < LE 3,

R 7 5 | (Optional) switch(config-if)# copy running-config FITar74Xal—Yark, A¥F—Kr Ty a
startup-config Y74 F¥al—varilar—LET,

. MAC ACL DE&FE
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Example

WOENL, A —FFy b A2 F—T=A ATMACACL 2R — K ACL & L CEMT

LHEERLTVET,

switch# configure terminal

switch (config) # interface ethernet 1/3

switch (config-if)# mac port access-group acl-mac-01
switch (config-if)# show running-config aclmgr

!Command: show running-config aclmgr
!Time: Sat Jul 19 23:36:04 2014

version 6.0 (2)A4 (1)
mac access-list acl-mac-01
statistics per-entry
100 permit 00CO0.4F00.0000 0000.00FF.FFFF any
115 permit 00C0.4F00.0000 0000.00FF.FFFF any
mac access-list acl-mac-03
statistics per-entry
10 permit 00BO.5F00.0000 0000.00AA.FBBF any
ip access-list copp-system-acl-bfd
10 permit udp any any eqg 3784
ip access-list copp-system-acl-eigrp
10 permit eigrp any any
ip access-list copp-system-acl-ftp
10 permit tcp any any eq ftp-data
20 permit tcp any any eq ftp
30 permit tcp any eq ftp-data any
40 permit tcp any eq ftp any

interface Ethernetl/3
mac port access-group acl-mac-01

switch(config-if)# copy running-config startup-config

wOFNL, R—FF ¥R A H—T7 A AIMACACL 4R — + ACL & L Ci#E

T 5 HEERLTVWET,

switch# configure terminal

switch (config)# interface port-channel 5

switch (config-if)# mac port access-group acl-mac-01
switch(config-if)# show running-config aclmgr

!Command: show running-config aclmgr
!Time: Sat Jul 19 23:37:04 2014

version 6.0 (2)A4 (1)
mac access-list acl-mac-01
statistics per-entry
100 permit 00C0.4F00.0000 0000.00FF.FFFF any
115 permit 00C0.4F00.0000 0000.00FF.FFFF any
mac access-list acl-mac-03
statistics per-entry
10 permit 00BO.5F00.0000 0000.00AA.FBRF any
ip access-list copp-system-acl-bfd
10 permit udp any any eq 3784
ip access-list copp-system-acl-eigrp

MAC ACL DE&FE .
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10 permit eigrp any any
ip access-list copp-system-acl-ftp

10 permit
20 permit
30 permit
40 permit

tcp
tcp
tcp
tcp

any
any
any
any

any eq ftp-data
any eq ftp
eq ftp-data any
eq ftp any

interface port-channel5b
mac port access-group acl-mac-01

switch(config-if)# copy running-config startup-config

MAC /N7y bR EED A r—TILEF =L EML

MAC /{7 v 43 ¥EIE. VLAN B, CA R —T NV E 73T 4B =T T D2 ENTEFET,

FlED#HEE
1. configt
2. vlan vian-number
3. [no] mac packet-classify
4. exit
5. (f£&) show running-config vlan vian-number
FIEDEEH
FiE
AV RFERIETIVaY B#
Z 5w 71 |configt Ja—r ) ar7 4 ¥al— gy T— ReBth
LE7,

1

switch# config t
switch (config) #

R T w 72 | vlan vian-number

1

switch (config-vlan) #

switch (config)# vlan 10

VLAN A v #—7 = A A& AERk L $£9, number D#j
PHIL 1 ~ 4094 T3,

R Fw 7 3 | [no] mac packet-classify
il -

switch (config-vlan) #

switch (config-vlan) # mac packet-classify

vlan ® MAC X7 > NpREE AL ET, not
varvEEHT AL, vlan D MAC 737w MA3EEN
T A —=T NI FT,

. MAC ACL DE&FE
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ARV RFEEETIIa Y B8
AT v 74 |exit vlan FERL AL T LE T,
I
switch(config-vlan)# exit
switch (config) #
AT 75| (f£&) show running-config vlian vian-number FITREEZFRLET,

il

RIZ, VLAN HALCTMAC N7y b pfax A 2—T N T 502 RLET,

switch# configure terminal

switch (config)# vlan 50

switch (config-vlan) # mac packet-classify

(
switch (config-vlan)# exit
(

switch (config)# show running-config vlan 50

!Command: show running-config interface V1anb50
!Time: Wed Aug 6 20:39:03 2014

version 6.0(2)A4 (1)

interface V1an50
mac packet-classify

switch (config-if)# copy running-config startup-config

MAC ACL D&% E D2

MAC ACL DR EFHE FRT DI, ROWTNNOIEXEEZFATLE T,

avy R

El:)

show mac access-lists

MAC ACL O EZ R R LET,

show running-config aclmgr
[all]

MACACL BLXO'MACACL N END A v H—T = A A %G
OT, ACLDBREEXFRLET,

Note

al A7varvaEfifdsé, Frar74Xa2l—v a7
74V k (CoPP#%JE) & a—WERIZLD ACL Ol HHFE R
SNET,

MAC ACL DE&FE .



B vacacLsstEsmos U7

MACACLDEE |

avw vk =]y

[all] Note

show startup-configaclmgr |ACL DA% — 7 v 7 ar 7 4 FXal—vara®RnrLET,

Al arvaflHTsE, AF— T v arr7 4 Xal—
ardDT 7Nk (CoPPRRE) & a2—WEFRKIZLD ACLD
W RFERENET,

MAC ACL {5t 1BERD 2 1) 7

clear mac access-list counters =~ > K& L T, MAC ACL #iEMaAHETE £,

avUk B &
clear mac access-list counters F_TOHMACACL. F 7134 %ED MAC ACL
OffEHFHZHE L £,

. MAC ACL DE&FE
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