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Note  (Cisco NX-OS &, £ —H x> F MIB® SNMP v h&#HR— K LEHA,

Cisco Nexus 7 /31 A%, SNMPvl, SNMPv2c., L USNMPv3 #HHR— kL £9, SNMPvl
BLOSNMPV2c 1T EBLHE, T3 asT 4 RX—RAERXDOEX2 T s 2FEHLET,

SNMP (&, RFC 3410 (http://tools.ietf.org/html/rfc3410) . RFC 3411 (http:/tools.ietf.org/html/
rfc3411) . RFC 3412 (http://tools.ietf.org/html/rfc3412) . RFC 3413 (http://tools.ietf.org/html/
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html/rfc3584) TEFRSNTVET,

SNMP O EE/RERED 1 D%, SNMP=— = h G lBHIZERTELZE T, 260
WHATIE, BEREZSNMP~ 12—V ¥y LR ETHIXLETH Y FH A, BHAIL, AER2—PR
RE. THECEN, ORI, BEEL—Z L OEROUIN, ZFOMOEE R AN N ERRLE
j—o

CiscoNX-0OS 1%, FTI v 7FE-1FA v 7+ —2bE LTSNMPIEAAZ AR LEST, FT7 v 7,
TV FDBEAN LY =N T =TV THRESNZ SNMP v~ 32—V Y IZEEE&Nn 5, JE
B;ﬁ@#ﬁﬁ; URBERA =TT, A7+ —21F. SNMP = — = )35 SNMP v R —
WCIEEESNDHERMA v =TT, v~ X =V v ETZE LT & V) HERIGE DN NETY,

N7 TOEEMEITA 74— K VIKLS 2D 9, SNMPY 33—V ¥ T T v 7 &5 LT
HAERILE (ACK) ZEE LWL TT, 207, N7 v TIRZEINTNE I NE A
A v TFPHEcCEEFA, AV 74— LEREZ(ETHSNMP~ 3R —T ¥, SNMPIGE 7 1
fhars—% o=y f\ (PDU) TRA =V DOZEEMERISE LET, CiscoNexus 7731 A

DISEEZE LRWEA, AV 74— L2 BREFOEETEET,

HEDOBRA N Ly — =@M EEETH L D CiscoNX-0S & ETEET,

SNMPv3 i, v hT—7RKHED7 L —LDFRGEE B B{LEAGDLEDL Z LIk > T, T2
A Z~DEFa2T T/ AEZEBRLET, SNMPVIRTRET I X2 F IR O LB
T‘j‘o

s A yb—UO5EeM XNy FRBEEFICHIA SN TN LA RFEL T,
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VT4 BFT ML, 22— BLO2—RET 50— L a2RETLHRAFSFXNTT, Ex=2U T4
LL T, X270 ETANTHAESINSEXF 2T DL~V TT, EFX=2VUT 4
ETNEEX 2T 4 LAULOAEGDEIZE Y SNMP Xy MU ZEHA S X =
V74 AH= XN ED 9,

SNMPv1, SNMPv2, SNMP3 Dt X174 ETILELVEXF2)T1 LN

X2V T 4 LUK SNMP A v =V 2R ORETDIUERH L0 E 57 BEID

Ao —VHHIETEZNE I LET, EX2 VT 4 BT ANOESESE X2 T4
LYLid, RO ERBY T,

» noAuthNoPriv : FRFEE 72 ITRE b2 FEIT L 2WnEx 2 7 0 LU, 2O LU,
SNMPv3 TV AR —hENTHERA,

s authNoPriv : RBAEIXFEITT DM, B LT L2 0nEX 2T 4 Ll

s authPriv : 8AE EBEBALIM H 2 FIT T2 X =27 4 UL,

SNMPvl. SNMPv2c., BLUSNMPV3 D3 5Dt Xx 2V F 4 EFAEEATEXET, %2
V7 TNl Xa T4 LULOMAEHLEIZLD, SNMP X vt — OAF G5
ENHZEXF2VT 4 AD=ALNRED 3,

Table 1: SNMP %1 T4 ETLELUVEFa T4 LRI

ETIL LR EH ES1t LEES
vl noAuthNoPriv II 2= 4 A |72L a3 2= 4 A
NN N T OREE
fE L CRRREL %
j—o
v2¢ noAuthNoPriv II2=54 A |72L a3l a2=T 4 A
NV N T OREE
AL CRAEL £
7
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ETIL LAIL EH St LS

v3 authNoPriv HMAC-MDS5, Fekths Hash-Based
HMAC-SHA. Message

713 SHA-256 Authentication
Code (HMAC)

Ayt— FA
AR5

(MD5) 7=V
AANEF
HMAC Secure
Hash Algorithm

(SHA) 7=V
NI - S ANE]
AELET,

v3 authPriv HMAC-MDS5, DES HMAC-MD5 7 /v
HMAC-SHA, Y A AFIE
721X SHA-256 HMAC-SHA 7 /L
Y R ATFESN
TRIELET,
T — K W LR

(DES) @ 56
vy Mgk, B
KOWsE7m v
4l (CBC) DES

(DES-56) f=
DWW TRREL
7

A—HYR—=—XDtEFXa)T4 ETI

SNMPv3 22— HF—_—Z2 vXx =2 U F 1 EF/L (USM) IZSNMP A v E—I L~ &Fa
T4 EBRL, ROV—ERERMELF 3,

e Ayt —UDEEMN A v —UNARERTIETERERIIREINT, T—F —F v
ANEERSEIVELIHAZBELZ TCEEIN T RN EARIELE T,

A=V ORETORIE : T—HEZE LT a—Y =R L2 ID ORETEMRL
i‘g—o

e A=V OMEN  ERAERARTITTHBE I L, FLIEARERA—Y, 2T 4T 1,
FEE TR RSN EERIELE T,

SNMPv3 (%, X EHAL—FIZLL2EHENEOAHLZF R L, SNMP A vt —T %S L E
j—O

Cisco NX-0OSiZ, KD 2 > SNMPv3 ZHiE 71 h 2 /L2 H L E5,
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cussvsnp 1—voE [

* HMAC-MD5-96 F83E 7" 1 |k =)v
° HMAC-SHA-96 Y niE7 = }‘ )L

hd SHA-256 Y niE7 = }‘ )b

Cisco NX-0S U U —2 9.3(7) LAK TlE. SNMPv3 (C HMAC-SHA-256 F83E7 12 h = /LMl il X
ET,

\)

Note SHA-256 SNMP L —H 7N A A v F TRESNTWHEE, ISSD T ingtall all =~ > RZ&f 4
ZD\—&%*&A%Lijﬂo %9 Lf:ﬁl/\&\ Fl ﬂiﬁ)%bhij‘o

CiscoNX-0OS X, SNMPv3 A v b—CHE B b7 Z A " — 7 m hasrd1-5& LT, Advanced
Encryption Standard (AES) Zff/H] L. RFC 3826 [Z¥ELL 7,

privzd>'> a2 T, SNMP ¥ = U7 5 b5 E LT, DES £7/1% 128 '~ k AES F5 %
fbE@IRTEET, privd 7 var bt aes128 h—7 20T E. 2T T A4 R0 — 3R
U—RE128 By MO AES F—F S LN T D7D D/RAT — RIZ72 0 £9, AES priv /3 A
U—FRiE, 8XFULOESICTEES, X2 T7L—X%2 27 V7 TX A NTHRETLHE. &
K64 LTFTHEBECTEET, B—HTA AR FT—2EHTHAT. &K 130 LF%2E ﬁzr%
£,

)

Note  4L{oD AAA H— N—Z ] L T SNMPv3 Zff 5 B4, M AAA —_R—Da—HF —FHET
FIA N — T a f A AES ZIEETAHAMLENH Y F17,

CLI £ & U SNMP 21— D [E A

SNMPv3 = —H 4 #X, Access Authentication and Accounting (AAA) H—/N L~ULTHEFLT
F9, ZophREFR D —FEHIZL Y, Cisco NX-OSO SNMP =— = > kMt AAA ¥—
NO2—HRFEY— R ZFHTEET, 2 —VPRIADPHIES LD &, SNMPPDU DAL i
ITLET, AAA T —NFa—F Z L —T L ORMCbEH SVET, SNMP X7 Vv—T7 4%
FRLT, A v FTr—IMIBEHATEDLT 78 A R —Fzidu—nL K —%i#EH
LET,

a—H T —TF m—i, ISR T— ROBRENLHEIND L. SNMP & AAA Dl 5D
T—=H_R—=2ZARFEE L ENE T,

Cisco NX-OS I, KD X 9 lica—W—FZEZ R L E7,

s snmp-server user 2~ 2 R CIE &7z auth /X2 7 L— XL, CLI 2—H —D/R AT — R
2720 £97,

s username 2~ > R CHE SN/ XA T — KX, SNMP =—%#—® auth 3 X N priv /XA 7
— RV ET,

SNMP D&% E .



SNMP OE |
B /r—Fx—=zoswmp 7otz

*« SNMP 721X CLI 2 H L Cx—V 2B F 72 I1ZHIBR T 5 &, SNMP & CLI Djfij 5 T —
POMERRE T ITHIBR SN E T,

o 2 —H Lo — /LOXILEROET L, SNMP & CLI TRk FE T,
o— /L E (CLI 25 OHIBRE 21T E) 1%, SNMP & RISEE I ET,

\)

Note X277 L —XFE/ 3RV —FE2u—hT74 XA LT-F—BLOESHRTHERE LI-5E. Cisco
NX-0S (Fa2—%—fF# (SAU—F, A—1iy) ZRHSEETA,

JIN—TR—XDOSNMP 7 £ R
A\

Note /')l — 7|32 R AR T & TV D HEHER 72 SNMP FFE72 D T, SNMPIZBI9 578 Ti
la—)v)] Tige (Ar—7) ZERLET,

SNMP 7 7 & ZHelZ, 7 —7RNCHRR SN ET, 9%PW®%?N— X, CLI #fH7 5%
Ao — P TnWET, KT NA—T1E3 oD T 7' AHEIZ FINET, DFED, W
BT IR, EXALRT 7 EA, i@i()\ﬁ’ﬁl?ﬁtxfﬁ“o %h%“h@?&txfz\ &7
N—TTAF—=TNERIT 4 =T VICRETE E7,

=YL PER SN, 2=V O — A RNEFHEIZL> TRESIN, 2—¥RZ0a—/LIZEN
ENTWhIE, FOa—FEo—Vcr FNEOBERZBTEET,

SNMP O FEEFEH L UHINEE

« SNMP SET Zf#i i L THEpk Sz 2~ RiZ, SNMP SET DA% L CTHIBR 9 2 MBI
HVET, av LRI A F—Tx A2 (CLI) F7IENX-API 2 L THERR S 1
7ma< R, CLI 721X NX-API O ZHEH L THIBRT 52 MLERH D 97,

* CiscoNX-0OS (%, 4 —% R NMIB~DOFHARYVERAT 7t 2%V HR—FLET, FR—
&35 MIB OFEIZOWTIEL, D URL &R L TLEEW,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus3000/Nexus3000MIBSupportList.html
¢ Cisco NX-0S X, SNMPv3 noAuthNoPriv ¥ = U 7 4 LLZ PR — K L TWEFA,

« Cisco Nexus 3548 A1 » F 1%, snmpwalk ZE:RIZ%F L THK 10000 D7 T v = 77 A v
EYHAR— RN LET,

« SNMPSET Zf [l L THEK &7z 2~ KiZ, SNMP SET O & ZfEH L CHIBRT 5 MLEEN
HVET, avr N IA A X —TxAA (CLI) £IENX-API 2 L TR S
7-a< RN, CLIE7-1E NX-API DL 2 H L THIRTALERH Y 9,
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* CiscoNX-08 U U—210.5 (2) L%, =—H —Ii%, AES-256 % SNMPV3 D7 7 A /N —
o hadt LTHERTE T,

cLIHTDO Y U —R X 77 L— RT5HNT, B E{LAES-256 & 3 2 BEfF D 2 —
W —% AES-128 [ZF#E T 2 2>, BE ek AES-256 T2 2 —VF—%HIER L £
ﬁ—o

o ZOMERRIZ, TRTONIK 7T h 74— AL THER—FENTWNET,

SNMP O 7 A4 )L FERTE

Table 2: 72 # )L D SNMP /135 4 —4

INTA—4H FTIAILE

S A &A@ A X —T )V

linkUp/Down i %1 & - " | ietf-extended

SNMP D%

SNMP L.—H —D# Rk
A

Note  (Cisco NX-OS T SNMP o —H— % Hpk 4 5 7- DI+ 5 2~ RiL, Cisco I0S T —H—
ERERT DDA EIND O LT8Ry 9,

SUMMARY STEPS

1. configureterminal
2. snmp-server user name[auth {md5 | sha| sha-256} passphrase[auto] [priv [aes-256] passphrase]
[enginel D id] [localizedkey] [localizedV 2key]]

3. (Optional) switch# show snmp user
4. (Optional) copy running-config startup-config

SNMP D& E
|
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DETAILED STEPS

Procedure

SNMP OE |

Command or Action

Purpose

R w 71 |configureterminal ra—n)ary7 4 Xal—ary T— NG
Example: LET,
switch# configure terminal
switch (config) #
AT w7 2| snmp-server user name [auth {md5 | sha| sha-256} | FRIES L OV T A /2= RT X=X D% SNMP
passphrage[auto] [priv [ae&256] passphrase] [enginelD | o —4p— %k L E4. 27 L— X213 K 64
id] localizedkey] [localizedV 2key]] TCFEOBHFEERTEET, KT LN TFRK
Example: BlEivEd, localizedkey ¥—7— R4 54
switch (config)# snmp-server user Admin auth sha Blx. RNAT L —XZRILF L /PN FEE X L3
=bed1234 priv abcdefgh BT A 130 LT E THTE £
localizedV2key ¥ —Z I+ 2546, "2 7L —X
IERSCF &/ CF R AL, BRI 0x/0X ZfF T3
IR 130 LFOFHFLFINCT HZ ENTEE
T, ZHUIK S SN TeT =2 Th, AT TA
THERTE W=, [showrunn] 75
localizedV2key #IXEET 25 Z L N EICHERE S L E T,
enginelD DXL, 2Kz v > TRYJ->7= 10 #
BT,
Note
« JU—2x10.1 (1) LK%, AES-128 (% SNMPv3
DFTHN DT TA N —T 1 a3/ TT,
* CiscoNX-OS U U—=2105 (2) LIRg, =—H—
X, AES-256 % SNMPv3 D7 J A /X — 71
hanvk L THERTEET,
AT w 7 3 | (Optional) switch# show snmp user 1 NF 7138 ED SNMP = — W — 2B+ A B % 3+
Example: RLET,
switch (config)# show snmp user
R T w 7 4 | (Optional) copy running-config startup-config U7 — R BIORY AZ— MNFICEfTa T 0¥ 2

Example:

switch (config)# copy running-config startup-config

L—varvaBAX—R Ty a7 4FX¥alb—3
VZar— LT, BEEMEHIRTLET,

. SNMP D&% E
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Example

KIZ, SNMP 2 — W —Z KT 502~ LE7,

switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh

SNMP »* v+ —CRES{LDEHA

FEERICEEREE 72 IR BAL S EE L 72 5 K 9 SNMP AR ETE £, 774/ hTIL, SNMP
T—Vx r MEERRER L OB L2 1TH W TH SNMPYV3 A v =T %2 Hir &3, 794
N —ZEAT 546, Cisco NX-OS iE., noAuthNoPriv % 7213 authNoPriv DWW o
Fa2UT 4 LrULRT A—F BT 59 TO SNMPv3 PDU ER|Zx LT, =T —T
ISELET,

SNMP % vt —V DB FAL & E D2 —F —Till T 212id, Fe—r a7 ¥z 1b—
TaryE— RO~y REFEHLEST,

av vk B#Y
switch(config)# snmp-server user name ZD—PF =Tk LT SNMP £ vt — K51k
enforcePriv A LET,

SNMP * v &=V DR B b T _XTCO2—WF— (2T HI121F, Zue—ar7 4 Xal—
varvE—RTROa~ REFEHLET,

avok B8
switch(config)# snmp-server T RTCO2—H—(Z% L TSNMP A v E&— K5
globalEnforcePriv fbaEA L £,

SNMPv3 1 —H (233 HEHOO—I)LDE|Y HT
SNMP = —H—ZEk L7122 T, ZOax—F—ICEHKZOa — L2804 TH ENTEET,

N

Note (Do —H—lca—LE2EVYTHZ LENTEDHDIL, network-admin 2 —/VIZJET 5 22— —
721 T9,

avw >R B8

switch(config)# snmp-server user name ZODOSNMP =2 — ¥ — LR EINT-Z2—HF— m—)L
group TV —hFLET,

SNMP D&% E .
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SNMP O a2=—5 1 D1ERL

SNMPv1l £7-1% SNMPv2¢c ® SNMP =1 X =2 =5 ¢ Z#/ERi CTX £,

SNMP D&%

avyU kR

=)

switch(config)# snmp-server community name group
{ro| rwj}

SNMP 222 2=7 4 AU 7 aAEk LE

‘j—O

SNMP ZXKD 74 )LRY) T

TR :‘/M:z»—/l/ U2k (ACL) #23I=2=F11C

B YHCTT, EHIE SNMP ER(Z

WA EHEATEET, Bl BT ACLICL Y ERFEER Ay MOFFAEND5E. SNMP 6i
%@Ek%kﬁbiﬁoMl;i@%*ﬁﬁééhé%é\mmmu%m%ﬁ%%ﬁbf\v

AT A Aye—VEEGFLET,
ACL IZIRD /T A —2 TIER L £,
c EEILIPT KL
«SESEIP T KL A
e EfETEAR— K
« 505 — b
-7

o k=L (UDP %7213 TCP)

ACL I%. UDP B XX TCP %ﬁﬂ“é IPv4 35 X OV IPv6 Dl 7

5. ACL%Z SNMP 23 = =5 4 IZEIV Y TET,

Je

WA S ET, ACL Z1ER LT

Ev b ACL OERROZEMIC OV T, EH LTV % CiscoNexus U —X V7 h 7 =7 d NX-0S &

X2 UF 4 a7 4FXal—ar A REZRLTLIEE N,

IPv4 E£ 721X IPv6 % SNMPv3 =2 2 = =T ¢ [ZE| VY 24 TT SNMP BRD 7 ¢ )L Z WL Z4T 5|12
I, 7= UUKE — R TROa~ > REFATLET,

avy kR

E:)

switch(config)# snmp-server community name
[use-ipvdacl ipvdacl-name] [use-ipv6acl
ipv6acl-name]

switch(config)# snmp-server community public
use-ipvédacl myacl

2= 412

IPv4 ACL F 7213 IPv6 ACL % SNMPv3 =

Y YT TCSNMPERD 7 ¢

IV AR ATV E T,

. SNMP D&% FE
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SNMP &51L > —/\DEXRTE
T OBRA R L —_— 2% LT SNMP il HI 2R3 2 K 9 Cisco NX-OSZRETE E9,

Jua—s a7 4Xal—varEF—RFCTSNMPVl 7 v 7DHRA N Ly —R"EHETE
ij‘o

avw >R EL:q]

switch(config)# snmp-server host SNMPvl F T w7 DHRA M L —NERELET,
ip-addresstraps version 1. community |ip address |3 IPv4 % 721 IPv6 7 K L A 2 T& £,
[ udp_port number] 23 =7 1, K 255 CFOFRFTIRETE ¥
9, UDP AR— hEEOHIFHIX 0 ~ 65535 T,

Ja— ) ary7 4 FXFal—yg T —RTSNMPV2e N T v 7 F72F3A 0 7+ —LDKRA b
LY RNERETEET,

avw kR B#

switch(config)# snmp-server host SNMPv2¢c T v FE72IFA T 4 —LDHEA K Li—

ip-address {traps|informs} version 2c| <z 25z L & -, ip-address /X IPv4 £721X 1IPv6 7 F L

community [ udp_port number] AEBHATEET, 3 2= 1%, k255 CEOK
B CTHECTEET, UDP A— MESOHPHIL0 ~
65535 T,

Ja—) a7 4 Xal—a3 F—RFRTSNMPV3 F T o 7FEHITA T —LDKRA K
V= REBRETEET,

av YR B8

switch(config)# snmp-server host SNMPV2¢c b7 v 7 E7213A 7+ —LDHEA b Li—

ip-address {traps| informs} verson3 | <z %4, ip-addressid IPv4 £ 7213 1Pv6 7 K L

{auth | noauth | priv} username [ AR TXFEF, a—F—4 T, Bk 255 TFEOK

dp_port nurber] HOFCHRIETE £, UDP e R EH ORI 0 ~
65535 T,

)

Note SNMP ~ % — ¥ (X, SNMPv3 A vt — V&G LK Sk % 72 %, Cisco Nexus 7 /31 A
@ SNMP enginelD (Z#:5< 22—+ — 7 LF 2 v /L (authKey/PrivKey) %78k L T\ it
X720 E£8 A,

KIZ, SNMPvl NI v 7OFRA N LI —RERETHHE R LET,

switch (config) # snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ 7 —ALDHKA S LI —RNERETHHZRLET,

switch (config)# snmp-server host 192.0.2.1 informs version 2c public

SNMP D& E
|
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VRF % &9 5 SNMP @%1L > —/\D

FIEDOHE

F IR D FH

FIE

wIZ,

switch (config)# snmp-server host 192.0.

SNMP OE |

SNMPV3 A > 7 4 —LDHRARN LI —NEHRETAHEZRLET,

2.1 informs version 3 auth NMS

=L ==

axX A&

BRE EH7Z VRF AR A N L — N % K 912 Cisco NX-08 A% E T& £7, SNMP i&#
AL — D VRF BZA[fBER LN o v Z Vo 7 7y a v aRETHE, SNMP IZL -5
T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (2= kU 2B &L E T,

)

G¥)
HYET,

VRF B REMFE T T AN EZ Y T A7 a v BARETAHENC, AA NERTET HMLEN

1. switch# configureterminal

2. switch# snmp-server host ip-address use-vrf vrf_name [ udp_port number]

3. (E®

switch(config)# copy running-config startup-config

ARV RFERETIVa Y

E]:)

&

switch# configure terminal

sua—N)L ary 74X alb— gy B— REBk
L\i—g’qo

ATvT2

switch# snmp-server host ip-addressuse-vrf vrf_name [
udp_port number]

BEDVRFZHEHLTAR N LYy —RLHEETS
KIICSNMP #3%ELET, IP T RL AL, IPv4
FIXIPV6 7 RU A TE £, VRFAIZIT
RK255 DEETHEEHN CE LT, UDPA— &=
DOFPHIT 0~ 65535 T3, Zoa~vr Nick-T,
CISCO-SNMP-TARGET-EXT-MB

ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,

ATvT3

(f£E) switch(config)# copy running-config
startup-config

V77— bhBLIQN) A — R NFIZEfTar 7 X2
L—YarvaBAF— Ty ary74¥al—g
Zave—1L 7T, EEAEMGEANARTLET,

. SNMP D&% E
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VRF[ZE D SNMPEXID T 1 LB Y 2 .

il

Wiz, IP 7 KL A 192.0.2.1 @ SNMP $—/3— KA h % [Blue] &9 £HRiD VRF %
AT EIICRET HHERLET,

switch# configuration terminal
switch(config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

VRF[ZE 3 < SNMPSEEID T 1 LR Y VY

WEINIEAE LTZ VRE ITHSW T, CiscoNX-OSEHEZ 7 4NV 2 ) 75K IICRETEFE

j—o
FIEDHE
1. switch# configureterminal
2. switch(config)# snmp-server host ip-addressfilter-vrf vrf_name [ udp_port number]
3. (f£E&) switch(config)# copy running-config startup-config
FIED F%HH
FIE
ARV KRFERETI a3 Y B#J
2w 71 | switch# configure terminal JFa—s v ary7 4 X o b—ay E®— Naedh

LET,

R v 7 2 | switch(config)# snmp-server host ip-addressfilter-vrf |2 @E X 417= VRF (23S0 T, @HIFA A F LI —N
vrf_name [ udp_port number] ~OEHE T A NF )T LET, IPT RLRIL,
IPv4 £7213IPv6 7 L A& T& %4, VRF4
(13K 255 DB FAHEH TE £9, UDPAR— |k
F B OFIPHIL 0 ~ 65535 TT,

Zoawy Nk T,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,

ATv 73| ({£E) switch(configy# copy running-config V7= BLOY AZ— MEIZETa T 4 Fa
startup-config L=y a RS — R Ty T ar7 4 Xal—g
SNZaE— LT, BEZMKBRICHRAF L ET,

51
WIZ, VRFIZESWT SNMP EEHD T fNVE ) v TR ETHHEZRLET,

SNMP D& E
|
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B k7o eR0RHO SNMP ORE

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config) # copy running-config startup-config

ANV R THOEADTI=6D SNMP D E
KDOHEDEFHAL T, £ X R 727 EAMHIZSNMP #RETX £,

c AT HRALDRVSNMP V2 O] : AT FAMNIvy BT ENTEAI 2T 4 &
EHTEET, ZOHA. SNMPZ 747 2 MIa vy T $ R MZOWCR#T 24813 H
nEtEA,

c AT XRALDHD SNMPV2 DM : SNMP 7 54 7 > MEaa=F 4, =& Z2Ii3,
<community>@<context> ZfFE L T, AT F A M ZIFETLHLLENDH Y £7°,

eSNMPV3 D : 2T HF A MEETEET,

FIEDHE
1. switch# configuration terminal
2. switch(config)# snmp-server context context-name vrf vrf-name
3. switch(config)# snmp-server community community-name group group-name
4. switch(config)# snmp-server mib community-map community-name context context-name
FIED
FIE
ARV KRFERETI a3 Y B
R w 71 | switch# configuration terminal Ja—X) a7 4 Xl — gy F— NaBts
L/i TO
R T 72 | switch(config)# snmp-server context context-namevrf |5 VRF £7-137 7 4 /L h VRF {Z SNMP =27 %
vri-name A REw Yy ELY T LET, AKX AVRFIZHHF— b
SNFEE A, HHNTITRK 32 DI FEEH T
£7.
Gx)

77 4V h i, SNMP [ZEH VRF ZfiH LT k
Tyl EEELET, BE VRF A LeWGEE
X, Zoa~vr REFEHL T4 VRF ZFET
DULENRHY FT,

A7 7 3 | switch(config)# snmp-server community SNMPv2c 22 2=F f LSNMP 2 T F A M~ v
community-name group group-name Py L. A acT A NET DI —T AL
F9, ARNCITHRK 32 OFHFEFHTE £1,

. SNMP D&% E
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ARV RFEERET I3y B #
R 7y 7 4 | switch(config)# snmp-server mib community-map | SNMPv2c = X = =7 4 Z SNMP 2> 7 ¥ A MMI< v
community-name context context-name B LET, LRI EK 32 OB T A F T
ETETS
il

KD SNMPv2 Ofilix, =27 F A MZ snmpdefault WO ARTOAI 2 =T 4 &2~ v
V7R R L TVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config)# snmp-server community snmpdefault group network-admin
switch (config) # snmp-server mib community-map snmpdefault context def
switch (config) #

& SNMPV2 DL, ~ v B 7 ENTWRWNWI I 227 ¢ comm ZfRE L., A /3
VRTIREARTDHFEERLTOVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server context def vrf default

switch (config) # snmp-server community comm group network-admin
switch (config) #

K@D SNMPv3 O, v3 2 —F—&Z LA T — REHHAT 2 H5EE2 R L TWET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config) #

SNMP BEID A = — T )L1k

WHEA X —TNFEIIT A B—T M TEFET, BHMAEZIEE L2V &, Cisco NX-OSiLi#
METRCTA F—T M LET,

\}

Note  snmp-server enabletrapsCLI =t~ > R&fiH$ 25 &, BEEHMAA b L — 2L - T,

T T T F— DM A RX—T VI TEET,

N

WRDFIZ, Cisco NX-OSMIB D% A X—T7 W T5H CLI 2~ RERLET,

Table 3: SNMP ;@51 D A & — T L1t

MiB EEavo R
4T OREN snmp-server enabletraps

SNMP D&% E .
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SNMP OE |

EEav> R

BRIDGE-MIB

snmp-server enabletraps bridge newroot

snmp-server enabletraps bridge topologychange

CISCO-AAA-SERVER-MIB

snmp-server enabletraps aaa

ENITY-MIB,

CISCO-ENTITY-FRU-CONTROL-MIB,
CISCO-ENTITY-SENSOR-MIB

snmp-server enabletraps entity

snmp-server enabletrapsentity fru

CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

IF-MIB

snmp-server enabletrapslink

CISCO-PSM-MIB

snmp-server enabletraps port-security

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enabletraps snmp authentication

CISCO-FCC-MIB

snmp-server enabletrapsfcc

CISCO-DM-MIB

snmp-server enabletrapsfcdomain

CISCO-NS-MIB

snmp-server enabletrapsfcns

CISCO-FCS-MIB

snmp-server enable traps fcs discovery-complete

snmp-server enabletrapsfcsrequest-re ect

CISCO-FDMI-MIB

snmp-server enabletrapsfdmi

CISCO-FSPF-MIB

snmp-server enabletraps fspf

CISCO-PSM-MIB

snmp-server enabletraps port-security

CISCO-RSCN-MIB

snmp-server enabletrapsrscn
snmp-server enabletrapsrscn els

snmp-server enabletrapsrscnils

CISCO-ZS-MIB

snmp-server enabletraps zone

snmp-server enabletraps zone
default-zone-behavior-change

snmp-server enabletrapszone enhanced-zone-db-change
snmp-server enabletraps zone merge-failure
snmp-server enable traps zone mer ge-success
snmp-server enabletraps zone request-re ect

snmp-server enable traps zone unsupp-mem

. SNMP @
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cemCLIRunningConfigChanged 1 1%
&, MIBA 7Y =2 h&aHAR—Fk
LTCWEHA,

MiB EEav oK
CISCO-CONFIG-MAN-MIB snmp-server enabletraps config
Note

\)

Note 5 (> xi@HL, 77 4/L bk TlEA F—

TN,

Jua—) a7 4¥al—gy B— RCTHREDEME A F—T VT HI2iE, IROVEE

EITVET,

avy kR

=)

switch(config)# snmp-server enabletraps

4 _TOD SNMP B E A F—7 WM LET,

switch(config)# snmp-server enabletraps aaa
[server-state-change]

AAA SNMP &% A X —T7 W LET,

switch(config)# snmp-server enabletraps entity
[fru]

ENTITY-MIB SNMP @ %1% A R —T7 I LE
—§—O

switch(config)# snmp-server enabletrapslicense

FA B ASNMPEHZ A R—T MZ LET,

switch(config)# snmp-server enabletraps
port-security

“— k¥ 2V T 1 SNMPIEHZ A R—T )L
;Liﬂ—o

switch(config)# snmp-server enabletraps snmp
[authentication]

SNMP =— = Ml Z A X—T /I L E
7,

) Y DBEFMDEXTE

TN ZHKE LT, A F—T M F % linkUp/linkDown i1 Z 3% E CE 9, ROXA T D

linkUp/linkDown %1% A X — 7 /LIZTE X7,

s cieLinkDown : ¥ A 2§k > 7 A7 — |k

Ao EEEA X —T7 M LET,

ecieLinkUp : Y ALk 7 A7 — K 7 v Tl E A x—7T M LET,

s cisco-xcvr-mon-status-chg : ¥ A2 f V' H —T 2 A A RN TV —NE=H— AT —H A

iR EA R —T VI LET,

« delayed-link-state-change : 4L Y > 7 AT — NEEEZ A F—T7 M LET,

« extended-linkUp : IETF L3R Y v 7 AT — K 7 v Tl E A x—7 M LET,

SNMP D&% E .
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FIRDEE

F IR D

FIE

SNMP OE |

s extended-linkDown : IETE#LIEY v/ A5 — ks X U@z A % —7 M LET,

s linkDown : IETF V> A7 — K XU i@MEA 2 —T MILET,

«linkUp : IETF V > 7 A7 — K 7w 7WlHE A X —7 VI LET,

1. configureterminal

2. snmp-server enabletrapslink [cieLinkDown | cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp | extended-linkDown | linkDown | linkUp]

ARV KRFERERETY VY

=)

X w 71 | configureterminal Jau—)L a7 4 Xal—ay T— &G
fi LET
switch# configure terminal
switch (config) #

AT 72 |snmp-server enabletrapslink [cieLinkDown | U2 SNMP s A X —7 /M2 LT,

cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp |
extended-linkDown | linkDown | linkUp]

1

switch (config)# snmp-server enable traps link
cieLinkDown

AR —DTTARTHD) VBB HMDT 4« —TILL

BRI DA > 2 —7 = A AT linkUp 3 X O linkDown il@HI %27 4 £—7 /M T&E 7, Zhizk
D, 799 T AL =T a2 AR (T 7T eXU U BOBITEHRYVELTNDAS V¥ —T =

FIRDEE

A A) BT BmMmEFIRTE 9,

1. switch# configureterminal

2. switch(config)# interface type slot/port

3. switch(config -if)# no snmp trap link-status

. SNMP D&% E
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F IR D

FIE

TCP T SNMP (2349 27 >4 4 LRFED 1 +—T it [

ARV RFERFTIaY

B8

Z 5w 71 | switch# configure terminal JTa—)L a7 4 X2 lb—3ay e— REELG
L%,

AT 7 2 | switch(config)# inter face type slot/port BEITHA L H—T oA ABBRELET,

AT 7 3 |switch(config -if)j# nosnmp trap link-status A H =T 2 ADSNMP J 7 A7 —hK hT v

TET =TI LET, O T 740
N CAR—TICENTWET,

TCP T SNMP IZxf9 5T 23 A LERFED A R~ —

TCP v 3 > LT SNMP |

7L

ﬂﬁ“’ég/5’4' AnhuiEfZ/rZ\“—7/l/ "C%ij_o

avyU kR

E:g)

switch(config)# snmp-server
tep-session [auth]

TCPt v 3> FTSNMP |
F—T NI LFET, ZOBEREITZT 7 4+ N TH
SHhTWET,

IR DU A LFREEER A

1=

ZEXIE

SNMP R 1 v FDEMRKEE L VEFTDIREHRDEIY 1T

ALy FOBAEEER (AX—ZRE2FDT, HKR2LTFET) BLOARAS v TFOLFTEEID

BTHZENTEET,

(Optional) switch# copy running-config startup-config

SUMMARY STEPS
1. switch# configuration terminal
2. switch(config)# snmp-server contact name
3. switch(config)# snmp-server location name
4. (Optional) switch# show snmp
5.

DETAILED STEPS

Procedure

Command or Action

Purpose

R 71 | switch# configuration terminal

Ta—N\)L ary 74X al—ay T— Netg
l_/i‘j_o

SNMP D&% E .
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Command or Action

Purpose

ATvT2

switch(config)# snmp-server contact name

sysContact (SNMP 25 4,) Z#E L T,

ATvT3

switch(config)# snmp-server location name

sysLocation (SNMP 11/ —3 3 ) Z&RELET,

ATvT4

(Optional) switch# show snmp

| DELITEH DT e 7 7 A VICEAT 2B HRE
ForRLET,

ATy Th

(Optional) switch# copy running-config startup-config

ZOREEL 2R LET,

OAVTXFRMERY N I— D T OT4TABDRVYEVTHRTE

Ja hanv A AL A, VREREDREXY NIV —7 =T 4T 41Xk 2% SNMP =27

FANDY U T ERETEET,

switch(config)# snmp-server context context-name [ instance instance-name] [ vrf vrf-name] [

3. switch(config)# snmp-server mib community-map community-name context context-name
4. (Optional) switch(config)# no snmp-server context context-name [ instance instance-name] [ vrf

SUMMARY STEPS
1. switch# configuration terminal
topology topology-name]
vrf-name] [ topology topology-name]
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

switch# configuration terminal

yrua—N)L ary 74X alb— gy B— REB
L\i—g_qo

ATvT2

switch(config)# snmp-server context context-name [
instance instance-name] [ vrf vrf-name] [ topology
topol ogy-name]

SNMP 227 FA &0 ba)L f VAKX A,
VRF, i bR i~y B 7 LET, A4HIC
IR 32 DT EFEHTEET,

ATvT3

switch(config)# snmp-server mib community-map
community-name context context-name

SNMPv2c 21X =2 =7 4 Z SNMP 27 F A hMI~v v
B LET, ARNTITHEK 32 OREFE2HEHT
%iﬁ—o

ATvT4

(Optional) switch(config)# no snmp-server context
context-name [ instance instance-name] [ vrf vrf-name] [
topology topology-name]

. SNMP D&% E
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VRF, 7213 hARa o~y B 7 E2dllRLET,
ARNTITRKR 32 OFBFEEHTEET,

Note
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snvp o7 1 —F it [

Command or Action Purpose

ALTHRAL BT EHIRTHHIT, AV
AB A VRE, £IE MR Y E AT LT
723\, ingance, vrf, F7-idtopology ¥—7 — K
EERTLHE, a2 TXAREEREARANY VR
Dy B TRREINET,

SNMP DT 1« £—7J L1k

FIEDHE
1. configureterminal
2. switch(config) # no snmp-server protocol enable
FIED
FIE
ARV KRFERRETY VY B
AT w 71 | configureterminal Jua—r )L ary 7 4 ¥al— gy E— REElh
15'] : L/iﬁ—o

switch# configure terminal
switch (config) #

R T w 7 2 | switch(config) # no snmp-server protocol enable SNMP #5 42— Mz LET,
Bl SNMP |%, 77 4/ b TT 4 E—T /Mo TV E
no snmp-server protocol enable Tfo

SNMP &% T D2

SNMP ZEBWMAFTRT AT, ROEEEITHET,

avU R Br

show snmp SNMP A7 —H& 2% KR LET,

show snmp community [SNMP =X =2=F 4 A N V752 ERLET,

show snmp enginelD | SNMP enginelD % 37 L £,

show snmp group SNMP v — /L& KR LET,

SNMP D& E
|
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SNMP OE |

avy kR

E:)

show snmp sessions

SNMP v g 2R R LET,

show snmp trap

A FZ—TNFEFITT 4 E—T7 L THSSNMP BN E TR LET,

show snmp user

SNMPV3 2—H & F R L E7,

T DDSE &R

MB®D') >y

SNMP |[Z8:# 9% MIB

PR—FENTWD MIB EZHREBEBLIOF T a—|
KO URLIZT Z7EBALTL X,

https://cisco.github.io/cisco-mibs/supportlists/nexus3548;
Nexus3548MIBSupportList.html
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



