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MR EaI Yy N E— R, AVTFFURE—R, AFTVa—F F— K, KEAE—F
REDMDE—RFEYR—FLTWEEA,

D BEMREaI v M E— FOSHAIR, 1EEHREaAIy N E—RTERERL By a0 b
FIRFICERE R L2V TL 72 &0,

« W A HEET S BIC, show configuration =< > R&fEH L CRELMER L E7,
s RAEICKRIR L7803, 23y L THRELET,
c 3y PRRIT S & REFUROBREIC T — NNy 7 SR ET,
e a3y FLABRWREIZ, A vy TFE IV n— FLIERIIREFEINET A,
Z OHEIL, NX-API, EEM, BXU'PPM ThO = I v hEHFAR— KL THERA,

s BT VT 4 TICTED2EBEREI v by aiil 22T,

22— a0 74 Fa2aLb—3 Ay bME—FTO
N —

ax rE
QAT =V arZ74FXal—ary aly b ET— RTHEZAEDCT DI, ROFINEEE
FLET,

\}

GE) ZoFIETHE. #lé LT BGPHREZ AN LET,

Flig
ATV REEET7TI 3 Y BHr
ZXFwF1 |configuredual-stage HLlnwg—ry harzyfal—vartyvs
1 : VEAERRLET,
switch# configure dual-stage GE)
switch (config-dual-stage) # 2l |k oy X, L—3 g . %ﬁi:"/
T4 Xal—varoat—TCiidbh FHA, ¥—
FoharZoXal—railit, TOX—
FobarzZo4Xal—rvartyira s TAN
Ehizar74Xal—yaryavy RETRE
FNET,
RFw 72 |featurefeature name MEEA H N LET,
B - GE)
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ARV FFEREETIVa Yy

S

switch (config-dual-stage)# feature bgp
switch (config-dual-stage) #

DAT—V ar7 4 FXal—rgralyvh
E— RZEBBT2H1TH,. ZOEEEZA NI
TEET,
« BEEEM AN 72 o TV WA, R
Da<y REHAHAEDLETHEAT L2 EIET
=FEH A,

ATvT3

commit [confirmedseconds]

51

switch (config-dual-stage-router)# commit
confirmed 30

Verification Succeeded.

Proceeding to apply configuration. This might
take a while depending on amount of configuration
in buffer.

Please avoid other configuration changes during
this time.

'admin'

Configuration committed by user using

Commit ID : 1000000001

switch (config-dual-stage) #

switch (config-dual-stage)# commit
Confirming commit for trial session.
switch (config-dual-stage) #

1 :

switch (config-dual-stage) # hostname
example-switch

switch (config-dual-stage) # commit
Verification Succeeded.

Proceeding to apply configuration. This might
take a while depending on amount of configuration
in buffer.

Please avoid other configuration changes during
this time.

Configuration committed by user
Commit ID : 1000000002
example-switch (config-dual-stage) #

'admin' using

Frar 74 Fal—va A FEaIy MLE
R

econfirmed : BT 7 4 Fal— g I E
Fraly hLET,

W u— )L a4 X lb— gy E—

RC, 30 P, ek 65535 RO O3 BRES:
BolHizar7 4 Fal—varw aly b
LT,

GE)

N7 A4 TV EZ AT AH5A1E. commit 2w 2
REFATL CHEL B LET, commit 2~ N
BEIFATLenE, NI A T VHIRI%IZLIRT O E
WD £,

ATvT4

1 -

switch (config-dual-stage)# router bgp 64515.46
switch (config-dual-stage-router) #

switch (config-dual-stage-router) #
141.8.139.131
switch(config-dual-stage-router) #

router-id

IPDayI7 4 Fal—varyET—RTYHER—F&
NTWDEERER D a~ v RESEITLET,

ATvTh

show configuration

1 :

switch (config-dual-stage-router)# show

configuration

H—H vy har74¥al—a X ORREF R
Li‘a‘o

G

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| 2257—vavoqFarL—vavasyh
227—2aAv74FalL—23 233y b E—FTORE .

ARV RFERETI Y B#Y
! Cached configuration o<y i, Fo TR T— o g x5
iouter bgp 64515.46 L=y 3 E— RNTOHRFIATTETET,
router-id 141.8.139.131
RFw 76 |commit[confirmed seconds] FIFar 74X al—va i EE EZaly hLE
£l EE

switch (config-dual-stage-router)# commit

Verification Succeeded.

Proceeding to apply configuration. This might
take a while depending on amount of configuration
in buffer.

Please avoid other configuration changes during
this time.

Configuration committed by user 'admin' using
Commit ID : 1000000003

ATy T1 (ff:7&) show configuration commit [changes] a3y MEEFRERRLET,
commit-id .
BED S0 DI vy MEIETRERT 4 A7 H
i - BlREENTZa Iy b 77 A VOBBRIEFES I
switch (config-dual-stage-router)# show F9, %;‘%@(ﬁ&?{}ﬁﬁﬁiﬁﬂi?‘OMBf‘@‘o AA
configuration commit changes 1000000003 e ~ 3. -
*** /pbootflash/.dual-stage/1000000003.tmp 3175_’ Jm R &‘ j— TOalybhtyrs
Fri Mar 19 10:59:00 2021 UHEIFRESNET, EL, 2y N IDIRHIBRS

--- /bootflash/.dual-stage/1000000003 Fri Mar NEHEA
19 10:59:05 2021 °

khkhkkhkhkkkhkhkkhkhkkhkkk*k (S . N - - N 73_\‘
e 378, 383 eres FRELZ=S NOBUEDE v a Y DEEDH %
--- 378,385 --—- FRd 5121, show configuration commit changes
line console commit-id =~ > R&fH L £,
line vty
boot nxos bootflash:/nxos64.10.1.1.44.bin BELEZaIy FhORERBTER T AIZIT
+ router bgp 64515.46 . . . L. N - )
4 router—id 141.8.139.131 show configuration commit commit-id =~ > K& ff
xml server timeout 1200 HLEI,
no priority-flow-control override-interface
mode off
i -

switch (config-dual-stage)# show configuration
commit 1000000003
feature bgp
router bgp 64515.46
router-id 141.8.139.131

ATvT8 ({£&) saveconfiguration filename H—Fy harZoFal—aif, Efr=r
1 - T4Falb—vailaly b2 e ML
’ , , , L7 7 A NVITRFETEE TS,
switch(config-dual-stage)# save configuration
bootflash:test.cfg GE)

e H—Fyhar74¥al—TgrTr AL
X, rcr—FK, ¥, FhiF=Iv b TX
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ARV FFEREETIVa Yy

S

T, TrANMIT =TT vV lRIES
ﬂiTO

MIFELEa T4 X2l —vary T ALk
Fr9 51Zi1%, show configuration filefilename
av s REFETLET,

o 2—VEGOHEHRO—TIX, =—% v—iZ
HoSNWT=27 ENnFET,

ATvT9 (f£#) load filename

1 -

switch (config-dual-stage)# show configuration
! Cached configuration

switch (config-dual-stage)# load test.cfg
switch (config-dual-stage-router)# show
configuration

! Cached configuration

|

router bgp 1

switch (config-dual-stage-router) #

REFELEY—Fy hary7 4 ¥al—yararo—
RLET, Z7AVvEa— LIk, 77 A VEE
HLZY, FEfTar74F¥alb—rarilaiyvh
L7 C&Ed, BEERAT DI, save
configuration filename =2~ > R&{HH L £,

saveconfiguration filename =~ > KD & ZE ] L T
RFELEAY =y bar7 4 Xal—varizo—
Fox e

ATv 710 | ({£i&) clear configuration
i -

switch (config-dual-stage)# show configuration

! Cached configuration

|

router bgp 64515.46

router-id 141.8.139.131

switch (config-dual-stage)# clear configuration

switch (config-dual-stage)# show configuration
! Cached configuration
switch (config-dual-stage) #

a7 4 Fal—varky g UERKRTETIC,
A=y harZ o Xal—almzbhi-
EEE 7 VT LET, 23y FENTORNEREE
FITHIBR S L E T,

A7y 711 |end
1 -

switch (config-dual-stage-if)# end
Uncommitted changes found, commit them before
exiting (yes/no/cancel)? [cancel]

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.

Ja—N"\)NVT a7 arZ 4 Xal— gy F—
RafkTLET,

BELEFZaIy bEFICar74Xal—vayv
By arERTTAE BEEARERITET DM,
ERE WIS D0, £33 EE2F v v+ 5 &
IR RSNET,

IV REEFEEaIy FLTHDL, I T g
Xal—aryET—REKTLET,
VWX I REEFEEaI y METIZ, ar T g
Xl —2aryE—REKTLET,

s Xy BN BREEAFEE2I Y METIC, v
TA4FXalb—varyT—RNIBEVET,
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FE— kot [

ARV FFEREETIVa Yy

E:)

G

HERER Xy b XA —DIATRITKR T T 5 Z
EERBRLIGEIE, MEAT Y a VRN
ShET, BRTZEBIRLESGE., FIA4T 0

%
=L

REIFTICe =Ny 7 ShET,

X A = —PHRYIIZ 72 HENCT 7 4L b
tyvarBnFA LT NLESE, FTA
TNAREFTE Y a &K T3 HRICe—L
Ny 7 LET, ZOHE, BEXyE—UN
FrInEd,

— »

QA T—
1E

avIJ4Fxalb—3y

O3Sy b E—FODH

a7 44X alb—varbyrvardAWET sl 3y PEN TV RWEFNRITAEE S

N, ar74F¥zl—artEyiarPETLET,

B

switch (config-dual-stage)# router bgp 1
switch (config-dual-stage-router)# neighbor
switch (config-dual-stage-router-neighbor) #
switch (config-dual-stage-router-neighbor) #
! Cached configuration

!

router bgp 1

neighbor 1.2.3.4

remote-as 1

switch (config-dual-stage-router-neighbor) #

!Command: show running-config bgp
'Running configuration last done at:
!Time: Wed Mar 17 16:17:55 2021
version 10.1(2) Bios:version
feature bgp

switch (config-dual-stage-router-neighbor) #
switch# show run bgp

!Command: show running-config bgp
'Running configuration last done at:
!Time: Wed Mar 17 16:18:04 2021
version 10.1(2) Bios:version
feature bgp

switch#

=/u

BOEARIL, BERLICHIFRS L E

1.2.3.4
remote-as 1
show configuration

show run bgp

Wed Mar 17 16:17:40 2021

abort

Wed Mar 17 16:18:00 2021
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O3y MIDORTKE

N

171

v FRRIIT A 72TN2, =22 v M ID D syslog lICFERENET, VAT LIBRFEEND 2
> b ID OFEIL, %&Eﬁwx EERTIRER T 4 AV EBIC L > TR £+, =77, &
BHORRTRFEIND 22 v b ID OFcRERIE 50 T,

B%D 50 DI v M ID T DIEHRAZ LR RT DITIE. show conflguratlon commit list =~ >
REfRLET, £ bV, RELEZaIy MLiza—8, a1y FOFETIEAIN
Tetift, BELRaIy FID DX A LAZ U TIRERINET,

switch# show configuration commit list

/U

SNo. Label/ID User Line Client Time Stamp

1 1000000001 admin /dev/ttyS0 CLI Wed Jul 15 15:21:37 2020
2 1000000002 admin /dev/ttyS0O Rollback Wed Jul 15 15:22:15 2020
3 1000000003 admin /dev/pts/0 CLI Wed Jul 15 15:23:08 2020
4 1000000004 admin /dev/pts/0 Rollback Wed Jul 15 15:23:46 2020

O—)L/\w 4 BERE

IREDE v

PRNZHR L7z 2y hOWTFNICHREEZ 12—/ 3y 7 T& £, rollback configuration =
~ U REMALT, &EDS0Da Iy hOWTRNIr—A Ny 7 LET,

switch# rollback configuration to ?

1000000015

1000000016
1000000017

switch#

Each commit ID acts as a checkpoint of a running configuration. You can rollback to any
given commit ID. A new commit ID will be generated after you rollback. If a confirm
commit session is in progress, you cannot trigger a rollback until it is completed.

switch (config-dual-stage)# rollback configuration to 1000000002
Rolling back to commitID :1000000002

ADVISORY: Rollback operation started...

Modifying running configuration from another VSH terminal in parallel
is not recommended, as this may lead to Rollback failure.

Configuration committed by rollback using Commit ID : 1000000004
switch (config-dual-stage) #

> R 1 B ] —
T3 VEREDRT
show configuration =~ > RZFEH LT, BEOa 7 4 Fal—al By a #RKR T

XFd, Z0avr NI, TaTl)l AF—Y F— RTOHRYFR—FENET, =3Iy vk
WTae, ByiarRETZ IV TENET,
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switch(config-dual-stage-cmap) # show configuration

! Cached configuration

|

class-map type control-plane match-any copp-s-ipmcmiss
class-map type control-plane match-any copp-s-12switched
class-map type control-plane match-any copp-s-13destmiss
switch (config-dual-stage-cmap) #

If there is no configuration, the following message appears:

switch(config-dual-stage)# show configuration
! Cached configuration

switch (config-dual-stage)# commit

No configuration changes to commit.

switch (config-dual-stage) #
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PTP T/N\A R B4 T

DT vy 7k, —HREY7R PTP 534 2T,
A—T4F) oB9Y

TV R ARANEFERRIS, H—0WER— MNIESHN TRy hUV—Z7 LEELET, 4—
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T e~ AZ /AL —TWEOMNAZET 2 A v =1, R ey 707w b
I VTR T L, IBESRER A,
FSURRT7ZLU RSB YY

WHDAA v FRON—ZIREDTXTDOPTP A vy —V A LETN, A v FTON
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Jav I nNgEnNET,

TURY—Z VRN T UART L Ny FE—REETY—ET N T UAXRT LU N7
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¢ PTPII2—Y'—F—% 5 A7 bz (UDP) Fofnkz Y AR"—rLET, A —P xRy
h EOEER IV AR — N ENET A,

PTPII~/NFHXx¥ A MEEEZTEIR—FLET, FIv—FrENEaz=% v X bEfE
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Tk RlET S 72D T,
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Ny Ne—T 4 I TEDHIEEBERLET, ZOFR— IO INLDOT LT Hy
A NPTP /N7 v NI, MBEO7HIZCPUIZY XA L7 REanLEtA, 2L, Zhvb %
CPUIWZY XA LT bT DO SN DBI0403, ZNENDAR— K TPTP BWAENE
IMMIZHESNWCT, R—=hT &Il 7 6E3NDHT2DTT,

* 1 pulse per second (1 PPS) ANITHAR— K THWEREA,
«IPv6 ZJT L7Z PTP (IH A — F SN TWEE A,

s Cisco Nexus A1 v T, -3~ 10OFREUbe FREEFEH L T, BiE~2 22— 5RET
HUENRH Y 9,

e T RTDZ=F ¥ A MBILRT LT F¥ X FPTPEEA vE—UL, XL — /WIS T
R SNET, T_XTOPTPEIA v E—VITBEDO~LF Xy 2 b 7y b e LTH
b, MDIEPTP </ FF ¥ X b /3% > R )3 Cisco Nexus 3500 A1 v T (T L » CTHLELX
NHOEREUFETRESET,

*PTP =% v A b X vy FOIREEFICT HITIE. FER— & L3/SVI & L THRT
HVENH D F9,

» CiscoNexus 3500 A A v F L, 2=F ¥ AP~ AZ—L I T4 T MO =F% % X b X
TV T—2a ZBMESERNZ EEHEREL E4,

e 7 AT w7 PTP IZ, CiscoNexus 3500 >V —X 7 F v N7 —h A v F TIEVHR—
FENFEEA,

« Cisco NX-OS VU U —= 10.5(1)F LI TiZ, PTP IR BREREN A STV Ed, =
OEFEIZ XY, BRI vyl ) —F R T I7A4 < VLA ETICn vy 7 S, #—47 v Ml
EEICHEBEL £T, BRISEZEE T £,
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PTIPDT 74 JL FEERE

WDOFIZ, PTP RF A —F DF 7+ /L NREE TR LET,

R2:TIHI LD PIPIRT A—4

INT A=A TIAILE

PTP FTA4E—=T

PTP N— g 2

PTP R A A 0.PTP |7 7 A4 /L b THIHIZ /e > TWET,

a2 kT RNEA AT L85, PTP 77 (255

AFVT 4 1fE

Iy J&T RANEA T L858 PTP 77 | 255
AAVT 4 218

PTP 7 F~ v > X [Hl@ IR=7s )

PTP [R]3]H F@ (= )

PTP 7+ R A A LT T K 37 F T AR
PTP i/ NESEZE K ] [ 127

PTP VLAN 1

PTP D% E

PTP O 4 O—/\)L1EHERL

TNAATPTP 2 70— NI F—TNERIET 48— M TEES, 72, XY FU—
INOED I vy NI T Rv A2 —E& U GRIRS LA BEIEN 3 i b @ o g B3 5 7
WIZ, SFZERPTP 7 vy RIA—HEHERTEET,

FIEDHE

configureterminal

[no] feature ptp

[no] ptp sour ce ip-address
(f£&) [no] ptp domain number
(f£%&) [no] ptp priorityl value

a s wbd-=

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .



B rroso—unmmn

6 (f£&) [no] ptp priority2 value
7 (f£&) [no] ptp acl-redirect

8. ({E#&) show ptp brief

9 (f£3%&) show ptp clock

PTP DZE |

10. (&) [no] ptp timedistribution-hold [correction-threshold <corr_limit>] [delay-threshold

<max_delay time>]

11.  copy running-config startup-config

FlEDFEM
FE
ARV RFEEEFETIa Y B
& A configureterminal Jua— " ERE— FEBRELET,
1 -
switch# configure terminal
AT w72 |[no]featureptp TNRAALETPTP A F—7NEFT =7
1 - M LET
switch(config) # feature ptp GE)
AA Y FDPTP A F—TMILTH, KAV
2 —T 2 A ADPTPIA X —T/WIZHR 0 FH A,
AFw 73 |[no] ptp sourceip-address FTRTOPTP N7 v hDY—ZIP T L A &R
1 - LET
switch(config) # ptp source 10.2.3.4 ip-address : 1Pv4 £,
ATvT4 (f£#) [no] ptp domain number Zorvy 7 THEHT L RAL B LKL E
i - 9, PTP RAA V2T HE, 15Oy RU—
s '-tch(conf' ) # ptp domain 24 7 LT, BHOBSLLIEPTP 7 By %7 JT K
g e AL U EEATEET,
number : A N7 EIFHIX 0 ~ 128 T,
ATvTh (f£&) [no] ptp priorityl value Dy kT RREALARXTHEXIEHTS
B - priorityl DEZMERR L £, ZOfEIFNA kN v A&
swi'tch(confi ) # pt riorityl 10 57% 7a /7@*){@?72]_11/ ]\@%@ (ﬁ i ﬁ
oo EEE ! WE. suv s 7TRARE) B LEEXLET, K
VMEDMEE S IVE T,
value : #iF# 1% 0 ~ 255 T,
ATvT6 (f£&) [no] ptp priority2 value IDIay kT RNZARTHEXIMEHT S

1 -

switch (config) # ptp priority2 20

priority2 DfEZ R L9, ZOfEIX. 7 74/ b
DREHETIEFRFIC BT 22007 A 2D ) b,
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PTP O O—/\ILaHER .

ARV FFEREETIVa Yy

E:)

EL L BT OINERDDHT-DIHHEINET,
7= & 20X, priority2 fEZFEH LT, FFEDAA v F
PDFEFED AL v F X bEEENDH L HITT D
ZENTEET,

value : #iFi% 0 ~ 255 T,

ATvT1 (f£&) [no] ptp acl-redirect ACL—> hY ZHHLCN— KT =7 CPTP ==
1 - XX AN NT Y NEEET DL IICVAT A EE
y | | L ET
switch (config)# ptp acl-redirect
G¥)
TCAMSUP U — g » A X738 48 L R&EWZ
LR LTLIEIN, £9 TRWE, av
FOANBFICRDTT — A v —VRNFRENE
R
switch (config)# ptp acl-redirect
ERROR: PTP acl-redirect supported only if TCAM
sup size 1is greater than 48
2020 May 6 21:27:04 switch
$ACLQOS-SLOT1-2-ACLQOS OOTR: Tcam resource
exhausted:
Need to reconfigure SUP region
ATvT8 (L&) show ptp brief PTP D AT — X A% Fr LET,
i -
switch(config) # show ptp brief
ATvT9 (f£#&) show ptp clock n— ray s DFanT 4 EFRRLUET,
i -
switch (config) # show ptp clock
ATv710 | ({LE) [no] ptp timedistribution-hold PTP Wi /3Bl PR A RE 2 A L £ 7,

[correction-threshold <corr_limit>] [delay-threshold
<max_delay_time>]

51

switch (config)# ptp time distribution-hold
correction-threshold 90000ns delay threshold
4000s

correction-threshold : #iEAFEE S/ EM (F
JRWHANLD) 12 BEL £T, BEOEARE LFE
—gﬁo

delay-threshold : IR¢f] 73 L 2 R84 7 5 e KRR il R
ERHEALTHRELET, 2720, BIEL X WEOH]
WZHIIE L X UVMED 72 SV E0E. R0 3 i
Bl & ET,

T 74V NOHIELEVMEIX300F /T, 774

JU bk DIRAE L VMEIEL, TOR O¥p413 300 B, &
Va2 ZM e =2 OEETE 900 T,

B OMTE L VWMET 100000 7 #0 T, RGEIE L
X \VMEIT 5000 BT,
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PTP DZE |

ARV FFEREETIVa Yy

S

A w711 |copy running-config startup-config
11 -

switch(config) # copy running-config
startup-config

U7 —FBLEWY R¥— MRIZFEITIHERCZ A & — |
Ty TERIC A e — LT, EE KGRI RT L
R

1

WIZ, T/XAAETPTP %2 7 v — LR L, PTP@EAORETIP T R X &2 4F
EL., 7y 7 OBELVEEKRT HHZ2RLET,

switch# configure terminal
switch (config)# feature ptp

switch (config)# ptp source 10.10.10.1

switch (config)# ptp priorityl 1
switch (config) # ptp priority2 1
switch (config)# show ptp brief
PTP port status

switch (config)# show ptp clock
PTP Device Type: Boundary clock

Clock Identity : 0:22:55:ff:ff:79:a4d:cl

Clock Domain: 0

Number of PTP ports: 0O
Priorityl : 1
Priority2 : 1

Clock Quality:

Class : 248

Accuracy : 254

Offset (log variance) : 65535
Offset From Master : 0
Mean Path Delay : O
Steps removed : O

Local clock time:Sun Jul 3 14:13:24 2011

switch (config) #

A3 —T x4 ATDHPTP DHERK

PTP Z 7 a— S L ZA X —T I LThH, T 74V I T, $R—FENTWBTXTOA
B —T o f AL TAR—T NI FERA, PTPA & — T = A ZTAEABNCA R — T AR E

TOBENRDY £,

48 HHIIZ

A o F L TTa— UIZPTP A X —7 ML, PTPBIEDEEILCIP T L A&k LT=

LB LET

FIEDOEE

1. switch# configureterminal
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switch(config) # inter face ether net slot/port

2
3. (EE)
4. (LE)
5. (L&)
6. (EE)
7 (EE)
8. (EE)
9. (LE)

switch(config-if) # [no] ptp announce { interval log seconds | timeout count}
switch(config-if) # [no] ptp delay request minimum interval log seconds
switch(config-if) # [no] ptp syncinterval log seconds

switch(config-if) # [no] ptp vlan vian-id

switch(config-if) # show ptp brief

switch(config-if) # show ptp port interface interface slot/port
switch(config-if)# copy running-config startup-config

AV RFEERETIa Y

B8

R T w 71 | switch# configureterminal Jua—\)ary 7 4 ¥al—gy T— REEG
LET,
R w 7 2 | switch(config) # interface ethernet slot/port PTP % A4 X —T NN TAA 2 —T oA ARETE
L, A1 Z—7 = A AERE— FERmLET,
ATw 73| ({EE) switch(config-if) # [no] ptp announce { AE—T 2 A ALEDPIP T T TR Ay —
interval log seconds | timeout count} MOMMRETANLIZA LT U IR, F—T =2 AT
FEET HHIO PTP RO 2R L £,
PTP 7 7 v AR OHHIL 0 ~ 4 BT, MO X
A LT T OFPHIZ 2 ~ 10 TT,
ATw 4| ({E&E) switch(config-if) # [no] ptp delay request R— "B~ AH— 27— FDOYAIZ PTP BIEE R
minimum interval log seconds A=V THAINDR/NEREBR L ET,
HRh72&HIL -1 ~-6 n 7R TT, v (22) 11
Wi 4 7L —ATT,
ATy 5| ({EE) switch(config-if) # [no] ptp syncinterval log | f > % —7 = A A EOPTP[RM A v & — Y DEIEM
seconds Rzt L £ 7,
PTP FHIMRR O -3 v 7 f~ 1 v 7f#T3,
ATv 76| ({£E) switch(config-if) # [no] ptp vlan vian-id PTP %A X —TNWIZT HA X —7 =4 AD VLAN
ERELET, A VX =72 AD 12D VLAN T
A X =TT TELDIE, 120 PTP DA T,
FRETE H%MIL 1 ~ 4094 T,
ATw 71| ({EE) switch(config-if) # show ptp brief PTP D AT —H A% FKm LET,
ATw 78| (f£E&) switch(config-if) # show ptp port interface |PTP R— FD AT —X A& FRr L E T,

interface slot/port
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B rree—+

AV RFERIETIaY By
ATy 79| (EE) switch(config-ify# copy running-config V7= BLNY A — FRFIZFEfTa 7 4 F =
startup-config L—2a AL — N7y ar7 4 ¥alb—
VNZabv— LT, BEREFEAICHRTLET,

1

Iz, f B =T 2 A A LETPTP Z#HER L. 7TFH U A, BIEER, BIOFEW A v
-V OMBERERT 0 EZ R LET,

switch# configure terminal
switch (config) # interface ethernet 2/1

switch(config-if)# ptp announce interval 3
switch(config-if)# ptp announce timeout 2
switch(config-if)# ptp delay-request minimum interval 4
switch (config-if)# ptp sync interval -1
switch(config-if)# show ptp brief

PTP port status

Eth2/1 Master

switch (config-if)# show ptp port interface ethernet 1/1
PTP Port Dataset: Ethl/1

Port identity: clock identity: f4:4e:05:ff:fe:84:7e:7c
Port identity: port number: 0

PTP version: 2

Port state: Slave

VLAN info: 1

Delay request interval (log mean): 0

Announce receipt time out: 3

Peer mean path delay: 0

Announce interval (log mean): 1

Sync interval (log mean): 1

Delay Mechanism: End to End

Cost: 255

Domain: 5

switch (config-if)#

PIPESE—F

PTP |, #kisNi=27 74T v " b%Z(E Lz dday req A v&—T DX A F2HSNT,
Cisco Nexus 7 /3A AZ XL > THEMNIHRH SHLD PTP A v —V%BUET D720 DIRAE—
RFZzHR—=bMLET, ZOF—FTIFE, AL—7RN2=%%¥ A A vt—ITdeay req %
FdaL, ~AX—ba=%¥ X Fdday resp A vE—ITIRELET,

BEHDOPIP FA AL VDERTE

BHB—DFRy NU—ZIZx LT, BEDPTP/ a v X T RAL VERETDHIENTEET,
K RAA NTIE, FFEDOELNAN OME B #EM T HbvE T, 7 7 40 MEIX 255 T,
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Al |

FlaD#EE
1. switch# configure terminal
2. switch(config) # [no] feature ptp
3. switch(config) # [no] ptp sourceip-address| vrf vrf]
4. switch(config) # [no] ptp multi-domain
5. switch(config) # [no] ptp domain value priority value
6. switch(config) # [no] ptp domain value clock-class-threshold value
7 switch(config) # [no] ptp domain value clock-accur acy-threshold value
8. switch(config) # [no] ptp multi-domain transition-attributespriorityl value
9. switch(config) # [no] ptp multi-domain transition-attributes priority2 value
10.  switch(config-if) # [no] ptp domain value
FIED
FIE
AV RFEREETO 3y B#
AT v F1 |switch# configureterminal Ja—)ar7 4 Xal—ay E®— Nk
L/i—g—o
AT v F2 |switch(config) # [no] feature ptp THNAALTPIP A X—TNVEIT 4 8—7
MZLET,
G¥)
AA »FDPTP A RX—=T /I LTH, KA~
S =T = A AD PTPFA RX—T /W72 £/ A,
ZAFwF3 |switch(config) # [no] ptp sourceip-address[ vif vif] |4 ~THPTP <4 v hDY—Z P T KL 2R & RE
L/i—g—o
ip-address |21 IPv4 TE X & T £ 9,
AT w74 |switch(config) # [no] ptp multi-domain AA vy FTwNTF RAL e a A X —7 I L
£, 22T BEIEMN, ey 7T ZADL
EUVME, 7y ZHREED L EWE, BITOESEIRN
REDRMHES AL v FITHETEET,
A7 w75 |switch(config) # [no] ptp domain valuepriority value | K X 1 L35 L OB DEAFEE L £ 7,
domain @ value O#HiFHIL 0 ~ 127 T9, domain @
77 4V MEIZ 0 T,
priority @ value D #i 1% 0 ~ 255 T3, priority @
77 & v MEIE 255 T,
AT w76 |switch(config) # [no] ptp domain value RAABEO I vry s 772D L EWEEZIEE

clock-class-threshold value

LEd, T 74/ MAIL 248 T,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .



B szorr rxqone

PTP DZE |

ARV FFEREETIVa Yy

S

domain @ value D#FiFIE 0 ~ 127 TI,
clock-class-threshold @ value D #i[F X 0 ~ 255 T3,

GF)

ray Y 77 AOLEVET, WO R— b
oAV —T vy BYLTERIRT ML ITIH D
FHA, Ay FIXIZOEEHEHLT, FEL2
0y 7N M L—RAAREDNEHWT L £, TS
DIy I TAMENRAAL DIy I T A
DOLEWVEIZZELWNE Y BWGEE. A1 v FiT
BMCAZZEITLTRAAL VIMBAL—T R— %
BIRLET, LEVWELIVIEWI 2y r 7T AR
EDORAAL ANTHRWGEE, AA v FIXPTP 31
F—T IR TN TOR— F TBMCA % E1T L T
WiRray 7 B@RLET,

R wF7 |switch(config) # [no] ptp domain value
clock-accuracy-threshold value

RAALVBLIO 0y 7 OREO LI WEEZIREL
F9, 774 /V Ml 254 T,

domain @ value O#iPHIX 0 ~ 127 T,

clock-accuracy-threshold @ value D #iFH L 0 ~ 255
T4,

R w 78 |switch(config) # [no] ptp multi-domain
transition-attributes priorityl value

B RAAL UDBET RAL ~O/NT y hEE
REIZ{E F 9% domain transition-attributes priorityl fi&
ERELET, VE—RFR—FD6DT7F TR
A v =Y priorityl OfElX, RAA HAOE
TWIETFTOARA =V EEETHLENRDHY |
EOENAL—=T A B —T oA ADfEE RIS
¥4, domain transition-attributes priorityl O C &
S ONET, 7740 MEIT 255 T,

transition-attributes priority1 ¢ value D §iH % 0 ~ 255
‘(‘\ j_o

R w 79 |switch(config) # [no] ptp multi-domain
transition-attributes priority2 value

BERAAL UDBET RAAL DTy MEE
128 9 % domain transition-attributes priority2 fi
ERELET, VE—F A= 0HD7F 7R
A wg—YANO priority2 DfEIZ, KA HAOE
TITFT O ARA =V EFETDHHLERDD
ZTOENAL—TF A B —T oA ADfEL RIS
Y& . domain transition-attributes priority2 O T
Tz ObNET, 774/ MEIT 255 T,
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PP 55> kxzs—snvsonE [

AV RFERETI3 Y EL:Y
transition-attributes priority2 ¢ value D &iF % 0 ~ 255

T
R T 710 |switch(config-if) # [no] ptp domain value PTP 3 A R —T M ENTA v H—T oA AL KA

A VEBEMTET, A ¥ —T oA A~DOHRE
R RAA VHREEITDRWEARE., 774/ Mi
0) AEHs=NET,

domain @ value O#iHIX 0 ~ 127 T,

PTP 'S

FIRDOHE

1
WIZ, AA Y FITRESNTND PTP FAA 2R TH012RLET,

switch(config)# show ptp domain data

MULTI DOMAIN : ENABLED

GM CAPABILITY : ENABLED

PTP DEFAULT DOMAIN : O

PTP TRANSITION PRIORITY1 : 20

PTP TRANSITION PRIORITY2 : 255

PTP DOMAIN PROPERTY

Domain-Number Domain-Priority Clock-Class Clock-Accuracy Ports
0 255 248 254 Ethl/1

1 1 1 254

switch (config) #

WIZ, PTP XA X —T N ENT-/A v Z—T = A ATEEMNIT DN RAAL 2%
NI LB ERLET,

switch (config)# show ptp interface domain
PTP port interface domain

Ethl/1 0
1 1 254

switch (config) #

VRIYRA—00vIDETE

AA 9 FTT TV R AX —EEENBEN /2> TWDBHAIL, PTPL XLV THEA I VT —T
BEAELRNE ST A=Y= AR EZRETEET, T/ ATHE, /7Y Rv A4 —
FEREN T 7 4L N THIZ /> TWET,

1. switch# configureterminal
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PTP DZE |

2. switch(config) # [no] feature ptp
3. switch(config) # [no] ptp sourceip-address [ vrf vrf]
4. switch(config) # no ptp grandmaster-capable [ convergence-time]
5. switch(config) # [no] ptp domain value clock-class-threshold value
6. switch(config) # [no] ptp domain value clock-accur acy-threshold value
7. switch(config) # ptp grandmaster-capable
Flgn
FIE
ARV RFERRETI Y B#J
R T w 71 | switch# configureterminal Ja—)L a7 4 F¥Falb—g )y E— KEHB
L/ \i‘g_()
R T v 7 2 | switch(config) # [no] feature ptp TNA A ETPTP A X —T NEITT 4 =T
ZLET,
G¥)
AL v FDOPTP A F—T7 ML ThH, KA X —
7 = A ZAD PTP|FA RX—T /M2 £/ A,
AT 7 3 | switch(config) # [no] ptp sourceip-address[ vrfvrf] |4 _CTHOPTP X4 v hDY—ZIP T KL A% HRE
LET,
ip-address (213 IPv4 FEX A CE £,
AT 7 4 | switch(config) # no ptp grandmaster-capable [ AL FDT T v v AL —HEREEZ TN L ET,
convergence-time} EDRAAL ANTHEERREZIN T v R~y A2 —
WIS, TARAART T R~v AL —& LTHE
RRLARWEIICLET, 774/ FORHIL30F
<7
Z v 7§ | switch(config) # [no] ptp domain value RAAUBXOVay 7 77 AOLEVEEREL

clock-class-threshold value

F9, /a7 I TALIVHEIL, T AR —
ATy I wkT TV RYAY— Iy L RieT
TEMTELNEIDEHIMT A7 DIERTH 7
0y 77 ALEWVEZERLET,

domain @ value O#EFHIL 0 ~ 127 T,
clock-class-threshold @ value D #if i3 0 ~ 255 T,

GE)

AA v FIZZOEEFERA LT, HE T v 7N b
L—RAREENEHE LET, TXTOEThoD7
0Dy JIAENR Iy JTAOLEWVMELY
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4v8—7z42cnpPaz toiE [

ARV RFERFTIVaY =)

HEWEA . BMCA 13X ToOR— FDIREER Y
A=V TICERT HEARHY £7,

AT 7 6 | switch(config) # [no] ptp domain value RASL B vy 7 ORED LS VEZHRE L
clock-accuracy-threshold value F4,
domain @ value O&ipH|Z 0 ~ 127 T,
clock-accuracy-threshold @ value D #ip# % 0 ~ 255 T
R
ATy 77 |switch(config) # ptp grandmaster-capable ALy FTT T Ry AL —BREE I LET,

451
WOHITIE, PTP 7 oy 7 EHREF R LET,

switch (config-if)# show ptp clock

PTP Device Type: Boundary clock

Clock Identity : f4:4e:05:ff:fe:84:7e:7c
Clock Domain: 5

Number of PTP ports: 2

Priorityl : 129

Priority2 : 255

Clock Quality:

Class : 248

Accuracy : 254

Offset (log variance) : 65535

Offset From Master : O

Mean Path Delay : 391

Steps removed : 1

Local clock time:Wed Nov 9 10:31:21 2016
switch (config-if)#

AR —T A AXATOHOPIP IR FDETFE

FIRDOHE

Cisco Nexus 3500 A1 v F CTPTP A X — T M ENTHER—FII, /X —T A A TR
NERETEET, PIPRA X —T7 M ENTER— b TCax v B#EHSNLDIE, 77K
VAR — T T SNDEBDIRANAA » FIThHEE T,

switch# configure terminal

switch(config) # [no] feature ptp

switch(config) # [no] ptp sourceip-address [ vrf vrf]
switch(config) # interface ethernet sot/port
switch(config-if) # [no] ptp cost value

apwbdD-=
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F IR D

FIE

PTP DZE |

ARV RFERFTIaY

=)

R w 71 | switch# configure terminal Jua—r~)Lary 7 4 F¥al— gy ET— NaeBilg
LE7,

R T 72 | switch(config) # [no] feature ptp THRAALETPTIP A X —T NVEITT =T
IZLET,
G¥)
AL v FDOPTP A F—T ML ThH, KA F—
7 = A AD PTP A R—T7 /M7 £/ A,

R T 7 3 | switch(config) # [no] ptp sourceip-address[vrf vrf] | 4 _TO PTP X7 v F DY —ZIP T N L A &% IE
l—/iﬁ‘o
ip-address |21 IPv4 TE X AL TE £,

R T 7 4 | switch(config) # interface ethernet dot/port PTIP A X —T N THA 2 —T 2 A%IEE
L. A/ ¥ —TzAf AT 4Falb—TarF—
NaBta L ET,

R T v 75 | switch(config-if) # [no] ptp cost value PTP 34 X —T M ENToA v H—T = AT A

MM ET, 2 A MRERBERVA X —T =
AAN, AL —T A H =Tz AR DET,

Ak O#FIPHIL 0 ~ 255 T, 7 7 /L Ml 255
<7,

1

WIZ, PTP A X —T NI ENT-KA X —T oA REEMNIT O R 2R

TR LET,

switch (config)# show ptp cost
PTP port costs

Ethl/1 255
switch (config) #
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. )
28v9 1D DEXRTE
Cisco Nexus 3500 A v FIZiZ7vn vy 7 ID ZRETEET, 77440 D7y 7 DI, A
A4 YFOMACT RLAZR—ZZLT-EBED 8 A7 T > FLFHITT,

FIEDHE
1. switch# configureterminal
2. switch(config) # [no] feature ptp
3. switch(config-if) # ptp clock-identity MAC Address
FIED F%HH
FIE
ARV RFERRETI a3 Y B#J
2w 71 | switch# configure terminal Jsa—s v ary7 4 Xab—ay E®— Nah
LET,
R T 7 2 | switch(config) # [no] feature ptp TNRAAETPTP A X—TNVEEIT =TV
ZLET,
GE)

2L v FDPTPZA X —TMIZLThH, HA X —
T A ADPTPIIA X —T W70 FH A,

R v 7 3 | switch(config-if) # ptp clock-identity MAC Address PTP clock-identity & L "C 6 /XA h® MAC 7 KL &
EEIVYCTES, 7740 D7 a7 IDIE, A
A vTFDOMACT RLAZR—=RIZLTWET, 7
2 7 ID X IEEE A YEIC Lo TERSNET

(MAC-48 Byte0 | MAC-48 Bytel | MAC-48 Byte2 | FF
| FE | MAC-48 Bytes3-5) .

PIPA VA3 —TJ 1A AMIYRA— A T— FH#BET HETE

TOFETIE. = FFEA L ML TR—= IR R L —T 25— MNMIBITT B0 %5 < HIEIC

DWTHALET,
IR HEIIC
e A v F ETTa— LT PTP A4 X —7 /WL, PTPREDEETIP 7 KL AZRE
L7=Z iR L ET,
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FIRDOHE

F IR D

FIE

*PTP % /' 00—/ )L A R —

PTP DEE |

THZLThH, T 74NV T, PAR—FENTWNWETRTOA

VE—=T 2 A A ETAR—=T IR Y EH A, PTPA X —7 = A RTEBNCA R—T )V

ICRET DLERDHY 7,

switch # configure terminal

switch(config) # [n0] ptp

aprwDn-=

switch(config) # interface ethernet slot/port

switch(config-if) # ptp transmission multicast
switch(config-if) # ptp role master

AR NFERERTOVa Y

=)

R TFw 71 |switch # configure terminal Jua—r )L ary7 4 F¥al— gy E— ReElh
Li‘a‘o

R T 72 |switch(config) # interface ethernet slot/port PTP A % — T NG BA L H—T = A A%IEE
L. Ao ¥ —TzAf AT 4Falb—T g F—
NZBRtE L ET,

AT 7 3 | switch(config) # [no]  ptp AV B =T 2 A ATPTP %A X—TINVEIET 4
'E_jll/ﬁl Lij—o

R T w 7 4 | switch(config-if) # ptp transmission multicast A B —T 2 A4 ATHAINDPTPEELE TR ERTE
L\i‘a—o

R v 75 | switch(config-if) # ptp role master AV H—T A ADPTP O — L AEHELET,

master : vVAFZ — /v 7L, A EF—T A AD
PTPu—/L L LCEID Y THNET,

il

ZOHTIEH, A HF—T A RALEIZPTPZHREL, £ VX —T A AR AL — A
T NEHERFT AL ICRET D HIEEZ TR LTVET,

switch (config)# show ptp brief

PTP port status

Ethl/1 Slave

switch (config) # interface ethernet 1/1
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switch (config-if)# ptp multicast master-only

2001 Jan 7 07:50:03 A3-MTC-CR-1 %$ VDC-1 %$ $PTP-2-PTP GM CHANGE: Grandmaster clock has changed
from 60:73:5c:ff:fe:62:al:41 to 58:97:bd:ff:fe:0d:54:01 for the PTP protocol

2001 Jan 7 07:50:03 A3-MIC-CR-1 %$ VDC-1 %$ $PTP-2-PTP_STATE CHANGE: Interface Ethl/1 change from

PTP_BMC STATE SLAVE to PTP_BMC STATE PRE MASTER
2001 Jan 7 07:50:03 A3-MTC-CR-1 %$ VDC-1 %$ $PTP-2-PTP_TIMESYNC LOST: Lost sync with master clock
2001 Jan 7 07:50:07 A3-MIC-CR-1 $$ VDC-1 %$ $PTP-2-PTP_STATE CHANGE: Interface Ethl/1 change from

PTP BMC STATE PRE MASTER to PTP BMC STATE MASTER

BALRE VT BELY
HADAR T XX THEREIL, VE—F T8 ATy M3 BIE LTz & &I EME7 RFRE
TEMERME L, BRI 2B cE A5 ICLET, 4y ME, PTPEZEHA LT/ Bo
FBETUVIETOHN, XA LAZ T RAT B E T, CiscoNexus DataBroker & & HIZ A A
F @ TAP HAKIEREZ T 5 L. SPANZEH L TRy NY—2 I T4y 7 xab—L,
NG T4 90057 4NZ )T LUTHADLAZ LT 2T, BB IO O DIk E T
7,

BALRE VT BX VT DRE
“

GE)  9636C-R, 9636C-RX. FBLN9636Q-R 71 > 1 — KZ#4# L 7= Cisco Nexus 9508 A A v F T
X, A LAF T ZFX U TOREFTFR—FENTHERTA,

\)

GE) * VXLANEVPN /LT A MR Cttag BB 2 EH T 235613, 7 7 7 NIZHHET 5 BGW
DDCIA v H—T =2 A ATtag NHIREN TS Z L 2R LE T (ttag-strip) . ZEMIC
FEHT B & ttaghd, ether-type 0x8905% H 7R — K L 72\ Nexus 9000LAS DT /3o AT HE¢
ENTVDHEHE., ttagDBREDMLE T,

*DCI ® BGW Nv 77— N 7 E7 )L Tl ttag DHIFRIIVNE S Y £H A,

+ Cisco Nexus 9800 A1 F 1L, ether-type 0x8905 /X%~ FD—F 4 > F &R — b LT
FHA,

1R BHEIIC
PTP A 70— RN a0 — W HINZ 72> TS 2 E 2R LET,

FIRDHE

1. configureterminal
2. interfacetype dot/port
3. [no]ttag
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PTP DZE |
B me<—»— vy reBmERORE

FE D

FE
AU RFERET7TIV3 Y B#

X w 71 | configureterminal JTa— )L a7 4 X2 lb— gy e— REELG
1 LET

switch# configure terminal
switch (config) #

A7 v F2|interface type slot/port RELEA LV E—T oA AT LTS v E—T = A
il - A AT 4 FXalb—vary B REMMLET,

switch (config)# interface ethernet 2/2
switch (config-if) #

A7y 73 |[no] ttag VAT 2RIV AYIWANA U H =T oA ATH
i - ADAZ LT BXTHHFRELET,

switch (config-if)# ttag

TTAG ¥ —H— /N7y b ERRIBERDERE

ttag XA LAZ T T 4 — )V RIE, === T MIRB By NOF A LRZ T HAINL
FT, T4y DX A LAZ L TIE, AHOFAHILD LGN ASCIL R—ADH A KAHK
VFTIEHY FRA, TDO8E Y DX A LAE T NFIRFLAEND L HICT 572012,
ttag~— N — "7 NEEA LT, 488y hDOX A LA T E#RET a— N3 5720 0ENM
Hmafeftcx£9,

TJ4—ILF fE (N1 b <& E&E
Ewv k)

Magic 16 FI gL G, ZDT 4 —
RIZIT A6A6 L RN SN ET,
Uk, Ny FARY—
2 o ttag-marker 237 > b &
BITEET,

N—T g v 8 N—=Ta Fig, 774NV D
A R e e

pryicy 16 ZDOT7 44—V NI, 48y FD
HADAR T A RORIE %
FLET, T 74/ FOfEIZ04
T, ZHUZ100 EafoFED
0.1 7/ BaERLET,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| prPoEE

G v—h— v +eammmozz I

UTc_offset

ASIC L UTC 7 a v 7 [Hod
utc_offsetfi ¢34, 7 7 4V ME
X0 T9,

Timestamp_hi

32

48y RDASIC/N— KT =7
HBADARLTDEN 16 By
]\ /C:‘j—o

GE)
64 £ h®D ASIC N— R =
T BA DR T BT D
72812, [Timestamp hi] 33 X
[Timestamp lo] 7 « —/L RiZ
[Correction_hi] 33 L O}
[Correction_lo] ZiB/I L £9,

Timestamp lo

32

48y hDASIC/N—FRU=7
HADLDAZ L TDFNMNI2 E Yy
s T,

GE)
64 £ FD ASIC N— R«
T EA DAL T ERAET D
72812, [Timestamp hi] 3 L O
[Timestamp lo] 7 4 —/L NIZ
[Correction_hi] 35 L O
[Correction_lo] ZiE L &7,

UTC sec

32

Cisco Nexus 9000 > ) — & &
A »FOCPUZ a7 |ZHD
CUTC # A LAR L TOFD
T,

UTC sec

32

CiscoNexus 90002 U — XA A
FDCPUZ 1 v 71235 < UTC
BADNAL T DT ) FOERGY
<7,

THRIGE

32

Rk OZ0lcTRIS
Tl/ \i —aqo
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PTP DZE |

Correction_hi

32

Cisco Nexus 9000 >V — X &
A v F OB PTP AHIED b7
28wk,

GE)
64y FDASICN— KU =
T HEALARE T ERETD
72812, [Timestamp hi] 3 X
[Timestamp lo] 7 « —/L FiZ
[Correction_hi] 38 L T}
[Correction_lo] Z3BA1 L &7,

Correction_lo

32

Cisco Nexus 9000 > J — X &
A > F O RFE PTP fiiED FAL
32y K,

GE)
64 > h®D ASIC N— R =
T BADARZ T BT D
72812, [Timestamp hi] 3 X
[Timestamp lo] 7 « —/L RiZ
[Correction_hi] 33 L O}
[Correction_lo] ZiBJIL £9,

B4
(Signature)

32

77 )V MEIX 0XASASASAS
TY, ZHUTLEY, v—h—
v N ORI RER D ATREIC 78
D, UTCH A LAZ T ~DB
PRI ND 2D, 7747
VYT R =TIXEOER
UTC ZfEH LT, &%/37 v b
Ny HE—D32 Yy hOAN—FR
V=T A LAR T HENET
xFET,

N R

64

Z X, ttag-marker DAL {Ewo
e 24, MRS D
T DALES DA FTT,

1R BRI

PIP A7 — KRR a— LA =T MMEENTWAZ L 2R L ET,

FIEDOHE

1. configureterminal
2. ttag-marker-interval seconds
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3. interfacetype dot/port
4. [no] ttag-marker enable

preizzniR

5. ttag-strip
FIED M
FlgE
ARV FEEET7IVa Y B
Z 5w 71 |configureterminal Ta—\ ) ar7 4 Xal— gy T— N2

fl
switch# configure terminal
switch (config) #

LET,

ATvT2

ttag-marker-interval seconds

1

switch(config-if)# ttag-marker-interval 90

A A F I ttag-marker /N7 > N EFFEHR— MIEE
THETORBERELE T, ZIIRAA v F DT
02—/ NLERETY, 7 74 /b h T, ttag-marker /¥
o M 60 B T LTS LET, seconds D#iPHIE
1 ~ 25200 T9,

ATvT3

inter face type slot/port
{5

switch(config)# interface ethernet 2/2
switch (config-if) #

FBELIEA LV E—T oA AWK LTA v EZ—T = A
AaryZ74F¥alb—varyET—RefaLET,

ATvT4

[no] ttag-marker enable

1 -

switch (config-if)# ttag-marker enable

ttag-marker /37 > b ZFER— MTEE L ET,

ATy Th

ttag-strip
1 -

switch(config-if)# ttag-strip

A B =T = A ADOHET) Ny bvE TTAG % Bk
L7,

PTP 5% 7€ DD HERR

ROWFhLDa~<y R LT, REZMBLET,

% 3:PTP Show 2% > I

av vk S]]

show ptp brief PTP DAT —H A% R LET,

show ptp clock n—hNrayrsO7TanNT 4 (Zaw 71D
mE) ERRLET,
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PTP DZE |

avy kR

S

show ptp clock foreign-masters-record

PTP 7' ANk L TV A~ A X —D
WBERRLET, M~ F—T812,
., 7uev 71D, ERWR vy 7 Fan
T4, BN uy I NI T RwRAF—L
LTHERINTWENE ) DRFrRasnEd,

show ptp corrections

Itk DOEMED PTPIEIEEZ R R LET,

show ptp parent

PTP DHOT 135 4 % Fm LET,

show ptp port interface ethernet slot/port

AL T DPIPAR—FDAT—HX A%FRL
7,

show ptp domain data

RO RAA T =4 FAL L TTAFY
T4, Z7uay 7 LEWVME, BIXOV T R+
AR —HEREICET A M AEE R LE T,

show ptp interface domain

AL B =T xA AL FAA L OBEATICE
THEREFRLET,

show ptp cost PIPAR—hEaX F 7Y v —arEHRKR
LET,
show ptp detail % PTP A — NI SN TWDHTXTOET

DY A BRNFRSH, B —/LOFRRI DB 2
PRSNET,

show ptp time-property

PTP 7wy 7TuxXs s 2HERLET,
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NTP D2

NTP D% E

ZOET, WONETHELINLTWET,

« NTP OHEZE (43 ~—2)

o BRI — L LTONTP (44 =—3)
« CFS Z#f#i [l L7= NTP OfE (44 ~2—7)
eyl v Fx—U% (44 RX—)

o LDV R — T (45 X—)

« NTP OEEFH L HlfyFm (45 X—)
« T 7 A FEE (46 2—)

« NTP OF%E (46 ~X—)

« NTP OBH#EEL (60 =—2)

« NTP #§REDJEIE (60 ~=—2)

Fy hNT—27 ZA4 L v ha (NTP) &, SBLTWD—EHDZ A LY —nRETFA4T
FMET1 HORMAZR S, H@EORYy NT—27 TAL ANLZET HVAT L v FON
FBIED A N M ZFHEIZEEMN T BN D K5I LET, NTP TIE T U AR—F F'm b=
nNELT, 22— F—%7J 57 baj (UDP) ZHLET, T3CTHONTPE(EIZUTC
EEALET,

NTP —N[JidHE, 24 L =N ENEI o4 7 ay 797 hIv 7 Zay sk Eo
EROBFZFENSEA ZZEL, 2y FU—27 2N L CIORZZERELE T, NTPIZE DD
TEZEHT, B85 1%y NUTT2HEOY Y2 EICT S UVRBUNICEHLET,

NTP Tl A F 7% A (stratum) ZfFEH LT, Fv T —7 T340 R L EHORZR O B
FLET,

A RTHALNIDHAA LY — T, BHETE AIFAFICESEER SN E T (EREEEHCRF
S F 7213 GPS Bl 72 &)

¢ ANTHLA2ONTP Y — XL, ANTHELLDHEA LY — D35 NTP 2 L CHiZl %
ZELET,
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NTP DEE |

FHIORNZ, NTPIZEBEO R v U — 27 —E AR LR 2 g U, 1 D ORZIRZE L
BB EA1E. Z4d Stratuml TH-oTH, R L EF A, CiscoNX-0S L, HERIFFCMR
FREFHIEECE T, ARTHA LI =N LTEETHZ EIEXTERNEZD, £ X —F
FETRIHTE A7 Y v 7 NTPV—NZHTHZ 2B LET, Ry NU—T R
H—F v E B EES TV DA, CiscoNX-0S Tlk, NTPIZ & » THREAIMRFEB ST
72 TH, NTP CHHIENTWVD D& LTI ZRETEXET,

)

GE) NTPET7TERZERL T, V= _"TEENREALEBEEIC., Fy T —27 TAL 252 R X

FFfE S —/\

BT, EMERRAZMERT 5720 ORAEMAR R F2fEETE £,

FNNL A LOBINTEERABRTH LD, NTPOEx 2 U T HEELHH LT, RNEREZ
BT (FRITEELZH - ) RETERVWEIIR#ET LI L amHIELET, 20F
EELT, 7782 U A MR—2DHIKI TR ERE SR T RRH Y £9°,

& LTO NTP

CiscoNX-OS /31 A TlE., BAZEETAT-OIINTPZEA T £, fiOT A4 ZAnbHHF
ALY —RELTHRETEET, T, ZZEHONTP — & LTEET L L IHRTEL,
SEBOBZNR L B L TN E THIAZRME S L b TEET,

CFS = fE/H L 7= NTP D EZ{E

29899 <

Cisco Fabric Services (CFS) 3. 2—H/ANTP 2> 7 4 X2l — g %%y NT—7HNOT
RTCODVAAT N, AEEFELET, T34 A LETCFS %A RX—TMITDHE, NTP2 7 ¢
Fol—Ta rBRNEBSNTCHEEITIEEIZ, Xy NU—72K0Oa v 78 NTP IZHEH S E
T, NTPaAL 7 4 Xab—a VEAERLIEET, TRODOEHEEZWEET LS Z b2 Iy M
HZLHTEET, WTHOLEATH, CFSOE Yy 7 ZZDEXIINTP 77U r—3 3 )
SRS ET,

=¥
7uy 7 BERIERT R AMTHEAETOLEOHDY VY —ATY,

Iyl <=F—VyEHFHALT, VAT LARNDODSEIE R0y 7 Efd 57 e haifs
ETEET, Ve barziEEdTde, VAT LA 7y 7 BHREEGBLET,
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wEtovr—+ |

REIEDHR—

NTP (& Virtual Routing and Forwarding (VRF) A VA X 2 %Rk L ¥ 9, NTP H— BL N
NTP E7 2% L TRFED VRF Zi%E L TWeWE . NTP X7 7 4 /L @ VRF ZfEH L %
j—o

NTP D EEFIR L FIHISEE

NTP (2B 9 % ERF OIEEFIEL LUK HFHIT, ko LB TT,

« NTP 2% ET DX, NTP BNEMEL T\ 5 1 DU oV — g ca i v £
A,

*NTPIZ, 7 v 7 78 b a/LBNTPIZHEINTWAGAEICEMEL £, PTP & NTP %
FIRFICRERL T2 Z LI R— &R T0ER A,

BDFTNRA 2L DN T 7o — g U ERETEXL01E, AT 570y 0EHEH
PERFERERES (D0, BEHTEALANIPH—R_"—D 7 547 FTHLIER) IZBEH
hiﬁ‘o

BMTHRELZETIE, —"—DKEZHNETN, Ny T v 7 L THERATZLE
N ET, %~A#2A@6%A\w<o#@7A4xﬁ*ﬁ®%—NK%ﬁb\%b
DT NA ZABMUTTOH—NIZH T H L OICRETEET, 20%, 2 A0 — 1 [{HiCE
T TV T—rarEHRETHE, FEMEOE WV NTP #KIZ2 Y £97,

P—N=N1ELRTOHEE, TATOT A R 2ZDY—"—=Dr 747 b & LT
ETOUENRDY £,

BMECTXALNITP LT 4T 4 (F—R—BLOET) 1%, Bk64 TF,

NTP K LCCFS BT 4 BE—T Mo TnDH L, ZONIP b a7 4 Fal—vg
YREESAT. Ky hU—=INOMOT A 2 HORME BZ T MO EE A,

NTP (2% L C CFS Mg &2 A %2 —7 M2 LTh, commit 2~ R&EAST5F T, NTP =
V74 Fal—valravl RO MYIEINIP a2 7 4 X2l —va IR LTHRY
cNO—ZFny 7 LET, gy i, xy hI—ZHD (2 vy 7 2L TWAET /3
ZLHD) TRTDOF AL ZEINTP 2 7 4 Fab—r g U 2EHETEXEHA,

cCESZHHALTNTP AT 4 t—T MITBEE. X NT—ZHNOTRTOF A AL
NTP IZxt L THEHT AL 9E ELt%@&HLW@%%ofwéﬁ%#%DiT

« VRF TNTP ZRETHHAIL. NTP I — "—BIOET A, RE I/ VRF 2/ LTH
HIZT 7 BATEAHZ L EMRLET,

o« X MU — 7 2RO NTP ¥ —/3— L X Cisco NX-08 7 /34 A2, NTP BiF % — % FH)
THREITAVERDH Y 7,
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NTP DEE |
| A

TIA4I MRTE

RA4:TIHILEDNIPIRT A—4

INGA—=H | TITH)
[

NTP 2 fE2h

NTP 77 & | &%)
A

NTP 2 ¥ | M%)
7

NTP D% E

NTP H—/N\—E XU ET7DIER

NTP —R—B LT E2RETEET,

1R BRI
NTP h—RNEZDETDIP 7 RLUAEILIDNS AR OnoTWNAHZ L afEd L ET,
CFS ZH L THOT NA RZNTP 2> 7 4 Fa b—ra U EEETHIHEIT. RETTL
TWORENRH Y £7,
« CFS EfE D H b,
« CFS for NTP DA%k,

FIRDOHE

1. switch# configureterminal

2. switch(config)# [no] ntp server {ip-address|ipv6-address| dns-name} [ key key-id] [ maxpoll
max-poll] [ minpoll min-poll] [prefer] [ use-vrf vrf-name]

3. switch(config)# [no] ntp peer {ip-address|ipv6-address| dns-name} [ key key-id] [ maxpoll max-poll]
[ minpoll min-poll] [prefer] [ use-vrf vrf-name]

(f£&) switch(config)# show ntp peers
(f£&) switch(config)# copy running-config startup-config

a s
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F IR D

FIE

NP 4 ——s L UET MR [

ARV RFERFTIaY

B8

ATy T

switch# configureterminal

JTa—N)ary 74X al—3ay E— Neh
Li‘j—‘o

ATy T2

switch(config)# [no] ntp server {ip-address|ipv6-address
| dns-name} [ key key-id] [ maxpoll max-poll] [ minpoll
min-poll] [prefer] [ use-vrf vrf-name]

1 ODOHYF—=RE 1 OO =R T Vo — g%
E‘Z]\/iﬁ—o

NTP — N OBEETHATAIF—ZRET HIC
1L, key ¥—U— REMHLE3, key-id 51D
FHIE 1 ~ 65535 T,

Y= NER—=V 7T HHRB LR NOMIREZ R
ET 5121, maxpoll 3L minpoll ¥—vU— K
ZHEHALET, max-poll L min-poll 515D
PHIZ4—16 QOREFEL L RESNET, ODFV,
FEMIZ16—65536F)) T, 7 7 4/ MEIZZENZE
6 & 4TF (maxpoll 77 4L k =645, minpoll
77 4V b=168) .

INET A ADEENE NTP — 3 — (23 5121,
prefer X —U— R&ZHLET,

fRESNTZ VRF 2 L CTIBE+ 2 & 9T NTP —
NEFRET DT, usevrf F—T— R&EMiH L *
9, vrf-name5|%¥t& LT, default, management, &
721% 32 P E TOMEB DL FO LTI ZM AT
TFET (RXFE/NDLFEFENENET)

GE)
NTPH—EDBETHEHTIXT—2RET I5HE
X, FOXF—0, TRA A LOEHTXLXF—L L
THEL TS Z L 2R L T &,

ATvT3

switch(config)# [no] ntp peer {ip-address| ipv6-address
| dns-name} [ key key-id] [ maxpoll max-poll] [ minpall
min-poll] [prefer] [ use-vrf vrf-name]

1ODOET E 15D T 7V —a BB L
9, O T 7Yz —ya U ERETCEE
7

NTP v°7 & DiE(E THHT 2 F — &5 ET 51T,
key ¥—U— R&EMHLET, key-id 515D &I
1 ~ 65535 T,

V=R =V 7 DRRB LR/ ORE 2 5%
ET 5121, maxpoll X minpoll ¥—7— K
ZEALET, max-poll L min-poll 51¥D#
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NTP D% |

ARV RFERETIVa Y

B8

PHIZ4—16 QOBEFEL L TRESNET, 2FD.,
FEMZ 16—131072 7)) T, 7 74/ MAIZZh
Zh6L4TT (maxpoll 77 /L b =64F>, minpoll
F 7 x L h=168) .

INET S ADENE NTP — "— (23 52 1%
prefer ¥—U— RafliH L E7,

fEE SN2 VRF 24 L CTIEfE 5 L 5 I NTP #—
NEBRETDHITIE, usevrf ¥—TU— K& L
9, vrf-namesg|# & LT, default, management, F
721% 32 P E TOEB DI FOLTHN M T
TFET (RXFE/NLFEFRNENET)

AT 74| ({£E) switch(config)# show ntp peers

RESNTI—NBLORET ZFKRLET,

GE)
R A A B NRR-E 5 DL, DNS — DB RE
SNTWBELEEREITTT,

ATy 5| ({EE) switch(configy# copy running-config
startup-config

V7 —FBLOU A& — MFIZHEfTary 74X a
L—ya v B AL — R NPy ar7 o Fal—s
ANZabv— LT, BEEMGEMIRIFELET,

1

NTP B —_"BL T 2R ET D6 2R L ET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# ntp server 192.0.2.10 key 10 use-vrf Red

switch (config) # ntp peer 2001:0db8:

switch (config)# show ntp peers

2001:0db8::4101 Peer (configured)

192.0.2.10 Server (configured)

:4101 prefer use-vrf Red

switch (config) # copy running-config startup-config
[HEHHHH AR AE] 1008

switch (config) #

NTP EEEEDERE

o—7/L u \yﬁ%ﬁl/ﬂ;ﬂ éﬁéﬁjﬂ? J{ﬁ%uuniﬁdéi 55“/\/])7\%&77&?(%&? NTP uunm%ﬁ
NTT 5 L ntptrusted-key =< > FIZ X o THRE SNIZWT U ORBEEX — &2 FF4 Y — A0
R L TCWDEA DR, TAL RAXZDORL Y — A LRI L E T, 7351 AL, BT = v 7
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FIEDOHE

F IR D

FIE

nte zitniE |

IR LTZ=T R TCORTyy a2 Ray 7L, 60 ry hTa—hLv r7av I RBn7 v
FT—hFINZWVWEIIZLFET, NTPEIEEIT 74V b TTF 4 =T N2> TWET,

1a s BRI

ZOFIETHRET 2 FEDEIEF—IZL > T NTP V=P RESNTNDZ LR L E
D

1. switch# configureterminal

2. switch(config)# [no] ntp authentication-key number md5 md5-string
3. ({EE) switch(configy# show ntp authentication-keys

4. switch(config)# [no]ntp trusted-key number

5. ({EE) switch(config)# show ntp trusted-keys

6. switch(config)# [no] ntp authenticate

7. ({EE) switch(config)# show ntp authentication-status

8. (f£&) switch(configy# copy running-config startup-config

ARV KRFERERETY VY

=)

ATy T

switch# configure terminal

Ta—N)L ary 74X al—3ay B— NeG
L/iﬁ‘o

ATy T2

switch(config)# [no] ntp authentication-key number md5
md5-string

AL —Z ERLET, 75 ADERELR & [FH9
LDk, BEZIRS 25 OFBFEX — DO W & £
H. ntptrusted-key number =~ > N2k > CTHF—&F
FEE SN TV ALHATET T,

ATvT3

(f£&) switch(config)# show ntp authentication-keys

RIEFE A D NTP iBiEF — 2 FR L £T,

ATv74

switch(config)# [no]ntp trusted-key number

1 O EOXF—ZBELET, 73 ARIE] Y —
A ERT D012, LY — A LT OF—% NTP
N7y FNIZERE T 2 BN H D 77, trusted key
OFIPHIL 1 ~ 65535 TT,

Zoawr Rk, FAL RN, FEIATWR
WERZR B> CTRIIT 2, LW Z el &n
iﬁ‘o

ATy Th

(f£&) switch(config)# show ntp trusted-keys

RIEFRHFDONTP DEFHINTWDEIF—2FR L F
—g—O
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NTP DEE |

ARV RFERETIVa Y

B8

R v 7 6 | switch(config)# [no] ntp authenticate

NTPZRFFHEHE A A X — T NV FETIXT 4o B—TMIC L
F4, NTPERITITFT 74V F TF 4 B—T T2
TWET,

ATwF1| (EE) switch(config)# show ntp authentication-status

NTP #EREORNEZR R L ET,

ATy 78| ({EE) switch(configy# copy running-config

startup-config

V7= BEQN) AX— MNFIZEfTa 7 4 X =
L—a v B AL — NPy ar7 o Fal—s
NZar— LT, BEEMEICHEFELET,

1

RIT, NTP X7y PNTCRGEF — 2 Z R L CW D IRZINR & 72T RHIT 5 L 5 7341

AERET PR LET,

switch# config t

Enter configuration commands,

one per line. End with CNTL/Z.

switch(config)# ntp authentication-key 42 md5 aNiceKey

switch (config)# ntp trusted-key 42
switch (config)# ntp authenticate

switch (config)# copy running-config startup-config
Kiiidddddddddddddddddddddaddddddddssssss Ik

switch (config) #

NTP 7 ¥ € R FIRDERTE

TIRAIN—T%FEHAL T, NIPV—E2A~DOT 7 AZHIETE 4, BEROICE. 5
NA ATHATIEROZA T, BEOTF A, AR EEZZITWRD YV — "R ETE £,

T IRATIN—TEHRELRWIESIT. TRTOF A ZINTPT 7 & AT H5EENET,
fISNDT 78R ITN—T52RELEZBRIT. YV—AIPT RLVART 7R U X hDHuEL
NRALTZYE— b TAL R LT, NTP 77 B RAERFEINE T,

FIEDHE

switch# configure terminal

1

2. switch(config)# [no] ntp access-group {peer | serve| serve-only | query-only} access-list-name
3. (f£&) switch(config)# show ntp access-groups

4. (f£3) switch(config)# copy running-config startup-config
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F IR D

FIE

NP 7 5 £ 2 5IR0EE

ARV RFERFTIaY

B8

ATy T

switch# configureterminal

JTa—N)ary 74X al—3ay E— Neh
Li‘j—‘o

ATy T2

switch(config)# [no] ntp access-group {peer | serve|
serve-only | query-only} access-list-name

NTP OT7 72 A%HIE L, KAROIP T 7EA U X
N2 TATODOT 722 T —TFEVERE 1T
HIBR L E9,

TIRATN—TDFT L a o F, IRONEFE TR
DIENHE DB LW D~EAF ¥ o SN ET,
7272 L, ETICRE S NS ACL /L—/LIZ NTP
N—E L7=5A. ACLALEIIEIEL, ROT 7 &A
TN—T FF g~k UEE A,

e peer F—U— Ni&, 73 ZANKFZIER & NTP
f#H s =V —2ZfEL, 778X U X FTHE
SRNTOLY—=NLRETDLIICLET,

esarve X —TU— R, 778 RA URMNIFEES
LT DY — 3006 OREZIFER & NTP il il 7 —
V—%T A ANZETEDH LI LETH,
FBEINTY—NEFRPALR2NE I L E

7T

sserveonly ¥ —U— R, T4 ANRT 7 A
U A N THESNH— 305 OREZER 21T
aZfETHEIICLET,

s query-only ¥—U — RiX, T/XA ANT 7 A
U A b THIE SN2 — 3026 O NTP il 7 =
V—DHhZZfmZ+ oo LET,

ATvT3

(&) switch(config)# show ntp access-groups

NPT VAT N—TDar 7 4Fal— g%
FRLET,

ATV

(f£&) switch(config)# copy running-config
startup-config

V7 —hBLIQN) A — "NFIZEfTa 7 4 X =
L—a s BAA— Ny a7 Falb—3
SNZav— LT, BREMGIICHRELET,
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NTP DEE |
B vev—zre7rizozE

il

Wiz, TR IZN—7 Taccesslistl] MOHET ERMTED LI TS ZAEHERT D
Bz~ LET,

switch# config t

switch(config) # ntp access-group peer accesslistl
switch (config) # show ntp access-groups

Access List Type

accesslistl Peer

switch (config)# copy running-config startup-config
Kiiiddddddddddddddddddddddddddddddsiddddsdull:
switch (config) #

NTPY—XIP7 KLADETE

NTP iX, NTP X7 v FREEENTA LV F—T 2 A ADT RLRIZEDINT, TTD NTP
Ny MZY—RAIPT RLAZRELET, FFEDY—AIPT RLVAZMEHT5H L5 NTP %

BIETE T
NTP YV —RAIP T RLAZHETHITIE, Fe— b ar7 4 X¥al—i gy E— RTRO
~r REMEHLES,
FIEDHE
1. switch(config)# [no] ntp source ip-address
FIED %
FIE
ARV RFERETI Va3 BHY
R T w 71 | switch(config)# [no] ntp source ip-address FTRTONTP X7y MY —RATP 7 RV AZRE
L ¥7, ip-address(Zid IPv4 F 721X IPv6 TE % {# H
TEET,

51
WIZ. NTP %V — A TP 7 KL A ICHER T A6l 2= LET,

switch(config)# ntp source 192.0.2.1

NTPY—X AR —T x4 ADEHKF
BWEDA VA —T A A%EHTHL9 NTP 2R ETE £,
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FIEDEE

F IR D FH

FIE

ne o s nEE

NTP V—A A VA —T o ABZETHIZNE. Fo—)L a7 4 ¥a2l—r 3 T— KT

KD~ R LET,

1. switch(config)# [no] ntp source-interface interface

ARV RFERETIVa Y

E:)

&

switch(config)# [no] ntp source-interface interface

FTRXTONTP X7y ML TY—AAf U F—T =
ARAERELET, PAR—bFSNTNDHA L Z—
Tz AADY A NERTTHITIE, 2F—V— %
ERLET,

il

WIZ, NTP ZHFEDA X —T7 = A AHERT DB~ LET,

switch (config)# ntp source-interface

ethernet 2/1

NTPOX VT DETE
BHERNIP AR N TUVRAT LA 024K THE9, NTPaX 7 2R ETEET, NTP =
X NITFT 74N N TTF =TT TWET,

FIRDEE

F IR D FH

FIE

switch# configure terminal
switch(config)# [no] ntp logging

1

2

3. (f£&) switch(config)# show ntp logging-status

4. ({EE) switch(config)# copy running-config startup-config

ARV RFERETOVa Y

E:)

&

switch# configure terminal

Ja—\)Lar7 4 Xalb— gy E®— NeBith
L‘ij‘o
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avYRFERET7IOI Y BRI

AT 7 2 | switch(config)# [no] ntp logging FE/RNIP AR N CYRAT L a VP E2AlT 52
CEAR—TNELITT A E—7 I LET, NTP
DX NET TN N TT 4 =T IR o TWE

R
ATv 73| ({£E) switch(configy# show ntp logging-status NTPa X7 Dar7 4FXal—ya R EERR
LEd,
ATw 74| ({£E) switch(config)# copy running-config V7 —FBLOY A — FFIZFETa 7 ¥
startup-config L—yarvaAZ— T o ary7 X2l —s

ANZabv— LT, BHEEMGEMIRTFELET,

451
WIZ, BERNTP AR ML TV AT L al 24T 555, NTPexX /%
A F—=TNNZT DHH R LET,

switch# config t

switch (config)# ntp logging

switch (config) # copy running-config startup-config
Eiiidddddddddddddddddadddddddddsssssssss Ik
switch (config) #

NTP A CFS EfED A #— T IL1E

NTP 2> 7 4 X o b— 3 &Miod CFS ®t)&aT /3 AZEUE T D712, NTP D CFS fidfg
A R—T NI TEET,

IR& HEIIC
TR ZAD CESBMEZ A X —T ML TWAZ MR LET,

FIEDHE
switch# configure terminal
switch(config)# [no] ntp distribute
({EE) switch(config)# show ntp status
(f£#&) switch(config)# copy running-config startup-config

PN
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ne#RzENaz v ~ ]

FED FH 4
Flg
ARV REEEFET7IV3 Y B

R w 71 | switch# configure terminal Jau—N)L a7 4 Xal—ay T— REBLG
LET,

R T 7 2 | switch(config)# [no] ntp distribute CFSZ M L CRYEENDHNTP 2 7 4 X2l — 3
VOT T T NET NAARZETHIEE, A
=T NEFIEZT 4= M LET,

AT T3 ({£E) switch(configy# show ntp status NTP CFS OEfE R Z R R L ET,

ATy T 4| ({EE) switch(config)# copy running-config U7 —hBLOY AF— MR ETar 7 4K

startup-config

L—Ya Vv hBAA— R Ty ar7 4 ¥al—g
NZar— LT, BREMEIICHRELET,

1

RIZ, NTP D72 D CFSBME &2 A r—7 W T HH 2R LET,

switch# config t

Enter configuration commands, one per

line. End with CNTL/Z.
switch (config)# ntp distribute

switch (config) # copy running-config

startup-config

NTPEERZEEDII Y b

NTPa2 7 4 Fal—varOEFEE2aly b T RET—FRXR—2ADa 7 Xzl —
VarBERIZEoTHE T — A R—ANREEETIN, 2y NPT HOTRXTDOT /A AN
FlLary7 4 Xal—arr sl 4,

FIRDEE

1. switch# configureterminal
2. switch(config)# ntp commit
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FlEDEEM
FE
aAv Y RFEEETIYa Y B8

R w 71 | switch# configure terminal JTa— )L a7 4 X2 lb— gy e— REELG
LET,

R T v 7 2 | switch(config)# ntp commit F v NI =27 NOFT T CiscoNX-0S 7734 AT
NTP 2> 7 4 Fal—a ryOLEELEE L., CFS
gy 7 EEBRLEST, Zoavy RiE, REF—%
NR—=2ZH L THTONIEFIZ L » T, AT —
HR—A % FEXLET,

151
WIZ, NTP#HkOET A2 2 v b T 5612~ LET,
switch (config)# ntp commit
SR

NTP X EZERDHREE
A7 4 FXalb—rayEEORT, ITNOOETEZa Iy NPT, HEET DL OBNT S
ZELTEET, BEAWIHT S L. Cisco NX-0S |2 L » THRETFT — & _X— Z DL A &
L. CFS v v 7 RS iE 7,
NTP2 L 7 4 X2l —a OB ERWEST AT, ZJue—lary 7 4 X¥al—3 g F—
RCkOa<vy REERALET,

FlEDHEE
1. switch(config)# ntp abort

FlEDFEM

FlE

aAv Y RFEEEETIa Y B8
AT 71 |switch(config)# ntp abort BT —H _R—ZATCNTPAL 7 4 X2l —T 30D

BEHEEWHEL T, CFSn v 7 2L ES, o=
< KiZ, NTPa v 7 4 Fal—raraEELz
TNAATHERLET,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| NTPOEE
CFStvar vy DK .

il
WROFNE, NTP ORRAEE 2 FE+ 5 HiEE R L TWET,

switch (config) # ntp abort

CFStvyia>avyynEN
NP2 7 4 FXalb—alaFfTLan, BEZ2aIy MEIIMEL e v 7 2L
NEEAIL, BT, FRMMOERENR Yy N NOEEDT A Anbua v 7 &k
TEET, Fo. ZOBETIE, RET X X—ADEER/HEEINE T,

EEDOT A Anbeyvaray 7 L, "7 —FX—2ADEREZWEST HITIX, 7
o—/N)L a7 4 Falb—ary BT—RRTCROa~ > RE2ERLET,

FIEDHE
1. switch(config)# clear ntp session
FIED %
FIE
ARV RFEREET7TOVa Y BHY
R T w 71 | switch(config)# clear ntp session T — 2 _XR—ZATNIP2L 7 4 X2l — 3D
EHEEMWIEL T, CFS vy 7 ZfifftLET,
i
WROBNE, CFS kv ary vy 7 T 25EE2RLTHWET,
switch (config)# clear ntp session
1= =
NTP 0% 7E =3
NTP REAFRTT HITIE, WOZ AT DI HEDOWNTNERITLET,
clear ntp session =2~ FZFEH LT, NTP vy a2 27 U7 LET,
clear ntp statistics =~ > K& L C, NTP #attEws 27 V7 LET,
FIEDHE
1. show ntp access-groups
2. show ntp authentication-keys
3. show ntp authentication-status
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NTP DEE |

4 show ntp logging-status
5. show ntp peer-status

6. show ntp peers

7 show ntp pending

8 show ntp pending-diff

9. show ntp rts-update

10. show ntp session status
11.  show ntp source

12. show ntp source-interface
13. showntp statistics {io| local | memory | peer {ipaddr {ipv4-addr |ipv6-addr} | name peer-name} }
14. show ntp status

15. show ntp trusted-keys
16. show running-config ntp

FIEDEEHE
Fig
AU RFEREETIVaY B

RT w1 |show ntp access-groups NIP 7V E A V=T Dar7 4 F¥al—g
ERRLET,

RTwF2 |show ntp authentication-keys BREFEFHD NTP BrE¥ —42FK R LET,

AT w73 |show ntp authentication-status NTP GEREDIR I Z R LET

AT w74 |show ntp logging-status NTP D r ¥ o 7R aFR L ET,

AT w5 |showntp peer-status FTRTONTP = RNEBLOET DRAT —H A%k
~LET,

AT w76 |showntp peers FTRTHONIP BT 2FRLET,

AT w71 |showntp pending NTP HDO—W CFS 77— X RX— A& FR L E T,

RT w78 |show ntp pending-diff R CFS 7 — 4 RX—ALBUYTONTP 27 4 F =
L—ya v DEREFRRLET,

RF w79 |showntprts-update RTS 7 v 75— h DRI EFR LET,

RTw 710 |show ntp session status NTP CFS il v & a v DA F R L E T,

ZFw 711 |show ntp source BREFRADNTP Y —AIP T RL A& FRLET,

R w712 |show ntp source-interface MEFRHLDNIP V—A A v BZ—T 2 A%FExRrL

£7,
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Nt oiEhl [

ARV FFEREETIVa Yy

E:)

A7 713 |show ntp statistics {io | local | memory | peer {ipaddr | NTP #tat 1§ % £~ L E7,
{ipv4-addr | ipv6-addr} | name peer-name} }
AT 714 |show ntp status NTP CFS OEfFRI AR L ET,
AT w 715 |show ntp trusted-keys BREFRHDNTP DFFHINTNDLF—2 KR LE
R
AT w716 |show running-config ntp NTP E# 4 E R LTI,

NTP O % 7E 51

WIZ, NTPH—R_"BIOETZHRE L, NTPRIEE A F—7 /I LT, NTPR X 7 % A F—
TNVILTEHBT, ZORTCEAXZ— T v IR EFEL, V77— he ) AX— 2B L TRES

N5 E2T 5012~ LET,

switch# config terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# ntp server 192.0.2.105 key 42
switch (config)# ntp peer 2001:0db8::4101

switch(config)# show ntp peers

Peer IP Address Serv/Peer
2001:db8::4101 Peer (configured)
192.0.2.105 Server (configured)

switch (config) # ntp authentication-key 42 md5 aNiceKey
switch (config)# show ntp authentication-keys

42 aNicekey
switch (config)# ntp trusted-key 42
switch(config)# show ntp trusted-keys
Trusted Keys:
42
switch(config)# ntp authenticate

switch(config)# show ntp authentication-status

Authentication enabled.
switch(config) # ntp logging
switch (config)# show ntp logging
NTP logging enabled.

switch (config)# copy running-config startup-config

[ EHHHHH AR )

switch (config) #

100%

WIZ. UTFOHKEEOHANTP 7 7R T A—TOREDOHEZ R LET,

« peer D flFIFIEIL,
INFET,

« serve DOHIFIFIE L,
AEhEd,

[peer-acl] EWH 7 78R URNDOEMET-TIP 7 KL AT H

lserve-acl] &WH 7 7R A NDOEEZMZITIP T KL AITiHE
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» serve-only O FlFIFIEIX, [serve-only-acl] &9 7 7R UR NDOFKEMEEG T IP T R
VA EE T,

« query-only DOl HH X, [lquery-only-acl] &5 727 &R U R MDOFEMZZTIPT R
VAIZEH SIVET,

switch# config terminal
switch(config)# ntp peer 10.
switch (config)# ntp peer 10.
switch (config)# ntp peer 10.
switch (config) # ntp peer 10.
switch (config)# ntp peer 10.
switch (config)# ntp peer 10.
switch (config)# ntp peer 10.

( ) #

( ) #

( ) #

( ) #

( ) #

So U W R
So 0 W R
0o doU b WN R

switch (config ntp peer 10.8.8.

switch (config ntp access-group peer peer-acl

switch (config ntp access-group serve serve-acl

switch (config ntp access-group serve-only serve-only-acl
switch (config ntp access-group query-only query-only-acl

switch(config)# ip access-list peer-acl
switch (config-acl)# 10 permit ip host 10.
switch (config-acl)# 20 permit ip host 10.

o =
o =
w0 =
[\
=]
<

switch(config)# ip access-list serve-acl
switch (config-acl)# 10 permit ip host 10.4.4.4 any
switch (config-acl)# 20 permit ip host 10.5.5.5 any

switch (config) # ip access-list serve-only-acl
switch(config-acl)# 10 permit ip host 10.6.6.6 any
switch (config-acl)# 20 permit ip host 10.7.7.7 any
switch (config) # ip access-list query-only-acl

switch(config-acl)# 10 permit ip host 10.2.2.2 any
switch (config-acl)# 20 permit ip host 10.3.3.3 any

NTP D ES:E & 3

BEEIEH T=aTFILEA ML

NTPCLI =~ |CiscoNexus3548 A A v F NX-OST AT L& Ha~ KRV 77 LA A
N N

NTP #8e D f& FE

ZORITIE, BREEDBINMRLERIZLD VY —ADEHNEDHLNTEMIS AL TNET,

HERE 1)) —2 BEEEIEIR
NTP 5.0(3)AL(1) ZOMENEASNE LT,
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ATFLAYtE—OFX D TNDERTE

ZOEF, WONKFTHEEEINTWHET,
c VAT A AvE—Y BX 7 O, on page 61
s VAT A A=Y aX U SOEEFHEHB LOHKFE (62 3—)
C VAT A A= BX T DT T 4V FEXIE, on page 63
VAT A A=Y aX U TORE (63 4—)
«DOM 1 X 7 DRERL (77 _—2)
c VAT L Avk— BX T OREMR, on page 78
KV IBEINDIAT L OX T Ayg—T (79 X—)

DATFLAvE— AOX O TOBE
VAT ARAye—v X TR L ARSI L, VAT AT ARNERT DA v E—

COBEBKNEETANRZY T TEFEY, WRkEyviay, vl 77440, BIRVE—F &
AT A ED Syslog hr— "~ X U 2R ETEET,

VATA A=Y aX U SIIRFC3IAICHEILL CWET, VAT A AvE—07 3—
<~y FBIOTF AL ZANERT DA v —OFMICOWTIL,  [CiscoNX-OSSystemMessages
Referencel] #ZM 1L T2 &0,

7 # /)L hTlZ, CiscoNexus T3 AFIA v E—VFF—IF vy g ~HALET,
TV ETIH, AA VFIEVATE A=k s 7y A WCERELET,

WDERIZ, VAT A A=V THHASN TVWAERELZRLET, BERNELZHRTT 54,
VAT MIFOL LU TOA v —2%2 A LET,

Table 5: > AT L A v 2—CDEKRE

LRI Bz

0: B& VAT L DMEANE]

1:77—F FIVIRR AL B 203 0 B
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SRTLAvE—oOX I 0HE |

. Syslogtr—/\
LRI EL: |
2: 7 UF 4 HN| 7 )T ¢ VIREE
3: =T — T 7 —IKHEE
4 = /NS
5 : g BN EE 2 BT HIRAE
6 : 1HH HRDERA v —
7T T Ty T RATRHZ D AR
BHEREO, 1. FHIE2DFEDOA vE—T% 100 F THRIERME RAM (NVRAM) = Z1CE
1L F7, NVRAM ~Oa ¥ F 3B ETXEHA,
Avb—VRAERLET7 7T 4 LEREICKESVTCERETHIVAT LA v E—V2RET
xFE7,
Syslogt—/\

syslog #—/3—{%, syslog 7’0 F 2/UZEADNWTI AT A A vt —U &5k o Lo ESH
V=K VAT ATEH L £, K8 BD syslog V— N—zu 7 &2 %ET 25 L 51T Cisco
Nexus ' U — R A v FEHERTE £T, CFSBADOEHAIL, &K 3 B D syslog r—/3—%
M TEE7,

777V IHNOTRXTDAL v F Tsyslog V—/3—0D[E UKL Z TR — T 572912, Cisco
Fabric Services (CFS) Z{#H L T syslog % —/N—H§pk &2 filffi T £ 77,

\ )

Note 21 v FZEANHHULT 25E. v b T =27 BFHL ST D A & — 03 Syslog H—
N—IZEEINET,

VRATLAYE—OF U TDEEFIES L UHIREE

VAT A A=Y aX U SIIROBRE LEOEEFREHNEFERLL Y T,
VAT A A=, TN ITaryrYy—ABLIRa S 7 A CEERENET,

* Cisco NX-0S U U — 2 10.3(4a)M LA Cl, syslog 7’1 b =2/L RFC 5424 % 75029 5 BEAF
?loggingrfc-strict5424 2~ > R (A7 a ) B, ROXIIZHLWF—TU—F (full)
ZABINT 52 L TIESNTWET,

logging rfc-strict 5424 full
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22574 2vt—saxvs0r7r L rEE

ZDOF—TU— KEBIMT DL, Syslog 71 kL0 RFC 5424 FEUEZ 22T HERL L £ 37,
7272 L. [APP-NAME] [PROCID] [MSG-ID] [STRUCTRED-DATA] 7 A —/V NIZMEMMEH TE 2
LE. nlfHiZE v =2 (o) TRENET,

VATL AytE—=0OFX5DTIA4ILMEEE
WDEIL, VAT A Ayt —2 aX o T RITA—=FDTFT 74V REZRLET,

Table6: T O A I DV RATL AvyE—Y OFUT IS A—4

ING A—4 T4k

ayvy—uaxry |ERKE2 TS X—T

ToX uXs BERE2 TS Rr—T7

Ol 7ryANaX S | BERESOA vy =y aX oINS x—7b

ETVa—uaxXry |ERKESTAX—T

AP E=E N/ e S

B A DNAK T b

Syslog h—m¥ o7 | F 4 E—T 1

Syslog H— "G EOR | 2L
il

DRTAL AvtE— OFXF T DEE

— ~ ~ — o~ » » = =
—IFIL Yy aADIVARATLAYE—O0F D TDERTE
o —)b, Telnet, BLREFa2T vy g iixtdTrET77 0 (BERE) ITko
T, Avbe—VEEHTIIIOAS v FERETEET,
FIZFNINTIE, F—IF Ly a T3 Ax—7ATT,

SUMMARY STEPS

switch# terminal monitor

switch# configure terminal

switch(config)# logging console [severity-level ]

(Optional) switch(config)# no logging console [severity-level ]
switch(config)# logging monitor [severity-level]

apwDbdR
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6. (Optional) switch(config)# no logging monitor [severity-level]
7. (Optional) switch# show logging console
8. (Optional) switch# show logging monitor
9. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
25 71 | switch# terminal monitor A=A BBUEDAR Y v ¥ 2 VT syslog A v
t—YEav—LET,
2 v = 2 | switch# configure terminal Jsa—s v ary7 4 Xab—vay E®— Nadh
LET,
AT 7 3 | switch(config)# logging console [severity-level] fEEShIZv 77 4 (ERE) (Eidznll
) icESaryy—tyra DA vtE—
Ditgka A 2—7 M LET FHFEINHNIWNIE O N
YEIT 4 (EKE) BEWIllERLET) , H
KEEIZ 0~ 7 OFIPH T,
< 0: A
c1:77—Fh
2: 7074
3. LT —
<4 g
o5 @A
-6 : T
T TNy
BEREPEEINTOWRWES, 774/ FD 2R
SN ET,
A w 7 4 | (Optional) switch(config)# no logging console aL = ~DEX T Ay —T% T 4 —T L
[severity-level] I LET,
R T w 75 | switch(config)# logging monitor [severity-level] fRESNYET 7 0 (ERE) (Eidznll
) IZESLE=H =D A v =V DT A
F—=TMILET EFNIVIEINVETT o
(ERE) B"EWZearnLET) . EREZ O~
7 DFPH T,
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Command or Action Purpose
o0 : BRA
«1:77—%F

3. LT —
o4 A
o5 : AN

<6 T
T TR T

BERENMEE SN T RWEE,
EHENET,

FEIL Telnet BLONSSH B v g A INE
—g—O

F7 I RO 2N

ATvT6

(Optional) switch(config)# no logging monitor
[severity-level]

Telnet BLNSSHEY v a v ~DA vy E—T X
THTAB=TMILET,

ATy T17

(Optional) switch# show logging console

ayvYy—naX U rRERFRFTLET,

ATvT8

(Optional) switch# show logging monitor

TS AR TRERFTILET,

ATvT9

(Optional) switch# copy running-config startup-config

FFar 74 X¥al—vark, AE—FT v
Y74 F¥al—varilar—LET,

Example

WIZ, avrY—=nroux 7 Lk 3ICRET 26 2R LET,

switch# configure terminal

switch(config)# logging console 3

chz\
switch# show logging console

Logging console:

enabled

Ay —nNouXr TOREERRT HHEERLET,

(Severity: error)

Wiz, avyy—nroaxX 7T 4 =TT 56 RLET,

switch# configure terminal

switch(config)# no logging console

WRIZ, #—3XF NV EyaronXo s Lbx 4 IR ETHHERLET,
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switch# terminal monitor
switch# configure terminal

switch (config)# logging monitor 4

SRTLAvE—oOX I 0HE |

W, Z—=3IF Nty varonX o FORELZERTDHZRLET,

switch# show logging monitor

Logging monitor:

enabled

(Severity: warning)

I, B—3IF by aroaX o rea2r o v—T7 0T 50~ LET,

switch# configure terminal

switch (config) # no logging monitor

TJ7AIADIVATL A vE— AF VT NDERTE

VAT A AvE =T ET AR T DL AL v TFERETEET, T HNITIE v
AT I A wB—I1E T 7 A )L logimessages [ZFlEk S AVE T,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# logging lodfile logfile-name severity-level [ size bytes]
3. (Optional) switch(config)# no logging lodfile [logfile-name severity-level [ size bytes]]
4. (Optional) switch# show logging info
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&

switch# configure terminal

Ja—\)var7 4 Xal—vay ET— N2
L\ijﬂo

ATvT2

switch(config)# logging logfile logfile-name severity-level
[ size bytes]

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.

VAT A A=V ERFTOOIMEHTIr S
T rANVDARTE, BT RNV ET T 4 (K
) #RELET, METRRKZ 74NV A X &R
ETEET, T7HNFOEKREXS T, 77 A
Jb WA X% 4194304 T,

BEREILO~ 7 O&H T,
«0: XA

*1: 77—k

1) 1) —Z 10.5(x)
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TFANADLRTL *yt— nxvionE [

Command or Action

Purpose

2: U7 )L

«3.: T —
o4 L

o5 B

<6 i

7 TN T

7 7 A YA X1 4096 ~ 10485760 /XA F T,

ATv73

(Optional) switch(config)# no logging logfile [logfile-name
severity-level [ size bytes]]

0y ZyAN~ouX BT 4 —T7 VI LE
T, [EETCIRKZ 7 ANV A RERETCEES, 7
T AN NOEKEXS T, T AN YA XX
4194304 T,

ATvT4

(Optional) switch# show logging info

X ITREEFR R LET, EETRKRKZ ALY
A RXERETEET, T7H/NVINOEKREILZS T
T, 77 A P A XX 4194304 T,

ATy Th

(Optional) switch# copy running-config startup-config

Effar74¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

Example

TO

switch# configure terminal

RIZ, VAT DAy =V 2T 7AVICRERT DL AL v FERET DB 2R L E

switch (config)# logging logfile my log 6 size 4194304

WL, B X TREDERFTEEZRLTWET (RICT B0, —EHoOH IR

HIREnNTWET) o

switch# show logging info

Logging console: enabled (Severity: debugging)
Logging monitor: enabled (Severity: debugging)
Logging timestamp: Seconds

Logging server: disabled

Logging logfile: enabled

Name - my log: Severity - informational Size - 4194304

Facility Default Severity

aaa 3
afm 3
altos 3
auth 0
authpriv 3
bootvar 5

Current Session Severity
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callhome 2 2
capability 2 2
cdp 2 2
cert_enroll 2 2

EVA—ILELUV TV T o AyE—20OFXF 0 TDERTE

FEVa—VBIORT7 7 VT 4OV TERETHA v E—VOERELSIOY A LA T

DHM AR ETEET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# logging module [severity-level]
3. switch(config)# logging level facility severity-level
4. (Optional) switch(config)# no logging module [severity-level]
5. (Optional) switch(config)# no logging level [facility severity-level]
6. (Optional) switch# show logging module
7. (Optional) switch# show logging level [facility]
8. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal Ja—s)L a7 4 F¥alb—g )y E— KEHE
L/ \i ‘g_O
R T 72 | switch(config)# logging module [severity-level] HESNICEREELITENU EOERETHLHE

Va—/nZ Ay—VEAL X =TMILET,
HRHEIL 0~ 7 OHPH T,

o0 : BRA
«1:77—1

2. UT 4TIV
*3:TT—

o4 A

« 5 @A

<6 : THH

T TR T

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)
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ES1-ABEUTTLUT 1 Avte—vonxvsniE [

Command or Action Purpose
FRENEESNLTHRWEA, 774/ hD 50
RSN ET,
ATy 73 | switch(config)# logging level facility severity-level FBESNEREELIIZNALU LOBERETH LI

EDT7 7 UF4hb0ouX T Avte—T% 4
F—=T M LET, EREIZTO~T7 TY,

.0 : XA
e1:77—F

2: 70T 4

e3.: LT —

RICLERKELZTXTOT7 7 VT 4 IZ@#EHT I
L al7 T BERHLET, 7740 MBS
S CIE, showlogginglevel =~ KA&ZR L TL
7ZEu,

Note

aVR—=R U FOBITEY Y a DY ETT 4 (B
KE) BT 74NV OVETT 4 (EKE) LFL
LA, EElRCcEDaryR—3x v hou s
LAULINFRENRNZ ERTFRERINET,

R T w 7 4 | (Optional) switch(config)# no logging module FVa—nul Auvbe—UEF 4 —T I LE
[severity-level] +.

25 7 5 | (Optional) switch(config)# no logging level [facility  |#5E &iL=7 72 ) F 4 DRFL L ETTF 4 (&
sverity-level] RE) %F 740 KLUy FLET, 77
VIT 4BV E T T o (EKRE) ZHEELRD
LA FIFTR_RTOT VT 4 BT 7+ b
Lz ey b LET,

Z v 7 6 | (Optional) switch# show logging module EVa— L BX U THEER R LET,

R w 77 | (Optional) switch# show logging level [facility] T T4 Tl aX S LVEBRERB LY
AT LDT 7+ MLV ERRLET, 77V
TARBELRNE, AL vy FITTXTOT7 7
TADLNV R RLUET,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .
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SRTLAvE—oOX I 0HE |

Command or Action

Purpose

ATvT8

(Optional) switch# copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilar—LET,

Example

WIZ, B 2—1VEBIUOEED 773V T 4 Ave—YDYETT 4

ET DB 2R LET,
switch# configure terminal
switch (config)# logging module 3

switch (config) # logging level aaa 2

QX2 T 34 LAZ D TDHERTE

CiscoNexus v U —RX A v FILL > TREEEINDA v =T DX A LAX T DHENEZHTE

(HRE) Zi&

T&EET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# logging timestamp {microseconds | milliseconds| seconds}
3. (Optional) switch(config)# no logging timestamp {microseconds | milliseconds | seconds}
4. (Optional) switch# show logging timestamp
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

switch# configure terminal

Ja—r )L arz 4 Xab—3 gy T— RiBits
L/\i‘g—(]

ATvT2

switch(config)# logging timestamp {microseconds |
milliseconds | seconds}

QX T HALAR TN ERELET, T 74
L BT, BT,

ATvT3

(Optional) switch(config)# no logging timestamp
{microseconds| milliseconds | seconds}

QX T B DAR TN ET 7 3V ORI
vy FLET,

ATvT4

(Optional) switch# show logging timestamp

RESNTZOFX T I A DAL TR FR L E
R

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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syslog H—/ DR E .

Command or Action

Purpose

ATvT5

(Optional) switch# copy running-config startup-config

Frar 74 Xal—vark RAE—F T v S
Y74 F¥al—varilar—LET,

Example

WIZ, A=Y DFA LWAX L TRENERET DO ERLET,

switch# configure terminal

switch(config)# logging timestamp milliseconds

switch(config)# exit
switch# show logging timestamp
Logging timestamp:

syslog H—/\D&E

VAT A Ay —UEFEET D, VE—F VAT LEBRT D syslog = —ZH KT8 A

Milliseconds

RETEET,
SUMMARY STEPS
1. configureterminal
2. logging server host [severity-level [ use-vrf vrf-name [ facility facility]]]
3. (Optional) no logging server host
4. (Optional) show logging server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—n) ar7 4 X¥al—ar T— &G
Li‘j—o

ATy T2

logging server host [severity-level [ use-vrf vrf-name [
facility facility]]]
Example:

switch(config)# logging server 172.28.254.254 5
use-vrf default facility local3

BRA RN syslog A v —VEZETLHIIICHTEL
£7

« host 31 %1%, syslog H—/ 38— R A hDEA 4
F2ILIPv4 721X IPVv6 7 R L A& R L ET,

« severity-level 51#03. fEE L7z L-ULIT syslog
P—N—DRA =D X o 7 E2HRLE
T, YETT 4 (ERE) (T0~7OHMHT

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .



. syslog H—/\DE&KE

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

3, Table5: VAT L A vE—TOEKE  on
page 61 S L T 7ZE 0,

e use vif vrf-name ¥ — 7 — Ri&, VRF£4 DT 7 =+
v N EIREEE AR LET, KFED VRE MG
TESN72WA X, management 237 7 4 /L T
R

showrunning =2~ > RO I, RO
FUFZESNTVREFRERINDGE LR
SNRWGERH Y £7 ¢

« VREDRERL STV WS, AT LT
BHVRFAT 74/ E LTHEHLET,
Z O VRF I HIZERENFH A,

« HELVRF WERFATH D, D%, ZD
VRFIX., AT LANT 7 4L k& LTl
TBH20, OENTIFEERENET A,

o ZDMOD VRE BHERK S L TWET, Ehn
5. Z@O VRF B DICERINET,

Note

HFED Cisco Fabric Services (CFS) Fl{E Tl

VRF #HAR—FLTWEEA, CFSBEUENA
F—T VDA, T 7 4V~ VRE TR S
TWH X7 ——TEH VRF & L TR
fMZET,

facility 51 % syslog 7 7 ¥ U T A THFRE
LES, 774NV EDORIET 72U T + 13 locall
v(\\—g—(]

77 U7 4%, AL T3 Cisco Nexus o
V=X V7 27 Oa<v KU 77L&
IR STV ET,

Note
TNy ZIECLL 77 v VT 4 TR, T3y 7D
syslog |ZH——IZIEE SN EHE A,

ATv73

(Optional) no logging server host

Example:

switch(config)# no logging server 172.28.254.254
5

BEINTERA MOuX o 7 h—"—%HIKRLE
K

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)
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UNIX 7= Linux 3 2 7 LT syslog D&% I}

Command or Action Purpose
AT 7 4 | (Optional) show logging server Syslog Hh— "—fEpk A FR L ET,
Example:

switch# show logging server

R T w 75 | (Optional) copy running-config startup-config U7 — R BLIRY AZ— NFICETa Ly 74X
Example: L—a B AX— Ny a7 Fal—g
switch (config) # copy running-config startup-config ~ (-~ E— LT, BEEMMEAIICRITLET,

Example

WIZ, syslog br—"—ZFRET DHIZRLET,

switch# configure terminal
switch (config)# logging server 172.28.254.254 5
use-vrf default facility local3

switch# configure terminal
switch (config)# logging server 172.28.254.254 5 use-vrf management facility local3

UNIX E f=1Z Linux & X T LT syslog DEXE

Jetc/syslog.conf 7 7 A JWIZIRDAT 2B L T, UNIX £ 721 Linux > A7 A EIZ syslog h—/3—
ERETEET,

facility.level <five tab characters> action

WDOFRIZ, REAHETS syslog 7 4 —/V RERLET,

Table 7: syslog.conf O syslog 7 4 —JL K

J4—)L |EHEA
g

Facility A v EB—YOVERF ., auth, authpriv, cron, daemon, kern, lpr, mail, mark,
news, syslog, user, local0 ~local7? T3, 7 AKX U AT (*) 2FEHTHLTT
ERELET, ZNO07 7 VU T AHREICKY ., BETICESHTA v =Y
DS TE £,

Note

n—N 77 VT4 2T ORNCREET =y 7 LET,

Level A —T%FEkT D i/NEKRE, debug, info, notice, warning, err, crit, alert,
emerg CT9, TAZYRAZ (%) ZfEHTLH LT XTEEELET, none Z M
THLT77VVT 42T 4T NITTEET,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .
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B sy —mrormomE

SUMMARY STEPS

DETAILED STEPS

Procedure

J4—)L |E%EA
g

Action A=V D%g, T AN, BT v h~—7 (@) BWTEARA N, B
Ve TREB A=Y= YA T, TAXY A7 (9 EHMTD LT T
DarA v a—HP—EIEELET,

1. /etc/syslog.conf 7 7 A JMZIRDITZEIEIM LT, 7 7 A )L /var/log/myfile.log |Z local7 7 7
V74 DTNy T Ayb—U%F8KLET,

2. YN TurF R TCROAT R ANLT, v T A NVEERLET,

3. KOa<wrREANLT, VAT A A=V X7 T—F N myfilelogzT = v 7
LT, BILWEEZIGT 5L 212 LET,

AT v T 1 fetc/syslog.conf 7 7 A IR DITAEBINL T, 7 7 A/ /var/log/myfile.log (Z local? 7 7 > V7 4 DT /83w 7
Ayb—UEFERLET,

debug.local? /var/log/myfile.log

ATFvT2 v TP RNTCROaw L REANLT, el 77 AV EEHRLET,

$ touch /var/log/myfile.log

$ chmod 666 /var/log/myfile.log

ZTFVT3 WOaAwL FEANLT, VAT A AvbE—Y BXe 7 F—E L Hmyfilelog % F = v 7 LT, HLNE
FERETHE T LET,

$ kill -HUP ~cat /etc/syslog.pid~

syslog H—/\—EXTEDEMDELTE

Cisco Fabric Services (CFS) A > 77 A NI 7 F ¥ H#FEHL T, *v FT—ZHOMD A A v
T~ Syslog — "\—gRELBIAATEE T,

Syslog r— _R—REOEAI A F—T NI T D L, B EL 2~ T 5H1IZ Syslog % —

N—BREEER L, RETOET AT R TEET, BMABARZ—T NV THDHIRY, AL vFiX
Syslog Y — X —FREIZXT T BRE T OLE 2 HERF L £ 7,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| Y2762y E—nX IORE
syslog #— i—sEnEA0EE [

\)

Note 2.1 o FZFEEIT S &, RN AT VITHEFE SN TV S syslog— N—EDOEF (T Lbh
LT EMBY ET,

Before you begin

1 DFETIIHED syslog P — "\—Z % E L TELERH Y £,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# logging distribute
3. switch(config)# logging commit
4. switch(config)# logging abort
5. (Optional) switch(config)# no logging distribute
6. (Optional) switch# show logging pending
7. (Optional) switch# show logging pending-diff
8. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T 71 | switch# configure terminal JFa—s ar7 4 X a b—ay E'— N dh
]\/\i‘g_o
AT 7 2 | switch(config)# logging distribute CFSA Y7 TANT IV F v &#MHEHLT, Fv hU—
7 AA s F D syslog Y —/N—F%E DB & A R —
TMZLET, T 740 T BAAIET =7
TT,
R T v 7 3 | switch(config)# logging commit 777V ITNDAAL v F~FiAiT D 72D Syslog
P N—REK T HREFTOEFE LIy FLE
R
AT 7 4 | switch(config)# logging abort Syslog — "= EIZX T HREHOLEEL A2 F v >
L LET,
Z v 75 | (Optional) switch(config)# no logging distribute CFSA YV 759 A NGV F ¥ EFEHLT, Xy hT—
7 AA w F D syslog —/N—F&KEDOKA & T 1
=T M LET, BRELAEDRETOLEIE. B
fiweT 4 8—7 M TEEH A, logging commit 35
X Wloggingabort =~ K& LT &N, 7
7 4V M T BRI T 4 =T LT,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .
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SRTLAvE—oOX I 0HE |

Command or Action Purpose
AT w 7 6 | (Optional) switch# show logging pending Syslog th— N —FEITxT 2P OEF A2 FR L
32 j‘o
AT w 77 | (Optional) switch# show logging pending-diff syslog P — N—FREDRE P OZLEE 6 LT, BIE
O syslog Hr—/3—F%E & DIEWERRLET,
X 7w = 8 | (Optional) switch# copy running-config startup-config | 52472 7 4 a2l —3 a v %, RZ— T v

Y74 Xal—varilar—LEd,

O J74ILORTEIVCI YT

a7 77 ANVEBELIURNVRAM DA vt —U%FRLEVEELEY TXET,

SUMMARY STEPS
1. switch# show logging last number-lines
2. switch# show logging logfile[ start-timeyyyy mmmdd hh:mm:ss] [ end-timeyyyy mmmadd hh: mm:ss|
3. switch# show logging nvram [ last number-lines]
4. switch# clear logging logfile
5. switch# clear logging nvram
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 | switch# show logging last number-lines RXU T T ANDEMTEGER T LUET, K
FI/ZITIL 1 ~ 9999 ZHRETE £7,
R T w 72 |switch# show logging lodfile [ start-timeyyyymmmdd | A Jj 7= A0 NIZHZ A L AX L TNHL0 7
hh; mm;ss] [ end-time yyyy mmm dd hh: mm;ss] T ANDRA v —TrRELET, K THRZ A
HLipne | BHEORMBMER S ES, H DR
74—V RIZE3 L FE, FEHORMZ 4 —/L R
(IR Z A LET,
AT 7 3 | switch# show logging nvram [ last number-lines] NVRAM D 4 vt —VaFRLET, RRINDHIT
BAaHIRT 51213, BRTIOIREITESZANTE
F79. REATESITIE 1~ 100 ZHETE ET,
R T w 7 4 | switch# clear logging lodfile 0y 7y ANVORNEEZ VT LET,
R T 75 | switch# clear logging nvram NVRAM Ofegk S iz A v —V %27 U7 LET,

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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pom o x> s o ||

Example

WL, el TZ7ANDREA -V EFRTDHHEEZRLET,
switch# show logging last 40
switch# show logging logfile start-time 2007 nov 1 15:10:0

switch# show logging nvram last 10

WIZ, 7 T7ANDRA =% 7 V7T 5042 RLET,
switch# clear logging logfile

switch# clear logging nvram

DOM AX> 5 DiERL

DOM OX > 5 DOEE

FIEDHE
1. switch# configureterminal
2. switch(config)# system ethernet dom polling
F gD FHH
FIE
ARV FERET7TIVa Y B#
R T w 71 | switch# configureterminal 77— )L a7 4 X2 b—3ay B— FEELG
LET,
AT 7 2 | switch(config)# system ethernet dom polling FNTG U= ROFVENFTT AN FT=L )
T OEM A=V T RN LET,

451
wIZ, DOM 0 X 72/ T 502 R LET,

switch# configure terminal
switch(config)# system ethernet dom polling

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .
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DOM O X > 5 DEML

SRTLAvE—oOX I 0HE |

FIEDHE

1. switch# configureterminal

2. switch(config)# no system ethernet dom polling
FIED %
FIE

AR NFERERTOIVa Y

=)

R T w 71 | switch# configure terminal

Juau—)L a7 4 Xal—g )y T— NEHLE
L/i‘é—o

R T w 7 2 | switch(config)# no system ethernet dom polling

N —ROFIHEN FTFT 4 TR
TOEBIRR—Y o P28 LET,

1

WOFENL, DOM v X2 7 % 8§25 HiEEnRr L TWHWET,

switch# configure terminal

switch (config)# no system ethernet dom polling

DOM O X > JHERDiER

avy R

B8

show system ethernet dom polling status

KT ROTFENFTT 4 V=S
VU T OEBBARR—Y) T AT — R A FK
~LET,

DRTLAyE—0 OFX T DHREHEDR

VAT A AvE—rouX o FEREHEREMRTHICIE, Roavr FEHERALET,

avU kR

S]]

show logging console

avYy—nuaX o SREETFR I LET,

show logging info

X IREER T LET,

show logging ip access-list cache

IPT77A VAN XYy ar®rmLlET,

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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@YBEsha 27O T dvt— |

avw Uk E]:g]

show logging ip access-list cachedetail |1p7 27 &2 U & bk %% v = (BT 5 iEMER A2 £
R~LET,

show logging ip access-list status PT77EAVARNXY YT aDAT—HALRKRL
e

show logging last number-lines 27 77 ANVDRRBNOIRETRERRTLET,

show logging level [facility] T T4 uaX ST T 4 (BERE) RER
TR LET,

show logging lodfile[ start-timeyyyymmm| o 2/ 7 » f LD A v — 5 F R LET,
dd hh:mm:ss] [ end-time yyyy mmm dd

hh: mm: ss]
show logging module EFEVa— N uaX U THEER R LET,
show logging monitor FoX aX TR EERTILET,

show logging nvram [ last number-lines] [NVRAM 2 7D A v+ —V % F R L ET,

show logging pending Syslog H—/N— DR P ORAMBRELF R LET,

show logging pending-diff Syslog H—/X—DLREE P OB E DIE & Ko L
7.

show logging server Syslog = "—REZFKRLET,

show logging session DXy gl DAT—H A EFERLET,

show logging status nX ) AT —H AT RLET,

show logging timestamp XTI LDAZ L TRAREEFR R LET,

BRYRSNEVRATLOX VT Ayt—

VAT A TukRTuX oS Avbe—UEAERLET, ARSI D EKRE LLEFET S
7O ENDE T ANV ZIZE > TR, 2EOA v E—UBEREN., FOELIBPBVIERS N
\iﬁqo

X7 AybE—VOREEHRTHAZ Y S MO ERSIZ L, showlogginglog =~ > K
OHITD (7T 9T 407 DHMYIEIND A v—Va2PERT 572010, Boiksnd
Av—=UEaX T 5ROFEMEASNET,

URIOFETHE, ACA =V RENZHE, T 74V FTiE, AvE—YRNTA Y
TV NERELERENREINTWE L,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .
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B svssnzozsanxsyrvw—s

2019 Mar 11 13:42:44 Cisco-customer $PTP-2-PTP_ INCORRECT PACKET ON_SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:e5

2019 Mar 11 13:43:15 Cisco-customer last message repeated 242 times

FLWA Yy Rid, BOIBELA Y E—VOKH®ISHERD IR LEEZ BN 57200 T,

2019 Mar 11 13:42:44 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:eb

2019 Mar 11 13:43:15 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:e5 (message repeated 242 times)

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)
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Smart Call Home D& 5E

ZOET, WONETHELINLTWET,

* Smart Call Home (ZB89 % {5 #, on page 81

* Smart Call Home DO7EEFIHI L OHIFIFHE (91 ~—)

« Smart Call Home D Ri#2£5514, on page 91

« Call Home O 7 # /v h 5% &, on page 91

* Smart Call Home D& E (92 ~—)

* Smart Call Home % & D #E2, on page 106

s 7 T XA MEATO syslog 7 7 — MEEIDFH, on page 106
« XML JEFT D syslog 7 7 — ~#AEI O, on page 107

Smart Call Home [ZB89 A 15%R

Smart Call Home (%, BHER I AT A A X &2 E A—/LT@MLET, CiscoNexus U —X
ALy FIE, WENWA =Y Tr—~vy bafRftL, Ay b =R FHEE A —
V. FRIE XML RXR—RAOHBENT T 7Y r—a v L i/ BEEZ R TE T, Z OEE
FALT, Ry hU—7 PR —F 2 P27y NI —7 X —v g ¥ =%
H¥ %4, F72. CiscoSmart Call Home —E 2 &l L T, TAC T/ — A% BB RS
HTEHLTEET,

VAT L EEF—-E AR EREA T DAL, SmartCallHome B — B2 H DT /3 A R % %Gk
CTx %9, Smart Call Home 1%, T DT /314 25358 & 7= Smart Call Home A v & —
ZOAT L, WREHREBS LOHEEFEAZRME L ¢, VA7 20MBEE TGRSR L E3, B L
FRETE AWM, FFIZ GOLD 22— —Ilc >\ Cid, YA TACIZL > CHEBIV—ER U
T A MPERINET,

Smart Call Home (Z1%, ROERENRH Y F 9,
« HEGRI 7R T R, A ANVA T2 H N T UTNAEA LOBET 77— b,

o« ZHFEHDTFT A ADED @D Smart Call Home A v E— O & . MBS U-HEIY—E
A Y7z A NOARRIL, MEEZREIZHRT D002 WrER E & bic, Yk
TAC F— LIV —T 4 T ENFT,
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Smart Call Home D& E |
. Smart Call Home DHEE

e X2 T A v —VHREN, THEHOT A AN ERE, £2FF U e — RARER
Transport Gateway (TG) fEFIHRA » M &R L TIThILET, #HEOT A A THHR— b
EMELLTWDGE, 23t Xa V7 0 BEHOBBRTIHEHOT A R %A 4 —
Ty MTESEER TE RWEEIE, TGENRA » et 7,

* Smart Call Home 2 vt — L #EBEEIE, 9°XC® Smart Call Home 7 /34 ADA X2 |
VB LUOEEEHR,. BEWFieldNotice, T¥ = U T 4 £1%5. BLOYFR— MET BHIEHR~
D Web X—ADT 7 A,

Smart Call Home DHIE

Smart CallHome Z {55 &, BE/RA XY MR TNA A TRELEGAINT= T 47+
IZIBEITCTE £9, SmartCallHome CTid, = —W—236E7 0 7 7 4 WMIRET HEBOZEHE
77— FEESINET,

SmartCallHome {213, AA v F CHENIEBRINZ—HOT I— M NEGENET, ZhbHD7T
F—NMNITT—F ITN—TWZITN—T{ &N, TIT— K TNA—TOT7T7—"BRELIZLEX
WZCEITTHCLIa~y RBEID B THRTWET, A4 v FITIE, #5315 S 4172 Smart Call Home
Ayt —Yoavy FHOBNEGEERET,

Smart Call Home B4REIZ (X, RO DONRH Y £,
«BET D CLI 2~ PO OFITB IR BB S E ¥,
KDL, BEDORA =Y Tar—~vy b AT arBhHET,
cva— b THRAL A Ty MUV ETIFEIRI S V2 AR — MZE LTV 5 CF,

e INTHAL L AERHH LT WVWE IR EBIL T —~ v bENTZ A v =R
T‘é‘@

* XML : Extensible Markup Language (XML) 3 & OF Adaptive Messaging Language (AML)
XML A% —<7EFK (XSD) ZfM L7, HgirER” +—~ v b TF, XMLEAT
I, A3 TAC LIBfETE £,

DA > — U5~ DORIRFEUE N FIRE, K57 v 7 7 A WZIFR KRS0 DE T A —
IVEEHET RLAZBHETE £,

Smart Call Home 385 70 7 7 1 JL

Smart Call Home 46527 1 7 7 1 /LIZiE, IROFEEPEENTVET,

e 1 DU DT T — K TN —T 0 T T — FOIEERFIZ, FFED Smart Call Home X v &—
BRETHTI— DT NV—T,

1 DU FEDBEFA NG ZOEET e T A NMZE DY TENTET T— N I A—TFT
Lo THRE 7~ Smart Call Home A v B —DO2EH U A |,
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| Smart Call Home D% E

Smart Call Home 7 5— 71— [

e Avyt—y 74—~ b :SmartCallHome A vE—Y D 74—~ h (Ya—hFTFR
b, 7V THA R, 72T XML) ,

cAvE—UTETT 4 (BEKE) AL v TFNR5ETR T 7 A VNOT RTOEFA—/L
7 R A2%F LT Smart Call Home A v —C 24T A5 E T, 77— M- THLERN
& % Smart Call Home > 77 4 (EKE) ., 77— h® Smart Call Home > E7 7 ¢ (&
KE) M, 7077 A NMIRESNTZA v =T ET T4 (EXKE) L0 HIEWE
B, A v FIET I — b EAERLERA,

EMA =2 HB], BB, ARTEET 220 R—R b7 I7— I N—T%FEH LT,
FHI a2y R—F 0 N T o7 TF—h Avb—VaFa+5 L9570 7 7 A VEARET
HZEHLTEET,

Cisco Nexus A1 v FIx, WOEBERFAIEILTa 77 A VEFR—NLET,

e CiscoTAC-1 : XML A v & —Y 74—~ F®D Cisco-TACT 77— h )V —T% YR —FL
7,

s full-text-destination : 7/ 7% A h A v tE— 7 —~v b AV R—FLET,

» short-text-destination : a3 —h 7F¥ A F A vt —V 7 —~<v FEHVR—FLFET,

Smart Call Home 75—k F)L—7

77—k N —71%, TXTOD CiscoNexus 7 734 A THR— k &5 Smart Call Home 7 7 —
FOEBFHLY Ty N T, 77— IV —T2MHT 5L, EEESLEZITH AL D56
77 7 A I EET S @ Smart Call Home 7 7 — b 2% T& £, Smart Call Home 7
T— "B ET R T 7 A NMIT T — R ENTENT DT T — N T A—TIRT DA
BLOT Z7— kT, SmartCallHome A v & — 3 BT 5 ¢ (EKE) N5k 7 07 7 A LICi
EINTWHEA =V ETT 0 (EKRE) LREUL, 2N ETHLGEDHR, AL vF
I Smart Call Home 77— h &2 %567 2 7 7 A LV DETF A — /LD IIZERFE LET,

WDORIZ, YR—=FENBETIT—hs I N—T7L, TI— bk N —7HIZAERK S 7= Smart Call
Home A v —JIZEHEENDT 74NV DO CLI a~wy FHEAEZRLET,

Table8: 75—k JIL—TH L UEFTENBaT UK

b ZTN—=T MDD FTRTOI YT ¢
IV T T—k,

75— kT )L—|5REA EfTEshsdavr kR
wi
Cisco-TAC Smart Call Home 58 CD, DT T — |7 I — " &RETHTIT—F J—

AICHSNWTCavwr FEFEITLET,

PN Ko THERSLIZA N |,

show diagnostic result module all detail
show moduleshow version

show tech-support platform callhome
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. Smart Call Home 75— ~ ' )L—7

Smart Call Home D& E |

FoI—rTIL—
7

Bl

EiTEhdavwo bk

A== X W
N—Ry =T

Ay /A Sy Ml = i i
DA b,

show diagnostic result module all detail
show moduleshow version

show tech-support platform callhome

BEWHEIIA T2 b AL
Fo T Y 2 — VICBET S A R
]\O

show diagnostic result module all detail
show moduleshow version

show tech-support platform callhome

BREICBE L 72 IR 2 A 2 by

show version
show module
show running-config all

show startup-config

KEOBMBICHERY 7 Fy =T &
AT DOFEEIC I > TAEKS DA
Ny Rk

show system redundancy status
show tech-support

b
i

B, 770, BIORET 7 —A
70 E OB BRI 5 A
v b,

show environment
show logging last 1000
show module show version

show tech-support platform callhome

Y

EENa—V K T—FLEESGA, £
721X FRU OHLY 115 £ 721300 44 L
BTG EIREND 3y R—x
VR ATF—E A, ZOT F— MNIE
FCTRWVAR R THY, FHRITA
T—H AR L OERMEICE S E
7

show module
show version

show license usage
show inventory
show sprom all

show system uptime

Smart Call Home /3.

syslog D77 4 (EKE) %,

syslog "— ~ 7 v—7 A v&—TD

stitad % Smart Call Home D B 75 ¢ (BEKE) (2kHeSEET,

BEDA X F23FA L, Smart Call Home X vt — % & show /) 2815 L7255 AIZ,

D show 2~ REEITTHZDIC, EBEBHFADT 77— IN—TE I AZ<A A TXE

‘j"o

B

show 2= RiE, 7V 7FF A MBIORXML T2 7 7 A MZOHRBINTCEET, v a—
F7THFAMEETT T 7 A 00T, 12834 FOTHF A MIHIBEENLTWA 728, 1BINO show

a<wy REHR—

FLTWER A,
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Smart Call Home O * v tz— LARX)L

Smart CallHome {92 &, BAEIZE SN TA v =V 27 A2 ) 7 TEET, &5
Tu 7740 (ERFEHSBLO2—Y—EFK) %, Smart Call Home A vE— L~UL L&
VMEIZ T VY v = h T2 ENTEET, SETR 77 A LDZDOLEVELD b/ SWVEZ
£ Smart Call Home A vt&—1%L, AA v FIZ L > THEE SN EH A, Smart Call Home X v
=Y LV OHEIHIZ0 (BEER RN ~9 (BRENKK) T, 774/ MIOTT (R

A FIETRTORA v E—VEEELET) .
syslog 77 — I~ 7 /L—"F|Z3%(& 415 Smart Call Home A v &— Y Tl

Smart Call Home D * v+ — LA )L .

syslog DL BT T 4

(FEKRPE) A Smart Call Home DA v —2 L-Lizw v B 7 ENnET,

\ )

Note

Smart Call Home |Z, A v&— 7% A h Tsyslog A vE—Y LV EETLEHA,

WDFIZ, 4 Smart Call Home A vt — L-ULDF—TU— KL syslogih—h 77—k 7

=T DRSS syslog LUV &R LET,

Table 9: EXFE & syslog LRNILDI v ELY

Smart Call Home |+—7— |Syslog L N/ |E#BR

LRI N

9 Catastrophic | %2472 L Xy MU — 7 BRICERR R EENFEAE L T

£7

8 Disaster | 3%472 L Ry NI =V IZEHRIREEN R OET,

7 Fatal ®a () VAT DOMERA ATREZR IR TR,

6 Critical 77—k 7 UT 4 TVIRIRBLT, - ISHIGT 5 020
(1) HYFET,

5 Major HIE (2) AR IRTE,

4 Minor 77— (3) |EEHULIREE,

3 o) s @) BAIRTE,

2 A wE (5) FEARR @B LR A v E—U T,

1 FRYE i (6) FHERRBICIR D 2 L 2 m THEREA N R T,

0 Debugging | 5,3« 7 FRy T A yE—3,
(7
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Smart Call Home D& E |
. Call Home @ * v +— U

Call Home D A v — UK

CallHome TiX, WO A v t—Y 74—~y RV HR— SN ET,
eva—hTFAMAvE—V Tr—vv |
e T RTOINTHFANE XML A vE—VId@8O7 4 —/L K
o XAV E T TRIRIA X b Ay E—VITfAIRD 7 4 —/V R
CAUR=RL P AR AyE—VDIAT 4 —L R
o —F—PER LIZT A b Ay —VDIAT 4 —/L R

WRDORIZ, TRTDRA =V XA TDva—h TXANEALREL T2 v E2RLET,

Table10: > 3— b+ TXRA M Ay E2—Y J+—<T v b

T—4%IEH BT
734 A 1D RIESNTEZT A 24
AR X BB A R DA DAL T

T T —HHIA = | BB A N D OB (95GE

T 5 — ADERARE VAT A Ave—JICEAEINS KO T — 1L

WRDOFEIZ, 7NV THFAPNERITIXML OET DA X b A ve—UBAUTHOWTHEH L E
7,

Table 11: T RTDIIL THXAREXMLA vy E—JIHBEBD T4 —IL K

F—AEE (FL—Y TFX BB (FL—r THFEARBE | XMLE S (XML DOH&)
k& & U XML) U XML)

BALNAZLT ISO FFZli@m THA X k@ |/aml/header/time
Aff/ 2 A D AR T

YYYY-MM-DD HH:MM:SS

GMT+HH:MM

A —I4 A E—04E, BEED A |/aml/header/name
N2 MAT EREORICEEH

Av—V AT V77747 FE7ix7 m7 7 |/aml/header/type
TATREDA Yy =V Z A
7 DA,

A=Y ISN—F Syslog 72 &7 7 — k 7' L— | /aml/header/group
7 DA,
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Call Home O * v+ — R .

F—AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

HRHEE

Ay v—VDOEKE

/aml/header/level

EES P D)

N—T 4 T DI DR,
A7

/aml/header/source

F A A 1D

A=K LD RN
T A ADEEFT A A
f§#H (UDD) , A vB—U0RF
XA 2T L CHEA TRV
Bl ZD7 4 —/V FEZEIC
THMENHY £, B
1%, type@Sd@serial,

. type T, RXw 7L —
IDPROM 7> & D # 5L ol
%,

@ IXXYY LFTY,

+SdiXC T, YUTNID
B y—y VU TAES
LLTHEHELET,

e serial 1%, Sid 7 4 —/V K
IZ X - TilRAl sn s &5
‘(“TO

1 : WS-C6509@C@12345678

/aml/ header/devicelD

J) AH<—1D

PR—F —ERIZLH->TE
FIEHRCZOMOID IR S
NHA 7y arDa—YRE
AIREZR T 4 — L N

/aml/ header/customerID

A& ID

PR—h F—RICLS>TH
IR DM O ID I S
NAHF 7 aroa—RE
AIRE7R T 4 — L N

/aml/ header /contractID

¥ b ID

AaANEE L7 A FID E
RO R— K~ —Er 2T
Lo TEKRDH D ZE DD
THIEHEINDAT V=
YO YEIEARRT A —
2N

/aml/ header/site]D
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Smart Call Home D& E |

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML D#H)

H#—/3—ID

TNHA AND A =T
RENTEE. ZET A
A @ Unique Device Identifier
(UDI) 74—~ hTY,

UL, typewSd@serial,

stypeld, Ny 7 FL—r
IDPROM 7> & OB o FY
%

c@ TXEIY T,

+SdiFC T, ¥UTNID
By —v VI TES
& LTHRIE L ETS

e serial 1%, Sid 74—/ K
WL TRBI SN DHE =
<7,

1 WS-C6509@C@ 12345678

/aml/header/serverID

A — 0

T —zpilTova—F T
#x ]\O

/aml/body/msgDesc

T A

ARy MRFAE LT — R
(FRA ZADEKRA ML)

/aml/body/sysName

HEHA

AN IRREELTE ) — P
HORBIZ OV THNEDE
HLHEAL,

/aml/body/sysContact

HAESEE T A — L

COEEOHLBEFDE A —L
7 RL A,

/aml/body/sysContactEmail

D=y FOBEKETHD
NW) D &EGEE 5

/aml/body/sysContactPhoneNumber

Z DXL E BRI 0D IR LT
(RMA) EB&h D& %
BFET AL T gy 74—
NS

/aml/body/sysStreetAddress

ET VA

TN ADFET IV (B
77 I VLAICEENDEERD
RETI)

/aml/body/chassis/name
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CallHome D * v +— UK .

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

VU T NS

2=y hDY Y= DU
N

/aml/body/chassis/serialNo

VX — DT

VXY —v D ETREUTUE

=

/aml/body/chassis/partNo

FEDT 7—b ZN—=T Ay e—=VDEADT 4 —/L FiX, ZIIHASHET,

DT T— N TN —FICH L TEBOCLLa~y RBRETEND E. IRDOT —IL KD

RENDGERH Y T,

Command output name

BTSN CLla~y FOE
fie 7244 1,

/aml/attachments/attachment/name

W7 7 A )V OFEEE

rED o< NI,

/aml/attachments/attachment/type

MIME % A 7

FL—r THRANERIIGE
&A=,

/aml/attachments/attachment/mime

Sy KHAT F A

HEICEITESnba~ > K
DHN

/aml/attachments/attachment/atdata

WDFEIZ, ZFVTHRANELIEIXMLOI T 7T 47 A X0 b A vb—IHERAT W T

LET,

Table 12: A FET(EFHIA R F Ay E—DICHBASNE T —IL KR

T—4EE (FL—r TFX
b & & U XML)

BB (TL—r THERRXARELU

XML)

XML %45 (XML DH)

T —TDO/N— R ) N—
Tayv

VX —DN— R T N—T g

:/O

/aml/body/chassis/hw Version

A= X=X P T 22— D
VT R T RN—=Tg v

HEELXLDOYT R 2T N—

gy

/aml/body/chassis/swVersion

E/ R7
e

L35 FRU 4

g

LU b A e— DR B

1 FRU D44 i,

/aml/body/fru/name

WEDH L FRU O 7)VE |B# FRU O Y 7 V&5, /aml/body/fru/serialNo
%

WD H S FRU ORGFES | BI# FRU OF L& /aml/body/fru/partNo
FRU A 12 k AR Ay E—PEAERT S |/aml/body/fru/slot

FRU D A1 &R
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Smart Call Home D& E |

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r THRRARELU
XML)

XML#% %5 (XML DH)

FRUN—FD =7 N—=Va

B FRUD/NN— R =7 N—V g
\’/o

/aml/body/fru/hw Version

FRUY 7 hDU =T D=V g
Ve

B FRU CTHM@ L T\ 5 Y 7 |
T T N—T g,

/aml/body/fru/swVersion

ORI, FVTHFARNELIZIXML O R—3 b A X b A=W CEL

L ET,

Table 13: AV R—K U b ARV L A yE—DDEAT 4 —ILF

T—AREB (FL—r TR
& LU XML)

BB (TL—Y THFRARBLU
XML)

XML% %5 (XML D)

VX —TDN— R =T N—
vayr

YR—YDON— KT =T A=V g
o2

/aml/body/chassis/hw Version

2= =N P FT 2 —)LD
V7T T N—=T g

HELXLDOY T RNy 2T RN—
IV

/aml/body/chassis/swVersion

FRU %4 ARk A yb—T AR T A B | /aml/body/fru/name
H FRU D4 R,

FRU s/n FRU ® Y 7L FE= Jaml/body/fru/serialNo

FRU #5%&= FRU O 5 & -, /aml/body/fru/partNo

FRU A1 > |k FRU DA u v FNEH- /aml/body/fru/slot

FRUN— R =27 N—T g

FRUD/NN— R =7 R—T g

/aml/body/fru/hwVersion

FRUY 7 =T DNR—T 3=
v

FRU T L TWAY 7 ho =T
N—=T g,

/aml/body/fru/swVersion

WDFEIZ, ZVTHFAPNELIIXMLOZ—VF—2MERK L7727 A b A vE—I AT OV THL

HLEJ,

yE—CDEAT 4 —IL K

FT—ARIEH (FL—rTFX
k& KU XML)

B (TL—r THRRARELU
XML)

XML %4 (XML D#H)

&)

Z7ut¥ A 1D BH7Fat A ID /aml/body/process/id
7ot RRHE Zut ZOkEE (3247, k7 | /aml/body/process/processState
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| Smart Call Home D&%
Smart Call Home D3 EFEH L Us1EE [

FT—ARER (FL—YTXX|#HHA (FL—Y THEARBELY | XMLA2 Y XML D#H)

b3 & U XML) XML)
7ut A5k JFR =2 — R o5k /aml/body/process/exception

Smart Call Home D;FEFIEH L UFIFIFEIE

IPHEGDN 72 WA, FIET e 7 s A NV EA~DIRENN—T 4 VT BN T+ T —T 4
7 (VRF) A VARV ANDA v H—T oA ANRF T LTWDEE. AA v F1E Smart
CallHome A v E— A RETEEHA,

« fEE D SMTP & A — /L —"—TEIfEL 7,

Smart Call Home D RIIZ 14

CEF AN Y= NIRRT EDRERDH Y £,

arv X7 vy (SNMPY—N—Dar k7 b)) | BEiEE. BIOMEAEHR~T 7 AT
XHVENRHY FT,

AA v F LEA A= = "—[IT P EHNMLETT,
BRET DT A AIH L THE 2 — RN METT,

Call Home O T 7+ JL FEETE

Table 15: 7 7 # )L @ Call Home /135 * — 4

NS A—4H TIAILE

TNTHRAN T F—vy NTEET D A v t— 0 |4000000
SiEA v —Y A X

XML 7 4 —< v h THEET 5 A v —T D565 A » (4000000
= AR

Ya— R TRAR TH—~y FCRFET S A »E—|4000
COREA v — Y A X

R— N2 E Lo T25E D SMTP H— N iR— K |25
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Smart Call Home D& E |
. Smart Call Home D% E

NS A—4H TIAILE

T T g ANETT— K IN—T DT E—F | TATHRARNETe T A LB IO
Ya—hMTXRAMNEETRT 7 ANLD
WA 4_C, CiscoTAC-1 4857 1

7 7 A VDAL cisco-tac T T — b

="
TH—~<v b ZAT XML
CallHome ® A vt — L~)L 0 (Fua)

Smart Call Home D& 5E

Smart Call Home ) Z£%

188 BRI
o« DA A »F D sMARTnet BKIF S ZHER L TLIZEW
BT AN T FLAZHER LTSS
« Cisco.com ID ZfEFE L T 72 &\

FlIEDHE

1. 7 7% T, KO Smart Call Home Web ~<X— I L £ 7,

2. [Getting Started] ¢, Smart Call Home DX ERIERICHES T TE S0,
FED M
FE

ATy T1 7579 T, RO Smart Call Home Web ~<—ICBE L £ 7,

http://www.cisco.com/go/smartcall/

AT w72 [Getting Started] ., Smart Call Home DRI RIZHE - TL 72 &0,

RDBRY
S ARE L ET,
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| Smart Call Home D%

R

B IFHMDERE

gozz [

SUMMARY STEPS

DETAILED STEPS

Procedure

SmartCallHome |Z1%, & A —/b, BiGEH. EFTOKERERBTETH LELRLY 3, 2K
ID, #A%~—ID, %14 FID, BLOARAS vF T T4 4V T 4 FRELECTHETEET,

©ENDOOHWN

switch# configure terminal

switch(config)# snmp-server contact sys-contact

switch(config)# callhome

switch(config-callhome)# email-contact email-address
switch(config-callhome)# phone-contact international-phone-number
switch(config-callhome)# streetaddress address

(Optional) switch(config-callhome)# contract-id contract-number
(Optional) switch(config-callhome)# customer-id customer-number
(Optional) switch(config-callhome)# site-id site-number

(Optional) switch(config-callhome)# switch-priority number
(Optional) switch# show callhome

(Optional) switch(config)# copy running-config startup-config

Command or Action Purpose

AT w1 | switch# configureterminal

Jra—)ary7 4 X¥al—3ay E®— Nk
L/jz—a—o

AT w72 |switch(config)# snmp-server contact sys-contact SNMP sysContact % % & L £,

RFw 73 |switch(config)# callhome

Smart CallHome = 7 4 ¥ 21— 3 F— %
BAtE L E 9,

AT w74 |switch(config-callhome)# email-contact email-address | 21 o« FOHYUFEDEF A —/L T KL RAEZEZTEL

i‘j_o

email-address|Zid, &1 A —/L 7 KL RADFEKX T,
K 255 DT AEFERTEET,

Note

EEDEMREA—NT RLAEHEHTXET,
T RLVRIZIE, BRHEZEODDZLIITEERTA,

RFw 75 |switch(config-callhome)# phone-contact TN ADFYFDOEFER R EREE T +—~

inter national-phone-number N T L £, international-phone-number 1%,

K17 XFOF3HTT, EEEME 7 +—~ v MZT
DB H Y F£9,
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B

X JE

Smart Call Home D& E |

Command or Action

Purpose

Note
Bk o lE, ZAHEZEODLZLIXTEERA,
BEORNZTTA (+) v 747 AFEHLE
KR

ATvT6

switch(config-callhome)# streetaddr ess address

2Ly FOFEHYFEOEFZRELE T,

address 1Z1%. K 255 OEBr AR T £,
ANR—AEHFHTEET,

ATy 1

(Optional) switch(config-callhome)# contract-id
contract-number

P—E ARG ZD AL v FORKIF G EBE L
£,

contract-number (2135 K 255 DEEF 2 TE %
7,

ATvT8

(Optional) switch(config-callhome)# customer-id
customer-number

P —E RIS Z DAL v TF DI AR~ —F%
HELET,

customer-number (IR 255 O T A T&
\i ﬁ_o

ATv79

(Optional) switch(config-callhome)# site-id site-number

DAL v TFOYA PEFERELET,

siteenumber 13X, BK 255 CEOERT A H A
T4 —~<v N THRETEET,

ATy 710

(Optional) switch(config-callhome)# switch-priority
number

TDAALFDAL v F TITA4F VT 4 BREL
\iﬁ_o

FRETEAFMITI0O~T T, 0 IBRED T T A 4
V7%, THEAREKOTIA4F VT 2R LET,
77 4 /v MEIX 7 T,

Note

AA Y FDOTTAFXIT 21%, EFEEEIX
TAC ¥R — FEBEIC X - T, ANTHHLF &
CallHome A v —V #RETH-DIMHHINE
T, EAL v TFNLEFBENEVETT 4 (EXK
) M3[E T Call Home 7 7 — NMIESCNAN % 7% B
TEET,

ATvIN

(Optional) switch# show callhome

Smart CallHome = 7 4 ¥ o L —3 3 VO %
FZRLET,

ATv 12

(Optional) switch(config)# copy running-config
startup-config

V7= BEIQN) AZ—  NFIZEfTa 7 4K =
L—ya a2 AA— Ty ary7 4F¥al—3
ANZa— LT, BEEMGEMICERELET,
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Example

siTn 77 ot

KIZ, Call Home |ZEH T 2 Y EFFRERET D62~ LET,

switch# configuration terminal

switch (config) # snmp-server contact personname@companyname.com

switch (config)# callhome
switch

(

(config-callhome) # email-contact personname@companyname.com
switch (config-callhome)# phone-contact +1-800-123-4567

(

switch(config-callhome) # street-address 123 Anystreet St., Anycity, Anywhere

What to do next
T a7 A NVEERLET,

BBETOT 74 ILDIER

=P —EROLET BT 7 A NVEAEK L, FLVSET BT 7 A NMIA v =Y T —~<

FERET HLENH Y £T,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome)# destination-profile {ciscoTAC-1 { alert-group group | email-addr address
| http URL | transport-method {email | http}} | profilename { alert-group group | email-addr
address| format {XML | full-txt | short-txt} | http URL | message-level level | message-size size |
transport-method {email | http}} | full-txt-destination { alert-group group | email-addr address
| http URL | message-level level | message-size size | transport-method {email | http}} |
short-txt-destination { alert-group group | email-addr address| http URL | message-level level |
message-size size | transport-method {email | http}}}
4. (Optional) switch# show callhome destination-profile [ profile name]
5. (Optional) switch(config)# copy running-config star tup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Juau—)ary7 4 Xal—gy FT— NEG
Liﬁ—o

ATy T2

switch(config)# callhome

Smart CallHome =2 > 7 4 ¥ a2l — 3 F— K%
BB L £9,

ATvT3

switch(config-callhome)# destination-profile
{ciscoTAC-1 { alert-group group | email-addr address
| http URL | transport-method {email | http}} |

L ra 7 7y A VEERL, TOTa 77 A
NDA =Y 7x—~y "heRELET, 71
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Smart Call Home D& E |

Command or Action

Purpose

profilename { alert-group group | email-addr address |
format {XML | full-txt | short-txt} | http URL |
message-level level | message-sizesize| transport-method
{email | http}} | full-txt-destination { alert-group group
| email-addr address| http URL | message-level level |
message-size size | transport-method {email | http}} |
short-txt-destination { alert-group group | email-addr
address | http URL | message-level level | message-size
size | transport-method {email | http}}}

T 7 ANLIT, K3 LFOFERFTCTIRETEE
KR

ZOa<wy RIZOWTOFMIE, 77y b7+ —24
Da<w R Y77 L Z22BRBLTLFEEN,

Z 7w 7 4 | (Optional) switch# show callhome destination-profile[ | | >F 71385k D50 7T 1 7 7 A WIZBT AR A%
profile name] ERLET,
A7y 75 | (Optional) switch(config)# copy running-config U7 —bbBEIOY AZ— MEIZFETa T ¥

startup-config

L—ya v EBAX— RNy a7 4¥alb—g
NZav— LT, BHEEHEGEICRFELET,

Example

wIZ,

switch# configuration terminal
switch (config)# callhome

Smart Call Home D587 v 7 7 A W EVERT Bl 2R LET,

switch (config-callhome) # destination-profile Nocl0l format full-text

BETOT7AILDOER
EBREHLEIT— P —ERBDIE T 7 7 A VORDEMEAZEFE T £,
BT RLR 77— MDORERERDEREDT KL A (M TV AR— K A B =X AT

BRLET)

A=V Tgx—~vy b TIT—’ERBIHEHEINDIA =Y T —~v N (FNVT
X2 b, Ya—hTFFZ2 N, £EXML)

A= LU 25T T 7 ALD CallHome A v E—Y DI ETT 4 (KR

E) o

A=V P AR ZDREET T T A IVDE A—)L T R L RITERE &N 72 Call Home

AytE—VORX,

)

Note

CiscoTAC-1 3657 0 7 7 A MITEB L2 I1THIBRTE TH A,

SUMMARY STEPS

1. switch# configureterminal
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2. switch(config)# callhome

s 7077 LozE |

3. switch(config-callhome)# destination-profile {name | full-txt-destination | short-txt-destination}

email-addr address

4. destination-profile {name | full-txt-destination | short-txt-destination} message-level number
5. switch(config-callhome)# destination-profile {name | full-txt-destination | short-txt-destination}

message-size number

6. (Optional) switch# show callhome destination-profile [ profile name]
7. (Optional) switch(config)# copy running-config startup-config

DETAILED STEPS

Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

ra—r\)Lar 74X a l—3ay T— NaEth
L‘ij‘o

ATvT2

switch(config)# callhome

Smart CallHome Z=> 7 f ¥ a2l —T 3 T— K%
Bt L 7,

ATvT3

switch(config-callhome)# destination-profile {name |
full-txt-destination | short-txt-destination} email-addr
address

=P —ERFILERFADIEIIL T 07 7 A /LT
EA—NT RLVAZHRTELET, 777 A1
IZiE, ZBRSOEDOERA—L T RLARHBRETEF
ﬁ—o

ATvT4

destination-profile {name | full-txt-destination |
short-txt-destination} message-level number

Z DR T 1 7 7 A /L@ Smart Call Home A 17—
TOVETT 4 (EKRE) ZRELET, SmartCall
Home > B 77 ¢ (HKE) N —HT5, £/i3%
NUETHDLT 77— OHRM, ZOTa 774 LD
FESCICIEE S E T, number [ZHEE TE HHPHIZ O
~9TY, 9IIRKRDOVETT 4 (EKE) 2nRL
£7,

ATvTh

switch(config-callhome)# destination-profile {name |
full-txt-destination | short-txt-destination} message-size
number

ZORHET R T 7 ANDERA v E—T YA X a i
T L ¥, full-txt-destination DfE D HEIFHIL 0 ~
5000000 T, T 7 /v ;% 2500000 T9,
short-txt-destination OfEDEFHIL 0 ~ 100000 T, T
7 /v RE 4000 TF, CiscoTAC-1 TiE, fiHIX
5000000 T, ZAVUIEEARATRETT,

ATvT6

(Optional) switch# show callhome destination-profile [
profile name]

1 DEFEE DT 07 7 A VAT DB RE
FORLET,

ATy T17

(Optional) switch(config)# copy running-config
startup-config

V77— FBLONY AZ— MFICEfTary 7 4% =
L—a B AL — R Ny a7 Fal—3
ANZabv— LT, BHEEMGEMIRTFELET,
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Example

Smart Call Home D& E |

RIZ., Smart Call Home D% 7 0 7 v A NV ER T A2 R LET,

switch# configuration terminal
switch (config)# callhome

switch (config-callhome) # destination-profile full-text-destination email-addr

person@example.com

switch (config-callhome) # destination-profile full-text-destination message-level 5
switch (config-callhome) # destination-profile full-text-destination message-size 10000

switch (config-callhome) #

What to do next

TI—h INN—TFlsik7Ta 7y A V2TV o— L% T,

TS5— O —TERETOT7AILOTI I —F

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome)# destination-profile name alert-group {All | Cisco-TAC | Configuration
| Diagnostic | Environmental | Inventory | License | Linecard-Hardware| Supervisor-Hardware
| Syslog-group-port | System | Test}
4. (Optional) switch# show callhome destination-profile [ profile name]
5. (Optional) switch(config)# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

switch# configure terminal

ra—r\ ) ar7 4 Xal—3iay T— NG
L/\i‘g—(]

ATvT2

switch(config)# callhome

Smart CallHome => 7 f ¥ a2l — 3 T— K&
BItE L £,

ATvT3

switch(config-callhome)# destination-profile name
alert-group {All | Cisco-TAC | Configuration |
Diagnostic | Environmental | Inventory | License |
Linecard-Hardware | Supervisor-Hardware |
Syslog-group-port | System | Test}

TI— N ITN—T DT T A NTT
=—hLET, F—U—FANlZHEHLT, T
DT F—h I N—ThZOmTa 77 ATV
vE—FLET,

ATvT4

(Optional) switch# show callhome destination-profile [
profile name]

1 DEFITEE DT a7 7 A VICET S IE#RE
FrLET,

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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75—t FL—F~Dshowaz > koEm [

Command or Action

Purpose

R T w 75 | (Optional) switch(config)# copy running-config
startup-config

V7 —brBLION) A — R NFIZEfTar 7 4 XK=
L—ya Vv aBAF— Ty ar7 4 ¥al—g
Zav—1L 7T, EEAEMGEANARATLET,

Example

I, T_XTCDOT T— b~ IN—T&5E5E707 7 A1 Nocl0l IZT7 Y v=— h T 54

zZRLET,

switch# configuration terminal
switch (config)# callhome

switch (config-callhome)# destination-profile Nocl0l alert-group All

switch (config-callhome) #

What to do next

F g Tshow a2 RET7T T —h Z—FZEML, SMTP EF A —/L —R—%HKE

THILENTEET,

75— kT IL—TADshow a7 FDIEN

1oDT T7—+ FTNA—F 2, RRSEO2—VF—EFKshow 2~ FEE DY THZ LNT

3. switch(config-callhome)# alert-group {Configuration | Diagnostic | Environmental | I nventory |
License| Linecard-Hardware| Supervisor-Hardware | Syslog-group-port | System | Test}

TET,
SUMMARY STEPS
1. switch# configureterminal
switch(config)# callhome
user-def-cmd show-cmd
4. (Optional) switch# show callhome user-def-cmds
5. (Optional) switch(config)# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R T 71 | switch# configure terminal

sua—N)L ary 74X alb— gy B— REBA
L\i—g’qo

Z w7 2 | switch(config)# callhome

Smart CallHome Z=> 7 f ¥ a2l — 3 T— K%
BHtE L 9,
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Smart Call Home D& E |

Command or Action

Purpose

ATvT3

switch(config-callhome)# alert-group {Configuration |
Diagnostic | Environmental | Inventory | License|
Linecard-Hardware | Supervisor-Hardware |
Syslog-group-port | System | Test} user-def-cmd
show-cmd

show =~ RHEN%E, ZOT7F7—F ZJL—7I12%
£ &M 7= CallHome A v E— B L £, A%
Zpshow 2~ RETBRZITANLGNLET,

Note

CiscoTAC-1 58567 0 7 7 A MZlE, = —V—EHK
D show a2~ REBMTEEHA,

ATv74

(Optional) switch# show callhome user-def-cmds

T T—F INA—FIEMEN TR TO2—H—E
#show =v > RICBIT 2 15HaFn LET,

ATvTh

(Optional) switch(config)# copy running-config
startup-config

V77— FBIOY 2 — FRHIFE T 7 X =2
L—yarvaBAX— Ty ary74FXal—g
Zabv—1L 7T, BEAEMGEANATLET,

Example

KIZ, showip routing =~ > K% Cisco-TAC 77— b Z ) —7 2 BT 56 %R L%

B

switch# configuration terminal
switch (config)# callhome

switch (config-callhome) # alert-group Configuration user-def-cmd show ip routing

switch (config-callhome) #

What to do next

SMTP &+ A —/b Y — "— 28k T D £ 5 12 Smart Call Home 3% E L F£77,

TFBFA—)L H—N\—@DHEMDETE

Smart Call Home ¥ERENEIET S L 5 SMTP H— "— 7 L 2 &R E L 7, BETE LUK

EHEA—NL T RLALBETXET,

SUMMARY STEPS

switch# configure terminal
switch(config)# callhome

NoOo AN

switch(config-callhome)# transport email smtp-server ip-address[ port number] [ use-vrf vrf-name]
(Optional) switch(config-callhome)# transport email from email-address

(Optional) switch(config-callhome)# transport email reply-to email-address

(Optional) switch# show callhome transport-email

(Optional) switch(config)# copy running-config startup-config
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g7 4—nv—n—ommonz [

DETAILED STEPS
Procedure
Command or Action Purpose

R T w 71 |switch# configure terminal Jua—\)Lary 7 4 ¥al—3gy T— REEG
LET,

AT 7 2 | switch(config)# callhome Smart CallHome 2> 7 4 ¥ =2 L —' 3 F— K&
BAtE L £ 7

R Fw 7 3 | switch(config-callhome)# transport email smtp-server |SMTP H—/"—% . KA A L F—L HF—r3—

ip-address [ port number] [ use-vrf vrf-name] (DNS) 4. IPvA 7 RL A, £7-13IPv6 7 FL %
DWFHnE LTHRELET,

F B O#FPHIL 1 ~ 65535 T9, T 74/ hDFR— k
FH1L 25 T,

ZDSMTP r—"—L@ET2BICHEAT 2 X5
BECTVRFA VAR LV AEZETXET,

R F v 7 4 | (Optional) switch(config-callhome)# transport email from | Smart Call Home A v & — Y DEETE L A —/L
email-address T4V REERELET,

AT w 7 5 | (Optional) switch(config-callhome)# transport email Smart Call Home A v B — Y OR[EHLEB T A —/L
reply-to email-address T 4= REBRELET,

R T 7 6 | (Optional) switch# show callhome transport-email Smart Call Home D& 1 A — VR EICBT A E R4 32

RLUET,

R w 7 7 | (Optional) switch(config)# copy running-config V77— BN AX—  NFCE Ty 74 F=

star tup-config L—vav &AL — KTy Far7 4 ¥al—va

ANZAE—=LT, BREZHRBRICRF L E T,

Example

wIZ. SmartCallHome X v ¥ —Y DEFA—NF 7T a v ERETHH 2 LET,

switch# configuration terminal

switch (config)# callhome

switch (config-callhome)# transport email smtp-server 192.0.2.10 use-vrf Red
switch (config-callhome) # transport email from person@example.com

switch (config-callhome)# transport email reply-to person@example.com

switch (config-callhome) #

What to do next
EHR 72 A o _ M) B ERELE T,
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EEARIZGEA R M) BHDERTE

Smart Call Home D& E |

IN=RT 2T DA X P UFERITINZ T, T3 A ETHEA X—T W72 > TWNDHT T
DY T 72T —EZABLIOETHOTRTOY T " 727 —EZADA R UICH

THA Y=V EMNICEETL LD

WA T HRETEET, XA vFIL2 DD Smart

Call Home 1851 (EBIRIRRE A v —Y EEMRIRA " hY Ay —2) ZAERLE

D
SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome)# periodic-inventory notification [ interval days] [ timeofday time]
4. (Optional) switch# show callhome
5. (Optional) switch(config)# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R T 71 | switch# configure terminal

Ja—r )L arz 4 Xal— gy T— KEBith
L/i—a—o

R 7 2 | switch(config)# callhome

Smart CallHome 2= > 7 f ¥l — 3 F— K&
BItAE L £,

R T w 7 3 | switch(config-callhome)# periodic-inventory notification
[ interval days] [ timeofday time]

EWA R MY Ay —VEHRELET,
interval days O#iPHIE 1 ~ 30 H T,

T 74/ MXTHTT,

timeofday time /& HH:MM DJEX T,

R 7 4 | (Optional) switch# show callhome

Smart Call Home (2B 2 FHE R L ET,

R T w 75 | (Optional) switch(config)# copy running-config
startup-config

V77— MBI RF— FRHIFE T 7 X =
L—varvaBAX—R T vy a7 4FX¥alb—g
VZar— LT, BEEMEHIRTLET,

Example

WIZ, B2 A XU R A= 20 HZEICAERT D X ORET D012

LEY,

switch# configuration terminal
switch(config)# callhome

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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g4 ve—omor+e—Iit ]

switch (config-callhome) # periodic-inventory notification interval 20
switch (config-callhome) #

What to do next
BHEA v -Vl 2T v —7 iz LET,

EEA v E—SMKIOT =TIl

FUA X MEOWTEZETHIEEA vE—VOREHIBRTEET, 7+ FTIE, AA v
FIEFRI AR MZOWTZETHEEA vE—V0BEZHIR L E3, 2 B 0PN T%
BFENTEZEEA v E—VOENI0AvE—VEBLDE, AL vFIERLETT7— K XA 7D
PO A v — R BEELET,

FIEDHE
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome) # no duplicate-message throttle
4. ({£EE) switch(config)# copy running-config startup-config
FIE D 5% HH
FIE
ARV KRFERETI a3 Y B#J
2w 71 | switch# configure terminal JFa—s v ary’ 4 X o b—ay E'— Naedh
LT,
AT 72 |switch(config)# callhome Smart CallHome 2> 7 4 ¥ =2 L—' 3 F— R%&
BAtG L £,
R F v 7 3 | switch(config-callhome) # no duplicate-messagethrottle| Smart Call Home D E#E A v — Vil 525 42—
MZLET,
EEA v —UWENET 7 4 FTA F—T LT
ﬁ—o
ATy T4 ({EE) switch(configy# copy running-config V7= BLOY RAZ— MFIZETa 7 4 K=
startup-config L—yarvEAX— R Ty a7 4 ¥al—s

ANZabv— LT, BHEEMEMIRIFELET,

151
I, BEA v E—VME 2T 42— T 50 R~ L ET,
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. Smart Call Home D1 R —JJLbF=(FT 4 £—T L1t

switch# configuration terminal

switch(config)# callhome

switch (config-callhome)# no duplicate-message throttle
switch (config-callhome) #

RDBERY
Smart Call Home % 1 *—7 /WZ LE T,

Smart Call Home D14 *—J Lt E = FT 1 E—T L1t

FlEDHEE
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome) # [no] enable
4. ({LE) switch(config)# copy running-config startup-config
FlED
Fg
ARV RFERRETI VY B
R T w 71 | switch# configureterminal Ja—)L a7 4 Falb—g )y E— KEHE
]\/\i‘a_O
AT 7 2 | switch(config)# callhome Smart CallHome 2> 7 4 ¥ =2 L —Y 3 E— K%
BRtE L £,
AT 7 3 | switch(config-callhome) # [no] enable Smart CallHome % A F— 7V E 12137 4 £ —7 /M
LT,
Smart Call Home |X, 7 4#/V b TF 4 &—7 LT
b@‘o
ATw 74| ({£E) switch(config)# copy running-config V7= BLOY AY— FFIEfTa 7 4 K=
startup-config L—yarvaARZ— T o ary7 4 ¥al—s
SNZaE— LT, BEEMREARICRFELE T,

451
W OFIL. Smart Call Home & A *— 7 /WIZT 5 FiEEar~LET,

switch# configuration terminal
switch (config) # callhome
switch (config-callhome) # enable
switch (config-callhome) #
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smart Call Home 07 2 + [

RDBERY
FEETT AN Ay E—VEBAERLET,

Smart Call Home X FED T X k

186 B HIIZ
SET R T 7 ANDA Yy =D LR 2LUTICHRESNTND Z & 2R LET,

| &

EE  SmartCallHome D7 A MM, BT 27 7 A NVDA vE— LoYULR 3 LLEICERESINLTWH

LS EITRELET,
FlED#HEE
1. switch# configureterminal
2. switch(config)# callhome
3. switch(config-callhome) # callhome send diagnostic
4. switch(config-callhome) # callhome test
5. ({£&) switch(config)# copy running-config startup-config
FED ¥
FE
ARV FFEREET7OIVa Y B#Y
R w 71 | switch# configure terminal Jua—N)L a7 4 Xal—ay T— &G
LEd,
AT 7 2 | switch(config)# callhome Smart CallHome 2> 7 4 ¥ =2 L — g v E— K%
Bin L E T,

R v 7 3 | switch(config-callhome) # callhome send diagnostic |E XN TRTOIELIFEE D Smart Call Home
FAR AvE—VEEELET,

Z T w 7 4 | switch(config-callhome) # callhome test BESNTZTNTOIENIT AN A vE—TUEEE
LET,
AT 75| ({EE) switch(configy# copy running-config U7 —=hBLOY RF— MFIZI T2 7 ¥ =
startup-config L—varvaBAX—R Ty a7 4FX¥alb—g

AN E—L T, ERzikerRiFLE T,
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Smart Call Home D& E |
B smartcall Home BE 0 EER

51
W OFENE, Smart Call Home %A % —7 WIZT B HEERLET,

switch# configuration terminal

switch(config)# callhome

switch (config-callhome)# callhome send diagnostic
switch(config-callhome)# callhome test

switch (config-callhome) #

Smart Call Home =% F D #E:E

WKOWTNPOa~vwy ReFERH LT, REXHRALET,

avw >R Br

show callhome Smart Call Home D AT — % A% Fmr L FE T,

show callhomedestination-profilename | 1 -> & 7= |3 ##% ™ Smart Call Home %65c 7 2 7 7 A /L %
FoRLET,

show callhome pending-diff {88 1 > Smart Call Home i 7€ & F{T7H @ Smart Call
Home X EDEWE R R LET,

show callhome status Smart Call Home A7 —# A& KR LFET,

show callhome transport-email Smart Call Home D1 A — ViR ExEF R~ LET,

show callhome user-def-cmds EEDT F—F VA —FITBIMEN CLI 2~ R
FRLET,

show running-config [callhome | Smart Call Home DFE{Ta L 7 4 X2 b —3 g U EFoR

callhome-all] LET,

show startup-config callhome Smart Call Home D A X — ~7 v a7 4 Fa L —

valrERRLET,

show tech-support callhome Smart Call Home O 7 =V $R-— N HEFRRLE
‘a—c

IIL TXRX K TO syslog 7 57— k@z10D 45l

WOHEITIL, SyslogR— K 77—k JA—TBHMOT7 NV TFA Mg ERLET,

source:MDS9000

Switch Priority:7

Device Id:WS-C6509@CE@FG@07120011
Customer Id:Example.com
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XML 22t <0 syslog 75— FiEsa sl ]

Contract Id:123

Site Id:San Jose

Server Id:WS-C6509Q@CEFGE@07120011

Time of Event:2018-02-08T11:10:44

Message Name:SYSLOG_ALERT

Message Type:Syslog

Severity Level:2

System Name:10.76.100.177

Contact Name:User Name

Contact Email:person@example.com

Contact Phone:+1-408-555-1212

Street Address:#1234 Any Street, Any City, Any State, 12345
Event Description:2018 Feb 8 11:10:44 10.76.100.177 %PORT-5-IF TRUNK UP:
$SVLAN 1%$ Interface e2/5, vlan 1 is up
syslog_facility:PORT

start chassis information:

Affected Chassis:WS-C6509

Affected Chassis Serial Number:FGQR07120011
Affected Chassis Hardware Version:0.104
Affected Chassis Software Version:3.1 (1)
Affected Chassis Part No:73-8607-01

end chassis information:

XML 2 =X T D syslog 7 5 — @I DFI

WROFTIE, Syslog A—k 7Z— K Z—T7@MO XML 2~ LET,

From: example

Sent: Wednesday, Feb 25, 2018 7:20 AM

To: User (user)

Subject: System Notification From Router - syslog - 2018-02-25 14:19:55
GMT+00:00

<?xml version="1.0" encoding="UTF-8"7?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.example.com/2004/01/aml-session"
soap-env:mustUnderstand="true" soap-env:role=
"http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.example.com/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.example.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.example.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M2:69000101:C9DIE20B</aml-session:MessageId>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.example.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.example.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2018-02-25 14:19:55 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>Cat6500</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G3:69000101:C9F9E20C</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
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B v =<0 syslog 75— HEEIOHI

</aml-block:BlockGroup>

<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:Call Home xmlns:ch="http://www.example.com/2005/05/callhome" version="1.0">

<ch:EventTime>2018-02-25 14:19:55 GMT+00:00</ch:EventTime>

<ch:MessageDescription>03:29:29: $CLEAR-5-COUNTERS: Clear counter on all

interfaces by console</ch:MessageDescription>

<ch:Event>

<ch:Type>syslog</ch:Type>

<ch:SubType>

</ch:SubType>

<ch:Brand>Cisco Systems</ch:Brand>

<ch:Series>Catalyst 6500 Series Switches</ch:Series>

</ch:Event>

<ch:CustomerData>

<ch:UserData>

<ch:Email>person@example.com</ch:Email>

</ch:UserData>

<ch:ContractData>

<ch:CustomerId>12345</ch:CustomerId>

<ch:SitelId>building 1</ch:SiteId>

<ch:ContractId>abcdefgl2345</ch:ContractId>

<ch:DeviceId>WS-C6509@CE69000101</ch:Deviceld>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>Router</ch:Name>

<ch:Contact>

</ch:Contact>

<ch:ContactEmail>user@example.com</ch:ContactEmail>

<ch:ContactPhoneNumber>+1-408-555-1212</ch:ContactPhoneNumber>

<ch:StreetAddress>#1234 Any Street, Any City, Any State, 12345

</ch:StreetAddress>

</ch:SystemInfo>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.example.com/rme/4.0">

<rme:Model>WS-C6509</rme:Model>

<rme:HardwareVersion>1.0</rme:HardwareVersion>

<rme:SerialNumber>69000101</rme:SerialNumber>

<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="73-3438-03 01" />

<rme:AD name="SoftwareVersion" value="4.0(20080421:012711)" />

</rme:AdditionalInformation>

</rme:Chassis>

</ch:Device>

</ch:Call Home>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain">

<! [CDATA[Syslog logging: enabled (0 messages dropped, 0 messages

rate-limited, 0 flushes, 0 overruns, xml disabled, filtering disabled)
Console logging: level debugging, 53 messages logged, xml disabled,

filtering disabled Monitor logging: level debugging, 0 messages logged,

xml disabled, filtering disabled Buffer logging: level debugging,

53 messages logged, xml disabled, filtering disabled Exception

Logging: size (4096 bytes) Count and timestamp logging messages: disabled
Trap logging: level informational, 72 message lines logged

Log Buffer (8192 bytes):

00:00:54: curr is 0x20000

00:00:54: RP: Currently running ROMMON from F2 region

00:01:05: %SYS-5-CONFIG I: Configured from memory by console
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XML 22t <0 syslog 75— FiEsa sl ]

00:01:09: $SYS-5-RESTART: System restarted --Cisco IOS Software,

s72033_rp Software (s72033_ rp-ADVENTERPRISEK9 DBG-VM), Experimental

Version 12.2(20070421:012711) Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 26-Feb-18 15:54 by xxx

Firmware compiled 11-Apr-07 03:34 by integ Build [100]00:01:01: $PFREDUN-6-ACTIVE:
Initializing as ACTIVE processor for this switch00:01:01: %SYS-3-LOGGER_FLUSHED:
System was paused for 00:00:00 to ensure console debugging output.00:03:00: SP: SP:
Currently running ROMMON from F1 region00:03:07: %C6K PLATFORM-SP-4-CONFREG BREAK

_ENABLED: The default factory setting for config register is 0x2102.It is advisable

to retain 1 in 0x2102 as it prevents returning to ROMMON when break is issued.00:03:18:

$SYS-SP-5-RESTART: System restarted --Cisco IOS Software, s72033 sp Software
(s72033_sp-ADVENTERPRISEK9 DBG-VM), Experimental Version 12.2(20070421:012711)Copyright

(c) 1986-2007 by Cisco Systems, Inc.
Compiled Thu 26-Apr-07 18:00 by xxx
00:03:18: $SYS-SP-6-BOOTTIME: Time taken to reboot after reload = 339 seconds
00:03:18: $OIR-SP-6-INSPS: Power supply inserted in slot 1
00:03:18: $C6KPWR-SP-4-PSOK: power supply 1 turned on.
00:03:18: $OIR-SP-6-INSPS: Power supply inserted in slot00:01:09: $SSH-5-ENABLED:
SSH 1.99 has been enabled
00:03:18: $C6KPWR-SP-4-PSOK: power supply 2 turned on.
00:03:18: $C6KPWR-SP-4-PSREDUNDANTMISMATCH: power supplies rated outputs do not match.
00:03:18: $C6KPWR-SP-4-PSREDUNDANTBOTHSUPPLY: in power-redundancy mode, system is
operating on both power supplies.
00:01:10: %CRYPTO-6-ISAKMP_ON OFF: ISAKMP is OFF
00:01:10: %CRYPTO-6-ISAKMP_ON OFF: ISAKMP is OFF
00:03:20: $C6KENV-SP-4-FANHIOUTPUT: Version 2 high-output fan-tray is in effect
00:03:22: $C6KPWR-SP-4-PSNOREDUNDANCY: Power supplies are not in full redundancy,
power usage exceeds lower capacity supply
00:03:26: %FABRIC-SP-5-FABRIC MODULE ACTIVE: The Switch Fabric Module in slot 6
became active.
00:03:28: %DIAG-SP-6-RUN_MINIMUM: Module 6: Running Minimal Diagnostics...
00:03:50: %DIAG-SP-6-DIAG_OK: Module 6: Passed Online Diagnostics
00:03:50: $OIR-SP-6-INSCARD: Card inserted in slot 6, interfaces are now online
00:03:51: %DIAG-SP-6-RUN_MINIMUM: Module 3: Running Minimal Diagnostics...
00:03:51: %DIAG-SP-6-RUN_MINIMUM: Module 7: Running Minimal Diagnostics...
00:03:51: %DIAG-SP-6-RUN_MINIMUM: Module 9: Running Minimal Diagnostics...
00:01:51: %MFIB_CONST RP-6-REPLICATION MODE CHANGE: Replication Mode Change Detected.
Current system replication mode is Ingress
00:04:01: %DIAG-SP-6-DIAG_OK: Module 3: Passed Online Diagnostics
00:04:01: $OIR-SP-6-DOWNGRADE: Fabric capable module 3 not at an appropriate hardware
revision level, and can only run in flowthrough mode
00:04:02: $OIR-SP-6-INSCARD: Card inserted in slot 3, interfaces are now online
00:04:11: %DIAG-SP-6-DIAG_OK: Module 7: Passed Online Diagnostics
00:04:14: $OIR-SP-6-INSCARD: Card inserted in slot 7, interfaces are now online
00:04:35: %DIAG-SP-6-DIAG_OK: Module 9: Passed Online Diagnostics
00:04:37: $OIR-SP-6-INSCARD: Card inserted in slot 9, interfaces are now online
00:00:09: DaughterBoard (Distributed Forwarding Card 3)
Firmware compiled 11-Apr-07 03:34 by integ Build [100]
00:00:22: $SYS-DFC4-5-RESTART: System restarted --
Cisco DCOS Software, c6lc2 Software (c6lc2-SPDBG-VM), Experimental Version 4.0
(20080421:012711)Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Thu 26-Feb-18 17:20 by xxx
00:00:23: DFC4: Currently running ROMMON from F2 region
00:00:25: $SYS-DFC2-5-RESTART: System restarted --
Cisco IOS Software, c6slc Software (c6slc-SPDBG-VM), Experimental Version 12.2
(20070421:012711)Copyright (c) 1986-2007 by Cisco Systems, Inc.
Compiled Thu 26-Apr-08 16:40 by usernamel
00:00:26: DFC2: Currently running ROMMON from F2 region
00:04:56: %DIAG-SP-6-RUN_MINIMUM: Module 4: Running Minimal Diagnostics...
00:00:09: DaughterBoard (Distributed Forwarding Card 3)
Firmware compiled 11-Apr-08 03:34 by integ Build [100]
slot_id is 8
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B v =<0 syslog 75— HEEIOHI

00:00:31: $FLASHFS HES-DFC8-3-BADCARD: /bootflash:: The flash card seems to

be corrupted

00:00:31: $SYS-DFC8-5-RESTART: System restarted --

Cisco DCOS Software, c6lc2 Software (c6lc2-SPDBG-VM), Experimental Version 4.0
(20080421:012711)Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 26-Feb-18 17:20 by usernamel

00:00:31: DFC8: Currently running ROMMON from S (Gold) region

00:04:59: %DIAG-SP-6-RUN_MINIMUM: Module 2: Running Minimal Diagnostics...
00:05:12: %DIAG-SP-6-RUN_MINIMUM: Module 8: Running Minimal Diagnostics...
00:05:13: %DIAG-SP-6-RUN_MINIMUM: Module 1: Running Minimal Diagnostics...
00:00:24: $SYS-DFC1-5-RESTART: System restarted --

Cisco DCOS Software, cé6slc Software (c6slc-SPDBG-VM), Experimental Version 4.0
(20080421:012711)Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 26-Feb-18 16:40 by usernamel

00:00:25: DFCl: Currently running ROMMON from F2 region

00:05:30: %DIAG-SP-6-DIAG_OK: Module 4: Passed Online Diagnostics

00:05:31: %SPAN—SP—6—SPAN_EGRESS_REPLICATION_MODE_CHANGE : Span Egress HW

Replication Mode Change Detected. Current replication mode for unused asic
session 0 is Centralized

00:05:31: %SPAN—SP—6—SPAN_EGRESS_REPLICATION_MODE_CHANGE : Span Egress HW

Replication Mode Change Detected. Current replication mode for unused asic
session 1 is Centralized

00:05:31: $OIR-SP-6-INSCARD: Card inserted in slot 4, interfaces are now online
00:06:02: %DIAG-SP-6-DIAG_OK: Module 1: Passed Online Diagnostics

00:06:03: $OIR-SP-6-INSCARD: Card inserted in slot 1, interfaces are now online
00:06:31: %DIAG-SP-6-DIAG_OK: Module 2: Passed Online Diagnostics

00:06:33: $OIR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now online
00:04:30: %XDR-6-XDRIPCNOTIFY: Message not sent to slot 4/0 (4) because of IPC
error timeout. Disabling linecard. (Expected during linecard OIR)

00:06:59: %DIAG-SP-6-DIAG_OK: Module 8: Passed Online Diagnostics

00:06:59: %0IR-SP-6-DOWNGRADE EARL: Module 8 DFC installed is not identical to
system PFC and will perform at current system operating mode.

00:07:06: $OIR-SP-6-INSCARD: Card inserted in slot 8, interfaces are now online

Router#]]>

</aml-block:Data>

</aml-block:Attachment>

</aml-block:Attachments>

</aml-block:Block>

</soap-env:Body>

</soap-env:Envelope>
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Session Manager D& E

ZOET, WONETHELINLTWET,

» Session Manager OHEZL, on page 111

« Session Manager O E FIF LOHIKIFHE (111 =—)
« Session Manager DX E (112 ~<X—)

« Session Manager % i& (D ffEre, on page 114

Session Manager D=

Session Manager # 9 5 & |, WELHL ANy F £— RN TIITTEET, Session Manager |%
WDT = — A THEEL T,

e 7 4 Fal— gy al: Session Manager £ — R THEITTHa~v> KDY &
MR L £

cKRFE  REDEARNW 2~ T4 vV Fx v 7 B2ITVET, CiscoNX-0S L, ZED—H
T~ T 47 ARBEPRRLIZGAICE I —2EHLET,

s BREE : BEFON—FU =2 7RE, Y7 PV =TRE. BELOYY V=R HESNT, RER
k%R L £ T, Cisco NX-OS [E, B&EN Z OB 7 = — X THH Lo iAo
7—ERLET,

e 23 v b : CiscoNX-OS IZRELREZHRL T, T, AKTIHEEELZT FI v 7103
ITLET, =T —2NFAETSH L, Cisco NX-OS [TTTDOHREICRK Y 97,

HTHYIY  REEEZFAT LRV THEELET,

EET, ZEA2 a3y LW Tar 74 Fal—arbyia 28 TTxEd, £7-.
AT 4 Xal—TareylarBRETAIELLTEET,

Session Manager DI EFIEH L UHIKNEIE

Session Manager (213, ROIEEFHEI LOHIRFENAH D £5,
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. Session Manager D% E

* Session Manager |X, 727t A 2> hu—/L U A (ACL) #EEOHYVHR— KL FET,
ETCTE DAy T 4 XL —Y gy vy a VORI 32 T,
e T RTOEY Y a ry THRETE Ha~r ROKRKHIE 20,000 TY,
. O —
Session Manager 0 Ex €
v aUDER

EC&bar 74 F¥al—var by a rORREIT32 T,

SUMMARY STEPS

1. switch# configure session name

2. (Optional) switch(config-s)# show configuration session [name]

3. (Optional) switch(config-s)# save location
DETAILED STEPS
Procedure

Command or Action Purpose

Z 5w 71 | switch# configure session name arZ4Falb—vartyia ek, £y

varvaryZ4Xal—yarE— REREEBLE
T, LENIEEOFERTA N 7 TT,

tovalrONEEFERLET,

X 7 2 | (Optional) switch(config-s)# show configuration session |+ v 3+ 3  ONKFE TR L F T,
[name]

5w 7 3 | (Optional) switch(config-s)# save location tyvaraT A NMIRIFLET, RIFHETIC
I%. bootflash F 721 volatile # 5 ETE £7,

v 3> TOACLDETE
2L 74X a2l —ary byl arTACL AR ETXE T,

SUMMARY STEPS

switch# configure session name

switch(config-s)# ip access-list name

(Optional) switch(config-s-acl)# permit protocol source destination
switch(config-s-acl)# inter face interface-type number

b=
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tvvavorz |

5. switch(config-s-if)# ip port access-group namein
6. (Optional) switch# show configuration session [name]

DETAILED STEPS

Procedure

Command or Action

Purpose

ATy T

switch# configure session name

a7 4 F¥al—rarkyyaraERL,. By
varar74Xal—yay T— REBEBLE
T BANIEBEORETFTA NI 7T,

ATy T2

switch(config-s)# ip access-list name

ACL Z{Epk L £,

ATvT3

(Optional) switch(config-s-acl)# permit protocol source
destination

ACL IZFFRI XA BIM L £9,

ATv74

switch(config-s-acl)# inter face interface-type number

A H =T xA R a7 4 Fal—aryE—FK
ZBE L ET,

ATvTH

switch(config-s-if)# ip port access-group namein

A B =T 2 AIR—F T IR ITN—T%1A
ML ES,

ATvT6

(Optional) switch# show configuration session [name]

tovalrONEEFERLET,

w3 DESR
Yy a UEMRTLHICE. Eyvary BE—RTRkOa~y FEHFEHLET,

avw kR Br

switch(config-s)# verify [verbose]

jﬂo

gy 74 FXal—Yarkyiaroavy REHERLE

tyraroazvhk
tolarEaly A, kyvary®—RKTROa<v KR LET,

avU R E]:g]

switch(config-s)# commit [ver bose]

a7 4 Xal—vareyvyaroavr ReEas vk
LETF,
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. vl arvoRkE

Yy a DORE

oL a B RETAICE, By ary EBE—RThROa~vy REFHLET,

avU R Bry

switch(config-s)# savelocation | ({£&) v a v &7 7 A VTREL £, BREHFTICIL,
bootflash F 72 1% volatile ZIEE TE £,

Yy g DRE

Yo a U EREETHICL. By ary E— R TCROa~vy REFEHALET,

av R By

switch(config-s)# abort | =< R&EFEH LW T, a7 4 Xal—Tarby a2 KEE
LET,

Session Manager D> 7 4 X2 L—3 3 Ul
WIZ, ACLHD=ay 7 4¥alb—vary tydar2ERT 2027 LET,

switch# configure session name test2
switch(config-s)# ip access-list acl2

switch (config-s-acl)# permit tcp any any

switch (config-s-acl)# exit

switch (config-s)# interface Ethernet 1/4

switch (config-s-ip)# ip port access-group acl2 in
switch (config-s-ip)# exit

switch (config-s)# verify

switch (config-s)# exit

switch# show configuration session test2

Session Manager 3% D g

Session Manager D% EIEH & 3 2121, WOEEDOWTNNEITOET,

avw kR B#Y
show configuration session [name] a7 4 X2l —ary ITrANVONBREFERLE
R
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Session Manager =% & D72 .

avy kR

Sl

show configuration session status[name] | = 7 4 X oL —T g Byl a v DATF— X A%

ForLET,

show configuration session summary FTRCOary74Falb—aryevyira o

J—2FoRLET,
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A1 —5DEFE

ZOFEL, WONETHRINLTWET,
« AV a—T OME (117 <—)
e ATV a— T OEFEEFHBIOHREE (118 X—)
c ATV a—TDF 7 F )V FEE (119 <—2)
s ATV a—TD%E (119 X—)
« A7V a— T O EMR (127 _—)
« AT a—T DOEER (128 <X—)
« AV a—TJ OFENE (129 X—)

AT a1—5DRE
AV a—F5ERATLHE WODEIRALTF U AMEEDE A LT —T N EEHKR L, RET
5T ENTEET,
* QoS (Quality of Service) &Y 2 —DZH
CT=LDNRYITT T

BEDRTE

Va i, EMNRMEETERT AR -3 Oa v FTHIREh TVWET, Va7
L TEIZY, EREMRRRTA S V2= v 7752 LR TEET,

AT a—=FTIE, VaTl, EOIA LT TNV ERDIIICERTEET,

o337
avw L RYRARELTERESN, BESNIEAT Y 2 — it TEITEN DL EHN 2 Z
xﬁo

Ao a—)L
CadEFETTELEDDEA LT =TI, | DODAT Y a—VIZBH DY a TEEI YT
HIENTEET,

1 DDA Y a—/Vid, EMH), X1 EEZTFEFTT LI ICERSNET,
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Aroa—5m% |
B o=tz

cEWE—R Va7 EHIBRT 5 ETHRATSN DMV IR LOMRE, RO Z A 7 DEHRY
MR AR ETE T,

*Daily : Y= 7id 1 H 1 EFEFTEnET,

s Weekly : ¥ 2 730 1 BIFATINET,

«Monthly : ¥a 7i3EH 1 EIFEITISNET,

*Delta : = 7%, f67E LI ICPHAE S, DAk, $RE L7 [IFR
(days:hours:minutes) TIHATINFET,

C1EREE— R va 7, fE LIRS T RIZTITESNET,

) E— b 2 —YEBEE

Pa TORBENT., A7V a—F13Y a TEER LI —Y — &AL £, )%~bm£m
S5Da—W— 7 LF oy iE, AT Va— L ENEYa T EYR— NTE AT ITOFSICE
WEFBREE SN0, Y a T EERT 52—V —DGE AV — R — )L THRET D

VENRHY FT, ZNHDRAT—RE, ATV a2a—F0ary74Fal—ra ilagEn,
02— BV EDZ—Y LIRS EEA,

Va T EBBTOENC., ATV a—TIu—h AT — K& U F— FEREE— IR TEE N
72RXRAT— RNEBAELET,

Ao a—5Aay J74)L

RrVa—FZF, vaTvHhEELn s 7y ANVEFERLET, YaTHIOH A XpRa s
TrANDYA XL REWGE, HIOARTEIVETONET,

AT a1 —7DEEFTEL I VHINEIR

o ¥ a TOEITHIRDO DTN OWRNFAE LT-EE . A Y o —F 130T 5 Al Rt s
HYET,

HEEET A B AN, TOMEED Y 3 TIRAT ¥ 2 — /L ST BRI IR G LIS

féfoﬁ_ﬁlﬁlo
o BBEREDS, ZTOMBEL AT A2 a TRRAT T a— ) VIS ENTWARBICT 4 —7
JUNZ 72 > TV BEE,

cHFARRE SN TWD I EEZHRLEST, AP a—J3T 74NV DXL LT —T V%
BWHALERA, AZVa—AEERL, Pa7EEYYECTY, HAEHRELLTE.
VaZIdBh I ER A,
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I AT a1—5DHE
RTS1—5DT I+ FERE .

cVaZIFRRBEND LA E T T 4 THRNTETIND 2D, VaTDEE, 1
XTI T 4T lhawy RReHWi RS <> K (i : copy bootflash: fileftp:URI, write
erase, TOMIELD a2~ F) BDFRESNTWVZRNZ 2R LTI ZE W,

A5 2a—5DTFIAI FEE

£R16: A K RTDa—FONRFA—EDTI+ILF

INT A—45 TIHIE
AT a—7 DIRKEE F4v—T
=RZA A (VI 8 16 KB

A1 —5MDEKTE

RT791—5D4r—T Ik

FIEDHE
1. switch# configureterminal
2. switch(config) # feature scheduler
3. (fEE) switch(config) # show scheduler config
4. ({LE) switch(config)# copy running-config startup-config
FIEDEEH
FIg
ARV RFERRETI Y B
R T w 71 | switch# configureterminal Ja—s)L a7 4 Falb—g )y T— KEHB
]\/\i‘g_O
R T 72 | switch(config) # feature scheduler Al a—TAFX—T N LET,
ATw 73| ({£E) switch(config) # show scheduler config AV a—TREER RN LET,
ATy 4| ({£E) switch(configy# copy running-config V7= FBLNY A — FMRIZFTa 7 ¥
startup-config L—arvaAA— Ty ary7 44Xl —g
NZaB— LT, BR ARG L E T
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il

2ro1—508% |

WIZ, AP a—T% A F—TNZT D560 RLET,

switch# configure terminal

switch(config)# feature scheduler
switch (config) # show scheduler config

config terminal
feature scheduler
scheduler logfile size 16
end
switch (config) #

A2 —509 J74IL YA XADEE

FlEDHE

1. switch# configureterminal

2. switch(config) # scheduler lodfile size value

3. (fEE) switch(config)# copy running-config startup-config
FIED ¥
FE

ARV RFERFTIVaY

=)

R T 7 1 | switch# configure terminal

Ja—\)ar7 4 Xal—vay T— NEBh
Li‘a—o

R T w 7 2 | switch(config) # scheduler logfile size value

AR Va—F 0T Ty AN YA ReF Lk
(KB) TE#HLET,

#HAIZ16~1024 T, T7x o d 77 AL
P A XX 16 T,

GE)
VaTWHhoV A AN a s Ty A DA XL
REWEE, HHTRARTOVHETONET,

ATw 73| ({£E) switch(config)# copy running-config
startup-config

V77— FBEOPY A — FRHIFE T 7 X =
L—Y gV B A — Ty T ary7 4¥al—g
AAZa— LT, BHEEMGEMIRIEFELET,

1

RIS, AP a—T 0l T7ANDY A AEERT DB 2R LET,
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) E— b A —YFEEEDHKTE
)%_ b ==L, Va7 EERB LORET DA
TRGET A ENH Y jiﬁ_
show running-config =~ > KO J1Tid,
BTN
LET,
FIEDHE

F IR D

FIE

switch# configure terminal

yE—t a—vEianzE [

switch (config)# scheduler logfile size 1024

switch (config) #

1. switch# configureterminal

7V TRRAL SRR — REfE

VE— b 22— — 2T — NXgiciF b Sz

ECHERINET, a~vy ROEEbA T ar (7) 1Z. ASCIH T3 AR ELZ AR —

2. switch(config) # scheduler aaa-authentication password [0 | 7] password
3. switch(config) # scheduler aaa-authentication username name password [0 | 7] password

4. (EE)
5 (£E)

switch(config) # show running-config | include " scheduler aaa-authentication”
switch(config)# copy running-config star tup-config

ARV RFEERTI VI Y

E]:)

X 71 |switch# configure terminal rua—s)y ar7 4 Xab— gy E— Nl
L\iTO
R v 7 2 | switch(config) # scheduler aaa-authentication password | Hi/F 2 7 4 o L TV A2 —HF—D /2T — RE3HRE
[0] 7] password LE
JUVT THEXARNAT—=RERETHITIE. 0% A
HLET,
WAL SN AT — FERET DI, 7TE2 AT
LET,
R T 7 3 | switch(config) # scheduler aaa-authenticationusername| ) =— s =2—H%F—D 7 J 7 FHF A f NRATU— %
name password [0 | 7] password e | E
ATy 4| ({EE) switch(config)# show running-config|include| A7 ¥ = — 7 DX AT — RIE#REZF R L £7,
" scheduler aaa-authentication”
ATv TS| ({EE) switch(configy# copy running-config U7 = FBLOY AZ— FHZF T 7 4 X

startup-config

L—va v BAX— RNy ary7 4 ¥alb—g
SNZabv— LT, BREEMHEGEICRIFELET,
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Wiz, NewUser E WO ZRFIOY E—h 22— —D 7 VT TF AN RRAT— FNERTE

TR LET,

switch# configure terminal
switch (config)
username NewUser password z98y76x54b
switch (config)
switch (config) #

CaTDER

—HY a7 EERTDHE, I ROEE, HIRIITEERA, YVa Tl EEET DL,

# scheduler aaa-authentication

# copy running-config startup-config

D

TaTdEHIBRLTH LY a TEERT AMLERH D FT,

FIEDHE
1. switch# configureterminal
2. switch(config) # scheduler job name name
3. switch(config-job) # commandl ; [command?2 ;command3 ; ...
4. ({£#E) switch(config-job) # show scheduler job [name]
5. (&) switch(config-job) # copy running-config startup-config
FIED FEH
F&E
ARV RFERIETY Va3 B#Y
R w 71 | switch# configureterminal JTa—)L a7 4 X2 lb—ay e— REEG
LET,
AT F 2 | switch(config) # scheduler job name name Va T ERBESNIARTTERL, ¥ a THRE—
N&BMG L ET,
name /% 31 SUFE CTICHIR AL TWET,
R v 7 3 | switch(config-job) # commandl ; [command2 ;command3 | ke DY g FITktiGT 3 a~vy R —4F v A& ER
! LET, #EDa~v N, A=tk Iany
T () TREIZMNERHY £,
T 7 ANGTBUED I A DAL T L 2L v F X%
i L TERRL £
AT T4| ({EE) switch(config-job)# show scheduler job [name] | ¥ = 7 # A2 F/r L E T,

name 1 31 XFE CICHIB SN TWET,
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sadoun [

ARV RFERFTIVaY =)

ATy F5| ({EE) switch(config-job) # copy running-config V7= FBLONY A — NRIZFTa 7 4 ¥

startup-config L—arvmaAA— Ty a7 4 ¥l —g

AN — LT, BHEEMGEMIREFELET,

> a T DHI

FIEDHE

i

ROFNL, WOFHEEZRLET,
o [backup-cfg] EWOILARIDATr T a—T Va7 x2ERRLET,
FITHORRE T 7 T v 2 EOT s A VITBRIELE T,
e T ANET— T Ty ahnb TFTP —"—Zat’—LE7,
c BHEPAL — T v TRERBIRAFSIVET,

switch# configure terminal

switch(config) # scheduler job name backup-cfg

switch (config-job) # copy running-config

tftp://1.2.3.4/$ (SWITCHNAME) -cfg.$ (TIMESTAMP) vrf management
switch (config-job) # copy running-config startup-config

1. switch# configureterminal

2. switch(config) # no scheduler job name name

3. (fE) switch(config-job) # show scheduler job [name]

4. (f£7) switch(config-job) # copy running-config startup-config

F g > ¥4
FIIg
ARV RFERRTIVa Y BeY

ZFw 71 |switch# configure terminal ra—s L ary7 4 Xal—vay t— Ntk
LET,

Z 5w 7 2 | switch(config) # no scheduler job name name FEDY a 7BXOZEZ TERINTZTRTOa~
¥ Pzl LET,
name (% 31 XFE TICHIRE N THET,

ATw 73| (FEE) switch(config-job) # show scheduler job [name] | ¥ o 7T &Z R R L £,
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ARV KRFERIETI Va3 BHY
ATy 4| ({£E) switch(config-job) # copy running-config V7= FBLNY A — FMRIZFTa 7 4 ¥
startup-config L—2a AL — N7y ar7 4 ¥alb—
SNZae— LT, BEEMFEAICHRELET,

15l
RIZ, configsave LW\ A4 RIDY a 7 ZHIBRT D012~ LET,

switch# configure terminal

switch(config)# no scheduler job name configsave
switch (config-job)# copy running-config startup-config
switch (config-job) #

— N ﬁ
AL LT—TILDEE
A DT T AT B BE R D EF, RELANE . Vs SRR YA ) S SN E
A,

time 2~ RTCTHEAZRELRWGAIE. AP a—J 3 EOA2FEHLET, -2
I, BAEDKZIN 2008 4E3 H 24 HO 228500 5 CTHDHA. ¥V a 7ITkD L 3 I ENnE
ﬁqo

« 22— 1%, timestart 23:00 repeat 4:00:00 =~ > K DOBHAARFZIAS, 2008 4F3 A 24 H
23003 CTh D ERRLET,

« A Y 2 —F1%, timedaily 55 =~ > ROBRGAKREZS, fEH 22K 55 Th o L AR L E

R

« AV 2 —F0%, timeweekly 23:00 =1~ > ROBRIAREZ] 2N, fEH 4 H 0 23 B 00 /) CTH
HERBRLUET,
« 2/ 2—7 %, timemonthly 23:00 =~ > KOBI#AREZN, A 24 HD 23 K00 750 CTh
HERBRUETS,

\}

GE) AT V2=, 10OV a7RETLRWVWIRY ROYa 7w LERA, 728 2R,
1 MR TIATT 2V a 7222003 ICHGT 289V a7 2RV a— Y 7 LER, Va
THEFETTHINI2HBMETHLHEE, Va7 RO L HICFETENET, A7V =2—FF
2200 FCHRAI DY a 7 EFGE L, 22K 02 7125 T LET, I 1 oML, 2203 4
WCWRDOY a 7 &R LET,

FIRDEE

1. switch# configureterminal
switch(config) # scheduler schedule name name
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F IR D

FIE

B LT—TILDES

3. switch(config-schedule) # job name name

4. switch(config-schedule) # time daily time

5. switch(config-schedule) # time weekly [[day-of-week:] HH:] MM

6. switch(config-schedule) # time monthly [[day-of-month:] HH:] MM

7. switch(config-schedule) # time start { now repeat repeat-interval | delta-time [ repeat
repeat-interval]}

8. ({LE) switch(config-schedule) # show scheduler config

9. (f£&) switch(config-schedule) # copy running-config startup-config

ARV RFERFTIaY

B8

ATy T

switch# configure terminal

Ta—N) ar 74X al—ay E— Neh
Li‘j_o

ATvT2

switch(config) # scheduler schedule name name

HLWAT D a—F5ER L, TOART T 2—)LD
AV a—) a7 4 Fal—rgrET—RN2H
HLET,

name ! 31 XFE CICHIBE N TWET,

ATv73

switch(config-schedule) # job name name

ORI a— NIV a TEBEEMNTET, 100
A 2 — VIO Y a TR BIMTX £,

name (% 31 3CFFE TIZHIBBR STV ET,

ATv74

switch(config-schedule) # time daily time

¥ a 7 hME H HH:MM O TR E S vz )2 BR
e b2 EEERLET,

ATv 75

switch(config-schedule) # time weekly [[day-of-week:]
HH:] MM

Va TPADIEE SN BICHIAT D Z & A EE
Li‘a—o

Bé B3 (8 2013, HEEHIZ 1, ARERIX2)
F7IIMEEE (=& 21E. sun, mon) TELET,

FIEAER DR AREIT 10 X5 TY,

ATvT6

switch(config-schedule) # time monthly [[day-of-month:]
HH:] MM

Ca T RHAOEEORICEETAZ LA ERLE
—g—O

29, 30 F721X 31 OWIT IO ERE LSS, TO
Va7 H ORKBICBG SN E T,

ATy T1

switch(config-schedule) # time start { now repeat
repeat-interval | delta-time [ repeat repeat-interval |}

Va T RNEMRCRET A I EEERLET,
start-time DRI [[[[yyyy:]Immm:]dd:]HH]:MM T,
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ARV RFERETIVa Y

B8

e deltatime: A7 Y 2 — )LDOERTEH. Va TDOMH
IHE COFERFM AR E L £,

cnNOW : T a I NREME 2 NBICEETAZ &
FBELET,

« repeat repeat-interval : ¥ = 7 % )K1E T 5 A%k %
fBELET,

ATw 78| (IL&E) switch(config-schedule) # show scheduler AT a—7DERERRLET,
config
ATv 79| ({LE) switch(config-schedule)# copy running-config| V 7 — B LY A X — MFZFATa v 7 4 ¥ =

startup-config

L—Ya Vv aBAX— Ty ary7 4 ¥al—g
Zav—1L 7T, EEAEMGEANRATLET,

1

WIZ, Va7 mH 28 BD23EF00 5 IZBAET A XA AT —T N EEHETDHHEZ L

i‘a—o

switch# configure terminal
switch(config)# scheduler
switch (config-scheduler) #
switch (config-scheduler) #
switch (config-scheduler) #
switch (config-scheduler) #

schedule name weekendbackupgos

job name offpeakzoning

time monthly 28:23:00

copy running-config startup-config

ARiroa—500 274ILDEE
FleDHE

1. switch# configureterminal

2. switch(config) # clear scheduler logfile
FlED
FIE

ARV KRFERRETY VY B#Y
R 71 | switch# configure terminal Ja—\)L a7 4 X alb— gy B— NEBith
Liﬁ—o

Z 5w 7 2 | switch(config) # clear scheduler logfile A Ta—Fal Ty ANVEHEELET,
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RIZ, AV a—Ful Ty A NVEHETLHEZRLET,

switch# configure terminal

switch (config)# clear scheduler logfile

A1 —5DT14t—TILE

FIEDHE
1. switch# configureterminal
2. switch(config) # no feature scheduler
3. ({E%) switch(config) # show scheduler config
4. ({E) switch(config)# copy running-config startup-config
FED ¥
Fl&
AV RFERIETIVaY B#
Z 5w 71 | switch# configure terminal JTa—\ )L a7 4 X2 lb—ay e— RERG

LET,

R F v 7 2 | switch(config) # no feature scheduler

AT a—T kT 4 =TV LET,

ATvT3

(f£&) switch(config) # show scheduler config

AP a—TREEFKRLET,

ATv74

(f£&) switch(config)# copy running-config
startup-config

U7 R BEOY RS — NRHIFEI T T 4 X o
L=y a VB AR — R T v ars74¥al—3
ANZabv— LT, BHEEMGEMIRFELET,

AT

1

WIZ, Ay a—TF%T 48— NMCT 50 RLET,

switch# configure terminal

switch(config) # no feature scheduler

switch(config) # copy running-config startup-config

switch (config) #

a1 —TDHRTEER

EKOWTNLO v REFERLT,

RE MR LET,
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Rl

AT

AT

-~

oa1—35

NS

Ya—

|

RI17:A5D1—5D showa<T > KR

2ro1—508% |

av YR B8

show scheduler config AV a—TREERRLET,

show scheduler job [name name] BESNTWEYa 7 &2FRLET,

show scheduler logfile AT a—7al 77y ANVONEEFRRLE
o

show scheduler schedule [name name] BESNTWAHLRT D2 —LE2F R LET,

T a1—S5DEEH

o3 TDER

ZOFITIX, BITar 74X a2l —arE T — T T aNOT 7 AR TET DA
Ca—nNTa P EERTAFEERLET, 2OV a Nk, FOBRT, T—FT7Tvianb
TFTP y— N7 7 AN Eab—LET BIEOX A LAZ LT AL v TFHEFEHA LTI 7

ANHEERLET)

switch# configure terminal

switch (config)# scheduler job name backup-cfg

switch (config-job)# copy running-config

tftp://1.2.3.4/$ (SWITCHNAME) -cfg.$ (TIMESTAMP) vrf management
switch (config-job) # end

switch (config) #

EWINY.S =l )

KIZ, backup-cfg EWHABIDOAR TV a—F Va Tk, BAFFIIRFIEITTIL I ATV a—

V7356l aRm %7,

switch# configure terminal

switch (config) # scheduler schedule name daily
config-schedule) # job name backup-cfg
config-schedule) # time daily 1:00
config-schedule) # end

config) #

switch
switch
switch
switch

0ad R Va—ILDOXRTR

I, VaTd AT a—NaRrT L08R LET,

switch# show scheduler schedule

Schedule Name : daily
User Name : admin
Schedule Type : Run every day at 1 Hrs 00 Mins
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Last Execution Time : Fri Jan 2 1:00:00 2009
Last Completion Time: Fri Jan 2 1:00:01 2009

Execution count : 2
Job Name Last Execution Status
back-cfg Success (0)

switch (confiqg) #

T3 DERTHRERDERR
KIC, 27 VeI ko THRITSNE R Y Va3 U 7 OMEERTT 5 BT LET,

switch# show scheduler logfile

AT a—

N

Job Name : back-cfg Job Status: Failed (1)
Schedule Name : daily User Name : admin
Completion time: Fri Jan 1 1:00:01 2009

————————————————————————————————— Job Output -------7--7"--"--""-""""————————————

“cli var name timestamp 2009-01-01-01.00.00"

‘copy running-config bootflash:/$ (HOSTNAME)-cfg.$ (timestamp) *

‘copy bootflash:/switch-cfg.2009-01-01-01.00.00 tftp://1.2.3.4/ vrf management
copy: cannot access file '/bootflash/switch-cfg.2009-01-01-01.00.00"

Job Name : back-cfg Job Status: Success (0
Schedule Name : daily User Name : admin
Completion time: Fri Jan 2 1:00:01 2009

————————————————————————————————— Job Output -------7-77"--"--""""""""—"—————————

“cli var name timestamp 2009-01-02-01.00.00"

‘copy running-config bootflash:/switch-cfg.2009-01-02-01.00.00"

‘copy bootflash:/switch-cfg.2009--01-02-01.00.00 tftp://1.2.3.4/ vrf management
Connection to Server Established.

[ ] 0.50KBTrying to connect to tftp server......
[#HHH## ] 24 .50KB

TFTP put operation was successful

switch#

A1 —5MEH#

ZOBRETY AN— FSNOFBOEREEZIILTE SNAEREIDH Y T A, £o, BFOERE
DY R— MIEFE SN THEE A,
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SNMP D% 7E

ZOET, WONETHELINLTWET,

« SNMP (284 % 1&#, on page 131

« SNMP Dy EFHE L OHIKIFHE (136 ~—)
« SNMP OF 7 /L bR iE, on page 137

« SNMP D% (137 ~—2)

« SNMP OF 4 —7 4k (151 ~X—Y)

« SNMP 5% & Dfife7d, on page 151

« ZDMDOBEER (152 ~—)

SNMP [ZB89 5 18#R

ity NU—7EM 7 has (SNMP) (&, SNMP v Rr—U ¥ L =—T = MEDOIEEH
AvtE—V T —~<y Nt 5, 7TV r—var A7 a FaLTd, SNMP T,
Xy NT—=ONOT A ZADF=LY 7 LERIERT HEET L — LT — 7 LGl SFEN
fftInE T,

SNMP #EEED I E

SNMP 7 L — AT — 7 %3 DO TR S L E T,
*SNMP~%—Y % : SNMPEEA L THxy N~ TNRAL ADT 7T 4 T 4 ZHIH L,
T=H Y TTDHUAT A

*SNMP=—V x> b TNAL ZADT —HEMFF L, RBEIZIEUTINGOT — X ZEH Y
AT BMZHRET S B SET AL ANDOY 7 v =T 2R —x> b, Cisco Nexus T
NARFTZ—V 2 PBXOMIBZHAR—MLET, SNMP=— x> hEA X—T /b
T 510, v~ F—Vxv o —V 2 FOBBREERTOILENDH Y £7°,

* MIB (Management Information Base; ‘& BE{F#H-~—2) : SNMP =— 7 = o h OEF R A
TV FOEED
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SNMPv3

SNMP OE |
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Note  (Cisco NX-OS &, £ —H x> F MIB® SNMP v h&#HR— K LEHA,

Cisco Nexus 7 /31 A%, SNMPvl, SNMPv2c., L USNMPv3 #HHR— kL £9, SNMPvl
BLOSNMPV2c 1T EBLHE, T3 asT 4 RX—RAERXDOEX2 T s 2FEHLET,

SNMP (&, RFC 3410 (http://tools.ietf.org/html/rfc3410) . RFC 3411 (http:/tools.ietf.org/html/
rfc3411) . RFC 3412 (http://tools.ietf.org/html/rfc3412) . RFC 3413 (http://tools.ietf.org/html/
rfc3413) . RFC 3414 (http:/tools.ietf.org/html/rfc3414) . RFC 3415 (http:/tools.ietf.org/html/
rfc3415) . RFC 3416 (http://tools.ietf.org/html/rfc3416) . RFC 3417 (http:/tools.ietf.org/html/
rfc3417) . RFC 3418 (http://tools.ietf.org/html/rfc3418) | 3 LN RFC 3584 (http:/tools.ietf.org/
html/rfc3584) TEFRSNTVET,

SNMP O EE/HERED 1 DlF. SNMP=—V =y MO SLBHEERTXAZLTT, ZhHD
WHATIE, BEREZSNMP~ 12—V ¥y LR ETHIXLETH Y FH A, BHAIL, AER2—PR
RE. THECEN, ORI, BEEL—Z L OEROUIN, ZFOMOEE R AN N ERRLE
ﬁ—o

CiscoNX-0OS 1%, FTI v 7FE-1FA v 7+ —2bE LTSNMPIEAAZ AR LEST, FT7 v 7,
TV ML ERA N L= T =TV TREINZ SNMP v 32—V ¥ ZEE S5, FE
H%@#%;mﬁf/ﬁ VTT, A7+ —5lE. SNMP =— = > kv SNMP v f—

WCIEEESNDHERMA v =TT, v~ X =V v ETZE LT & V) HERIGE DN NETY,
N7 TOEEMEITA 74— K VIKLS 2D 9, SNMPY 33—V ¥ T T v 7 &5 LT
HAERILE (ACK) ZEE LWL TT, 207, N7 v TIRZEINTNE I NE A
A v TFPHEcCEEFA, AV 74— LEREZ(ETHSNMP~ 3R —T ¥, SNMPIGE 7 1
farsF—% a2=v s (PDU) TAvE—YOZEEMHRISELET, CiscoNexus 7 /354 &
DISBEEZELRWEA, AV 74— 2B REZFHFORRETEET,

HEDOBRA N Ly — =@M EEETH L D CiscoNX-0S & ETEET,

SNMPv3iZ, %y hUV—Z7RBEDOT7 L —LDRIFFLEELEHAEDLEDLZ LIk o T, T2
A Z~DEFa2T T/ AEZEBRLET, SNMPVIRTRET I X2 F IR O LB
\/C:\‘a‘o

s A yb—UO5EeM XNy FRBEEFICHIA SN TN LA RFEL T,
EREE A B =DV —ABREFNE D nEHBILE T,

Eafl  FFATSN TV RN Y —RICE D HFE SRV K SIS, Ty FORNEDART T
TNEITVET,
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| snvpossE

SNMPVI, SNMPv2, SNMP3 D+ %2 15« EFLE&UEFaU T LA [l

SNMPV3 Cix, X2 U7 4 ET/NMEEF2 T 4 LLOM NI TET, =
VT4 BFT ML, 22— BLO2—RET 50— L a2RETLHRAFSFXNTT, Ex=2U T4
LL T, X270 ETANTHAESINSEXF 2T DL~V TT, EFX=2VUT 4
ETNEEX 2T 4 LAULOAEGDEIZE Y SNMP Xy MU ZEHA S X =
V74 AH= XN ED 9,

SNMPv1, SNMPv2, SNMP3 Dt X174 ETILELVEXF2)T1 LN

X2V T 4 LUK SNMP A v =V 2R ORETDIUERH L0 E 57 BEID

Ao —VHHIETEZNE I LET, EX2 VT 4 BT ANOESESE X2 T4
LYLid, RO ERBY T,

» noAuthNoPriv : FRFEE 72 ITRE b2 FEIT L 2WnEx 2 7 0 LU, 2O LU,
SNMPv3 TV AR —hENTHERA,

s authNoPriv : RBAEIXFEITT DM, B LT L2 0nEX 2T 4 Ll

s authPriv : 8AE EBEBALIM H 2 FIT T2 X =27 4 UL,

SNMPvl. SNMPv2c., BLUSNMPV3 D3 5Dt Xx 2V F 4 EFAEEATEXET, %2
V7 TNl Xa T4 LULOMAEHLEIZLD, SNMP X vt — OAF G5
ENHZEXF2VT 4 AD=ALNRED 3,

Table 18: SNMP =¥ ) T4 ETLELTEF2 ) T4 LRI

ETIL LR EH ES1t LEES
vl noAuthNoPriv II 2= 4 A |72L a3 2= 4 A
NN N T OREE
fE L CRRREL %
j—o
v2¢ noAuthNoPriv II2=54 A |72L a3l a2=T 4 A
NV N T OREE
AL CRAEL £
7
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ETIL LAIL EH St LS

v3 authNoPriv HMAC-MDS5, Fekths Hash-Based
HMAC-SHA. Message

713 SHA-256 Authentication
Code (HMAC)

Ayt— FA
AR5

(MD5) 7=V
ANLFEZIT
HMAC Secure
Hash Algorithm

(SHA) 7=V
NI - S ANE]
AELET,

v3 authPriv HMAC-MDS5, DES HMAC-MD5 7 /v
HMAC-SHA, = Y A AFIE
721X SHA-256 HMAC-SHA 7 /L
Y R ATFESN
TRIELET,
T — K W LR

(DES) @ 56
vy Mgk, B
KOWsE7m v
4l (CBC) DES

(DES-56) f=
DWW TRREL
7

A—HYR—=—XDtEFXa)T4 ETI

SNMPv3 22— HF—_—Z2 vXx =2 U F 1 EF/L (USM) IZSNMP A v E—I L~ &Fa
T4 EBRL, ROV—ERERMELF 3,

e Ayt —UDEEMN A v —UNARERTIETERERIIREINT, T—F —F v
ANEERSEIVELIHAZBELZ TCEEIN T RN EARIELE T,

A=V ORETORIE : T—HEZE LT a—Y =R L2 ID ORETEMRL
i‘g—o

e A=V OMEN  ERAERARTITTHBE I L, FLIEARERA—Y, 2T 4T 1,
FEE TR RSN EERIELE T,

SNMPv3 (%, X EHAL—FIZLL2EHENEOAHLZF R L, SNMP A vt —T %S L E
j—O

Cisco NX-0OSiZ, KD 2 > SNMPv3 ZHiE 71 h 2 /L2 H L E5,
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* HMAC-MD5-96 F83E 7" 1 |k =)v
° HMAC-SHA-96 Y niE7 = }‘ )L

hd SHA-256 Y niE7 = }‘ )b

Cisco NX-0S U U —2 9.3(7) LAK TlE. SNMPv3 (C HMAC-SHA-256 F83E7 12 h = /LMl il X
ET,

\)

Note SHA-256 SNMP L —H 7N A A v F TRESNTWHEE, ISSD T ingtall all =~ > RZ&f 4
ZD\—&%*&A%Lijﬂo %9 Lf:ﬁl/\&\ Fl ﬂiﬁ)%bhij‘o

CiscoNX-0OS X, SNMPv3 A v b—CHE B b7 Z A " — 7 m hasrd1-5& LT, Advanced
Encryption Standard (AES) Zff/H] L. RFC 3826 [Z¥ELL 7,

privzd>'> a2 T, SNMP ¥ = U7 5 b5 E LT, DES £7/1% 128 '~ k AES F5 %
fbE@IRTEET, privd 7 var bt aes128 h—7 20T E. 2T T A4 R0 — 3R
U—RE128 By MO AES F—F S LN T D7D D/RAT — RIZ72 0 £9, AES priv /3 A
U—FRiE, 8XFULOESICTEES, X2 T7L—X%2 27 V7 TX A NTHRETLHE. &
K64 LTFTHEBECTEET, B—HTA AR FT—2EHTHAT. &K 130 LF%2E ﬁzr%
£,

)

Note  4L{oD AAA H— N—Z ] L T SNMPv3 Zff 5 B4, M AAA —_R—Da—HF —FHET
FIA N — T a f A AES ZIEETAHAMLENH Y F17,

CLI £ & U SNMP 21— D [E A

SNMPv3 = —H 4 #X, Access Authentication and Accounting (AAA) H—/N L~ULTHEFLT
F9, ZophREFR D —FEHIZL Y, Cisco NX-OSO SNMP =— = > kMt AAA ¥—
NO2—HRFEY— R ZFHTEET, 2 —VPRIADPHIES LD &, SNMPPDU DAL i
ITLET, AAA T —NFa—F Z L —T L ORMCbEH SVET, SNMP X7 Vv—T7 4%
FRLT, A v FTr—IMIBEHATEDLT 78 A R —Fzidu—nL K —%i#EH
LET,

a—H T —TF m—i, ISR T— ROBRENLHEIND L. SNMP & AAA Dl 5D
T—=H_R—=2ZARFEE L ENE T,

Cisco NX-OS I, KD X 9 lica—W—FZEZ R L E7,

s snmp-server user 2~ 2 R CIE &7z auth /X2 7 L— XL, CLI 2—H —D/R AT — R
2720 £97,

s username 2~ > R CHE SN/ XA T — KX, SNMP =—%#—® auth 3 X N priv /XA 7
— RV ET,
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B /r—Fx—=zoswmp 7otz

*« SNMP 721X CLI 2 H L Cx—V 2B F 72 I1ZHIBR T 5 &, SNMP & CLI Djfij 5 T —
POMERRE T ITHIBR SN E T,

o 2 —H Lo — /LOXILEROET L, SNMP & CLI TRk FE T,
o— /L E (CLI 25 OHIBRE 21T E) 1%, SNMP & RISEE I ET,

\)

Note X277 L —XFE/ 3RV —FE2u—hT74 XA LT-F—BLOESHRTHERE LI-5E. Cisco
NX-0S (Fa2—%—fF# (SAU—F, A—1iy) ZRHSEETA,

JIN—TR—XDOSNMP 7 £ R
A\

Note /')l — 7|32 R AR T & TV D HEHER 72 SNMP FFE72 D T, SNMPIZBI9 578 Ti
la—)v)] Tige (Ar—7) ZERLET,

SNMP 7 7 & ZHelZ, 7 —7RNCHRR SN ET, 9%PW®%?N— X, CLI #fH7 5%
Ao — P TnWET, KT NA—T1E3 oD T 7' AHEIZ FINET, DFED, W
BT IR, EXALRT 7 EA, i@i()\ﬁ’ﬁl?ﬁtxfﬁ“o %h%“h@?&txfz\ &7
N—TTAF—=TNERIT 4 =T VICRETE E7,

=YL PER SN, 2=V O — A RNEFHEIZL> TRESIN, 2—¥RZ0a—/LIZEN
ENTWhIE, FOa—FEo—Vcr FNEOBERZBTEET,

SNMP O FEEFEH L UHINEE

« SNMP SET Zf#i i L THEpk Sz 2~ RiZ, SNMP SET DA% L CTHIBR 9 2 MBI
HVET, av LRI A F—Tx A2 (CLI) F7IENX-API 2 L THERR S 1
7ma< R, CLI 721X NX-API O ZHEH L THIBRT 52 MLERH D 97,

* CiscoNX-0OS (%, 4 —% R NMIB~DOFHARYVERAT 7t 2%V HR—FLET, FR—
&35 MIB OFEIZOWTIEL, D URL &R L TLEEW,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus3000/Nexus3000MIBSupportList.html
¢ Cisco NX-0S X, SNMPv3 noAuthNoPriv ¥ = U 7 4 LLZ PR — K L TWEFA,

« Cisco Nexus 3548 A1 » F 1%, snmpwalk ZE:RIZ%F L THK 10000 D7 T v = 77 A v
EYHAR— RN LET,

« SNMPSET Zf [l L THEK &7z 2~ KiZ, SNMP SET O & ZfEH L CHIBRT 5 MLEEN
HVET, avr N IA A X —TxAA (CLI) £IENX-API 2 L TR S
7-a< RN, CLIE7-1E NX-API DL 2 H L THIRTALERH Y 9,
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SNMP 07 7+ JL M E&E .

* CiscoNX-08 U U—210.5 (2) L%, =—H —Ii%, AES-256 % SNMPV3 D7 7 A /N —
o hadt LTHERTE T,

cLIHTDO Y U —R X 77 L— RT5HNT, B E{LAES-256 & 3 2 BEfF D 2 —
W —% AES-128 [ZF#E T 2 2>, BE ek AES-256 T2 2 —VF—%HIER L £
ﬁ‘o

o ZOMERRIZ, TRTONIK 7T h 74— AL THER—FENTWNET,

SNMP O 7 A4 )L FERTE

Table 19: 7 2 # )L D SNMP /X5 A —%3

INTA—4H FTIAILE

S A &A@ A FX—T I

linkUp/Down i %1 & - " | ietf-extended

SNMP D%

SNMP L.—H —D# Rk
A

Note  (Cisco NX-OS T SNMP o —H— % Hpk 4 5 7- DI+ 5 2~ RiL, Cisco I0S T —H—
ERERT DDA EIND O LT8Ry 9,

SUMMARY STEPS

1. configureterminal
2. snmp-server user name[auth {md5 | sha| sha-256} passphrase[auto] [priv [aes-256] passphrase]
[enginel D id] [localizedkey] [localizedV 2key]]

3. (Optional) switch# show snmp user
4. (Optional) copy running-config startup-config
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DETAILED STEPS

Procedure

SNMP OE |

Command or Action

Purpose

R w 71 |configureterminal ra—n)ary7 4 Xal—ary T— NG
Example: LET,
switch# configure terminal
switch (config) #
AT w7 2| snmp-server user name [auth {md5 | sha| sha-256} | FRIES L OV T A /2= RT X=X D% SNMP
passphrage[auto] [priv [ae&256] passphrase] [enginelD | o —4p— %k L E4. 27 L— X213 K 64
id] localizedkey] [localizedV 2key]] TCFEOBHFEERTEET, KT LN TFRK
Example: BlEivEd, localizedkey ¥—7— R4 54
switch (config)# snmp-server user Admin auth sha Blx. RNAT L —XZRILF L /PN FEE X L3
=bed1234 priv abcdefgh BT A 130 LT E THTE £
localizedV2key ¥ —Z I+ 2546, "2 7L —X
IERSCF &/ CF R AL, BRI 0x/0X ZfF T3
IR 130 LFOFHFLFINCT HZ ENTEE
T, ZHUIK S SN TeT =2 Th, AT TA
THERTE W=, [showrunn] 75
localizedV2key #IXEET 25 Z L N EICHERE S L E T,
enginelD DXL, 2Kz v > TRYJ->7= 10 #
BT,
Note
« JU—2x10.1 (1) LK%, AES-128 (% SNMPv3
DFTHN DT TA N —T 1 a3/ TT,
* CiscoNX-OS U U—=2105 (2) LIRg, =—H—
X, AES-256 % SNMPv3 D7 J A /X — 71
hanvk L THERTEET,
AT w 7 3 | (Optional) switch# show snmp user 1 NF 7138 ED SNMP = — W — 2B+ A B % 3+
Example: RLET,
switch (config)# show snmp user
R T w 7 4 | (Optional) copy running-config startup-config U7 — R BIORY AZ— MNFICEfTa T 0¥ 2

Example:

switch (config)# copy running-config startup-config

L—varvaBAX—R Ty a7 4FX¥alb—3
VZar— LT, BEEMEHIRTLET,
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snmp » v £ —ESitoEm i

Example

KIZ, SNMP 2 — W —Z KT 502~ LE7,

switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh

SNMP »* v+ —CRES{LDEHA

FEERICEEREE 72 IR BAL S EE L 72 5 K 9 SNMP AR ETE £, 774/ hTIL, SNMP
T—Vx r MEERRER L OB L2 1TH W TH SNMPYV3 A v =T %2 Hir &3, 794
N —ZEAT 546, Cisco NX-OS iE., noAuthNoPriv % 7213 authNoPriv DWW o
Fa2UT 4 LrULRT A—F BT 59 TO SNMPv3 PDU ER|Zx LT, =T —T
ISELET,

SNMP % vt —V DB FAL & E D2 —F —Till T 212id, Fe—r a7 ¥z 1b—
TaryE— RO~y REFEHLEST,

av vk B#Y
switch(config)# snmp-server user name ZD—PF =Tk LT SNMP £ vt — K51k
enforcePriv A LET,

SNMP * v &=V DR B b T _XTCO2—WF— (2T HI121F, Zue—ar7 4 Xal—
varvE—RTROa~ REFEHLET,

avok B8
switch(config)# snmp-server T RTCO2—H—(Z% L TSNMP A v E&— K5
globalEnforcePriv fbaEA L £,

SNMPv3 1 —HIZx 9 2EHOO—ILDOE|Y HT

SNMP 2—H—Z{ERR L7 T, ZOa2—V—ZE8Eou— L a2ED Y THZ ENRTEET,

N

Note

oL —P =z — L a2E Y Y THZ LN TE DDIL, network-admin 7 — V@ T 52— —
72T,
avw ok B#Y

switch(config)# snmp-server user name ZODOSNMP =2 — ¥ — LR EINT-Z2—HF— m—)L
group TV —hFLET,
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SNMP O a2=—5 1 D1ERL

SNMPv1l £7-1% SNMPv2¢c ® SNMP =1 X =2 =5 ¢ Z#/ERi CTX £,

SNMP D&%

avyU kR

=)

switch(config)# snmp-server community name group
{ro| rwj}

SNMP 222 2=7 4 AU 7 aAEk LE

‘j—O

SNMP ZXKD 74 )LRY) T

TR :‘/M:z»—/l/ U2k (ACL) #23I=2=F11C

B YHCTT, EHIE SNMP ER(Z

WA EHEATEET, Bl BT ACLICL Y ERFEER Ay MOFFAEND5E. SNMP 6i
%@Ek%kﬁbiﬁoMl;i@%*ﬁﬁééhé%é\mmmu%m%ﬁ%%ﬁbf\v

AT A Aye—VEEGFLET,
ACL IZIRD /T A —2 TIER L £,
c EEILIPT KL
«SESEIP T KL A
e EfETEAR— K
« 505 — b
-7

o k=L (UDP %7213 TCP)

ACL I%. UDP B XX TCP %ﬁﬂ“é IPv4 35 X OV IPv6 Dl 7

5. ACL%Z SNMP 23 = =5 4 IZEIV Y TET,

Je

WA S ET, ACL Z1ER LT

Ev b ACL OERROZEMIC OV T, EH LTV % CiscoNexus U —X V7 h 7 =7 d NX-0S &

X2 UF 4 a7 4FXal—ar A REZRLTLIEE N,

IPv4 E£ 721X IPv6 % SNMPv3 =2 2 = =T ¢ [ZE| VY 24 TT SNMP BRD 7 ¢ )L Z WL Z4T 5|12
I, 7= UUKE — R TROa~ > REFATLET,

avy kR

E:)

switch(config)# snmp-server community name
[use-ipvdacl ipvdacl-name] [use-ipv6acl
ipv6acl-name]

switch(config)# snmp-server community public
use-ipvédacl myacl

2= 412

IPv4 ACL F 7213 IPv6 ACL % SNMPv3 =

Y YT TCSNMPERD 7 ¢

IV AR ATV E T,
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SNMP &51L > —/\DEXRTE
T OBRA R L —_— 2% LT SNMP il HI 2R3 2 K 9 Cisco NX-OSZRETE E9,

Jua—s a7 4Xal—varEF—RFCTSNMPVl 7 v 7DHRA N Ly —R"EHETE
ij‘o

avw >R EL:q]

switch(config)# snmp-server host SNMPvl F T w7 DHRA M L —NERELET,
ip-addresstraps version 1. community |ip address |3 IPv4 % 721 IPv6 7 K L A 2 T& £,
[ udp_port number] 23 =7 1, K 255 CFOFRFTIRETE ¥
9, UDP AR— hEEOHIFHIX 0 ~ 65535 T,

Ja— ) ary7 4 FXFal—yg T —RTSNMPV2e N T v 7 F72F3A 0 7+ —LDKRA b
LY RNERETEET,

avw kR B#

switch(config)# snmp-server host SNMPv2¢c T v FE72IFA T 4 —LDHEA K Li—

ip-address {traps|informs} version 2c| <z 25z L & -, ip-address /X IPv4 £721X 1IPv6 7 F L

community [ udp_port number] AEBHATEET, 3 2= 1%, k255 CEOK
B CTHECTEET, UDP A— MESOHPHIL0 ~
65535 T,

Ja—) a7 4 Xal—a3 F—RFRTSNMPV3 F T o 7FEHITA T —LDKRA K
V= REBRETEET,

av YR B8

switch(config)# snmp-server host SNMPV2¢c b7 v 7 E7213A 7+ —LDHEA b Li—

ip-address {traps| informs} verson3 | <z %4, ip-addressid IPv4 £ 7213 1Pv6 7 K L

{auth | noauth | priv} username [ AR TXFEF, a—F—4 T, Bk 255 TFEOK

dp_port nurber] HOFCHRIETE £, UDP e R EH ORI 0 ~
65535 T,

)

Note SNMP ~ % — ¥ (X, SNMPv3 A vt — V&G LK Sk % 72 %, Cisco Nexus 7 /31 A
@ SNMP enginelD (Z#:5< 22—+ — 7 LF 2 v /L (authKey/PrivKey) %78k L T\ it
X720 E£8 A,

KIZ, SNMPvl NI v 7OFRA N LI —RERETHHE R LET,

switch (config) # snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ 7 —ALDHKA S LI —RNERETHHZRLET,

switch (config)# snmp-server host 192.0.2.1 informs version 2c public

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .



B v zEmT 2 sameEsIL L — ST

VRF % &9 5 SNMP @%1L > —/\D

FIEDOHE

F IR D FH

FIE

wIZ,

switch (config)# snmp-server host 192.0.

SNMP OE |

SNMPV3 A > 7 4 —LDHRARN LI —NEHRETAHEZRLET,

2.1 informs version 3 auth NMS

=L ==

axX A&

BRE EH7Z VRF AR A N L — N % K 912 Cisco NX-08 A% E T& £7, SNMP i&#
AL — D VRF BZA[fBER LN o v Z Vo 7 7y a v aRETHE, SNMP IZL -5
T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (2= kU 2B &L E T,

)

G¥)
HYET,

VRF B REMFE T T AN EZ Y T A7 a v BARETAHENC, AA NERTET HMLEN

1. switch# configureterminal

2. switch# snmp-server host ip-address use-vrf vrf_name [ udp_port number]

3. (E®

switch(config)# copy running-config startup-config

ARV RFERETIVa Y

E]:)

&

switch# configure terminal

sua—N)L ary 74X alb— gy B— REBk
L\i—g’qo

ATvT2

switch# snmp-server host ip-addressuse-vrf vrf_name [
udp_port number]

BEDVRFZHEHLTAR N LYy —RLHEETS
KIICSNMP #3%ELET, IP T RL AL, IPv4
FIXIPV6 7 RU A TE £, VRFAIZIT
RK255 DEETHEEHN CE LT, UDPA— &=
DOFPHIT 0~ 65535 T3, Zoa~vr Nick-T,
CISCO-SNMP-TARGET-EXT-MB

ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,

ATvT3

(f£E) switch(config)# copy running-config
startup-config

V77— bhBLIQN) A — R NFIZEfTar 7 X2
L—YarvaBAF— Ty ary74¥al—g
Zave—1L 7T, EEAEMGEANARTLET,

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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VRF[ZE D SNMPEXID T 1 LB Y 2 .

il

Wiz, IP 7 KL A 192.0.2.1 @ SNMP $—/3— KA h % [Blue] &9 £HRiD VRF %
AT EIICRET HHERLET,

switch# configuration terminal
switch(config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

VRF[ZE 3 < SNMPSEEID T 1 LR Y VY

WEINIEAE LTZ VRE ITHSW T, CiscoNX-OSEHEZ 7 4NV 2 ) 75K IICRETEFE

j—o
FIEDHE
1. switch# configureterminal
2. switch(config)# snmp-server host ip-addressfilter-vrf vrf_name [ udp_port number]
3. (f£E&) switch(config)# copy running-config startup-config
FIED F%HH
FIE
ARV KRFERETI a3 Y B#J
2w 71 | switch# configure terminal JFa—s v ary7 4 X o b—ay E®— Naedh

LET,

R v 7 2 | switch(config)# snmp-server host ip-addressfilter-vrf |2 @E X 417= VRF (23S0 T, @HIFA A F LI —N
vrf_name [ udp_port number] ~OEHE T A NF )T LET, IPT RLRIL,
IPv4 £7213IPv6 7 L A& T& %4, VRF4
(13K 255 DB FAHEH TE £9, UDPAR— |k
F B OFIPHIL 0 ~ 65535 TT,

Zoawy Nk T,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,

ATv 73| ({£E) switch(configy# copy running-config V7= BLOY AZ— MEIZETa T 4 Fa
startup-config L=y a RS — R Ty T ar7 4 Xal—g
SNZaE— LT, BEZMKBRICHRAF L ET,

51
WIZ, VRFIZESWT SNMP EEHD T fNVE ) v TR ETHHEZRLET,
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switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config) # copy running-config startup-config

ANV R THOEADTI=6D SNMP D E
KDOHEDEFHAL T, £ X R 727 EAMHIZSNMP #RETX £,

c AT HRALDRVSNMP V2 O] : AT FAMNIvy BT ENTEAI 2T 4 &
EHTEET, ZOHA. SNMPZ 747 2 MIa vy T $ R MZOWCR#T 24813 H
nEtEA,

c AT XRALDHD SNMPV2 DM : SNMP 7 54 7 > MEaa=F 4, =& Z2Ii3,
<community>@<context> ZfFE L T, AT F A M ZIFETLHLLENDH Y £7°,

eSNMPV3 D : 2T HF A MEETEET,

FIEDHE
1. switch# configuration terminal
2. switch(config)# snmp-server context context-name vrf vrf-name
3. switch(config)# snmp-server community community-name group group-name
4. switch(config)# snmp-server mib community-map community-name context context-name
FIED
FIE
ARV KRFERETI a3 Y B
R w 71 | switch# configuration terminal Ja—X) a7 4 Xl — gy F— NaBts
L/i TO
R T 72 | switch(config)# snmp-server context context-namevrf |5 VRF £7-137 7 4 /L h VRF {Z SNMP =27 %
vri-name A REw Yy ELY T LET, AKX AVRFIZHHF— b
SNFEE A, HHNTITRK 32 DI FEEH T
£7.
Gx)

77 4V h i, SNMP [ZEH VRF ZfiH LT k
Tyl EEELET, BE VRF A LeWGEE
X, Zoa~vr REFEHL T4 VRF ZFET
DULENRHY FT,

A7 7 3 | switch(config)# snmp-server community SNMPv2c 22 2=F f LSNMP 2 T F A M~ v
community-name group group-name Py L. A acT A NET DI —T AL
F9, ARNCITHRK 32 OFHFEFHTE £1,
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ARV RFEERET I3y B #
R 7y 7 4 | switch(config)# snmp-server mib community-map | SNMPv2c = X = =7 4 Z SNMP 2> 7 ¥ A MMI< v
community-name context context-name B LET, LRI EK 32 OB T A F T
ETETS
il

KD SNMPv2 Ofilix, =27 F A MZ snmpdefault WO ARTOAI 2 =T 4 &2~ v
V7R R L TVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config)# snmp-server community snmpdefault group network-admin
switch (config) # snmp-server mib community-map snmpdefault context def
switch (config) #

& SNMPV2 DL, ~ v B 7 ENTWRWNWI I 227 ¢ comm ZfRE L., A /3
VRTIREARTDHFEERLTOVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server context def vrf default

switch (config) # snmp-server community comm group network-admin
switch (config) #

K@D SNMPv3 O, v3 2 —F—&Z LA T — REHHAT 2 H5EE2 R L TWET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config) #

SNMP BEID A = — T )L1k

WHEA X —TNFEIIT A B—T M TEFET, BHMAEZIEE L2V &, Cisco NX-OSiLi#
METRCTA F—T M LET,

\}

Note  snmp-server enabletrapsCLI =t~ > R&fiH$ 25 &, BEEHMAA b L — 2L - T,

T T T F— DM A RX—T VI TEET,

N

WRDFIZ, Cisco NX-OSMIB D% A X—T7 W T5H CLI 2~ RERLET,

Table 20: SNMP &1 A = — J LAk

MiB EEavo R
4T OREN snmp-server enabletraps
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MIB MEav> R

BRIDGE-MIB snmp-server enabletraps bridge newroot

snmp-server enabletraps bridge topologychange

CISCO-AAA-SERVER-MIB snmp-server enabletraps aaa

ENITY-MIB, snmp-server enabletraps entity

CISCO-ENTITY-FRU-CONTROL-MIB, | snmp-server enable traps entity fru
CISCO-ENTITY-SENSOR-MIB

CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

IF-MIB

snmp-server enabletrapslink

CISCO-PSM-MIB

snmp-server enabletraps port-security

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enabletraps snmp authentication

CISCO-FCC-MIB

snmp-server enabletrapsfcc

CISCO-DM-MIB

snmp-server enabletrapsfcdomain

CISCO-NS-MIB

snmp-server enabletrapsfcns

CISCO-FCS-MIB

snmp-server enable traps fcs discovery-complete

snmp-server enabletrapsfcsrequest-re ect

CISCO-FDMI-MIB

snmp-server enabletrapsfdmi

CISCO-FSPF-MIB

snmp-server enabletraps fspf

CISCO-PSM-MIB

snmp-server enabletraps port-security

CISCO-RSCN-MIB

snmp-server enabletrapsrscn
snmp-server enabletrapsrscn els

snmp-server enabletrapsrscnils

CISCO-ZS-MIB

snmp-server enabletraps zone

snmp-server enabletraps zone
default-zone-behavior-change

snmp-server enabletrapszone enhanced-zone-db-change
snmp-server enabletraps zone merge-failure
snmp-server enable traps zone mer ge-success
snmp-server enabletraps zone request-re ect

snmp-server enable traps zone unsupp-mem
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cemCLIRunningConfigChanged 1 1%
&, MIBA 7Y =2 h&aHAR—Fk
LTCWEHA,

MiB EEav oK
CISCO-CONFIG-MAN-MIB snmp-server enabletraps config
Note

\)

Note 5 (> xi@HL, 77 4/L bk TlEA F—

TN,

Jua—) a7 4¥al—gy B— RCTHREDEME A F—T VT HI2iE, IROVEE

EITVET,

avy kR

=)

switch(config)# snmp-server enabletraps

4 _TOD SNMP B E A F—7 WM LET,

switch(config)# snmp-server enabletraps aaa
[server-state-change]

AAA SNMP &% A X —T7 W LET,

switch(config)# snmp-server enabletraps entity
[fru]

ENTITY-MIB SNMP @ %1% A R —T7 I LE
—§—O

switch(config)# snmp-server enabletrapslicense

FA B ASNMPEHZ A R—T MZ LET,

switch(config)# snmp-server enabletraps
port-security

“— k¥ 2V T 1 SNMPIEHZ A R—T )L
;Liﬂ—o

switch(config)# snmp-server enabletraps snmp
[authentication]

SNMP =— = Ml Z A X—T /I L E
7,

) Y DBEFMDEXTE

TN ZHKE LT, A F—T M F % linkUp/linkDown i1 Z 3% E CE 9, ROXA T D

linkUp/linkDown %1% A X — 7 /LIZTE X7,

s cieLinkDown : ¥ A 2§k > 7 A7 — |k

Ao EEEA X —T7 M LET,

ecieLinkUp : Y ALk 7 A7 — K 7 v Tl E A x—7T M LET,

s cisco-xcvr-mon-status-chg : ¥ A2 f V' H —T 2 A A RN TV —NE=H— AT —H A

iR EA R —T VI LET,

« delayed-link-state-change : 4L Y > 7 AT — NEEEZ A F—T7 M LET,

« extended-linkUp : IETF L3R Y v 7 AT — K 7 v Tl E A x—7 M LET,
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SNMP OE |
B sz 1zxcovrEnos -0t

s extended-linkDown : IETE#LIEY v/ A5 — ks X U@z A % —7 M LET,
s linkDown : IETF V> A7 — K XU i@MEA 2 —T MILET,

«linkUp : IETF V > 7 A7 — K 7w 7WlHE A X —7 VI LET,

FIRDEE

1. configureterminal
2. snmp-server enabletrapslink [cieLinkDown | cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp | extended-linkDown | linkDown | linkUp]

F IR D

FIE

ARV EFERERTI V3 Y B8

X w 71 | configureterminal Jau—)L a7 4 Xal—ay T— &G
1 LET.

switch# configure terminal
switch (config) #

25w 7 2 | snmp-server enabletraps|link [cieLinkDown | U > s SNMP @ 51% A F—7 2 LET,
cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp |
extended-linkDown | linkDown | linkUp]

1

switch (config)# snmp-server enable traps link
cieLinkDown

AR —DTTARTHD) VBB HMDT 4« —TILL

BRI DA > 2 —7 = A AT linkUp 3 X O linkDown il@HI %27 4 £—7 /M T&E 7, Zhizk
D, 799 T AL =T a2 AR (T 7T eXU U BOBITEHRYVELTNDAS V¥ —T =
AR) T EMERIRCE ET,

FIRDEE

1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config -if)# no snmp trap link-status

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| snvpossE

F IR D

FIE

TCP T SNMP (2349 27 >4 4 LRFED 1 +—T it [

ARV RFERFTIaY

B8

Z 5w 71 | switch# configure terminal JTa—)L a7 4 X2 lb—3ay e— REELG
L%,

AT 7 2 | switch(config)# inter face type slot/port BEITHA L H—T oA ABBRELET,

AT 7 3 |switch(config -if)j# nosnmp trap link-status A H =T 2 ADSNMP J 7 A7 —hK hT v

TET =TI LET, O T 740
N CAR—TICENTWET,

TCP T SNMP IZxf9 5T 23 A LERFED A R~ —

TCP v 3 > LT SNMP |

7L

ﬂﬁ“’ég/5’4' AnhuiEfZ/rZ\“—7/l/ "C%ij_o

avyU kR

E:g)

switch(config)# snmp-server
tep-session [auth]

TCPt v 3> FTSNMP |
F—T NI LFET, ZOBEREITZT 7 4+ N TH
SHhTWET,

IR DU A LFREEER A

1=

ZEXIE

SNMP R 1 v FDEMRKEE L VEFTDIREHRDEIY 1T

ALy FOBAEEER (AX—ZRE2FDT, HKR2LTFET) BLOARAS v TFOLFTEEID

BTHZENTEET,

(Optional) switch# copy running-config startup-config

SUMMARY STEPS
1. switch# configuration terminal
2. switch(config)# snmp-server contact name
3. switch(config)# snmp-server location name
4. (Optional) switch# show snmp
5.

DETAILED STEPS

Procedure

Command or Action

Purpose

R 71 | switch# configuration terminal

Ta—N\)L ary 74X al—ay T— Netg
l_/i‘j_o
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. AVFHERMERYRT—I IVTFATARDIVEVTHRE

SNMP OE |

Command or Action

Purpose

ATvT2

switch(config)# snmp-server contact name

sysContact (SNMP 25 4,) Z#E L T,

ATvT3

switch(config)# snmp-server location name

sysLocation (SNMP 11/ —3 3 ) Z&RELET,

ATvT4

(Optional) switch# show snmp

| DELITEH DT e 7 7 A VICEAT 2B HRE
ForRLET,

ATy Th

(Optional) switch# copy running-config startup-config

ZOREEL 2R LET,

OAVTXFRMERY N I— D T OT4TABDRVYEVTHRTE

Ja hanv A AL A, VREREDREXY NIV —7 =T 4T 41Xk 2% SNMP =27

FANDY U T ERETEET,

switch(config)# snmp-server context context-name [ instance instance-name] [ vrf vrf-name] [

3. switch(config)# snmp-server mib community-map community-name context context-name
4. (Optional) switch(config)# no snmp-server context context-name [ instance instance-name] [ vrf

SUMMARY STEPS
1. switch# configuration terminal
topology topology-name]
vrf-name] [ topology topology-name]
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

switch# configuration terminal

yrua—N)L ary 74X alb— gy B— REB
L\i—g_qo

ATvT2

switch(config)# snmp-server context context-name [
instance instance-name] [ vrf vrf-name] [ topology
topol ogy-name]

SNMP 227 FA &0 ba)L f VAKX A,
VRF, i bR i~y B 7 LET, A4HIC
IR 32 DT EFEHTEET,

ATvT3

switch(config)# snmp-server mib community-map
community-name context context-name

SNMPv2c 21X =2 =7 4 Z SNMP 27 F A hMI~v v
B LET, ARNTITHEK 32 OREFE2HEHT
%iﬁ—o

ATvT4

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.

(Optional) switch(config)# no snmp-server context
context-name [ instance instance-name] [ vrf vrf-name] [
topology topology-name]

SNMP 27 FARETa bal AKX A,
VRF, 7213 hARa o~y B 7 E2dllRLET,
ARNTITRKR 32 OFBFEEHTEET,

Note

1) 1) —Z 10.5(x)



| snvpossE
snvp o7 1 —F it [

Command or Action Purpose

ALTHRAL BT EHIRTHHIT, AV
AB A VRE, £IE MR Y E AT LT
723\, ingance, vrf, F7-idtopology ¥—7 — K
EERTLHE, a2 TXAREEREARANY VR
Dy B TRREINET,

SNMP DT 1« £—7J L1k

FIEDHE
1. configureterminal
2. switch(config) # no snmp-server protocol enable
FIED
FIE
ARV KRFERRETY VY B
AT w 71 | configureterminal Jua—r )L ary 7 4 ¥al— gy E— REElh
15'] : L/iﬁ—o

switch# configure terminal
switch (config) #

R T w 7 2 | switch(config) # no snmp-server protocol enable SNMP #5 42— Mz LET,
Bl SNMP |%, 77 4/ b TT 4 E—T /Mo TV E
no snmp-server protocol enable Tfo

SNMP &% T D2

SNMP ZEBWMAFTRT AT, ROEEEITHET,

avU R Br

show snmp SNMP A7 —H& 2% KR LET,

show snmp community [SNMP =X =2=F 4 A N V752 ERLET,

show snmp enginelD | SNMP enginelD % 37 L £,

show snmp group SNMP v — /L& KR LET,

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .




B otos=as

SNMP OE |

avy kR

E:)

show snmp sessions

SNMP v g 2R R LET,

show snmp trap

A FZ—TNFEFITT 4 E—T7 L THSSNMP BN E TR LET,

show snmp user

SNMPV3 2—H & F R L E7,

T DDSE &R

MB®D') >y

SNMP |[Z8:# 9% MIB

PR—FENTWD MIB EZHREBEBLIOF T a—|
KO URLIZT Z7EBALTL X,

https://cisco.github.io/cisco-mibs/supportlists/nexus3548;
Nexus3548MIBSupportList.html
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i

RMON &% %E

ZOET, WONETHELINLTWET,

* RMON 22V T, on page 153

« RMON O ERFOIEEFIHE LOHIKIFE (155 ~—)
* RMON O&E (155 ~—)

« RMON 7% & D e, on page 157

« 77 %L k@ RMON % &, on page 157

RMON (2D T

RMON X, &EFEDOFR Yy NV —2 ==V = FBEXRay Y=L VAT ANRRy NT—7 E=
BT T—HERHTE D LT B2, Internet Engineering Task Force (IETF) fZ#E
F=HX U 7R TT, Cisco NX-OS (X, CiscoNexus 7 /3 AxE=H ) L TF 572800
RMON 7 7 —A, AV, BLOr T E2HHR—FLET,

RMON 7 7 — A%, faE S HI., FFEOEBFR~—Z (MIB) A7V =7 haE=4F
YL, FRESNELEWVETTY 7—2%284E 8, JOLEVWMETT 7—2%2 )ty hLE
9, 7 7—2L L RMON A X2 hEHMAGDETHEAL, RMON 77 —ANRAELEXiICH
7 b E721E SNMP @& AR T& £,

CiscoNexus 7 /3 ATIZRMON (ZT 7 4V h CTT 4 =T NMIZERTEEINTEY, A XU M E
P77 T —AEIRESNTOER A, RMONT 7 —AB LA X M EHRET HI2I1E, CLLE
721X SNMP AEffar >y hU— 0 BHAT—v a v E2ERALET,

RMON 7 5 — L

SNMP INTEGER % A Z ORIk AT OEBEOMIB AT V=7 MIT I— L ERETEXET, #5
EINTAT V7 M, EBEDO Ky MEEEFL (28 20, 1.3.6.1.2.1.2.2.1.17 1% ifOutOctets. 17
HRLET) OBED SNMPMIB A7 Y =27 K TRIFTNIERY £8 A,

T I LEERT GG, RONTA—FERELET,
cE=F YT FTHOMBAT Y= b

Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER AT A4 F. ) 1J—X 105(x) .



RMON % |
B svon o~

eV T LI  MIBA 7 Y27 hOY T AEEINEET D DI Cisco Nexus T /31 A
MEMT 5 REIE

eI BT MR T TIE, MIBA T V2 MEOBIEDAF v P ay M
FERALET, TAE L FUTEE L2000 FAERERL., b 0ELRFELE
@—O

o FFR L ZVUMH : CiscoNexus 7T/34 AN ERT 7 —L%& R AEIEDL, £RIETFRT 7—2A4
Uty hT5EEXOHE

s FBRL ZUME : CiscoNexus 7 /35 AN FRT 7 — L& RAEIRED, FEERT 7 —2A
Uy hT5EEXOMHE

e ARV N T T =5 (ERFELITTIR) ORAREIZ Cisco Nexus 7 /3 ANETTHT 7
vayv

\)

Note
j—o

hcalarms 7> a VEZHEA LT, 7T79—2%2 64 By FOEHOMIBA 7 V=7 MIRTELFE

TeZIE, 27— IO IMIBAT V2 MITNAVE XA T ERT 77— LR ETEET,
TT—NUUE TN OEEBZTSAE, SNMP A EEL, ERT 77— A0 |k
BRgk T AR M ERESHELZENTEET, ZOERTI—LNF, =27 — DT 2DT
NWHF U TIUNTIRLE VAL TRIS £ CHERELEEA,

\}

Note TFERL U MEIZIE, ERLEWELY H/NSREEEEL T ZSV,

RMON 4 ~> b+

BEDARX FESRMON 7 7 — LT VT — hZBFDHZ LN TEET, RMON IZRDA
Ry b AT HEYFR—FLET,

« SNMP %1 : Bl L7277 7 — L0354 L7 & Z1T, SNMP risingAlarm % 721 fallingAlarm
W ZRE LETS

e BB LT T —A0NRELEES. RMON 7/ 57— Uz ) 2Bl £,

T BIE LT T —AREA LS. SNMP @A %2 L. RMON 12 5 —7)L|Z
= MU EBMLET,

TR 7—2BLOERT 7 — LR R A X P EfRETEET,
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| RMON D3
RMON n e nrEEEs s UHnEE

RMON O ERDETEETEL L UHIFNEIE

RMON (Z1%, ROEEFEL LOHIBRFENDY £9,

* SNMPBAEIA XV b XA T E2MHATHI21E, SNMP2—HF B I OGEML —NEHET D
VBN H Y F4,

ML MIBA TV =2 MZ, RMON 7 7 —LDLEHRETEXET,

RMON D%

RMON 7 5 — LDE&E
EEDOFEED SNMPMIB 47 =2 MZRMON 7 7 —A%ZRETCE £,
WDONT A= EATETIRET 22 L b TEET,
s FIRBIOTRLEVWVENEEMZ B T-HEICBESE LA M ES
« T T —LDA—F—

SNMP = —HW 2GR E . SNMP@EMNA X —T N ThHDZ & ZMERLET,

Before you begin

SNMP = —H—MNRE I, SNMPEHNA X —T L THDHZ L MR LET,

SUMMARY STEPS

1. switch# configureterminal

2. switch(config)# rmon alarm index mib-object sample-interval {absolute | delta} rising-threshold
value [event-index] falling-threshold value [event-index] [ owner name]

3. switch(config)# rmon hcalarm index mib-object sample-interval {absolute | delta}
rising-threshold-high valuerising-threshold-low value [event-index] falling-threshold-high value
falling-threshold-low value [event-index] [ owner name] [ stor agetype type]

4. (Optional) switch# show rmon {alarms| hcalarms}

5. (Optional) switch# copy running-config startup-config

DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configureterminal ra—N) ary 7 4 Xal—ay T— NEHlG
L/ \i—a—O
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B rvon 1~ romE

RMON % |

Command or Action

Purpose

ATvT2

switch(config)# rmon alarm index mib-object
sample-interval {absolute|delta} rising-threshold value
[event-index] falling-threshold value [event-index] [
owner name]

RMON 7 7 — A ZER L E 9, EORMHEIT
2147483647 ~ 2147483647 T, A —F—LIHMEE
DI TFTANY 7T,

ATvT3

switch(config)# rmon hcalarm index mib-object
sample-interval {absolute| delta} rising-threshold-high
value rising-threshold-low value [event-index]
falling-threshold-high valuefalling-threshold-low value
[event-index] [ owner name] [ stor agetype type]

RMON BHFET 7 — 2% ER LE9, EOFMIT
22147483647 ~ 2147483647 T4, A —F—LIHMEE
DFETA RN 7 TT,

ANL—Y XA TOHEHRIT1~5TT,

ATvT4

(Optional) switch# show rmon {alarms| hcalarms}

RMON 7 7 — A F2I3@mBET 7 —LIHET D 1ER
FERRLET,

Z v 75 | (Optional) switch# copy running-config startup-config DB ELEFEEGFLET,
Example
KIZ, RMON 7 7 — L& RET D02~ LET,

RMON 1 N>

switch# configure terminal

switch(config)# rmon alarm 1 1.3.6.1.2.1.2.2.1.17.83886080 5 delta rising-threshold 5 1

falling-threshold 0 owner test
switch(config)# exit
switch# show rmon alarms

Alarm 1 is active, owned by test

Monitors 1.3.6.1.2.1.2.2.1.17.83886080 every 5 second(s)

Taking delta samples,

last value was 0

Rising threshold is 5, assigned to event 1

Falling threshold is 0, assigned to event 0

On startup enable rising or falling alarm

~DERTE

RMON 7 T —Ah¢T7 Vo —h45k9

F—ATRICANY NEBFHHTEET,
RE S, SNMP BAINRA R—T N THH I L EHERLET,

SNMP == —#73F

Before you begin

SNMP = —H—ME&E S . SNMP @I A K —

RMON A X F &R ETEE T, 5D RMON 7

7/I/T-Ol?)6 &%‘f%mubi#o
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| RMON D%

avmon sz [

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# rmon event index [ description string] [log] [trap] [ owner name]
3. (Optional) switch(config)# show rmon {alarms| hcalarms}
4. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configure terminal JTa— )L a7 4 X2 b—3ay B— FEEG
LET,
X v 7 2 | switch(config)# rmon event index [ description string] |RMONA Xy &R ELET, AR Y > 7'E
[log] [trap] [ owner name] LU —F—4id, EEOBIFA N 7T,
R T 7 3 | (Optional) switch(config)# show rmon {alarms| RMONT 53— AEFIEEAET 7— BT A1EH
hcalarms} ERRLET,
R T w 7 4 | (Optional) switch# copy running-config startup-config DB ECEFE A EFELET,

RMON :

T 274 )L @ RMON

E 0) EE it

RMON D@ E Rz B 21213k, ko< P2 LET,

avU kR

E]:b)

show rmon alarms

RMON 7 7 — AT A EHRER R LET,

show rmon events

RMON A <X MZBET B1EHREF R LET,

show rmon hcalarms

RMON &&&ET 7 — AT 2 1EHRER R LET,

show rmon logs

RMON 1 Z\ZBd A @M AEFRLET,

=JL =

ax AE

WDFIZ, RMON RT A—ZDF 7 )V " REZRLET,
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e

axX ;&

Table 21: 72 # )L =D RMON /35 * —#

NS A— |FIHI
A ~
75— | REE
ARV | RRE

RMON % |



5 12 =

o4 UZHDETE

ZOET, WONETHELINLTWET,

« I T A ZWIT OV T, on page 159
A TA RO EFHEEHKIFEE (162 X—)
« AT A 2K DOFGE, on page 162

« AT A Wk E DR, on page 163

AT A LBWIDT 7 4V NEXGE, on page 163

ZERIZ DT

z“/74’ VW, A v T OREBRFEZIZV By MFZAN—RT =T 2R —FR 2 R
AL, BEOBERFICIIN— R =7 OIREEZER L E5,

Cisco Nexus > U — R R A v F L, BEEHFZMEB I OEITHZL2 YR — M LE4, E@F2
Wricix, Y AT AREIFE Yy MFIZEITT D, 2D 7 2 P B I OFEFRT X b 2NE
FhET,

ETHFRZM (AR T=Z U T2 12X, AL vy TFOmEE OBERIC ANy 7 ST R T
FATT HIERWT A PR EENET,

N
\I
dl
A
\l

T— b7y THK

EENRFZEIL, A1 v F a4 T4 T HRNCN— Ry =7 OEEZHRE L ET, EBhk
T, A—/R= AP L ASICOH DT —# {2 LHIE AR AOBHGE bR LE T, ROEIC
AL v FOREBFFEZITY &y MNRIETEITSNLIZKE R LET,

Table 22: 7— 7 v Tk

i £BH
PCle PClexpress (PCle) 727 &A% T A ML ET,
NVRAM NVRAM (RIEFME RAM) OBEMZHER L E 9,
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o541 vpHoge |
. ANLR EZB Y VT

¥
5

B

AN RB= R | AN RR—F e A= =S FOHHi a2 T A FLET,

R — b BHAR—FET A MLET,
AEY DRAM DA Z MR L E T,
EEFZWIIL, ~NVA FT=X Y 7R E BT AT AN By FbEENFET,

t@ﬁ S ClE, A v AR— REERrRF 2 (OBFL) v A7 ACEHLZRLEKLET, £, &
FIZE D LED ARSI, 27 A D A7 — b (on, off, pass, F£72i% fail) ZxLET,

EENZMT A R &3, X295 K 91T CiscoNexus T /351 A ZRETHZE S, F2139 T
DIEERZWT A FEFITTHEIICRET L2 L TEET,

ANILR EZAR ) G2k

ANVA BT Y TRETIE, A v T ORREICETAEHRARME L 9, FITREoN—F
Ux7 27— AFY ZT— VI hy=TEE BIR)YV—2OREEBRELET,

ANNVA BT ) o TBENIRE STy 7 T U RTEITEN, 47 Xy hU—7
N7 74T BET B RA /7—@'&( EXRILET,

DRI, AA VvTFD~NVA T U TBWERLET,

Table 23: NJLR EZR ) U7 ZET R b

i 3559

¥

LED R—FBIRATLADAT —Z ZLED ZEH L E7,

EBIREY 22— |BREBOANLA AT —F ZHEHLET,
Jb

REE L Y— |[BEE Y —0OHARYELZERLET,

TANTZ77v |77 DEERBIO Ty oofililfliEE=2—L %7,

ORI, Y AT LEERFE Uy MRHIHFTSNDONNVAE=X Y T2 R L ET,

Table24: ~N)VA E=R ) U9 B L UVEHBEZHTX b

oz 58

¥

SPROM Ny FL—r b Z—r3—/34 # SPROM DEAMEZ MR L £77,

Tr7 TV I DN AL T T T Vw7 ASICET A M LET,

777V R—k | AL F 777U v 7 ASIC LOR—bE2TAMLET,
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| #o54vemoiE
mres1—L2w [

L B
TS N ik P ASIC 27 A R LET,

Ak Uy R— b |EET YV ASIC EOR—FETFARMLET,

A A — b BifAR— k boarR—x>r b PHYBLIUMACKR YY) #5 A ML
F9,

DA =/\ bl
ViEEES 2 —JLE2
AA v FORBFEZILY &y NEORBIRFRZENCIL. A v TFOA P —ERYEEE Y 2 —
NDOT A NNEENET,

BT DAL v FITHET Y 2 — VA2 ATDH L, BT A by FREITENE T, ROE
W2, YRR Y a— L OEENZH AR LET, 2607 A ME, EEEZk L ETd, &
FRFZWr N LI L2 5E . ET Y 2 — I —ERREICR Y £ A,

Table 25: JE3RE S 1 —ILDEBRZHE L UANILR =2 VT2

i SR BA
SPROM Ny 7 FlL—r b A== 31 % SPROM OEAMZFER L £,

T IV I 2D AL vF 777 w7 ASICET A NLET,

777V R—=F | AL vF 777V v ASIC LOKR—=F 2T AMLET,

fiiko Vv Rk P ASIC 2T A M LET,

fintr Y R—h |fEE= P ASIC FOR— T+ 2F A N LET,

A 7R — R AR — b~ Foar R R—xr b (PHYBELUMACKRE) 2572 L
£

ANVAE=RZY TN, ISTEEEY 2 — L TEITENET, ROFET, HEEY 22—/
D~VA T=H Y 2 TZWNZEA OBMOT A MZOWTHBLET,

Table 26: ¥E3RE S 1 —ILDANIILR E=42 ) VT BHR

i Bl
LED = FrBIOWATFADAT—X ALED Z#EH L £,

REE BEY P —OBARY EEAEHEL £,
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o541 vpHoge |
B 5 erosrssmrpnsm

1 V2O EIEFEREFINER

T T A CBENCIE, ROTEEFHELHIRFENDH D £,

* CiscoNX-0S U U—2 102 (4) LIk, N7 7L —r T A Md Nexus 3548 A A v F Tl
PR—FENTWHEREA,

Ao

|

FU5A VBIOBE

SERRT ANy FEFATT L L O EERZH AR ETEET, b LI mlEEY 22—
BEFO T X CTORBIGFZEIT A N &2 A XA TEET,

)

Note @A T A 2l L~UL % complete ICRRET D Z L 2 HELE L £9°, KEEEA L 71 21T
NARATHZ EITHERLER A,

dl

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# diagnostic bootup level [complete | bypass]
3. (Optional) switch# show diagnostic bootup level
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5 1 | switch# configure terminal Jua—N)ary7 4 Xalb— gy E— NeBth
LET,
R T 7 2 | switch(config)# diagnostic bootup level [complete | FONA ZADEENFICZ W A EITT A L O B2
bypass] LA IRO X HITRELET,
- complete : T _XCOEBFFZHI2FEITLET,
ZhIET 7 4V METT,
- bypass : EEIRFZHT 2 1T L EH A,
R T w 7 3 | (Optional) switch# show diagnostic bootup level HIE., A v FTCETINTWVWBEEEZH L~ L
(bypass ¥ 721% complete) #FE/RLE T,
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Example

T340

WIS, FERRBWEFATT D L 0 EERZE L~ L2 BET B 2R LET,

switch# configure terminal

switch (config)# diagnostic bootup level complete

ZHTER TE DHERE

T A W OREEREMRT DL, kOoa<w > FEERALET,

avy kR

S

show diagnostic bootup level

FLENRFZIHT L~ L 2 FoR L E T

show diagnostic result module slot

W7 A b OREREZFRRLET,

ETDT 7+ I FERTE

WDOFEIZ, T T4 L BWINRNTA—ZDT 74V " REERLET,

Table27: T 7+ L kDA VS A VEBH/INT A —4

NS A—4H FTIAI
[

FEIEEZ T L ~L | complete
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Embedded Event Manager M % E

ZOFEF, WO THMEINTHET,

« FIIAIRA XY N =X =T FITONT (165 X—)
 Embedded Event Manager R U > — (166 ~<—3)

» Embedded Event Manager O ai$E544: (169 ~=X—3°)

 Embedded Event Manager D E 5 FIHE L OHHFIE (169 ~—)
» Embedded Event Manager O 7 4 /L hi%7E (170 ~<—)
BREAFOER (170 ~—)
cCLIIZE Da—H KRY —DEFR (171 *X—)

AN FXORE (173 X—2)

T I arXORE (176 ~—)
*VSHAZ VT MZEDHARI v—DER (179 X—)

*VSHAZ VT b R —OBEBLIOT 77 4 71k (179 X—2)
c VAT ARY =0 L#EX (180 N—)

«EEM "7V w3y & LT syslog Di%E (182 2—3)
AR N aTOHEBWNEE NNy T v (183 X—)

HARAH AR IR—D9[ZDUNT

CiscoNX-0O8S AT LND I VT ¢ )b A Xy & U TS DEREIL. A T_A T
Y7 412k > THEZETY, Embedded Event Manager (EEM) %, 7 /34 A ECHAETLHA X
VhEE=AZ—1L, RECESWTINSGDAR FEREFEIIN T TN 2a—T 4 7T
HoDT 7 avEFITTHIEICL S TUATANDA Ry M EHBH LTRSS, ik
DORY I —BRERID 7 L— AT — 7 B LU F 3,

EEM |[ZIRD 3O EEa L R—R Y M b R0 £,

AR X

MBSO T 7 gy, BREE., T8N NEIZR 55O H 5. BIO Cisco NX-0S
OUR—=R Y "B H—FT B ARk,
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. Embedded Event Manager 7~ 1) & —

T 30X

BT A—NDOEERA L E—T A ADTF 4 —T M ED, A2 bbb EET A7
WIZEEM RNEITTE LT 7 v a v,

R o—

ARVEID ST INY 2—T 4 T ERIZIAR FLOEEZBHIE L1 DE 72138
BOT a7 ol ARV b,

EEM Z A L2 WAL, HxoarR—x2 bo3SBE OA X2 N OfHEe L OE A 170
9, FExiE. R—FTT7 T v 7 PHAEICEAT 861X, TerrDisable 27— K295 |
DOARY 2 —23 ETHPM \ZHASAEF N F T,

Embedded Event Manager 7K 1) & —

EEMARY v —id, AV FXBLERI2FH3EBHEOT7T 73 v XnbhrEd, A0k
LT BT AR R EEBIT, ARV TANEY TR ERELET, T3
TlE, A2 FOFBAERHZEEM NFETTHT 7 a v EEHRELET,

72 2E, WOB—RKRT AL AL A SN0 E#B L, h— N 4 LICESd 55
MMAGSETDEEMARY U—%RETEET, I—FOBWVILDA LV AZ L AT RTERET
ECV AT ATHERTHANR P UBILOHEMEZRRHET DLV AT A RT DT
varXEHFRELET,

av Y RIA A B —TxAA (CLI) £72XVSHAZ UV hEEHLTEEMAY v —%
WRETEET,

EEM 365 R, ZREKORY) o —FHE 2 —N G0N Ed, EEMAY O —RNREShD L.
T DT 7var N I F—3nEd, NI T—ENZAR FDTRTOT 7 ar (v
AT LERIFT—YP—RE) DA TAIL->TEESN, BHINET,

BEFADIVRAT LR —

Cisco NX-OS 121, BREFHADODIEISERVAT AR —2HDFET, ZNEDI AT A
R =TI, T, AE#HT 28O R4 X bBLOT 7 v a URNEZRS LT
FT, VAT A RY =4, 2O TFHREES () MhHEREY £,

— DL AT AR =T FEXTEET, ZOXIREAE. ANV NERIET 7V 3 Tk
THEEXEZRECEET, RELEZEEESLEEN VAT LR O —DRb VIR £9,

\}

GE) FEEXRY —IZFA R FLEEDDIVLENDLY T, A XV PR EEN TV EEX
AU —it, VAT LR —THREEINDITXTOA RV b EEXLET,

RIEFHD Y AT KR —2FKR L, EESTELHRY —&RET HITIE, show event
manager system-policy =~ > K& H L F9°,
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12vtx |

A—H— R o —

=P —ERRY) o—%FHTEE, XY NTV—JDEEMA Y S —52 W AX~ A XA TEET,
=P KR —=RNA R MR LTHER SNLD &, R =0T 7 2 aid, EEMAEC
AR NMIEET AV AT AR —T 7 avE NI H—LERIZOB N H—SNFET,

oy 74

EEM AR Y o —O—FIB#T 57 — X B S ivizr 77 7 7 A Wi, /log/event archive 17 1
L7 RUIZ&® % event archive 1 =7 7 7 A )L THEFFSIVE T,

SRR, BERE, —OT 7 a Y NFATENDTNA AT I T 4 ET 413, EEMIZL >
TANRY PERRENET, AR NI, (V¥ —T A A7 7 VOBRBEL Vo TT
NA ZDFEFIZBE L E T,

AN T, EDOAN IRRY —FTD M) =T D0 EHEELET,

Je

Evb RNUT—NICEED EEM A X b E2ERL L, BBIL TS, HAFZ LT 7V arviE b H—

TBHHODA X FOMBAEDOEEERT DI & T, ANV FOHEAE LISV EEM
R —% NI H—FTBLIICEEM #RETE 7,

EEM CTlidA XU N 74 NVFEEFR LT, 7 VT 4 0 A2 MEZITIEE I N RN Tl
NIRLBEE LA X MR EMTONTZT 7 a DN ) T—I28B5 X912 LFET,

—HD =y RELIZNEA XY b Ao a < RENEKIC N A—LES, Zhbna<w
Y RERRINETAD, Sl&ET 7 a2 NI =354 Mags —&%LES, 2
Nooa~vy K377y arvk NI AT—FT250%ZEFTEEEAN, EOALR MRT
Jva vk ERI LEpEEECEET,
HYR—rShBHIRU b
EEM |31 XY RXTIROA X haHhAR— b LET,

A UHE AR B

« 77 U RIPANRU B

T 7 URBANRU B

« AFEY LEVMHEA R b

c PEESINIEVAT AR —THHIND AR B

« SNMP J@HIA < b

« syslog A X b

¢ VAT AR —Vx A X2 |
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B oax

REEA b

CERFA R b

7o 3arX

TIvaryit, ANV ERRELEZEXIZ, R =X TR IT—ENDBT 7 av %
SALET, SRV —ICEROT /v a v XERETEET, R —IZT7 7 a &
T oA, EEMIZA Ry MEZEERITE T8, 727 v a Vi3FEITINERA,

RNV —ENTFARCIRT T7HIVR T I a r ZU0RTA-0, 74V T 733y
ZHATHEEMARY S —E2RETHLENHY £, 2L 21FE. —HLTCLIa~> R&MR
ETHE. EEMARY > —|Tevent-default 7 7 > a > LEBINTALERH Y £9, ZOXH
2WnE . EEM Tlia~wy REFEITTEXEH A

\ )

GE) a—P—RIU—FHITEEBERY S —NOT V2 a U LERETDING. 773 3 V3,
MAEWHELEY . BTSNV AT AR O —|CHEREE 2 A 52 Lok )
\HEERT 5 2 L NEE T,

YR—brESNhBd70>3 Y
EEM A7 7 v a Y LTYR—MTD7 7 a s id, koL TY,
« CLI 2~ RDOFEST
AT UEDT v TFF— h
c FALADY) B—F
s syslog A v 22— DAL
« SNMP &A1 DA ik

VAT ARV —HT TN T a D

VSH X)) Tk R)S—

TRANZT 4 ZEFEHLT, VSHAZ U 7 FTRY —%2{E & £3, VSH A7 U7 b
AL TERINZRY —2id, thoR) o—LRERICA R ML ET 7 v a v XInEg s
NET, £/2. ZNHDORY =TTV AT AR —%YLET B0, FITEICTHZ &N
TEET,

VSHAZ U R R —2ERLIEZL, TNETNNA A ZaE—LTT 7T 4712 LET,
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Embedded Event Manager (D BTi2 &t .

Embedded Event Manager D RIIIZ {4

EEM Z#&ET 51C1%. network-admin OFE[RDS M E T,

Embedded Event Manager ®;FEXEEH K UHIFEIE

EEM OFREZFHETDH & &3, WOREEBLET,

FETREZR EEM AR U o — D kL 500 T4,

e —PRY L —FFHIFEEBEEXRYV S —HNOT 7> a0, HEIZEE LY., BEEAT

DNV AT LRY =B BEE G0 T L0 R LBRVEDIITT LRENRDHY
iﬁ—O

CFAELTAR NTTIAN DT 7 a U ERMBETE S LT 51T, 77%»]@

T arEHAITHEEM AR Y V=2 RETLOIMENRH Y FT, 2L xiX, BT
<> FERAET 584G, EEMA U v —iZevent-default 77 3+ = /i’%lﬁﬂﬂ?éﬂxgiﬁgb )
FT, TOXNRBRNWE EEM Tlda~vr REFATTEER A,

AR RTOHBE L Ny 7T v FITE, ROEFBFHEDRDH Y 7,

c T 7N ETIE, AA v TFOuITIEEEZANNITHE, VA4 X, BB, avFR—x
FOT 774 €T 1IN C T, ISR A X ha Z7B3ffTcEs L9127
Di‘a‘o

s REIC O 2B a F 2 IUETE 5 L9107 510i1d, HEARFEE OV — B A/HEHE
KL TOHARY b T ORFEEAENCLES, [H— %~t2®#%m7774w
REEOBFIME) 2SR LTSN, WAy bhr s a2/ AR— F52L8T
xFF, HNFar 7740 A RL—) BB LTLE XN,

s NTTNY a—TFT 4 T EITHEEF, AAX baZDORF vy vay hEFH)

WCEOWUTNEALLTINETLZZ EA2BEIDLET, (HEOR S 774 vDa—0
NV abt—o4] ESRLTIEIN,

AN PXPERESNLTWT, 773 a VIBHEESN TV RW EEERY U—2REL

e, T va il shE YA, £, EELBmSNEE A,

e FEXRY AR NIREENTWRNE, VAT LRI —THREMHDOH H A N

YRR TRTEFEZINET,

clHE AT FORBOYE  $_XTOXF—U— NIRRT O2M0ERHY, TAZ Y R

(*) R OHRPGIBOBEBRIMEHTEET,

¢ EEM A X2 MABNIZ 1 DORY > —IZiHx K4 DDA Xy L EYR—FLET, £

b A4 FIHALTHHCHNENEEAR, $H—bSNDA < b Z 4T oli, B
w24 snmp. syslog, JEERZ T,
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. Embedded Event Manager D7 2 # JL +E&5E

« DA XY PR EEM R Y =T ET D561, KA X P XZtagF—TU— K&
— B8 tag BIEMNLEETT,

*EEM A XV MEBIZ AT LADT 74V R o—% FEXLET A,

T I FIVNT IV a yFETIE, AT EDA R P TRESNNTWAERY —TlEHhR—
FENFEEA,

o A XU NEEMN CLI O8% — 2 b —8T 5846, SSHIERXDOTU AV K — R %26 H
TEE7,

72 21X, TXTD show 2~ REHRAETLHHAIX. show* a2~ FE AT LET,
show.* a~> REANTDHE, BEELERA,

« AR MREN —ET DHsyslog A v —VOEREROLA, WURERERZHEHCX
\i‘a_c)

7o & 2UE. syslog WA SN TV AR — h ETADMIN DOWN A X2 F &4 51

IZ. .ADMIN_DOWN. Z{# /i L £, ADMIN_ DOWN =~> RZANT5 &, KhEL £
A,

* syslog DA X MEETIL, regex X, EEMARY v —D7 7 v a & L THEREID syslog
Aoyt—Ubt—HLERA,

*EEM A XV FWN CLI® show Z~<> RE—E L, HHEICFERTH720HIC (BELOEEM &K
Vo —lckoTT7uy 7 &N =HiZ) show =<2 RO ANKLERESIZ. EEM A&
VI —DRHIOT 73 a 2kt LT, event-default =~ > REFEETHALERH Y £,

s Cisco Nexus 3500 'V — X A A v F L, Cisco NX-0S U U —X 7.003)17(2) I L ONZ I LLAI
® Y U —A®D Embedded Event Manager % /R — K L CWEH A,

Embedded Event Manager D7 7 + )L A& E

R28:TIHILEDEEMINT A—4

ING A=A FI4+I b+
AT ARY — TIT AT
m Ne o 2
REZHODESE

FIEDEE

1. configureterminal
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CUIZKD1I—HRYS—DEE

2. event manager environment variable-name variable-value
3. ({EE) show event manager environment {variable-name| all}
4. ({£#&) copy running-config startup-config

FIEDEEH

Fig
ARV FERET7IV3 Y Br

AT 71 |configureterminal sua—r\ ) ary7 4 X¥alb—3iar T— REBlh
15“ : L/i—a—o

switch# configure terminal
switch (config) #

R Fw 72 |event manager environment variable-name EEM A OBREEH A 1ERR L E 9,
variable-value
variable-name [X K305 &/ NCFE KB L, HieK 29
B ORI EEH TR ET,
switch (config) # event manager . . e
environment emailto "admin@anyplace.com" variable-value @ijﬁi% EIINICEFDS KA = N 'glﬁﬁ%‘f’
THHATZRK 39 XFOFKTFEFEHTEET,
AFwvF3| ({£E) show event manager environment RE LT BRREARICET 2B mae£R LET,
{variable-name | all}
1 -

switch(config) # show event manager
environment all

=

ATy 74| ({£E) copy running-config startup-config V7= FBLNY A — FMRIZFTa 7 4 ¥
5 - L—2a AL — "7y 7 ary7 4 ¥alb—y
) . , , | vica - LT, BE AR LE T

switch (config)# copy running-config startup-config

RDARY
a—HPF— RY—FRELET,

CLIIZKA1—YHYAKR)L—DESE

FIEDHE
1. configureterminal
2. event manager applet applet-name
3. (f£&) description policy-description
4. event event-statement
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F IR D

FIE

(EE)

(EE)

® N oo

Embedded Event Manager M % |

tag tag {and | andnot | or} tag [and | andnot | or {tag}] { happens occursin seconds}
action number[.number 2] action-statement

show event manager policy-state name [ module module-id]
(f£#&) copy running-config startup-config

ARV RFERFTIaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—N\)Lary 74X al—3ay E— Neh
Li‘j_o

ATvT2

event manager applet applet-name
f

switch (config)# event manager applet
monitorShutdown
switch (config-applet) #

EEM (27 7Ly haixl, 77y b a7 g
Xal—rvaryE—RFElHBLET,

applet-name [FRLF & /R A B L, FK 29 X
FOFEBTFEMEHTEET,

ATvT3

(f£%&) description policy-description
i) -

switch (config-applet)# description "Monitors
interface shutdown."

AU —DPBICR DA RN VT ERELET,

string (ZI3 K 80 L FOFEF MM T £, X
U 7SI CIAE T,

ATvT4

event event-statement

1 -

switch (config-applet) # event cli match "shutdown"

R —DAXR P XERELET,

ATy Th

(&) tagtag {and | andnot | or} tag [and | andnot
| or {tag}] { happens occursin seconds}
fi

switch (config-applet)# tag one or two happens 1
in 10000

RY L —WNOEEDA N> b A BT E
‘/Jﬂo

occurs S E DO &EIFHIZ 1 ~ 4294967295 T,
seconds 32X DOFEPHIL 0 ~ 4294967295 ¥ T,

ATvT6

action number[.number 2] action-statement

1

switch (config-applet)# action 1.0 cli show
interface e 3/1

RV —DT7 7 arLeERELET, 773
IRERHAEE., TOAT T EERYIRLET,

ATy T17

(f£&) show event manager policy-state name|
module module-id]
fi

switch (config-applet) # show event manager
policy-state monitorShutdown

BT L TR o— ORI T SRR L
ﬁ—o

[ CiscoNexus 3548 21 v F NX-08 & R 7 LEEER A A K.
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1xvixnxz

AU RFERET7TIV3 Y B
ATv 78| ({EE) copy running-config startup-config V7= FBLONY A — NRIZFTa 7 4 ¥
51 L—va b AL — NPy ar7 4 Fal—vs
’ , , , | vicave—L T, EREEMHEIICRTLET,
switch (config)# copy running-config startup-config
RDERY
ARVEIXBEIEORNT 7 v a rXERELET,
S s L
AN P XDERTE
ARV ML ERETHIZIE, EEMa2 7 4 X2 L—3 32 F— K (config-applet) TKRDWT
nhoa<wrs ReHLET,
1ash SR
=P =RV —ZERLET,
FIEDHE

1. event cli [ tag tag] match expression [ count repeats | time seconds
2. event counter [ tag tag] name counter entry-val entry entry-op {eq|ge|gt|le|lt |ne} { exit-val

exit exit-op {eq | ge|gt|le]|lt|ne}

No oA W

event fanabsent [ fan number] time seconds

event fanbad [ fan number] time seconds

event memory {critical | minor | severe}

event policy-default count repeats [ time seconds]

event snmp [ tag tag] oid oid get-type {exact | next} entry-op {eq|ge| gt |le] It | ne} entry-val

entry [exit-comb {and | or } Jexit-op {eq | ge| gt |le|It | ne} exit-val exit exit-timetime

polling-interval interval

8. event sysmgr memory [ module module-num] major major-percent minor minor-percent clear

clear-percent

9. event temperature [ module slot] [ sensor number] threshold {any | down | up}

10.

event track [ tag tag] object-number state {any | down | up
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FIED M

FlE
av Y RFEEEFETFTIa Y B

ATy T event cli [ tag tag] match expression [ count repeats| | [FIHFEH & —HT B a~vr RRANINEHEAIC,
time seconds ARy NERAESHET,

I tagtag ¥ — U — K& BIHOT 1L, HEOA ~v
switch (config-applet) # event cli match ]\75);:}—(’9 V_ﬂzaihfb\é%é\\ :@cﬁefﬁﬂ@/]’/\
shutdomn v R EBHILET,
repeats D#IPHIL 1 ~ 65000 T,
time O#FiHIL 0 ~ 4294967295 T9~, 0 IZEEHI[R %
i—\‘ Lij‘o

2w 2 |event counter [ tagtag] name countq entry—\_/al entry B BN, BEEE AN TEBO L X\ ME
entry-op {eq|ge|gt|le|lt|ne} { exit-val exit exit-op | 27 2 - AT A R FEFAESEET, A0 B
tedfgefgtfleflt|ne} BEEbICU Y RERET, BT, BYLER
1 WKToOLEWMERZBEZ2T-bETY Yy FEND LD
switch (config-applet) # event counter name [faN AR F%%&ET% iTo
mycounter entry-val 20 gt . . .

tagtag ¥ — 7 — R LS EOT 1, #HE DA~
FRRY S —IZEENTVDAHRE., TOREDA X
v NEFERILET,

counter name (XK LT E/NLFAEKFI L, &K 28
DEHTFEHEHATEETS,

entry 35 X OF exit DEDOHIPHIL 0 ~ 2147483647 T
j—O

A5 w73 |eventfanabsent [ fan number] time seconds B CRESNEMMEZ BT, 77 VBT %
i - MOBY AR SN TVBHAIC, A~ FEFRESE
switch (config-applet) # event fanabsent time 300 ﬁi?ﬁo

number OEFIEEY =2 —VICIKTE L E 7,
seconds D#PH L 10 ~ 64000 TI,

AFw 74 |eventfanbad [ fan number] time seconds O CRRE SN A 2 T, 7 7 A kg
4 - DOBAIT, ANV FERESEET,
switch(config-applet) # event fanbad time 3000 |number OFIPHITE Y =2 — VITIKE L £,

seconds DOFIPHIE 10 ~ 64000 T3,

RFw 75 |event memory {critical | minor | severe} AEYDLEVMEEBZ AT Xy b EREX

1 -

switch (config-applet) # event memory critical

Jé‘i‘a—o
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1xvixnxz

ARV FFEREETIVa Yy

E:)

RFw 76 |event policy-default count repeats[ time seconds] VAFARY—THREINTNE AR k%l
B - MALET, ZoFTvaid, RYo—% EEXT
AN~
switch (config-applet) # event policy-default %)Q%Eja;ﬁﬁﬁﬁ L/§E7fo
count 3 repeats DI IE 1 ~ 65000 T,
seconds DFFH L 0 ~ 4294967295 ¥ T4, 0 I L HEH
BERLET,
RTw 1 |eventsnmp [ tagtag] oid oid get-type {exact | next} | SNMPOID %, BAAHF FICH-SWTRILAD L& W»
entry-op {eq | ge|gt|le|It|nej entry-val entry fEAEZ BB Sy P ERAESEET, A=
[exit-comb {and | or}]exit-op {eq | ge| gt |lelt | ne} MIZEBLIZYV Yy FERET, FRIHMEET, &
exit-val exit exit-time time polling-interval interval . . '
DUAPKTOLEVEZBATHE T Y S
i - NoEC, ANV IERETEET, ODIZRY
switch (config-applet) # event snmp oid ]\H‘%IO @?E%ET@‘O
1.3.6.1.2.1.31.1.1.1.6 get-type next
entry-op 1t 300 entry-val 0 exit-op eq 400 tag tag F—U— I\&%I%I@/\C’Yﬁ\ %’E%{O)/]’/\‘/
exit-time 30 polling-interval 300 ]\75)73[:0 U ‘\/‘—K;E] iﬂfb\é%é\\ 1@4%7150)4'/\
v NEFERILET,
entry 35 X O exit OEDHIPHIL 0 ~
18446744073709551615 T,
time OHFIFHIL 0 ~ 2147483647 B> T,
interval D#IPHIL 0 ~ 2147483647 F T,
ATw 78 |eventsysmgr memory [ module module-num] major |$5E L7V AT A v R—V X DAEY DL EVME
major-percent minor minor-percent clear clear-percent | 24 > 7- A 12 ( N R B FAESHE T,
i - percent DEIFHIL 1 ~ 99 T,
switch (config-applet) # event sysmgr memory minor
80
RTwv 79 |eventtemperature[ moduleslot] [ sensor number] BEE P —DRBRESNT LEWEEZBZ 54
threshold {any | down | up} o ARy M ERESEET,
Ik sensor OFIFIX 1 ~ 18 T,
switch (config-applet) # event temperature module
2 threshold any
ZFw 710 |eventtrack [ tag tag] object-number state {any |down | k5w o Z %847V x 7 R ISEE SHTIREEIC

lup
1 -

switch (config-applet) # event track 1 state down

ol EIT, A FERESEET,

tagtag ¥ — U — R &L BIBDOST 1L, EEDA N
AR —IZEENTODHA, ZOREDA N
v R ET,

FRE T & % object-number DFIPHIL 1 ~ 500 T,
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RDERY
TIvaryXERELET,

TTIT 7 va v LERELEEES. FRERELNWI EEZBRLUEGESIZ. kOA4 T3
NEEOWT N EFEITLET,

e VSHAZ V7 &FERL TR —%TFERLET, TOH%, VSHAZ IV MR v—%
B, T2 747 LET,

cAEVDOLEVEZRELET,
*EEM N7 U v v & L Tsyslog #i%ELE T,
« EEM X EZfER L £ 77,

N N =JL =
T3 XDEE
EEM ®2 7 4 ¥ a2 L—3 3 E— R (config-applet) TROWT D a~ 2 REfHL
T, 7 7varszZRETCEET,

)

FIRDOHE

GE) RBELIEAXRNVPITT 74NV IDT 73 a2 TELLIICTIEAE. T740 80T
JvarEHFATHEEM ARY U—E2RETLHMLERHY £, & xiE, —HELTa~vr R
AT HYE. EEMA U > —(levent-default 7 7 > 3  XEBIMTAMLERH D £, 2D
N7 E | EEM Clia~ > R& T T £H A, terminal event-manager bypass =~ > K%
HHTDE, —HTDHTRXRTCTOEEM AKRY v —Ta~vy REETTEET,

188 BRI

a—e R R ERLET

o0 prwDd-2

action number[.number2] cli commandl[command2. ] [local]

action number[.number2] counter name counter value val op {dec|inc|nop | set}

action number[.number2] event-default

action number[.number 2] policy-default

action number[.number2] reload [ module slot [ - slot]]

action number[.number2] snmp-trap [ intdatal integer-datal] [ intdata? integer-data?] [ strdata
string-data]

action number[.number2] syslog [ priority prio-val] msg error-message
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F IR D

FIE

7ovavxonz [

ARV RFERFTIaY

B8

R 71 | action number[.number?2] cli command1[command?2. ] REFIa~ L REFEITLET, £FET, A Xk
[local] MFEELEZEY 2a— N L Cavy REE[FTEE
1 - EE
switch (config-applet) # action 1.0 cli "show TIvay IO T f— > ’ 1E numberl.number2
interface e 3/1"
<7
number |21 1 ~ 16 T DR DOFE S EFETE ET,
number2 OFFHIZ 0 ~9 TI,
R 7 2 | action number[.number2] counter name counter value | E XM EB L OBECTH T L X 52 H L E9,
val op {dec|inc|nop | set}
TUay 7LD T F—< v bidnumberl . number2
15“ . VC‘TO
switch (config-applet) # action 2.0 counter name o . .
mycounter value 20 op inc number |21 1 ~ 16 T DR DOF FEBETE ET,
number2 OFIFHIZ 0 ~ 9 T,
counter X RITF-E/NCTFERRBIL, K28 XD
B TEEATEET,
val 1213 0 ~ 2147483647 DI E - 1L EHL T A —
HERETEET,
R 7 3 | action number[.number2] event-default Bl#EAT T SN A R FDOTFT ANV N T I g%
15'] : gﬂéﬁ? Li—a‘o
switch(config-applet) # action 1.0 event-default| 7 7/ I/ g T-YLD 7 F—< v I Tnumberl.number2
‘/C“‘a‘o
number (21X 1 ~ 16T DEEORZEIBETE £,
number2 OFEPHIL 0 ~ 9 T,
R 7 4 | action number[.number2] policy-default FEXLTCVWARYI Y —DF IV N T I a vk
Bl ETLET,
switch(config-applet) # action 1.0 policy-default| 77 3 g T-YLD 7 4 —=< > ;L numberl.number2
<7
number |21 1 ~ 16 I DR DOFE S EBETE ET,
number2 OFFHIZ 0 ~9 TT,
ZFw 75 |action number[.number2] reload [ moduledlot [ - slot]] | v 257 ALKIZ 1 DL EDEY 2 — L% T a— L

1 -

£,
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ARV RFERETIVa Y

B8

switch(config-applet) # action 1.0 reload module

3-5

TUay 7ovD T F—< v bidnumberl . number2
Tj—o

number |21 1 ~ 16 HTDEBEOFFEHRETE £7,
number2 O#FiFHIZ 0 ~9 T,

R 7w 7 6 | action number[.number2] snmp-trap [ intdatal RESNZT—H ZEHLTSNMP 7 v 7% %5
integer-datal] [ intdata2 integer-data2] [ strdata LEF, 773 ary 50D 74— v b
string-data] numberl.number2 T3,

B number (2 1% 1 ~ 16O DR B2 H8E T £,
switch (config-applet) # action 1.0 snmp-trap
strdata "temperature problem" number2 O#EFHIZ 0 ~ 9 T,
data ZHEIZIX 80T E COMEE O AEETE ET,
string 123K 80 LF DT T A TE 4,
ATy 71 |action number[.number2] syslog [ priority prio-vallmsg | iz SN2 7 A4 4V T 4 T, WAZ~A AL

error-message

1

switch (config-applet) # action 1.0 syslog priority]
notifications msg "cpu high"

syslog A v —TEEELET,

T vay 7o9vD T F—~ v M numberl.number2
T,

number 1213 1 ~ 16T DEEDFE SR ETEET,
number2 O#IFAILZ 0 ~ 9 T,

error-message (213 K 80 LF DR T % 5| K T
PHACHEATE £,

RDERY

AR LERE
TTIZA R N TARE
EEDWFNNEFITLET,

L/\ijqo

L7EE. ERIERELAWVWI L ARIR LA, koA T g

*VSHAZ U7 EHFEHL TR v —%ERLET, TD%, VSHAZ UV M KXY v—%

Bk, 77T 4712 LET,
cAEVDLEVVHEERELET,

*EEM X7 VU w3 ¥ & L Tsyslog #ax € LET,

+EEM Z T &R L ET,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| Embedded Event Manager D%
VSHRHZ YT RIZEBR)O—DEE

VSHRX O Y T RIZKBERYL—DEE

ZHIIF T arDE AT, VSHAZ U7 2R L TEEM R Y o —%2 R4 5484
X, ROFNEEFZITLET,

FIEDHE

1. 7X¥AMZT4 2T, R V—2ELTLa~v FIVAMERELET,

2. TXRAN T A NICAHTIEOT TR LET,

3. RDVATALT ALY M7 7A/V%&at—LZET, bootflash://eem/user_script_policies
FIED
F&E

ARTYT1 THXRARNZT 4 X T, RIV—%2EKRTHaAa~v R URMNEHEELET,
ATYT2 THXAN T 7 A MAHTE DT TRAFLET,
ATV T3 KOVAT AT A LV7 MIIZT 7 A& a—LET, bootflash://eem/user_script_policies

RDEZRY
VSHAZ U7~ RY —%BELTT 77 4 7IZLET,

VSHRX ) Tk Ry —DEHEELUVT7I T4 71

ZHIF T arDE AT, VSH A2 U7 &ML TEEM R Y > —%2 kT 584
T, WOFNEEZEITLET,

1R BHHIIZ

RV —% VSHAZ U7 b2 LTERL, VAT AT AL PIICT77 A vEaE—L
i‘j‘o

FIRDHE

1. configureterminal

2. event manager policy policy-script

3. ({£%) event manager policy internal name
4. ({EE) copy running-config startup-config
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B oxrokys—ormz

FIED 4

FIg
ARV REEEFET7IVa Y B

A5 71 |configureterminal sua—r L ar7 4 Xalb— gy T— Na Bl
1 LET

switch# configure terminal
switch (config) #

R 7 7 2 | event manager policy policy-script EEM 27 U7 R RY o—&BEKLTT /T 4 7\
15“ : L/ij‘o
switch (config) # event manager policy moduleScript| policy-script [ KL & N R KR L. Fx R 29 X

FOFRBF RN TEET,

ATv 73| ({£E) event manager policy internal name EEM A7 ) 7 F iR =% LT 7T 4 7IC
il - LT
switch(config)# event manager policy internal pOIicy-Script liki? L /J\Xia‘_’ XL, Eij( 29 O
moduleScript %?ﬁ?%ﬁfﬁﬁf% i’gﬁo

ATw 74| ({£E) copy running-config startup-config V7= BLOY RAZ— MEICETa T 4 Fa
51 L=y g B AF— Ty T ar7 Xal—g

Zabv—1L 7T, EEAHGEANATLET,

switch (config)# copy running-config startup-config

RDZRY

VAT LEHITE T, ROWT N EFITLET,
cAEVDOLEVEZRELET,
*EEM /X7 U v v & LT syslog % E L £,

* EEM X EZ MR L £7,

DATLR) O —DLEESE

FIRDEE

configure terminal

(f£&) show event manager policy-state system-policy
event manager applet applet-name override system-policy
description policy-description
event event-statement

apwDbdD =
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6. section number action-statement

vzzuakys—orex [

7  (f£&) show event manager policy-state name
8. ({£#&) copy running-config startup-config

F IR D 48

FIE
ARV RFERERTIVa Y ]3]

R T 71| configureterminal Jua— L ar7 4 Xal—v gy ®— ek
i) LETS
switch# configure terminal
switch (config) #

ATFvF2| ({EE) showevent manager policy-statesystem-policy | EEEX T2 27 AR Y o —DF#HAE LEWEEZ S
i - HTFALET, show event manager system-policy

) , avy REMALT, VAT LK) v —DA4RTERE
switch (config-applet) # show event
manager policy-state  ethpm link flap L/jiiro
Policy  ethpm link flap
Cfg count : 5
Cfg time interval : 10.000000
(seconds)
Hash default, Count O

AT 7 3| event manager applet applet-nameoverridesystem-policy| o 25 AR o—Z EEEX L, 7Ly har Ty
i - Fal—TaryET—RE2BBLET,
switch (config-applet)# event manager applet applet-narre Lij(j(? & /bj{?%ﬁ IZ}DJIJ L/\ H%j( 80 XC
ethport override _ ethpm link flap i N
switch (config-applet) # im%ﬁi%ﬁﬁﬁﬁ(%ij—o

systempolicy iX, AT L RY —D 12T B4
ERHY ET,

A7 7 4 |description policy-description RY =D DA N T ERELET,
i - policy-description |$ K37 & /NCFAE KRBT L, ek
switch (config-applet)# description 80 LFDEEFAMHATE T, Sl HF Tl
"Overrides link flap policy" §§ﬁ§éb Y ji?f

AT 75 | event event-statement RY —=DAN P LERELET,
fl
switch (config-applet) # event
policy-default count 2 time 1000

AT 7 6 | section number action-statement RV—OT 7 v arLeERELEdT, o7 s

f

switch (config-applet)# action 1.0 syslog
priority warnings msg "Link is
flapping."

Ta XTI, ZOFIEEZEYIRLET,
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. EEM /RT 1) v ¥ & LT syslog DEETE

AU RFERET7TIV3 Y B#
ATy F1| ({£E) show event manager policy-state name RE LAY =2 T 2 FHER - LET,
{1 -

switch (config-applet) # show event
manager policy-state ethport

AT 78| ({£E) copy running-config startup-config V7= BLOY AZ— RMRFIZETa 7 4 K=
51 L=y a B AF— Ty T ar7 Fal—iy
' Zar— LT, BEEMHEAICRIELET,

switch (config)# copy running-config startup-config

=JL =2

EEM/NJ 1) v v & LTD syslog DEXTE

EEM /X7 U w3 % & L Tsyslog X ETDHE, AA v TF b syslog A v bE—V%EFE=4—T
TET

\}

GE)  syslog A v E—V%E=H—FT HMBELTFHNORKRENT 10 TT,

188 BRI
* EEM 75 syslog IZ X AR CRITE D Z L 28 L £,

esyslog 7 —EUDREIIN, FITINTNDHZ EEMERLET,

FIEDHEE
1. configureterminal
2. event manager applet applet-name
3. event syslog [ tag tag] { occursnumber | period seconds| pattern msg-text | priority priority}
4. ({E&) copy running-config startup-config
F gD &8
FIE
ARV RFEREET7TOVa Y ]3]
R w 71 |configureterminal Jua—)ary 7 4 ¥al—3gy T— REEG
f LET.
switch# configure terminal
switch (config) #
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1Ryt nsoannEssvs7y7 ||

AU RFERETIVa Y

B8

AT 72 | event manager applet applet-name EEMZ7 7Ly bkl 77 by b ar7y
1) - Fal—rarE—FRefBLET,
switch (config)# event manager applet abc
switch (config-appliet)#

Z 7w 73 |event syslog [ tag tag] { occursnumber | period seconds| EEM (27 7L v k&8 L, 77 Ly h a7 4
| pattern msg-text | priority priority} Xal—iary B— 2B LET,
fi
switch (config-applet)# event syslog occurs 10

AT 74| ({£&E) copy running-config startup-config V7= BLOY A — FFHIEfTa 7 4 K=

1 -

switch (config) # copy running-config startup-config

L—=va v AY—h Ty 7 ar7 i ¥alb—a
ZaE— LT, BREZMRRICHRTFLE T

RDBRY

EEM X E& MR LE T,

AR FOTOEENEENYITYT

HBIICIEE S NIaA N b a7 iE, A v FOAEVICR—DUFShET, A~ b
R Ty AN A L—=UE, T 7 A NVERGET DNy 7 7 T, KEEARE T
D& Ny T7OR—=LVF=N—ILLS>TRDT 7 A N DIDD A= AR SILET,
B LA —_—=TE, AR LA s ET,

CiscoNX-0S U UV —293(3) LAFE, EEMIZLL FONEL LN 7 7 v P HEZEH L E7,

YRR 7 T 7 A VDR

« U H—R—=2DA N k1l oHBEE

HRO T T 7 A LR

CiscoNX-OS U U —2 93 (3) LA, F°XTD CiscoNexus 77 v b7+ —25 AA v Fix, D7
CLELE8CGBDOUVATAAEY iz, AV huaXrr 77 A )VONLERFFEZ R — N LE
To BT 77 ANEAAL yFIZa—RAET D0, SN T F &2 LT U E— MR
THE, v A =N L DA s u SOEREHIHTCEET,

TRTOY—EXDILERDYT 774 ILEREFEDA +—T )Lt

Yok v 7 7 7 A MERRT, AA v F TCETEIN TV DA ITRTOY—ERIZHLTT 74 8T
BN/ TWET, AL v T TRIT T 7 A MREREREDR A X —T7 W22 > TWRWES (no

bloggerd log-dump 2352 E SN TV HHH) |

ROFIRZEH L TA X—7 M LET,
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FlaD#EE
1. configureterminal
2. bloggerd log-dump all
=3[k 2t
FIE

Embedded Event Manager M % |

ARV KRFERERETY VY

=)

X w 71 | configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)L ary 74X al—3ay B— Neg
L9

AT w 72 |bloggerd log-dump all
1

switch (config)# bloggerd log-dump all
switch (config) #

TRTCOV—ERAOu T 7 7 A NVARFHEREE A *—
T LET,

1

switch# configure terminal

switch (config)# bloggerd log-dump all
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled

switch (config) #

TRTHOH—ERDILEDY 774 IREFOESE

JER v 7 7 7 A MERRE, A4 v F EOT R TOH—ERIZK L TT 7 4/ FTEHIZ/2>T
WET, AL v FDu T 77 A MERHERENR T X TOVP—E RIZH L THEI R > TV AEE

T, ROFIEEZFETLET,

FIRDEE

1. configureterminal
2. nobloggerd log-dump all
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s—y—tczomEns 774 LEzoant [

FE D
F&E
ARV RFERIETY Va3 B#Y
R 7w 71 |configureterminal su— L Ay 7 4 ¥ ab—3i gy E— NE Bk
fi LET
switch# configure terminal
switch (config) #
A5y 72 |nobloggerd log-dump all AL v F EOFTXTOY—E 200 T 7 7 A JUARF

1

switch (config)# no bloggerd log-dump all
switch (config) #

PERE &2 BEZhIC L £ 7,

il

switch# configure terminal

switch (config)# no bloggerd log-dump all
Sending Disable Request to Bloggerd
Bloggerd Log Dump Successfully disabled
switch (config) #

BE—H—ERADHERYT 7714 ILREFEOEFEHL

LR 7 7 7 A MRFRHE, AA v FTEITSN TN LT ARTOP—E R LTT 74/ T
FHNZ/z>TWET, AA »F T (nobloggerd log-dump3i%iE SALTWTC) By 77 A LR
FRERED AN 2> TOWRWEE, IROFIEZHEH L TH—-OH—E AT L THMIC L E

—é‘o
FIEDHE
1. show system internal sysmgr service name service-type
2. configureterminal
3. bloggerd log-dump sap number
4. show system internal bloggerd info log-dump-info
F g o ¥ 48
FIE
OV RFERETIVa Y B#Y
AT 71 |show system internal sysmgr service name service-type | 4 — "2 SA P& % & 1> ACL Manager |~ B3 % 1%

1

WEFoRLET,
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switch# show system internal sysmgr service name
aclmgr

ATvT2

configureterminal

1

switch# configure terminal
switch (config) #

Ta—\)L ar 7 4 Xal—ay B— Neith
Li‘j—o

ATvT3

blogger d log-dump sap number
fi

switch (config)# bloggerd log-dump sap 351

ACLManager —E 2D 1 7 7 7 A MREHEEEZE A
F—=T M LET,

ATv74

show system internal bloggerd info log-dump-info
i

switch (config) # show system internal bloggerd info
log-dump-info

A2y F kon 7 77 A NREHEREICE T 2l E
TR LET,

1

switch# show system internal sysmgr se
Service "aclmgr" ("aclmgr", 80):
UUID = 0x182, PID = 653, SAP =
State: SRV_STATE HANDSHAKED
Restart count: 1
Time of last restart: Mon Nov
The service never crashed sinc
Tag = N/A
Plugin ID: O
switch (config)# configure terminal
switch (config)# bloggerd log-dump sap
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config)# show system internal b
Log Dump config is READY
Log Dump is DISABLED for ALL applicati

Exceptions to the above rule (if any)
Module | vDC | SAP
1 I 1 | 351 (MTS_SAP

Log Dump Throttle
Minimum buffer rollover count (before
Maximum allowed rollover count per min

switch (config) #

(entered at time Mon Nov

rvice name aclmgr

351
4 11:10:41 2019).

4 11:10:39 2019.
e the last reboot.

351

loggerd info log-dump-info

on services in the switch
are as follows:

| Enabled?
~ ACLMGR ) | Enabled
ENABLED
throttling) : 5
ute : 1
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mEny 771 noxxw |

HERA Y 77 4 IILDRT
ALy FICBIERIF SN TNDA XU s vy Ty A NVERRTHITIE, ROEEEZFETLE

R
FIEDHE
1. dir debug:log-dump/
FIED %
F&E
= IV 3 il Oy = B#Y
A7y 71 |dir debug:log-dump/ ALy FIBIERGFIN TN DEA R b 7y
Bl AN EFRLET,
switch# dir debug:log-dump/

il

switch# dir debug:log-dump/

3676160 Dec 05 02:43:01 2019 20191205023755 evtlog archive.tar
3553280 Dec 05 06:05:06 2019 20191205060005_evtlog archive.tar

Usage for debug://sup-local
913408 bytes used

4329472 bytes free

5242880 bytes total

BE—H—ERIZHT HHERY 7 7 1 LREFDENL

TR 7 7 7 A WARFHT, AA v F EOTRTCOP—ERZH L TT 74/ b THENI /2> T
WET, AL v FTH—-FITTRTOY—E A (Cisco NX-OSV U —29.3(5) TILT 7 # /b
M) 2L CTrZ 7 7 A MEFHEREDN A DT> T DAL, FFEO—E A& BT 5
WX, ROFINEZFITLET,

FIRDOEE

show system internal sysmgr service name service-type
configureterminal

no bloggerd log-dump sap number

show system internal bloggerd info log-dump-info

PN
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=3[k 2t
FIE
AU RFEREET7TIVa Y ]3]
AT 71 |show system internal sysmgr service name service-type| 4-— &' 2 SA P& 5 % & ¢ ACL Manager |ZB59 5 1%
Bl WERTLET,
switch# show system internal sysmgr service name
aclmgr
AT 72 | configureterminal 77— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/ij‘o
switch# configure terminal
switch (config) #
A7 7 3 |no bloggerd log-dump sap number ACLManager ¥ —E 2D 1 27 7 7 A /AR FhE %
ﬁ“: §%01[/:£7fo
switch (config)# no bloggerd log-dump sap 351
25w 7 4 | show system internal bloggerd infolog-dump-info | %1 w5 Loy m 7 7 7 1 MRFHHAEIC BT 5 1 %

1 -

switch (config)# show system internal bloggerd info
log-dump-info

FRLET,

1

Y/ o
L/i‘g—o

laclmgr] &9 ARTDOH—ERDIEER 7 7 7 A )WARFR & BT 2 6 & 7w

switch# show system internal sysmgr service name aclmgr

"aclmgr" ("aclmgr", 80):
UUID = 0x182, PID = 653,
State: SRV_STATE HANDSHAKED
Restart count: 1

Time of last restart: Mon Nov

Service

SAP =
(entered at time Mon Nov

351
4 11:10:41 2019).

4 11:10:39 2019.

The service never crashed since the last reboot.

Tag = N/A
Plugin ID: O
switch (config)# configure terminal

switch (config)# no bloggerd log-dump sap 351

Sending Disable Request to Bloggerd

Bloggerd Log Dump Successfully disabled
switch (config)# show system internal bloggerd info log-dump-info

Log Dump config is READY

Log Dump is DISABLED for ALL application services in the switch

Exceptions to the above rule (if any) are as follows:
Module | vDC | SAP | Enabled?
1 | 1 | 351 (MTS_SAP ACLMGR ) | Disabled
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FyH—~—z20q <k osoamiE [

Log Dump Throttle : ENABLED
Minimum buffer rollover count (before throttling) : 5
Maximum allowed rollover count per minute : 1

switch (config) #

F)A—R—IDARY ~ AT DOEBIRE
N A —_—2Da ZIUEMKRE
o RERE AR RRIC BT — & & HEhAICIUE L9,
ey hr—)L L — DB L
« WAL~ A RAREIRFRE TTH
e VAABANTHT 7 Lk

VA RIT, Ry FU—VEHE F7213 Cisco TACIZ L » T, BIRAJIC EEXINFE
—a—c

A RA=TDT v T T L —REFIH LW N =2 HERICET L9,

0 T AL v T —DIVIRLFT D0, A —Nc ) B— N CRIELE T,
s EHKEO0, I, BLU2 D syslog #AR—KFLET :
s T Ry 7 AR MDD AHK I syslog (syslog & i 92 HENXE < K)

RYHF—AR=—20O5 774 ILOBEREDE ML

27 Z7ANDRNY T—_—=Z2DBEEREZ AN T HITIEL, _ syslog_trigger default > A2 7
ARY —=DF—N—=F 4 KU —%HAXLYAML 7 7 A VCIERL L, TH@EIET D
BEOR V7 ZERTDLERD Y £F,

0y 7y ANOABNEESANTDEHAX A YAML 7 7 A VOVEREDZERICOW T, H
FIVE YAML 7 7 A L OFRE (190 X—) 2L TLIEEN,

BEIUNEYAML 7 7 1 )L

EEM #HED action =~ > RCHRE I NS HEUUE YAML 7 7 A Vi, SEIERVAT LE
TIEa L R— v hDOT 7 v a v BERLET, ZOT7 7 ANV, AL vTF T4 L7 b

U : /bootflash/scripts |28 W £9°, T 7 4/ F®O YAML 7 7 A VIZINZ T, 22 KR—x > MNEF
DYAML 7 7 A WZEAERR L, [MILT 4 L7 MUICEETEET, 2R —>> MNEADYAML
7 7 A VO AT component-nameyaml T9, 2V AR—3 > NEBFD T 7 A VRE LT 4
L7 M UICHEET DA, actiona~ > RTHRESNZ7 7/ VED B INET, =&
ZIX, 7273 a7 7 A /bootflash/scripts/platform.yaml /N7 7+ /V DT 7 3
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B consvam o7 LozE

> 7 74 )V /bootflash/scripts & & |2 bootflash/scripts/test.yaml7 4 L 7 |
ViZHh 584, platform.yaml 7 7 A /L CERINIZMBNT 74/ FOD test.yaml 7 7
ANMAFET DT Ty b 74 —h 2 B—F 2 FOFIEL Y bEELLET,

aR—3% 2 FOFlE LTiE, ARP, BGP, IS-ISARENRH Y £7, T XTHOaR—x b4
B L TWRWEAE, Y A3 I AZ~v— PR— MNMIEKE LT, a2V R—% MNEHFOT
Jvary (BXOT 74/ oD testyaml 7 7 A /L) O YAML 7 7 A )V EEFL T EE0,

il

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml $ syslog msg

BHEUNEYAML 7 7 1 JLDETE

YAML 7 7 A VORNFIZLE > T, M) H—_"—2AOHBUERFIZINESND T —FNRED
T, AA VFITILYAML 7 7 A V3 1 DT HEELETH, [EROBEDAL v F 2R —F
VhERAVE—VOHBIUEA X T X EEDDL I ENTEET,

AA T ORDOT 4 L7 N TYAML 7 7 A V& RO ET,

/bootflash/scripts

OB ZEFERALT, U H—_R—XNWEDYAMLY 7 A VEZFFOHE L ET, Zofix, =2—&
TEFED YAML 7 7 A VEERA LTI T —_R—2RNELEFEITT DO EKIKBYLIE R E %
RLTWET,

switch# show running-config eem
!Command: show running-config eem
'Running configuration last done at: Mon Sep 30 19:34:54 2019
!Time: Mon Sep 30 22:24:55 2019
version 9.3(3) Bios:version 07.59
event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg
FREOFITIE, Ttest 1] BT 7Ly FOARIT, [test.yami] 73 /bootflash/scripts 7 1 L 7

FUICHBZ—HRED YAML 7 7 A L DL4ETTT,

YAML 2 7 4 )LDl

wIZ, P H—_R—=2ADA X~ v HBEUEREZ R — T 2R YAML 7 7 A /L
OEZEZRLET, 77 ANVNOF—/MEDOEZREZROFITLET,

\)

GE)  YMAL 7 7 A V@O A T RSB L 2R LET, AN TT77T7 4 AL LT,
AL o FTHEHTLANAERED (454 > YAML Bk 23T L $9,

bash-4.3$ cat /bootflash/scripts/test.yaml
version: 1
components:
securityd:
default:
tech-sup: port
commands: show module
platform:
default:
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tech-sup: port
commands: show module

*— . {E % EA

A E | LCRELET, hoFRSE2MMNT5L, ABNEAY V7 MM
PER 72 <720 £,

AR b LFMMAAL v F avR—R N THLI LEZHETHXF—V—F,

securityd : syslog 2> R—3 2 N DAHT (securityd iX syslog D7 7 U T ¢
4) .

A I AR MIBT DT RTOA vy E—VE2FHILET,

tech-sup : port securitydsyslog IR —FR> NDFR— K BV 2— VDT 7 =7V %

R—bhzUELET,

2= K : show securitydsyslog = > 7R—F% > k@ showmodule =< > R & INE L
module *7,

TTy N7+ —L o |syslog 2 AR —R 2 ORI (platfornidsyslog D7 7 VT 4 4)

tech-sup : port platformsyslog 2R —FRY hOR— K EV 2— DT 7 =)L
R—hEIELET,

2~ R : show platformsyslog = > 7R—F > k™ show module =~ > R & INE L
module *1,

FrEow ZICOR HBE A 2 7 — 2 ZBEM  5121%, ROBIZERLET, &,
SECURITYD-2-FEATURE_ENABLE_DISABLE

securityd:
feature enable disable:
tech-sup: security
commands: show module
*—:fE BLL
securityd : syslog 2> R—F 2 FNDA4HT (securityd (X syslog D7 7 U T ¢

) o

feature_enable disable : |syslog A v E—T DA vtE— 1D,

tech-sup : security securitydsyslog AV R —R 2 bDEX 2T 4F Va— DT I =
AN Y R—=FENELET,

2= K : show X2 U7 1 syslog 2 AR —H%2 b D show module =~ > RH &Y
module £ 1L F7,

FLD YAML = | U @ syslog Hi 1041
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B - x> rarvoamrEnsonE

2019 Dec 4 12:41:01 n9k-c93108tc-fx %SECURITYD—2—FEATURE_ENABLE_DISABLE: User
has enabled the feature bash-shell

BEOEEEET D121E, ROBIZHEHL X3,

version: 1
components:
securityd:
default:
commands: show module;show version;show module
tech-sup: port;1lldp

\}

G¥)

(RIOBZ2 )

BHED show 2~ RET 7 =N P R—FF—DEZXELITIE, EIaer2HLET

U U —210.1(1) AEETIE, test.yaml 13D YAML 7 7 A VINFIET D 7 4 L FIE & #
ZBHTEMTEET, Z7HNLEHNDOTTOD YAML 7 7 A /LiL. componentName.yaml A4 #i
ANZHE S MEED B D £,

7k®1§'JT§i\ test.yaml 7 test_ folder KE%@Z %ﬂi‘é—o

test.yaml:
event manager
action 1.0

applet logging2 override  syslog trigger default
collect test.yaml rate-limt 30 $ syslog msg

test folder:
event manager
action 1.0

applet logging2 override  syslog trigger default
collect test folder rate-limt 30 $ syslog msg

OB, test folder D/NAL AU R—R 2 hERLTNET,

1ls /bootflash/scripts/test folder
bgp.yaml ppm.yaml

AVR—R2 cHT=Y DBEEIEDEDHIR

HEUEDOLR A, 2V R—F A XU EHT20) OV RABOHIRILT 7 4 /L b T3THRE
SNTVWET, 1D0aR—=F FT3IDULEDOA R IRREETDHE, A X MIFRY
TEN, AT —H A A E— EVENTLOGLIMITREACHED N E/RINFET, /X h nsnno—
N —=N—F 5L, aUKR—F N A NOHBENHHINLET,

Bl

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)

2020-Jun-27 07:20:03 1140276903 ACLMGR-0-TEST_SYSLOG EVENTLOGLIMITREACHED
2020-Jun-27 07:15:14 1026359228 ACLMGR-0-TEST_ SYSLOG RATELIMITED
2020-Jun-27 07:15:09 384952880 ACLMGR-0-TEST SYSLOG RATELIMITED
2020-Jun-27 07:13:55 1679333688 ACLMGR-0-TEST_ SYSLOG PROCESSED:2:9332278
2020-Jun-27 07:13:52 1679333688 ACLMGR-0-TEST_ SYSLOG PROCESSING
2020-Jun-27 07:12:55 502545693 ACLMGR-0-TEST SYSLOG RATELIMITED
2020-Jun-27 07:12:25 1718497217 ACLMGR-0-TEST SYSLOG RATELIMITED
2020-Jun-27 07:08:25 1432687513 ACLMGR-0-TEST_ SYSLOG PROCESSED:2:10453823
2020-Jun-27 07:08:22 1432687513 ACLMGR-0-TEST_ SYSLOG PROCESSING
2020-Jun-27 07:06:16 90042807 ACLMGR-0-TEST_ SYSLOG RATELIMITED
2020-Jun-27 07:03:26 1737578642 ACLMGR-0-TEST SYSLOG RATELIMITED
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2020-Jun-27 07:02:56 40101277 ACLMGR-0-TEST_SYSLOG PROCESSED:3:10542045
2020-Jun-27 07:02:52 40101277 ACLMGR-0-TEST_SYSLOG PROCESSING

BENREDST 774l

BEREDY J7A4ILIZDNT

YAML 7 7 A VORTEICE > T, HEER 7 77 A LONEDNREY £, MEn S 77
ANTHAINDI AT OBRIIHRETEEHA, REFEED T 7 A VN HEEINDIBHEEIIHRET
=F7,

HEINED Z 77 A%, ROT 4 L7 M VIR IESNRET,

switch# dir bootflash:eem snapshots
44205843 Sep 25 11:08:04 2019
1480625546 _SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz
Usage for bootflash://sup-local
6940545024 bytes used
44829761536 bytes free
51770306560 bytes total

AT I27A4UL~ADTIER
av R F—U—F lgebug)] ZFEHL TR EZBKELET,

switch# dir debug:///

26 Oct 22 10:46:31 2019 log-dump
24 Oct 22 10:46:31 2019 log-snapshot-auto
26 Oct 22 10:46:31 2019 log-snapshot-user

ROFIZ, v Z7OLEFTERFSNL e 7 OHZ R LET,

BT SR AA
log-dump TOTHNEIZIE, vl a— G —RN—RH AR s e SR EIRE T,

log-snapshot-auto | = @ 7 5+ L #1Z1%, syslogA X2 b0, 1, 20 HEMUED 7RG ENE T,

log-snapshot-user | = 7 4 /L &' |Z1%. bloggerd log-snapshot DFEITIFIZINE S i- 1 7 P RAF
ShET,

0y a— LA —N"—THERINTa T 77 A NVEFTRTHIZIE, ROFZSHZBIZL TS
AN

switch# dir debug:log-dump/

debug:log-dump/20191022104656 evtlog archive.tar
debug:log-dump/20191022111241 evtlog archive.tar
debug:log-dump/20191022111841 evtlog archive.tar
debug:log-dump/20191022112431 evtlog archive.tar
debug:log-dump/20191022113042 evtlog archive.tar
debug:log-dump/20191022113603 evtlog archive.tar

O% tar 7 7 1 JLDFEHT
tar 7 7 A VND T FE2ENTTHI21T. ROFIZSZEIZL T TEE N,
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switch# show system internal event-logs parse

debug:log-dump/20191022104656 evtlog archive.tar

————————10GS: /tmp/BLOGGERDO . 991453012199/ tmp/1-191022104658-191022110741-device test-M27-V1-I1:0-P884.gz——————
2019 Oct 22 11:07:41.597864 E DEBUG Oct 22 11:07:41 2019 (diag_test start):Data Space

Limits (bytes): Soft: -1 Ha rd: -1

2019 Oct 22 11:07:41.597857 E_DEBUG Oct 22 11:07:41 2019(diag test start) :Stack Space

Limits (bytes): Soft: 500000 Hard: 500000

2019 Oct 22 11:07:41.597850 E_DEBUG Oct 22 11:07:41 2019(diag_test start):AS: 1005952076
-1

2019 Oct 22 11:07:41.597406 E_DEBUG Oct 22 11:07:41 2019 (device_ test process_events) :Sdwrap
msg unknown

2019 Oct 22 11:07:41.597398 E DEBUG Oct 22 11:07:41 2019(diag test start) :Going back to
select

2019 Oct 22 11:07:41.597395 E DEBUG Oct 22 11:07:41 2019 (nvram_test) :TestNvram examine
27 blocks

2019 Oct 22 11:07:41.597371 E_DEBUG Oct 22 11:07:41 2019(diag_test_start):Parent: Thread
created test index:4 thread 1d:-707265728

2019 Oct 22 11:07:41.597333 E_DEBUG Oct 22 11:07:41 2019 (diag_test start) :Node inserted
2019 Oct 22 11:07:41.597328 E_DEBUG Oct 22 11:07:41 2019 (diag_test start) :The test index
in diag is 4

2019 Oct 22 11:07:41.597322 E _DEBUG Oct 22 11:07:41 2019 (diag_test start):result severity
level

2019 Oct 22 11:07:41.597316 E_DEBUG Oct 22 11:07:41 2019(diag_test_start):callhome alert
level

WDFEIZ, FFED tar 7 7 A VONTIEH T 2 BMOF—T— 2R LET,

e ET

component | 7ot 24 THBIS LD ALR—R MBS o 2T a—RNLET,

from-datetime| yy [mm [dd [HH [MM [SS]]]]] JEACHEE L7z, FED RO R 7 %27 a— L
iTo

instance Fa— K325 SDWRAP Ny 77 f LV AXLADY A (Br~Xgn) |

module SUPRLCAREDEY a—Anbonl27Fa—RKLEd (FY2—/ID %fE
A .

to-datetime | yy [mm [dd [HH [MM [SS][I FEXCHRE L7z, HEDOHRKETOR I %T 2—
FLET,

AMDIGHR~QTEaE—T 3
VE—h =R EDOROBATICR 72 at—3 5120, ROFIESEIZLTLTEEN,

switch# copy debug:log-dump/20191022104656 evtlog archive.tar

scp://<ip-adress>/nobackup/<user> vrf management use-kstack

Enter username: user@<ip-address>'s password:

20191022104656 evtlog archive.tar 100% 130KB
130.0KB/s 00:00

Copy complete, now saving to disk (please wait)...

Copy complete.

BEIURED T I 7 M IILDEE

EREND NI H— =20 HBENEE R 721X, EventHistory & EventBundle O 2 fi¥E2 % ¥
iﬁ—o
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EventHistory B MEEO S v Y

A X2 NEREOYEIE, /var/sysmer/stv_logs/xport 7 4 VX THENTHOILE T, 250MB D/3—
7 43 RAM 23, /var/sysmgr/stv_logs 7 4 L7 M UIZ~w D NERET,

/var/sysmgr/stv_logs D A€ VA, EIVD 2 THIL7Z 250 MB @D 65% KiiiD%H. 7 7 AV
FHESNET A, AEVHEHER65% OFIRL~/WMIZET D &, HrLuve 7 ORFEE kT
THDIZA 37 AT Y BMEHARRICRDET, b EW 7 7 A ANBHEEINET,

EventBundle B MEER v Y

AR b RAVORE IHE B Yy 7 13 /bootflash/eem_snapshots 77 /L & CTOARAEIZFES W
TEITENET, BBEINTZA Ty T v ay NERIFET 57292, EEM BEIER 7 U
THE, T 7T ya ARL—=YD5% 2HVETES, T—F 7T v aBEmD 5%
MMEHEIND &, rmZIXHESNET,

FLWHBIE D ZVDBFAAREIZR > TWDAHEDD, T —h 7T v v 2 |TRFTDHAL—AN
WA (TTIZS5% OREICELTWS) | VAT AIROZ L R LET,

1 12FFfLL ERGE L7ZBEFOBBIUE Y 7 A VR HDGE. VAT DI 7 7 AV EHIFRL,
mLnwn s Erar—LET,

2. BEFOBEEINE Y 7 A LD 12 R OGS, BrL<IE SN v ZI3HRGEINTITEE
FEINET,

F 7 H N hAR—=UIETH S 12 I, ko a~vr FEEH L TEARETxEd, a<v2 T
FRET 2 REfIE S AL T,

switch (config) # event manager applet test override  syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml purge-time 300 $ syslog msg

event manager command: test 1%, KU —HIDLEITT,  sydog trigger_default i, A4 —/3—
TA FTDUEOH DY AT LR —DLARITTY, ZO4FNE, —E7 4 —Za7 ()
TIWHEDLMLERNH Y 7,

action command: 1.0/, 77 ¥ 3 U OFETIEFE LR L TWHEI L 72> TWET, collect I3,

T—HNYAMU 7 7 A VEERH L TIES NS Z 2R LTWET, testyam (X, YAML 7 7
ANDLRTOFITT, $ sydog_msg X, T R—F%> hDOARTTT,

\)

6=

EORETYH, EITHDO U A —_R—=2DOBEIUEA X2 I 1O T, BENENTT
WCHREL TR EXITHOHFLVWae S A XUV RERFELEIETEE, HTLWVWa S £ b
RSN E T,

FI7 4 R TR, R T ==X FE 54 B00F) i1 o7 FINESHET,
ZOL— MHBRIZ, ROa~r FTHLERETEET, a~vr NTHRET LRERIIREA T,

switch (config)# event manager applet test override _ syslog trigger default
switch (config-applet)# action 1.0 collect test.yaml rate-limit 600 $_syslog msg

event manager command: test (78 U & — DL RO TH, _ sysog_trigger_default i%, A —/3—
TA RTHVATLRY —DAFIOFTT, ZOA4RNL, —EHT7 v ¥—2a7 () ThkhE
HILENRHY £,
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2

b

B rvi—~—zonsneom

action command: 1.01%, 77 ¥ a Y OFEATIEEE R L TWAHHE 7> TWET, collect 13,
T—HNYAMU 7 7 A VEER L CTIES NS Z 2R LTWET, testyam (X, YAML 7 7
ANDOL4RETOFITT, $ sydog_msg X, = HR—F> FOARITT,

UU—=2101(1) EETIE, M) H—DRREA T a 2L TREL— 252
EHLTEET, TR, 20O N 72T EHEOLDOTY, max-triggers OEICET 5
L osyslog BMEALTH, ZHLLEARY FVIINE SR ) £,

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml rate-limt 30 max-triggers 5 $ syslog msg

)

GE) ﬁéﬁﬂié%éhf:/\‘/ KL% debug:log-snapshot-auto/ ) ?Eﬁfﬁugﬁﬁ—hli\ RDOA X b
DFAE LT L &, max-triggers O EFUTIE SV TIEN B SN E T,

BEIREDOMEHER & BE
R U H—=_R—=ZDYEEFFHE RO B 2RISR L E T,

switch# show system internal event-logs auto-collect statistics
————————————————————— EEM Auto Collection Statistics--—---------------——-
Syslog Parse Successful :88 Syslog Parse Failure :0

Syslog Ratelimited :0 Rate Limit Check Failed :0

Syslog Dropped(Last Action In Prog) :53 Storage Limit Reached :0
User Yaml Action File Unavailable :0 User Yaml Parse Successful :35
User Yaml Parse Error :0 Sys Yaml Action File Unavailable :11

Sys Yaml Parse Successful :3 Sys Yaml Parse Error :0

Yaml Action Not Defined :0 Syslog Processing Initiated :24

Log Collection Failed :0 Tar Creation Error :0

Signal Interrupt :0 Script Exception :0

Syslog Processed Successfully :24 Logfiles Purged :0

WOFNE, CLI 2~ RZMEH LTRSS MY T—_—ZDINERKE (WLH <7z syslog
e, R, INESNT=T =X DOV A X) 2R L TWET,

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)

2019-Dec-04 05:30:32 1310232084 VPC-0-TEST SYSLOG PROCESSED:9:22312929
2019-Dec-04 05:30:22 1310232084 VPC-0-TEST SYSLOG PROCESSING

2019-Dec-04 04:30:13 1618762270 ACLMGR-0-TEST SYSLOG PROCESSED:173:33194665
2019-Dec-04 04:28:47 897805674 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:28:47 947981421 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:27:19 1618762270 ACLMGR-0-TEST SYSLOG PROCESSING

2019-Dec-04 02:17:16 1957148102 CARDCLIENT-2-FPGA BOOT GOLDEN NOYAMLFILEFOUND

F)A—AR—OBJTIREDHER

W OHD X 9 12 show event manager system-policy |itrigger =~ REZ AN LT, U H—_—
AP TYWEMREN AN 2> TVD Z L 2R LET,

switch# show event manager system-policy | i trigger n 2

Name : _ syslog trigger default
Description : Default policy for trigger based logging
Overridable : Yes

Event type : 0x2101
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R)HF—AR—=—20DOYT TJ7A4IILERBRDIESR

MU H—=_R—=Z2OHBIUEBREIC L > TARU b vl T A VRN ERENTZ0E D &R
TExEJ, woBloOnTNhroa<wr REASLET,

switch# dir bootflash:eem snapshots
9162547 Nov 12 22:33:15 2019
1006309316 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz

Usage for bootflash://sup-local
8911929344 bytes used
3555950592 bytes free
12467879936 bytes total

switch# dir debug:log-snapshot-auto/

63435992 Dec 03 06:28:52 2019

20191203062841 1394408030 PLATFORM 2 MOD PWRDN eem snapshot.tar.gz
Usage for debug://sup-local

544768 bytes used

4698112 bytes free
5242880 bytes total

O—A)LO 274ILOXL—

a—hnur 7rANLDR R L— Uk

e —HNTF—H AN —UIERIOEIL, BAOHBL XA TICL-oTHRAEVET, £V
T AL F LT 2T AL vFOESHT T, AN L—UHRIL 1S 00 BEFBOT — %
TY, RHMICh28# e 72 INET 121X, ROFIEEZFEITLET,

o LBEREFED Y —ERMERRICH L TOIRA Ry b vV ORFEEENCLES, [H
—Hh—ERADILER 77 7 A VORI (185—) | 25 L T EE,

AL TFMNENEPAR b ul bz AR—MLET, Sl 774 LDRA K
L—y (200 2—) | BB LTIEEN,
JEfE S e ZIE RAM ITIRESNE T,
f2SOMB D AEVY [, v/ 7744V AL —VHICTFRHEINTWET,

sl TrANMTtar B TR LENFET T L1 77 AVEZITI0MB OWT 1L
)E‘b\ji) [e]

c At vay NUEEFATLET,

BEDQOY J74J)LOO—AHI) aAE—DER

JEw 7 7 7 A MEERZ, A v F TEITENTWD TR TCOY—ERZH L TT 74/ FT
ANZIeoTWET, =BV AL —=VDEE, o7 77 AME, 77 v a AEVITK
EENET, ROFIEEZEH LT, BFDOA X bl 774009 bR 10EDOA Xk
ny 7y ANEERLET,
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Embedded Event Manager M % |

1. bloggerd log-snapshot [ file-name ] [ bootflash: file-path | logflash: file-path| usbl: ][ sizefile-size

][ timeminutes ]

ARV RFERERTOVa Y

=)

ATy T

blogger d log-snapshot [ file-name] [ bootflash: file-path
| logflash: file-path| ushl: ][ sizefile-size] [ time minutes
]
1 -

switch# bloggerd log-snapshot snapshotl

AL FIRAFEN T DEH D 10 DA < K
0y DAFyFay kSR T 7 A VEER
LET, ZOBEOT 74/ FDA L —I0X
logflash ¢,

filename : £ SN A Ty vav br s 774
R RADT 7 A N4, filename lZIZE KR 64 3¢
FTEREHLET,

GE)

COERITA T a T, RESNTVRNE
AN

B, VAT AFEALREZ T
[ snapshot bundle.tar] %7 7 A L4 & L CiHH L
£, i

20200605161704_snapshot_bundle.tar

bootflash: filepath : A F v 7> a v buas 77 AL
NRURANRT = 7Ty v allEFmEnTns 77y
AN IRA, OGP R ADNTNNE RN L £5,

* bootflash:///
* bootflash://module-1/
* bootflash://sup-1/
* bootflash://sup-active/
* bootflash://sup-local/
logflash: file-path : A F v vav has 77 AL

Nl 77 vy a2l EENE 77140
IXAy OPHEH R ZADNT I E BN L £,

* logflash:///
* logflash://module-1/
* logflash://sup-1/

* logflash://sup-active/
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ARV RFEREET7TOVa Y B#Y
* logflash://sup-local/

ushl: :USBT /A A EDARF v Fay buas
TrA NN RABRIFESILTND 7 7 A V8 A,

sizefilesize: A 314 b (MB) HALOY A RITH
S AFyTFavhad TrAL N R, &
JHIZ SMB—250MB T,

timeminutes : &% O x I (4y) ITESL A F o7
avbhal TrA R0 Kb, #HIZ T ~30%
-(“—g—o

1

switch# bloggerd log-snapshot snapshotl

Snapshot generated at logflash:evt log snapshot/snapshotl snapshot bundle.tar Please
cleanup once done.

switch#

switch# dir logflash:evt log snapshot

159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar

159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for logflash://sup-local
759865344 bytes used
5697142784 bytes free
6457008128 bytes total

WOl a<wy REFALT, AIU77AVE2FRRLET,

switch# dir debug:log-snapshot-user/
159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar
159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for debug://sup-local
929792 bytes used

4313088 bytes free

5242880 bytes total

\)

GE) T A NEGIT. BIORBITRENNTWET, fHroa s 757 A4 0iE. ER S B
k- THialsinE T,

U U —2101(1) LAFE, LC 27 7 7 A /VIZIX 1og-snapshot /N2 R E £ TVVE
IR log-snapshot N RV T AT, tac_snapshot bundle.tar.gz T9, KIZH
R LET,

bash-4.2$ tar -tvf 1610003655 0x102 aclgos log.17194.tar.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 pss/

-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime info lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime cfg lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos debug.gz
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-rw-rw-rw- root/root 129583 2021-01-07 12:44 pss/clgosdb verl 0 user.gz
-rw-rw-rw- root/root 20291 2021-01-07 12:44 pss/clgosdb verl 0 node.gz
-rw-rw-rw- root/root 444 2021-01-07 12:44 pss/clgosdb verl 0 ctrl.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 proc/

-rw-rw-rw- root/root 15159 2021-01-07 12:44 0x102 aclgos compress.17194.10g.25162
-rw-rw-rw- root/root 9172392 2021-01-07 12:43 0x102_aclgos_core.17194.gz
-rw-rw-rw- root/root 43878 2021-01-07 12:44 0x102 aclgos df dmesg.17194.log.gz
-rw-rw-rw- root/root 93 2021-01-07 12:44 0x102_aclgos_log.17194

-rw-rw-rw- root/root 158 2021-01-07 12:44 0x102 aclgos mcore.l17194.log.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 usdl7194/

-rw-rw-rw- root/root 11374171 2021-01-07 12:44 tac_snapshot_bundle.tar.gz

NEOT J7A4ILDRSL—

IR —R V) a—a id, a B ERIRTIETET 7 AL v FIRGET DHEREEZIREE L £
hd—o

)

CE) SR N L —UHEBEZERL 9 5 7=, Cisco Technical Assistance Center (TAC) [Zi#E#& LT, 4
Y — NV a—va ORMEYTR— 2RO TIEEN,

WIZ, S 7 7 7 A N OIRAFRERE R R L £ 7,
s AT RTHB
« HTTPS ~— 2 Din %
¢« A ML — U
«HET 2T AL T 1300 MB
cEVaT AAvF 1 12GB (1 AHY . AL vFHT=V)

ol ANV — NIZIT 10 BDO AL v FOu SMEFEENE T, 27E L, AN — T
R—hFENDAAL v TFOEIZEERFIRIEH U A,

Switches enabled for

Standalone
External Server

HTTPS based
secure transport

307682

Switches
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GNER— N VU a— 3 DR, ROFERH D £,
ey br—7 L AGRE
ctXa VT RENEO FEEE
« YR—FENTWVD 3O A -
cINLIZ AL v F 0B 01 7 ORI 72 INEE
cTAC DY R— M LD, Y2aPp—_"~ouZORALT v 7 a—F,
« [REMRA 7 L A LE

)

GE)  ApY—nTor s 77 A NVORE EIEIZOWNTIE, Cisco TACIZBRWEbHE L &V,
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SPAN D% E

ZOET, WONETHELINLTWET,

* SPAN (Z-2V T, on page 203

« SPAN DEEFIHE L OHIKIFHE (204 ~—)

* SPAN Y — A, on page 204

o EE I — b DOFEME, on page 204

* SPAN %1%t on page 205

* 5a5E 7R — b OFFME, on page 205

* SPAN 3 LTV ERSPAN 7 ¢ /L ZWLER (205 ~_X—3)
* SPAN 35 K TVERSPAN o7 ) v 7 (207 X—7)
« SPAN I L UF ERSPAN D)0 #5T (208 ~<—3)

* SPAN t v ¥ 3 OERE 72 1ZHIER, on page 208

o 4 —H v MR — N DOFKIE, on page 209

« E{ETER— N DOFXIE, on page 211

s BEILA— N F v 3L FE 21X VLAN OFXE, on page 211
* SPAN & v ¥ a O DL E, on page 212
*SPAN & v 2> ®D7 77 ¢ 71k, on page 213

* SPAN & v ¥ 5 > D—IK§f5 1k, on page 214

* SPAN 7 A )L Z DRk (214 ~—27)

« SPAN %> 7V v J DR (216 <X—)

* SPAN Y)W #:CoixiE (217 ~—2)

* SPAN fH ¥R D F 7R, on page 219

SPAN [TDUMT

AL F RAR—bF 7F74% (SPAN) #ge (F—bh I 7=V 7 EIR—F =4V
TELMEIND) ., F*Yy NT—T TFIAFIL DN DI=DIIFry NI—F T T 4 v
JEBBIRLET, *v hT—2 755 4L, Cisco SwitchProbe £721ZZ DDV £— b €
=412 (RMON) 7'm—7T7,
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SPAN O E |

B seanvorssEssvsinssE

SPAN O EERIHE & UHIFIEIR

SPAN 121X, ROEEFHREFNEELHY £7,
B Ou— T NVSPANE v g VU CRILEE A V¥ —T =4 2 (AR — b ETR—
b F ¥ R) BEHRTEET,

» CiscoNexus 3500 'V — X 2 A » F, SPAN & v 5 > ® access-group 2~ > K& HR—
FLTWEHA,

SPAN V—X

E{ETTR—

SPANEEEid., NI T7 4 v 0= ) T TEDA X —T oA A%FKLFET, Cisco
Nexus 7 /3 A{X, SPANE[FLE LT, £ —H 3y b, A— K Fxx, BLOVLAN &4
AR—FLTWEJ, VLAN Ti, FEEEN7 VLAN THR—FENTNETRTDOA o H—
Tz AANSPAN G LTEHEENET, A —V Xy F A ¥ —T A AT, ASIFHM,

HA5m,. £7213m 5O SPAN N T 7 (v 7 ZRIRTE £,

e AJVEET Rx) : ZOREETHR—FENLTT A RCAD T 7 4 v 7%, SPAN%E
eR— Mzar’—&nET,

s HAEET (Tx) : ZOBEETLAR—FEILTT AL ANBHSE T 7 4 v 71X, SPAN
SESEAR— MZavr—SnET,

~ DFFIE

EEIR—F (FE=F2 V) U IHBR—FELIFEIND) 2. Xy =2 F T T4 v 7 58D
TEOIE=SF NV TTHAL v TF RA L F =T =2 ZATY, AA v FiI AEBDOBDATIEF
TR— b (A v FTHATE 2/ REDOKR— ) LEEOED Y —A VLAN 2R — L
ij‘o

EEITLR— FOMIL, kOB T,
e f—Y Xy b, B—F Fyrx/, £FILVLANKR—F XA FITTEET,
« SESEIR— MZITRETE EH A,

s B X —F B hHm (Af, W, £EME5) 2% ETEET, VLANKETOLAE, €
=2 YT HFRIZIASIOBRTHY . ZA—THNOTXTOYIER— MEHAINET,
VLANSPAN T v > g U TCIIRX/TX A7 3 NIMFEHATEEE A,

« [ U VLAN WE 713572 %5 VLAN WICTEE X £,
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| spPAN o3
seansiz [

\)

Note «SPAN B v a rHiz 0 ORETR— F O REIT 128 R— KT,

SPAN %E 5%

SPANZE5E & 1%, BEXAR— 2= H VT T DA X —T A4 A%FRLET, CiscoNexus
VU —RXTFT A AL, SPANSESEE LT, A1 =Ry A F—T oA AEHPR—FLET,

SESER— b DFEFE

FZua—H/VSPAN Yy v a s Zid, BETCR—FEFRIIVLANMNS N T 74w 7 Dat—%
ZETDHmEAR—F (F=2 Y T HR—FELMEIND) BDMLETT, s8R — ORI
WD &R TT,

s TRTOYER— SR A[GETT, BETXA —VF >y FBIOFCoE A~— M, sEikHA— b
ICTEEH A,
s EETAR— FIBRNEE A,

e R— N FY¥ RNITITRETXERA,

eSPAN By a7 7T 4 T7hEXE, AR VY =2 L ER A,

LB D SPAN v 2 3 L DEEITC VLAN IZETH5E. HETLY X Moot sn, £
=B U TENER A
e T RTOE=H Y UV ITHBEE TR —MNOEZE NI 74 v 7 Da—%2ZE LE T,

cRUSEEA v B —T oA A%, HEOSPANE Y a /NfEHTHZ EIXTEXERA, -
L, A Z—7x 14 ATSPANB L OERSPAN v o g D54t & U THRETX £,

SPAN # & Uf ERSPAN 7 « JL 2 ALIE

SPAN £ 721X ERSPAN v v a U EFEH LT, T X TOEEILA L H—T = A LEDOTTD
F774/7%Wﬁf%i? TEENH D56, ERITERLOFIRIENTXTO N T 7 1 v
EERTHIOILHTRWGES, 2O 74 v 7 &3INry b Ky 7 &5 &2 7 rEE

‘Fiﬁi‘éb nET,

Cisco NX-0S U U —2 6.0(2)A4(1) 1%, Bt 50BN B HFFED SPAN £ 721X ERSPAN k7
T4 vy Ta—% T VAT DRE AR L E T, T o v X ERIE, T 4 v Z EAERCL
ZN% SPAN £721XERSPAN v v a VT X v FTHZ LIk THEBESNEST, 741
AT TBH7y NOBRBRIT—D o 7TE3NET,

T4 NV ZRBIE, ROZATRHY £,
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SPAN O E |
B sean s UERSPAN T LA MEOEEEES & UHIREE

* MAC ~— &
[P N—2R

* VLAN X— 2

SPAN £ X TN ERSPAN 7 1 JLZALEBDEIEFELE L UHIRRSEIE

SPAN B33 L OVERSPAN 7 4 L X U 7 2iE, IROTEEFHELFHIRBFEELH Y £4°,

* Cisco Nexus 3500 >V — X AA v FiE, NT 7 4 v 7 OREIFIC, HDHA L H—T A R
Trx i, DA v Z—T 2 A AT IFEICAR L TWDEA, SPANZE—% Ry
TLET, T, T 74 FDOSPAN L EWMERIIREASE LS, SPANDAR—ZA K T 7 4 v
I BB T X RV E L £9, CLI =2~ FD hardwareprofilebuffer span-threshold
<xx> &M LC, SPAN L& VWME4a Eif T 7Z&wn,

A

GE)  SPAN L EVWMEZEOT L, HHE N 77 0EID Y TITHEB L E
I, BV M CHEBEIL. ARy T 7 F—v 5 SPAN Ry T 7 &
Y TET,

» span-threshold D/ IMEA 0 75 2 IZHEH S AU TUVVE T, span-threshold % Hie/MED 2 123X E
THE, HAESHIDHSPAN Ny 7 7 1X5281272 0 9, ML=~ K TH 2 nohardware
profile buffer span-threshold 2 Z{# 9% &, span-threshold |% 208 (2720 £3°, 7 7 4 /L

MEIX, span-threshold DF/MEX Y H/hE < 72> TWET,

eSPANt v gV DEETA L F—T oA ADEEEX 7 A REEDEASTEH ., 4O SPAN
Ty ia VFEE LA T RRBICAR Y E A, ZOEMEITEEEICRHE L EEA

B UEETA v H—T 2 AT22OD SPAN £/-IZERSPAN v g & 1 DD7 4 /v
I CTRETDHZ EIXTEERA, A UEE 034D SPAN £ 721X ERSPAN £ v v =
VTHHISNTWAERIE, T Ty a NIRRT A NFERET D, B
AT AN ERELRNTLIESN,

*SPANZ 4 L2 U 703, 168D 7 4 N2 DHEYR—FLET, ZTNHDT 4 VXTI,
VLAN X—Z [PX—Z . BLIURMACRX—ZAD T 4 )VEZDHHLEDLEIZTAZ LN TX
F9,

s wNTHF Y AR N—F K= EEEILR—FE LTSPAN Yy v 3 UBRREINLTND
WE. BEILHR— MIEBIZEEZINLTWA T 7 4 v 7 RRWEETH, sk — M
TRTCOVNVTFFY A F T 70w 7 &8k LET, T, /LT %+ A F/SPAN 3
EOBEDOHIBIZL D H DT,

«SPAN 7 4 V2V 7%, SPANEEXA v Z—T oA A ST T 497 %M. AL vF
DFTXTORT 74 v 7 ICHEHTEET,

c1DODSPAN Y > g 22X, | DODIPRX—A, 1 DO MACX—Z, BLI1 2D
VLAN R—Z DT 4 NEDLEHRETEET,
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SPAN D&%

SPAN 45 & UF ERSPAN #1087 v b 7 e Lo ]

e T4 NEDHEIT, DL HIZ, SPANE Y a v DE YV —ADZA FITE>TEHITHI
fREivET,

K8 DODDOMACN—RA, 8 DODIPX—A, F/7IX8 DD VLANR—ZAD T ()L EZ %
WRETEET,

e T RTDA LV H—T 2 A ARX—=ADSPAN v 3 it K4DDIP N—A,
4 5O MAC X—A, F7-134 DD VLAN X—ADT 4 NVHEZT H o FTEXET,

e K8 DODIPN—RA, 8§ DD MACX—RA, £721L8 DD VLAN X—ADT 4 VX %
FRTCHD VLAN R—AD SPAN & v v g UNIT ¥ v FTEET,
« T NHIE ANHFMIEFITHEATEET, ZHIERETE A,
« 7 A IVEBHERET DITIE, SPAN By v a VAT v SRETHHLENH D £,
*ERSPAN-dst £ v v a VTl 7 4 WA EHRETE EHA,
«U—7SPANE v g TIRT A VA ERETEEEA,
AT b T 2F B GICE SET,

*ERSPAN B v a v DRETLA V¥ —T = A AL5ENA VX —T = A ADH 5T PTP A3
HNZ 2> T DAL, Kl v b 7 4o V2 RHER S E T,

SPAN & & T ERSPAN HlfHl/ N4y D7 4 JL R AR

Cisco NX-OS U U —Z 6.0(2)A8(9) IZ. CPU AR L7-/ 7 » M % SPAN £ A v & —7 =
A AP EINT D Re AR L E 3, By b 7o v FICEE SN S 72
Tx I 7=V Y I PN TVWDEEILA v X —T = A ATHZHTT,

SPAN 5 &K U'ERSPAN &> J1) > 5

Cisco NX-0S U U — 2 6.0(2)A4(1) i%. % SPAN £7/-IX ERSPAN Z v g DY —A /5y b
DY TN T Y R— b LET, Y—ANTy hOY T NVERETEEMT S L. SPAN F
tiH$MN@WW%%WﬁT%iTO:@#Vﬁwd\%ﬂﬁ%ﬁ%ﬁﬁiofﬁﬁéﬂ
F9, i, FHE2ICGRETHE, 20DV —A RNy FZEIZ L ORARENE
7, [FERIC, & l%mm_ﬂﬁﬁék 1023 /%7 KT EIZ 1 X7y R ARESRET,
Z O ETIE, SPAN £721Z ERSPAN YV — 2 24w NOEMR T 7 FVELNETR, R
XNy MBI A REFBEOFERITE FNER A,

F 7 4L FTlE, SPANEB LERSPAN V> 7 U » 3 ENC > CWET, o7V 7%
fEH 2121, % D SPAN 771X ERSPAN £ v > 3 » THMC L TELLERH Y 4,

SPAN 8 K TERSPAN > J ) U5 DFEFES L UFIREIE

SPAN 8 L OVERSPAN o 7V o ZN2i%, IROFEEFHE L HIREEIH D F9°,
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SPAN O E |
B seanssversPAN DB Y ST

e T TIE, u—A vy g d ERSPAN-sic By v a U TOAEYR— I E
@—O

o 7Y JE, ERSPAN-dst B v a Tl AR — SN TWERA,
YTV TE, U= SPAN Yy Vg U TIEETAR— PSR TWER A,
e R—PENTWBY T o FEPHIZ 2 ~ 1023 TY,

SPAN # & U ERSPAN D] U & T

Cisco NX-0OS U U —2% 6.0(2)A4(1) TlX, MTU O ¥ X|ZH-3< | 4 SPAN F721% ERSPAN
Ty arOY—ANry OV ETHREAINTWET, UIDEBTcEy, £=47 258
4y hOY A X &P BT Z L T, SPAN % 7-1% ERSPAN D H#HmE & 2h AU T & £,
MTU OEI Y #5TiX, 64 /51 )5 1518 34 RETRETEET, fHEIINZ MTU %4 XK
D H K E V) SPAN £ 721X ERSPAN /X7 > MITRT, 431 MDA Ty NTHREINTTA
Rz H/ETHENET, 2E 2E MTU % 300 N MMIERELEES, BRlans /97 v b
DI KR A R1L 304 /31 FTY,

77 /L b TliX, SPAN 3 L OVERSPAN O] V) ¥ T EhZ 72> CWET, YV TEMHEHT
HI1ZiX, % @D SPAN £721Z ERSPAN v v a3 V THNZ L TELLE R H D 9,

SPAN 5 KT ERSPAN Y Y I ETOFEREE L U HIREIE
SPAN 3 & UV ERSPAN 1V #5TiZid, LR OEEFHEE JOHIRFENH Y £3,
« BV TiIEe — B VB L WNERSPAN-src ¥ v ¥ 3 V COHYR—hInEd,
* ERSPAN-dst & v 3 > Cid, Bl ETIEIYR—- S EEA,
cUIVEETIE, V=7 SPAN t v v a »TEIR— b EE A,
« FAR— h I4L D MTU OHiPHIL 64 /31 225 1518 /31 R T,

SPAN v 2 3 U DOERRFE=ILEIK
monitor session 2~ > RZEHA LTy a v HBEFZEV YU THZ LI -T, SPANTE Y3
VEERTEET, Byl a BN T TCIMEETAEES ., BEFEO® v g LTS HICREFEN
BMEET,

SUMMARY STEPS

1. switch# configureterminal
2. switch(config)# monitor session session-number
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DETAILED STEPS

Procedure

1 —4xy rik—roxE ]

Command or Action

Purpose

R T 71 | switch# configure terminal

sa—\ L ary7 X al—3ay E— Nefth
L‘ij‘o

R T 7 2 | switch(config)# monitor session session-number

FToH—ar T4 FXal—ar T— RERBL
Et, Oy v a VREICH Ly v a vk
ENBIMEINET,

Example

WIZ, SPANE=F— kvl arZ2RETHHERLET,

switch# configure terminal

switch(config) # monitor session 2

switch (config) #

A4A—H 3y FEER— LD

=L

X JE

SPAN 5 R—hE L TCA =Y Ry b AV FX—T oA AERETZTET,

N

Note SPAN 4G%cR— hiE, A A v F LEOWHER— MIOALRETE ET,

SUMMARY STEPS

1. switch# configureterminal

2. switch(config)# interface ethernet slot/port

3. switch(config-if)# switchport monitor

4. switch(config-if)# exit

5. switch(config)# monitor session session-number

6. switch(config-monitor)# destination interface ethernet slot/port
DETAILED STEPS
Procedure

Command or Action

Purpose

R T 71 | switch# configure terminal

Juau—) a7 4 xXal—g )y FT— NELG
Liﬁ—o
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SPAN O E |

Command or Action

Purpose

ATvT2

switch(config)# interface ethernet slot/port

REShEAR Yy hER—FTA—P Ry b A

BT 2 f ADA v H—T 2 A A AT 4 X2l —

var E— RFERBLET,

Note

{RAEA —H % > k AR— b _E T switchport monitor =
> REHNZT 5I121E, interfacevethernet dot/port

a~vy REfHTEET,

ATvT3

switch(config-if)# switchport monitor

BEINTA— VXY N AV F—T A ADE=
Z—F— Nzt LE7T, A— M2 SPAN%EE & L

TRESNTWAEE, 774407+ 7 a—#l#
X5 4 =71 T1,

ATV

switch(config-if)# exit

Ja—)LaryZ7 4 Fal—a T —RIREDY
ij_o

ATy TH

switch(config)# monitor session session-number

FRELZSPANE v a v DE=H— a7 4 X a
L—yay E— RethLET,

ATvT6

switch(config-monitor)# destination interface ether net
slot/port

A —H x> h SPAN sie R — FERELE T,

Note

FoH— AT 4 FXal—a TR X —
Tz A AL LTREA =Ry b F— FE2HEIC
9% 1Z1X. destination interfacevethernet slot/port =
v REEATEET,

Example

Wiz, A —HPF >  SPAN sasdeA— ~ (HIF) 2% ETHMERLET,

switch# configure terminal

switch (config) # interface ethernetl100/1/24

switch (config-if)# switchport monitor

switch (config-if)# exit

switch (config-monitor)# destination interface ethernetl100/1/24

(
(
switch(config)# monitor session 1
(
(

switch (config-monitor) #

wIZ, B4 —H %> + (VETH) SPANGER— M 2R ETHHIZ R LET,

switch# configure terminal

switch(config)# interface vethernetlO
switch (config-if)# switchport monitor

switch(config-if)# exit

switch (config-monitor)# destination interface vethernetlO

(
(
switch(config)# monitor session 2
(
(

switch (config-monitor) #
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EIETTR— FDEE

EEILR—MI, A=V Xy P K= FORIHRETEET,

gEaf—rozz |

SUMMARY STEPS

1. switch# configureterminal

2. switch(config) # monitor session session-number

3. switch(config-monitor) # sour ce inter face type slot/port [rx | tx | both]
DETAILED STEPS
Procedure

Command or Action

Purpose

25w 71| switch# configure terminal Ju—s L ary7 4 Xal—ar - Nahilh
LET,

R 7 2 | switch(config) # monitor session session-number fBELE=4Y T By varrDE=F—a
T4 X2l —aryE®—FERBLET,

Z 5w 7 3 | switch(config-monitor) # source interface type Sot/port | f —+ %+  SPAN D %(Z R — F&ZBEm L. <

[rx | tx | both]

ry NEBRTHNT T o v RERELET,
A=V Ry M, T7ANNTF ¥, FHIIMIET 7
ANRNF ¥ X NVOR— M E AT ET, EHRT
L8774 mE, A1 Rx) . HJ1 (Tx) |
F70EE 5 (both) & LTHRETE XY, T 74
Jb M both TY,

Example

switch# configure terminal
switch(config)# monitor session 2

switch (config-monitor)# source interface ethernet 1/16

switch (config-monitor) #

~ F ¥ RJ)LET=ILX VLAN DEFE

SPANTE v a VNIERERXET Y RNV ERETEET, ZNHDOR—MI, A—FTFrRrLrEBL
O VLAN [CERETEET, T=X VY 7 HFmIIAT, B, FRE3F0omFIZRETE, 7
JL—THNOTXTOWYER— MZEAESNET,
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B seantosaosmon

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # source {interface {port-channel | san-port-channel} channel-number
[rx | tx| both] | vlan vlan-range | vsan vsan-range }
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5 1 | switch# configure terminal Ta— ) ar7 4 Xal— gy T— NS
LET,
R T w 7 2 | switch(config) # monitor session session-number FELSPANE Yy avDFE=F—a 7 4K

L—y gy T— REHBELET,

X v 7 3 | switch(config-monitor) # sour ce {inter face {port-channel | 78— ~ =+ %/, SAN "— h F % X/, VLAN,
| san-port-channel} channel-number [rx | tx| both] |vlan| & - 13 VSAN 24E Tt a3 E LE9, VLAN £7-1%
vian-range| vsan vsan-range } VSAN S%E L DA, BEAR AL T,

Example

WIZ, BR— b F¥ %/ SPAN EETLERET HHE R LET,

switch# configure terminal

switch(config)# monitor session 2

switch (config-monitor) # source interface port-channel 1 rx
switch(config-monitor)# source interface port-channel 3 tx
switch (config-monitor)# source interface port-channel 5 both
switch (config-monitor) #

RIZ, VLAN SPAN iXfE e ik 4 262~ L £7,
switch# configure terminal
switch(config)# monitor session 2

switch (config-monitor)# source vlan 1
switch (config-monitor) #

= AL —
SPAN v <3 DiRBADERTE
ZRLLTWVWE ST, SPAN B g U AZbn )Rt WARIZ T B Z 0 TE £,

SUMMARY STEPS

1. switch# configureterminal
2. switch(config) # monitor session session-number
3. switch(config-monitor) # description description
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DETAILED STEPS
Procedure
Command or Action Purpose

R T w 71 |switch# configure terminal Jua—\)Lary 7 4 ¥al—3gy T— REEG
LET,

R T w 7 2 | switch(config) # monitor session session-number JBELESPANE Y a v DF=X— a7 4 X
L—y gy T— K&t LET,

25w 7 3 | switch(config-monitor) # description description SPANE v & 5 L b7 ) WA T &R L £,

Example

KIZ, SPANt® v a v OFAERET 02~ LET,

switch# configure terminal

switch(config) # monitor session 2

switch (config-monitor) # description monitoring ports eth2/2-eth2/4
switch (config-monitor) #

SPAN v 3>D79 7471

FI74 TR, BV gy AT —MIshut OF Fi220 4, FExTrbsi~ry b
abr—4 5ty arEFHILRTEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # no monitor session {all | session-number} shut
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 1 | switch# configure terminal Jua—N)Lary7 4 Xalb— gy E— NeBth

LET,

R v 7 2 | switch(config) # nomonitor session {all | sesson-number} | {5 X317= SPAN v > a V- 13T _ThE v
shut varERmLET,
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Example

WIZ, SPAN® Y a w2707 4 72T 502 RLET,

switch# configure terminal
switch(config) # no monitor session 3 shut

SPAN v a3 nD—HEL

T 74N bTEL By SRR shut T

SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # monitor session {all | session-number} shut
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 | switch# configure terminal JTa—\ )L a7 4 X2 lb—3ay e— 2R
LET,
R F v 7 2 | switch(config) # monitor session {all | session-number} |f5@E X4L7- SPAN v v a L F7-13TXThOE v
shut vari—kELLET,
Example

WIZ, SPAN B v g v & —RE i+ 5642 R LET,

switch# configure terminal
switch (config) # monitor session 3 shut
switch (config) #

SPAN 7 1 L2 D¥ERK

SPAN 7 4 V&%, m—h By a BIOERSPAN XE ity v a VORIIHER TS £
7,

FIRDOEE

1. switch# configureterminal
2. switch(config)# monitor session session-number
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F IR D

FIE

span 7 < La o ]

3. switch(config-monitor)# source {interface {port-channel} channel-number [rx | tx | both] | vlan

vlan-range}

4. switch(config-monitor)# { source-ip-address source-ip-mask destination-ip-address destination-ip-mask

} filterip

5. switch(config-monitor)# destination interface ethernet slot/port

ARV KRFERERETY VY

=)

R w 71 | switch# configure terminal Ta—r ) ar7 4 Xal— gy T— NG
LET,
Z 5 7 2 | switch(config)# monitor session session-number B L7-SPANE v g v DE=F— LT ¢ Fa
L—varE—NEfsLET,
23+ 7 3 | switch(config-monitor)# sour ce {interface {port-channe} | 7#— k F+ % /L% 7213 VLAN £{3 2 2 3 L £ 1,
channel-number [rx | tx | both] | vlan vian-range} VLAN 252 E0HBA . F=2 U o 7 HIERERA <
R
X F v 7 4 | switch(config-monitor)# { source-ip-address SPAN 7 4 V& Z{ERS L E 1,
source-ip-mask destination-ip-address destination-ip-mask
} filterip
X T 75 | switch(config-monitor)# destination interface ethernet | ¢ —# %+ ~ SPAN Z52c R — 2R ELE T,

slot/port

1

WOHNE., a—H/L By a0l IP_X—AD SPAN 7 4 VX B/ ET A HIEERL

TWET,

switch# configure terminal

Enter configuration commands, one per line.

switch(config)# monitor session 1
switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor)# no shut
(

switch (config-monitor) #

End with CNTL/Z.

source interface Ethernet 1/7 rx
filter ip 10.1.1.1 255.255.255.255 20.1.1.1 255.255.255.255
destination interface Ethernet 1/48

WML, a—hL v g 12 VLAN X— A D SPAN 7 4 VX ZRET D HiEZ T

LTWET,

switch# configure terminal

Enter configuration commands, one per line.

switch(config)# monitor session 3

switch (config-monitor) #

switch (config-monitor) #
(

switch (config-monitor)# no shut

End with CNTL/Z.

source vlan 200
destination interface Ethernet 1/4
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switch (config-monitor) #

SPAN S > T > DR

Yo TN, e—A v g VB XOERSPANEE TE v > a VORI TX 77,

FIEDEE

F IR D

FIE

1. switch# configureterminal

SPAN O E |

2. switch(config)# monitor session session-number
3. switch(config-monitor)# source {interface {port-channel} channel-number [rx | tx | both] | vlan

vlan-range}

4. switch(config-monitor) # sampling size

5. switch(config-monitor)# destination interface ethernet slot/port

AR NFERERTOVa Y

=)

R T w 71 | switch# configureterminal Ta—r ) ar7 4 Xal— gy T— NERh
LET,

R T 7 2 | switch(config)# monitor session session-number BELESPANE Y a v ODF=F— a7 4 X o
L—ay E— REFBELET,

R F v 7 3 | switch(config-monitor)# sour ce {interface {port-channel} | ;" — ~ v x L F =1L VLAN EELERELE T,

channel-number [rx | tx | both] | vlan vian-range} VLAN BETT0EE . T=4 ) 2 7 HEIIEERE T

R

R T w 7 4 | switch(config-monitor) # sampling size 2= 7Ry N O ERER LES, &S n
LLTERSNTWDSE, nERONRT Yy FTE
ICARVENET,
P o TEIT 2 ~ 1023 TY,

X v 75 | switch(config-monitor)# destination interfaceethernet | ¢ —4 %+ | SPAN Za2cR— R 2R ELE T,

slot/port

il

wOFL, a—hInrty g VOVLANTYH 7Y U 72T 2 FiEE R~ L T0E

‘j—O
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switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# monitor session 1
switch (config-monitor)# source vlan 100
switch (config-monitor) # sampling 10
switch (config-monitor) # destination interface ethernet 1/48
switch (config-monitor)# no shut
switch(config-monitor)# show monitor session 1
session 1

type : local
state T oup
sampling : 10
source intf
rx : Ethl/3 Ethl/7
tx
both
source VLANs
rx : 100

destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled

KOHIE, a—hrtyrarOf—HY Ry hA X —T x4 ATH TV T %K
KT B HEERLTHET,

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# monitor session 3
switch (config-monitor)# source interface ethernet 1/8
switch (config-monitor)# sampling 20
switch (config-monitor)# destination interface ethernet 1/4
switch(config-monitor)# show monitor session 3
session 3

type : local
state : down (No operational src/dst)
sampling : 20
source intf
rx : Ethl/8
tx : Ethl/8
both : Ethl1/8
source VLANs :
rx : 200

destination ports : Ethl/4

Legend: f = forwarding enabled, 1 = learning enabled

SPAN H] Y {5 TDERTE

I ECiE, B— VB L OV ERSPAN 2#EtE v g X L TORERTE F9,

FIRDEE

1. switch# configureterminal
2. switch(config)# monitor session session-number
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SPAN O E |

3. switch(config-monitor) # source {interface {port-channel} channel-number [rx | tx | both]| vlan

vlan-range}
4. switch(config-monitor) # mtu size

5. switch(config-monitor)# destination interface ethernet slot/port

F gD F%H
FIE
ARV FFEREET7OVa Y B#
R T w 71 | switch# configure terminal 77— )L a7 4 X2 b—3ay ®— REELG

L/i‘j—o

ATy T2

switch(config)# monitor session session-number

FRELESPANY v a v DE=F— a7 4 F 2
L—v gy E—NEBlsLET,

ATvT3

switch(config-monitor) # source {interface
{port-channel} channel-number [rx | tx | both] | vlan
vlan-range}

R— b F ¥ RNV EIZIVLANEE LA HRTELET,
VLAN E(ETCDEA. T=& 1 > 7 HAIERER)©
KR

ATV

switch(config-monitor) # mtu size

MTU OY) 0 #CTH A X&FELET, ks
MTU %A XLV H RKEWSPAN /X7 » MMI$ T,
45 FOF TR v N THER S A RI2H) D 3
ToHohET,

MTU U] D #&TH A XL 64 XA b5 1518 /31 b
<7,

ATvTh

switch(config-monitor)# destination interface ether net
slot/port

A —%F > b SPAN SR — R ELET,

1

WOHNE, a—hr vy arDOMTUBIYETEERT D FEEZRLTWET,

switch# configure terminal

switch (config) # monitor session 5
switch (config-monitor) #
switch (config-monitor)# mtu 512
switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor) #

session 5

no shut

type : local
state : down
mtu : 512
source intf
rx : Ethl/5
tx : Ethl/5
both : Ethl/5

source interface ethernet 1/5 both
destination interface Ethernet 1/39

show monitor session 5

(No operational src/dst)
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source VLANs
rx :
destination ports : Ethl/39

Legend: f = forwarding enabled, 1 = learning enabled

SPAN ¥R D F 7~

sean oz T [

SUMMARY STEPS
1. switch# show monitor [session {all | session-number | range session-range} [brief]]
DETAILED STEPS
Procedure
Command or Action Purpose
R 71 | switch# show monitor [session {all | session-number | |SPAN R ExF L E9,
range session-range} [brief]]

Example

WIZ, SPANt® v a v OFEREERTHHZRLET,

switch# show monitor

SESSION STATE REASON DESCRIPTION
2 up The session is up

3 down Session suspended

4 down No hardware resource

WIZ, SPANt v a v OFEMEERRT 22 RLET,

switch# show monitor session 2
session 2
type : local
state :oup
source intf
source VLANs
rx :
destination ports : Eth3/1
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i

7 — 7 SPAN D& R

ZOET, WONETHELINLTWET,

« 7 —7 SPAN IZBHT 5 fFH (221 =X—)

« 7 —7" SPAN DEEHIEL L OWHIRFEIE (222 2—)
« 7—7" SPAN OH#fk (223 ~—2)

« 7 —7 SPAN E— RHERKOHERE (224 X—2)

« U —7 SPAN HEREDJEIE (226 ~2—2)

7 — 7 SPAN [ZBAY 5 1E#R

U —7"SPAN L, AR — MIEHEETDH N T 7 4 v 7 ZIEFITROVBIETCHR— hO 7 L—TI1Z
A9 % AlgoBoost BERE T, U —7 SPAN TiX, 1 2OHAANR— MBHET D bT
T4 v 71, MR — O —YP—FREFRER S —TICER SN E T, Ny FodERE,
TANERN I T v T AH= AN L TEITENET, BFEELEFYV—T E—FD LT
T4 VR L ITRRY BB N T T4 v 2. T T 4 v 7 EEE 21T ACL LR AT
AENZEHEEINET, bT 7400232070 RAE2 A 2T A2, GRlEIN-X
oy S OPRIENT 50ns SR 20 £, U—TSPAN L., W@HED NT 7 4 v Ziingk L IIMST L
T, FIERCHEBELET, 723, BREY—ANT 74 v 7T, AAvTF T =T 4
7. = FF oy A MERR EPMTONDAREMENRH O 308, ZOBEENT 74 v 7 DD
SE5EAR— h~D T —7 SPAN (ZFIFICfTHIL £ T,

HHADEE LR~ MIASTZF I PFAD ST 7 4 v 71E, RS IZ5E R — MTAFRA
A v FIRIETHFHEESNET, T—7 SPAN KT 7 1 v 7 D= % BIEITHI 50ns T
9, U—7SPANII, BHEDNT 7 4 v 7R E—REU—T E— FOM G THYICTEE
7,

V= ZIIAN T TORERTE FEILTEEEA, EETLAR— ML, V—7SPAN & v
va RS LT CICHBIMICER SN E T,

FHOY =2 LAY 2ULATYIR—F (=¥ Ry b A—1 136 THLLERDY EF)
. X MU= ORBEIG U CHEAER R TR L £,

B O SPANSESEAR— b L ERRICSEE AR — M ERE L E T, %R — MI, @BFOLAF2/L
A¥3IAR—hrELTUMEATEEEA, 5L — MI4R— ISR D 7 V—T 12 L THERRT
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7—7 SPAN Dt |

DREND DT, GEE 4T OSSR — FERORK 1207 V=T 2EKTE 4 (F—h

136 IXEEEFILA— FTT) , ROKEZHRL TN,

+=29:7—TJSPAN G IL—T

gL—7 BEDR— b

1 1-4

2 5~38

3 9-12

4 13~ 16

5 17 ~ 20

6 21 ~ 24

7 25 ~ 28

8 29 ~ 32

9 33 ~35
1

10 37 ~ 40

11 41 ~ 44

12 45-48

1

77— SPAN OF

U—7 SPAN [ZIILL T D X 9 R OFEEFHB L OHIREELAH Y 7,

=Xz
(=]
o

A— b 36 1FHHARETLR— FTT,

FEB L UHIBREIA

« EETC L SEFED U —F SPAN "R — MI T T 10G THOIMLENH Y 97,
s EETLAR— MIHRTET, 1 —V Ry b FA—F 136 L LTEHESNLTWVET,

« B AT DFER— P EFHOBRRK 12O V=T E2ERTEET, TXTOIL—TI245
DR—=ER3H Y ETHN, TA—793FHTT, RA— b 136 (EEEEILR—F) BEE
N, 3 20K —FLrdbb A,

« TN—TND 4 ODOR— MITRT, SPANEEI V—T & LTI L—7{bT DR,
switchport monitor =~ > K CHRR T2 LERH Y £,
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7 — 7 SPAN D .

¢« J—7SPAN TiL, T XTOR— INEH ET » REEIZR > TWRWRY | 58587 1 —
TERBETEEHA, FNV—TOENET L7256, SPAN 587 V—7DIEE DR — b
T T ERIFE T REBICT A ENTEET, | >FHITEHOR— I RAEHEX Y
VIREEICH D, BEF O U —TREE 2 — L, TOHKERI CAAL v T ORERT 7 1AV
B0 P B &, U= SPAN IZRO =T —Zu JIZek L E7,

ERROR: Cannot configure group with member interfaces in admin DOWN state

« 7—7SPAN & ERSPAN CRIUEETCA v F— T = A A&EAT L2 L3V R—F &N
TWEHF A,

7— 7 SPAN D&KL

U —7 SPAN Z#FRET DL, TNEAICL TS, TOMEEITN—T%2FHELE T,

FIEDHE

1. switch# configureterminal

2. switch(config-monitor)# inter face ethernet port/slot

3. switch(config-if)# switchport monitor

4. switch(config-if)# no shutdown

5. switch(config)# monitor session warp

6. switch(config)# no shutdown

7. switch(conifig-monitor)# destination group group-number

8. (&) switch(config-if)# copy running-config startup-config
FIED ¥
F&E

ARV RFERIETY 3 B#Y

R w 71 | switch# configure terminal Jua—N)L a7 4 Xal—ay T— REBHLG

LET,

X T 7 2 | switch(config-monitor)# inter face ether net port/siot BELIEA VA —T 2 AH LA H—T = A
Aary74F¥alb—rvaryET—RefaLET,

GE)
HPHZIEE LT, BHOA v H—T oA A% —EIC
MR TE £,

R T w 7 3 | switch(config-if)# switchport monitor A B —T 2 A AZET=F FT— RIIHEELET,

AR—FMNSPAN i E LTREINTWAEA, 7
SAFYTF 4 7a—HEITES T,

Z 5 7 4 | switch(config-if)# no shutdown AV B —T = f AEEE LT v TRIEC LET,
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7—7 SPAN Dt |

ARV RFERETIVa Y

B8

ATy TH

switch(config)# monitor session warp

A B =T 2 A A TU—7 SPAN AN L ¥,

ATvT6

switch(config)# no shutdown

A B =T A ABERET v REBICLUET,

ATy IT17

switch(conifig-monitor)# destination group group-number

S SN —T R E LET,

Gx)

BRt47 DR — N ERORK 120D 7 NV —T % {E
MTEET, TRTOINL—FI240DFR— R dH
DETN, TA—T913fFIHN T, A— K136 ([E
EXREITLR— ) BEENRWZD, 320K —k
Lod o A,

ATvT8

() switch(config-ify# copy running-config
startup-config

U7 = FrBEWBY A2 — FMREICHETar 7 4 Fa
L=y a e AY—h Ty 7 ar7 i X¥alb—a
iZaE—= LT, BREZMRRICHRT L E T

) — 7 SPAN £— R DHEED

it

FIRDEE

1

WIZ, U—7 SPAN |Z%8%C SPAN "R — |k 1/1-4 3 ET 5052~ LET,

switch# configure terminal

switch (config-monitor)# interface ethernet 1/1-4
switch (config-if-range)# switchport monitor

switch (config-if-range)# no shutdown
switch(config) # monitor session warp

switch (config-monitor) # destination group 1
switch (config-if-range)# copy running-config startup-config

(
(
(
switch(config)# no shutdown
(
(

2 —H—|IT —7 SPAN E— FORL R TE £,

1. switch(config)# show monitor session {number | all | range}
2. switch(config)# show monitor session warp
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7—7 sPaN — kiR oz ]

FIED M
FlE
aAv Y RFEEETIYa Y B8
ZFw 71 | switch(config)# show monitor session {number | all | BEDSPANtEY T3, T XTCOSPAN v 3
rangey V. EITEHPHO SPAN v voa T A1
HwERRLET,
R T w 7 2 | switch(config)# show monitor session warp 7 —7SPAN v g VT AEREFERLE
—é—o
151

WIZ, SPANt v a v LICHEHTAEREERRTHHE2RLET,

switch(config)# show monitor session all
session warp

type : local

state : up

source intf :

rx : Ethl/36

tx

both :

source VLANs :

rx

destination ports : Ethl/1 Ethl/2 Ethl/3 Ethl/4

Legend: f = forwarding enabled, 1 = learning enabled

switch (config) # show monitor session warp
session warp

type : local

state : up

source intf :

rx : Ethl/36

tx

both :

source VLANs :

rx :

destination ports : Ethl/1 Ethl/2 Ethl/3 Ethl/4

Legend: f = forwarding enabled, 1 = learning enabled
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7 — 7 SPAN #EED B FE

7—7 SPAN Dt |

HRES J)1)—=2 HRETEER
U —7 SPAN 5.0(3)AI(T) COBRENHEASHE LT,
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ERSPAN )% E

ZOET, WONETHELINLTWET,

« ERSPAN [ZB9 2 F#H (227 ~—2)

« ERSPAN OHI#ESEM: (230 ~—2)

« ERSPAN D EEFIHP L OMHIKIFE (230 X—)
« ERSPAN OF 7 4 /b ha%iE (232 ~X—Y)

* ERSPAN D% E (232 ~—)

« ERSPAN DX ER]| (248 ~—2)

« TOMDOBZEEE (249 ~—2)

ERSPAN [ZBH9 A 1E%R

Cisco NX-OS ¥ A7 Ald, FIE70d L U%EER — kO )i T Encapsulated Remote Switching Port
Analyzer (ERSPAN) BéfEA AR — KL FEF, ERSPAN (X, [P x> hT—/TIT7—J /&
NIEbT7 747 &k LET,

ERSPAN &, ERSPAN %f57ct v i a2 /b—7 4 7 HHE7: ERSPAN Generic Routing
Encapsulation (GRE) W7 E/W LT 7 ¢ v 7 BELOERSPAN%ES L v a U THEE SN T
WET, BARDHAA v F TERSPAN EfEnt vy a v BLUsESEE v v a VAR ET
HZENRTEET,

ERSPAN % 1 7

ERSPAN # A 7 T {Z ERSPAN % A4 Il DT X CTOK K L 2V R— 5L DT, LAFD
IR RE N BN E N TWET,
* ERSPAN ¥ A4 Z' Ml ~v X —iZ, =y, £, BLOWaT AL v F Ty MEIEMES
HET LD TE DX A DAL T EREZIBIN,

ERSPAN % A ' 1ll ~y X — 7 4 — )L REFEH L CTBENR N T 7 4 v ) — A &R

Bp
ABo
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ERSPAN 0% |
B erseanizzn

ERSPAN = {S 7T

NI T4 I BEZETELE=HI AV F—T A AD T & % ERSPAN B5{E 70 & MEOVE T,
EEITTIE, BHTD N7 70 v 7 &2BEL, EDICAT, W), £REmE SO NT 7 1w
JEabt =150 E ) 0EEELE T, ERSPAN EECIZiZkObONEGEN £,
« KEILAR— Bt BFETXAR—NMI, NI 74 v I D IEDICE=F—ZNHHR— FTT,
fEED VLAN IIHE LA — FERETEET, £/, M7 K=&, #HELAR—F
ELTRELEY, EFNT U7 EERLR— NERIESE DN TEET,

« X{E7C VLAN : Z#EIC VLAN X, b7 7 4 v 7 07Dl E =4 — bR a—7
LTV T7 Xy hU—2 (VLAN) T,

« EICVSAN : BMEICVSANIE, FT 7 4 v 7 DI DICE =S — SN A L —
v xEUT 3xv hU—7 (VSAN) T,

ERSPAN 3E 5t

ERSPAN %t v v g vid, 41—V 2Ry b R— FEZIEAR— b F v 3/ =D ERSPAN 57T
Ty valrTEEINTEAY Y FERE L, SR — MOEELE T, s8584H— MIERSPAN
EETLLLa—SNE N T 7 v P BZE LET,
ERSPAN3G5Et v ¥ 3 Uid, RESINTZEETIP 7 F LA L NERSPANID (2 &L - TilkAll &
NET, kY, BEOXEETE Y a N ERSPAN 57 4 v 7 2R USELE P BLO
ERSPANID |ZiRETEX A L 912720, 1 DO CRIRFICKIm T A EBDOEEFE 2R >Z &N
TEET,
SPAN %85G — NI, ROFHERH W £,
AR — P E L THRESINTZA— M, B#ETLA—FE L THRETEEE A,
CHELER— MIANR=Z L TV — (AR AFEFZ A3 TFE FILIEBM L ER A,
c ATBLOANIEE AT a0tk =5k — TR —FENTHERFA,

e RANA L H—=T x4 A HIF) F—h FX¥INVBLRT7 77V v 7 K=k Fx 3L
A— M., SPANEER—F & LTHEPR—FERTWERA,

ERSPAN v < 3 >
ERSPAN v ¥ g VAER LT, T=HXTHEE L LML aET LI LN TEET,

ERSPAN iXEtt > v a VEARIET D56, B IP T RLAZEET 20BN H D £,
ERSPAN #f5idct v a VAR ET %6, EEILIP T FUAZHRT H2LENH Y £,
EETE Yy aroFaT ITOWTIXERSPAN 25T (228 X—) | #fek vy a v
DT NT A ITOWTIXERSPAN 4658 (228 X—3) ML T Z& 0,
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| ERSPAN mE%E
wLFeRsPAN kv a3y ]

\)

GE)  ERSPAN £721XSPANEE It v 3 VOBE. TRXTDAAL v F TRIFICEITTE HDIT
8 HOFETOH LM, FiF4o0F TOMEHE Y 2 TF, ERSPANHE:GEE v a v
B, TRTOARAL v F TRIFFICEITTE HDIE, 20 ETOE Y 3 T,

WDIXE, ERSPAN #k &k LT\ ET,
2:ERSPAN D%

Destination switch
(data center)

Switch D

Routed D1 S
GRE-encapsulated ___

traffic f_/_— ; Probe

Routed
Metwork r'
'\,__ /4 Fouted
Routed 3 GRE-encapsulated
GRE-encapsulated ____ - traffic
traffic N
A3 :
Switch A Switch B Source switch({es)

(access)

Al -. T

YJLFERSPAN v 2 3 Y

BRT MO ST ERSPAN £ E vy a b LLIZSPAN v a . F034HON
JFTMERSPAN ZE1E08 L IXSPAN® v o g U ZRIBFICER TEX £9°, RFHDERSPAN & v~
vasiivy vy MU UL TEET,

ERSPANE v a DOy v hF 72OV TIE, ERSPANE Yy v a DYy v R T U FE T2
X777 474 (239 =) MR LT EE0,

1997ss

ERSPAN ¥ —H— /N7 b

# A ZMERSPAN ~v & —| N— R =7 CTERENTZREY hOX A DAAK T Eirik
LET, ZOXALRZLT 74— RITEMICT v 7 SvET, AA v F D 1 ns D/
BALICHER SN TSRS, 207 4 —/L RIZ4200 T8 IcT v FENET, 2D L D A
@3yﬁ®kw‘&4Ax&/7@%%@ﬁ%Mﬁ¢6%L%%ﬁibiﬁo

ERSPAN % A LA & 7 DEEEOEZ BIE T 572912, Cisco NX-0S U U — X 6.0(2)A4(1) T
X, DO UTC # A LAX TR A5 L, ERSPAN ¥ A LA X 7 DLW E RIS 5 EH
Wi~ —A— "7y FBREASNTWET, ~—A— 27y NI PR TEEINET,
L7=3o T, et A NI, STy NOXA LAZ T Ly NOJERF & OEWE
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ERSPAN 0z |
B =am:

Frxo I THZELILEY, FALAZ TR EY N THDLEDICELET vy 7EHRHTx
\iﬁqo

= el A
SPANKEREIZAT — P L ABLIOAT— 7V D 2Z— Y R—FLET, V7 —bMERIT
A== NA W R v TFF—N"—HZ, EfTar 74 X2 —arr EALET,

ERSPAN D RIESH

ERSPAN DORHESMIE, kD LB T,

« FEE D ERSPAN k&2 AR — h 92121, ETET A A LETHR—bDA —H Ry b A
VHE—T 2 A RAEERTHMLENRDH Y T, MOV, BEWOT T Y T — A
DAYVE—T AR AL T 4 Fal—Tar A RESRLTLIEEN,

ERSPAN OFEFIEH K UHIFNEIE

ERSPAN f% EFFOEEFIE & HIRFEITKDO LB TT,
* ERSPAN (IR &Z VR —F L TWET,

*« ERSPAN %Gt v v ay A4 7 Ny bid. GRE ho v Xy hELTHTS
tfbEn, Py NV—F7 TEEINET) .

« ERSPAN ##i5et v a > # A 7 (ERSPAN 347 v kD H 7B IAVIERO YR — b
DR T ET, BTSN Ty NI v 7 A Th 72 AR S
. 7L S i7" L—r 23w M X ERSPAN #&iiAR A > hd 7w 2 ko)
I R—=FMIARCERET) o

« ERSPAN #EtE v v a VIO — /L SPAN By L g VTG ENET, 1 DDk
MIZH K 8 DD ERSPAN 2550 £ 721X SPAN EfZ e v v a U AR CXx 7, =fF Y —
AEREFEY—ADWIETRECE Y v a V THERINTWASE, 2250y a & LT
Uy hERET, —EIHERKTEX LT 400Gty a TT,

* CiscoNX-0S 5.03)U2(2) &1 > A h—/L L CERSPANZHEL, TOHTY 7 by =T %
FNXEVHIONR—=T g NIF 7T L — 95 &, ERSPAN OFREIZRLNET, 2
L. ERSPAN 73 CiscoNX-0S 5.03)U2(2) &L W L HID/N—2 3 » TlE¥h A — F STy
7= T,

[F££D SPAN OFIFIHEHIZOVNTIL, SPAN OEEFHI LUK HEE (204 ~—2) %
ZRLTIZENY,

¢« ERSPAN (T, A= R—= A YPRAERK L= RTy hTIEIHAR—FENEEA,
* ERSPAN & v 3 Ui, B —2IZBWCRI—FFRNTHR T LET,
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| ERSPAN mE%E
ERsPAN i EEES L UnEE |

« ERSPAN %, HHAR— b TIEHAR— SN EHEA,
o PE SRR — M. —EIZ 1 DD ERSPAN v ¥ g VP THERR T £,
e R— FEREETR— P EFEER— PO ST E LTHEETHZ LITTEERA,
«1 DM ERSPAN & v ¥ 5 /2, IROEEILEMEAEDETHEHNTEET,
e A=Y Xy b A= FELEFR—F FrxN (V7T A0 F—T x4 2%R)

e R—FF¥ XNV TA L H =T RAZENVYTHZ LDTE S VLAN 7203 HR—
k F v R,

e ha—/L FL—1 CPU~DR— k F v Hl,

N

(GE)  ERSPAN [ZiEECIc R < . A== NAHFiZ Lo TEK I
BTy b= —LEREA,

LR — MIAN=Z IV Y — A U AZ L ZETT LA Y370 haZBIN L £ A,

* ERSPANt v v 3 2, REFMERITEZEHFATE=F —SI N TWNDHEFIEAR— bR
GENTNDEES. Ny "REBIZIZFOEETLR— P TEEINLLTH, 2L
AR— M&ZTHED 73~ R 2% ERSPAN D% e — MIEB SN A AIEEMERH Y £, %
fETAR— b TZOEERE L BB O—EE L ET,

T TIT AT RAETDHNT T 4w

e T H— XY A INBIRTALTFXYAN T T 407
* Nexus 3548 7% ERSPAN #50c DY, GRE ~v ¥ —%, &R A b I T — N7y
MINIEE SNDHICHIBR SN E R A,

« ERSPAN [T/ NHNZ2N 1588 DE— RE P AR— KL TWRW=H, ZOF— RNERESH
TWAEARITESEINET,

« ERSPAN /&, fH/NEAZE LT 100 w1 7 =28 (ps), 100 7/ # (ns). BEL O ns ZH AR —h
LET,

*ERSPAN L. TRTDEALAZ L THREY MERTEELET, LEBN-T, #A
DARLT T 4=V DT TINEMIINCELET, AA v FOR/NELIN ns ITRT
ENTWABEE., ZOT7 44—V RF4298 T2 7 LET,

s LAVIPT A H—T = A AL, ERSPANK(GTEA v F—T oA AL LTRETE EH

Ho

o Hi— DG e v 7 A TRERT 5T~ T?D ERSPAN £E701%. R UERLEIP 7 RL 2%
FHTOILERDY £,

« 817275 ERSPAN #5f5idet v v a U CTERABRDZEEILIP 7 FLAEFBHATLIZ LI T FH
Mo
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ERSPAN 0% |
B wsseanoFo e

¢ RX F7213 Tx FAIDOWT AT ERSPAN YV —Z2 &2 L TAN AN 5, VLANX 226
VLANY ~OL A ¥ 3AA vF K +F77 4w 27iL, VLANX (LA Y3 AL v F T
IZ A 7] VLAN DR[O VLAN) @ ERSPAN ~ v #— T VLAN [ A5 L £,

« 177 (Tx) FFINZEEE LTV 5 ERSPAN iEG A VX — 7 = A AMBHIEE S~
NTFXx AL 7Ty R N7y bb, 5l &FEE ERSPAN i JcICBETE £9, Z4Ud,
Nexus 3548 A A v F D ASIC (FfiE Hi&IITEFERIEK) DA RUPNE=F R— kD7 mN
T ANZIHASNTNDDIIZXF L, HIJAR 2y M, eDOH IR — FRFED 7 L— A
EZELTHMO7 L—2% Ku v 745 X5 IC@RMmicab s sriic A2 v ansi-
HTT, TOME, ATy NI &k E Y — MEFREICHE SN ET, T,
VNTFXXY AN T Ty RIZEBEDOT Ty N7+ —2hb TSN E8ETHY, o hT
T4 AR —ATIXRONFET A,

« Tx J716] C ERSPAN EE T bk &Nz, HillEnZ~ L FF v R b 237 o M,
ERSPAN B CizibfE S EH¥ A,

« BH D ERSPAN (XA 72 F/-13%A473) v a rTRILEETA L Z—T oA A
AR — P EITFR—F Fr ) ZEHTEET,

« E{E0& LT VLAN Zff [l L7= ERSPAN F 72132 — 4/ SPAN TP IP 7 ( /L X OERIX
PR—FENTHEREA,

ERSPAN O 5 7 # )L FERTE

WDFIZ, ERSPAN XT A =X DF 7 )V "R EERLET,

= 30: 774 bD ERSPAN /35 A —4

NS A—4H T4+

ERSPAN & v 3 v ¥ v b AT — FTHERENE T,

ERSPAN D% 7E

4wy S Aty
sty aDRE
ERSPANY v 3 L AR ETXHD/E0— LT AL A LT, 5740 FTlk. ERSPAN
tyvaridvyy b AF— N TERENET,
EETE, A=y P R—=F, A= Fr 1, BEXOVLAN 25 ET&xF9, H—0
ERSPAN ¥ v ¥ 3 2id, A —V 3%y b "— b £721% VLAN Z#lA G5 =RE T2
F7,

ERSPAN 3£ {

il
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| ERSPAN mE%E
ERSPAN £ {ETt v > 3 VDT .

\)

GE)  ERSPAN ITXETICBIRR , A== RS PFICL o TERENDE Ny y heE=F LEY

oo
FIEDE
1 configureterminal
2. monitor erspan origin ip-addressip-address global
3. monitor erspan granularity 100_ns{100_ug100_nsns}
4. no monitor session {session-number | all}
5. monitor session {session-number | all} type er span-source
6. header-type version
7 description description
8. sour ce {[interface[type slot/port[-port][, type slot/port[-port]]] [port-channel channel-number]]
| [vlan {number | range}]} [rx | tx | both]
9. (EE) AT v 76 %YKL T, 3 XTDERSPAN HE L4 E L7,
10. destination ip ip-address
11. erspan-id erspan-id
12.  vrf vrf-name
13.  ({E&) ip ttl ttl-number
14. ({£&) ip dscp dscp-number
15. noshut
16. (fE&) show monitor session {all | session-number | range session-range}
17. (f£&) show running-config monitor
18.  (f£&) show startup-config monitor
19. (f£&) copy running-config startup-config
FIED FEH
F&E
AR RFERET7TIVa Y B#Y
25w 1 |configureterminal Jau—N)L a7 4 Xal—ay T— REHB
1 LET

switch# config t
switch (config) #

2572 | monitor erspan origin ip-addressip-addressglobal | ERSPAN 7/ 11— /L 72 2552 [P 7 L % 537
15'] : L/ij‘o

switch (config)# monitor erspan origin
ip-address 10.0.0.1 global
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B erseanitiEit v o aome

ERSPAN 0% |

ARV FFEREETIVa Yy

S

w73 | monitor erspan granularity 100_ns{100_ug100_nsns} | 3-~=-T ™ ERSPAN & v 3 3 > O &/ NEAT 245 R% L
15' : ji‘jﬁo
switch(config)# monitor erspan granularity 100 ns
X w74 |nomonitor session {session-number | all} FEE LERSPANt v a v OB EEMHELET,
Bl - Flinvtyrararys¥alb—rarid, BE
switch(config)# no monitor session 3 ﬁ@'ﬁ yvay ary A ﬁ’\;:‘ b—vE \‘/GCJEjJD é
NET,
AT w5 | monitor session {session-number | all} type ERSPAN %5t v v a v &ERELET,
€r span-source
i
switch (config)# monitor session 3 type
erspan-source
switch (config-erspan-src) #
AT 76 |header-type version ({EE) ERSPAN AExt v a v a4 A4 71 n
Bl - BAATMICEELET,
switch (config-erspan-src)# header-type 3
AT w7 |description description tyva OB ERELET, 774/ T
i - BINTER SN EE Ao BINTITIK 32 OZHLT
switch (config-erspan-src)# description EHATEET,
erspan_src_session 3
R w 78 |source {[interface[type slot/port[-port][, type
dot/port[-port]]] [port-channe channel-number]] | [vlan
{number | range}]} [rx | tx | both]
11
switch (config-erspan-src)# source interface
ethernet 2/1-3, ethernet 3/1 rx
i -
switch (config-erspan-src)# source interface
port-channel 2
i
switch (config-erspan-src)# source interface
sup-eth 0 both
1 -
switch (config-monitor)# source interface ethernet]
101/1/1-3
ATYT9 (fEE) A7y 7 6%f0iRLT, §XTD —

ERSPAN #E 2 X E L E T,
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| ERSPAN mE%E

ERSPAN £ {ETTt v 3 VDEETE .

ARV FFEREETIVa Yy

E:)

AT 710 |destination ip ip-address ERSPAN & v ¥ 2 D% IP 7 RL AZ#HE L E
B - . ERSPAN XfEnk v a v 2T &2 1 DD5E%k
switch (config-erspan-src)# destination ip IP7 K V}(@ﬁﬁ)"j‘ﬂib‘ h éhij«o
10.1.1.1

AT w711 |erspan-id erspan-id ERSPAN 3%/ 75+t v+ 2 > @ ERSPAN ID %% 7E L
B - %9, ERSPAN OipHi% 1 ~ 1023 T, ZDID

e NT7 w3 > Q
switch (config-erspan-src)# erspan-id 5 B Ji:"izjt%oiv\&aflﬁ@PRSPAN Ty o
7 BB LE T, xHed 558550 ERSPAN
T v a VICERE SHLDH ERSPANID 1E, E{F2d
Ty a UV TEREINTWAHD LR CIZT H A3
Mih ET,

A5y F12 |vrfvrf-name ERSPAN %5t v a VN N T 7 4 v 7 Olinik
B - \ZFE9 5 VRE 23 LE7
switch(config-erspan-src)# vrf default

ATv 713 | ((LE) ip ttl ttl-number ERSPAN 7 ¢ v 7 @ IP 1#f5¢ I RERFRE (TTL)
i - EARELET, #PHIL 1 ~255 TT,
switch (config-erspan-src)# ip ttl 25

ATv 714 | ((£E) ip dscp dscp-number ERSPAN 5 7 ¢ v 77 D234 k@ DiffServ =1 —
i - RAA 2k (DSCP) fliz=¢E LE7, #PHIZO~

’ , , 63 TI,
switch (config-erspan-src)# ip dscp 42

R 5w 715 |noshut ERSPAN XfGt v a v aAf 2 —7 M LET,
- FI7F)NLENTIEH, By adivyy b 25—k
switch (config-erspan-src)# no shut 7F?FEEE§%L3£@«°

GE)
[RIFFI232/TC& 5 ERSPAN %Gt v a 2
DT,

ATv 716 | (f£iE) show monitor session {all | session-number ||ERSPAN & v v = Vi EEZ ER LT,

range session-range}

&1

switch (config-erspan-src)# show monitor session
3

AT 711 | (f£&) show running-config monitor ERSPAN D Ta L7 4 Fal—TaraFKnrL
51 ESE

switch (config-erspan-src)# show running-config
monitor
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B erseansese v aomE

ERSPAN 0% |

AR RFEREFT7TIVa Y

S

ATv 718 | ({EE) show startup-config monitor ERSPAN DAKX — K T v/ a7 4 Xal— g
L hET )
i - ERRNLET
switch (config-erspan-src)# show startup-config
monitor
ATv 719 | ({£&) copy running-config startup-config FfFar7 4 Xal—varvk, AEA—+T v/

1 -

switch (config-erspan-src)# copy running-config
startup-config

a7 4 FXalb—gricar’—LET,

ERSPAN 555t v o 3 U DEETE

BETIPT RLAMLbB =V FAAL A O — Mo ry hea—45Xk 912

FIRDEE

ERSPAN%GEYE v g v 2R TE £,

b AT —bhTERSET,

1R BHHIIZ

T 7 # /)L TlX, ERSPAN%iZct v 3 3 v v

TS T FTHER—FPARESNTND LR LET,

AT T2 ~5%#VIKR LT, IBIO ERSPAN 565 CE=Z U o &R ELET,

show monitor session {all | session-number | range session-range}

1. configt

2. interface ethernet slot/port[-port]

3. switchport

4. switchport mode [access | trunk]

5. switchport monitor

6.

7 no monitor session {session-number | all}

8. monitor session {session-number | all} type er span-destination
9. description description

10. sourceip ip-address

11.  destination {[interface [type slot/port[-port], [type Slot/port [port]]]}
12. erspan-id erspan-id

13. noshut

14.  (EE)

15. (%) show running-config monitor

16. (&) show startup-config monitor

17. (&) copy running-config startup-config
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| ERSPAN mE%E
ERSPAN 5856t v & 3 VDT .

FE D

FE
AR RFERET7TIVa Y B#)

RTwv 71 |configt Ju— L ar7 4 ¥al—iay ®— NaBth
1 LET
switch# config t
switch (config) #

AT wF2 |interfaceethernet slot/port[-port] B LAy FBLIOFR— MEREAR— M
- T, A HF =Tz AT 4 Fa2l—T g F—
switch (config)# interface ethernet 2/5 }Séfgﬁﬁé]Jziﬁfo
switch (config-if)#

AT 73 |switchport R L7z Ay FB I OWR— b E 2R — MR T
Bl ALy FHE—b ST A—FERELET,
switch (config-if)# switchport

ZFw 74 |switchport mode [access| trunk] BR L7210y ML OHE— FE 713K — MEp T
Bl DAL v FH— b B FERELET,
switch (config-if)# switchport mode trunk 7R

s T V7

A7y 5 |switchport monitor FoH TR TCAA T AU F—T o ABHE
1 LET.
switch(config-if)# switchport monitor (destination interface ethernet interface =~ > N %

FHLT) &% —7xA A% ERSPAN 713
SPAN %G 2B IZFRET DHITIE, HPICE=F F— R
TRETHLENLY £,

ATYT6 |AT v T 2~5%#VIKL T, BN ERSPAN 41 |—
ETE=2 Y T EHTELET,

ARTFwvwTT no monitor session {session-number | all} BT LERSPANt v a v OB EEHELET,
i - HlLnwkyyvaryraryrZaoX¥al—rak B
switch (config-if)# no monitor session 3 ﬁ@‘[? yvay arZ4xal—a :/W—JEjJ[] S
nEd,
ZFw 78 |monitor session {session-number | all} type ERSPAN s54ct v v a VAR ELET,
er span-destination
1 -

switch(config-if)# monitor session 3 type
erspan-destination
switch (config-erspan-dst) #
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B erseansize v avom

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

RFw 79 |description description o arOBAERELET, T 740 kT
Bl - BINAER S HEE A, HINTITRK 32 OIHF
switch (config-erspan-dst)# description EHATEET,
erspan_dst session 3

AT w710 |sourceip ip-address ERSPAN £ a VODFEEILIP 7 RLAZREL
i - %9, ERSPANZiSEE v v a v TLiT1 SORE
switch (config-erspan-dst)# source ip 10.1.1.1 ot 1P 77}:L/;K0)¥$ﬁsf}ﬂ:h— }E§j12£7r°

ZOIP T R AL, xfhid 5 ERSPAN X5 ot v
TaICRESNTWASEEIP 7 FLAE—E L
TWAKERHY 9,

w711 |destination {[interface [type dlot/port[-port], [type I —F B EET Ty hOsERELET, 4
slot/port [port]]]} L LT, AV ¥ —T 2 ADHERTETEE
&1 EE
switch (config-erspan-dst) # destination interface GE)

sthermet 2/5 FikH— hE Ry Kk LTRETE %
TO
AT w712 |erspan-id erspan-id ERSPAN t v 2 5 > ™ ERSPANID Z##%E L £7°,
Bl - FRECE 28I 1~1023 TY, ZDID L, &
, , , BB L 0% D ERSPAN v v g vV DORT & —
switch (config-erspan-dst)# erspan-id 5 N B . N
BRI LET, ®Hhind D% DERSPAN T » & 3
NIREEND ERSPANID (%, #E Tt v a
VTREEINTWALDOLREICIZTAVENH Y F
TO

AT w713 |noshut ERSPAN 5i5ct v v a v 288 LET, T 7+
- VETHEL By ya iy y b AT — TR
switch (config)# no shut éﬂi?‘]

GE)
FIRFICEITTE DT 7T ( 772 ERSPAN %626 v
vaiil6 £TTY,

ATy 714 | ({EE) show monitor session {all | session-number || ERSPAN & v g Ve 2 F Rk L £,
range session-range}

B -
switch (config)# show monitor session 3
ATFwF15 | ({EE) show running-config monitor ERSPAN ODFEITa L 7 4 X2l —T g VRl

1 -

switch (config-erspan-src)# show running-config
monitor

i‘j—o
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| ERSPAN mE%E

ERSPAN £ v 3D vy ka9 v 727171t

ARV FFEREETIVa Yy

E:)

ATv 716 | ({EE) show startup-config monitor ERSPAN DAHX — K T v/ a7 4 Xal— g
Bl - vERRLET,
switch (config-erspan-src)# show startup-config
monitor

ATv 711 | ({EE) copy running-config startup-config FiTar 74 Xal—vark AEA— TS
- a7 4 Xalb—vailar—LF7,

switch (config-erspan-src)# copy running-config
startup-config

ERSPAN Y 3D vy O UFERIXT7 T4 71

ERSPANE Y v a v a3y vy NE U T 5 & EREILNLIE~DNTy hOa v —%2g)lT
XET, FFICIITTESLERSPAN By v g VIR E SN TWATED, boHEvia vk
Ty MU LT R =T VY —RAEHTH5Z LI koT, Blotyva URAERT
X5X9ICRVET, T74/FTIE, ERSPAN By g i3d v v b 27— FTEREH

FIEDHE

iﬂ_o

ERSPANtE v v a v & A R—T7MIT D &, BEELLDILE~DNRTy hOabt—%2T 77 4
T TEET, TTICA R—T N> TN, BERWAZ 7D ERSPAN & v v g %
AFX—=TNCTBIZE, FOvyarzZnolzAy vy MET LTS, D TA X—7
T HVERHY £9, ERSPANE v g AT — 2y v hETUVBLORA 2—T L
2T 5120F, Z7e—"LEFiEE=F a7 X2 b—TaryE—Rownwihhroas s R

EHHTEET,

configuration terminal

shut
no shut

(EE)
(EE)
0. (E5)
1. (&)

show monitor session all

© o NOOAaRAEWDR

monitor session {session-range| all} shut

no monitor session {session-range| all} shut

monitor session session-number type er span-sour ce
monitor session session-number type er span-destination

show running-config monitor
show star tup-config monitor
copy running-config startup-config
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B oerseantos o vy by ERRT YT T

ERSPAN 0% |

FED FF 4

Flg
ARV EEEET7Ia Y B

ATy T configuration terminal Jua—r~)ary7 4 F¥al— gy F— ReBlh
1 - LETS
switch# configuration terminal
switch (config) #

ATFv T2 monitor session {session-range | all} shut FBEDERSPAN Yy v arvaEi vy N2 LE
R T By a ORI ~48 T, 774/ b
switch (config)# monitor session 3 shut T&i\ t v :/Gj:?/v\? i ]\ AT ]\,CMEEjZéﬂ

£75

R w73 |nomonitor session {session-range| all} shut EEDERSPANT v 3 2B (L 3x—T7/|2)
Bl - LET, Byva ol ~48 T, 77+
switch (config)# no monitor session 3 shut JVETI, Byva iy y b AT — M TERK

SNnET,

GE)

F=H— Ry v a VR R—TVTERRILS S
T DEE. By va kA =T MITDHITIE,
A1 monitor session shut =~ > K& 57 L TH
%. nomonitor session shut =t~ > K ZelT 5 %35
BHYET,

X w4 | monitor session session-number type erspan-source | ERSPAN 52X A 7 DFE=F a7 4 X o L —
i - varyE'—FREBLET, Lty ar o
switch (config)# monitor session 3 type -7 /r\‘ﬁF:L b=y :/li‘ %7[’?(7)‘[2 yvay 2y
erspan-source T4 X2 — g JATBMENET,
switch (config-erspan-src) #

X Fw 75 | monitor session session-number typeer span-destination | ERSPAN %545 % 4 7 DE =X — a2 7 4 X o L —
- vay - RERBLET.
switch (config-erspan-src)# monitor session 3 type

erspan-destination

ATy 76 |shut ERSPAN v v a a3y ¥y MU LET, 7
- THNETIE, BEyvaiivyy b AT —FT
switch (config-erspan-src)# shut ﬁzﬁk é ﬂjﬁ'ﬁﬂo

AFwF71 |noshut ERSPANt > v a v & A X —7 VI LET, T 74
- VETIE, By vaidvy vy N A7 — N THERK

switch(config-erspan-src)# no shut

éﬂjﬁjﬁo
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| ERSPAN mE%E

ersPAN 7 < L5y v o oEE ]

ARV FFEREETIVa Yy E]:g]
ATv78 (f£7&) show monitor session all ERSPAN ¥ v g v DAT—X A& FRLET,
i
switch (config-erspan-src)# show monitor session
all
ATv79 ({E&) show running-config monitor ERSPAN ODFEITa s 7 4 X2l —T g Rl
switch (config-erspan-src)# show running-config
monitor
ATv 710 | (&) show startup-config monitor ERSPAN DA KX — K T v 7 a7 4 ¥al—i3
Vg T~ L o
- ZFRRLET
switch (config-erspan-src)# show startup-config
monitor
ATv 71 | ((EE) copy running-config startup-config Fifrar74Xal—rvark, AFX—F T v/
B - Ay 74 F¥al—variiat—LET,

switch (config-erspan-src)# copy running-config
startup-config

ERSPAN J 4 LR 2T D

FIEDOHE

=JL =

axX A&

SPAN 7 4 V&%, v—h vy a BIXOWERSPAN EE v a v oORITHER Tx £
T, T 4 VZ OFEMIZHOWTIL, SPAN 38 L OVERSPAN 7 4 /L Z WL (205 =2—) B L

TLTEENY,

1. switch# configureterminal

switch(config-erspan-src)# filter {ip source-ip-address source-ip-mask destination-ip-address

2. switch(config)# monitor session {session-number | all} type er span-source
3.
destination-ip-mask}
4. switch(config-erspan-src)# er span-id erspan-id
5. switch(config-erspan-src)# vrf vrf-name
6. switch(config-erspan-src)# destination ip ip-address
7

vlian-range] [rx | tx | both]

switch(config-erspan-src)# sour ce [inter face [type slot/port] | por t-channel channel-number] | [vlan
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ERSPAN D&%

FIED M
FlE
aAv Y RFEEETIYa Y B8
R w 71 | switch# configure terminal JTa— )L a7 4 X2 lb— gy e— REELG
LT,
R F v 7 2 | switch(config)# monitor session {session-number | all} |ERSPAN %EttE v a v aRELET,
type er span-source
R v 7 3 | switch(config-erspan-src)# filter {ip source-ip-address | ERSPAN 7 4 L& 2 {ERk L £ 9,
source-ip-mask destination-ip-address
destination-ip-mask}
AT 7 4 | switch(config-erspan-src)# er span-id erspan-id ERSPAN 3%fZ 75t 2 5 0 ERSPANID # 3% & L
¥, ERSPAN O#iHIZ 1 ~ 1023 T3, ZDID
L. EETB X OO ERSPAN Y v & 3 DT
Z—EIZHBI LET, *Hed 550550 ERSPAN £ v~
Ta VICERTE SN S ERSPANID (%, EE Tt v
Yar TREEINTWVWALILDOELERICICTHIMNEND
D iﬁ—o
Z 5w 7§ | switch(config-erspan-src)# vr f vrf-name ERSPAN EEtE v a v N hT 7 4 v 7 OEEEIC
42 VRF &% ELET,
R T w 7 6 | switch(config-erspan-src)# destination ip ip-address ERSPAN B a v D5 IP T RL AR ELE
9, ERSPANXETt v a v 2 &2 1 DD5E%E IP
T RUVADENTHR— N ENET,
R T w 7 7 | switch(config-erspan-src)# source [interface [type PEETBLIONVY Yy 2 —F B3 N5 74w 7D

slot/port] | port-channel channel-number] | [vlan
vlan-range] [rx | tx | both]

HaaERELES, A —¥xy b A— M, K—
N F¥ b, E72ILVLAN #iH A AT TEET,

EETF1ORETIHZEL, £EFH U~ TK
Hofe—#Hoxz M) L LT, FRFIEFEFOHMAL
LT, HEERETLZEbTEET, RKR128DA1
VHE—T 2 ABBETEET,

abv—425 77 0 v oJmcix. NS B,
FlRIIMFEEETCEET, T 740 MIWFHHT
j"o

il

wDBHNE., ERSPAN IXEtE v a iz

LTWET,

MAC R—RAD T 4 )VH iR ET 5 k%R
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switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# monitor session 2 type erspan-source

switch (config-erspan-src)# filter abcd.ef12.3456 1111.2222.3333 1234.5678.9012
1111.2222.3333

switch (config-erspan-src)# erspan-id 20

switch (config-erspan-src)# vrf default
switch(config-erspan-src)# destination ip 200.1.1.1

switch (config-erspan-src)# source interface Ethernet 1/47 rx
switch (config-erspan-src) # no shut

switch (config-erspan-src) #

wOFIL, ERSPAN EETILE v a VICVLANR—AD T 4 VE ZHRETHHELZ TR
LTCVWE1,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# monitor session 2 type erspan-source

switch (config-erspan-src)# filter abcd.ef12.3456 1111.2222.3333 1234.5678.9012
1111.2222.3333

switch (config-erspan-src)# erspan-id 21

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# destination ip 200.1.1.1

switch (config-erspan-src)# source interface Ethernet 1/47 rx
switch (config-erspan-src) # source vlan 315

switch (config-erspan-src)# mtu 200

switch (config-erspan-src) # no shut

switch (config-erspan-src) #

ERSPAN Y > T 1) V5 DEXRTE

FIRDOHE

Fo TV, a—ht v g BLORERSPANEE L v g VORIIHERR TE £9°,
PN T OFEHIZHOWTIEL, SPANB I WERSPAN Y7 U 7 207 2—3) #HBHEL
TLIEE W,

switch# configure terminal

switch(config)# monitor session {session-number | all} type er span-source
switch(config-erspan-src)# sampling sampling-range
switch(config-erspan-src)# erspan-id erspan-id

switch(config-erspan-src)# vrf vrf-name

switch(config-erspan-src)# destination ip ip-address

switch(config-erspan-src)# sour ce [interface type slot/port | port-channel channel-number] | [vlan
vlan-range] [rx | tx | both]

NO oA ®WN A
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FIE

ERSPAN 0% |

ARV RFERFTIaY

=)

ATy T

switch# configureterminal

Ta—N)ary7 4 X¥al—ay E— Nk
Li‘j—‘o

ATy T2

switch(config)# monitor session {session-number | all}
type er span-source

ERSPAN £tk v a v aRELET,

ATvT3

switch(config-erspan-src)# sampling sampling-range

ANR= 7 Ny NOEEERR L E T, S
ELTERINTWDSGAE, nBFHOXX Py T E
[ZANR L ENFET,

YY) o TEEIE 2 ~ 1023 TY,

ATvT4

switch(config-erspan-src)# er span-id erspan-id

ERSPAN %1570 v 3 2 > D ERSPAN ID % 7% L
F 9, ERSPAN O#ifHIL 1 ~ 1023 T, Z D ID

1%, EETB L OO ERSPAN T v & g v DT
BRI LET, ke 5%85ED ERSPAN &
va VIERE SN D ERSPANID (X, #Exot v
Tar TRESNTVDLIEDEFRICICT H2MEND
nET,

ATvT5

switch(config-erspan-src)# vrf vrf-name

ERSPAN EETeE v a VN T 7 4 v 7 DEEEIC
4% VRF Z&HELET,

ATvT6

switch(config-erspan-src)# destination ip ip-address

ERSPAN v > g D5 IP 7 RLAZHRELE
4, ERSPANEETtE v a 212 1 DD5E5E IP
T RLVADOBENRTHR—FENET,

ATy T1

switch(config-erspan-src)# sour ce [inter face type slot/port
| port-channel channel-number] | [vlan vian-range] [rX |
tx | both]

FERIEBLONNry heab—F5 877 4 v 7D
FEERELET, A —V %y bAR— M, RN—
kN Fr 2, F-IZVLAN @A AN T E T,

EETIT1IORETHZEL, TR~ T
Yole—@#HDxT FY L LT, ERIEEFTOHME
LT, EEEETHZELTEET, K 128DA
VH—T 2 AERETEET,

ab—435 877 4 v OFMITH. AL, H.
FREFMFEEETEET, T 740 MIBHRT
—é—o
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451
wOFNIL, ERSPANEE T v a vV 7Y v P ERET DL HEEZRLTOET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # monitor session 2 type erspan-source
switch (config-erspan-src) # sampling 40
switch(config-erspan-src)# erspan-id 30

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# destination ip 200.1.1.1
switch (config-erspan-src)# source interface ethernet 1/47
switch (config-erspan-src)# show monitor session 2
session 2

type : erspan-source

state : up

granularity : 100 microseconds

erspan-id : 30

vrf-name : default

destination-ip : 200.1.1.1

ip-ttl : 255

ip-dscp : 0

header-type : 2

mtu : 200

sampling : 40

origin-ip : 150.1.1.1 (global)

source intf :

rx : Ethl/47

tx : Ethl/47

both : Ethl1/47

source VLANs :

rx : 315

switch (config-erspan-src) #

ERSPAN ¥ Y) ¥ TDEXE

FIRDEE

F0#ETIZ, o— A ALBLONERSPAN XE it v g VI L TOLERTE £, T10
TOFEMIZOWTIL, SPAN B L OERSPAN LI 0 #TC (208 X—) ML T 7ZE&E WV,

switch# configure terminal

switch(config)# monitor session {session-number | all} type er span-source
switch(config-erspan-src)# mtu size

switch(config-erspan-src)# erspan-id erspan-id

switch(config-erspan-src)# vrf vrf-name

switch(config-erspan-src)# destination ip ip-address

switch(config-erspan-src)# sour ce [inter face type slot/port | port-channel channel-number] | [vlan
vlan-range] [rx | tx | both]

NOOAWN
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ERSPAN 0% |

ARV RFERFTIaY

=)

ATy T

switch# configureterminal

Ta—N)ary7 4 X¥al—ay E— Nk
Li‘j—‘o

ATy T2

switch(config)# monitor session {session-number | all}
type er span-source

ERSPAN £tk v a v aRELET,

ATvT3

switch(config-erspan-src)# mtu size

MTU O Y #ETH A X2 EL £, Mk
MTU YA XX HKEWSPAN /X7 MMET_T,
431 FDOFA Ty FTHERR ST A XIZEI 0§
THNET,

MTU )9 ¥ TH A XL 64 2314 F2x5 1518 234 |
<7,

ATvT4

switch(config-erspan-src)# er span-id erspan-id

ERSPAN %/5 70 ¥ 2 > D ERSPAN ID % #%7E L
%9, ERSPAN O#iHIZ 1 ~ 1023 T, ZDID

1%, EETB L O%EEDERSPAN T v & g DT
BRI L ET, ke 5%85E D ERSPAN &
va VIZERTE S1DH ERSPANID [, BE Lot v
VarTRESNTVWDLIEDLERICICTZMERD
nET,

ATvT5

switch(config-erspan-src)# vrf vrf-name

ERSPAN EZ T v a v D T 7 4 v 7 OEEEIC
9% VRF #%E L £,

ATvT6

switch(config-erspan-src)# destination ip ip-address

ERSPAN v > g D5 P 7 RLAZHRELE
4, ERSPANEETLE v v a T LI2 1 D585 IP
T RLVADOBENRTHR—FENET,

ATy T17

switch(config-erspan-src)# sour ce [inter face type slot/port
| port-channel channel-number] | [vlan vian-range] [rX |
tx | both]

EELTBIORry heabt—45 877400270
FHhEHRELET, A —F =y b AR— M, K—
h F ¥ R, FILVLAN &PHAZ A TE £,

EETIT1ORET L, £~ T

Ylofz—#HoxT Y L LT, 3 E SO E
LT, HEEETHZEHTEET, RK128DA
VHE—T A AEBETEET,

Ot —43 T T 4 v OFEITIE. AT HT.
FlRIIMFEEETCEET, T 740 MIWFHHT
j‘o
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B

ax ;&

ERSPAN v — 1 — /<5 v kiR I}

il

wOFNL, ERSPAN EETet v a O MTU I D ¥ CEER T 5 HiEZRL TV E
7,

switch# configure terminal

switch (config) # monitor session 6 type erspan-source
switch (config-erspan-src)# mtu 1096

switch (config-erspan-src)# erspan-id 40

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# destination ip 200.1.1.1
switch (config-erspan-src)# source interface ethernet 1/40
switch (config-erspan-src)# show monitor session 6
session 6

type : erspan-source

state : down (Session admin shut)

granularity : 100 microseconds

erspan-id : 40

vrf-name : default

destination-ip : 200.1.1.1

ip-ttl : 255

ip-dscp : O

header-type : 2

mtu : 1096

origin-ip : 150.1.1.1 (global)

source intf :

rx : Ethl/40

tx : Ethl/40

both : Eth1/40

source VLANs :

rx

ERSPAN ¥ —H— /N5y FDHERK

WD a<r REMHAL T, ERSPAN v—h— A7 v &R L £,

avUR S|
mar ker-packet ) v g DERSPAN v —h— 7y N ah

L £,
ML, 14RO TIEETE £,

mar ker-packetmilliseconds v a V@OERSPAN~Y— D — "r v h&f
N LET,

fEIREIZ 100 X U R 5 900 X VU FDOHIFH T,
100 DFFELTHRE £ 7,

no mar ker-packet ¥ v g L ®DERSPAN v — 1 — /37 v b &4
Pz LET,
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B ersean oz

451
WIZ, 2 B[IBE T ERSPAN = — 1 — /X7 v R EHNZT B2~ LET,

N

GE)  interval ST A—Z DOBREITIA TS a T, NI AR EIREETIC—D— "y
NEBMMCT D E, T 740 NELEIBFORIBAMBMEE LTEHSLET,
marker-packet =~ > NiX, ~—X— X7y hOBZBERDILET,

switch# configure terminal

switch (config)# monitor erspan origin ip-address 172.28.15.250 global
switch(config)# monitor session 1 type erspan-source
switch (config) # header-type 3

switch (config-erspan-src) # erspan-id 1
switch(config-erspan-src)# ip ttl 16

switch (config-erspan-src)# ip dscp 5

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# destination ip 9.1.1.2
switch (config-erspan-src)# source interface el/15 both
switch (config-erspan-src) # marker-packet 2
switch(config-erspan-src)# no shut

switch (config-erspan-src)# exit

ERSPAN =% 7 D 23

ERSPAN DR EHFM AR T HITIE, ROa~<r REEHL £,

avoU R ]3]

show monitor session {all | session-number |range| ERSPAN = v 3 a VR EEF < LE T,
session-range}

show running-config monitor ERSPAN OFE[Ta L 74Xl — g %2F
ZT—“ Li—a—o
show startup-config monitor ERSPAN DAX — T v/ a7 4= L—

varEFRRILET,

ERSPAN &% 7€ {51

— RN > 1 —
Tty g DEER
WIZ. ERSPAN iEEtE vy > a v 2RETHAH 2R L ET,

switch# config t
switch (config)# interface e14/30

ERSPAN ;£ {

il
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ERSPAN 5asct v & 3 > &S ]

switch (config-if)# no shut
switch (config-if)# exit
switch (config) # monitor erspan origin ip-address 3.3.3.3 global
switch (config)# monitor erspan granularity 100_ns
switch (config-erspan-src)# header-type 3
switch (config) # monitor session 1 type erspan-source
switch (config-erspan-src)# source interface el4/30
switch (config-erspan-src)# erspan-id 1
switch (config-erspan-src)# ip ttl 16

(

(

(

(

(

)
switch (config-erspan-src)# ip dscp 5
switch (config-erspan-src)# destination ip 9.1.1.2
switch (config-erspan-src) # no shut

switch (config-erspan-src) # exit
switch(config)# show monitor session 1

\)

()  switch(config)# monitor erspan granularity 100 _ns 5 LT

A==

switch (config-erspan-src)# header-type 3 (3. Typelll DiEEILE v a VDK E
WZRETEH S ET,

ERSPAN 325t v o 3 > DEHRTEHI
WIZ. ERSPAN 354t v a v EBRETABEZ R LET,

switch# config t

switch (config)# interface el4/29

switch (config-if)# no shut

switch (config-if)# switchport

switch(config-if)# switchport monitor

switch (config-if)# exit

switch (config)# monitor session 2 type erspan-destination
switch (config-erspan-dst)# source ip 9.1.1.2

switch (config-erspan-dst)# destination interface el4/29
switch (config-erspan-src) # erspan-id 1
switch(config-erspan-dst) # no shut
switch (config-erspan-dst)# exit
switch(config)# show monitor session 2

TOMDSEEHN
A

BEEIEE T=aTFILERA I

ERSPAN =2~ K : o< FEXOFEM, = | M7 v F 74+ —240 [CiscoNexusNX-OS
< RE—FK, < NER, 774/, |SstemManagement Command Reference] .
fEH EOIEEFIHE, B LU
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DNS 7 5 4

Fr—L H—/N\

s 117

i

DNS DX E

ZOET, WONETHELINLTWET,

*DNS 7 747 MZBT 21FH (251 <X—)
*DNS 7 74 7 > hORiHeERMt (252 X—)
eDNS 7 IA T v hDOFT 7 )L FRE (252 2—)
*DNS 7 A4 7 v FOFE (252 —)

7 2 MZBET 51EH

Hr CHAEIOED Y TEEHL TWRWnWRy NT—TNDOT A AL OERE, Fv NT—7
TNA ANMMELTHEAIF. DNSEZHEHL T, X NI —ZBITT NS AZRETH—ED
FNRA AL EZENYTHZ LN TEET, DNSIE, Mgz #EH LT, xvy hU—2 J—
ROKRANGEHSILLET, ZHUSED, 79470 b —R_"—FKcL D%y hTV—7 Dtk
T A FOa—HVHIBEINAREL 720 9, DNST AT AlL, T35 ADKA ML %&£ OB
THIPT RLARICEBRTHZ LT, Xy NUV—2 AL RERHTEET,

AV HE—=y N EORAAL L, kD & A TGS — KRRy N =27 D7 —
TERTMAREREY )V —O—ETY, NAAL 4T, VAR () 2REIDCFELTEHAL
TR SN TWET, =& xiE, v A3k, 4% —F v b Tidcom R A A TREINDEF
R CHDT=0, DO RAA AT ciscocom T, ZD RAA CHNOFFEDRA M4, To &
ZIE7 7 AN 1 k2L (FTP) ¥ A7 A fip.cisco.com Tikhll S E 97,

A=A Y= NE AL {0 ZEEL, BHPEERIEREFFOTNDL RAL Y —
DE B L TOVET, F—L P—NF, RAA 2 VU —DfOERST DIFEHRZREH L T
HZEALH D FET, CiscoNX-OSINDIPT RLARIZRAL v &4~y V7T 5HI121F, ol
RANERL, ZORIZR—L F—"—ZHFEL T, DNS VP —EREZ A X—TWIZT D4
ERHY ET,

CiscoNX-OS Tlx, AZT 4 v ZICIPT KL A% RAAL VLI~ B 7 T&EET, £7-. 1
SLLED RAAL v = P —R—ZfFH L THFAREDIP T FLAZAZRS1F% X5, Cisco
NX-O8S R ETHZEHTEET,
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DNS D E1E

BRI

DNS DFEE |

Fo— LW — L, ISR T L9, BEDY — N Tr—HILZEZRSNAAR A FODNS H—
NIZHLTTZITAT VIR IT L7 =) — 2B LT,

« HEMR R — 2 — %, ZTOMER Y — 2 ND KA A 4 %KD D DNS 2 —V 2T, HE

DARART—=TNAHNICF Y v 2 SNTAKARRZ P 2R L O LET, BET
KON TWBEON, HEOHER Y — NTH DD, REFRPIEEINTWARW R A A
UHEDBE . MR — L = NI EOERNFE LRV EIRE L ET,

FEBR AR — L =N E LTRESIN TV WV R — A —oF, PIENCZE LTZRE~DIKR

Erbx vy o LIERE#EH LT, DNS2—VFREJIGELET, YV —r OHRR—
LY —=NE L TRESNII—ZBRWVGEEE, 0 —AVIZERSNIZEA F &R D
DNS #—"~DME (21, EROEITEESNEEA,

Fo—b P —=NE, FED RAA VICRESNTZBERTA—FIRBION I T v T T A —
ZIZHE- T, DNSHEIZSEZE LET (52 DNS BAZERET 50, WNEBEIIZAERL S 417~ DNS
WEEfRELET) |

CiscoNX-OS|/%X. DNSZ7 79A4 T FDAT—h LR Y RAF— 2P HR—FLET, VT—F
FAFIA =R AN AP A v FF— " —D% ., CiscoNX-OSITIFE(Ta L 74 F¥al—r g%
wWHLET,

DNS U 54 7> FDHIHIREH

DNS 7 74 7 MIIFROBIHRGEERH D F97,

e % R T—2 L2 DNS %— b P — A 5LETF,

DNS U SA T2 rDTI4IL MEETE

WDFEIZ, DNSTZ TA TV M RTGA—=EDT 73V iR TEERLET,

INTA—4H T4

DNS 7 A 7 v b A% (Enabled)

DNS US4 7 > FDEKTE

Py hT—27 EODNS U — %9559, DNSZIA4T7 v hERETEET,
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ons 2547 rogz [

1R BHHIIZ
Ty hU—=7 FIZR ALY 2= P —"NHBHZ L 2R L £7,

FIeDHE
1. switch# configuration terminal
2. switch(config)# vrf context managment
3. switch(config)# ip host name addressl [address2... addressg]
4. (&) switch(config)# ip domain name name [ use-vrf vrf-name]
5. ({E&) switch(config)# ip domain-list name [ use-vrf vrf-name]
6. ({LE) switch(config)# ip name-server server-addressl [ server-address2... server-addresso]
[use-vrf vrf-name]
7 (f£&) switch(config)# ip domain-lookup
8. (f£#&) switch(config)# show hosts
9. switch(config)# exit
10. (&) switch# copy running-config startup-config
FIE D 3%
FIE
AV RFERETI3 Y B#)
ZF w71 |switch# configuration terminal Jsa—s ) ar’ 4 Xa b—var E— N2
LET,
25wy T2 switch(config)# vrf context managment REARERINEB L OV —F ¢ 2 (VRF) 4 %t5
/\':._E‘ I—/ i ‘aAo
AT w73 |switch(config)# ip host name addressl [address2... FARLF Y v 2ll, 6DOFTDARET 4 v 7 K
address6] ANLIT RLA =B TEREFRLET,
ATvT4 (f£&) switch(config)# ip domain name name [ Cisco NX-OS N FEFERERM A A MAIHEHT 27
use-vrf vrf-name] THAIVRD RAL U =B —N—%ERLET,
CDORAA A EFRELIZVREF TZO RAA v
Fo— I =N BRI T E I WIGAIE, R T,
CiscoNX-OS 2D KA A ¥ p— L P —\—%fif
W L7 DIEAT 2 VRF 2 EHRTHZ LB TE
\32 ﬁ—o
CiscoNX-OS (X, RAA L HN 7T v 7 flhad
DHNI, TBRIR AL BT ERNH LD LHRA
NAZT 74V N RAAL U4 ZBIMLET,
ATvTh (f£&) switch(config)#ip domain-list name[ use-vrf | Cisco NX-OS 2 IETE2EAfiR A M4 I TE %18

vrf-name]

MO RAAL Y T— NP —N—ZERLET, D
RAA L EZRELIZVRE TZD RAAL L F2—2N
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DNS DFEE |

ARV FFEREETIVa Yy

S

P R —F R T E IeWA I, {EE T, Cisco
NX-OSHNZ D RAA v F—I P — =%l 25
72O TA VREFATERTHIEHTETET,

CiscoNX-OS [T KA A > URA NADEKE= R &
FEALT, RAAL LNy 7T v 7 %2BbGT 500
W2, SERR RAL B EEERNVEDLPLHEA M,
2D RAAL 4 %BIMLET, CiscoNX-0S i,
—HTLHLONREONDHET, RAAL L UARD
Ko VI NEFEITLET,

ATy 76 ({EE) switch(config)# ip name-server BRK6EDF—h —_"EEHLET, MHTLRE
server-addressl [ server-address2... server-addressg] BT RULARIF, IPVA T RLAEHIZIPv6e 7 R L&
[use-vrf vrf-name] <,
ZDOR—L Y= NEEE LT VRF TZDFX— A
P— NIZBZETE WAL, 5 T, CiscoNX-0S
DT DF— LY — NZEET D7 DIfEHT 2 VRF
EEHRTHZ L L TEET,
ATvT1 (fI=&) switch(config)# ip domain-lookup DNSN—ADT R ALEWE A X—T /WM LET,
ZOREIX, T 7 4V P TA R—T T ESNTVE
‘a‘o
ATvT8 ({I:#) switch(config)# show hosts DNS (ZBT Mz #Rm L ET,
AT w79 |switch(config)# exit Ay 7 4F¥al—varyE—F&EKT L, EXEC
EF—FIZEY £,
ATw 710 | ({EE) switch# copy running-config startup-config| 372> 7 4 X¥al—var %z, AX—LT v

Oy 74 F¥al—vailat—Lx7,

1

/R
Li‘g—o

switch# config t
switch (config) #
switch (config) #
switch (config) #
( ) #

vrf context management

switch (config ip domain-lookup

FI4N N FAALUEEZREL, DNSIL Y I T v TFhk A RX—T T D6 %5

ip domain-name mycompany.com
ip name-server 172.68.0.10
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ST 4V VEREE— FDE

ZOFEL, WONETHRINLTWET,
« UV —7 F— NICEAT H1F#R (255 ~—)
« U—7 = ROFEEFHEB LOHIRFE (255 2—)
« U—7" F&— FOFMMEL LR (256 X—)
« U—7 = RDOAT—H ADFER (257 <—)
« U—7"F— NOWREERE (257 X—)

—7J ®— FIZBEHT 5 1H#R

CiscoNexus 7 /34 A X, 7/ 3T U XL T —RAh x>V (AlgoBoostEngine) & FEEILS N—
Ry =7 avi—3x2 FaHLT, V—7 F— REMEENDEEA D= AL ETFR—FL
£9, V=7 E—FTIE BET TNV EH—OT =7 VIRAETHI LIV T 7R N
AN SNDT2D, 7L —ABIOry NOWEERN XY @#ize £4, V—7F— KT
I, BIEASEK 20 N—F > MHIB S ALE T, Algo Boost Engine DFEMIIZ W TIX, 777 «

TRy Ty ®=F ) TOME (259 X—) SR LTIV,

—7 E—FDEEFESLUHIEEE

U—7" F— NITIZLL T O X 5 et o EFHB K OHIREENH Y £,
« U7 F— NiE, BEOIE LY KT 20% B AL v FRIEZREE L £7,

e J—7 T — RFNTlX, 2=F ¥ A b )b— b T—7WFH/NHNENET, L— b T—T K
24000 75 4000 =2 k U IZHE/ N LET, RA R T—7 0 E MAC T — 7 /L1 64000 75
8000 —> M UITHE/NLET (A F XX AP — K T—TF3 8000 NUDEET
)

« U—7" F— FTlX, ROBERIZVAR—FSnTHERA,
cHI—F v R 77 2H#Y 2 + (RACL)
e R— bk T/ EAFIHY X~ (ACL)
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7—7 E—

FIEDEE

F IR D

FIE

« A% a2 2 MEEKS A (ECMP)

sIPUX AL b

switch# configure terminal

574 voEEE— FOBR |

FDEE EERIE

1

2. switch(config)# har dwar e profile forwar ding-mode war p

3. ({EE) switch(config)# copy running-config startup-config
4

AA yFz)n—FLET,

ARV RFERFTIaY

B8

ATy T

switch# configure terminal

Ta—N)L ar 74X alb—ay B— NEBth
Li‘a—‘o

ATy T2

switch(config)# har dware pr ofile forwar ding-mode
warp

TNRAADT—T = R LEST, V—7
E— REEHITHI2E, Zoa<wr RO no
PHEHALET, T 74/ T, V—7F— N3
HTd,

ATvT3

(f£&) switch(config)# copy running-config
startup-config

V77— FBEOY AF— FEHIFEf T 7 X =
L —Ya VB A — Ty T arys7 4¥al—3
ANZab— LT, BHEEMGEMIREFELET,

ATV

A v Fa)n—FLET,

1

K, THAAADT =T T— R AT 50 %2RLET,

switch# configuration terminal

switch (config)# hardware profile forwarding-mode warp
Warning: This command will take effect only after saving the configuration (copy r s)
switch (config)# copy running-config startup-config

switch (config) #

RIS, THAADY =T F— FEBENT 562 L ET,
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switch# configuration terminal

switch (config) # no hardware profile forwarding-mode warp

Warning: This command will take effect only after saving the configuration (copy r s)
switch (config)# copy running-config startup-config

JT— T E—FDAT—RADHER

FIEDHE
1. switch# show hardware profile forwarding-mode
=3[k 2t
FIE
AU RFEREETIVa Y B#Y
R w 71 |switch# show hardware profile forwar ding-mode U—7 % — RIZETAF#RE, FA M, 2=F % X

kM, =/FF¥ A b, BELA Y 2 D Ternary
Content Addressable Memory (TCAM) DA X%
RLET,

il
wIZ, V=7 &= FICHT O HHReZRT 002K~ LET,

switch# show hardware profile forwarding-mode

forwarding-mode : warp

host size = 8192
unicast size = 4096
multicast size = 8192
12 size = 8192
switch#

J—JE— KOHEEE R

HaRES )1)—= HRETEER
D e 5.0(3)A1(1) ZOBENEASNE LT,
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5 19 =

FT7h/\y T 7 EEHEOER

ZOET, WONETHELINLTWET,

o FATH Ny 7 7 BEHL ORI DN TOFEHR (259 ~X—)
« FATH ANy T P O (260 ~—32)
Ny Ty ERANTT AT —HDORR (262 5—)

TR/ 7 7 EROBRIZH DT OIRER

TOTA4TINyIT7 EZRYVTDBE

FITH DNy 7 7 ORERIREEEIX, FER72 Ny 7 7 BEROT— 2 2L, X v bV — 7 gk
O, Xy N —ZHEEENR Ry U —ZERICWOED K D REE L 5 2 TV D0 E FET
HIODWMEDA X OfER, WEOMEmMOBEE, 77XV r—a NI T v Ta—
DINE— 2 DFHNIAENE B £,

Algorithm Boost Engine (Algo Boost Engine) &\ 95 /N— R =7 2R —3> MM, EBIA—
NTEDZ=FY AN RNy TR Ny 7y Tay 7 TEOEFANy 7 7R, BX
ORy 77 Tyl DAL FFXY ANy T HRD, X T77 AN T A DT
ZHRYR—=MLET, FEA NI T LAY ZITIE, AFY 70y ZIZERZBDH 183w B
MBdH Y F7, AlgoBoostEngine 13I/3y 7 7 HHET — X 2K — Ry =7 OH 7Y TRk
TEEZAR—V T LET (TT7ANVMNIAIVRITETTN, 10T BETCHIRETEE
T) o Ny T ERRICESNT, WISTAEA NS T AT UEAPNEIMLET, 28 2iE,
A=Yy b B—=bF 143y 77D 500KB ZHET 56, 41— Fy b 1/4DONFy b
2 H (384 ~T68KB &#d) NHEMLET,

BT HDF—R—T o —% BT B 7202, CiscoNX-0SY 7 hu =Tk A N T L5 F—
BER—D MBI EICNEL, VAT AAEVIHFELET, Y7 b =T iE, B/hEAL
1FPC, ERID 60 53DV AT N AFEVDE AN T AT —HEMFELET, 1RMI LI,
V7RI zTIEINY T 7DEARNT TAT =B eV AT LAAEINLT — 7Ty ol y
JT7 vl Tav—L%ET,

TIT 4T Ny Ty B=S Y THEREICIE2 DOEIEE— RARH Y £,
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EiTdNy T 7 EROER I
B o7 exrosaF—s07rerssvmE

e =% A [ F— R : Algo Boost Engine IX, Ny 77 Tuv 7 TEDEF /NNy T 7
REBLVB A= F I RTOZ=F Y A SNy T 7ROy 77 X 7T LA
L. #ERFLES,

e ¥/LFFx A L E— R : Algo Boost Engine (3/3y 7 7 7 u w7 T EDEF /Ny 7 7 H]
RBLONY 77 7ay 7 ZeDWNF XY A Ny T 7ROy 77 DL A hT
ThT—H ML, MR LET,

NI 7 ERNISLT—RD779AELIVRE

TIT AT Ny Ty BB T AR—TNCTHE, T/ AL 7055 DT — F B3RS
SNFET (mZIEEFID605 (0~6047) . AEVIZIIEDOLFD 6045 (10~70457) ) .

Ny T7 EARNT T L T—ZIZTWNWL OO FETT 7 EATEET,
eshow =2~ REFEHLT, AT A AEYUNLT 7 EATEET,

T IT 4T Ny T 7 E=H ) U UHEREE CiscoNX-OSPython 27 U 7 MIHEA LT, ¥—
NZT =2 2 EHICa e — L TRET -2 2IUETE £,

XML AV Z—T 2 AZHHAL TNy 77 L ANTTAT—HIIT IV EATEET,

Ny T DOEEMN, RESNTZ LEWVEZBZ 57N sysloglZ A v tE—T %58k T 5 &
12, Cisco NX-0S #FZHE T £7,

FT7h/\y T 7 ESHHDER
A\

GE)  7wmr b SR R— N TNX-API #fEHT 284515, 3000PPS F 77 4 v 7 #3559
\Z CoPP 7R Y ¥— (HTTP H) #LTMERH D F9, Zickv., Ry b Fay 70y

IEEh, CLIF XY K& ZER LT, PHRENDRRANICR L £,

GE)  FETToRy 77OEMR (ABM) 127 XTHO 7y FNR— NTHMNZR>TOWETH, 574

WK TTGADNT T 47 DREEMRTEET,

FIRDHE

switch# configure terminal

switch(config)# har dwar e profile buffer monitor {unicast | multicast}

switch(config)# har dwar e profile buffer monitor {unicast | multicast} threshold threshold-value
switch(config)# har dwar e profile buffer monitor {unicast | multicast} sampling sampling-value

(&) switch(config)# copy running-config startup-config

ahwN=

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| =y 77 EROER

F IR D

FIE

EVERCPET T T |

ARV RFERFTIaY

B8

ATy T

switch# configureterminal

JTa—N)ary 74X al—3ay E— Neh
Li‘j—‘o

ATy T2

switch(config)# har dwar e profile buffer monitor
{unicast | multicast}

2=F Yy A PELEFIVTIXY AN T T4 0T D
WFNNISH LT, N—Ru=T7 7a7r7 ALy
7y BRI LET,

ATvT3

switch(config)# har dware profile buffer monitor
{unicast | multicast} threshold threshold-value

fBESNTANy 77 A ADHFKEEZBR T2 & X1
syslog = N ZARTDHLOICHELET, &
1% 384 ~ 6144 KB T, 384 KB T OHIIN L 7= fE% 5
ETEET, 7740 ME, FEHTREZRAFHEE
Ny 77D 90% TI,

ATvT4

switch(config)# har dware profile buffer monitor
{unicast | multicast} sampling sampling-value

BELEZME T =427 ) 745 k5128
FLUET, #FIZ 10 ~ 20,000,000 7/ # T4, T
TAN SOV T Y TEIE 4 I VRTT,

ATvTh

({E#)  switch(config)# copy running-config
startup-config

V7 —brBLIQN) A — R NFIZEfTa 7 4 XK=
L—Ya Vv hBAA— Ty ar7 4 ¥al—g
NZar— LT, BREMWEIICHRELET,

1

ZOFNE, 2=y AN T T 4 v T OEITFN Y T R AR T D T EER LT
WET, 384 F oA FOLEVMESE 50007 /oYY o SENMER S VET,

switch# configure terminal

switch (config)# hardware profile buffer monitor unicast

switch (config)# hardware profile buffer monitor unicast threshold 384
switch (config) # hardware profile buffer monitor unicast sampling 5000
switch (config)# copy running-config startup-config

WO, v~ VFX¥ AR NTT 4 w7 OEFTH AN 7 7 EHAZZTETS HEE T L
TWET, 384 F /54 hOLEVMELE 5000 F BV 7Y o FTENMERA S E

—é—O

switch# configure terminal

switch (config)# hardware profile buffer monitor multicast

switch (config)# hardware profile buffer monitor multicast threshold 384
switch (config)# hardware profile buffer monitor multicast sampling 5000
switch (config)# copy running-config startup-config
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BTy I 7EROER |
B i orexrssn7s—s08m

INYIT7 ERNITSLT—2DERT

FIEDHE
1. switch# show hardware profile buffer monitor [interface ethernet dot/port] {brief | buffer-block
| detail | multicast | summary}
2. ({EE) switch# clear hardware profile buffer monitor
FIED %
FIE
ARV RFERETI a3 Y BHY
X T 71 | switch# show har dwar e profilebuffer monitor [interface| X 7 7 Iz OWTINE I NTF-TF— X 2 F R LET,
ethernet slot/port] {brief | buffer-block | detail | F—U— RNIKRDE HICEZSNET,

multicast | summary}
cbrief : KA L F—T = ADIERO A RT

LOHELET,

« buffer-block B ED /Ny 77 7o v 72T 5
BWERRTDHIIOCHEELET,

edetail : KA H—7 2 A4 ATIEEINTZT T
DIEREFRRTHEIOIHELE

sinterface: ((EE) FEDOKR—F Tu 77 AV
BT 2 1EREFZRT DL IITHEELET,

s multicast~/VF X ¥ A~ T 7 4w 7 EIFOD
Ny Ty T—HueFR_kTDHLIIEELET,

esummary : 8Ny 77 T ay ZIZlAT L
U—lFlae£r"T 2L ICHELET,

GE)

show =2~ ROA 7T 3 vinterface i =% v &
k E— FTOHEFEZ T, multicast 47> 3 i~
NFHXx A EF— R TORERTT,

ATw 72| (IEE) switch#clear hardwareprofilebuffer monitor | [UE SN2y 77 F—H %27 U T LET,

1
WIT, FNNy Ty Tay 7 EMBEDEENy 77 T XTOY~ ) —FlRERR<TD
Bz R L ET,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| =y 77 EROER

Ry77 ex 954874057 [

switch# show hardware profile buffer monitor summary
Summary CLI issued at: 09/18/2012 07:38:39

Maximum buffer utilization detected

lsec S5sec 60sec Smin lhr

Buffer Block 1 0KB 0KB 0KB 0KB N/A
Total Shared Buffer Available = 5049 Kbytes

Class Threshold Limit = 4845 Kbytes

Buffer Block 2 0KB 0KB 0KB 0KB N/A
Total Shared Buffer Available = 5799 Kbytes

Class Threshold Limit = 5598 Kbytes

Buffer Block 3 OKB OKB 5376KB 5376KB N/A

Total Shared Buffer Available = 5799 Kbytes
Class Threshold Limit = 5598 Kbytes

WIZ, Z2=2F XY AN T—RDERNy Ty T tfF A 2 —T 2 ADRKK/N
7 7 HRREERT D ERLET,

switch# show hardware profile buffer monitor brief
Brief CLI issued at: 09/18/2012 07:38:29

Maximum buffer utilization detected

lsec S5sec 60sec Smin lhr

Buffer Block 1 0KB 0KB 0KB 0KB N/A
Total Shared Buffer Avaliable = 5049 Kbytes

Class Threshold Limit = 4845 Kbytes

Ethernetl/45 0KB 0KB 0KB 0KB N/A
Ethernetl/46 0KB 0KB 0KB 0KB N/A
Ethernetl/47 0KB 0KB 0KB 0KB N/A
Ethernetl1/48 0KB 0KB 0KB 0KB N/A
Ethernetl/21 0KB 0KB 0KB 0KB N/A
Ethernetl/22 0KB 0KB 0KB 0KB N/A
Ethernetl/23 0KB 0KB 0KB 0KB N/A
Ethernetl/24 0KB 0KB 0KB 0KB N/A
Ethernetl/9 0KB 0KB 0KB 0KB N/A
Ethernetl1/10 0KB 0KB 0KB 0KB N/A
Ethernetl/11 0KB 0KB 0KB 0KB N/A
Ethernetl/12 0KB 0KB 0KB 0KB N/A
Ethernetl/33 0OKB OKB 0OKB OKB N/A
Ethernetl/34 0KB 0KB 0KB 0KB N/A
Ethernetl/35 0OKB OKB OKB OKB N/A
Ethernetl/36 0OKB OKB 0OKB OKB N/A
Buffer Block 2 0KB 0KB 0KB 0KB N/A
Total Shared Buffer Avaliable = 5799 Kbytes

Class Threshold Limit = 5598 Kbytes

Ethernetl/17 0KB 0KB 0KB 0KB N/A
Ethernetl1/18 0KB 0KB 0KB 0KB N/A
Ethernetl/19 0KB 0KB 0KB 0KB N/A
Ethernetl/20 0KB 0KB 0KB 0KB N/A
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Ethernetl/5 0KB 0KB 0KB 0KB N/A
Ethernetl/6 0KB 0KB 0KB 0KB N/A
Ethernetl/7 0KB 0KB 0KB 0KB N/A
Ethernetl/8 0KB 0KB 0KB 0KB N/A
Ethernetl/41 0KB 0KB 0KB 0KB N/A
Ethernetl/42 0KB 0KB 0KB 0KB N/A
Ethernetl/43 0KB 0KB 0KB 0KB N/A
Ethernetl/44 0KB 0KB 0KB 0KB N/A
Ethernetl/29 0KB 0KB 0KB 0KB N/A
Ethernetl/30 0KB 0KB 0KB 0KB N/A
Ethernetl/31 0KB 0KB 0KB 0KB N/A
Ethernetl/32 0KB 0KB 0KB 0KB N/A
Buffer Block 3 OKB OKB 5376KB 5376KB N/A
Total Shared Buffer Avaliable = 5799 Kbytes

Class Threshold Limit = 5598 Kbytes

Ethernetl/13 0KB 0KB 0KB 0KB N/A
Ethernetl/14 0KB 0KB 0KB 0KB N/A
Ethernetl/15 0KB 0KB 0KB 0KB N/A
Ethernetl/16 0KB 0KB 0KB 0KB N/A
Ethernetl/37 0KB 0KB 0KB 0KB N/A
Ethernetl/38 0KB 0KB 0KB 0KB N/A
Ethernetl/39 0KB 0KB 0KB 0KB N/A
Ethernetl/40 0KB 0KB 0KB 0KB N/A
Ethernetl/25 0KB 0KB 0KB 0KB N/A
Ethernetl/26 0KB 0KB 0KB 0KB N/A
Ethernetl/27 0KB 0KB 0KB 0KB N/A
Ethernetl/28 0KB 0KB 0KB 0KB N/A
Ethernetl/1 0KB 0KB 0KB 0KB N/A
Ethernetl/2 0KB 0KB 0KB 0KB N/A
Ethernetl/3 0KB 0KB 0KB 0KB N/A
Ethernetl/4 OKB OKB 5376KB 5376KB N/A

=

4

i.

fiy 77 EROEH |

WIZ, S VFXXY A NE—ROENRNY T 7 78y 7 DK ANy 7 7 HHROEREE

AT OB R LET,

switch# show hardware profile buffer monitor brief
Brief CLI issued at: 09/18/2012 08:30:08

Maximum buffer utilization detected

lsec S5sec 60sec Smin lhr
Buffer Block 1 0KB 0KB 0KB 0KB 0KB
Total Shared Buffer Avaliable = 5049 Kbytes
Class Threshold Limit = 4845 Kbytes
Mcast Usage 1 0KB 0KB 0KB 0KB 0KB
Buffer Block 2 0KB 0KB 0KB 0KB 0KB
Total Shared Buffer Avaliable = 5799 Kbytes
Class Threshold Limit = 5598 Kbytes
Mcast Usage 2 0KB 0KB 0KB 0KB 0KB
Buffer Block 3 0KB 0KB 0KB 0KB 0KB
Total Shared Buffer Avaliable = 5799 Kbytes
Class Threshold Limit = 5598 Kbytes
Mcast Usage 3 0KB 0KB 0KB 0KB 0KB
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WIZ, VIVFXFXYART—RKDONNY T 7 70y 730y 7 7 HHAROERE
TR T DB ERLET,

switch# show hardware profile buffer monitor multicast 3 detail
Detail CLI issued at: 09/18/2012 08:30:12

Legend -

384KB - between 1 and 384KB of shared buffer consumed by port
768KB - between 385 and 768KB of shared buffer consumed by port
307us - estimated max time to drain the buffer at 10Gbps

Active Buffer Monitoring for Mcast Usage 3 is: Active

KBytes 384 768 1152 1536 1920 2304 2688 3072 3456 3840 4224 4608 4992
5376 5760 6144
us @ 10Gbps 307 614 921 1228 1535 1842 2149 2456 2763 3070 3377 3684 3991

4298 4605 4912

09/18/2012 08:30:12 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:11 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:10 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:09 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:08 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:07 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:06 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:05 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:04 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 08:30:03 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

I, A —YFxy M AL Z—T oA ZVAIHTHEMLNY 77 T—2E2FrT5H

FlZRLET,

switch# show hardware profile buffer monitor interface ethernet 1/4 detail
Detail CLI issued at: 09/18/2012 07:38:43

Legend -

384KB - between 1 and 384KB of shared buffer consumed by port
768KB - between 385 and 768KB of shared buffer consumed by port
307us - estimated max time to drain the buffer at 10Gbps

Active Buffer Monitoring for port Ethernetl/4 is: Active

KBytes 384 768 1152 1536 1920 2304 2688 3072 3456 3840 4224 4608 4992
5376 5760 6144
us @ 10Gbps 307 614 921 1228 1535 1842 2149 2456 2763 3070 3377 3684 3991

4298 4605 4912

09/18/2012 07:38:42 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 07:38:41 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0

09/18/2012 07:38:40 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
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09/18/2012 07:38:39 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:38 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:37 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:36 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:35 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:34 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:33 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:32 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:31 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:30 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:29 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:28 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:27 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:26 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:25 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:24 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:23 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:22 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:21 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:20 177 36 0 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:19 0 143 107 0 0 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:18 0 0 72 178 3 0 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:17 0 0 0 0 176 74 0 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:16 0 0 0 0 0 105 145 0 0 0 0 0 0
0 0 0
09/18/2012 07:38:15 0 0 0 0 0 0 33 179 38 0 0 0 0
0 0 0
09/18/2012 07:38:14 0 0 0 0 0 0 0 0 140 113 0 0 0
0 0 0
09/18/2012 07:38:13 0 0 0 0 0 0 0 0 0 66 178 6 0
0 0 0
09/18/2012 07:38:12 0 0 0 0 0 0 0 0 0 0 0 173 77
0 0 0
09/18/2012 07:38:11 1 0 0 1 0 0 1 0 0 1 0 0 102
42 0 0
09/18/2012 07:38:10 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0
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VIR DIT AOTFURTYITTL—
K (SMU) OET

ZOEL, WOBETHRINWTVET,

¢ SMU {Z2WT (267 X—7)

o Ny — VR (268 X—3)

« SMU DA (269 ~—2)

e SMU DEESFH L HIKHHE (269 ~—)

¢ CiscoONX-OS DY 7 "I =T AVTF AT v 77 L—RDOFET (270 <—)

e Ry lr— 4 VA =V DUEE (270 ~2—)

=NV AR =T TNRNARAELEZR Y NT—F =R~ DR =T 77 A LD 2
E— (272 X—Y)

R —=VOBMET 7T 4 7 (273 =)

T I T ATy r— Yy hOaIy b (274 %)

Ny —VDIET VT 4 TR EHIBR (275 X—)

e A A M=) B JIFEROER (276 X—)

SMU [CDUMT

VI NG 2T AVTFUAT 77 L—F (SMU) X, BEDEEDEIEZ G/ Ny r—
77 ANTT, SMU X, EITEORBEIZH LT 57O ER S dL, T LUVEREITE Fh T
B, W, SMU BT NSA ZOBHEICKEREELZ RITT I L1EH Y FH A, SMU D/R—
TallE, Ty T V= RTER T —TVDAT Yy —, AT —, BLORATF A N—
vaiZRE#EsnEd,

SMU O BIIRD X A T L - TR £,

e YU AOHEEEISMU : T 7T 4 _X— g U aw AE i ek A0S —FD
HEEshEslEE LET,

e U —KRKSMU : A= R—=N_AVPBIVTAS L I—FKDORT L)L Ja—RE5| &I LE
—a—O
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YIRYIT AVTFURTYTIL—FK SMU) OFEfT |
. Nylr— &R

SMU L, AT TR VI —=20ORDVIZHRDEDOTIEH Y WA, ELOBBEIZKT iR
WRERRR R L E 3, SMU TEIESNTEEIL AT 2 VY =T THRES
ET,

THRA AEFH LVERERC A VT 2 Y Y =R 2T v 77 L— KT 55OV TIE,  [Cisco
Nexus 3500 Series NX-OS Software Upgrade and Downgrade Guide] ZZ M L T< 72 &0,

\)

CE) SMUT 7T 47T 5L, LRIOSMU, £/ SMU NEHEN B3y 74— HEIRIZ
HT 7T 4 T ENDZ LIEHD FHAL

(o] ~ D
Ny r—UER
FRAZATO SMU Ny 7 —OBINMB LT 75 4 TAbO—#xHI 2 FIEIIR D & B T,

1. Rolr—Y 774N =)V ARL—Y TR, RAEFEF T 7A 0 B —Niza—LF
j—o

2. ingalladd 2~ > REFHLTT A A LTy —V%2BMNMLET,

3. ingtall activate =~ REEH LT, 74 A LTy =27 77 4 7L LET,
4. ingtall commit =~ FZEH LT, BUUEDO NNy r—YDty Fa2aIy FLET,
5 (BE) REISUT, RN r—Y%kET 774 7L L THIBRLET,

WORIL, Ny — OB at AOFEE2TFNEICHSWTEB LET,
R3:SMUSwr—SFEM, 72F74 TEB &0y T2 70€X

Archive of
Package Files
e Inacti Active Committed
Hard Disk: Sr;?tf«r:f; Software Software
Configuration Configuration

Install Add

Install Activate
Bootflash: »> N
Install Commit  Ba

Install Deactivate

TFTP or FTP
File Server

503009
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| YIr927 A0FFURTYTIL—F (SMU) DETF
smu oarizzt ]

SMU DRIl &4

TIT A4 TACETNIFET 77 4 T D530 7 —UTlE, ZNHDORIRFENTH-SH TV D
VERH D £3,
WY H AT ID G X AT TA—TICEEMT LN TWE 22— A —TIZF LT
HVERHY E, 2= I NL—TDE0 Y CRFKNTavy FEFEHATERVWEEZD
N5EA. AAA EEE|ZHEE L T a0,
T RTDTA Y I— RBWMO T o, EFICEEL WA L2 R LET, &1
. A4 h—ROT— ", A4 h—RKOT7 v 77 L— Rk idss#ad . £7-01%
HENWAA v TFA— =T 77 4 BT 4 DTFHEREINDIGEE, X r—20T7 77 4 780
FET 7T 4 TITTEERA,

SMU 2 FH L FIEIR

SMU [T 2 HEBEFHEB LUHIRNEEIIRDO LB T,

e Ry r—IC > TR, MR r—2OT 7T 4 TALETIIET 7T 4 TAEDBNEET
T, SMUIZFHAEIKFERD B A A1E, BiIOSMUAZ ETT7 75 4 7l LneEZFns
T T4 7 TEERA,

T I T4 TT B R =L, BAEDT 7T 4 7Y 7 b 2T Ok b & EEMEN G
HULENRH Y £,

sl OoDavwy RTEHO SMU 27 75 4 7ICTE WA,

e Rl =V DHMAENHER TEGAICRY . 777 4 TAERFEITENE T, BHALRH D
LBElt, =9 — A vtk— /75>?%ﬂ‘é2h?£?”o

VTN =T N —UETIT 4 7T A, EOMOENRIZT R TOEEDH D /) —
RTCEITTEEFTA, TNERIBEORA v —URNERENDE, RN —DT VT 47
b2 T LET,

Install operation 1 completed successfully at Thu Jan 9 01:19:24 2014

¢ £ CLI A VA b=/ VBELRIZITER ID BNED B THNET, ZIUIHE TA N bR
HOMEHTE £,

T KNI =T AT FURT v T T — REFETHR, 7 /34 A% H L\ Cisco Nexus 3500
V7T VI —RIT v T L— RTBEE, LA A= TLHID Cisco Nexus
3500 Y U— R & SMU RNv 7 —2 77 A LD TN EEXINET,

* Cisco NX-OS VU U —Z 10.5(1)F LA TiX, DI A T4 5 SMU IZ#EH SN ET,

cHBNTA A=V L HHEDSH D SMU 27 75 4 7L T HMLERNH LS. 77T 4
TR T DL, AL v FIXEBNICY e —RFaSnET, 72720, 4EEITLTDH
SMU BT 77 4 7R BRWESIZ. SMUET 7T 4 I LARNTL &N, —
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YIRIIT AVFFURTTIL—F (SMU) OET |
B cisconxosov s b7 ALFFURFYTIL— ROES

e AL v FOWEENEES L SMUDT 7T 4 AR KIL L7= Z & & 7”7 syslog A »
t—UNERRINET,

«PID [EA D SMU %, EX L TWARWPIDIZA A h—L L LS ET 5L, Ingall
oper ation failed because SM U is not compatible for this switch model (SMU 2% Z d &
A TFETNERBTII WD, A A M= VEEIXRRLELE) 20 Ay
U RERINET,

e AR— R EHTVWD SMU &Vl — TV SMU 2 & ¢ SMU tar AR —/L &
HALTAAL vFTISSUZFEITTH L, iR — KN TWVWB SMU DOAD ISSU DIZIT
AU A =L ENET,

CiscoNX-0SDY I DT 7 AVTFHFUARATYITIL—
KDET

INYIT—D L R F—ILDEE

SMU Ry — DA A —)VOEBICET 2B REINET H121E, BEDshow =z~ R%&
ERT 25N HD £,

1R BHHIIZ
VTR 2T OEENLENE I DEHRLET,

EATOY AT LA TH LWy F =N R—FENTWDZE2MRT S, V7 o7
Ror—IIC ko> TE, Moo r—2F 3R =D R_R—=T g 02T 7T 4 7T B
BHY, BEDTA v D= RFDHEYHR— I TE 05— H0 F9,

ZOU ) —RZEET HEERFERICONVCTY V=R ) —"E2/ERL, ZONRyr—T L5
A ARRTE D HHNEDOF WA W 5,

VAT LOEERZELTWT, Y7 b =T OEEIIHISTE 5 2 L 2 s d 5,

FIEOHE

1. show install active
2. show module
3. show clock
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Wolr—2 4 VR b—ILOER .

FEDEHE
F|iE
AT RFERET7IOIY BRI
5w 71 |show ingtall active FRAA DT 7T 4TI T vy =2T2FRLE

1

switch# show install active

To THAARZEMTHLERHDLY 7 N =T %
WETHD, FloA v A M—EETHRIZT 7
FUTIRI T R T =T OLR— LT 5720
I, Zoavwy REHHALET,

R T 72| show module TARTOEY 2— AP LZERETHD Z L2 L
f ER
switch# show module

AT 7 3| show clock VAT ARy I NELW EEHERLET, V7
- R x THIEE, 70 A7 8 2 ORAIZIES

switch# show clock

TREAEFEZHEMLET,

1

WRIZ, VAT LDBIRDT 7T 4 TNy r =V Foand L0 2RLET, ZOFERE
EALT, Y7 hU =T OEENLENE ) el LET,

switch# show install active

Active Packages:

Active Packages
Active Packages

Active Packages
Active Packages

Active Packages

on

on

on
on

on

Module

Module

Module
Module

Module

#3:

#6:

#7:
#22:

#30:

WIT, BUEDT AT b vy 7 OREER T DB 2R LET,

switch# show clock
02:14:51.474 PST Wed Jan 04 2014
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YIRYIT AVTFURTYTIL—FK SMU) OFEfT |
. A—ANL A=Y TRARERRBRY b T—=9 =AY 7—2 T7 4 LDIE—

A—AIL R L= TNARFERIFRAY VTO—5 H—
INNDINYT— T7A4)LOOE—

FRAAMNT JBATELR =N AR L—F N, ZFETRy hT—7 77 AL —
WCSMU Ry r— 77 AV abt—d 30 ERHY £3, TOEENRETLESL, Nylr—
CETNARGEM LT 7T 4 TICTEET,

TINA AN lr = T 7 A NVERTFTDHDVLENSLDGHE. "—F T4 A7 74V %
BRIFT2ZEH2HELET, 7= TS RE, N r—VEBNMLT 2T 4750 —hL
FAATTT, T 74 DT — bk F31 AT bootflash: T,

Je

Evh o—HL A= FRL RN — Ty A VEa—F BRIZ, dir a2 K&
LT, BB r—2 T ANBT N RHFIET DN E I AR LET,

SMU /v 77— 7 7 A LR Y E— b TFTP, FTP, £721% SFTP — N2 H DA, n—hL
ARNL—=Y TNRA AT 7 AN al—TXET, 774 A0B0 =) ARL—V FT/NA A
BN, Ny T —VBZDA RN L —U TR, ANLT A RTBIMLT 77 4 7T
9, ROV —R Fo halPNR—rEnET,

eTFTP : Xy NU—2 %N LT, D2 Ea—EZNnbRoara—F~T7 7 A4 /)LEIR
BETEHEICLES, BEIE. 7 94T FERIE (& 20E, =2—TEAB IR T —
R) ZfHLEYA, ZHULFTP OFSIR T,

A

GE) Roubr—Y 77400k ->TE, REEN2MB ZHEZIHIBEE
LD ETRH, O L= KRt NS TFTP —E &
THZIOREZIDT 7 ANDBYR—=FENTWRWEAERH Y F
T, 32MB E#x 57 7 A NEYKR— T 5 TFTP — 27 7
TATERWGAIL, FIPEZEHL T 7/ v a2 X7 m—RNL
N

« T ANEEET B AL FTPIXTCP/AP u hajL AZ v 7 D—ETHY | —H4 L
SNAT— FBRBETT,

«SSH 7 7 A MEEE T 1 h2/L : SFTP X, EX =2 U F ¢ /v — 0 SSHv2 #EBED 3
T, BXaT7 77 A VIRESZ R L £,

SMU R r— 77 ANVEFRy hT—7 T A0 P—_"Emidu—Hh/L AL —T T34
ANHRRE LTZ1RIC, 77 ANEBIMLT 77 4 b T5 2N TEET,
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Rur—voemers7+71t |

N —MEMET Y T4 71k

g—H) AR —2 FNA ZFE1FY FE— k TFTP. FTP. SFTP #— _—|ZfRFEEN TS
SMU R r—2 77 A )VET A AZBINTE E1,

\}

GE) 727747435 SMU RNy —U0%, BUET 77 « 7 CEMER[REZR Y 7 b o = 7 & BHMEN
RNV ERHA, T T TERRITEND & VAT MIAEBEMRMSET = v 7 2T
L. X —VURTNAAETT VT4 7 RZEFOMDY 7 b =7 EHBENRD D 2 & & iR
LET, BANLILEEIE. =7 — A vb—UNEREINET, 777 4 T{EREITEINDD
I, TRTOHEBENER CEX LA T,

FIEDOHE
1. ingtall add filename [activate]
2. (f£#&) showinstall inactive
3. ingtall activate filename [test]
4, T _XTCONRIr—UNT 7T 4 7LENDETCTFIEI ZHEVIELET,
5. (f£#&) showinstall active
FIEDFEM
FE
avy RFEEEFT7IVa Y Br
R 7w 71 |install add filename [activate] H—HN A ML= TR RELT Ry FT—7
%l - P XN = VT N =T Ty ANVESG
switch# install add bootflash: \{% LT7— ]\ 77 :/J%J:Uf/\‘/(x QC/I)O:/X‘
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin =N ENTWDETXTDT IT 4T A—s3—A

PRBIORAH LN == A PFIBMLET,
filename 51301X. O A LB Z LN TEF T,

* bootflash:filename

« tftp://hostname-or-ipaddress/directory-path/filename

« ftp://username: password@
hostname-or-ipaddress/directory-path/filename

« sftp://hostname-or-ipaddress/directory-path/filename

ATw 72| ({E&) showinstall inactive FNRARALEOET 7T 4 T r—T%FRLE
Bl - T BRDOFNATIBIMI NIy 7 — U RNRRITH
' L2 LEMERLET,

switch# show install inactive
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. TOTATHNRYr—2 £y bOIZT Y b

YIRYIT AVTFURTYTIL—FK SMU) OFEfT |

ARV RFERETIVa Y

B8

AT 73| WZH: ingtall activate filename [test] T RBMSNT Sy r =% T 77 4 712 L
B - F9, SMUNRNy T —ViE, 7774 7128NHET
t b inetall serivat DO EFE TJ, (install add activate =~ > K& fif
SwW1ltC insta activate ST YN — >
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin MLT, RNy =VUBENST 77 4 72l sa
. . ZOFMHEEMLET, )
switch# install activate GE)
n3500-uk9.6.0.2.06.0.1.CSCab00001.bin N =V T EASHICATI LT b 2 234 & |
Install operation 1 completed successfully at — N - N ~ N
Thu Jan 9 01:27:56 2014 77747@‘@%%{%5# TOBMAE RSN
F9, BRI 1 DL WEEIZ Tab F— %2
B L. Ry UROKRY DM EAN S LE
switch# install activate jfo
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin
Install operation 2 !!WARNING!! This patch will
get
activated only after a reload of the switch. at
Sun Mar 9 00:42:12 2014
ATV TN TRCOR T —VNT 7T 4 HMEENDLETFE | LBEIS LTy r =28 777 4 7E L%
3EMVIRLET, D
ATFvF5| ({£&) showinstall active TRCOT I T 4 Tl —2%FRLET, 2

1

switch# show install active

Da<y FEEALT, ELWRyr—UR7 7
TATTHLINE I DEHBT L £,

TOT4THN\yv5r—o vy k@I b

SMU/ Ry 7 —UNTFNRA A ETT 7T 4 710 b e, ZUIBEDFE I Tay 7 4 ¥ a2 Lb— g
YDO—ERZIRD £, RNy —=VDT 7T 4 TV AT AEED Y n— R TR S E 51

FIEDHE

(=N

1. install commit filename
2. (f£%) showinstall committed

FRL AL TRy =% a3ty NEBRERD Y £,
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F IR D

FIE

Ryr—o0%k757 1 et [

ARV RFERFTIaY

B8

X w 71 |install commit filename

1

switch# install commit
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin

BEO Ry r—y0ky a3y hLT, T84
ANFEH LI EICINEOy r—URMEH S
nokolzcLET,

ATy T2 ({EE) showinstall committed
51 -

switch# show install committed

aIy SNy T —UEERRLET,

INYT—UDIET VT 4 T1E L EIRR

Rolr—V%ET VT 47T DE, ZFOTNAATIET 7T 4 7 TERL 2D FTN, Ny
=T T AMIT— N T4 ATITFRD ET, N —Y Ty AE, BRTHT 2T 4 71k
TXFET, /2. T 27O IBRLTEET,

FlIEDOHE

1. install deactivate filename

2. (f£%) showinstall inactive

3. (EE) install commit

4. ({&) ingtall remove {filename | inactive}
FlIED A
FIE

ARV KRFERERETY VY

=)

R w 71 |ingtall deactivate filename

1

switch# install deactivate
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin

TN RZBMENT R =V %IET 7T 4 71
L., A4 I— ROy r—UBRBE A 712 LE
7
GE)
Rl —D B AN A LT B 224 &
T 7T 4 TMUERATE 5T X TOBEMPERE
IWET, FEMD 1O LR WEEEIT Tab F— %4
T L, RNy —ULAOERY OGN EIATI SN E
7
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B xr—rovEmors

avYRFERET7IOI Y BRI
AFvF2| ({EE) showinstall inactive FNRAALDIET VT 4 TRy r—V%F R L E
j——
1 °

switch# show install inactive

ATv 73| ({EE) install commit HED S Dy FE Ty kL. T

il - ANHEB LI L ZICIN6DNNy r— U EH S
N | nsriicLET,

switch# install commit

GE)
Ry lr—UEBIBRTE 201%, 7 27T 1« 71LidE
M2y b ENEHETET T,

ATy 74| ({EE) install remove {filename | inactive} T T 4 TR =V EHIBRLET,
fi CHIBRCXDDIIIET VT 4 TRy r—U T
switch# install remove TFTf
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin S ~ .
Proceeg with removing : * /\/&% j: 7‘/\/])?(0)'9’* 10)7/]) v
n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin? (y/n)? [n] RWBIET 7T 4 T2 ENTHEIZOHHIRT
y TET,
fi Ny —=V DT T 4 TIEa Iy N L
switch# install remove inactive §§ﬁ§§>0 357ro
Proceed with removing? (y/n)? [n] y « 2R 1/_:/5_/\/{175)%4:%%@};377?4 7\\72

N lr— U EHIBRT HI21E, install remove =2+
> RiZ filename 518z 5 E L CTHEH L £,
VAT DT RTD ) —RKBIET 7T 4T
Ry lr =TT XTHIBRT 2121%, ingtall
remove =< > K& inactives¥—vU— R&fiEf L
£7,

N ‘i —
A4 AR =)L O EHRORT
4VXF—wm7i 4VXF—WQW®EFCOwT®m$%%1LiTD4VXB—w@
TERFATSIN DT NT, EOEMEIZK L THEZVED Y THNET,

e showinstall log =~ > R&MH LT, A > A h—VEHEDRKIHE L UKD 71250 T
HRERRLET,

s SlAafEE L7evshowingtalllog =~ > RZEH LT, 3XTOA X h—LEifED Y~
V—%FrLET, HOEBEICEAOEREF T DL, request-id 5[ # a2 e LE T,
TrANVDEER, Va—RKT&hoiz/— K, ZOM7 ot BT LEMER Y, F
TEOBIEDFMAZFRT HI21, detaill ¥—U— K&2EHALFET,

WIZ, T_XTDOA A P = VERDOIERZFRT D0 2R L ET,
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switch# show install log

Thu Jan 9 01:26:09 2014

Install operation 1 by user 'admin' at Thu Jan 9 01:19:19 2018
Install add bootflash: n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin

Install operation 1 completed successfully at Thu Jan 9 01:19:24 2014
Install operation 2 by user 'admin' at Thu Jan 9 01:19:29 2018
Install activate n3500-uk9.6.0.2.U06.0.1.CSCab00001.bin

Install operation 2 completed successfully at Thu Jan 9 01:19:45 2018
Install operation 3 by user 'admin' at Thu Jan 9 01:20:05 2018
Install commit n3500-uk9.6.0.2.U06.0.1.CSCab00001.bin

Install operation 3 completed successfully at Thu Jan 9 01:20:08 2018
Install operation 4 by user 'admin' at Thu Jan 9 01:20:21 2018
Install deactivate n3500-uk9.6.0.2.U6.0.1.CSCab00001.bin

Install operation 4 completed successfully at Thu Jan 9 01:20:36 2018
Install operation 5 by user 'admin' at Thu Jan 9 01:20:43 2018
Install commit n3500-uk9.6.0.2.U06.0.1.CSCab00001.bin

Install operation 5 completed successfully at Thu Jan 9 01:20:46 2014
Install operation 6 by user 'admin' at Thu Jan 9 01:20:55 2018
Install remove n3500-uk9.6.0.2.U06.0.1.CSCab00001.bin

Install operation 6 completed successfully at Thu Jan 9 01:20:57 2018
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521 =

a4 X aL—o a3 DEBRDET

ZOFEF, WO THMEINTHET,

AT 4 X2l —TalOEREIII Y FEA LT T MIOWNT (279 X—)
A (280 X—Y)

e AT 4 X alb—a VOEWICET HFEEFHEGIRFEE (282 X—)
e T 4K al—a VOEBOHTET —7 7o — (286 X—)

e T 4 Fal— g UOBBOFEIT (287 L—)

e T 4 X2 L —a VOBEBBROMER (290 2—)

e LT 4 X2l — g VOBEHOH (291 RX—)

AV I4FXFalb—YavOEBRETZIY M EALTOR

[Z2DULVT

a7 4 FXalb—va rOEBEREZFEHTLE. TS A5 r— 952 L7 < Cisco

Nexus A1 v FDEITAL 7 4 Fal—rarza—WREDA L7 4 Fal—Ta i@
TEET, a7 4FX¥a2b—raryARTY r— RRMRERGEEIZOHR, T4 ADY m— R
DMEIZRDHZENHY ET, 2—VPRREMETLI47a 0 7 Fab—ar 7y AL, E
T77ANVOav—%FH L CBET 208N H Y £7, copyfile torunning & 2720 =2
T4 Fal—va COBEREEITI - VEBETIEH Y THA, ZOMETIZ, ElTar T g

Fal—Talre2fn, 2—FIChoTIREEINIF LV a7 s Falb— g IEBEIN
9, AT 4 X2 L —vaYOBEBIZEENDLLAIEL. TOa 74X alb—Ta URA
A v FTHEILEINET, CiscoNX-0S U U—293(1) 25, best-effort 47> a U RNEAS
FlLe ZOFTvaralilTse, av L RCT—RNRELEHAETH, REOBEHIC
Ko TEBR NNy TFNRFEATSN., TOREITAA v FIEH LI NEE A,

a3y hIA LT MERRZHEATLE, a7 4 Fab—va VOBRBEOEITICHRII L
FBICURID Yy 7 4 Fal— g il — ANy 7T A ERTEET, a3y h 4 ~—
OHIRZEIND & v—nA Ny 7 EETEEBICEG S E T,
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A\

AV T4 F¥IL—L IV OBROET |

GE) * Cisco NX-OS T /31 A CRZAEHEHDHERN 0 FELT

AT 4 KXo b— g AT A MER

HVFET, Whar 74 Xal—a Al TR LIITEEEA,

S

ROEBEHREREIZ 1T, ROBIEFIERH Y £,

e a7 4 Fal—a rOEETIL, CiscoNexus AA v FOBIEDFEITa L 7 4 F 2l —
varita—VPREDaA LT 4 Fal—TalrEOBDENEL LT Ve MIHE
L. 277 ANDERD NNy F 77 ANVEEKRLET, 207 4 Fal—Taravs R
DEY MREENTNDEZIDO/NNy T 77 A )VFFRRTEET,

eIV T 4 Xalb—a VOBEBTIE, FETHoav s REFERRIZANyTF 774D

TJ4F¥alb—Yvaravwr RREHAESNET,

e a7 4 X al—T gt RO FTURIOFE Ty 7 4 Falb—T g 0ila—/b

Ny 7 i@ sh iz,

Ry F T AAREBINT K, 2T X2 —a VA —EHRH DHEA

caAIYy N AALT U RNEMEALTCar 7 Fab—a VBIEEZFATL, 23w b

5 A ~— BRI T2 o 7 53 B

c RRAPTT = MAT v a UIMEA SN TVDSEE, RETILUFTOFE T 7 4 F a2 b—

Varile—ARNy 73T, HobShEE A,

ZOFTvarEEATAE, avr

RCZF—NRELFBHBETH., REDEHIC L > TRy FRET SN, LLETOH

FlZa— Xy 7 SNFER A,

« show config-replacelogexec =~ > R&fHT 25 &,
YarE0LOERRTEET,

TT—RNRAELZa T 4 F 2 L—

AL v FHTLDALT 4 F 2 b—a NMEILT D LI T =2 EAE L THETTHRIET
PErSET A, HEIXEBEIL EVOar 7 s Fab—a &kt LES, EooifEd

W2 T =R ELa~vy Fe—HRRT 2123,
2L ET,

show config-replacelogexec =~ > N

o XA ~—OMREY)I B HIIC configurereplace commit =~ > RE AN LIEHA, 23 v
MEA~—HELL, 207 Falb—Ta ryOEBEREICL > TGEHSA TN D2 —H
FREDaL 7 4 Xal—arTAL v FRBBLET,

« Ay P AAT—OHRBEIND L LHIOI LT 4 Fal—Tar~Dr—A Ny 7

HERIZBth S E T,

* Cisco NX-0S U U —2 93(1) TIE, ¥~ T 4 v ZRAEDH R — hFRIE D EHIEN &
NELZ, ZOEYYT 4y 7HGEEHT, REBROEAMT = v 7 O—H e LTIEITSNE
T, RNoFid, BT 4 v IRIERRII LGSO EAINNET, NvF T A0

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| avo FaL—varnBROEST

avTsxaL—vavoenofs

ZEATAL, a7 4 Xal—YarOBERIZI>THRIET e AR N H—&hE
T, ar7 4 X¥al— g VOB, REET o AT, ETar 74 Xalb— gk

=P T ANV B L ET, A

L—vaviimasngd,

ERHDHEE. T AFTTDa 74X

a7 4 K2l =Yg OEBBEETa T 4 X2 L= g ~D T A LDa b — & OEN

X, RO LBY TY,

a4 F¥al—S 3 DEMR

J7A4IOaE—

configurereplace <target-url> =~ > KT,
BAEDOFITI L 74X 2 — a3 VICORE
Fh, BT 7 AVIIIGHFELRV I~ R
FHIBRS W E T, 72, BUEDIATa 7 4
Fal—a BT L20ENHL A~
RbBImEnET,

copy <source-url> running-config =~ > Ri%
~—VEIETHD ., V=R T AN EBHED
FFar 74 Xal—aronavy
FRF_TREFSNET, 2O~ FTIEL
BIEOETa Ly 74 Xalb—a VICDORE
EN, V=R T A VEHFE LN a~v v
RAHIBRESND Z &30 FHA,

configurereplace <target-url> =1~ > KORHi
77 AR, 58478 Cisco NX-08 =2 7
Xal—vary 77 ANVEMEHTLLERD

copy <source-url> running-config =~ > RK®
aA—gET7 A NELT, a7 4 X
L—yary 7y A NVEERTEET,

DET,

AV 74 FXaL—Y a3 DEBROH S
AT 4 X alb—a VOBEBOFRIFRO LB TT,

cAAf v FEYu—FRLEY, CLITE T2V 74 Xal—Yary 7y A MIMATER %
FEHTRICELIZD T2 2L, BMEOFETary 74 Falb—var Iy A vea—H
REDa 74 Xal—var T7rANVEBBRTEET, TOME, VAT LOE T X
A LW LET,

o RIFHEHD CiscoNX-0S 2> 7 A X2 b — 3 VOREICETZ LR TXET,

BINCHIBEMN M E o~y RETBNEEEZITIHE. T3 AR a 7 X
L— a7 ANEBEATAZLENTESRD, a7 4 X2 —a VOEENESE
fbEnEd, TOMOY—EABIOEFEIN TV RN T Ko b—1T g IR
LEHA.

it~

eIy NEALT YU MERREARTETHE, a7 4 X2 b—a rOBBEENKS LT
LETHURIOa Ly 74 Fal— g iima— RNy 7 T2 ENRTEET,
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VT4 FaL—LavDEROET |
B - ®ar—va oBREY s EESELHRER

AV 74X a2 L—ar OEBRICEAT 5TEFEIEEFIR
=18

I T4 X2 L— g VOBBEREIZIT., 2 74X a2 b —2 g VBT ARDTA R4
CHIRFIENH Y 9,

SREEHFSEEIL. Cisco Nexus 3000 < VY — 23 L U8 Cisco Nexus 9000 &V — X A A v FT
FHR—=rENTWET,

AT 4 X2l —varOEf, Ty R A Y b, u— Ny 7 EE 3 T
TA4X 2L =g nbRAE—NT v a7 4 X2 b—3 g rada b —E R ET
TEA5D1F, 1 2—H72FTT, #HED Telnet, SSH F£721% NX-API & v ¥ a U fEH O #:
B2 EDRT U AEMEIZ Y R— PSR TWEHA, O 7 4 F a2l —Ta rOEHk
Fxn— Ny 7ERIZV Y T EN, T2 2IE BUOBEROFETHRICOR, 2F
H OZROUELN LA S E T,

aIy M EA—OFTHITHO2 T 4 Fab—a VOBEEBEZBGTHZ LI13T
X Ft A, configurereplacecommit =~ > RZFEH L TH¥ A ~—%EILT 50, Fizld=
Iy A —OWIRRUIN L ETRHEL ThBRIO a7 4 Fa L— 3 COEBERE
ZHIET D ERH Y F T,

« system default switchport shutdown = 72 13 no system default switchport shutdown % configure
replace bootflash:target_config_file 2~ K& & bl AT 2854, =—F—iL, 3T
DAL v FHR— KA H—T xA ADtarget_config file |\Z DA — F A7 — K (shutdown
F 721X no shutdown) A7 — b A MPFIET H Z L ZERT HRLENRH Y £,

a7 4 X2 b—a COEBBESEFIITHIICEE., ¥—F vy har7 Xzl —va=
V77 ANDACL DT XTHDACE T MY = AR EWNFETDLENRDH Y F
7,

CiscoNX-OS Release 9.3 (6) LA TIL. serviceexclude-bootconfig Mk &2 X - Thoot nxos
A A—URE %, showrunning-config, show startup-config, copy running-config filename,
B L O copy startup-config filename =2~ > R TR c& £4,

a3y MEALT T MERERIZ, a3y NS LT U MEERALTCay 74 Fal—vay
D EHENEE FITTHHBICORMEINE T, XA ~—DEOFPHIT 30 ~ 3600 £ T
7,

s —WIRED L7 4 Falb— a3y 774 ME, CiscoNX-08S T /34 ANBEG (copy
run file) A7 A %)72 show running-configuration D1 THHMLENH Y £4, ZDa
T4 EY—L—Ta I ar 7 4 X2 b— g T HZ LI TES, user admin 72
EOVFa~y RREENTNWDIRERDH D £,

VIR 2T RN—=a VEVWTERSNZa 74 Fal—vary 77/ Tar 7y
Xol—varOEBEELZEITT 5 &1L, BIERKRIT 2 RN H 5 72 oSt s
FHA, YT R 2T RXR=Ta OEERHHZRNIH LAy T 4 Falb—ar Ty
ANEFERTHIVLENRD D £,
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| 2vo4FaL—vavnBhOET
avI F¥aL—varvoERcET srasELsEEE ]

« Multichassis EtherChannel k7 > 7 (MCT) &REAFMBET V7R ELEZHI IO L L
Ha. 27 4 X2 b—y g VOBEBEBEIY R FSvESE A, WEEMCT i34 —
Ty bESLIZCFSBEE— &ML, AT Y 71X IP 24 L7z CFSEMEE— N
T 5720, ZOBERFRISNEY A,

e a7 4 Xal— g OBBBENEITTORES, oty arndbiiar T Fa
L—y g v BER LRI E 2R L Ed, BENKRIT 2 RN H Y F9,
e T 4 X2l —va VOBEBEEIZOWTIL, ROSICHEE LT ZEN,

cAVT 4 Falb—ra rOEHEEIS. Vr— FELBELTOEELTR—-FLTW
FHA, TDOLD7HEEED 1 HliX, system vlan reserve T,

« CiscoNX-0S U U —RZ93B) AL TIE, FEX A v F—T =2 A a7 4F¥al—37
CORREES (CR) DI AR—hINTWET, FEXOVrEY 3 =7 L CR TiX
PR—FENTWERA, T a = VT ENTZFEXA VU F—T7 =4 ZADOREIL.
CRZMEHLCTERCTEET,

A\

GE) ZDOHA KT A 0%, FEX B3P AR— b I TV 720 Cisco Nexus
3000 ) —RX 7Ty N7+ —L AL vy FIZIFEHAINET A,

cFEX TA 2 N—FKBFT7I7A4 L DOBFE, 274Xz b— g OEHEREITEME

LEHA,
* CiscoNX-0OS V U —2 93 (5) LARE Cld, REBBHEREN AN —F 7'm 7 7 A L THR—
FERTWET,

* Cisco Nexus 92160YC-X 13 L T8 Cisco Nexus 93180LC-EX A A v FD/N— Ry =7 71
77 AN AR— hE— REERETIE, RO E BRI A — FShvER AL

eI T 4 Falb—a OEMEREIX, configure terminal £— R 2~ R TOHAY
A— F &I E7, configure profile, configure jobs, 3L NZDMDE— Kix¥H— b
ENTHERA,

+ CiscoNX-0OS U U —293(B) LAETIX, Y a 7OREE— FB¥YR—hSnTnET,
AV a—T7 Vad avw s ReEhary 7 4 Xal—ary IJrANME, 3T 4
Xal— g OBWIEHRTEET,

+CiscoNX-0OS U U —RZ93(4) LI TIL, Vv —I T U A H—TxAf AT 4
Fal—ra OREBBERLV AR — RSN TWET,

FTa LT 4 ¥ a2 b— g T feature-set mpls £ 7/ mplsstaticrange =~ > K35

FNTWT, MPLS 2L Tar 74 Fal—ra ilBHLLI L LY, T10
HHEEEFTLHE, a7 4 Xab—a COBBEENKKT 2L 03H0 %
‘3‘0

e AT 4 Fab—a COBEHEREIZ, BEIRELZ TR —FLTWVEEA,
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VT4 FaL—LavDEROET |
B - ®ar—va oBREY s EESELHRER

e T4 FXalb—ra  OEBEENEHSNDTA L I— KRA 774 ThoHHE.
a7 4 X2 b— g COBEBBRBETERLET,

 REBEBEELZHH L CITDEZ A E T A, ITD VP —ERA%Z T v v 7T BH0EN
»H Y E4 (shutdown) .

e —P AT 4 F a2l —Ta MO DALT TR EFT— RA~DOBITIZR— &R TW
FH A,

« AT F A E— KD configure replace 2~ > REHHT 5 & IROELE CTo—H 0D
e RO b ET,
Warning: System is in maintenance mode. Please ensure user config won't inadvertently

revert back config in maintenance mode profile.
Do you wish to proceed anyway? (y/n) [n]

« <non-interactive> 4 7' a VA L TA T F A E— K5 configure replace =1~ >
REMEHTLZ LR — SN TWET, 7740 F T yes D — R EZ 515 T
MHEITLET,

o —/r 2 AF5X, CLLip community-list 35 X OVip as-path access-list =~ > RIZH4ZH T,
U U AB S ERE LRV L RO BEBEEREIX R L E T,

e T 4 X2l — g EEAT A7 DIZ CiscoNX-0S T34 2% U o — KT 2 0LEND
Hgae. ZnboaryZ7 4 Xal—yarEla—RLThbary74Xal—a 0D
EfEEERITOLERNH Y £,

c —HWIEDAL T 4 X2l —Tar TrANLTOa<wr ROIERFIE. CiscoNexus A1 v
FORITALY T4 Fal—2arTOINLOAY Y REFRUCICTDHERSH Y T,

cCREBEALTAAL vFDFEITAL 74Xl —a L E2BEIXWMIALERNL A2 —Y o
V74 Xal—vary TrAME, Filna~vwy REBRELER, AL vTFOFEFTa
TA4X 2L —va UNLERTLIMNERSHYET, 2—F a7 Fal—var Iy
AWE, CLI2~v > REEH L TFECTRE LRV TEIN, £, ary7 ¥ 21—
vary avwry ROU— U AEEELRNTLEEN,

VT AV IREEE, 4AX AT EY P AEY Ty R 74— A TIIVAR— IR TWNERE
Ao

e BIPANR—T g OMENEfTa Ly 74X al—Yarviba—HFars o Xal—T gy
\AFET 286 (VRRPV2 & VRRPV3 72 E) | B~ U7 ¢ w ZHGREA 7 v a U slIfE &k
DICHERE L E A, Z ORBEIZEEE OFIIRE T,

« [verify-only] £— FTIE, TCAM KFEDOREITTT —%2 Au—8T | T 255606
DET, 72720, FEEO CREBIETIIRBT 2 AREMERH Y £9, Zh AR 5121,
CRZFATT DRICTCAM 1 —E > VR EZMHA LTI r—RT5Z 2 B8O LET,

* CiscoNX-0S U U — & 10.3(1)F LARE, MO EHHEREIIMERET 7Y RAT 1 7V & PR —
FLEHA,

« Cisco NX-0OS U U —Z 10.4(2)F LAF: Tl. Cisco NX-OS 7734 Z D LDAP THEK > D (& #a
HREN Y AR — h SN TWET,
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| 2vo4FaL—vavnBhOET
avI F¥aL—varvoERcET srasELsEEE ]

* Cisco NX-0OS U U —2Z 104(2)F LA Tix, KCF &L/ FEKB Ligwnva~y BT, T
KR 7 7 ANV R ORERL 7 7 A VD a< > RREINZKILFE L /N CFEOBE N H DA
config replace show-patch ® 7Tl F D < KRR RINET,

* CiscoNX-OS U U —Z 10.4(3)F LARE TIE, iR ARV E—T7 4 v 7 a~vr REFEHL
T, WERROEBA FITTHZ b TEET,

e 2 F—HRX—ZNSNMP & AAA (EF =V T 1) ORITRBIEND 720, f#Eo
& X #a 2 1O candidate-config 7 7 A V" ClX, 7 U7 TFAMDONRRAT— REfEfATEE
R

« candidate-config” 7 A/ /L C, RO A~ ROMHAL —7 U AR ZEZLTIREL T ZIV,
V= ARG EEE LRV E | RO BRI L £7,

« ip prefix-list list-name seq seq {deny | permit} prefix
* ipv6 prefix-list list-name seq seq {deny | permit} prefix
» mac-list list-name seq seq {deny | permit} prefix
« ip community-list { standard | expanded} list-name seq seq {deny | permit} expression
« ip extcommunity-list {standard | expanded}list-name seq seq {deny | permit} expression
« ip large-community-list {standard | expanded} list-nameseq seq {deny | permit} expression
* ip-as-path access-list list-name seq seq {deny | per mit} expression
* Cisco NX-OS U U — 2 10.5(1)F A& Cid, k&R U CRIEM 7 7 A L O—EBIZTH Z L1
TEEHA,

* no hardware access-list update atomic

cBETFEDOFEITHER 7 F I v 7 TCAM #ERKOHITEZ B 2 5 ACL HiRk

* Cisco NX-OS UV U —& 10.5(1)F LAF&TlZ, vlanaccess-map 2> KD —4 o AE BT
ATT, V=T U ABGFEEE LW E | HEROBEBREBIEIZIBRL £,

PBROY Y FOEROBERICET 5:FEEELFIREIE
Zov s v arONEIE, CiscoNX-0S U U—2 1043)F o S E 9,

PBR =~ FiE, FRUBL— b~y 7O TFICHFTE A, HAICHMAY2 PBR 2v 2 R
PMEMHERR DR Cb— b~ v 7 TIREINTWDH A, config-replace /X v F1I/— b~ v 7D
TOREDOa~y RNY Ty M LTORERS L, CREBIERICHEA S E T,

RO, WS ODDOERBIZR L ET,
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AVT4F¥IL—LaVOBROET |
B - xar—vavorpomrr—» 70—

=5l 1RAHHE LR DIRFHIERL
1§Fﬁ1§|] 1: %ﬁﬁ@;‘l‘?‘/ R /N | route-map rmapl permit 10 route-map rmapl permit 10
. . . o |set ip next-hop 1.1.1.1 set ip vrf green next-hop
U7 b i moa~y RN, 500 6.6.6.6
U7V NOBMMEREINE set ipv6 next-hop 3::3 set ip vrf blue next-hop
_g_ set ip next-hop 7.7.7.7 8.8.8.8
o

verify-availability 4.4.4.4
set ip next-hop

BARHEIRIL, CR/ Sy FOERR | Gersey-availapilicy 5.5.5.5
XNDHINZ, 3B HDHTT |set ip vrf green next-hop
LolcHBMIC Sl SN E 6.6.6.6

set ip vrf blue next-hop

R 7.7.7.7 8.8.8.8
1§Fﬁ1};’“ 2 - l\ a > 7 1D 7&;‘%% routg—map test permit 10 routg—map test permit 10
. . N set ip next-hop set ip next-hop
’9]‘5:’\7/ [N SN % verify-availability 1.1.1.1 |verify-availability 1.1.1.1
FBFALThT v 7 ID RS |track 1 track 1
= N S . set ip next-hop set ip next-hop
DmBD AT FADT R verify-availability 2.2.2.2 |verify-availability 2.2.2.2
DIHPRFFENFE T, track 20 track 40
set ip next-hop set ip next-hop
Verify-availabﬂity o< R |verify-availability 2.2.2.2 |verify-availability 3.3.3.3
/EI\\ EJL*?X]\ZK/7D@}‘ track 30 track 3

_ set ip next-hop
Ty IDEERTH LT verify-availability 2.2.2.2

N S e
PNy FRERRSNADHENIC, 35 verify-availability 3.3.3.3
HOINIRS L D ICHBRYIC |track 3

s ET,

OVI4 X2 L—Y a3V DEBRDEET—Y J0—
AT A4 X2l —va VOEROWIEINDL Y —7 7 —%2RITRLET,

)

6= s ZOU—7 7u—(E, GHEETHLRLETHIMNENRDH Y £,
ARMRERR DT 7 AV MERIZY A —F ST ERA,

1. CiscoNexus ¥ V=X FNRA ATHRHNZ AL T 4 Falb—TarE@EHALTar 7 4 ¥a
L—vay Z7AVEERLTHL, a7 4 Falb—vay 77A/LE LT show
running-configuration H 12 H L E3, ZO7 7 A VEFEHL T, HREISLTar 74
Fal—rarZERELET, RIZ, ZOERFEEEFSNZary 7 Fal—va s
TrANVEHERALT, a7 4X¥alb—yva ryOBEREETLET,

2. configurereplace <file> show-patch =~ > REZFEITL Ty F 77 AV EFRL, MERL
F9, ZOFIEIEETT,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)
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avIsx¥aL—varoahoza |

KR OB T 7 A4 V& FATT A0, commit-timeout <time>tpE%2 2%~ 7 LE T, B
HEASNWT, WOFIEOWFNNEEITTEET,

AT 4 Fal—va YOBEMTETEND A~y Feay Y — /IR 51T,
configurereplace <file> verbose % #£17L £,

- configure replace [bootflash/scp/sftp] <user-configuration-file> ver bose commit-timeout
<time> 2~ FZFETLT, =23y MFHZMHER L 7,

configurereplacecommit =~ > R&F{TL, 2y M XA ~—ZEFILLET, ZOFIA
X, 23y A LT U MERECaY 7 4 Fa b—va VOBRBIEEZFITL T LGS
Q:%‘gﬁ—a«o

AT 4Falb—ra Dby T4y I RGEA G VT ey VAT 4 Fa b —
arDEWTEITLET, =7 055G, a7 4 Fab—a COEBBEITE
MLET, KL7car 7 s Fab—va Oz £R7T 21213, show config-replace
logverify 2~ REEHLET, Ny F 77 vz@lidse, a7 4Falb—av
DEHFIZL > THRIET BB AN I T —anEd, a7 4Fab—a OEBRIT, B
AET e AT, FEfrarv 4 Fal—varia—W—HRk7r A ERBRLET, A
ENHDEE. T RITEDary 74X ab—a Al EEnEd, R—Hoar
T4 X2l —ra rERRT HITIE, show config-replacelog verify =~ > R&EH L £
R

CiscoNX-0OS U U —293(1) TlL, KD 7 4 F a2 b—ra  OBFMBIELIATTE X
7,
e T A I RIEBIUORA P T — P =R LD T 4 F 2l — gD
TE R,
skl T AR L, A NTZ T F— R E— RV DI T4 X2 —T a3 D
& R,
ek LT A IRIEDHY, RA T F— N E—RRLDOa 7 4 Fal—ard
T R,
VT U VIRAERB L ORA N2 T = b E—FHYV DI T 4 K2 —T a3 D
B,

O 44X L—a OEBRDEN

AT 4 Fab—ra YOEMBREIATT DI, ROBIEZITNET,

FIEOHE

PN

configurereplace { <uri_local >|<uri_remote> } [ verbose | show-patch ]
configurereplace [ bootflash / scp / sftp ] < user-configuration-file> show-patch
configurereplace [ bootflash / scp / sftp ] < user-configuration-file > verbose
configurereplace <user-configuration-file> [best-effort]
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B - xar—vaoBnoEs

F IR D

FIE

5. configurereplace <user-configuration-file>

AV T4 F¥IL—L IV OBROET |

[verify-and-commit]

6. configurereplace <user-configuration-file> [verify-only]

7 ({EE) configurereplace [ bootflash / scp / sftp ] < user-configuration-file> verbose
commit-timeout <time>

8. (f£E) configurereplace [ commit ]

9. ({EE) configurereplace[ bootflash/scp/sftp] <user-configuration-file> non-interactive

10. (&) configurereplace <user-configuration-file> [ on-failurereload [ save-startup-config

1]

ARV RFEEETO 3y

=)

ATy T

configurereplace { <uri_local >|<uri_remote>} [
verbose | show-patch ]

a7 4 Xalb—va rOEBREFIITLES, 2
TA4Xal—YarOEBOEITRICEYy Y a
WMULTary 74 F¥al—yva 288 45L, av
T4 X2 b—va COBEBBETIRBRLET, 1D
DaAyT 4 Xz lb— g VERNTTICEITHTH
HEXIZary74Xalb—ya L OEMBREREZ LG
THE, BRIV T UEENET,

ATvT2

configurereplace [ bootflash / scp / sftp ] <
user-configuration-file > show-patch

Frar 74 Xal—varta—VPEEDa v
T4 X2l —va rDEVWEERLET,
G¥)
s ZDavy FTEH, L —r TFAF R
U— RigH b e £ A,
e 2O =~ Ri&, CLI snmp-server traps =~

ROMERERDBEN LI T, Ny FE2K
RTEET,

ATvT3

configurereplace [ bootflash / scp / sftp ] <
user-configuration-file > verbose

AA v FDaLrT 4 X2l —grk, a—PRE
ALl na—F a7 Fal—a VITE
Wl Ed, 374X alb—a rOBEHBRITFICT
F v TY,

ATvT4

configurereplace <user-configuration-file>
[best-effort]

A v FORELH LV A—FRECEESHEL, &
YT A Y I BREC L DOREDE S A AL
ES

best-effort 7> a v A+ 25L. 2~ FTx
T —DRELTHATORIEDERIC L - TEak
Ny FPETIN, LREIOREN B—/NLNy 7 Sh
NIz ET,
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avIsx¥aL—varoahoza |

ARV FFEREETIVa Yy

E:)

CiscoNX-0S U U — 2 10.5()F LLfE, 1> 7 ¢ ¥ =
L— g viE#agRElT. Cisco Nexus
9300-FX2/FX3/GX > U —X A A v F DN F ACL
a7 4 Falb—varER—hLET, "X
FIT4—bFE— FREDRS>THDEGEE, Ny
THEN CIEENBAET H L TOREDNN Y TN
O Y NEERAT Yy T ENET,

ATy Th

configurereplace <user-configuration-file>
[verify-and-commit]

AL v TFOREELH LDV —PRTEICEESHZ, ?
~UT 4 v IR L B E@%%@z%ﬁﬂ
iﬁ—c

verify-and-commit 47>z N, B T 4 v 7K
REEZ AT DI S E S, Ny Fid
BN F O~ T 4 v I HRECER LTS EIC
DHFATSINET,

NRRA BN T 4 — N A7 =3, verify-and-commit
F7var EREFWGOFT v a v x FRHIE
TE %,

ATvT6

configurereplace <user-configuration-file>
[verify-only]

N FDHEFRL, Ny F T~ T 4 v 7 RGEE
FEFL. WEERRLET, Sy FIEV AT A
HWH S EE A,

ATy T17

(ff%) configurereplace [ bootflash / scp / sftp |
< user-configuration-file > verbose commit-timeout
<time>

a3y MERABEN TRELET, 214 ~—Iik
a7 4 X2 b—3 3 OBEBEENEFIC
TRt S E T,

TL

ATvT8

(f£&) configurereplace [ commit ]

Sy R HAv—EEIEL, AT 4 Fal— g
L DE AT LET,

(GE)
ZOFNEFE., 2 Iy FFA LT U MEEE
TWAEARICOARBEHINET,

GE)

PRIOay 7 4 FXab—rvaiia—nnN"y 74
HICE, 23y h FA~—0OHIBENYIN D F T
BT 2 0ERH £T, 24 ~—DOHENEIND
& A Yy FITABICLEIOa T 4 F a2 b—
aliun— Ry 7 ERET,

IE L

ATvT9

(f£&) configurereplace [ bootflash/scp/sftp]
<user-configuration-file> non-interactive

AUTFUA T RTHE, =% v 7 hdb
DEFA, T74NV T, yesO2—VHERE %
FThbua— Ry I BNEITLET, A H T
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AT RERIFTIa Y E]:p]
TAT T gL, AT A E— RTOR
R CcEET,

ATy 710 | ({EE) configurereplace <user-configuration-file> | Z DA 7L = i, REDBEHEREN KL L. LART
[ on-failurereload [ save-startup-config ] ] DFEITIL T4 Fal— g ~DETHRR L
BAIZ, UENRE L AZ— T v T a7 4
Xal—valAfyFEYn—RFNLET,
ZOFTva i, ROGEIITEELEEA,
BRE DB IEFIATOIVE LT

BE DB KRBT B3, LRiOFEIT2 7 ¢
Xal—ar~OEITIFIRNT 5

GE)

[ save-startup-config] : 2D A7 L a ik, RED
BEEEZ G 2RI, ETa 7 42 b—
varvkEAX— R T v FIRIFELET,

AV 74 FXaL—avDEBRDOHEDR
AT 4 X2l =V arDBEBREFORAT—HZ A F v 7 UCHERT HI01E, RICEH SN
TWhavwyr e LET,

£3M:A0T74X21L—L 3 VDEBROESR

avw Uk EL:y

configurereplace FITar 74 Xalb—varta—PRED
[bootflash/scp/sftp]<user-configuration-file] O T 4 X2l — g DEVWERRLUET,
show-patch

show config-replace log exec FIT LT R COhary 7 4 Fal—vgrd

KL ar 74 X2l —Yarour sk
RLET, =7 —DHE, FOar T ¥
L—y g NI LTET— A b=V NER
SNET,

show config-replace log verify Loy 7 4 X2l —YardoT—Ay
t—ULEbIFRLET, LT o
Fal—vaIFErRINETA,
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avy kR B&Y
show config-replace status a7 4 X2l —a OBEBREMED AT —

Z A (EETH, B, KRR E) #FRRLE
T, AI v MEALT T MERBZHREL TV
HPLE. a3y e A~ —DAT—H AT
Mz, 2Iv b XALT T MOERYEFERLE
IRSINVET,

OV IJ4FXaL— a3 DEHDH

UTFDar7sFab—va X OEBOREFEZSML T ZEN,

« configurereplacebootflash: <file> show-patchCLI =~ > R&HA LT, Ffrar 7 4 ¥ =
L—varvba—VPREDaI Ly 74 X2l —vayOEVWEFRRLET,

switch(config)# configure replace bootflash:<file> show-patch
Collecting Running-Config

Converting to checkpoint file

#Generating Rollback Patch

|

no role name abc

configurereplace bootflash: <file> verboseCLI =~ > RZH L T, A1 v FOFEfTa
74X alb—Vvarefra—Yars o Fal—Ta IEBRLET,

switch (config)# configure replace bootflash:<file> verbose
Collecting Running-Config

Generating Rollback patch for switch profile

Rollback Patch is Empty

Note: Applying config parallelly may fail Rollback verification
Collecting Running-Config

#Generating Rollback Patch

Executing Rollback Patch

config t
no role name abc

Generating Running-config for verification
Generating Patch for verification

Rollback completed successfully.

Sample Example with adding of BGP configurations.
switch(config)# sh run | section bgp
switch(config)# sh file bootflash:file | section bgp
feature bgp
router bgp 1

address-family ipv4 unicast

neighbor 1.1.1.1
switch (config) #
switch (config)# configure replace bootflash:file verbose
Collecting Running-Config
Generating Rollback patch for switch profile
Rollback Patch is Empty
Note: Applying config parallelly may fail Rollback verification
Collecting Running-Config
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#Generating Rollback Patch
Executing Rollback Patch

config t

feature bgp

router bgp 1

address-family ipv4 unicast
neighbor 1.1.1.1

Generating Running-config for verification
Generating Patch for verification

Rollback completed successfully.

switch(config)# sh run | section bgp
feature bgp
router bgp 1
address-family ipv4 unicast
neighbor 1.1.1.1

Sample Example with ACL

switch(config)# configure replace bootflash:run 1.txt
Collecting Running-Config

Generating Rollback patch for switch profile

Rollback Patch is Empty

Note: Applying config parallelly may fail Rollback verification
Collecting Running-Config

#Generating Rollback Patch

Executing Rollback Patch

config t

no ip access-list nexus-50-new-xyz

ip access-1list nexus-50-new-xyz-jkl-abc
10 remark Newark

20 permit ip 17.31.5.0/28 any

30 permit ip 17.34.146.193/32 any

40 permit ip 17.128.199.0/27 any

50 permit ip 17.150.128.0/22 any

Generating Running-config for verification
Generating Patch for verification

Rollback completed successfully.

switch (config) #

switch (config)# show run aclmgr | sec nexus-50-new-xyz-jkl-abc
ip access-1list nexus-50-new-xyz-jkl-abc

10 remark Newark

20 permit ip 17.31.5.0/28 any

30 permit ip 17.34.146.193/32 any

40 permit ip 17.128.199.0/27 any

50 permit ip 17.150.128.0/22 any

« configure replace bootflash:user-config.cfg verify-only CLI =~ > R&fH LT, /Sy F %
BERAICAERB L OB L ET,

switch (config)# configure replace bootflash:user-config.cfg verify-only
Version match between user file and running configuration.
Pre-check for User config PASSED

Collecting Running-Config
Converting to checkpoint file

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| avo FaL—varnBROEST

2T xal—vavoeros [

Generating Rollback Patch
Validating Patch

‘config t

‘interface Ethernetl/1"

“shutdown”

‘no switchport trunk allowed vlan’

‘no switchport mode’

‘no switchport"

Texit’

Skip non dme command for CR validation
“interface Vlanl®

“shutdown”

‘interface Ethernetl/1"

“shutdown”

‘no switchport’

‘ip address 1.1.1.1/24"

Texit’

Skip non dme command for CR validation

Patch validation completed successful
switch (config) #

Ry FTEe~T 4 v 7 RRGEEEFEIT L7121, configure replace bootflash: user-config.cfg
best-effort verify-and-commit CLI =~ > RZFEH LT, A v TFOEfTa 7 4 F 2L —
VarEREDA—F ar7 4 Xalb—va NESHBAET,

switch (config)# configure replace bootflash:user-config.cfg best-effort
verify-and-commit

Version match between user file and running configuration.

Pre-check for User config PASSED

ADVISORY: Config Replace operation started...

Modifying running configuration from another VSH terminal in parallel
is not recommended, as this may lead to Config Replace failure.

Collecting Running-Config

Generating Rollback patch for switch profile
Rollback Patch is Empty

Collecting Running-Config

Generating Rollback Patch

Validating Patch

Patch validation completed successful

Executing Rollback Patch

During CR operation,will retain L3 configuration
when vrf member change on interface

Generating Running-config for verification
Generating Rollback Patch

Configure replace completed successfully. Please run 'show config-replace log exec'
to see if there is any configuration that requires reload to take effect.

switch (config) #

show config-replacelogexecCLI =~ > RZEH LT, F4T7L7car7 1 Fal—a v
L TFETAHAIEE T — 2T X THERLET,

switch (config)# show config-replace log exec

Operation : Rollback to Checkpoint File
Checkpoint file name : .replace tmp 28081

Scheme : tmp

Rollback done By : admin
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Rollback mode : atomic
Verbose : enabled
Start Time : Wed, 06:39:34 25 Jan 2017

time: Wed, 06:39:47 25 Jan 2017

Status: SUCCESS

End Time : Wed, 06:39:47 25 Jan 2017
Rollback Status : Success

Executing Patch:
switch#config t
switch#no role name abc

show config-replacelog verify CLI 2~ > R&ZHEH LT, fFET LT LIz 7 ¢
Fal—rarzERlEd,

switch (config)# show conflg replace log verify

Operation : Rollback to Checkpoint File
Checkpoint file name : .replace_tmp 28081

Scheme : tmp

Rollback done By : admin

Rollback mode : atomic

Verbose : enabled

Start Time : Wed, 06:39:34 25 Jan 2017
End Time : Wed, 06:39:47 25 Jan 2017
Status : Success

Verification patch contains the following commands:

time: Wed, 06:39:47 25 Jan 2017
Status: SUCCESS

show config-replace statusCLI =2~ > RZEH LT, 207 4 Falb— 3 VOEERD X
T2 AR LET,
switch (config) # show config-replace status
Last operation : Rollback to file
Details:
Rollback type: atomic replace tmp 28081
Start Time: Wed Jan 25 06:39:28 2017
End Time: Wed Jan 25 06:39:47 2017

Operation Status: Success
switch (config) #

AA v FPLERINTEREDORDVICFE CER SNTERELEHTH & [EHRORE
(Configure Replace) | WK THZ 03 H Y F7, KIKROKFRE LTHEZHID DX, show
running configuration {278 AL TWRNT 7 4L MR E DIBTE 72BN TT, WROFIZSH LT

<&,

power redundancy 2~ KX T 7 4L hDa~xy RTHLEA. T 74/ FORE TIEERS
NEHEA, 72720, showrunal =~ > FEEHT L EFERESNET, ROFIZSRL T
X,

switch# show run all
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!Command: show running-config all
'Running configuration last done at: Tue Nov 12 11:07:44 2019
!Time: Tue Nov 12 11:16:09 2019

version 9.3(1) Bios:version 05.39
power redundancy-mode ps-redundant

no hardware module boot-order reverse
no license grace-period

<snip>

hostname n9k13

EIFTE 2~ > RiX. show running configuration 2~ > R JIZITE RSN FH A, KROFIZE
ZRLTIIZEN,

!Command: show running-config
'Running configuration last done at: Tue Nov 12 11:07:44 2019
!Time: Tue Nov 12 11:17:24 2019

version 9.3(1) Bios:version 05.39
hostname n9k13

HEBBOL— 227 0 F 2 b—1 3 (2 power redundancy-mode ps-redundant =< > K
DBMES NG, Bl a Xy SRS 5NN H Y £9, ROFIZZR LTI 7ZEN,

switch# show file bootflash:test

!Command: show running-config
'Running configuration last done at: Tue Nov 12 10:56:49 2019
!Time: Tue Nov 12 11:04:57 2019

version 9.3(1) Bios:version 05.39
power redundancy-mode ps-redundant
hostname n9k13

power redundancy-mode ps-redundant =1~ K&, % EEHLD% D show running (1L FR S
EFHA, LTENRoT, TR¥E) LRSI, CRIZFKRKMLET, RIZHlZRLET,

switch# config replace bootflash:test verify-and-commit

Version match between user file and running configuration.

Pre-check for User config PASSED

ADVISORY: Config Replace operation started...

Modifying running configuration from another VSH terminal in parallel
is not recommended, as this may lead to Config Replace failure.

Collecting Running-Config

Generating Rollback patch for switch profile
Rollback Patch is Empty

Collecting Running-Config

.Generating Rollback Patch

Validating Patch

Patch validation completed successful

Executing Rollback Patch

During CR operation,will retain L3 configuration
when vrf member change on interface

Generating Running-config for verification
Generating Rollback Patch

Executing Rollback Patch

During CR operation,will retain L3 configuration
when vrf member change on interface

Generating Running-config for verification
Generating Patch for verification

Verification failed, Rolling back to previous configuration
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Collecting Running-Config

Cleaning up switch-profile buffer

Generating Rollback patch for switch profile

Executing Rollback patch for switch profiles. WARNING - This will change the
configuration of switch profiles and will also affect any peers if configured
Collecting Running-Config

Generating Rollback Patch

Rollback Patch is Empty

Rolling back to previous configuration is successful

Configure replace failed. Use 'show config-replace log verify' or 'show config-replace
log exec' to see reasons for failure

n9k13# show config-replace log verify
Operation : Config-replace to user config
Checkpoint file name : .replace_ tmp 31849
Scheme : tmp

Cfg-replace done By : agargula
Cfg-replace mode : atomic

Verbose : disabled

Start Time : Tue, 11:20:59 12 Nov 2019
Start Time UTC : Tue, 10:20:59 12 Nov 2019
End Time : Tue, 11:21:28 12 Nov 2019

End Time UTC : Tue, 10:21:28 12 Nov 2019
Status : Failed

Verification patch contains the following commands:

Configuration To Be Added Missing in Running-config

power redundancy-mode ps-redundant

End Time : Tue, 11:21:32 12 Nov 2019

End Time UTC : Tue, 10:21:32 12 Nov 2019
Status : Success

n9k13#

FROBITIE, CRIZRFEL TCWASET 74/ hDavy REEBELET,
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O—JL/Ny Y DERTE

ZOET, WONETHELINLTWET,

e T — LNy T IZHONT (297 =—7)

c B— Ny 7 OIEFEEFHEGFIFE (297 —)

« Fx v I KRA L FOERK (298 X—)

e 11— LNy 7 DFEEE (299 —)

e — /LRy AT 4 X2 b— g O (300 X—)

A—J)L/Ny (2D T

o— Ny JHRERFEATH L. CiscoNX-0S D27 4 Fal—arDAFy gy b
Fllda——F v I RA L MEFHLT, A/ vFE2Va—RLe<{TH, WOTHLZED
AT 4K a2l —varEAL v FICHBEHTEET, HIROHLIEBHETOHNX, Ty
AV N THEESNTOVAEAEIC OV THEMMZRERN /2 < TH, v— by ZHREE M L
T, ZDOF v I RA v har7 4 Fal—rarz@fATEEd,

WOThH, BIEEOE[Ta L 74 Xal—TarvDF v IRAY b ab—EERTxET,
CiscoNX-OSIZZDF = 7 HRA L F2 ASCH 7 7 A V& L TIRIETHD T, ik, 2077
ANVEFEHLT, #r1ar 74 Fal—varzTFzv /R bar74Fal—raril
0=y 7 TEET, BHOF =y I RA U FefEkTHE, FEfTar 74 F¥ab—rva v
DEESERNRN—V g VERGFETEET,

FITar 74 F¥alb—vargu— AN\ T5HEE atomic B — Ny VT EREIEL L
MNTEXFET, atomicZ—/b Ny 7 Tk, T —NRBELRDPSTHAICRY, vn—n Ry 7 %
FEITLET,

O—JL/\y Y DFEEIE L FHIHNEIE

0 —/LNy 7\ ZB T DR ERFOEEFERL LOHIEEL, RO LBV TT,
AR TEDF = 7 RA b a b —DREKREIT 10 T,
e DAL I TFDF 2 I HRA L N T ANERDAAL v FIZHAT L LT TEERA,
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Tz I RA LN Ty ANALDESIE, &K T5LFTT,
cF v IRA L NDT 7 ANELDIEEE system (T 5 Z LT T EHA,
e F v IRA L NDT 7 A INLDYEEE auto IZTHZ ENTEET,

s T2 IRA L NDT 7 A N4 %, summary F 7213 summary OREFEIZT A2 LN TEE
R

e F IR AL P, BNy T FEFFETI T A X 2L =Yg AT — T
T aAr74¥al—vara0abt—FARHIETTE S0, 12— YREIF T,

swriteeraseB L Wreload =~ FEANTDHE, FT=v 7 RA 2 FPEIBRSNET, clear
checkpoint database =7~ > RZEHT 5L, TXTCOF =y ZRA N 77 A VEHIBRT
%i‘é‘@

T =TTy aTF2y I BA L PARR LTESE, v—Ny 7 OFATRNTFEIT Y A
THhALT A F2lb—a OB WVIETTES, [EEARL] tHRESINET,

s T vl KAV MNIAA vFIZRHLTER—HINLTT,

« checkpoint 35 X O checkpoint checkpoint_name =~ > R&fH L CIER S =T = v 7 R
A2 ME TRTDAAL F D1 ODAA v FF—_"— 1kt L THEIELFET,

e T =TTy allEDT 7 A L ~Du—/Ls3y 7L, checkpoint checkpoint_name =1~ > K
EHEHLTERSNIZ 7 7 ANV TORYFR— NENET, MOASCUZ A 7 D7 7 A /LT
TR —FInEHA,

cF =y ZRA Y FOAFNT EICTOHENH Y T3, DENRFELIETF =y 7R A >k
ZRICAMTEEETHZLIEITETEEA,

« CiscoNX-0OS ==~ Rl Cisco I0S o~ RERRIEAENH Y £,

Frv R4 bDOER

1 BDAAL v FTHER TCEX AL 74 X2l —2arORRKTF -y ZRAY NEIZ 10 TF,

FIRDEE

1. switch# checkpoint { [cp-name] [ description descr] | file file-name
2. ({E&) switch# no checkpointcp-name
3. (f£E) switch# show checkpointcp-name
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ARV RFERFTIaY

B8

ATFwT1 s_witch# checkpoint { [cp-name] [ description descr] [file| = —HF F - v 7 RA > NAFTITT 7 A LDWNTI
file-name DK LT, EfFHOar 7 4 Fal—varn
% - Fxv I RA L MEAERLET, T2y I HRA b
switch# checkpoint stable ZI\ZITHK 80 L FOAEE DI T HMEHTEET
B, ARN—REEGDDHLEETEERA, T2
RA v FAERTE LR ->72854E . Cisco NX-08 iZ
F = v 7 RA > b4 % user-checkpoint-<number> {2 5%
ELFET, ZZTnumber 1L 1~ 10 DT,
description [Z1%, A~X—Z {5 TH K 80 LFD
BFaEETEET,
AT 2| ({£E) switch# no checkpointcp-name checkpoint =~ > KO no A HT 5L, Fxv
1 IRA L NAEHIFRTEET,
switch# no checkpoint stable deetea~> FEFHLT, F=zvZKRA L~ 77
ANVEHIBRTEET,
ATFvF3| ({EE) switch# show checkpointcp-name Fry I ARA LV MEONBEERRLET,
fi
[all]

switch# show checkpoint stable

O—JL/\y ) DELE

Fow I RAL NETLIZT 7 ANMCE— ARy 7 2R ETEXFET, u— NNy 7 rFE+75
AN, BEOa 7 4 Fab—va VERIIRFEIN TV a7 s Fab—va VESR L
TN Y —RAEGHEDT =y 7 ARA L NEDOEREFIRTEET,

FIRDHE

)

GE)

atomic 2 — /LNy JHIZEREEZ LR THE, v— A"y 7 3RELET,

1. show diff rollback-patch { checkpoint src-cp-name| running-config | startup-config | file
source-file} { checkpoint dest-cp-name | running-config | startup-config | file dest-file}

rollback running-config { checkpoint cp-name | file cp-file} atomic
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n—LivsoiE |

F gD FEH

FIE
AU RFEREET7TIVa Y ]3]

Z 7 71 | show diff rollback-patch { checkpoint src-cp-name| | v — 2 L340 F = v 7 R A v MEIOZER A FR L
running-config | startup-config | file source-file} { F,
checkpoint dest-cp-name | running-config |
startup-config | file dest-file}
f1
switch# show diff rollback-patch checkpoint stable

running-config
R 72 |rollback running-config { checkpoint cp-name | file TT—3E LT, BBESNETF = v RS

cp-file} atomic

1

switch# rollback running-config checkpoint stable

v NAETILT 7 A L~D atomic @ —/L X J &
ERR L $£97,

A—J)LA\w Y A2 74X L— 3 DE

51
Frxv I ARAL N T ANEERL, K

2, 2—Y—F v 7 RA L Mh~D atomic

H—/L Ny 7 RIET HHE UL TIORLET,

switch# checkpoint stable

switch# rollback running-config checkpoint stable atomic

BT HITIE, K

o — LNy 7 DOFRIE

Eu:,\

Davry REFALET,

avy kR

E:)

show checkpoint name [ all]

Frxy I RA L PEONEERRLET,

show checkpoint all [user | system]

HITOAAL v TFHNOTXTCOFT =y 7 KA bOH
ReRrLET, RRINDT =y I RA U M,
=P —FHF AT LA TERENDETF = v 7R A
v MIBRETEET,

show checkpoint summary [user | system]

BHEOAAL v TFHNOTRTOF =y I HRA L bDY
ARNERRLET, BRINDT = 7R AY M,
A—YP—FHF AT LA TEREINDIF = v 7 KA
> MIRETEET,
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avU R AL
show diff rollback-patch { checkpoint | v — 2 L3 F = v 7 HRA > FEHOFER S FR L
src-cp-name | running-config | Ec

startup-config | file source-file} {
checkpoint dest-cp-name | running-config
| startup-config | file dest-file}

show rollback log [exec | verify] o—/Ly 7 a P ONKERSLET,

)

() FTRTCOF=vI7HKRA b 77 ANVEHIFRT 5I21E, clear checkpoint database =~ > K% fifi
MLET,
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RABERORRMF v Y

RETI, BHBROZEMTF = v 7 OFEIC SV THA LET
Z DR, KOETHRSLTOET,

o FERIRERR IOV T (303 2—2)

« ERRER D FE AT = v 7 OTEEEHE L HIREE (303 <—)
s RO ERMET = v 7 OFAT (309 <—)

« EEETF = o 7 Df (310 2—)

—e 2 | -
IREERIZ DT
At R L, EATHR O 7 v T, FATHAIL. BN BE, FEHIREZTD T,
FATHER PN EAIE R AFAE S 200 E ) el L7,
B DB MR T HI2IE, ko a~y REFHLET,
® show diff running-config

®* show diff startup-config

CLI OFEANZHOWTIE, i O F = v 7 OFEIT 309 <—) 2BHRLTLFE
v,

IZHEADTEETF T v OEIEFIELFIREE

GAIERL DTN T = v 71213, ROEBFHEFIRFELH Y £,

« CiscoNX-OS VU U —=2 102 (3) F LARE, 9°_TD Cisco Nexus A1 v FITEARERR O 564
MFxy 7 7 arPDEAISNE L,

 SERBRFEITHER T 7 A NVDOREMETF = v 7 #1795 121, NX-08 ¥ AT LA LI ET
R ARt T A MERH Y 9, partial F— U — FEIEH LW T 2 &V, partial
F—U— N, ANMEMHZIATHEROT 72> hE L TIHRWET,
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« ERR S NI FATHERRICE R SN DATHR 13, WEBCTER SN D TH L7280, EAMHEK

LiIF—ELEHA,

o FATRERR E BERIERRICEWVW R H DG E. 1T THAOEFERESNET,

MEM T T ANORERR T Oy 7 RERFTABMENT- LD TH LS. ARSI 5 FETHE
ROBBIEMENET,

o AR EIC SNMP £721F AAA 22— —CLI £ 7 U T T F 2 b XRT— KR H LA

2P —NTTICRESNTVDHHATH, SNMP =—H — [T diff & L TERINET,

* CiscoNX-OS UV U—2 104 (3) FLURETIZ, AR CRY E—7 1 v 27 a~xr Fafl
MLT, partial diff #E{TF 252 L b TEET,

» partial diff % T3 S AIZ, EIGRPT KL A 77 I U IPVAREL, i~ 7 A v DL—X
F— R TIX722 <, EIGRPT RL A7 7 I VR TRE L TR Z 2B/ LET,

« H—F ) NEETZ 7 ANCT 74V b D~ K (-log-neighbor-warnings; 78 &) 233
D, ZOH¥7E— K (address-family ipv4 unicast ¥ 7213 address-family ipv6 unicast) Tl
72 <, router eigrp E— R CHEHBERTE SN TWDHEE, partial-diff (X, diff O7 7 +/L b =
<~ FOHINZ+ 2T CERRRLET (2& 20+ log—neighbor—warnings) °

RICFE/NCEEREBI SN a~r BT, FE{TH D config 7 7 A /L & concurrent-config

T ANNO A~y ROBIZKILT /N TFOMENRS LA, partial diff O H 7121,

RILF & /NSCFDENT

Koo a~y FRERESNET,

e 2= F—HX—Z% SNMP & AAA (EFX =V T 1) OMTREITE720, Ehl
CONFIG_FILE O partial diff Z 173 25581X. 7V 7 7F A RO/NAT — KBTS

i—a—o

RETO T AN, AT F AT T A (mmode) .\ BLIRAF Y 2—F F— K
DOFEITFR—FENTWHERA,

ILFFYRAPAVR—RY FDT T4 b AT KO partial diff (CBE T 23 EBIE & HNE

5

Zokv7 v a rONEIE, CiscoNX-0S VU —2104 3) FrbmAINET,

<ILF XY AN aIR—R

FDOT 7 v b 3= ROMER CONFIG_FILE IZ/ATET D356

show diff TIXR DO L HIZFERINET,

TILFXY R FOVR—%
vk

show diff T 7+ )L b <2 F

PIM

ip access-list copp-system-p-acl-pim

10 permit pim any 224.0.0.0/24

20 permit udp any any eq pim-auto-rp

ip access-list copp-system-p-acl-pim-mdt-join
ip access-list copp-system-p-acl-pim-reg

10 permit pim any any
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BEERORetF v ooxesaELiREE [

TILFEXEvR baUER—F

vk

show diff DT 7 ALk 3TV F

PIM6

ipv6 access-list copp-system-p-acl-pim6
10 permit pim any f£f02::d4/128
20 permit udp any any eq pim-auto-rp

ipv6 access-list copp-system-p-acl-pimb6-reg
10 permit pim any any

IGMP

ip access-list copp-system-p-acl-igmp
10 permit igmp any 224.0.0.0/3
class-map copp-system-p-class-normal-igmp

MLD

ipv6 access-list copp-system-p-acl-mld
10 permit
20 permit
30 permit
40 permit

icmp
icmp
icmp
icmp

any
any
any
any

any
any
any
any

mld-query
mld-report

mldv2

mld-reduction

show diff running-config file_url [unified] [partial ] [merged] < > FDH A K54 > LHIREIE

- unified, partial, 53X Omerged 47> 2 > 2 H L TRO PBR =1~ > ROEW % HERR
e, dff OHINTRDO X D272 £7,

1

2.

* set ip next-hop

* set ip default next-hop

* set ip default vrf next-hop

* set ipv6 next-hop

* set ipv6 default next-hop

* set ipv6 default vrf next-hop

@Eﬁﬁa)ﬁ<f7;l h7tj7:fﬁ§§§?f
Ty b ThY. OB

o7 ARy 7O (RUNEFE—F7 v AD) 37

STDONFEITHO 75 7O Tty N ThHHEE.

FITRT L HIT, diff OEINITZEICR Y 97,

]D

IxHHHE AL

RITHR

B GHEY—CESEA

route-map rmapl permit 10
set ip next-hop 1.1.1.1
2.2.2.2 load-share

route-map rmapl permit 10
set ip next-hop 1.1.1.1
2.2.2.2 3.3.3.3 load-share

force-order

<no-diff>

RO T A RKR Yy TNFETHFOXT A Ry 7O (RUE/FE—7 v AD) 7
Ty hTHY ., BERICEITHERICIIFE LR WRSOBMT 7 7036 5546, diff ©
HE, WORITRT X 912, FEATHERICEMERICTEET 2:8M0 7 7 7 %ML
bDERoT, avy RIA VOGA LU RERICRD 97,
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E3ET A0

RITHEM

BoOMGRea~Y—CEaHAN

route-map rmapl permit 10
set ip next-hop 1.1.1.1
2.2.2.2 load-share
force-order

route-map rmapl permit 10
set ip next-hop 1.1.1.1
2.2.2.2 3.3.3.3 load-share

drop-on-fail

route-map rmapl permit 10

- set ip next-hop 1.1.1.1

2.2.2.2 3.3.3.3 load-share
drop-on-fail

+ set ip next-hop 1.1.1.1

2.2.2.2 3.3.3.3 load-share
force-order drop-on-fail

3. BRI ARy TNETHORI A Ay 7D (RUEFRE S —7 2 2D) 7
Ty FTIERL ., B EFITT O L a— RIBINO T F 7N EE LS D56, diff ©
HAE, Ik Ly a— a2 o) ©, ikl a2 — %2 [+ TRLET,

ZOXBNE, RT A NKRY DO —Ar U AREEL D, PBRav RCHEHAT L
A BCEETT, RZ ARy TIPT FLARFE—TH->TH. FONEFITHEREIC

M.1.1.122221 1% 122221.1.1.1) L1380 £,

WELET,
7= & 20X,
[
BE

itk & ~— 2 Lo BRICIRFFT 2 FATRERKICIBIN O 7 F 73

LEHEIE. TDT T 7 RIS IIRIICE O 2 MERH Y F
T THITKYD, BERT T TP~ — T S IR TR
FFESnEd,

IxHHHE AL

RITHR

HoMGHREY—CESEA

route-map rmapl permit 10

set ip next-hop 1.1.1.1

2.2.2.2 load-share
drop-on-fail

route-map rmapl permit 10
set ip next-hop 2.2.2.2
1.1.1.1 load-share
force-order

route-map rmapl permit 10
- set ip next-hop 2.2.2.2
1.1.1.1 load-share
force-order

+ set ip next-hop 1.1.1.1
2.2.2.2 load-share
drop-on-fail

« Partial Unified & 7-1% Partial Unified Merged =7+ a UM SN TV B EBA. TTD
PBR i~ RIZMAEIZHHATH Y . R UHL— b~y 7N THETEETA, LR -
T, MR CH— DNV — v v FITEEOMAIZHER 72 PBR 22> RBEE SN T

WAHEA.

kD a~r KN T 2 N ORI partial diff O ICFREINET,

Bl 1 ZOfITIE, FERiER T, BH—o— F~ v 7 rmapl ® FIZ#E$O PBR 2~ >
NEENTNET,

route
set
set
set
set
set
set

-map rmapl permit 10

ip next-hop 1.1.1.1 2.2.2.2

ipvé next-hop 3::3

ip
ip
ip
ip

next-hop verify-availability
next-hop verify-availability
vrf green next-hop 6.6.6.6

4.4.4.
5.5.5.

vrf blue next-hop 7.7.7.7 8.8.8.8

(G2 =

partial-diff 177 DERKATIZ, EREOGEMRERILEEICRO X 5 IcEB S ET,

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)




| BREROREHF vy

BEERORetF v ooxesaELiREE [

route-map rmapl permit 10
set ip vrf green next-hop 6.6.6.6
set ip vrf blue next-hop 7.7.7.7 8.8.8.8

B2 . ZORITIE, FEMERIC, L— F~ v 7 rmap2D 7= DIl D T v 7 ID BNRE
SNz, BED Tsetip next-hop verify-availability] 2~ RBEGENTWET, RILRZ
ANRYyTORNT v 7 IDIFELETERNWZD, RO~ 2 R AEICHAY T,

route-map rmap2 permit 10

set ip next-hop verify-availability 1.1.1.1 track 1
set ip next-hop verify-availability 2.2.2.2 track 20
set ip next-hop verify-availability 2.2.2.2 track 30
set ip next-hop verify-availability 2.2.2.2 track 40
set ip next-hop verify-availability 3.3.3.3 track 3

partial-diff O ) Z £ T D0, KIRTEIIZ, VAT AEFERI ARy TIPT KL
A DA% D set ip next-hop verify-availability =~ > ROBZZREEFTHZ LT, Zhbn=
~ v Pz HEIIZHA LE T,
route-map rmap2 permit 10

set ip next-hop verify-availability 1.1.1.1

set ip next-hop verify-availability 2.2.2.2 track 40

set ip next-hop verify-availability 3.3.3.3
Partial Unified Merged 47> 3 2 L C, verify-availability 2~ > KON Y =—3 g
VOENWEMET D5, FEORI ANy T DO N7 v 7 IDIFEETEERA,

L7zl TC, & FATHERRICRIC R Z A Ry PREENTHTC, RUEL—h~v T
DOFICERD N T v 7 IDBBHLIGA,. A~y RIA4 VOMEOLEDO X 51T, L = —
REFITLa— REEMIC—DT 52 L3 TEEHA, LERST, MEURZ A KRy
TR D N T v 7 ID RO L a2 — REEHT 2121, ST 2 £ THkLr a2 — K
ZERONCHIERT 20BN H Y £9 (dffCIEFEITHR L a— NiE -] OrREnEd) ., #
D%, L a— Re~—U15 8, TREFRCEL— b~y 7O TFTOREDOL a2— KD
KREICEMESNET (MR L =2 — X T+ TRENET) .

WDOFIZ, DLTICRTSESE R —RA 7 —20H 7L OfA & FITRERR L . S aa%:

HEYX— OHHERLET,

1. e BT CRIURZ A ARy 7O T v 7 IDREZR LS. dff O IEko
DI/ T,

IR FHAE RITHEM BoOMGHEaE~Y -0t

route-map rmapl permit 10 |route-map rmapl permit 10 |route-map test permit 10

set ip next-hop set ip next-hop set ip next-hop
verify-availability 1.1.1.1jverify-availability 1.1.1.1|verify-availability 1.1.1.1

track 1 track 1 track 1

set ip next-hop set ip next-hop - set ip next-hop
verify-availability 2.2.2.2|verify-availability 2.2.2.2|verify-availability 2.2.2.2

track 20 track 2 track 2

set ip next-hop set ip next-hop set ip next-hop

track 3 load-share track 3 load-share track 3
+ set ip next-hop

track 20 load-share

verify-availability 3.3.3.3|verify-availability 3.3.3.3|verify-availability 3.3.3.3

verify-availability 2.2.2.2
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2.

3.

BREROELMEF v |

%7/&1Dwﬁﬁ%m IR, FURZ A MRy 7OEITHERICFET 535

L diff O, ROFITRT L D122

2720 £,

IxFHHE AL

RITHR

oM GHEY—CESER

route-map rmapl permit 10
set ip next-hop
verify-availability 1.1.1.1
track 1
set ip next-hop
verify-availability 2.2.2.2

set ip next-hop
verify-availability 3.3.3.3
track 3

route-map rmapl permit 10
set ip next-hop
verify-availability 1.1.1.1
track 1
set ip next-hop
verify-availability 2.2.2.2
track 2
set ip next-hop
verify-availability 3.3.3.3
track 3

FELCE:

rZ v 7 ID DNEATAERIIIFEE T, RUX7 A MRy FOBEMERICICIFEET D
A, dff oIk OFEO L S22 1,
I=4EE R EITHERK BAMLEHE~Y—CENH A

route-map rmapl permit 10
set ip next-hop
verify-availability 1.1.1.1
track 1
set ip next-hop
verify-availability 2.2.2.2
track 20
set ip next-hop
verify-availability 3.3.3.3
track 3

route-map rmapl permit 10
set ip next-hop
verify-availability 1.1.1.1
track 1
set ip next-hop

verify-availability 2.2.2.2

set ip next-hop
verify-availability 3.3.
track 3

3.3

route-map rmapl permit 10
set ip next-hop

verify-availability 1.1.1.1
track 1

- set ip next-hop
verify-availability 2.2.2.2

set ip next-hop
verify-availability 3.3.3.3
track 3

+ set ip next-hop
verify-availability 2.2.2.2
track 20

RPM O < > KO partial diff (B89 53 B BIE L HIHNEIE

o7 a rONRFIE. CiscoNX-0S VY —=%104 (3) F

unified,

diff O HITRD L H

partial,,
2720 £,

S S vET,
BLOmerged 47> a U EMHL TKORPM 2~ ROEWEHERTS &

o fEMHRERE TIE. diff O I EN TS L 512, RPM a2~ > RO CHEEN ThivE

4, 7277 L., diff o TR
WREJIZIEMECTH D Z & RS

FATH

e

- %J:@ﬁ’%pﬁ i?ﬂéﬁéﬂiﬂi/u AR D 2~ > RVE
AN D 2~ RAEKRINICIEL S < Th, diffiZa~y RBAETHRETH D L7
TRTZERDHYD, FEBRIZIE

o

NIRWEERDH Y £,

« Candidate-config”7 7 f /L' C, RO A~ ROUAT —7 Vv AEZEZELTIHEL TS

A

« ip prefix-list list-name seq seq {deny | permit} prefix

* ipv6 prefix-list list-name seq seq {deny | permit} prefix

» mac-list list-name seq seq {deny | permit} prefix
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prgRozetFrvrozr ]

* ip community-list {standard | expanded} list-name seq seq {deny | permit} expression

* ip extcommunity-list {standard | expanded}list-name seq seq {deny | permit} expression

« ip large-community-list {standard | expanded} list-nameseq seq {deny | permit} expression

* ip-as-path access-list list-name seq seq {deny | permit} expression

BA . diff BAOGEWTIRREINEE AL

« ip community-list expanded list-name seq seq {deny | permit} expression

RO A~ RIZ, FATHEAOGIAFF CHENTZAN—R 2 GLALFIINGEN TN D

« ip extcommunity-list expanded list-name seq seq {deny | permit} expression

« ip large-community-list expanded list-name seq seq {deny | permit} expression

* ip-as-path access-list list-name seq seq {deny | permit} expression

IxHHHE AL

ERITHR

BoOMGHE (7—2) £5
H

ip community-list expanded
list abc seq 10 permit
111:1 "

ip community-list expanded
list abc seq 10 permit
wi.qm

no-diff

list _abc seq 10 permit "1

ip extcommunity-list ip extcommunity-list no-diff
expanded list abc seq 10 expanded list abc seqg 10

permit "1:1 " permit "1:1"

ip large-community-list ip large-community-list no-diff
expanded list abc seq 10 expanded list abc seqg 10

permit "1:1:1 " permit "1:1:1"

ip as-path access-list ip as-path access-1list no-diff

list abc seq 10 permit "1"

BREEOESMTF T v o DET

FERMT =y 7 EFEITTDINE, ROa~x 2 FeFTLET,

JR 8 BRI

)

GE)

FIRDEE

TEMT = v 7 ZFATT DN, FATHK SRR A A= "=V a VR L TS

TEEMERLTLIZENY,

show diff running-config file_url [unified] [partial] [merged]
show diff startup-config file url [ unified ]
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BREROELMEF v |

F gD FEH
FIE
AU RFEREET7TIVa Y ]3]
Z T w 71 | show diff running-config file_url [unified] [partial] FEITHERR & = — P — NI E LTSk O&E W 52 37
[merged] RLET,
- «fileurl : LHET D7 7 A LDIRZ,
switch# show diff running-config
bootflash:candidate.cfg partial unified o unified : EITHERK & 22— T —HERK OBV EHE—
SN TERRLET,

s partial : partial %, ——#K 7 7 1 /L R5E
R TIEERE SRR CTH A LEEICD
HANTILET,

emerged : 7 a~r REBEHZ DD TIEARL
YU T OMERD LG EITDIH, merged &

ANJTLET,
AT 7 2 | show diff startup-config file_url [ unified ] AL — NT o THRERR & o — W — MR E L 7 itk
1 - DENWEFR T LET,
switch# show diff startup-config . file_url : LT AT 7 A ILDIRA,

bootflash:candidate.cfg unified

o unified : A X — +7 v THERL & 2 — P — AR D
BEWEH SN TERRLET,

EEF v I DM

RITHRA S IRFHB R ORE ITHER L7 0

switch# show diff running-config bootflash:base running.cfg
switch#

RITER L IZHEROROEER

switch# show diff running-config bootflash:modified-running.cfg unified
--- running-config

+++ User-config

@@ -32,11 +32,11 @@

interface Ethernetl/1
mtu 9100
link debounce time 0
beacon
ip address 2.2.2.2/24
+ ip address 1.1.1.1/24
no shutdown
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interface Ethernetl/2

interface Ethernetl/3
switch#

RITHEMK & BMEEEROROEER

switch# show file bootflash:intf vlan.cfg
interface VlanlOl
no shutdown
no ip redirects
ip address 1.1.2.1/24 secondary
ip address 1.1.1.1/24
switch#
switch# show diff running-config bootflash:intf vlan.cfg partial unified
--— running-config
+++ User-config
@@ -3897,10 +3883,14 @@
mtu 9100
ip access-group IPV4 EDGE in
ip address 2.2.2.12/26 tag 54321

interface VlanlOl

no shutdown

no ip redirects

ip address 1.1.2.1/24 secondary
ip address 1.1.1.1/24

+ + + +

interface V1anl02
description Vl1anlO02
no shutdown
mtu 9100

switch#

HBOMGBROESNY—DENT:

switch# show file po.cfg
interface port-channel500
description po-123
switch#

switch# sh run int po500

!Command: show running-config interface port-channel500
'Running configuration last done at: Fri Sep 29 12:27:28 2023
!Time: Fri Sep 29 12:30:24 2023

version 10.4(2) Bios:version 07.69

interface port-channel500
ip address 192.0.2.0/24
ipv6 address 2001:DB8:0:ABCD::1/48

switch#

switch# show diff running-config po.cfg partial merged unified
--- running-config
+++ User-config
@@ -124,10 +110,11 q@
interface port-channell00
interface port-channel500
ip address 192.0.2.0/24
ipv6 address 2001:DB8:0:ABCD::1/48
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+ description po-123
interface port-channel4096
interface Ethernetl/1

switch#
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.24,

1—H F7ho2 FE XU RBAC DERTE

ZOET, WONETHELINLTWET,

o 22— — T H 2 I LU RBAC OHEZE, on page 313

s a2—H—=T AU FOEEFEL LOHKIFE 317 =)

o 22— T H T N OFRIE, on page 317

« RBAC OFFE (319 =—2)

o 22— — T H kL RBAC DFXE DHfERE, on page 324

e =W =T H T FBIURBAC D2—HF— T v k774 /L Mgk iE, on page 324

A—H—TF7HO2 FE KU RBAC DHIE

CiscoNexus VU —RX A v FiZ. 2—A_—R 77+ A ar ba—n (RBAC) #FEHL
T, 2=V —RRAAS v FIZu A 0 THLEE2—F—RNHFOT 7 e AOELZERLE
7

RBAC TiL, 12 F/HIEH D2 —V—o— L2 EHE L, F2—P— o —) COEHENES
FITTEDDERELET, A v TFO2—HF—T Ao "NefElT5EE, ZOT T b
W —W—u— L ZEfTET, ZHICEVEx D—F—BAL v T TITHIZENTED
BENRE D £7,

aA—H [a—)L

2—HF—m—ZE, ZOu—LEE DY ToNE2—F—RNET T LBELERT HL—
ANREGENTVET, Fa—HF— o —IEHOL— L EEDHIENTE, Fa—F—nNE
Boa— Vi oZ ENTEET, &2, rolel TIEREBIE~DT 7 B AT BT S
NTEY ., role2 TETFT Ny FTEAE~DT 7 B AT R SILTWAEA . tolel & role2 D
FRT D2 —H =%, REBIEL TNy FHBIEICT 7 B ATE LT, FFED VLAN °A1
B =T 2 A ATFIZT 7B AEZGKIBTHZ EHTEET,

ALy FINE, WOT 740 b 2—F— g — LB HEINTWET,
network-admin (R—/\—1—+H—)

AA y FERITHT 2 BERTAHAIRY LEZIALDT 7 ZHE,
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networ k-oper ator

)

AA T T HERIR G A 7 7 & A, 7272 L. network-operator 12— /L% show

running-config ==~ > K & show startup-config =~ > RZFE[TTX EH A,

Note

BHOr— BT 52—, ZOr— /L THFAISNDLITRITOavy ROMAEDOEZ
TTExFET, a~vr RADT 7 EAMX, a~vr RADT 7 BRAELLY bELEEINET, -
Lz =N, ar7 4 FXal—raryavy RADT 7 BARERINZa—/V A %
HoTnwiELET, LML, Aba—¥FRN e—L B bEL, 20— L TlEary 74X
L—yay avwy RZT77EATESELET, ZOHE, Z02—HFFar7 1 ¥al—
varyavw  RIT7 v ATEET,

Note

JL—IL

RBAC 2 — /L CF = v 7 iRA v bEITa— 13Ny 7 2 FITTE D DL network-admin = — % —
2T, thoa—F—Fonboa<vry Rea—LO#FEL—LE LTRoTWETHR, Z
nNooa<wy REFITLEY2ETHE, 22—V —T 7 2XIHESSINET,

N—UE, B— VOFEARER T, L—E, TOa—LRNa2—PIZ EOBEDFATETF AT
HMEERLET, L—VFERONRT A—Z T TEET,

avwY kR

FHEHR CEEIN-Za~v Y RERFav Ly R 24—

&k,
Ae

Cisco Nexus 7 /31 A2 X Vgt & N 2 EEIC# A S b =2~ K, showrolefeature =~
VREBANTDHE, ZONRT A= ITIREETE DBRBEANERINET,

Wre s IL—T

BREDT 7 4V N ZN—T F T — W EEK S /L — T show rolefeature-group 2~ > K%
ANT DL, ZONRTA—ZIIRETE DT 74V FOBREZ V—T NFERRSNET,

OID

SNMP 47> =27 ~ID (OID) .

INHDONRT A—=HF, BEEIROBBREER L9, bEANLRHIEAT A =X iTa< K
TY, ROBIE AT A—ZFHRETT, ik, ORI Y v =— SN TWLHTXTO
av U RERLET, KEOHIEAST XA —201, eI NV—7"CF, s v—7 1%, BEd
LSRR DET- DT, BRI —F IV V— L A HIE X $ 1,

SNMP OID /X RBAC THAR— F ENTWE T, SNMPOID (25 A0 B H/L—/ L F 7= i35 20
D/EXALBNL—LERETCXET,
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| 2—5 779> rEEURBAC DEE
A—¥—o—iLKRYI— .

1n—/L 2 EITRK 256 DV— )LV ERETEET, L—ABNHEHAINDIEFIX, =—FHEED
N—NVEETREY ET, W—VIEIETEHAINET, & 1207 —LRB3D20/L—
N FFo TWAEE, L— L3 0b—/2 L0 bENCEH S, —2130—1 1 L0 b
WCEH SN ET,

A—H—0—JL KR I—
I—WPNT I ATEDLAL v F VY —RA&HIBTH-0IC, FRl3A 0 F—T oA A,
VLAN., VSAN ~D7 7 B AZHIRT 272012, =2—VF n—L RY —%2EHETExET,

22— =R —iF, B VZERINTWDIAL—ATHKESNET, =& 21X, FFE
DAVHE—T 2 A ANDT JEAGZHFATHL X —T 24 A RY U—%EHKLIZEA.
interface=~ > R&HA[THa~vr R—LZo—/LIlRELRWE, a—WFiF(fF—T =
A AT 7 BATEEH A,

g R A= APREEDY VY —A (f 2 F—T A A, VLAN) ~DT 7 ¥ A%ZA LIz
f. 22— —REZO2—F—ICEMT N2 —F— =L KY —IZEEN T2 T
H, 2= —FINEDY V—A~DT 7 AEFATINET,

A—HF—T7HI U FDOEEDHIREIE
ROFEIITRIFEATHY , 2—P—REIHEA TS EEA,
» adm
* bin
* daemon
. fip
* ftpuser
* games
* gdm
* gopher
* halt
. lp
* mail
* mailnull
* man
* mtsuser
* news

* nobody
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B -+ <zxo—rozs

* san-admin
* shutdown
* sync

* Sys

* uucp

* xfs

A—H AT — KFDEH

Cisco Nexus 7 /3A A /RA T — RIIIKXLTF/NLTFOXBIRH Y | #ETH2ETel ENRTEE
T, RAREE () N —tr b its (%) REDFRXTFIIFEATE EHA,

\}

() Cisco NX-OS Release 7.2(0)N1(1) LAR#E, CiscoNexus 7 /3 AD/RAT— RiZid, RGEE ($)
K=t bt (%) REOBEXTEMERTE T,

\}

GE)  CiscoNexus 7 /3 AD/NATU— KL, FAEE (§) o=k bieB (%) 72 EOEHC
ThREHTEET,

INAT — RREFFRGE (B, fifst S W E) | Cisco Nexus 7 /34 AT/SAT— R
EHEELET, 2=V =T o2 MIUTE IR/ AT — RERETDH LI LTI,
R RAT — R, WOREEZELE T,

BRIV UTFUETHD
« BEOESET H 0T (Tabed) 72 &) BHA TV
c BHEOFR CXFOM IR L ( Taaabbb) 72 &) & H ATV
« FEEICH S TV D HEEEZ B A TN
c ELWARTZE ATV
s RKXFBBIWHNLFOmMENEENTND
cHENEFTENTND
SR) 72N AT — ROB 2 RITR LET,
« If2CoM18
* 2009AsdfLkj30
* Cb1955S21
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A\

B

axX &
1—H—7hyyroxgsEssvnnsE

CE) X254 Lo#EENS, 22— RXRAT—RNZar 7 4F¥al— gy J7AVICERE
NWEE A,

A—H—77

1—

VY bDEFEFEL L UHKEIR

=T H 7 FBXORBAC R ET A6, =—VF— 70y MUIKROFEEFEHEE

S OMIFIFEHDR D Y £9,

Z—H B UIRE SN A [EE AL — IR, —Foa<r RiE, &
570 L EFE Z 4172 network-admin 2 —/L TOAFEITTE F9,

BK 256 f[HON— % 22— — a— /L ZBMTEET,
BR6AHDaZ—Y— o — L a—PF—TH L MIEV Y THZ ENTEXET,
| 2Oa—Y—a—LEEEO—F— T Hh o MIEIDYTEHRZENTEET,

» network-admin, network-operator, san-admin 72 & O HERIETRE Sz 72— /WIERER AT,

)

JL— DB, HIFR, REIE. SANEHE L~ — o — L TiEhR— S EHA,

A ¥ —7 A A, VLAN, F72iX VSAN #iH|T SAN FHE 2 —% — o — L TIIEHFE T
TFEH A,

G¥)

=P THT NI, D b 1 oD —P— a— L E L RTERY A,

A—HYT7hoU FDEE

)

Note

SUMMARY STEPS

oaprwbdA

=W —=Th oy ORI bNEEFIL, ZOa—F =R/ LTHLWWE Yy =
VEAERRT AETHEIMIR D £ AL

switch# configure terminal

(Optional) switch(config)# show role

switch(config) # username user-id [ passwor d password] [ expire date] [ role role-name]
switch(config) # exit

(Optional) switch# show user-account

(Optional) switch# copy running-config startup-config
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DETAILED STEPS

Procedure

A—Y F7HI 2 & LU RBAC DERE

Command or Action

Purpose

&

switch# configure terminal

sa—\Lary 7 X al—3ay ®— Ntk
L‘ij‘o

ATvT2

(Optional) switch(config)# show role

AR r— L AR R LET, LEITEL
T, o —H m— L 2RETEET,

ATvT3

switch(config) # username user-id [ passwor d password]
[ expire date] [ role role-name]

=P =T H T b ERELET,

user-id 1%, K 28 SUF DI F-OLFH| T, K3
FLILENREESNET,

7 7 4/ k@ password [T EFK SN TWER A,
Note

N2 — REFE LR TEHE,. 22— —I1TX
A yFiZa A4 TERWGAENRDY £7,

expiredate = 7"'> a D7 F—~ v M
YYYY-MM-DD C9, 57 #/b T, LB IXH
D FEHA

ATvT4

switch(config) # exit

ra—r\ L ar7 4 Xal—ay T— REKT
L\i—g—o

ATvTh

(Optional) switch# show user-account

0— /LR EEFT LET,

ATvT6

(Optional) switch# copy running-config startup-config

Firar 74 FX¥al—vark, A¥—hT w72
Y74 X2l —valat—LET,

Example

WIZ, 2= TAT L M aRETLHHERLET,

switch# configure terminal

switch (config)# username NewUser password 4Tyl8Rnt

switch (config)# exit
switch# show user-account
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reac oz [

RBAC D& E

A—5 O—I)ILEXTIL—ILDER

BE LI V—NVEEIT, VAR SINDIEEZRELET, — VIRIETEH I E
T i, 1 o0 — N3 oD — N EESTWALEES. L—/L 3N —L2 L0 L]
WA S, — 23— 1 Lo bEicEA S ET,

SUMMARY STEPS
1. switch# configure terminal
2. switch(config) # role name role-name
3. switch(config-role) # rule number {deny | permit} command command-string
4. switch(config-role)# rule number {deny | permit} {read | read-write}
5. switch(config-role)# rule number {deny | permit} {read | read-write} feature feature-name
6. switch(config-role)# rule number {deny | permit} {read |read-write} feature-group group-name
7 (Optional) switch(config-role)# description text
8. switch(config-role)# end
9. (Optional) switch# show role
10. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
AT w1 |switch# configureterminal Ju—\)Lar7 4 FXal—ay EB— REBLh
L\iﬁ—o
R w72 |switch(config) # role name role-name a—HP—o—)LEEEL, B—L a7 X2 l—
varvE— REREBLET,
role-name 51813, K 16 SLFEDOFEEF D LF4
T, REFENLFBEBISNET,
AT w73 |switch(config-role) # rule number {deny | permit} a<wy R A—AEHELET,
command command-string
command-string (21X, A_X— 2B L ONEHEHR S
OBHZEMTEET, =& xiE.  [linterface ethernet
AL, TRTOA—Y Ry b A U F—=T = A AN
BENET,
DEIRAUNORIZT Dz~ FERVRLET,
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Command or Action

Purpose

ZFy T4 |switch(config-role)# rulenumber {deny | permit} {read | 4-~-C OBEED FEAH IR Y 4L — L % 72 12 HEH IR
| read-write} D /X RN — NV ERE LET,
AT w5 |switch(config-role)# rulenumber {deny | permit} {read | ggiizxr L, @i SAMRID AR Y & EX
| read-write} feature feature-name AL ORI AR E LET,
PEE D A M AT HITIX, showrolefeature =
Y REfERLET,
VBRI OBIZ T Zoa~y RE#y i LUET,
AT w76 |switch(config-role)# rulenumber {deny |permit} {read | jpe 7 /L — 72kt LC, FEAHH 0 HABIRIDHEA
| read-write} feature-group group-name D LEXALOHAINERELET,
BREZ N —7 DY A N & ERT HIZIE, showrole
feature-group =~ > REMHAHL £,
VR HAOKFE T Zoa~y Re@gRLET,
R w 77 |(Optional) switch(config-role)# description text a—/LOHAERELET, AT AL— RS
HHIENTEET,
2T w8 |switch(config-role)# end O—/Lary7 4Xal—varyE—FRaKTLE
R
25w 9 |(Optional) switch# show role 2—P o—LOREERRLET,
ZX 7w 710 |(Optional) switch# copy running-config startup-config| J 7' — r 3 LN A ¥ — FNFIZFEfTa L 7 4 X =

L—ya Va2 AA— Ty a7 4F¥al—3
NZav— LT, BREEMMICRFELET,

Example

iz, 22— a— L EER L CL— L2 EET A A2 R LET,

switch# configure terminal
switch(config)# role name UserA
switch (config-role) #
switch (config-role) #
switch (config-role) #
( end
( role

switch (config-role) #
switch (config)# show

HEREST )L— T DERL

SUMMARY STEPS

1. switch# configureterminal

rule deny command clear users
rule deny read-write
description This role does not allow users to use clear commands

2. switch(config) # role feature-group group-name
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3. switch(config) # exit
4. (Optional) switch# show role feature-group
5. (Optional) switch# copy running-config startup-config

DETAILED STEPS
Procedure
Command or Action Purpose

2w 71 | switch# configure terminal Jsa—L ary’ 4 X o b—ay E®— Nah
LET,

R 7 2 | switch(config) # role feature-group group-name a—HP— o — Ui S L — AR E L T, u—/Li
BB NV—F a7 4 Xal—vary T— Naelth
LET,
group-name (%, K 32 SLFOFEHFDOLFHIT,
KILF-E/NLFREE I ET,

R T 7 3| switch(config) # exit rua—_) ar7 4 Xal—gry T— REET
L/\i‘g—(]

R v 7 4 | (Optional) switch# show role feature-group o — )UISRE /L — TR ELE TR LET,

R Fw 75 | (Optional) switch# copy running-config startup-config | ) 7 — B LY 2 & — FFICEfTa Ly 7 4 X =
L—ya v AZ— "Ny 7 ar7 s Falb—sg
SNZaBE— LT, BEAMGANRT L E T

Example

WIZ, HREEZ NV —T BB P12 R L E£T,

switch# configure terminal

switch (config) # role feature-group groupl
switch(config) # exit

switch# show role feature-group

switch# copy running-config startup-config
switch#

A—4HAO—J)LAE—T A RAR) O —DER
AP =B A I =T 2 A AR =2 EETHI LT, 2= =RNT 7 EATE LA
VAE—T A AEHIPTEFT, A NT IV ERATEEAL L E—T oA ZADY A NEHEEL
£, TNEMERA X —T oA ADOWFEITIRETEET,

SUMMARY STEPS

1. switch# configureterminal
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(Optional) switch(config-role) # copy running-config star tup-config

2. switch(config) # role name role-name
3. switch(config-role) # interface policy deny
4. switch(config-role-interface) # permit interface interface-list
5. switch(config-role-interface) # exit
6. (Optional) switch(config-role) # show role
7
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# configure terminal

Ja—) a7 4 X alb— gy B— NEBith
Liﬁ—o

ATy T2

switch(config) # role name role-name

a—HF—m—LEZHEL, =L a7 Fal—
vary ET—FREBBLET,

ATvT3

switch(config-role) # interface policy deny

R= A =Tz AR —ar7 ¥zl —
varE— RFERmLET,

ATvT4

switch(config-role-interface) # permit interface
interface-list

HB—)VINT JBATEDLA L H—T A ADY A K
EHRELET,

MERA o Z—T 2 A ADEIEFZDa~r Raik
DiRLET,

ZDawy RTIE, A=Y Ry A X —T AR
FHRECEET,

ATy Th

switch(config-role-interface) # exit

=) Z =Tz AR —ar T 4 Falb—
varE—REKRTLET,

ATvT6

(Optional) switch(config-role) # show role

I REE TR LET,

ATy T17

(Optional) switch(config-role) # copy running-config
startup-config

EiTar 74 F¥al—rarrk, AX— T v S o
V74X 2l —Y gl ar—LET,

Example

Wiz, 2= —NT IR ATEDLS X —T A AZHIRT D2,

a—H—n—

N AE—T oA AR —52BET L ZRLET,

switch# configure terminal
switch(config)# role name UserB
switch (config-role)# interface policy
switch (config-role-interface)# permit
switch (config-role-interface)# permit
switch (config-role-interface)# permit

deny

interface ethernet 2/1
interface fc 3/1
interface vfc 30/1

. Cisco Nexus 3548 X 1 v F NX-08 > R T LEBER A A4 F. ) 1J—X 105(x)



| 2—5 779> rEEURBAC DEE
a—vo—pvaKy—nzE [

A—H% O—JLVIAN KR O—DER

a—HPF— g— /)L VLANRY > —2EFTAHZ LT, a—F—NT7 I RATX 25 VLAN ZH|E

T&EET,
SUMMARY STEPS
1. switch# configureterminal
2. switch(config) # role name role-name
3. switch(config-role )# vlan policy deny
4. switch(config-role-vlan # permit vlian vian-list
5. switch(config-role-vlan) # exit
6. (Optional) switch# show role
7. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 |switch# configure terminal Ja—r ) ar7 4 X¥al— gy T— RiBth
LET,
R T w 7 2 | switch(config) # role name role-name a—HPF—pg—)LEEEL, B—/L a7 Fzl—
varyE—RFERBLET,
AT 7 3 | switch(config-role )# vlan policy deny H—/LVLANRY S —ar 7 4 Falb— g F—
RZBAth L £,
R T w 7 4 | switch(config-role-vlan # permit vlan vian-list O—/LNT 7 A TE D VLAN O E2 I8 E LE
j‘o
W72 VLAN O$72 17 Zoa~r RE#REYIRLE
D
R T v 75 | switch(config-role-vlan) # exit T—/LVLANRY o — a7 4 Falb—i g E—
R&E&TLET,
R v 7 6 | (Optional) switch# show role O— /LR EZFERLET,
R 7 7 | (Optional) switch# copy running-config startup-config | ) 7 — B L O 2 & — FFICETa Ly 7 4 X2
L—arBAX— Ny ar7 X2 lb—3
ST — LT, BEAMANRAT L E T
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B =779 remBacomEnmR

aA—H—F7Hho 2 & RBAC DERTE DFER

KOWTNPOa<wy ReEFERALT, REEWRELET,

avw R B#Y

show role [role-name] a—Y—n—/LOREEZFRLET,

show rolefeature BEREY A A RRLET,

show role feature-group MERE T N — T OREEZTHFZRLET,

show startup-config security AP = NT T ary74F¥al—yarOa—F7hoyr
FREZFRLET,

show running-config security [all] | 2472y 7 4 X ol —Y g Da—F T hH YL NREEE
RLET, dAl¥F—UV—FEfEETHE, =2—F T I |
DT 7 )V MENFRENET,

show user-account a—Y T hUr MEREF R LET,

A—H—F7hHO S EURBACOL—F—TFThHDH Uk
T I+ I MERTE
WDOFIZ, 2—F—=T 7 FBIORRBAC XTI A—HF DT 7 )V MiREE R LET,

Table 32: T 24\ bDL—HF—FhO U FE LT RBAC/INT A—4

INT A—45 TIHIE

a—HF T HTL N RRAT— R | REH,

a—WP—TFTHI FOFH | AL,

PR

AH =Tz A AR — | FTRTDOA U H—T = A AT 7 AAHE,
VLAN R YU > — F_XTD VLAN |27 7 & A A[HE,

VFC RV >— JR_TD VFCIZT 7 & AA[HE,

VETH R Y v — J_TO VETH |27 7 & A AlHE,
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« HRITIHZET D (Secure Erase) HEREIZBIT 21#H (325 ~—2)
« BERNHEZFATT D720 DR (326 <—)

« BRIPHEOEZEFH L HIKFHE (326 ~—)

« LRIPHEORE (326 ~—)

Z£IZ7;8E9 D (Secure Erase) #HEEIZRBIT B 1HER

CiscoNX-0OS U U —2 10.2(2)F LK. Nexus3548 A1 v F DT X TOEHEEKHEREZMET 5 ©4
\ZWH 259 % (Secure Erase) HREAVE A S4UFE L7z, Secure Erase £, Return Merchandise
Authorization (RMA) . 7 v 77 L — RELIEFIRLH, EIET AT 2O R— METIZE DY
S ASHIBR ST IRAE T, Cisco NX-OS 7 /34 A LD T OB R/ R HH & HIbR 3 5
BT,

Cisco Nexus 3548 A1 v FiL, AL —VEHEEL T, VAT AV TZ R YT A A=V R
AYTFRE, Y7 hv=7 vnr, BROMEBREAZRALET, ZNAOLOHEKIZIE, X b
T —20 T —%7 7 F ¥R 25672 EOBEBEA OF®RS, 7 — X WHEOEER) 72 4%
BINEENTWDREEMERH Y 77,

BRIEET A e R F, RO2-50F VA THERAEINET,
o« FNA ZADEMFFT] (RMA) : RMA D72 DIZTF A A% 3 A TRET HMNENH 58
BlX. ZOT A AD RMA GEEZTST 2812, BEKREAOT —X 2T X THIBRL
TLEEW,
REEZFIET A ZADY HARY TR RAREEENTWEF—T U T IILE T L
FTUVYNVNREEZITTEGAE., T ARPHERTIZV Yy FL, T AEHRT
LTLIE&EW,

GE) LZRICHETABETIZI. AR ML —0ar T o VIiEESREY A,
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TN ARY m— RSN TLHBHMGRREICY By &I, A v FRRT— Ly £—F
W20 E9, PHHIRE~D Yy bME TOAAL AL, VT MU T ORRKRE v — RICHER
MAC_ADDRESS & SERIAL_NUMBER %Z & X COBREEHEZ 7 VT LET,

r—t— ~ N ’ = /- . TR =]

TEITEEZEITIT S5-ODRIHEEH
 BRIMEEBMEE FITT DRI, T RTCOY T by =T A4 A=, k., BLXOEAT—
ARy 7T v 7T ENTNDZEEMERL TSN,
s T ANETHOLAEIE, BROFE RN L 2R L T 7EIN,

« BRIEET v A& BMGT D EIZ, In-Service Software Upgrade (ISSU) % 721 In-Service
Software Downgrade (ISSD) 72SEfTH TRWZ & AR L E T,

REGHEDIEFHLHNER

¢ FX3 £7213FX3S £7/2I1XFX3P A A v F %, TORB LWFEXE— RTHHR—FINFET,
BERMIEENFEX B— FCEITINLEE. A v FIRIEERHEBRIERICTOR £— K
TE#HLET,
e VT R =T Ry FIE, T, AL VA =L ENTWBEE, IR E~DY & b
TavARIELINEEA,
v arEN L factory-reset 2~ > RBRITEINZHA, OIHIRE~DO )ty 71
v 2AOETHICEY g VIFETLINER AL

Ny THT T AL v FEA—N—NAFEDa—/ UL, r—F—T a7 MNIRY
*7,

1T AA v F Y a—/WE, ERDUIE SN REBIC2 D £,

fex DERIRHELWNT D & MARERE~D Y &y FRBR S, fex R HIBRS H
£

fex 3V —NEBMHLTE=FY 7 SND fex RRNE, RLZEEE, FE®)
LT fex ZEEI L, ZEQHELFEMBLET,

[ ~ JMs SL =

BEHENDERTE
RMA |2 ET DRNIME R T — X 2T X CHIBRT 2121, kOa~> REEH L TLEe72H
EEBJRELET,
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avw vk =E):g]

factory-resetfex modulemod al A7 varzfhcLCa~vy FafiiL
il - TLE&, factoryreset 2~ R&fEHT %

, , e DB AT AREITH Y £H A,
switch(config)# factory-reset [module <3>]

fex DIHE = R#ET HI2I1L, factory-resetfex
[allfex_no] ZfEH L £ 9,

o —FEITT T fex ZLAEITHEET DI
X, A7 aval #EHLET,

GE)
BRI FEBRIEEZBRGT DRI, fex 28
Active-Active > U AW 2 & BRER LT
<TEEW,

A7 a v mod #FEH LT, kEERE U
vy FLET,

s top-of-rack (ToR; b 7477 7)) A
A4 v FOEE, 2~ it factory-reset
F 7213 factory-reset module1 CT9,

s Ny T FT T AL v FOLXC E—
RTlX, =~ N factory-reset module
1E£721E27T9,

ATRDEY 22—V 2L v FDRE,
factory-reset module #module_number =
~ U REIRO LB TT,

THHFFEEORE~D Y &y 7o ANRIE
IZSETTAE AL vFNRY T —KRL T,
ERAONET,

)

GE)  WITOLZERMEEBREIIVR—FENTWHWETA, H—DER V¥ —HNOBEEDEY = —
NEEET LIRS, #HERSWDIEF L. G4 I—FR, 777V w7, AZLINAL ZA—r3—
NAY, VAT avia—F, TIT 47 A== P TT,

FOBERMEEAA—TVEEBLT, —X UA T2 M) H—T&FET,
WIZ, BRBPHEBIZELDTIGEHMEF) 2y b a~<r RERETLHEOOENIFZ R LET,

FX2-2-switch# factory-reset fex all

1111 WARNING:

This command will perform factory-reset of all FEX modules !!!!

The factory reset operation will erase ALL persistent storage on the specified FEX module.
This includes configuration, all log data, and the full contents of flash and SSDs.
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Special steps are taken in an effort to render data non-recoverable. Please, proceed
with caution and understanding that this operation cannot be undone and will leave the
system in a fresh-from-factory state.

1l WARNING !!!!

Do you want to continue? (y/n) [n] y

Initiating factory-reset for the FEX: 109 --- SUCCESS!!
FEX: 109 is reloading for the reset operation to proceed.
Factory reset may take time...

Please, wait and do not power off the FEX...

Trying to remove the FEX:109 config !!!

Initiating factory-reset for the FEX: 110 --- SUCCESS!!
FEX: 110 is reloading for the reset operation to proceed.
Factory reset may take time...

Please, wait and do not power off the FEX...

Trying to remove the FEX:110 config !!!

Successfully removed FEX:110 config. !!!

LIFIC fex v 7 Ol 2R LET,

FX2-2-switch# 2021
FEX console logs:

bgl-ads-4157:138> telnet 10.127.118.15 2007
Trying 10.127.118.15...

Connected to 10.127.118.15.

Escape character is '""]'.

fex-1094

fex-109# [129266.313614] writing reset reason 9, Factory-reset requested by abc
[129266.391801] Restarting system - Factory-reset requested by abc [9]
U-Boot 2011.12 (Jun 25 2014 - 16:28:41) Cisco Systems

CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous), LBC:83.333 MHz
Ll: D-cache 32 kB enabled

I-cache 32 kB enabled

Board: P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]

I2C buses: ready

Golden image

U-boot retry count 0

Jump to upgradeable image at 0xefd20040

U-Boot 2011.12 (Jun 25 2014 - 16:19:54) Cisco Systems

CPUO: P1020E, Version: 1.1, (0x80ec0011)

Core: E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous), LBC:83.333 MHz
Ll: D-cache 32 kB enabled

I-cache 32 kB enabled

Board: P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]

I2C buses: ready

Upgradeable image

DRAM: Configuring DDR for 666.667 MT/s data rate

Time-out count = 480

DDR configuration get done

1 GiB (DDR3, 32-bit, CL=6, ECC on)

Memory test from 0x40000 to Ox1fdfffff

Data line test................ OK
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Address line test............. OK
OK
Flash: 288 MiB
L2: 256 KB enabled
Set dbglevel to its default value (0xl)
PCIel: Root Complex of mini PCIe SLOT, x1, regs @ 0Oxffe0a000
PCIel: Bus 00 - 01
PCIe2: Root Complex of PCIe SLOT, no link, regs @ O0xffe09000
PCIe2: Bus 02 - 02
Net: eTSEC1l, eTSEC3
Hit Ctrl-L to stop autoboot: 0
WARN: user forced bootcmd="run sysboot"
WARNING: adjusting available memory to 30000000

## Booting kernel from Legacy Image at 01000000

Image Name: Linux-2.6.27.47
Created: 2015-11-20 10:22:39 UTC

Image Type: PowerPC Linux Kernel Image (gzip compressed)
Data Size: 8936305 Bytes = 8.5 MiB
Load Address: 00000000
Entry Point: 00000000
Verifying Checksum ... OK
## Flattened Device Tree blob at 00c00000
Booting using the fdt blob at 0x00c00000
Uncompressing Kernel Image ... OK
Loading Device Tree to 03ffb000, end 03fffe82 ... OK
setup_arch: bootmem
mpc85xx_fex setup_arch()
arch: exit

0.436112] Host controller irg 17

[

[0.477490] pci 0000:00:00.0: ignoring class b20 (doesn't match header type 01)
[0.566841] Assign root port irg 17 for 0000:00:00.0

[2.210329] Enabling all PCI devices

[2.802226] FSL:i2c-mpc - probing i2c controller

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

[2.975494] FSL:i2c-mpc - probing i2c controller

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
directory

[3.889037]

[3.889041] Watchdog init<0>

Mount failed for selinuxfs on /selinux: No such file or directory

INIT: version 2.86 booting

Setting system clock: [ OK ]

Mounting all filesystems: [ OK ]

/sbin/dhclient-script: configuration for ethl not found. Continuing with defaults.
/etc/sysconfig/network-scripts/network-functions: line 78: ethl: No such file or directory
Mounting system image: [ OK ]

Unpacking system image: [ OK ]

Uncompressing system image: [ OK ]

Loading system image: [ OK ]

net.ipvd.ip forward = 0

net.ipvd.ip default ttl = 64
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net.

ipvé.

Starting

net.
net.
net.
net.
net.
net.
modprobe:
directory

core.

core

core.
.wmem_default = 524288
core.
.netdev_max backlog = 1024

core

core
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ip no_pmtu disc =1
internet superserver: inetd [ OK ]
rmem max = 524288

.wmem_max = 524288

rmem_default = 524288
somaxconn = 1024

FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

[23.255118] Device eth0 configured with sgmii interface
Non issu restart

[24.151321]

[24.151327] base_addr is 26524<0>

Secure erase requested! Please, do not power off module!
Starting the secure erase. !!

This may take time. Please wait !!

>>>> Wiping all storage devices

[28.706882] NX-0S starts punching watchdog

grep: Backu: No such file or directory

+++ Starting mtd secure erase for the partition /dev/mtd2 +++
Erasing /dev/mtd2

Erasing 128 Kibyte @ 170000 -- 99 % complete.

—-——-> SUCCESS

Writing random data onto /dev/mtd2

Filling /dev/mtd2 using random data

Erasing blocks: 192/192 (100%)

Writing data: 24576k/24576k (100%)

Verifying data: 24576k/24576k (100%)

---> SUCCESS

Erasing /dev/mtd2

Erasing 128 Kibyte @ 170000 -- 99 % complete.
---> SUCCESS

+++ Skipping cmos secure erase +++

>>>> Done

+++ Skipping nvram secure erase +++

>>>> Done

>>>> Iniatilzing system to factory defaults

+++ Starting init-system +++

Initializing /dev/mtd5

/isan/bin/mount jffs2.sh: line 68: ${LOG FILE}: ambiguous [ 651.954326] Restarting system.
U-Boot 2011.12 (Jun 25 2014 - 16:28:41) Cisco Systems

CPUO:
Core:

P1020E, Version: 1.1, (0x80ec0011)
E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous), LBC:83.333 MHz
D-cache 32 kB enabled

I-cache 32 kB enabled

Ll:

Board:

P1020FEX

[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]
I2C buses: ready

Golden image

U-boot retry count 1

Jump to upgradeable image at 0xefd20040

U-Boot 2011.12 (Jun 25 2014 - 16:19:54) Cisco Systems

CPUO:
Core:

P1020E, Version: 1.1, (0x80ec0011)
E500, Version: 5.1, (0x80212051)

Clock Configuration:

CPU0:666.667 MHz, CPUl:666.667 MHz,

CCB:333.333 MHz,

DDR:333.333 MHz (666.667 MT/s data rate) (Asynchronous), LBC:83.333 MHz
D-cache 32 kB enabled

Ll:
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I-cache 32 kB enabled
Board: P1020FEX
[MCPSUMR 0x00000000, RSTRSCR 0x00000000, AUTORSTSR 0x0000c000]
ready

Upgradeable image

DRAM: Configuring DDR for 666.667 MT/s data rate

Time-out count
DDR configuration get done

I2C buses:

1 GiB (DDR3,

= 480

32-bit, CL=6, ECC on)

Memory test from 0x40000 to Ox1fdfffff

Data line test................ OK
Address line test............. OK
OK

Flash: 288 MiB

L2: 256 KB enabled
Set dbglevel to its default value (0xl)
PCIel: Root Complex of mini PCIe SLOT, x1, regs @ Oxffe0a000

PCIel: Bus

00 -

01

PCIe2: Root Complex of PCIe SLOT, no link, regs @ O0xffe09000

PCIe2: Bus
Net: eTSEC
Hit Ctrl-L
WARN: user

WARNING:

## Booting

Image Name:

02 -

02

1, eTSEC3
to stop autoboot: 0
forced bootcmd="run sysboot"

adjusting available memory to 30000000

kernel from Legacy Image at 01000000

Linux-2.6.27.47

Created: 2015-11-20 10:22:39 UTC

: PowerPC Linux Kernel Image (gzip compressed)
8936305 Bytes = 8.5 MiB

ss: 00000000

t: 00000000

Verifying Checksum ... OK

## Flattened Device Tree blob at 00c00000

Booting using the fdt blob at 0x00c00000
Uncompressing Kernel Image ... OK

Loading Device Tree to 03ffb000, end 03fffe82 ... OK
setup_arch: bootmem

mpc85xx_fex setup_arch()

Image Type
Data Size:
Load Addre
Entry Poin

arch: exit
[ 0.436112
[ 0.477490
[ 0.566841
[ 2.210556
[ 2.804559
modprobe:
directory
[ 2.975502
modprobe:
directory
modprobe:
directory
modprobe:
directory
modprobe:
directory
modprobe:
directory
modprobe:
directory
modprobe:
directory
[ 3.889014
[ 3.889018

Host controller irg 17

pci

0000:00:00.0: ignoring class b20 (doesn't match header type 01)

Enabling all PCI devices

FSL
FATAL

] FSL

FATAL:

FATAL:

FATAL:

FATAL:

FATAL:

FATAL:

FATAL:

]

1
1
] Assign root port irg 17 for 0000:00:00.0
1
1

:i2c-mpc - probing i2c controller
: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

:i2c-mpc - probing i2c controller
Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
Could not load /lib/modules/2.6.27.47/modules.dep: No such file or
Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

] Watchdog init<0>
Mount failed for selinuxfs on /selinux: No such file or directory
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INIT: version 2.86 booting
Setting system clock: [ OK ]
Mounting all filesystems: [ OK ]

weEE0HRE |

/sbin/dhclient-script: configuration for ethl not found. Continuing with defaults.
/etc/sysconfig/network-scripts/network-functions: line 78: ethl: No such file or directory

Mounting system image: [ OK ]
Unpacking system image: [ OK ]
Uncompressing system image: [ OK ]
Loading system image: [ OK ]
net.ipvd.ip forward = 0
net.ipvd.ip default ttl = 64
net.ipv4d.ip no _pmtu disc = 1
Starting internet superserver: inetd [ OK ]
net.core.rmem max = 524288
net.core.wmem max = 524288
net.core.rmem default = 524288
net.core.wmem default = 524288
net.core.somaxconn = 1024
net.core.netdev_max backlog = 1024

modprobe: FATAL: Could not load /lib/modules/2.6.27.47/modules.dep: No such file or

directory

[ 22.630994] Device ethO configured with sgmii interface
Non issu restart

[ 23.535827]

[ 23.535832] base_addr is 26524<0>

INIT: Entering runlevel: 3

fex login: Sorry, user root is not allowed to execute '/sbin/sysctl -g -w vm.drop caches=3'

as root on fex.
[ 28.090052] NX-0OS starts punching watchdog
fex login:

WIZ, BV 2=V TEERHERICLD THHMIE) £y b a~v s RERET L7200 hflz

~LET,

switch# factory-reset [all | module <mod>]
switch# factory-reset [module <3>]
111 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.
This includes configuration, all log data, and the full contents of flash and SSDs.

Special steps are taken to render data non-recoverable. Please,

proceed with caution and

understanding that this operation cannot be undone and will leave the system in a

fresh-from-factory state.
111 WARNING !!!!
Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed.

..truncated..

wait...

Secure erase requested!
>>>> Wiping all storage
+++ Starting mmc secure

*** Please, walit - this
\

—-—-> SUCCESS

+++ Starting SSD secure
*** Please, wait - this
\

—-—-> SUCCESS

Please, do not power off module!
devices

erase for /dev/mmcblk0 +++

may take several minutes ***

erase for /dev/sda +++
may take several minutes ***

+++ Starting cmos secure erase +++

\
---> SUCCESS
>>>> Done

+++ Starting nvram secure erase +++

\
---> SUCCESS
>>>> Done
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RIT, LC TEREBRHEICL D THEAREY) £y b a~r RERET 700 a7 ofl%z
~LET,

switch#

switch# factory-reset mod 1

11 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.

This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken in an effort to render data non-recoverable.

Please, proceed with

caution and understanding that this operation cannot be undone and will leave the system
in

a fresh-from-factory state.

111 WARNING !!!!

Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed. Please, wait...
reloading module 1

SUCCESS! All persistent storage devices detected on the specified module have been purged.
switch#

WIZ, mod TOLERIHRIZL L2 THMMR ) £y ha~r RERE LGEOH a7 Ol
R LET,

switch# factory-reset mod 26

1111 WARNING !!!!

The factory reset operation will erase ALL persistent storage on the specified module.

This includes configuration, all log data, and the full contents of flash and SSDs.
Special steps are taken in an effort to render data non-recoverable.

Please, proceed with

caution and understanding that this operation cannot be undone and will leave the system
in

a fresh-from-factory state.

1111 WARNING !!!!

Continue? (y/n) [n] y

A module reload is required for the reset operation to proceed. Please, wait...
reloading module 26

SUCCESS! All persistent storage devices detected on the specified module have been
cleared.

>>>> Please, note - multiple write passes were required to remove data from one or more
devices. <<<<

switch#
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c

Call Home ®i@%1  106-107

syslog ® XML = 107

syslog D7V 7% A ME 106
cfs A L7z ntp 44

E

foAIAIA R b vFx—T % (EEM)
180, 182
syslog 227 V7 182
VSHAZ U7k~ 119
BB L OT 7T 4 7L 119
VSHAZ Uk AU — 168
T a3t 168
T ary, ®E 116
A2 b3 167
ARV M, RE 1713
REAHOER 170
VAT AR —, EEX 180
ARG 169
T 7 4V hEEE 170
KU — 166
A—P—RU— EER M
EEM R U o —OE#H 179
VSHAZ U7+ 119
FAIAIRA R b ~F—T % 165
HEZE 165
ERSPAN  227-230, 232, 236, 248-249
365 228,249
FRER 249
sidectt v gy 236
ERSPAN O 7E 236
Sidet v a v DORE 236
REEE Rl 249
EA A 230
Wz 227
tyiar 229
multiple 229
RIS 230

166-171, 173, 176, 179-

ERSPAN (¢ %)
E{FIC 228,248
FXER] 248
Efgxkyay 232
ERSPAN D% E 232
EETLE Y a L ORE 232
2 A7 221
T 7 ANV NT A=K 232

G

GOLD #ZWr 159-161
JEEEY 2 —1 161

Rk 161
ANIVAE=HZ YT 160
FUHA LN 159

|

ID 86

U TI)vID 86

L

linkDown @ %1 147-148

linkUp #%1  147-148

logging 68
T VT 4 AykE— 68
EFV2—)L A /'IZ‘—‘V 68

ntp 43-46, 50, 59-60
cfs D 44
7 7k AHIFR, 3&E 50
HARKZTAY 45
A8 45
REEE R 60
BERE D JEIE 60
Jay I wFx—Tyr 44
THih 43
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ntp (e ) smart call home (%t )
AXIER] 59 106
AL H—r3 44 REDT A 105
T 7 )V FERE 46 Bl 81
NTP ##% 55 RS 9N
EEDaI v 55 WY FEHR, HE 93
FEEFHEGREE AN
P HEA =l 74 E—7 0k 103-104
TR 22 A 0 b U @%n 102
PTP 17,19-20, 23,26 Fo L hEE 9
AVE—=T = A, L 26 BT AL O, BE 100
M 17 bk 92
7=k 23 A=Y Tq—vv kAT var 8
fﬂ/‘) ALALT 19 Smart Call Home ® X v¥&— 82,85
T 74V hEE 23 TAr—~v hFFar 82
FutA 20 L~LDOE 85
SMU  267-270, 273-276
R TIT 4 TR r—Y vy boaly b 214
HARTA 269
RBAC 313-315, 317, 319-321, 323-324 IR SIE 269
mgié v324 . . FEA 267
%Hb{ﬂ/‘—7\ {’EE‘A‘ 3420% ﬁﬁ%‘f%ﬁ: 269
1_?_7ﬁ7y%‘ﬁm 317 Rolr— 4 A M—/L DY 270
TP = TR FORIREE 315 S R 268
:L—%j: m—/L 313 ] Ryr—o 07 77 471 213
n—ﬁ—»rﬂvWANﬁuy—\EE 323 Ry r— SOl 275
;~?~m—»435~7;ffmuy~\ﬁﬁ 321 Sy OBl 273
SV R LB LUk BE 319 Sy lr—DOHT 2T 4 T 208
JL—L 314 SNMP  131-132, 134-137, 139-141, 144, 151
CLI ZfiH Lic=—¥DRH 135
) TIRA T N—T 136

AN R T I7EA 144

HereOEE 131

TN—T X—=2DT 7 &A 136

tX=2VT 4 T 134

RS HIRIHEEH 136

WHIL Y —% 1M

T 74N NRE 137

7w A 132

N=Tar30kxal 7 e 132

2k 151

A=V OREEL 139

a—F—fERk 137

2P RXR—=20tX=V7T 1 134

SNMP 134

EROTZ 4 NZ Y T 140

snmp-server name 138

Session Manager 111, 113-114
ACL ¥ v a > ORER 114
A R4 M
MERLODOHERR 114
HIRRSEE 11
yva OmER 113
Eyraroaliv ks 113
Ty a U OBEE 14
tyia rORTE 114
w1
show =~ KOBM, 77—k 77— 99
smart call home 99
smart call home 81-83, 91-93, 95-96, 98—100, 102-106
show =< > KoEM, 79—k 71— 99
AT a 7 AL 82

Tizm77jt\ﬁg 95 SNMPv3 132,139
%,7D77 b B 96 X T o HEE 132
TI—h F—F 83 B Or—L OB 4T 139

TI—hITN—TDOT7 V) — ] 98
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SNMP (ffiZh v U —27 %87 v hain) 133
N—T 3 133

SNMP i#%1 143
VRF ([ZHEASL 74V 7 143

SNMP #@E1L S —% 142
VRF |2 X B%E 142

SNMP OF 7 /L h%E 137

SNMP ERD 7 4 V%Y 7 140

SPAN  203-205, 208-209, 211-213, 219
VLAN, &E 21
3E5c 205
e — b, R 205
A —VF v MESEAR— M, BE 209
B, By oa ol 208
HkET 204
HHoORT 219
yvarorsT 07k 213
L BRE 212
WEETAR— b, BE 21
EEITLHR— N Ty, BE 21
ek, XEA— K 204
AJ1EfEoL 204
FT=H Y T DEETT 203

SPAN iX{E57C 204
H7 204
AJJ 204

syslog 71,182
MAIAIA R N ~Fx—T v (EEM) 182
Bk N

v

VRF 142-143
SNMP @D 7 4 L2V 143
SNMP 1L S — O E 142

VSH 227 U7k 179
EEM R U > —DEH 179

VSH 27 V)7~ KU — 168,179
FAIAIA N b vF—T % (EEM) 168
BB IOT 7T 471 119

&

T arX 168
MAIAIRA X b vk —T % (EEM) 168
T ary, ®E 116
WIAIA X =% —2 % (EEM) 176
77 e AHIR, RE 50
ntp 50
FATH DOy 7 7 DR 259-260
WEZE 259

FATHON Y 7 7 OB (i X)
HERL 260
Si%c 205
SPAN 205
a7 T AL 82
smart call home 82
T a7 7 A, fEEK 95
smart call home 95
ST T A, ZEHE 96
smart call home 96
SEEA— R, FRME 205
SPAN 205
77—k N—7 83
smart call home 83
TI—KITN—=TDOT ) =—F 98
smart call home 98

Ly

A —VF v MESEAR— M, BE 209

SPAN 209
A X2 N3 167

FIIAIA X N % —T % (EEM) 167
AR, RE 1713

MAIAIA R N ~wFx—T v (EEM) 173
A VA b—=)b a SIEROFER 216
A B =T oA A, L 26

PTP 26

n

HARTA L 485
ntp 45
fei® 78,106, 324
DOM &1 X JHERY, 18
RBAC 324
smart call home 106
a—YF—THho 324
5AE L 45
ntp 45
BREIAKL, EFE 170
FIAIA X b w32 —T % (EEM) 170
Bkl 60,249
ERSPAN 249
ntp 60

E

Keger v—=7 . {Eik 320
RBAC 320

FERED JEIE 60
ntp 60

%35
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<

rayy wx—=Yx M
ntp 44

—

mA R 21
PTP 21
R 21

=

Y—_X—1D 86
FiH 86

Rk, B a Ol 208
SPAN 208

L

VAT AR —, EFEX 180
FLAIAIA XY b vFx—T % (EEM)

VAFANAvE—VDul  61-62
BEZE 61
FEFEECGIREE 62

AT A=Y BX U SOHRE 63
F74/L N 63

T 43
ntp 43

HEZE 117,165
FIPIAIA R N v Fx—T % 165
2V a—F5 1M1

HHoOFRT 219
SPAN 219

a7, Hikk 123
AT a—T7 123

Ta Tl AV a—)L, Fox 128
i 128

U7 ID 86
il 86

2l 159-161,163
WEEY 22— 161
Ak 161
F 7 )V NERE 163
ANIVAE=HZ Y7 160
FUH A L 159

j—

AL v F R B—=FTFIT4Y 203

180

27T 2—F  117-124,126-127, 129
e 117
Ya7, Hik 123
RE, MR 127
BALT—T I, EF 124
HEFEEGHOFEE 118
T 74V FERE 119
K 129
ik 127
At 19
UE— b 2—9R

VE— b PR, R 1211122

s 774/ 118
a7y AN YAX EE 120
gz 7yAN, {HE 126

A Va—7 VaTd, fEROFR 129
il 129

2T a—F Va7, VR 128
il 128

A a—T Vas, AV a—=T
i 128

2

tyvvarorsT 07 213
SPAN 213
Ty iar0ET 13
RIE. HERR 121
AT a—T 121
REDT AL 105
smart call home 105
FXER  59,248-249
ERSPAN 248-249

565 249
E{ET 248
ntp 59

128

BRER =y 7 OEFEEFHEEHRFE 297

M. RE 212
SPAN 212

ATRSfE 169,230
MIIAIA R N w3 — % (EEM)
ERSPAN 230

%

EFICID 86

Call Home 7 X F DR 86
EEILR— N, BRE M

SPAN 211
FEA— b, FFE 204

SPAN 204
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B AN —N 44
ntp 44
A A LT —T )V, EFR 124
AT a—F 124
YR, =E 93

smart call home 93

5

FEFHEEHINFE 62 91,118, 136,317
smart call home 91
SNMP 136
VAT A AvE—=T0Oul 62
Arva—7 118
a—F—=Fh v~ 31

HEA v =Vl 74 —7 01 103-104
smart call home 103-104

2D

WL —N 14
SNMP 141

<

EMIR e A Xy b UalaE, BRE 102
smart call home 102

F_A ZID 86
Call Home O 86

774V hEE 91,114,119,170
MIIAIA R N ~x—T v (EEM) 170
smart call home 91
AT a—7 19
a—LNy 7 114

F 74V hO ntp RE 46

T TN K RT A=K 232
ERSPAN 232

A —/ViEE 81
smart call home 81

T A—/VOFEM, RE 100
smart call home 100

&

ok 92
smart call home 92
T v @E 132

(&

NAT — REf}: 316
Ny 7 7 BERL 260
Rk 260
Ry T7 AT T AL T—H4 260,262
TR 260
Ny TZ7 BANTT AT —4 260
INEE 260
Fo 262

[6)
K 129
AT a—T7 129
/S\
T )T 4 Avk—0OrX S 68

K 68

N
LA F=Z Y T B 160
7 160
EHED=aI v 5
NTP %5 55
(X
AU — 166
MAABA R b ~vF =T % (EEM)
d:’s

b 18,121
DOM m > 7 78
ArYa—7 121

9]

AvE—VORE 139
SNMP 139

%

EFEVa—) AvE—Y0OaX s 68
HERk 68

166

#z3 I}
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p

A 71,19
DOM 2 ¥/ 77
AT a—7 19
—HF— 313
il 313
a—HF—FHhH o h 316-317,324
HERs 324
EEEE S HIREE 317
NAT— K 316
a—PF—TH 7 FOHIRFEE 315
RBAC 315
a—F—KY— EF M
FIAIA X b vx—T % (EEM) 1M
a—¥ a—/ 313
RBAC 313
Z—H%— 1 —)L VLAN R >— Z£F 323
RBAC 323
a—PF—b— f L HF =T =2 AR — EHE 321
RBAC 321
a—HF o— B LU —, B 319
RBAC 319

&£

316
Z—HF RZAT—F 316

B

554 KB 159
159

D)

JE— b o —¥RIE 18
2T a—7 118

Y E— b PRI, RE 121122
AT a—7 121122

%

JL—)L 314
RBAC 314

n

7 128-129

a7 7\0“\/“1‘—‘/1/\ For

AV a—F Vas, EROEKTR

ARl a—7 Va7, 1Ek
ARl a—T Vad, ArTa— 7

A
z—)L 313
FORE 313

o—Ny 27 111, 114
A R4 M
Ea A 1M
HERL DR 114
HIFRFEE 1M
BER 1M
HEHO1M

128

128

Fx v IRA L b 3 —OERK
Frzv I RA L FPDIE—

FxwIRAL N T ANLDOHIE

m

129

m

m

Fry I RA LN 77 A N~OER 11
T AN RE 114

°— LNy 7 DIk
a7 7y 18
Ay a—7 118

m

ng 7yAN Y AR THE

A a—7 120

as 7yAN, HE 126

AT a—7 126

H

J—7 E— R 255-257
g 255
R — X A DR
sl 256
Hhik 256
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