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SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# ssh key {dsa [force] | rsa [bits[force]]}
3. switch(config)# exit
4. (Optional) switch# show ssh key
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 | switch# configure terminal Jua—)L a7 4 Xal—ay T— REBG
LET,
R Fw 7 2 | switch(config)# ssh key {dsa[force] | rsa [bits[force]]} | SSH — N— F—% Ak L E9,
bits 5140Ti%, F—DAERITHENT 5y MIAER
ELET, ARh7eHPHIX 768 ~ 4096 T, T 7 4
JU ML 1024 T,
BEFOX —42@E &2 55515, ¥—7— K force
ZREHLET,
R w 7 3 | switch(config)# exit Jau—)Lary7 4 Xal—yary T— RERT
LET,
R T v 7 4| (Optional) switch# show ssh key SSH #—/"\— F—%&FRLET,
2w 7§ | (Optional) switch# copy running-config startup-config | 272> 7 4 X2l —3 g %, AX— T v 7 2

Y74 Xal—varilar—LEd,

Example

Wiz, SSH —— X —% Ak 246 %

switch# configure terminal
switch (config)# ssh key rsa 2048
switch (config) # exit
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switch# show ssh key
switch# copy running-config startup-config

A—H T7hor A SSH AT —DEE

SSHABF—%FRETHE, NWAU—REZTERENDZ LR, SSHZ FA4 7 bEMFEHLT
oA TEET, SSHAMF—IT. ROIFBHEOWTNIOERTIHEETXET,

+ Open SSH B
» Internet Engineering Task Force (IETF) SECSH &=

* Privacy Enhanced Mail (PEM) BB —FEHE

Open SSH 2 (C & % SSH ABF—DIETE
22— =T NHIZSSHEA T SSH ARF—%ZHETEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# username username sshkey ssh-key
3. switch(config)# exit
4. (Optional) switch# show user-account
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 | switch# configure terminal 7Ta— )L a7 4 X2 lb—3ay ®— FEELG

L/ij‘o

AT 7 2 | switch(config)# username username sshkey ssh-key SSH % SSH A F — &% E L 7,

R w 7 3 | switch(config)# exit Jau—)Lary7 4 Xal—yary T— RERT
LET,
R T w 7 4 | (Optional) switch# show user-account 22— — T hHT L NOBREEFERLET,

2w 7§ | (Optional) switch# copy running-config startup-config | 2472 7 4 X2l —3 g %, AX— T v/ 2
Y7 4Xal—varilar—LEd,
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switch# configure terminal

IETF SECSH 2t I & % SsH B+ —nisz [

switch (config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAri3mQy4W1AVIY2t2hrEWgbUEYz
C£TPO5B8LRkedn56BEy2N9ZcdpqgE 6aqiLZwiZcTFEZaAAZp9AS8 6dgRA ) sKGs 7TUxnhGySr8ZELv+DOBsDQH6rZ t OKR+2Da8hJD4Z
XIeccWk0gS1DQUNZ300xstQsYZUtgnxlbvm5NinnOMcNinnOMc=

switch (config)# exit
switch# show user-account

switch# copy running-config startup-config

\)

Note -S>l username =~ > NI,

e

AT LT 2IDITEATSNTOETD, H—

IETF SECSH 2= & % SSH A+ —DiEE
g—H— 7 H 7 MHIZIETF SECSH JER T SSH A F— 2 ETX £,

SUMMARY STEPS
1. switch# copy server-file bootflash: filename
2. switch# configureterminal
3. switch(config)# username username sshkey file filename
4. switch(config)# exit
5. (Optional) switch# show user-account
6. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# copy server-file bootflash: filename

H—/3—75 [ETF SECSH R0 SSH F — % & ie
Ty ANEH T a— R LET, FileTransfer Protocol
(FTP) . SCP. SSHFile Transfer Protocol (SFTP) .
% 7213 Trivial File Transfer Protocol (TFTP) H—/3—

ARHATE ET,

ATvT2

switch# configure terminal

Ta—N)L ar 74X al—ay T— NeG
L/iﬁ‘o

ATvT3

switch(config)# user name username sshkey filefilename

SSH JE: T SSH ABAF— % EL £ T,

ATvT4

switch(config)# exit

Ju—r)b a7 4 Fal—ary T— KT
Li‘j—o

ATy Th

(Optional) switch# show user-account

2—P=TH T NOREER T LET,
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Command or Action Purpose

25w 7 6 | (Optional) switch# copy running-config startup-config | 52472 7 s X2l — g%, AZ— T v S =
Y74 F¥al—varilar—LET,

Example

&Iz, IETF SECSH JE: T SSH AR —%f8E T 202 R~ LE 7,

switch#copy tftp://10.10.1.1/secsh file.pub bootflash:secsh_file.pub
switch# configure terminal

switch (config)# username Userl sshkey file bootflash:secsh_file.pub
switch (config) # exit

switch# show user-account

switch# copy running-config startup-config

PEM 7+ —< v M -2ABAT—SBAERKIZ L 5 SSH AHF—DIETE
2—H—T 7 NHIZPEM 7 +—~ v MEEN TR F—FEAEE X TSSH AR — %45

ETEET,
SUMMARY STEPS
1. switch# copy server-file bootflash: filename
2. switch# configureterminal
3. (Optional) switch# show user-account
4. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# copy server-file bootflash: filename HP— =75 PEM 7+ —~< v MEE =A% —
FEAERADSSHX — 2507 7 A Ve U a—
FL%E9, FTP, SCP, SFTP, F7IXTFTP #—/ 3—
R TEET,
R T w 7 2 | switch# configureterminal ra—)ary 7 4 Xalb—ary T— NElG
L/ \i—g—O
R w 7 3 | (Optional) switch# show user-account a—PF—TFTh T NOREEFZRLET,
R Fw 7 4 | (Optional) switch# copy running-config startup-config | 2472 7 4 ol —T g %, A¥— 7 v/
Y74 F¥al—vailar—LET,
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Example
RIZ, PEM 7 4 —~ v MEIN7Z A ¥ —FEEE T SSH A ¥ — 25 E 1 26l %
~LET,

switch# copy tftp://10.10.1.1/cert.pem bootflash:cert.pem
switch# configure terminal

switch# show user-account

switch# copy running-config startup-config

JE—F TNAREDSSHE YL a3 DR
Cisco Nexus 7 /34 ZAnH U E— b T8 R THSSHE Y v a VBB TEET,

SUMMARY STEPS
1. switch# ssh {hostname | username@hostname} [ vrf vrf-name]
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# ssh {hosthame | username@hostname} [ vrf VE— KN FANAZRLEDSSHEY > a &K LE
vrf-name] 9. 51 hostname (21X, IPv4 7 R L A7 IEIAR A
FMaERELET,

SSH.RR D)7

SCP £72IZSFTP 2 L CH— =67 7 AV E X T u— RT354F, ——L{E
MO H D SSH PR 2 feSL L E T,

SUMMARY STEPS
1. switch# clear ssh hosts
DETAILED STEPS
Procedure
Command or Action Purpose
R T 71 |switch# clear ssh hosts SSHHRA Mty arva 277 LET,

SSHHY—/\DT414E—T L1
SSH #—/3—{%, 7 7 4/ k TCisco Nexus 7 /31 A TA R—T LI > TNET,
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SUMMARY STEPS

1. switch# configureterminal

2. switch(config)# [no] feature ssh

3. switch(config)# exit

4. (Optional) switch# show ssh server

5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R T w 71 |switch# configure terminal Jua—\)ary 7 4 ¥al—3gy T KBk
LET,

R T v 7 2 | switch(config)# [no] feature ssh SSHH—/ =% A F—T LT 4 E—T M LET,
T 74N M TIEAMNI > TVET,

AT 7 3 | switch(config)# exit yra—r_) ar7 4 ¥al—ay ET— REET
LET,

Z 5w 7 4 | (Optional) switch# show ssh server SSH #— "—DHEZEFRLET,

R F v 75 | (Optional) switch# copy running-config startup-config | /72> 7 4 ¥al— g%, AZ— 7 v/

Y74 X2l —valat—LET,

SSH H—/\ —DHIRR
SSH H—"—%7 ¢ =7 M Uiz, SSH ¥ —"— F—ZHIRTE T,

\)

Note

SSH #HEA X —7 W2 d 5I120%, £, SSH YV —— F—Z2 Ak 20 ER’H D 97,

SUMMARY STEPS

switch# configure terminal
switch(config)# no feature ssh
switch(config)# no ssh key [dsa | rsa]
switch(config)# exit

(Optional) switch# show ssh key

oak N2
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DETAILED STEPS

Procedure

sshteveavasy7 |

Command or Action

Purpose

R T w 71 |switch# configure terminal Joa—N\)ary 74 Xalb— gy B— NEEtG
LET,

R T 7 2 | switch(config)# no feature ssh SSH #r—N—%F s —7 I LET,

25y 7 3 | switch(config)# no ssh key [dsa | rsal SSH #—/% % — % Kll& L %7,
T 74V FTIE, TXTO SSH F—2 IR S E
R

R T 7 4 | switch(config)# exit Jau—N)Lar7 4 Xal—yary ET— RERT
LET,

R T 75 | (Optional) switch# show ssh key SSH h—N—DFEERRLET,

2w 7 6 | (Optional) switch# copy running-config startup-config | 2472 7 4 a2l —3 g%, AX— T v/

Y7 4Xal—varilar—L%d,

SSHtEvyI a7
CiscoNexus T34 A1 SSHE v a v &7 V7 CT&E %1,

SUMMARY STEPS

1. switch# show users

2. switch# clear linevty-line
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

switch# show users

a—P—tya U FERERRLET,

ATy T2

switch# clear line vty-line

a—¥SSHE v arvzs U7 LET,

SSH D&% 7 5l

WIZ, SSH #RET A6~ LET,
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SUMMARY STEPS
1. SSH YV — R F—%4 L E7,
2. SSHH—NE&AX—TNIZLET,
3. SSHY¥—N"—F—%2FRLET,
4. Open SSHFHIZ LD SSH ABF—Z4E LT,
5. REEHRGFLET,
DETAILED STEPS
Procedure

RT9F1 SSHY— N F—ZAERLET,
switch(config) # ssh key rsa

generating rsa key (1024 bits).....

generated rsa key

RATYT2 SSHH—NaA RX—T /M LET,
switch# configure terminal

switch(config)# feature ssh

Note
SSH YV —R_—3TF 7 /L s TA X =T NI oTCWb=d, ZOFETSLELY EEA,

ATv T3 SSHH—N"—F—%2FRLET,

switch (config)# show ssh key

rsa Keys generated:Fri May 8 22:09:47 2009

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAri3mQy4WIlAVIY2t2hrEWgbUEYzCETPO5B8LRkedn56BEY2N9ZcdpgE6aqdLZwiZ/
cTFEzaAAZp9AS86dgBA]sKGs7UxnhGySr8ZELv+DQOBsSDQH6rZt 0KR+2Da8hJD4Z2XIeccWk0gS1DQUNZ300xstQsYZUtgnxlbvm5/

NinnOMc=

bitcount:1024
fingerprint:
4b:4d:£6:09:42:€9:d9:71:3c:bd:09:94:4a:93:ac:ca

R R R R R R R R R R R

could not retrieve dsa key information

R R R R R R R R I R R R

AT w74 OpenSSH ERUZ L% SSH AT —%FEE L 7,
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switch(config) # username Userl sshkey ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAri3mQy4W1AVOY2t2hrEWgbUEYz
C£TPO5B8LRkedn56BEy2N9ZcdpqE6aqiLZwfZcTFEZaAAZp9AS86dgBAjsKGs 7UxnhGySr8ZELv+DQBsDQH6rZt0KR+2Da8hJD47Z

XIeccWk0gS1DQUNZ300xstQsYZUtgnxlbvm5NinnOMcNinnOMc=

ATV TS RELGRFELET,

switch (config) # copy running-config startup-config

Telnet ML E

Telnet —/\D A4 *— T )Lt

F 7 4L N T3, Telnet — N — |3 A X — T ITHESINTVWET, Cisco Nexus T /314 A D
Telnet »——% 5 4 =T M TEET,

SUMMARY STEPS
1. switch# configureterminal
2. switch(config)# [no] featuretelnet
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# configure terminal 7Ta— )L a7 4 X2 lb—3ay B— FEEG
LET,
R T 72 | switch(config)# [no] feature telnet Telnet ¥—/N—% A X —T VT 4 =T ML &
Fo TN PTIHARX—T NI TNET,

Telnet 5 —/A— DB A *— T IJLit

Cisco Nexus 7 /34 A D Telnet —/"—NF 4 B —T W ENTHEIT. HEAX—T VT
xE9,

SUMMARY STEPS
1. switch(config)# [no] feature telnet
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DETAILED STEPS
Procedure
Command or Action Purpose
Z v 7 1 | switch(config)# [no] feature telnet Telnet % — "—Z FHEA X —T /WIZ LET,

JE—F TF/INA R ED Telnet v 2 3 > DELE

Telnett v g U ZBMBLTY E— F T8 AZEEHET DHNC, WOEEEZITHOMLERSHY £
K

cVE= TS ZAORA MERFLET, BEIZECT, VE—F TS ADa—H—
AHBIELET,

* Cisco Nexus 7 /34 A _EC Telnet ——% A4 X—T7 VI LET,

e JE— M 54 A LT Telnet —_—% A4 X—T VI LET,

SUMMARY STEPS
1. switch# telnet hostname
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71| switch# telnet hostname UE—FrTARALDTelnett v v a VAR L E

T, 5%k hostname (Z1%, IPv4 7 KL A FE 72T T
A A EHRELET,

Example

WIZ, Telnet B g U EBIELTY E— b T4 RS T A0 2R~ LET,

switch# telnet 10.10.1.1
Trying 10.10.1.1...
Connected to 10.10.1.1.
Escape character is '"]1'.
switch login:

Telnet v 3>Do U7
Cisco Nexus 7 /3A A5 Telnet v > a v %27 ) 7 TEEJ,
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SUMMARY STEPS
1. switch# show users
2. switch# clear linevty-line
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 | switch# show users a—H—tyra UEREERLET,
AT 7 2 | switch# clear linevty-line a—HF Telnettvavs 27 V7 LET,

SSH £ & U Telnet MEZEE D FEER
SSH O EFHE X RT DITIL, ROWTNDOEEEITNET,

Procedure

« switch# show ssh key [dsa | rsa]

AR RFEERTI VI Y =)

switch# show running-config security[all] EiTary 7 4 X2 —2 3 HNOSSH &

2= T AU NOREERRLET, al
¥F—U—F&fETHEL. SSHB L2 —
=TT NOT T x v MERFRI

i‘d‘o
switch# show ssh server SSH —N"—DREEFRLET,
switch# show user-account a—H—THhor MEREZFERLET,

SSHOT 74 FETE
WDFEIZ, SSHXTA—XZ DT 74V "R EERLET,

Table 1: T 7 # )L ) SSH/IXS5 A —4

NS A—H TI74ILE
SSH H—/ A 32—
SSH H#—/% % — 1024 £ h THER Z 4172 RSA F—

RSA ¥ —/pk > Nk | 1024
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INGA—=5 TIHIE

Telnet H—/X £%h (Enabled)
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