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I, IP ﬂ‘7 varnkty bEnienry bbHD ET,
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HRIND T T AL, TNEDNRT y N RS PISEAF T D i A R AR
HAN= AL a gt LET,

NFHNARFHET D 72012, Cisco NX-OS T /34 AT A —/R— A W £V 2 — V| ZH|ZET 5]
Ty NESHELT, 7y N A TITESWERRS L — MR Y —alATcE 5 X o1
LET, 72&2I1E Hello A vb—Y D7 v han Xy MITEKE S 2D, 1P 47
arPty FENTNDLEDIZA—/N—NA P ET 2 — VIEFEENDL Ny MiE, 77
A=y LR /»—-?/7%1%%1/1/\/7/# FHEEL— MHIBEIRY —2REL., FK I
DL ENBZOLNET,

2y NOSGFEIZIE, IRONRT A =X B TEET,
s EFEILIP T RLX
« 5SS 1P 7 R LA
« FEILAR— b
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T B WA =N =%
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CoPP 7R!) o —

2Ny FOGEERKEID D & CiscoNX-0S T34 AT A—/S—=R_A P £V 2 —VICHET D
Nry hDOL— bEHIEITEAT=ALNH Y £7,

RV 7 b—MIIBMBHZ Dy v (PPS) EWHEATHRESNE T, Ik
FNFENOT7u—3, PPSTERTRY 7 Lb— MfREZIEET D Z LI kLo TEBNZRY &
VI TEET,
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~>Lb—Fk
CiscoNX-0S 7 /3A A DO FEFEENFFIZIE, DoSHENH ZA— = R_A P TV 2 — L EaR#T D
728 DT 7 /v b copp-system-policy 28 CiscoNX-0OS YV 7 bV =TIl L > TA VA =&
FT, OBy NT v T 2—FT 4 VT 4T, IROWVTNNHD CoPP RY > —F 7 a %
WIRT A2 L2k, BT UVTDOCPPRY V— T FL— FERIRTXE,

eDefault : LA P2BIRLAF¥3IARY —, CPUIZNSV RFENTWAAAL T K T
T4 T EN—T v R NI 74y 7 OB TEYIRER) T NT AR LET,
sLayer2 : LA Y2AHR Y v—, CPUILAAS Y RENTWDHLAF2 T 74 v (I& 21X
BPDU) 12L& DFY 77 Lo AE5FET,

sLayer3: LA/ ¥ 3ARY —, CPUIZNRAL L RENTWABLA¥3I T T70v7 (I2Ex
IX. BGP, RIP, OSPF 2 &) Ik 7V 77 L2529,
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740 kcorp KU s— [

AT a VEBRLRPSTGER. By VT v T 2T 4 U T 4 ZET LR oSG
I¥. CiscoNX-0S V7 h 7 = 72XV Default RNV o V@A ENET, BANLZOT 7 4+
R RV =AU, BEIZEUTC PP RY —2ERTHZ L MR LET,

7 7 4 /v b O copp-system-policy A8 U > —IT1%, BRI T A ZEIEITR b L7 B3R E
SNTWET, 7T 25 DoS (T T D2 REELHTHEAT DL D, FEDZ TART 7E X =
Y hrer—n AL (ACL) ZBEMT20ERHY £7,

default, Layer2 36 KU Layer3 7 7' L— F & U0 2 DITIE, setup 2~ & Rafli > TRRGE
2—=T A4 VT A EZHOCANTLHIENTETET,

T4k CoPP R 2 —

ZORY—F, AA Y FIZT 74NV M THAINET, ZHZE, FEAEDOXRY NU—7
MANZHE LAY — L— 2O IARGENLTWET, ORI —TFT 7 L— %
TEFTLHZLIITEEEAN, TRA ZADCPPRELZLEETEET, By T v a—F 4
V7 4 2FfTLTCT 74NV D CPP R > — T a7 7 A vty T v 73 5L, CoPP AR
U =kt L CRRIZAT ORI TR COERENHIBRS L E T,

ZORY —OREIFIROLEBY TT,

policy-map type control-plane copp-system-policy

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-1l3destmiss
police pps 100

class copp-s-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s—-ip-options
police pps 100

class copp-s—-ip-nat
police pps 100

class copp-s—-ipmcmiss
police pps 400

class copp-s—-ipmc-g-hit
police pps 400

class copp-s—-ipmc-rpf-fail-g
police pps 400

class copp-s—-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1300

class copp-s-eigrp
police pps 200

class copp-s-pimreg
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police pps 200
class copp-s-pimautorp
police pps 200

class copp-s-routingProtol

police pps 1000
class copp-s-arp
police pps 200
class copp-s-ptp
police pps 1000
class copp-s-bpdu
police pps 12000
class copp-s-cdp
police pps 400
class copp-s-lacp
police pps 400
class copp-s-1lldp
police pps 200
class copp-icmp
police pps 200
class copp-telnet
police pps 500
class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
class copp-ftp
police pps 100
class copp-http
police pps 100

L4+ 2CoPPR!) > —

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-13destmiss
police pps 100

class copp-s—-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s-ip-nat
police pps 100

class copp-s-ipmcmiss
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CORY) =TT — b e BETEZLIITEEREARL, T34 ADCoPPRTELLEH T
T4, By T v a2—T 4 VT 4 H5FITLTLAY2CPPRY v —T 77 vEEy b
T w7t BHE, CoPPRY —I6 L THThN T RTOEENEIBREE T,

ZORY —OBREIFIROELBY TT,

policy-map type control-plane copp-system-policy
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police pps 400
class copp-s-ipmc-g-hit
police pps 400

class copp-s-ipmc-rpf-fail-g

police pps 400

class copp-s-ipmc-rpf-fail-sg

police pps 400
class copp-s—-dhcpreq
police pps 300
class copp-s-dhcpresp
police pps 300
class copp-s-igmp
police pps 400

class copp-s-routingProto2

police pps 1200

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol

police pps 900
class copp-s-arp
police pps 200
class copp-s-ptp
police pps 1000
class copp-s-bpdu
police pps 12300
class copp-s-cdp
police pps 400
class copp-s-lacp
police pps 400
class copp-s-1lldp
police pps 200
class copp-icmp
police pps 200
class copp-telnet
police pps 500
class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
class copp-ftp
police pps 100
class copp-http
police pps 100

L4+ 3CoPPR!)>—

Lav3corp ity v— [

CORY) =TT — b e BETEZZLITTEEREARL, T34 ADCoPPRTELXLEH T
T4, By T v a2—T 4 VT 4 H5FITLTLAY3CPPRY v —T 77 a2y b
T w7t hHE, CoPPARY —I6 L THThN T RTOEENEIFRES N E T,
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ZDORY —DFKE

class copp-s-defa
police pps 400
class copp-s-ping
police pps 100
class copp-s-13de
police pps 100
class copp-s-glea
police pps 500
class copp-s-13mt
police pps 100
class copp-s-ttll
police pps 100
class copp-s-ip-o
police pps 100
class copp-s-ip-n
police pps 100
class copp-s-ipmc
police pps 400
class copp-s-ipmc
police pps 400
class copp-s-ipmc
police pps 400
class copp-s-ipmc
police pps 400
class copp-s-dhcp
police pps 300
class copp-s-dhcp
police pps 300
class copp-s-igmp
police pps 400
class copp-s-rout
police pps 4000
class copp-s-eigr
police pps 200
class copp-s-pimr
police pps 200
class copp-s-pima
police pps 200
class copp-s-rout
police pps 4000
class copp-s-arp
police pps 200
class copp-s-ptp
police pps 1000
class copp-s-bpdu
police pps 6000
class copp-s-cdp
police pps 200
class copp-s-lacp
police pps 200
class copp-s-1lldp
police pps 200
class copp-icmp
police pps 200
class copp-telnet
police pps 500
class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp

KD L350 T,

policy-map type control-plane copp-system-policy

ult

stmiss
n

ufail

ptions

at

miss

-g-hit
-rpf-fail-g
-rpf-fail-sg
req

resp

ingProto2
p

eg

utorp

ingProtol
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police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
class copp-ftp
police pps 100
class copp-http
police pps 100

— O
CoPP U S RX<TvD
RY—NDY T AL, IRD2ODEZATHRHY £9,

AT 4T ZNHDTTAE, FEAR) =TT — O THY, K —F7=
IZCoPPERENOLHIFRCTE A, AZT 4 vV 77 RiE, @H., T35 ADEELE
glEzoh, RV —ICHER N T 74 v I REENET,

cHAFI VT INHDY TRFIRY —b . {ERR. BN, NIRRT EET, XA
FIv I VI RAEMERLT, BEICEAD CPUITE T 7 4 v (a=Fv A ) M7
FAIRY T EERTE £,

)

GE)  coppsx EVWIARIDY T AFIAZT 47 7 TATYT, ACLIZ, AZT 4w 7 A A4F Iy
7 OGO T ABHEAT D Z ENTEET,

A A v F%i TP Protocol-Independent Multicast (PIM) 7 — X Bék/ N7 v & —FT 5 K 91T,
L CoPP 7 7 A [copp-s-pim-datareg| 23BN S4VE L7z, Z D CoPP 7 7 A%, PIM 7T —
B XGRNT N E 600 87w NP (pps) DRV Y — L— R THIEDO F = —IZ58T 572912
TNbET, PIM 72 h2bd 320 CoPP 7 7 A% LLFILRLET,
» copp-s-pimreg - PIM hello <° join-prune 72 & D, </ FF ¥ A h X7 > v TH 5D PIM 7'
Fan Ry M= LET,

« copp-s-pimautorp — PIM RP #4R 7’12 k =)L X7y MZ—E L £7,

* copp-s-pim-datareg - PIM 7 — # B &k~ MZ—EH L £,

1#EH=YDNTY DI LDy IR

BEDORY —0 1 &0 D34 b (PPS) OA/E (RU T —D%K 7 T ZAERS D PPS D
A O ERIZ, PPSO 7 LYy MR (PCL) @ EfRIZ/2 D £5°, FFEDZ 7 AD PPS 3
MUTPCLEET 5L, RENESGINET, HARO PPS 209 121X, PCL ## 2 % PPS
Dy EMD T T ADLWD IELLERH Y 5,
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CoPP L EEA A —T (4R

Cisco NX-OS 7 /31 R %, FBA »F—T =4 X (mgmt0) ZHHR—FLRON—FT =7
N—=Z2D CoPP 2T HYAR—FLET, 7V A7/ Fmgmt0 A > & — 714xiamv
EEEER T 5720, COPPRFEESNTVWAEAL NV R NI 74 v 7 =Ry =7 3@l L £
A,

mgmtQ) f > ¥ —7 A4 AT, ACLEZHEL T, EFATDNT T4 v I ~DT 7 BRAEF
FEITERTHZENTEET,

CoPP MEESRIA L HIFIEIR

CoPP ICT 2HEEFH LGN FRIIRDO LBV TT,

cBADYFT VAL CTT 740 b, L2, FRIT L3RI —28IR L, BEIN-8E
WZHADNWT, CoPPARY U — 2% TEETHZ L AHRELET,

e fast-reload ZET LB, T 74 v I DRERICWER LTS, T T7 4 v 7128V T +H-
2~ 5% ORFRAIENRK 30 ~ 40 EFRAT 2581E. ARP X7~ MIB$ 5 CoPP fii%
K<< LFET,

¢« COPP D) A X~ A RITikGHI 72 7 0 A T3, CoPPEZHRTT H & X013, BTEOBRET
ERASND 7 m b a oI N2 T, = ERERICME R R — =3 PHRE & Z T
HUHENHDET, ZNHOTE ha/LOEEENREE SN S, CoPP 2EH 3 5 LB
HFEI,

swriteerase =< K& U r—RiZXk v, copp-sbfd 2~ RIZBEL T, RV 7 D18
M7= D35y b (PPS) OF 7 /b MED 900 IZAEE I ET,

« CoPP ZffMIICE =X —F 5 2 L2 HELET, Fu v 7B RAELEEAIE, CoPPA K
TI7 4 v I EBROT Ry T LIzOn, £ AQW%Wﬂbmébfbm/7Lt@#
ZHELTLLEE, EH0D5ES, Wz ot LT, Bl CoPP R > —2 i+ 2%
D, ERIEIH AL <A XFEH CoPP R L — 5 BETHNERNHLNE D NETHME L E
R

« CiscoNX-OS V7 b7 =7 (%, i) CoPP &Y A L b E— R&HAR— b LEEA, CoPP
IIABTETTHR— FSET, servicepolicy output copp 1, =2 hr— FL—r o
VE—=T oA AITHEHATEEE A,

« FTLUWCoPP R Y > —DfERIZ A — F &N TWERA,

« T w77 L— RTDHBITIE, T 7 4/ b LLDP CoPP {43 500 pps Aiiii Td> D 7 E D iR
LTLZEVY, 500 pps Kiiii T DA 1E, ko =a~ > REMiH LT, F#T500pps (22
HLTSIEEN,

switch (config)# policy-map type control-plane policy-map-name

switch (config-pmap) # class copp-s-1lldp
switch (config-pmap-c)# police pps 500
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eglean (F¥ v aT—RDITATITHNV DI FTA~yT) (ZETHNN—RU=T
T AIETEH D EE A,

*MTU [EEZ 7 A =y FIZET 200 213H 0 £ A,

*NATIZRHT 2= RU =T WU Zi3dH0 £,

« IPMCMISS [ZBHF 2 — KU =7 Ao Zidbv £8 A,

CAXT 4y I TA Ty T I match ACL A7 — M AV F#BIITE 8 A,

o MUFADRIE I TWRWES . Cisco Nexus 3500 > U — X AA v Fix, T+ XTHON
vy bheERey 7 LET, £/2, FURARRESNTWHDEHAETH, FrpbAf ¥ —
T2 A APBREIN TN, RV A E—T oA ARy N T REED L %
X, Ny MR Ry 7FERhET,

RA BV —RA b b (FEmEsidt) : Cisco Nexus 3500 & U — X 2 A »F
%, featuretunnel 2= > RBREINTEY, FE/F v FOIMNTEEILE L O%LET
RLRAE—HT 2D RV REEILBLUSET RLRIZE > TRESNTWHEMFTREZR
NN A B =T 2 A ADBFET DB, ZDOAL v F &5 LT 5T X TOIP-in-IP
INT Y NI TR EBRLET, EEILB IO NNT Y R —H L WGEE72X
AVE—T A AN Y v NETREOLEIT, X7y MR Ry 7FanEd,

kDT TR IAVIRE: GEETTDA)  : CiscoNexus3500 2V — X 21 » F %, feature
tunnel 2~ > RNBREINTEY ., HE Ty FOAERENLET FRLALE—FT 5 Foxb
EEILT RLARAICL S TRESNNTWAEHARER h RV A U H—T = A ABFHET D
BHIL, TDOAAL v Fm5ust T 5T X TOIP-in-IP 37 v b DI AL L £,
BETAT Y bR LR WEEERIIA v A —T oA ANV v v NE T REEOBEE
. X7y MR Ry 7FPENnET,

AT 7SRV AR— MEH T NXAPL 2T 2551%, X7y MR Re vy 783, ANk

Z W CLI A PERFBINIZE D X 912, 3000PPS b7 7 4 v 7 Z#Fa[95 K 91T (http D)
CoPP RV v —%ECTHERH Y £,

Yty b T w7 A7) T NEFE(TTSHE. [Enter tobasic configuration (yes/no)?) &9

a7 N NRERENET,
oL INETHE, TN IDCOPPRY v —FT 0T L— MIVATAIEH SN E
B A,

cyes LIET DL, B NN~ a3 DF 7 4L hD CoPPRY v— T U L— R
AT AMIHEHEINET, ZOBIEIZLY, AT L CPP 7 7 AIZRESNTNDT
T xRN ORY) — L — B EEEEINET,

N

GE) 22 U7 b oty N7y 227 U7 NOEFHIC Cul+C &4
LTI FNNEDCOPPARY — T L— MIV AT AT A
ST, BEfFD CoPP R Y v —l3EEEINEHA
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sy b7y T A7 VT R EETUCHEAREE AL LIRIC CultC & &Y OF
RTOAT v I MAX >y 7 Zf,  [Apply and save the config before exiting (yes/no)?) &9
T T ERERRENET,

oL IEET AL, TN EFDCPPRY O —F o FL— MIVATAIEHSNE
A,

cyes LIRETH L B N—2a DT 7 4L hD CoPP AR Y v— T U7 L— R NE
HAESNET, ZOEEIZLY, AT LCOPP 7 TRAICHEESNTWST 7+ ML
HNORIY— L— R EEEENET,

ey NT T ATV T ML, 22— —EED CoPP 7 T AEZEE LEH A,

ey Ty T ATV IREFICETIN, TO—BRELTT 74/ FDOCoPPRY ¥ —
T L— @A IND L., By FAERE Ry IRV ET, =
OHEHRIC, arybae—L L —r T halnNT Iy ITEIENHY FT,

*PPSOV LYy FRMEWER-ENDE, By 8T w7 A7 U T MR T 7 40 k@ CoPP R

V=707 b= OFREICRKRT L E03HVET, 22k, PPSBRErDOT AT
L CoPP 7 ZAMNMNI DU EATLDZ ERBHY ET, ZHICED, &V PPSEAZFFO2—
W—EFR 7*7%75%%2:%’{’5_{‘* PHERBHY EF, T 74/ RO CoPP R Y v —% i
%#5 L, =P —EFRDCoPP 7 7 ADPPSIEZHREL T, By NT vy 7T A7 VT
%%ﬁf%ﬁ?éﬁ%#&@iﬁo

« CDP (copp-s-cdp) . LLDP (copp-s-lldp) . LACP (copp-s-lacp) . BPDU (copp-s-bpdu)
JITADN=RT 2T BIRNYT7 Ny =T7 =87y b 725, Cisco Nexus 3548 7
Ty M7 —b AL v FTEHNINET, FERIZ, copp-s-dhepreq 35 & U copp-s-dhepresp
I TADN= Ry =T BEIOY 7 by =T =BTy b AT bERERET,

s BEMNCOPPRY —IZ#HIND &, BEIIET I v 7EELE LT AA—RU = TITHE
LExhEd, 207w RcE0, FHENT 7 0 v 7 NFHESHDEAREERH D 7,

COPPDT7 v 7T L—FIZEAY 5 EEEIE

CoPP |ZiX, 777 L — RICEHTARDIEEFENLH D £,

* CoPP HHE%A ¥R — b L 72\ Cisco NX-0OS U U — A 7)2& CoPP ##E % ¥ 48— 35 Cisco
NX-0S VU —RIZT7 v 77 L—RT D5/, A, v TFORBFHIT 74V K R v—
Z M~ T CoPP BNHBIIZA F—T Iz ENET, BIORY o— (F 74/ b, 13, 12)
BAF—TMIT DL, Ty 77— RRICEYy N v 7 A7 U N EFTT H0EN
HY FET, CoPPIR#ELZRE LW E ., NX-0S 7 /31 AL DoS BB 2%} L CHiga ik e
DFEFITRY FET,

« CoPP HREZ V7R — 4% CiscoNX-0S U U —2Zn b, iy e ha/LoiBig 7 2%

ﬁmmmw%%%ﬁﬁ~bﬁéamwmos)) 2T v T — T 584 1%. CoPP
DF LW T A &R EEICT D720 t/k7/7n—74)74%%ﬁ#5m%ﬂ%
nE9,

= B ooro— L IJL—rRYLUIDHE



| avro—nJL—rRyLoTnHEE

CoPP DERFE .

ety N7 T AV VT NI, CPUILERTHIIEIE 70— ZnTHRY oo L—

NEEET DD,

TNRA T T4 w7 BRETLIRMTIERLS, A7 Ya—En

FAVTFFURHIREICEY NPT v RV Y F N E2ETTH LA HERLET,

« Cisco NX-0S Release 6.02)A3(2) (27 v 77 L— R4 BEI2i%, 5 7 4 /L k LLDP CoPP fi
725 500 pps Kfii T DM E I DR L T IZE WY, 500 LV /hEWEHIE, ROa~v R
R LT, FEITS00 IZERE LTS EEN,
switch(config)# policy-map type control-plane copp-system-policy

switch (config-pmap) # class copp-s-1lldp
switch (config-pmap-c)# police pps 500

CoPP D% E

O kA—ILTL—295RA Ty TOETE

gy ira—nL Tl —r R ) —Dary ha— LT —r VTR T ERTETALERH D

FIEDHE

F IR D

FIE

jibg«o

T T4y 7 ESET AT, BFED ACLIZESWT Ay y FEBALET, ACL F—7U—
K permit 3 X W deny 1%, ~ v F > ZHRFICITEH I E T,

48 HHEIIZ

JIA<wyT7HNTACEE Yy b WU H AT H5EEE. IPACLARELTHDZ Lo

WBLET,

configureterminal

class-map type control-plane match-any class-map-name

1
2
3
4. exit
5
6

(f£&) match access-group name access-list-name

(f£&) show class-map type control-plane [class-map-name]
(f£&) copy running-config startup-config

ARV KRFERERETY 3y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Juau—)Lary7 4 Xal—ay FT— NELG
L/ij‘o

avrao—LFL—rvRysoioEE |}
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ARV RFERETIVa Y

B8

ATv T2

class-map typecontrol-plane match-any class-map-name

1

switch(config)# class-map type control-plane
ClassMapA
switch (config-cmap) #

aryhr— T —r VTR TEREL, 7
FAwy S a7 4X¥al— gy EB— NE[LE
LEd, 774V D7 T XA —EImatch-any TT,
RN HRK 64 LF T, RICFE/NCFIERNEN
£

GE)

class-default, match-all, ¥ 72!/% match-any %7 7 A
vy THIENTE £ A,

ATvT3

(f£&) match access-group name access-list-name

1

switch (config-cmap) # match access-group name
MyAccessList

IPACL D~ v F o 7 &4aE LET, HED P ACL
D=y F U TEITOIGEE., ZOAT v T a2 K
LET,

(G¥)

ACL —U— K permit 3 X O deny IZ, CoPP ~ v
F U 7RI A S NV E T,

ATvT4

exit
B -

switch (config-cmap) # exit
switch (config) #

UIAY YT AT 4 Fal—var T REf
T ]\/i—é‘o

ATy Th

(f£%&) show class-map type control-plane
[class-map-name]

1 -

switch (config)# show class-map type control-plane

avhap—L FL—r I TRy TOREYFRR
L/\i‘g—(]

ATvT6

(fE&) copy running-config startup-config

1

switch (config) # copy running-config startup-config

FFar 74 ¥al—vark AX— T v
V74X al—vaila—LET,

arvkO—)L FL—2FRYS—T vy TOERE

CoPPORY v —< v T HRETIHILENHVET, R v—~oFIZERY T RT A —
BEEHET, 7IADORI Y —2BTE LR, FDO2 FADF 7+ FPPSIZ0IC

B =oro—LJdL—rHKyL LI

AL/ I

IPv4 X7y FORY =% RETEET,

4a & SRS

avha—nL L= ITASTyTNRELTHDZ L 2R LET,

ﬂg‘l
Il
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avra—LIL—v Ky —vvIonE |

FIEDHE
1. configureterminal
2. policy-map type control-plane policy-map-name
3. class {class-map-name | class}
4. police[pps] {pps-value} [bc] burst-size [bytes | kbytes | mbytes| ms| packets| us]
5. exit
6. exit
7 ({E&) show policy-map type control-plane [expand] [name class-map-name]
8. (&) copy running-config startup-config

FIED ¥

F&E

AU RFERET7TIV3 Y B#
X w 71 | configureterminal Jau—)L a7 4 Xal—ay T— REBHG

1 -

switch# configure terminal
switch (config) #

LET,

Z 5w 72 | policy-map type control-plane policy-map-name aryhe— =R = vy FEREEL,
i - R)v—~wyFarysFal—varyE -z
switch (config)# policy-map type control-plane Eﬁﬁé‘biﬁ‘o 25 U e \\/70% 6ij(jz$klj\jc$z)‘
copp-system-policy E%”éhi?o
switch (config-pmap) #

GE)
R =~y TRHIERTCEERA, R v—~y
7D copp-system-policy 4 DAz T £3, H
—® typecontrol-plane RV ¥ — ~ v T D% iR IE
TEET,

AT 73 |class {class-map-name| class} arybkr— N T—r VTR THERTT T
1 AT 74N NEREL, aryba—L T L—2 7
switch (config-pmap) # class ClassMapA TAILTA Falb—vart— F%‘fﬁﬁﬁﬁbi‘@‘o
switch (config-pmap-c) #

A7 7 4 |police[pps] {pps-value} [bc] burst-size [bytes| kbytes| | [ #bf#]dr7= 0 /%~ b (PPS) BLU=Z X v FFH
mbytes| ms| packets| us] sS—=2 bk (BO) BT % L— MBREFEE L 7
i - PPS OB 0 ~ 20,000 TH, 77 4 /L h PPS L0
switch (config-pmap-c)# police pps 100 bc 10 T‘aao BC @%ﬁﬁi 0 ~ 512000000 Tﬁ‘o 77 ANV

~ BC %A AOHALIT A F T,

ATy 75 |exit RV v—~vF I7TAar7 i Xal—vay

i) : T—FEKTLES,

avrao—LFL—rvRysoioEE |}
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ARV RFERETIVa Y

B8

switch (config-pmap-c)# exit
switch (config-pmap) #

ATvT6

exit
51 -

switch (config-pmap) # exit
switch (config) #

RV —<=y S arv7 s ¥al—rarE— RNk
“TLET,

ATy T1

(L) show policy-map type control-plane [expand]
[name class-map-name]

1

switch (config)# show policy-map type control-plane

arvha—L =2 R v— vy TORELEFK
ﬁ\‘ biﬁ‘o

ATvT8

(f&:#&) copy running-config startup-config

1 -

switch (config)# copy running-config startup-config]

EiTar 74 ¥al—varvk, RAF—KTvF =
Y74 X2l —valat—LET,

arvkA—I)LTL—2HY—EXRRY—D

4R HREIIC

=JL ==

ax AE

arvie—NTL—r R v— vy T ERELET,

FIEDHE
1. configureterminal
2. control-plane
3. exit
4. ({£E) show running-config copp [all]
5. ({£&) copy running-config startup-config
FIIE D
FIR
OV RFERETIVa Y B
AT w 71 | configureterminal JTa— )L a7 4 X2 b—3ay B— R
15“ : Liﬁ—o
switch# configure terminal
switch (config) #
R T 72| control-plane arvhp— L Fl—rar7 4 Xal— g ET—
%l - NZBRtE L ET,

= B ooro— L IJL—rRYLUIDHE
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CoPPshow a7 > K .

AU RFERETIVa Y

B8

switch(config) # control-plane
switch (config-cp) #

ATvT3

exit
51 -

switch (config-cp)# exit
switch (config) #

ayvhp—L 7l —rary7 4 Xal—yg s E—
RE#KTLET,

ATvT4

(f£:7) show running-config copp [all]
{5

switch (config)# show running-config copp

CoPP HEEFR T LET,

ATvTh

(fI:#) copy running-config startup-config

1

switch (config)# copy running-config startup-config

V7 —hrBLON) A — "NFIZEfTa 7 XK=
L—a v BAX— Ny a7 Falb—3
NZav— LT, BREMGEIICHRELET,

CoPPshow <> K

CoPP OB EEREF T AL, KD show =2~v > ROWTHnE AN LET,

avy kR

B

show ip access-lists [acl-name]

CoPP ® ACL &%, VAT
LARTHRESNTWNDTT
®D IPv4 ACL ZFERLFET,

show class-map type control-plane [class-map-name]

DI TAXY TN R
SENTWHACLEED, a2
fe— L FL—r T T A<y
TOREEZRRTLET,

show policy-map
policy-map-name]

type control-plane

[expand] [ name|=> fm—n FL—>r K
ey EEET 57 TR
~ v 7B LW PPS DfE % KR

LET,

show running-config copp [all]

FEirary 7 4 F¥alb—v g v
WD CoPPFRE&EFm LE T,

avrao—LFL—rvRysoioEE |}
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avy kR

S

show running-config acimgr [all]

FEirary 7 4 F¥alb—vg v
DA—VREICLDT 7 A
o ba— Y AR (ACL)
AFRALET, al 7 a v
EEHTLE, FTar T4
Fa2l—a3rDF 7Lk
(CoPPRRE) & a2—HERHIC
X B ACLOW T NRRSINE
RS

show startup-config copp [all]

AR— T v a7 Fa
L—3 9 ND CoPP R E X
RLET,

show startup-config aclmgr [all]

A=K T v a7 4xa
L—yarya—PREICL
H7YoovAa b a—L ) A
F (ACL) ZF/rLE7, all
FFarEERTLHE, A
H—b T o7 ary74¥Xa
L—yaryoFr 7L bk
(CoPPEXIE) &2 —HERIC

L2 ACL DM R FER S E
—a—o
A — —I —
CoPP X ERT—HR ADRK
SUMMARY STEPS
1. switch# show copp status
DETAILED STEPS
Procedure
Command or Action Purpose
R 71 | switch# show copp status CoPP HEREDRREA T — 4 Ak R LET,

Example

WIZ., COPPREAT —H A% T HWERLET,

- B - ro—LTL—r RS IORE
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switch# show copp status

CoPPDE=H) Y

corpnE=21>5 |

SUMMARY STEPS
1. switch# show policy-map interface control-plane
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | switch# show policy-map interface control-plane WH XN CoPP RY > —D—THATXTDY

=7,

FAIZELT, X7y b LULOREHEREFRL

Example

WIZ, CoPP =X T 502 LET,

switch# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy

class-map copp-s-default (match-any)
police pps 400 , bc 0 packets
HW Matched Packets 0
SW Matched Packets 0
class-map copp-s-ping (match-any)
match access-group name copp-system-acl-ping
police pps 100 , bc 0 packets
HW Matched Packets 0
SW Matched Packets 0

CoPP HEHERD Y 1 7

SUMMARY STEPS

1. (Optional) switch# show policy-map interface control-plane
2. switch# clear copp statistics

avrao—LFL—rvRysoioEE |}
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DETAILED STEPS

Procedure

avra—LFL—rRyYysoioEE |

Command or Action

Purpose

Z T w 71 | (Optional) switch# show policy-map interface
control-plane

BEBEHIN TS CoPPRY —BLONZ T AT
L OEHEREFR L T,

R T w 2 | switch# clear copp statistics

CoPP #iittE#Hh A2 27 V7 LET,

Example

WIZ, A X —T oA ABEET, CoPP §ieHEREZ 27 V7T 50 %E R LET,

switch# show policy-map interface control-plane

switch# clear copp statistics

CoPP O &X 7 5l

IP ACL D YERK

ip access-list copp-sample-acl

permit udp any any eq 3333
permit udp any any eq 4444

WIZ, BEr Y MCEAT DA ATRER b v FRVBELE LR WERAIZT X TO IP-in-IP (7
ahand) Nry MEREIZ R Yy 795 K5I CoPP AR —2EHT 562~ LET,
WOBENIRT L DI, T 7 4L b D copp-s-selfip A8 U T —DHIIZ copp-s-ipinip & 1ERKL L £ 7,

ip access-list copp-s-ipinip

10 permit 4 any any

class-map type control-plane match-any copp-s-ipinip
match access-group name copp-s-ipinip

policy-map type control-plane copp-system-policy
class copp-s-ipinip

police pps O

class copp-s-selflp

police pps 500

class copp-s-default

police pps 400

BEEJT S IPACLEZFEAL=Y> 7L CoPP & 5 ADERK
WIZ, CoPP OHFHR 7 7 AL X OBHHET 5 ACL Z1Ek T 5612~ LET,

class-map type control-plane copp-sample-class
match access-group name copp-sample-acl

WIZ, CoPP R o —|Z7 T A&BMT A5 277 LET,

= B ooro— L IJL—rRYLUIDHE
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policy-map type control-plane copp-system-policy
Class copp-sample-class
Police pps 100

Wiz, BEfFD 7 7 A (copp-s-bpdu) @ PPS ZEH I 54l% R L 7,

policy-map type control-plane copp-system-policy
Class copp-s-bpdu
Police pps <new pps_value>

BEEE = (XHRD CoPP DY S5 X & ACL ZBAE T I+ 5
WIZ. ACL ZBEfEE 72138 D CoPP 7 5 A \ZBEfHT 642~ LE T,

class-map type control-plane copp-s-eigrp
match access-grp name copp-system-acl-eigrp6

CoPP RS —IZH S R%EIEM
WIZ, 7 TANRELBINSNTORNEEIZ, CoPPARY > —I27 7 A ZEBNT 5412~ L E
KR

policy-map type control-plane copp-system-policy
class copp-s-eigrp
police pps 100

ARPACLA—ZRDFAFT I 99 V5 ADER

ARP ACL CiZ ARP TCAM #fiH L 3, Z® TCAM OF 7 4 /L k %A XL 0 TH, ARP
ACL % CoPP TEMIF 21213, TORNC, 2D TCAM z B LIS WA X80 5310 % M
W ET,

hardware profile tcam region arpacl 128

copy running-config startup-config
reload

ARP ACL D 1ERK

arp access-list copp-arp-acl
permit ip 20.1.1.1 255.255.255.0 mac any

ARP ACL % 7 T Z BT T, CoPP R Y > —IZF D7 T A %8N+ % FIEIL, TP ACL D
BAOFIEL R LT,

CoPP ¥ 5 XM 1ERL L ARP ACL DESET I+

class-map type control-plane copp-sample-class
match access-group name copp-arp-acl

CoPP R o—MibD Y 5 ZADHIKR

policy-map type control-plane copp-system-policy
no class-abc

SRATLNDDY 5 ADHEIBE

no class-map type control-plane copp-abc

avrao—LFL—rvRysoioEE |}
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A A= TL—=2 I FRAIYTOREDERT

show class-map type control-plane copp-s-pim-datareg
class-map type control-plane match-any copp-s-pim-datareg

WOHNL, copp-s-pim-datareg 7 7 ADA L HZ—T A A a2 fua— T —NERERLT
b\iﬁ‘o

switch# sh policy-map interface control-plane class copp-s-pim-datareg
Control Plane
service-policy input: copp-system-policy

class-map copp-s-pim-datareg (match-any)
police pps 600 , bc 0 packets
HW Matched Packets 55753
SW Matched Packets 33931

switch#

insert-before 7 7> 3 VEZFAL T, /N5y FHINEHD I SAE—HTENESH., BLUW
TRAMDODYISRIZTSAF) T4 %ENYLTEIDLENHINESIHEHEDR

policy-map type control-plan copp-system-policy
class copp-ping insert-before copp-icmp

CoPP M &X 7 5l

wIZ, ACL, Z7F A, R — BLXOMERIDZ T2 KU v 7D CoPP OFEF %~ LE
j‘o

IP access list copp-system-acl-eigrp
10 permit eigrp any 224.0.0.10/32

IP access list copp-system-acl-icmp
10 permit icmp any any

IP access list copp-system-acl-igmp
10 permit igmp any any

IP access list copp-system-acl-ntp
10 permit udp any any eq ntp
20 permit udp any eq ntp any

IP access list copp-system-acl-pimreg
10 permit pim any any

IP access list copp-system-acl-ping
10 permit icmp any any echo
20 permit icmp any any echo-reply

IP access list copp-system-acl-routingprotol
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
30 permit udp any 224.0.0.0/24 eq rip
40 permit tcp any gt 1024 any eq 639
50 permit tcp any eq 639 any gt 1024
70 permit ospf any any
80 permit ospf any 224.0.0.5/32
90 permit ospf any 224.0.0.6/32

IP access list copp-system-acl-routingproto?2
10 permit udp any 224.0.0.0/24 eq 1985
20 permit 112 any 224.0.0.0/24

IP access list copp-system-acl-snmp
10 permit udp any any eq snmp

= B ooro— L IJL—rRYLUIDHE
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7!

copp izl I}

20 permit udp any any eq snmptrap
IP access list copp-system-acl-ssh
10 permit tcp any any eq 22
20 permit tcp any eq 22 any
IP access list copp-system-acl-stftp
10 permit udp any any eq tftp
20 permit udp any any eq 1758
30 permit udp any eq tftp any
40 permit udp any eq 1758 any
50 permit tcp any any eq 115
60 permit tcp any eq 115 any
IP access list copp-system-acl-tacacsradius
10 permit tcp any any eqg tacacs
20 permit tcp any eq tacacs any
30 permit udp any any eq 1812
40 permit udp any any eq 1813
50 permit udp any any eq 1645
60 permit udp any any eq 1646
70 permit udp any eq 1812 any
80 permit udp any eq 1813 any
90 permit udp any eq 1645 any
100 permit udp any eqg 1646 any
IP access list copp-system-acl-telnet
10 permit tcp any any eqg telnet
20 permit tcp any any eq 107
30 permit tcp any eq telnet any
40 permit tcp any eq 107 any
IP access list copp-system-dhcp-relay
10 permit udp any eq bootps any eq bootps
IP access list test
statistics per-entry
10 permit ip 1.2.3.4/32 5.6.7.8/32 [match=0]
20 permit udp 11.22.33.44/32 any [match=0]
30 deny udp 1.1.1.1/32 any [match=0]

class-map type control-plane match-any copp-icmp

match access-group name copp-system-acl-icmp
class-map type control-plane match-any copp-ntp

match access—-group name copp-system-acl-ntp
class-map type control-plane match-any copp-s-arp
class—-map type control-plane match-any copp-s-bfd
class-map type control-plane match-any copp-s-bpdu
class-map type control-plane match-any copp-s-dai
class—-map type control-plane match-any copp-s-default
class-map type control-plane match-any copp-s-dhcpreq

match access-group name copp-system-acl-dhcpsé
class-map type control-plane match-any copp-s-dhcpresp

match access-group name copp-system-acl-dhcpcé

match access—-group name copp-system-dhcp-relay
class-map type control-plane match-any copp-s-eigrp

match access-group name copp-system-acl-eigrp

match access-group name copp-system-acl-eigrp6
class-map type control-plane match-any copp-s-glean
class-map type control-plane match-any copp-s-igmp

match access-group name copp-system-acl-igmp
class-map type control-plane match-any copp-s-ipmcmiss
class-map type control-plane match-any copp-s-12switched
class-map type control-plane match-any copp-s-13destmiss
class-map type control-plane match-any copp-s-13mtufail
class-map type control-plane match-any copp-s-13slowpath
class-map type control-plane match-any copp-s-pimautorp
class-map type control-plane match-any copp-s-pimreg

match access-group name copp-system-acl-pimreg
class-map type control-plane match-any copp-s-ping

avrao—LFL—rvRysoioEE |}
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match access-group name copp-system-acl-ping
class—-map type control-plane match-any copp-s-ptp
class-map type control-plane match-any copp-s-routingProtol
match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
class-map type control-plane match-any copp-s-routingProto?2
match access-group name copp-system-acl-routingproto2
class-map type control-plane match-any copp-s-selflp
class—-map type control-plane match-any copp-s-ttll
class-map type control-plane match-any copp-s-vé6routingProto?2
match access-group name copp-system-acl-v6routingProto?2
class—-map type control-plane match-any copp-snmp
match access-group name copp-system-acl-snmp
class—-map type control-plane match-any copp-ssh
match access—-group name copp-system-acl-ssh
class—-map type control-plane match-any copp-stftp
match access—-group name copp-system-acl-stftp
class-map type control-plane match-any copp-tacacsradius
match access-group name copp-system-acl-tacacsradius
class—-map type control-plane match-any copp-telnet
match access—-group name copp-system-acl-telnet
policy-map type control-plane copp-system-policy
class copp-s-selflp
police pps 500
class copp-s—-default
police pps 400
class copp-s-l2switched
police pps 200
class copp-s-ping
police pps 100
class copp-s-13destmiss
police pps 100
class copp-s—-glean
police pps 500
class copp-s-13mtufail
police pps 100
class copp-s-ttll
police pps 100
class copp-s-ipmcmiss
police pps 400
class copp-s-13slowpath
police pps 100
class copp-s—-dhcpreq
police pps 300
class copp-s—-dhcpresp
police pps 300
class copp-s-dai
police pps 300
class copp-s-igmp
police pps 400
class copp-s-routingProto2
police pps 1300
class copp-s-v6routingProto?2
police pps 1300
class copp-s-eigrp
police pps 200
class copp-s-pimreg
police pps 200
class copp-s-pimautorp
police pps 200
class copp-s-routingProtol
police pps 1000
class copp-s-arp
police pps 200
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class copp-s-ptp
police pps 1000
class copp-s-bfd
police pps 350
class copp-s-bpdu
police pps 12000
class copp-icmp
police pps 200
class copp-telnet
police pps 500
class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
control-plane
service-policy input copp-system-policy
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switch# setup
--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]:

n

Configure read-only SNMP community string (yes/no) [n]: n

Configure read-write SNMP community string (yes/no) n

[n]:

Enter the switch name switch

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [yl: n

Configure the default gateway for mgmt? (yes/no) [y]: n

Enable the telnet service? (yes/no) [n]: y
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Enable the ssh service? (yes/no) [yl: n

Configure the ntp server? (yes/no) [n]: n

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]: 12
The following configuration will be applied:

switchname switch

telnet server enable

no ssh server enable

policy-map type control-plane copp-system-policy ( 12 )
Would you like to edit the configuration? (yes/no) [n]: n

Use this configuration and save it? (yes/no) [yl: y
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