PowerOn Auto Provisioning O {# F /5%

ZOET, WONETHELINLTWET,

* PowerOn Auto Provisioning OFFE (1 ~X—7)

* POAP DOEEHEHE L OHIKIFE (7 ~—)

* POAP Z i T 572D F v bV =V BREORE (9 X—)
* POAP 2T % AA v FORRE (10 ~—)

c TR A AT 4 K2 b—1 g O, on page 10

* POAP OBIEEEL (11 ~—2)

PowerOn Auto Provisioning D1 &

PowerOn Auto Provisioning (POAP) &, > U =224 TEHEA S 172 Cisco Nexus A A
FIZH LT, Y7 M T 2T A A=VDT v T T —RKear7 4 Fal—ar 774D
A A=A DF a2 EHIMELET,

POAP H¥EE % i 2. 7= Cisco Nexus ' U — X XA v F BRI L, RZ— 7 v 7B BH S
ROWGE. AA v FILPOAP E— RERM L, #AZ VT~ 77 A AR EEN TN
USBT A R%F vy 7 LET, Ao EIE, Y7 =7 A A=Y 7740, B&X
CAL v TFDaAr 7 4Xal—var 7 r7ANBEENTNDENE DD, TOT A A% R
LET,

AA  FNUSBT NA ZAZME L7 WS, F72I1XUSBT AL RACHKER A A—T T 7 A )b
FINIAA v TFDOa Ly 74 FXal—vary T7rAANEERLTORWESE, A4 v F X DHCP
P—NE/BDOTF, A FX—T 2 AIPT RLVA, F— U xA, BLODNS #—X1P 7 K
VAZBER LTI = MR M7 LET, EBIC, A vFIE, A A=V L BBERHBRET 74
N R a— KT 5 TFTP 4 —"X—D P 7 FL A, £7-1Z HTTP % —/3—® URL ZH45 L
£7

N

(GEX)  DHCP E#IL. tk~7 7 A VDB USB T3 A TROMGL RN 25/ ORMERTE £9,

PowerOn Auto Provisioning O {# 5% .



PowerOn Auto Provisioning DfEFA775% |
B rovvorvoxy ro—sEn

POAP DT=6bD 1y b —0 EH
POAP (ZIX. KDy NI —F A T T NNETT,

e AL B—T A AIPT RLA, ¥— Uz 7 KL A, DNSH—n_—_ BIRa S #—
N—%H I THRET DD DHCP ¥ — 3 —

VT NI 2T AA—TVDA VA M=V EEROT v A% BEMLT DA U 7 R AR
XN TWAD TFTP £ 721 HTTP H—/3—

CMERY T I T A A=V arT 4 Xal—vary IrAABRESATNDS 1A
UL EDH—o3

1:POAP %y N T—H0 4205

POAP O J4Falb—3 > RO YT H
SAAMBRLENZBRA 7 U T M T, ROWERTR— IR TWET,
AAVFRIZV T NI 2T A A=Y (AT AAA—TLX YT AF— K 4 A=) N
FTEFELZWGAE, o077 A vy a—RLET, Y7 oo T A A=Y
MAAL v F EITA VA=V EH, REIDU 7 — MEFIFEHINET,
e Xy a— RENTEZHRENAA v FOREIDY 7 — hFICEH SN LA Tr Y a—b
L\i@—o

BEFZAF— R NT v Far7 4 Xal—arbt L THRELET,

. PowerOn Auto Provisioning D {# 5%



| PowerOn Auto Provisioning O f& Fi775%

POAP 03#

poar iz ]

Python 7’11 777 X /' 5#E & Tool Command Language (Tcl) ZfEfH L TR SN2 7 «
Xal—Talry A7 VT RNOY U IAPRHESNATHET, ZAHLDAZ YT FOWT N
., BOOXRy NV BREICEDE T AZ~v A ATEET,

Python ZfEH L72Z DA VT NDOAAZ <A RZHONWTEL, THEHADOT T v F 74 —LD
Cisco NX-OS Python API Reference Guide 2 L T< 72 &0,

POAP 7B RITITIRD T = — AN d Y 77,

1. EBEFEEA
2. USB OMiH

3. DHCP O#:i
4. R VT MDOFELT

5, A£VAM—=LHBDOY T —R

INHDT7 =—ANTIE, OB RAFEAEL T, KIS, POAP LD 7 1 —M %R
L/i‘g—o

PowerOn Auto Provisioning O {# 5% .



PowerOn Auto Provisioning 013 fi 5%

B =rro:-—x

2:POAPSL.38

v
Baot up namally with
stanup configuraion.

Powier up swilch,

Swich downloads the image ‘ Mo
noted in the scipt

BREATII—X

ALy FOYIRERBARHZ, FEERHZA VA P—LENTWDLY T Y =T A A —=Vhn—
NEH, 2 v FORBRICEN SNOMEKT 7 A VBB SNET, 2071 Falb—a

| nameof the configuraion
file and downloads it

Execute POAP Yes - scpt found in oot
configuration script. e directory on USE
denica?

diseovery successiully
and cbtaines P address and
TFTP server addre ss where
POAP script
file resides.

Yes

Switeh downloads the POAP
seript file and exsoues it

Swilch determines the
[— s

v

Swilch replays the
configuration file 1o
configurs the swilch.

Configur ation ks saved
locally 10 NVAAM.

bootflash contain he
mage noted in the
seipt file?

eefiink ]

o

VT ANDBRONG RN o T A . POAP B — RSB INE T,

BEBEY., POAPAZHILLTEEDOE Y N7 v FICHELNE I NEHRT A7 e 7 FRERS

NEJT, POAPEZRTTDHZ LY, FITTHZ b TEET,

)

GE)  POAP ZHHATT DG, =2 —VOREIINVEH Y £ A, POAP ZHIET 2008 9 A fEadd

L7 7 M, POAPLEE5E T4 % £ TRR ST £7,

. PowerOn Auto Provisioning O {# 5 %



| PowerOn Auto Provisioning O f& Fi775%
usigi oz —x2 |

POAPE— R&EK TTHE, MEDA L AT I T 4Tty NT v 7 A7) 7 RBMENE
9, POAP E— RZHFATT H &, B/ SRNADTRTOA U H—T A ANBLAF¥ILAT2
EF— Ry N7y 7ENET, FRICED, TRAAR VA Y27 4T —T 4 TIZEBL
RN EPRFESNFE T,

USB#EE 7z —X

POAP 25filhad 5 L, 7 rVRIT 7B AWRERT XTDUSB T /A ADL—F T4 L7 |k
U6 POAP DA 27 V7~ 77 AL (Python A2 V7~ 77 A /L poap_scriptpy. F7-
X Tl A7 U7~ 77 A/, poap_script.tcl) . #7777 AV, BIRT AT hEFy 7 A H—
FAA—TVERBRLET,

A7 VTN 77 A VIS USB 7 /31 Ao D851, POAP IIHERR A 7 V 7 N DFEIT %
HBLET, WA Z Y7 N 77 A0 USB 7 /31 ATIEAE L7 WE 1%, POAP (X DHCP @
BHA2FIT L ET (EENEAELTEEAIL. POAP BN E 7213 FHTPOAP Y ut X &%k
9% F T, POAP 711 & AT USB #ili & DHCP il 2 A HIZFEITLET)

A7 VT N TRESNZY 7 N 2T A A—UBIOAL v FHERT 7 A VHFIET D
A, POAP X, TNHDOT7 7 ANEHALC, Y7 huxT oA A=, AA v F &t
MLET, Y7 b= T A A—VBILOAL v THERT 7 A VD USB T /34 ATIFEL 72N
BE&. POAP1Z27 V)V —> 7 v 7% L TDHCP 7 = — X Z &N LB L £3,

DHCP 2 7z —X

AL v TFiE, TRTCOT I T 4T A X —T =2 A (mgmt A X —T =1 A%&EETe) T,
DHCP #—/3725® DHCP 47 7 — % %5 % DHCP fith A v B— T % 24E L £ ¥, Cisco
Nexus A vF EDODHCP 7 AT ME, 29A T IDA TV a AL vF U T
FTFELITEDOMACT RLAZEH LT, £ A K%L DHCP — —|Z5#5 S £ 3, DHCP
=IO EFHEHLT, IPT RLARLAY VT N 77 A4 78 EDIEH % DHCP 7 7 A
T2 MIERTZENTEET,

POAP |Z1%, #%IK 3600 %) (1 B[#]) o DHCP U — A HAMIA L% G4, POAP (X, DHCP U —*
WM AR LE 7, DHCP U — A W23 3600 F» (1 IKff#]) (127272 54, POAP | DHCP ¢
I —varEETLEEA,

DHCPHiH A v — i3k 7-. —E DA 7> 3 & MZEIZ L. DHCPOFFER % DHCP #—/3—
NHZ(E L%, DHCP H— R— 22 NbOF v arriERkLET,

e A7 ar66 (TFTPV—"—4) | A7 2150 (TFTP % —/3— 7 FL-A) : DHCP
H— X—{X, DHCP 7 7 A 7> MZ TFTP —_—Z4 £ 721X TFTP —"—D 7T RL 2 %
Yb—L%9, DHCP 7 74 7 MIZ DIEFHMAZMHEH LT TFTP — N—Z8Hfke L, A7
V7 s 77 A NVERELET,

«IP7 KL A
* T 7FNE =T =A

oA F a6l (F—hr77AN04)  DHCP — X—|%, DHCP 7/ A4 T MZ7— K
T AN EVL—LFT, T— b7 7 A NLIZIE, TFTP B — X EDT— K~ 7 7 A )L~

PowerOn Auto Provisioning O {# 5% .



PowerOn Auto Provisioning DfEFA775% |
B owcrimmoz—x

DFEENRNANEGENET, DHCPZ 947 v MI. ZOFEREZFHLTAZ I TN 774
NEXa—RLET,

B A T2 T #5000 DHCP 47 7 — N E SN HEIE, 1 DDA 7 7 =N T X ATERS
NET, 78 AF, BRI/ DHCP H— L @O DHCP r I =—3 3 > (BR LIS
) HFEITL. DHCPH— NFAA v FIZIP T KL AZEI Y Y TEF, POAPLHE DD A
Ty T TCET—NREETLHE, IPT RLURIIDHCP I EENE T,

B 729 DHCP 47 7 —MFE LR WA, AA v FILDHCP r v —m— 3> (FR
CHERISE) ZFRITET, IPT7 FLAFED U THREE A, POAP 7 rERIF, RIIT D
M. FEITPOAP rtv 2 &%+ 5 CHESH I ET,

3:DHCPIRHH 7 1 —X

3 r

DHCPDISCOVER on all
activa interfaces.

3 Mo
Callate and salect
DHCPOFFER.

DHCPOFFER
salected?

Yes

MNa

DHCPREQUEST
the selacted OFFER.

<oemar >

Yes

Configure IP addrass on
the interfaca in dafault
or management VRF.

'

Configure dafault gateway an ths
imerface in default or
managemant VRF

¥

Caonfigure DNS {if any).

h

Specified script
downloadad and axecutad.

ekl

. PowerOn Auto Provisioning D {# 5%



| PowerOn Auto Provisioning O f& Fi775%
zoy7rozirrz—2 I

AOYTrDEFTI—X

F 3 AN DHCP RIS BENOBMA A L CHEOWR AT o728, AL v FITAZ U7 b
7 7 A V& TFTP #— _"—F =X HTTP r—_N—m b & 7o — FLET,

2 oFlE, a7 4 F¥a2alb—var A7 VT REETLET, ZUCEkD, YT hou=T
A A=VDOF g a—REL VA=V, BIOAAS v FEFOa T 4 Fal—ar 7y
ANDE T a— RPfTbivET,

722l ZORETIE, ary74Xal—rary 77AVEAAL vy FICHEHASNEREA, A
A v F ETHEFATHIOY 7 b =T A A=Y PRar 74 Fal—ralr 77 A LNO—H
Da<wy REVFR—F L TWRWHRERHL72DTT, LW T =T A A=A
A M=NENTYE, AL v T DY T — R MEIZEDY 7 N =T A A=V OFATHHBE I E
T, TORETAS, vFIlar7 4 Xalb—varPEafHangd,

N

GE)  RA vTFoEgmRtlishs e, A7 V7 MIMFLEL, AL v FIFFIV TV T hy =T
A A= ET = T v 7ERE I n— RN LET,

AR =)LEOY)O—FK 72z —X

2L v FNHFRIBL, Ty F T L—FENEZY T NI =T A A=V ETar7 4 ¥al—vs
YHEH (VL A) SNET, TOHR, A v TFIE FTar 74 Fal—va v EAY—
NPy a7 4 Xal—gilar—LEd,

POAP OFEEIEL L UHIFNEIE

o T ORERENENET B ITIX, CiscoNexus A vF V7 "7 =7 A4 A—TPOAP &YW R —
FLTWAMENRH D F9,

* POAP |4 startup-config 23MF1ET 5354 CH . bootpoapenable =~ > REFEH LT KU H—
TEET,

* Cisco NX-0OS U U — 2% 7.03)I7(8) LAF:, POAP T skip multi level =7 a > & LT,
single image 7 v 7'/ L — & FEITTXET,

cPOAPZHH LT —F A T v XN TS Cisco Nexus T3 RS NT-T v 7

U2 TR ZZ, LACP LA ¥ 3R — FF ¥ RARHEINTODEHE, TXITDOA L
N—= 1 7 PN—HHEIRIRRBIZ R D720, ZOR— N F ¥ RMEIT 7T 4 7127320 8 A,
L7 o>T, POAPEHEH LT — MR NT v 7 EH TV 5 CiscoNexus 7 /31 A(X, DHCP
=30, POAPICMERZDMDA > T TANT I F v TNA R ZRZETEERHA, &
@Fﬁaﬁ%@ﬁﬁé X, POAP #fEH L C7— F A FT v 7 &I TV % Cisco Nexus 7 /3
Wi T 27 v TV TNRA R, AT 4 v L3 AR— R F ¥RV ERELE
ﬁo

PowerOn Auto Provisioning O {# 5% .



PowerOn Auto Provisioning DfEFA775% |
B rorroxssEssvsnsE

*POAP Zfi I LT, VPC U 7 TRZT 4 v 27 R— b F ¥ RNVEMHEMT 5 vPC T D—
#Td % CiscoNexus 7 /35 A% 7 — KA KT v 7T 5845, POAP DAX— KT v 7iF
{2, CiscoNexus 7 /3 AL LTI RTOY I NT 7T 4 7bE&nEd, VPC VU 7
DB T 2 TN SNT=T /31 AL, Cisco Nexus T /3 AR ENT-HR— b F ¥
FIV AN —= Y T ~D—F, FTTTRTONT 7 4 v 7 DOREERETHHERH
D, ENHLD T 74 v 7idkRbIVET,

Z OB ERET 520X, V7N, POAPEEA LT —FA M7 v 7 & TV 5 Cisco
Nexus T XA ZA~D N T 7 4 v 7 Orikzm30 > TRB LWL 9, vPC VU > 712 LACP
FRELET,

« Y2 POAP D BT dsyslog ICREEk S, U 7 aa Y — bR 2 0 £,

« HRKRPOAPT= T —|L, 77— 7T v alliddkdShET, 77 A NVADT7 r—~ v M
date-time poap_PID [init,1,2].log T9, ZZ T, datetime®” +—~ v MZ
YYYYMMDD hhmmss T, PID L7 mrE A D272 £9°,

A7 VT buiE, 7= 7Ty aT 4 LY MIICRGFESNET, 77 A NVADT +—
~ v b3 date-time poap PID scriptlog T3, Z Z T, datetime® 7 4+—~ v &
YYYYMMDD hhmmss C, PID X7’ 2t A D270 97,

*POAPZEAILC, A/ Va—T7ar74Xal—vala2 )7 LATH5ZLIETEEY
ho AT Va—T7 a7 4 Falb—rarz ) LA TERVWHEBX, AFrYa—TF 2
V74 Falb—varnEREhizExican 4 LWz —% ( ladmin] 72 &) I
BIEFHT B D720 T, POAPEMA L2 7 4 FXal—2aDl) LA IR ED
2 —WIZEEMT SRR D T, AV a—Far7 4 Xal—asii) LTS
R L ET,

AV 2 —T HRET H Y IZ, Embedded EventManager (EEM) %% E L CTL 72 &0y,
EEM= 7 4 ¥ ab—Yad, POAPZHEML TV rm—FL, U7 LA TEET,

« DHCP JGA M IP 7 R LA 255.255.255.255 [ZRRE SN TV A4 NX-0S @ DHCP (%)
L %9, I0OSDHCP #—/3—% & Tp 9T DHCP ¥ —/3—73 DHCP Jii& % 255.255.255.255
ICEET DD TIERWZH, NX-OSIZIP 7 KL AEZHETE T, L O E POAP [T
hLFERA,

« NX-0S 7.0(3)I7(4) LAR& Ti&, RFC 3004 (DHCP ®>—H— 7 F A 4+ 7 a) 2LV,
Nexus 3000 A v F T IPv6 D POAP VR — b &N Ed, 7272 L. Nexus 3500 A1 v
FTIL IPv6 E® POAP 13V AR — F ZHLTWEH A,

o 52472 POAP O34 1E. DHCP AX—E > IV REMI /2> TWAB I EHERL TS
W,

rﬂlﬁ

sPOAPE Y R— FT B2, 77 AT U4 — I —VEFRELT, BHLRWEZITE
D¥H 5D DHCP y—"—%Tu v LET,

VAT LADEX2 VT 4 MR L, POAP & LV EEITTHITIE, RO X DITHER L E
9,

«DHCP AX—Y' L 7% A X —T7 M LET,

. PowerOn Auto Provisioning D {# 5%



| PowerOn Auto Provisioning O f& Fi775%

POAP

FIRDOHE

FIRD
FIE

ATy
ATvT2

ATvT3

ATvT4
ATvT5

POAP 2T 5004y k7—sEHORE [

s T AT UA—INI—LEFRELT, BERILZRWV, 3 EEOH 5 DHCP Y —/3—
7uav 7 LET,

« POAP |X, MGMT AR— h & A 8 R dR— F DO T R— S E T,
AT A-0DRy FT—VRIEDHETE

1. VAaAPRMTLIEARERAZ VT N ELTT 50, MADORAYZ VT MeElkLET,
2. ({EE) POAP DIERAZ VT "BIOZOMOMERY 7 NI =T 4 A=V LA
AT OWER 7 7 ANV, AL T NLT 7HEATESD USB T3 ACEELET,

3. DHCPH—R_ZEEL, 2OV —NZA v B —T A A, F— T x4, BLOTFTP ¥ —
NROIPTRLRE, av 74 Fal—ay A7 VTN 77 ALDNALLHINIEE S
NIeT =77 ANVERELET, (ZOFERIL. RYOEBIFIZA AL v FICREESNE
T) .

4. WERAZ ) T ERA T D720 TFTP £7213X HTTP — " Z BB L £ 7,

5. Y7 b7 A A=UBIPar74Xal—yal 774 EBFRAMTLEEDD 1D
FIRITEEOY— " EEE L ET,

VAaPREET AR ERA VT NEERT L, MEDOAY U N EERLET,

({EE) POAPDHERRAZ U7 FB L NEDOMOUEIRY T v =T 4 A=V BILOAAL v FOWHRK 7 7
ANE, AL v TNET 7EATES USB T3 AZEHELET,

DHCP — R ZEEL, 2OV =R v H—Tx2AfA A, =1z, BIRTFTP —DIPT NI
2l AT 4 X2l —2ar ATV N T ANANDNRRA L ABIREESINTE T — N7 7 AN ERELE
T (ZOBEHRIE. RAIOEEBIFFZA A v FICRIEENET) |

TRTDOY TR x2T A A—TVEBIOARAL v FHERRT 7 A V53 USB 7 31 AZH HY541L, DHCP H—
N—%2HETHIVEITIH EHA,

KA 27 U7 FE2RANT S50 TFTP 7213 HTTP — "% B L 1,

VI RT 2T A A—VBIRar 74 X2l —ar TZr7ANVERANTAEDD1OFEITEHROY—
NEEELET,

PowerOn Auto Provisioning O {# 5% .



PowerOn Auto Provisioning DfEFA775% |
B rore zmy a2 vFOBE

POAP T 5 X1 v FDETE

1R8O BRI

POAP #fifHd 27201y U= BRENE Y F T v 78N TWAHZ L 2R LEd, M
ICOWTIL, 207> a OERID [POAP ZHEHATAH/-00xy NU—7&EOE Y
Ty B arEERLTLIIEEN,

FIEOHE
1. XY NIV —JIZAA v FZRELET,
2. A v TDOEREHEALET,
3. (FAFvar) POAPE—FRERTLTC, BEDODALHEATIT AT vy NT v T A7 )T
N EBMET DAL, Yy (yes) Z AL ET,
FIEDFHHM
Fig

ATYT1 Fy NIT—JICAA v FE2HZBEBLET,
ATV T2 A v FOBEREHEALET,

W7 7 A VB RONSRWESIE. A4 v FIL POAP £— R CEEIL T, POAP #H1l- L CHlEDOE v
N v T THRATT 20 EIamhnd a7 vRERENET,

POAP = — R CREENZHATT D200 F UV ITHLEH Y FH A,

AFvT3 (A7 ar) POAPE—FRERTLTC, MEDA L ET7 0T 47 vy v T v 7 27 VT NaBtsT 58
B,y (yes) ZANLET,

AA s FHHEI LT, POAPLEEA B I NE T, GOV TIE, POAPmER| Ok arumH
L TLIEEN,

RDEARY
REZ RS L E T

—

TINA X 3 /74#1 L— a3 VDR

W Z R D 7202, IROWThprD <y R LET,

. PowerOn Auto Provisioning D {# 5%



| PowerOn Auto Provisioning O f& Fi775%
poap ek |

avw vk B

show running-config | Running Configuration % %/~ L %4

show startup-config| 2% — h 7 v a7 s Xa L —va v aFrLET,

b0 avwry RO T 4 —v ROEMIZOWTIL, ZHEHADT /84 2D Cisco Nexus =~
VREBEERESZB LTI TEEN,

POAP DR :EE M

BEEIEE
a7 4 FX=2lb—ary A7 U7k

R=-aT7ILAZA KL

['Cisco Nexus 3000 Series NX-OS Python API
Reference Guide]

DHCP Options and BOOTP Vendor Extensions] | RFC2132—http://tools.ietf.org/html/rfc2132

RFC5859—http://tools.ietf.org/html/rfc5859

[TFTP Server Address Option for DHCPv4 ]

PowerOn Auto Provisioning O {# 5% .


http://tools.ietf.org/html/rfc2132
http://tools.ietf.org/html/rfc5859

PowerOn Auto Provisioning DfEFA775% |
B rovromzas

. PowerOn Auto Provisioning D {# 5%



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



