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Note  (Cisco NX-OS &, £ —H x> F MIB® SNMP v h&#HR— K LEHA,

Cisco Nexus 7 /31 A%, SNMPvl, SNMPv2c., L USNMPv3 #HHR— kL £9, SNMPvl
BLOSNMPV2c 1T EBLHE, T3 asT 4 RX—RAERXDOEX2 T s 2FEHLET,

SNMP (&, RFC 3410 (http://tools.ietf.org/html/rfc3410) . RFC 3411 (http:/tools.ietf.org/html/
rfc3411) . RFC 3412 (http://tools.ietf.org/html/rfc3412) . RFC 3413 (http://tools.ietf.org/html/
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HAERILE (ACK) ZEE LWL TT, 207, N7 v TIRZEINTNE I NE A
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DISEEZE LRWEA, AV 74— L2 BREFOEETEET,

HEDOBRA N Ly — =@M EEETH L D CiscoNX-0S & ETEET,
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SNMPV3 Cix, X2 U7 4 ET/NMEEF2 T 4 LLOM NI TET, =
VT4 BFT ML, 22— BLO2—RET 50— L a2RETLHRAFSFXNTT, Ex=2U T4
LL T, X270 ETANTHAESINSEXF 2T DL~V TT, EFX=2VUT 4
ETNEEX 2T 4 LAULOAEGDEIZE Y SNMP Xy MU ZEHA S X =
V74 AH= XN ED 9,

SNMPv1, SNMPv2, SNMP3 Dt X174 ETILELVEXF2)T1 LN

X2V T 4 LUK SNMP A v =V 2R ORETDIUERH L0 E 57 BEID

Ao —VHHIETEZNE I LET, EX2 VT 4 BT ANOESESE X2 T4
LYLid, RO ERBY T,

» noAuthNoPriv : FRFEE 72 ITRE b2 FEIT L 2WnEx 2 7 0 LU, 2O LU,
SNMPv3 TV AR —hENTHERA,

s authNoPriv : RBAEIXFEITT DM, B LT L2 0nEX 2T 4 Ll

s authPriv : 8AE EBEBALIM H 2 FIT T2 X =27 4 UL,

SNMPvl. SNMPv2c., BLUSNMPV3 D3 5Dt Xx 2V F 4 EFAEEATEXET, %2
V7 TNl Xa T4 LULOMAEHLEIZLD, SNMP X vt — OAF G5
ENHZEXF2VT 4 AD=ALNRED 3,

Table 1: SNMP %1 T4 ETLELUVEFa T4 LRI

ETIL LR EH ES1t LEES
vl noAuthNoPriv II 2= 4 A |72L a3 2= 4 A
NN N T OREE
fE L CRRREL %
j—o
v2¢ noAuthNoPriv II2=54 A |72L a3l a2=T 4 A
NV N T OREE
AL CRAEL £
7
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ETIL LAJL

E

St

HR

v3 authNoPriv

HMAC-MD5, &
721X HMAC-SHA

ARSI

Hash-Based
Message
Authentication
Code (HMAC)
Ayt— FA
Y ARS
(MD5) 7=V
AANEF
HMAC Secure
Hash Algorithm
(SHA) 7=
NI - S ANE]
AELET,

v3 authPriv

HMAC-MD5, &%
721X HMAC-SHA

DES

HMAC-MD5 7 /L
FY X AFEIX
HMAC-SHA 7 /L
Y R ATFESN
THFEL £,
T — K W LR
(DES) @ 56
vy Mgk, B
KOWsE7m v
4l (CBC) DES
(DES-56) f=
DWW TRREL
7

A—HYR—=—XDtEFXa)T4 ETI

SNMPv3 22— HF—_—Z2 vXx =2 U F 1 EF/L (USM) IZSNMP A v E—I L~ &Fa

T4 EBRL, ROV—ERERMELF 3,
e Ayt —UDEEMN A v —UNARERTIETERERIIREINT, T—F —F v
ANEERSEIVELIHAZBELZ TCEEIN T RN EARIELE T,

=7,

« Ay b=V ORIEITOGE

L T4 BRAE L — P — SR LTz ID OFfE Tt A HERR L

e A=V OMEN  ERAERARTITTHBE I L, FLIEARERA—Y, 2T 4T 1,
FEE TR RSN EERIELE T,

SNMPV3 1%, REFHA2—FIC L H2EHIMED %

B

Cisco NX-OSi%. &dD 2 2D SNMPv3

. SNMP D&% E

AT 1 b AL E LR,
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* HMAC-MD5-96 F8FE~7" & b /1

* HMAC-SHA-96 #8FE~7" 1 k /1

CiscoNX-OS /X, SNMPv3 A vt —UKE s b7 7 A "o — 71 hanrd1-5& LT, Advanced
Encryption Standard (AES) % i/l L. RFC 3826 (ZYE#LL £,

privA> > a2 T, SNMP ¥ =2 U7 Bk & LT, DES £721L 128 £ ~ AES 5 5
fbaBINCTEEd, privd 7 v artaesl28 h—7 V2T HE, ZOTTARN— s8R
U—RiZ128 €y hD AES F—FELERT D7D DAY — RIZe Y £9, AES priv /XA
U —RiE, 8XFULOEIICTEES, R T7L—X% 27 V7 FX A NTHRET LIRS, &
K64 XFTHEARETEET, B—HTA AR F—2FHTIHET, KK 130 LFE2FETE
£7,

\}

Note

S D AAA —"—ZfEH LT SNMPV3 %14 5 3546, M8 AAA F—_"—D a2 —H —FRET
FIA N — TFa hajZ AES ZIRETHLERH Y 17,

CLI £ & U SNMP 21— D [E#f

SNMPv3 = — & H X, Access Authentication and Accounting (AAA) H—/3 L~-YULTHEAFLT
xF9, ZohhEhR o —HEHEIZ LY, Cisco NX-OS®D SNMP —=— 3 = > h T AAA H—
NOA—PFEFEF —EAZFATE 4, 2—FREAESMIES D & SNMPPDU DAL 73 i
TLET, AAA T — N2 —%F I —T L ORI bEA SN E T, SNMP X7 V—T74 %
ERALT, A v FTr—DNERATEET7 782 R v—F=Fn—/L R —%w@EH
L/\i‘é—o
a—F Z—7 v— FIFINATV—RFORENELINDE, SNMP & AAA Dl 5D
T _R—=2ANFEPHEE N E T,
Cisco NX-OS I%, kD Xk iz —W—FE xR L £9,
e snmp-server user 2~ 2 R CHRE &7z auth /XA 7 L— XL, CLI 2—H —D/RA T — R
12720 9,
s username 2 v > R CHESNTZ/NA Y — RiE, SNMP = —#—o auth 33 X W priv /X2 7
L—R\Z7 0 £,
* SNMP £ 721X CLI ZfE ] L C2— WV 2 AEk E 72 1XHIBR 35 &, SNMP & CLI Dffi 5 T2—
PRER £ - ITHIBR S £,

e 2—W L o —LOXIGEROET L, SNMP & CLI THRE LS E T,
s 0 —/LEHE (CLIDSDOHIBRFEZIZEF) (X, SNMP & REHLENE T,

)

Note

NX-0S [T —¥—fFH (AT —F, L—17Ry) ZRBEITEETA,

AT —=RENINAT =R — 74 ALTEF—B LU A TRE L%, Cisco
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GI—TR—ZXOSNMP 79 X
A

Note /')l — 7|33 A T ST B EEHER 72 SNMP FZE72 D T, SNMPIZ BT % 3B Tl
la—v) TR 7 —7) 2ERALET,

SNMP 7 7 & AMEIL, 7 —7 RN S E T, SNMP WD 7 v—71%, CLI Z#fiH75
BEOa— B TWET, 7N —TF1X3o0T7 7 B ALV ERZSINET, oF0 ., #t
BT A, EEIART VA, BLOBHT 7 AT, ThENOT 78 A%, &7
N—TTARX—TNELEIT 4 B—T VIR ETEET,

—PADPMER S, 2= O — L PEFHEIC L > TRESH, 2—FRL0r—/LITEN
INTVWIE, 202 —PFF=—T > M OWBEERGETEET,

SNMP O FESFIES K VHIFIEIE

Cisco NX-OS (X, A =% v b MIB ~OFARY HEHT 7 v 22 ¥R —FLET,
YA — b S D MIB OFEAIZ DV TIE, KO URL 2SR L TS &,
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus3000/Nexus3000MIBSupportList.html

Cisco NX-OS I%, SNMPv3 noAuthNoPriv ¥ = U7 ¢ L~LZHR— KL TWEHA,

Cisco Nexus 3548 A A v FIx, FRIZH L THRAK10000fHD 7T v o 77 A /&P HR— KL
Er

SNMP O 7 A4 )L FERE

Table2: 727 # )L b SNMP /X5 * —4

NS A—4H T4

S A & AEA A X =T

linkUp/Down i %1 % A = | ietf-extended
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Note

Cisco NX-OS T SNMP = — W —ZHET H - DI 45 2~ FiL, Cisco 0SS Ta—H—

ERETHEDIHEHINDG LD LT8R 9,

SUMMARY STEPS
1. configureterminal
2. switch(config)# snmp-server user name [auth {md5 | sha} passphrase [auto] [priv [aes-128]
passphrase] [ enginel D id] [localizedkey]]
3. (Optional) switch# show snmp user
4. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
T w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— REELG
Example: LET,
switch# configure terminal
switch (config) #
R T w 7 2 | switch(config)# snmp-server user name [auth {md5| | BEER L ONT T A Nv— 8T A—H D5 SNMP
sha} passphrase [auto] [priv [aes-128] passphrase] [ a—WEBELET,
enginel D id] [localizedkey]]
Examolo: PRAT L= RITHEIK 64 CF QBT %A T %
ple: FF, KLFLALTFREBSNET,
switch (config) # snmp-server user Admin auth sha
abcdl234 priv abcdefgh localizedkey ¥ —V — R&MEHT 5681L, "2 7
L — RNT R & /N % K1) L T2 3588054 130 3T
FETHPTEET,
enginelD OFERIL, 127D 20 > TRY)-> 7 10 1
B5TT,
R 7 7 3 |(Optional) switch# show snmp user 1 NE7213EE D SNMP = — % —1IZBT 5 1FH® & #
Example: RLET,
switch (config)# show snmp user
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Command or Action Purpose
R 7 4 | (Optional) copy running-config startup-config V77— BIRY) AX— "NFCE Ty 74 F=
Example: L=y a B RS = Ty T ar7 Xal—iy

N - CRE /jj‘\‘ (\/(ﬁ kg
switch (config)# copy running-config startup-config Ta = LT BEZMGRICHRT LT

Example

WIZ, SNMP 21— —% &% ETHHE2RLET,

switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh

SNMP » v +—URESIEDER

BIEERICGGEIEE 723 S b BE L 72 5 L 9 SNMP 2% ETE £9, 5 7 4/L F Tid, SNMP
T—Vx Y MIGRERB L OB 21TV TH SNMPV3 A v —U 2% M3, 794
Ny —%3E AT 5% A, Cisco NX-0S (X, noAuthNoPriv % 7213 authNoPriv O W3 o+
X2 T 4 Loy T A= R EH T 59 TO SNMPv3 PDU ERIZK LT, =7 —T
ISELET,

SNMP % v t—V DA L& ED2—F—IZHET5120F, Ze— L ar7 4 Xal—
TaryE—RTHROavy REFEHLET,

avok B&
switch(config)# snmp-server user name ZDa—HF—|{Z% LT SNMP £ vt —IHE 51k
enforcePriv AL ET,

SNMP * v b= DB b T X TCO2—P—|ZHT5I121F, Zu— a7 4 Xal—
TarE— RO~ REFEHLES,

av Uk B#
switch(config)# snmp-server FTARTCOZ—H—(Z% L TSNMP # v & — T
globalEnforcePriv b mLET,

SNMPv3 1 —H(Zx 9 5EHOO—I/)LDE|Y HT
SNMP —H—ZAERK L7214 T, D2 —F —IZHEO e — L 2E Y ¥ THZ LN TEET,

\}

Note (Do —H—|cm—LZEYYTEZLENTXSDIL, network-admin @ —/LIZ BT % 2 —HF—
72T,

SNMP D&% 3E
3 | I
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sNMPas2=7 10 [}

avw vk B8

switch(config)# snmp-server user name ZDOSNMP = — ¥ — LR EINn-o2—%— o —)L
group 7TV —RLET,

SNMP O = 1 =5 1 DIERK

SNMPv1 £721Z SNMPv2c @ SNMP =t I = =5 ¢ Z/E TX £,

avw vk B8

switch(config)# snmp-server community namegroup [SNMP =2 X = =5 ¢ Z R U > Z %/ L %
{ro|rw} ¥+,

SNMPEKRkD 74 ILA) VY

7oA aryhe—/L AL (ACL) 33 2=F 48V Y TT, H(E SNMP ERIZT 4
N EBATEET, BV YT ACLICL Y BEERAN Y MRFTEINDHE. SNMP 1%
FOEREWIELET, ACLIZE Y ERNIES IND5A. SNMPIXZEDOEREFEIEL T, v
ATF A AvE—TUEEELET,
ACL IZR D /8T A —X THER L £77,

cEEIILIPT RLR

KL IP T LA

« BEILAR— b

o« AR — b

« 7w k=)L (UDP ¥ 7-13 TCP)

ACLZ. UDP B LTCP 47 % IPvA B L OV IPv6 O FICiEHA SN E T, ACL Z/ERk L7
5. ACL Z SNMP @1 X == ¢ |ZE|Y) ¥ TE1,

Je

EY bk ACL OEROZEANZ WL, L T3 CiscoNexus ¥ —X V7 b =7 NX-08 &
XalTF s ar7 s Xal—ary A4 RESBLTLIEI N,

-

IPv4 F 7213 1Pv6 %2 SNMPV3 = X 2 =7 ¢ ([ZE| Y Y4 TT SNMP ERD 7 4 )V HZ A ZLT H 12
X, 7 — U E— F TR a~<> REEITLET,

SNMP D& E
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avy kR B

switch(config)# snmp-server community name IPv4 ACL %721 IPv6 ACL % SNMPv3 =
[use-ipvdacl ipvdacl-name] [use-ipv6acl I a=F 2 E YT TSNMPESRD 7 ¢
Ipvéacl-name] NS AT E T

switch(config)# snmp-server community public

use-ipvédacl myacl

SNMP @& L > —/\DERTE
HEHOBRA R Lr—_—T% LT SNMP @ HIZ 45T 2 K 9 Cisco NX-OSEEETEET,

Ja—r\)L a7 4 Xalb—r g F—RKTSNMPvl 7 v 7FOFRA N LY —RERETE
ij_o

avU R =E]:g]

switch(config)# snmp-server host SNMPvl T v 7 DHRARN LI —R"ERELET,
ip-address traps version 1. community |ip address |3 IPv4 % 72 1% IPv6 7 K L A 2 T& £,
[ udp_port nurmber] 23227 1, R 255 T ORET CHRETE &
7. UDP & — &5 O®HPHIL 0 ~ 65535 T3,

Ja—r\) a7 4 X al—varET—RTSNMPv2e T v 7 E72013A4 0 7 4 —LDHEA b
VY RNEBRETETET,

avw kR Br

switch(config)# snmp-server host SNMPv2c T v FE7IFA T 4 —LDHEA b Li—
Ip-address {traps|informs} Version2c| <z @iz | %9, ip-address 1% IPv4 £ 7% IPv6 7 K L

community [ udp_port number] AEREHTEET, a3 22T (1%, K255 LFEDOHE
HFETHETEET, UDP A— FEEOHMIL0 ~
65535 T,

Ja—) a7 4 Fal—a3r F—RTSNMPV3 NI v 7 EFIA T4 —LDHRA b
LY —NERETEET,

avU R B

switch(config)# snmp-server host SNMPv2e k7 v FETidA v 7 4 —LDHRA R Li—

ip-address {traps| informs} version 3 | <2255 | &3, ip-addressi IPv4 721 IPv6 7 KL

{auth | noauth | priv} username[ ZEFHATEET, 22—V &%, f K255 CFOH

udp_port number] HFECIRETX £7. UDP H— MEBORMIEIL 0 ~
65535 T3,

. SNMP D&% E
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Note SNMP v~ — (%, SNMPV3 A vt — A 3GE LR 5%+ 5 7-9 . Cisco Nexus 7 /34 A
@ SNMP enginelD (23 < 22— — 7 L5 > ¥ /L (authKey/PrivKey) % ik L T\ 72T h
X720 8 A,

KIZ. SNMPvl N T v 7OFRA N LI —REBETHHEZ R LET,

switch (config)# snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ > 7+ —LDKRA N LI —RERETHHZRLET,

switch(config)# snmp-server host 192.0.2.1 informs version 2c public

WIZ, SNMPV3 A > 7 #—LDHEA S LI —RERETLHHZ2 R LET,

switch (config)# snmp-server host 192.0.2.1 informs version 3 auth NMS

VRF # {3 % SNMP s@41L > —/ DX TE

BRESINT VRF 2R A b LI — 28T 5 L D 12 Cisco NX-0OS 5% E T £9, SNMP i#
L — 30D VRE BIERREMB IR T7 AN XV v 7 AT a v a%ET 5L, SNMPIZL -
T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (2T kU 2B S 4vE T,

N

GE)  VRFEBLEAREEMF I T ANE VT 7Y a U EBRETHENC, RA NERET HLEN

bV ET,

FIEDHE

1. switch# configureterminal

2. switch# snmp-server host ip-address use-vrf vrf_name [ udp_port number]

3. (fE£E) switch(config)# copy running-config startup-config
FIIE D

ARV RFERIETY a3 B#Y
Z 5w 71 | switch# configure terminal Ja—)Lar7 4 X¥alb—yary T— R&Blth
LET,

R F v 7 2 | switch# snmp-server host ip-addressuse-vrf vrif_name[ | %% ® VRF #{fH L CHA F LI — R L@ET S
udp_port number] L9ICSNMP 2B ELET, IP T L AL, IPv4
F/IXIPv6 7 RV AZEMNTEE¥, VRFAITIT
R 255 DETHMEHCTE LT, UDPA— &=
DOFPAIL 0~ 65535 T3, ZDa~vr NiZk-T,

SNMP D& E
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ARV RFEREET7TOVa Y BHY
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= ks U MBI &L E T,

AT 73| ({EE) switch(configy# copy running-config V7= BLOY RAZ— MFIZETa 7 4 K=
startup-config L—SarvdAX— R Ty a7 4 Xal—g
SNZae— LT, BEEMRGEAICRELET,

1

wIZ, IP 7 KL 2 192.0.2.1 @ SNMP ¥—/3— 7R A % [Blue] &9 4RI VRF %
T EIICRET HHERLET,

switch# configuration terminal
switch(config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config) # copy running-config startup-config

VRFICE D SNMP EHID 74 ILZ ) U5

BFNNZEE L= VREF IZEESW T, CiscoNX-OS A 7 A4 NEZ Y o 7T 5L )ICRETEE

j‘o
FIEDHE
1. switch# configureterminal
2. switch(config)# snmp-server host ip-addressfilter-vrf vrf_name[ udp_port number]
3. (f£&) switch(config)# copy running-config startup-config
Flgn 4
AU bEREETIVa Y B#Y
R w 71 | switch# configure terminal Jua—)L a7 4 Xal—ay T— &G

LET,

R 7 2 | switch(config)# snmp-server host ip-addressfilter-vrf |45 X472 VRE IZEESWTC, @EIHR A b L—N
wi_name [ udp_port rumber] ~DIEEIET AN Y L7 LET, IPT R LA,

IPv4 £7-131Pv6 7 RL A& T& £9, VRF4
IR 255 DI A i c& £9, UDPA— h
H 5 OFPHIL 0 ~ 65535 T,

Zhavxr RZEoT,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= h U 2B S 4L E T,

. SNMP D&% E
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AV RFERIETIYaY B#)
AT 3| ({EE) switch(config)# copy running-config V7= FBLONY A — NRIZFTa 7 4 ¥
startup-config L—varvaBAX—R Ty a7 4FX¥al—3
VNZave— LT, BEREMHEAICHRTLET,

451
WIZ, VRFIZESWT SNMP EED T fVE ) U TR ETHHZRLET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config) # copy running-config startup-config

ANV R THOEADTI=6D SNMP D E
KDOHEDEFHA LT, AN R 727 EAMIZSNMP #RETEX T,

¢« ILTFHXAPNDRWVWSNMP V2 Off : avFF A NI VI ENnNEasa=r 4 %
EHTEET, ZOHA. SNMPZ 747 MIa vy T $ A MZOWCRHT 246813 H
D EH A

c AT HRALDHD SNMPV2 DM : SNMP 7 54 7 > MEaa=F 4, =& i3,
<community>@<context> ZfFE L T, AT F A M ZIFETLHLLENDH Y 7,

cSNMPV3 D : =0T %A MEIETEET,

FIEDHE
1. switch# configuration terminal
2. switch(config)# snmp-server context context-name vrf vrf-name
3. switch(config)# snmp-server community community-name group group-name
4. switch(config)# snmp-server mib community-map community-name context context-name
FIED
AU RFEREET7TIVa Y ]3]
R w 71 | switch# configuration terminal Jua—N)L a7 4 Xal—ay T— REBHG
LET,
R F v 7 2 | switch(config)# snmp-server context context-namevrf |48 VRF £7-1%5 7+ /L h VRF{Z SNMP =2 > F %
vri-name Abkvy LT LES, BAS AVREIEYHF— b
SNFEE A, HHNTITRK 32 DI T2 T
i —a‘o

SNMP D& E
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ARV KRFERIETI Va3 B#
GE) 7 7 4V b TlE, SNMP X VRF %
FERHLTrZ vy 7Z2XELET, HH
VRF Zfi ] L2813, Zoa~vys
RZfH LT8O VRF ZHET 5 %
ERdHY £T,
A7y 7 3 | switch(config)# snmp-server community SNMPv2c 22 =2 =7 f L SNMP 2 T F 2 [MI~ v
community-name group group-name B L, aa=T a4 BNETHEIN—TEEBIL
F9, ARNCITHRK 32 OFHTEHHTE ET,
RTFw T4 switch(c_onﬁg)# snmp-server mib community-map SNMPv2¢ 23X 2 =F 4 ZSNMP 2> T % X MM~ v
community-name context context-name VL UET, ARNCITEK 32 OB AT
TETS
i

KD SNMPv2 Ofilix, =27 F A MZ snmpdefault E WO ARTOAI 2 =T 4 &2~ v
V740 hEE R L THET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) # snmp-server context def vrf default

switch (config)# snmp-server community snmpdefault group network-admin
switch (config) # snmp-server mib community-map snmpdefault context def
switch (config) #

& SNMPV2 DL, <~ v B 7 EN TRV 227 ¢ comm ZfRE L., A /8
VRTIRERATDHEFEESRLTOVET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server context def vrf default

switch (config) # snmp-server community comm group network-admin
switch (config) #

K@D SNMPv3 O, v3 2 —F—&Z L AT — REHHAT 2 HFEE2 R L TWET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server context def vrf default

switch (config) #

SNMP BEID A = — T )L1k

WHEA X —TNFETIT =TI TEET, BHMAEZIEE L2V &, Cisco NX-OSiLi#
METXCTA R—T W LET,
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\)

snwp @01 x— It i

Note  snmp-server enabletrapsCLI =~ > R& {5 &,

T T T =DM A RX—T VI TEET,

EBHBA N LY — Nk o T

8

WRDFIZ, Cisco NX-OSMIB D& A X —7 /W T 25 CLl 2~ RERLET,

Table 3: SNMP ;&1 D A & —TJ L1t

MIB BEa<v>F
T T OB snmp-server enabletraps
BRIDGE-MIB snmp-server enable traps bridge newr oot

snmp-server enabletraps bridge topologychange

CISCO-AAA-SERVER-MIB

snmp-server enabletraps aaa

ENITY-MIB,

CISCO-ENTITY-FRU-CONTROL-MIB,
CISCO-ENTITY-SENSOR-MIB

snmp-server enabletrapsentity

snmp-server enabletrapsentity fru

CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

IF-MIB

snmp-server enabletrapslink

CISCO-PSM-MIB

snmp-server enable traps port-security

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enable traps snmp authentication

CISCO-FCC-MIB

snmp-server enabletrapsfcc

CISCO-DM-MIB

snmp-server enabletrapsfcdomain

CISCO-NS-MIB

snmp-server enabletrapsfcns

CISCO-FCS-MIB

snmp-server enabletraps fcs discovery-complete

snmp-server enabletrapsfcsrequest-reect

CISCO-FDMI-MIB

snmp-server enabletraps fdmi

CISCO-FSPF-MIB

snmp-server enable traps fspf

CISCO-PSM-MIB

snmp-server enable traps port-security

CISCO-RSCN-MIB

snmp-server enabletrapsrscn
snmp-server enabletrapsrscn els

snmp-server enabletrapsrsen ils

SNMP D&% E .
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MIB BEavy K
CISCO-ZS-MIB snmp-server enabletrapszone

snmp-server enabletraps zone
default-zone-behavior-change

snmp-server enabletrapszone
enhanced-zone-db-change

snmp-server enabletrapszone merge-failure
snmp-server enable traps zone mer ge-success
snmp-server enabletraps zone request-r e ect

snmp-server enable traps zone unsupp-mem

CISCO-CONFIG-MAN-MIB snmp-server enabletraps config

Note ccmCLIRunningConfigChanged
WHZRE, MIBA 7 V=7
k&R —h L TOE A,

)

Note 5 (&> Zi@ENZ, 774/ FTldA X—7 L TT,

Jua—sL ar7 4 Falb—ay EB— NCTHEEDBEBMNE A RX—T T HITIE, ROEE

EITWET,
avUR Br
switch(config)# snmp-server enabletraps T _TCD SNMP @ % A F—7 M L E T,

switch(config)# snmp-server enabletrapsaaa | AAA SNMP i@ %1% A % —7 /L2 LE T,
[server-state-change]

switch(config)# snmp-server enable trapsentity | ENTITY-MIB SNMP J@%1%4 A % — 7 /L2 L
[fru] +,

switch(config)# snmp-server enabletrapslicense| 5 1 &> 2 SNMP&H1% A F— 7 M LET,

switch(config)# snmp-server enable traps R—hk ¥ =2 U T ¢ SNMP @A Z A X —T L
port-security I LE,

switch(config)# snmp-server enabletrapssnmp |SNMP =— = > M@E&A A F—7/VIZ L E
[authentication] +.
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)2 DBERDERTE

TN ZNZHRE LT, A F—T M T % linkUp/linkDown A1 % 5% E CE 7, ROXA 7D
linkUp/linkDown 8 %1% A X — 7 /LIZTE X7,

s ciecLinkDown : Y A ayEiEY 7 AT — K Xy @HEA R —T VI LET,
ecieLinkUp : YAy 7 A7 — K~ 7y FHEHE A R—T M LET,

s cisco-xcvr-mon-status-chg : A2 f VX —T 2 A A FTF LU= N FoH— AT —H AR
HiEm &z A F—7 I LET,

« delayed-link-state-change : 4LV > 7 A7 — NEEEZ A F—T7 M LET,

« extended-linkUp : IETF L3R Y 7 A7 — K 7 v Tl E A x—7 M LET,

« extended-linkDown : IETF Ji3R Y > 7 AT — h X U i@z A F—7 M LET,
e linkDown : IETF Y > 7 A7 — s ¥ UV @HIZ A X — 7 VI LET,

linkUp : IETF U > 7 A7 — K 7 v #@HE A 3x—7 /M LET,

FIRDOHE

1. configureterminal

2. snmp-server enabletrapslink [cieLinkDown | cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp | extended-linkDown | linkDown | linkUp]

F IR D

aAv Y RFEEETIII Y B8
Z 5 71 |configureterminal Ta—)ar7 4 Xal— gy T— NG
1 LET.

switch# configure terminal
switch (config) #

ATy J2 | snmp-server enabletrapslink [cielinkDown | U7 SNMP il % A X —7 M LET,
cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp |
extended-linkDown | linkDown | linkUp]

1

switch (config)# snmp-server enable traps link
cieLinkDown

SNMP D& E
|
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AA—T A RTD) VO BHMDT«tE—T )it
BRI DA 2 —T = A AT linkUp 3 L O linkDown A1 % 75 4 E—7/LICT&E %9, Zhick
D, 7998 T A E—=TxA R (T U BOBITEZHEVIELTWDHAS U F—T =
A A) BT HmEmEHIRCE £,

FlaD#E
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config -if)# no snmp trap link-status
FIE D
ATV rFERETOIVa Y B#Y
R T w 71 | switch# configure terminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
LET,
Z 5 7 2 | switch(config)# interface type slot/port BEFHA L —T = A ZEHEELET,
R T 7 3| switch(config -if)j# no snmp trap link-status A B =T 24 ADSNMP ) > 7 AT —h hT v
TET 4 =TI LET, ZOMREIX. T 740
FCA X =T M ENTNET,

TCP T® SNMP 29 2T % A LFRFED A r— T L1k

TCP v gy ETSNMPICHT AT & A LA A X —T T TEXET,

avU kR B

switch(config)# snmp-ser ver TCP v ay ETSNMPIZXT 25U & A LiBiEa A

tcp-session [auth] 2= M LET, ZOMRRIZT 7 40 b TENIZERE
ENTHET,

SNMP X A v FDEHRFEE L VIGFTDFEHRDENY 1T

AA v FOEFETIER (A=A E2EDT, KRR LTET) BLOAAS v TFOGFHTEED

BTHIENTEET,
SUMMARY STEPS
1. switch# configuration terminal
2. switch(config)# snmp-server contact name
3. switch(config)# snmp-server location name
4. (Optional) switch# show snmp
5. (Optional) switch# copy running-config startup-config

. SNMP D&% E
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DETAILED STEPS
Command or Action Purpose
R T 71 | switch# configuration terminal Jau—N)Lar7 4 Xal—ay T— &G
LET,
AT 7 2 | switch(config)# snmp-server contact name sysContact (SNMP X5 4) Zi%E L £7,
R w 7 3 | switch(config)# snmp-server location name sysLocation (SNMP /47— 3 V) ZRELET,
A7 7 4 | (Optional) switch# show snmp 1 DEIFEE DG T 17 7 A VICET D 1E &
KRLET,
R+ 75 | (Optional) switch# copy running-config startup-config | = O3} ELEFE AR E L E9,

OAVTXFRMERY N I— D T OT 4 TABDTVEVTERTE

Tabay A AZ A, VREREDOWRBEX Y NI —0 =0T 47 4 1Z%9 5 SNMP =27

XA RNDVT LT ERETXET,

SUMMARY STEPS
1. switch# configuration terminal
2.
topology topology-name]
3.
4,
vrf-name] [ topology topology-name]
DETAILED STEPS

switch(config)# snmp-server context context-name [ instance instance-name] [ vrf vrf-name] [

switch(config)# snmp-server mib community-map community-name context context-name
(Optional) switch(config)# no snmp-server context context-name [ instance instance-name] [ vrf

Command or Action

Purpose

ATy T

switch# configuration terminal

Ja—)L a7 4 X alb—gy T— RaBith
]\/\i‘g_O

ATy T2

switch(config)# snmp-server context context-name [
instance instance-name] [ vrf vrf-name] [ topology
topol ogy-name]

SNMP 27 F A &7 a hajL 4 AKX A,
VRF, $HiErARalic~y 7 LET, LAHIIC
TR 32 DR TFEFEHTEET,

ATvT3

switch(config)# snmp-server mib community-map
community-name context context-name

SNMPv2c X 2 =7 4 Z SNMP 2 7 F A MI~v v
BV LET. ARNCITRK 32 OFFTZHEMT
EET

ATvT4

(Optional) switch(config)# no snmp-server context
context-name [ instance instance-name] [ vrf vrf-name] [
topology topol ogy-name]

SNMP 27 FHF A M T hav 4 AKX A,
VRF, FiZ bRa P~y B 728 LET,
ZENZIIR K 32 OFEHTFEHHTEET,
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Command or Action Purpose

Note ACTHERAL vy BT EHIRT D H
T, A AZ A VRF, £7ZiE bR
1Y E AT L7 TLE S0, ingance,
vrf, F 7213 topology & — 7 — R & f# H
ToHL, arTFAMEERRANY
THDO~ vy BT RRESNET,

SNMP ® T 4 £—JJL{t

FIEDHE
1. configureterminal
2. switch(config) # no snmp-server protocol enable
FIED 4
AU REREET7TIV 3 Y B
A w 71 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
1 LET.
switch# configure terminal
switch (config) #
R T w 7 2 | switch(config) # no snmp-server protocol enable SNMP # 5 4 E—7 Mz LET,
K SNMP (X, 74 /L FCF 4 E—T N/ o TV E
no snmp-server protocol enable Tfo

SNMP =% 7€ D HERR

SNMP B EG A R R T HI21E, IROEEEITOET,

=l VN N B8

show snmp SNMP A7 —H 2% FKRLET,

show snmp community [SNMP = 3 = =5 ¢ A U v 7 & &5 LET,

show snmp enginelD | SNMP enginelD % 3/~ L £,

show snmp group SNMP v — /L& KR LET,

show snmp sessions SNMP v+ ava#ERELET,

. SNMP D&% E
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av R Br
show snmp trap ARX—=TNEEITT 4 B—T L ThHDHSNMP AT LET,
show snmp user SNMPv3 2—H &2 F /R L E T,

SNMP D& E .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



